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Preface

About this Book

This book is for system administrators who want to plan and integrate security for Web
based systems. You should already understand your network and your e-business

applications.

Who Should Read this Book

This book is intended for network or system security administrators who install, administer,
and use the Secure Socket Layer (SSL) based systems.

How this Book is Organized
This book contains the following chapters:

m [‘Secure Sockets | ayer Overview” on page 1 provides an overview of SSL and digital

certificates.

m [‘Managing Digital Certificates with iKeyman” on page 11 describes the iKeyman utility,

which is a tool you can use to manage your digital certificates.

Conventions

This book uses the following conventions:

Convention

M eaning

bold

User interface elements such as check boxes, buttons, and commands

monospace

Syntax and directory defaults that are relevant to IBM SecureéWay Toolkit

->

Shows a series of selections from a menu. For example: Select File-> Run
means click File, and then click Run
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Secure Sockets Layer Overview

Privacy and security are concepts that are more critical than ever in today’s electronic
business environment.

Every business professional needs to be concerned about security over open communication
networks, such as the Internet. It is not enough to have a secure Web site; you also need to
have secure communication between Web sites, communication that cannot be monitored by
outside parties. Both you and your users need to be confident that you have a secure
environment in which to conduct your business.

That kind of secure communication requires encryption, and encryption is what the Secure
Sockets Layer (SSL), provides: security for the connection over which you can
communicate.

SSL was developed jointly by Netscape Communications and RSA Data Security. Many
companies worldwide have adopted SSL as their communication protocol of choice. In fact,
many financia transactions on the Internet, including online banking, are now conducted
using SSL.

Because digital certificates are an important component of SSL, this chapter consists of two
sections:

Digital Certificates

Digital certificates allow unique identification of an entity; they are, in essence, electronic
ID cards issued by trusted parties. Digital certificates allow a user to verify to whom a
certificate is issued as well as the issuer of the certificate.

Digital certificates are the vehicle that SSL uses for public-key cryptography. Public-key
cryptography uses two different cryptographic keys: a private key and a public key.
Public-key cryptography is also known as asymmetric cryptography, because you can
encrypt information with one key and decrypt it with the complement key from a given
public-private key pair.

Public-private key pairs are simply long strings of data that act as keys to a user’s
encryption scheme. The user keeps the private key in a secure place (for example, encrypted
on a computer’s hard drive) and provides the public key to anyone with whom the user
wants to communicate. The private key is used to digitally sign al secure communications
sent from the user; the public key is used by the recipient to verify the sender’s signature.
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Public-key cryptography is built on trust; the recipient of a public key needs to have
confidence that the key really belongs to the sender and not to an impostor. Digital
certificates provide that confidence.

A digital certificate serves two purposes: it establishes the owner’s identity, and it makes the
owner's public key available. A digital certificate is issued by a trusted authority—a
certificate authority (CA)—and it is issued only for a limited time. When its expiration date
passes, the digital certificate must be replaced.

Format of Digital Certificates

The digita certificate contains specific pieces of information about the identity of the
certificate owner and about the certificate authority:

®  Owner's distinguished name. A distinguished name is the combination of the owner’s
common name and its context (position) in the directory tree. In the simple directory
tree shown in Eigure 1, for example, LaurenA is the owner’s common name, and the
context is OU=Engnring.0=XYZCorp; therefore, the distinguished name is:

.CN=LaurenA.0OU=Engnring.0=XYZCorp

Owner’s public key.

Date the digital certificate was issued.

Date the digital certificate expires.

Issuer’s distinguished name. This is the distinguished name of the CA.

Issuer’s digital signature.

-

NEN

O=XYZ Corp
I

_Il—l _Il—l

| |

| |
OU=Engnring OU=Accting
CN=LaurenA CN=ChrisR

Figure 1. A simple directory tree

Eigure 2 on page 3 shows the layout of a typical digital certificate.




Owner’s
Distinguished Name
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Owner’s Public Key

Issuer’s (CA)
Distinguished Name

Issuer’s Signature ‘

Figure 2. Simplified layout of a digital certificate

Security Considerations for Digital Certificates

If you send your digital certificate containing your public key to someone else, what keeps
that person from misusing your digital certificate and posing as you? The answer is your
private key.

A digital certificate alone can never be proof of anyone's identity. The digital certificate just
allows you to verify the identity of the digital certificate owner by providing the public key
that is needed to check the digital certificate owner’s digital signature. Therefore, the digital
certificate owner must protect the private key that belongs to the public key in the digital
certificate. If the private key is stolen, the thief can pose as the legitimate owner of the
digital certificate. Without the private key, a digital certificate cannot be misused.

Certificate Authorities and Trust Hierarchies

Trust is a very important concept in digital certificates. Each organization or user must
determine which CAs can be accepted as trustworthy.

A user of a security service requiring knowledge of a public key generally needs to obtain
and validate a digital certificate containing the required public key. Receiving a digital
certificate from a remote party does not give the receiver any assurance about the
authenticity of the digital certificate. To verify that the digital certificate is authentic, the
receiver needs the public key of the certificate authority that issued the digital certificate.

If the public key user does not already hold an assured copy of the public key of the
certificate authority that signed the digital certificate, then the user might need an additional
digital certificate to obtain that public key. In general, a chain of multiple digital certificates
might be needed, comprising a digital certificate of the public key owner (the end entity)
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signed by one CA, and optionally one or more additional digital certificates of CAs signed
by other CAs. m shows a chain of trust.

Owner’s
Distinguished Name

Owner’s Public Key |

Issuer’s (CA) /
Distinguished Name | ’\

Issuer’s Signature * ....................................... :
: Owner’s (CA’s) i
Distinguished Name

il Owner’s Public Key |

Verify Signature | i | i
i [ Issuers (Root CA's) | is
Distinguished Name —\

Issuer’s Signature ,¥ .......................................... .

So— y — Root CA's
: Distinguished Name

Root CA’s Public Key

Verify Signature |_
-:p Root CA’s Signature

Figure 3. Chain of trust — CAs signing CA digital certificates up to the root CA

Note that many applications that send a subject’s digital certificate to a receiver send not
only that digital certificate, but also send all the CA digital certificates necessary to verify
the initial digital certificate up to the root CA.

The chain of trust begins at the root CA. The root CA’s digital certificate is self-signed; that
is, the certificate authority uses its own private key to sign the digital certificate. The public
key used to verify the signature is the public key in the digital certificate itself (see

). To establish a chain of trust, the public-key user must have received the digital
certificate of the root CA in one of the following ways:

®  On adiskette received by registered mail or picked up in person

m  Pre-loaded with software received from a reliable source or downloaded from an
authenticated server

Uses for Digital Certificates in Internet Applications
Applications using public-key cryptography systems for key exchange or digital signatures
need to use digital certificates to obtain the needed public keys. Internet applications of this
kind are numerous. Following are brief descriptions of a few of the commonly used Internet
applications that use public-key cryptography:

(SSL) A protocol that provides privacy and integrity for communications. This protocol is
used by Web servers to provide security for connections between Web servers and
Web browsers, by the LDAP to provide security for connections between LDAP
clients and LDAP servers, and by Host-on-Demand V2 to provide security for
connections between the client and the host system. Additional applications based on
this protocol are in development.




SSL uses digital certificates for key exchange, server authentication, and optionaly,
client authentication.

Client Authentication
Client authentication is an option in SSL that requires a server to authenticate a
client’s digital certificate before allowing the client to log on or access certain
resources. The server requests and authenticates the client’s digital certificate during
the SSL handshake. At that time the server can aso determine whether it trusts the
CA that issued the digital certificate to the client.

Secure Electronic Mail
Many electronic mail systems, using standards such as Privacy Enhanced Mail
(PEM) or Secure/Multipurpose Internet Mail Extensions (SYMIME) for secure
electronic mail, use digital certificates for digital signatures and for the exchange of
keys to encrypt and decrypt messages.

Virtual Private Networks (VPNSs)
Virtual private networks, also called secure tunnels, can be set up between firewalls
to enable protected connections between secure networks over insecure
communication links. All traffic destined to these networks is encrypted between the
firewalls.

The protocols used in tunneling follow the IP Security (IPsec) standard. For the key
exchange between partner firewalls, the Internet key exchange (IKE) standard,
previously known as ISAKMP/Oakley, has been defined.

The standards also alow for a secure, encrypted connection between a remote client
(for example, an employee working from home) and a secure host or network.

Secure Electronic Transaction ( SET™ )
SET is a standard designed for secure credit card payments in insecure networks (the
Internet). Digital certificates are used for card holders (electronic credit cards) and
merchants. The use of digital certificates in SET allows for secure, private
connections between card holders, merchants, and banks. The transactions created
are secure and indisputable, and they cannot be forged. The merchants receive no
credit card information that can be misused or stolen.

Digital Certificates and Certificate Requests
Simplified, a signed digital certificate contains the owner’s distinguished name, the owner’s
public key, the certificate authority’s (issuer’'s) distinguished name, and the signature of the
certificate authority over these fields.

A self-signed digital certificate contains the owner’s distinguished name, the owner’s public
key, and the owner’s own signature over these fields, as shown in Eigure 4 on page .

MBIAIBAQ
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Owner’s
Distinguished Name

Owner’s Public Key

Owner’s Signature ‘

Figure 4. Self-signed digital certificate

A root CA’s digital certificate is an example of a self-signed digital certificate. You can also
create your own self-signed digital certificates to use when developing and testing a server
product. See ' Creating a Self-signed Digital Certificate for Testing” on page 14for details.

A certificate request that is sent to a certificate authority to be signed contains the owner’s
(requester’s) distinguished name, the owner’s public key, and the owner’s own signature
over these fields. The certificate authority verifies this signature with the public key in the
digital certificate to ensure that:

m  The certificate request was not modified in transit between the requester and the CA.

B The requester is in possession of the private key that belongs to the public key in the
certificate request.

The CA is dso responsible for some level of identification verification. This can range from
very little proof to absolute assurance of the owner’s identity.

Global Server Certificates

There is a specia kind of server digital certificate for Web servers, called a global server
certificate.

Global server certificates are needed because of restrictions on export of cryptographic
hardware and software imposed by the United States government:

m  Usersin the United States and Canada can use any available cryptographic algorithm
with any key length. Delivery of cryptographic hardware and software to customers in
the United States and Canada is unrestricted.

m  Usersin other countries using United States products may use only cryptographic
algorithms up to certain key lengths. Delivery of cryptographic hardware and software to
customers outside the United States and Canada is restricted and controlled by the
United States government.

The United States government export regulations allow certain industries in countries outside
the United States and Canada (currently financia institutions such as banks, insurance
companies, and health industry organizations) to use cryptographic products with the same
key lengths as in the United States.




How SSL

To comply with the U.S. government export regulations, global server certificates were
created. The United States government has authorized VeriSign, Inc. to issue specia server
digital certificates to customers digible to use strong encryption, such as banks and other
financia institutions, insurance companies, and health-industry organizations. These digital
certificates are recognized by Microsoft® Internet Explorer Version 3.02 and later and by
Netscape Navigator/Communicator Version 4 and later. When the Web browser recognizes
the special digital certificate, it enables strong encryption routines, such as RC4 with 128-bit
keys or Triple DES with 168-hit keys. The SSL Toolkit; supports global server certificates in
the same fashion.

Global server certificates can be used by:

B Banks, financial institutions, insurance companies, and healthcare organizations outside
the United States and Canada that require SSL between their Web servers and their
customers’ and users Web browsers with encryption stronger than RC2 or RC4 with
40-bit keys.

®  Banks, financia institutions, insurance companies, and healthcare organizations inside
the United States or Canada that require SSL between their Web servers and the Web
browsers of customers or users located outside the United States or Canada with
encryption stronger than RC2 or RC4 with 40-bit keys.

Works

SSL is a protocol that provides privacy and integrity between two communicating
applications using TCP/IP. The Hypertext Transfer Protocol (HTTP) for the World Wide Web
uses SSL for secure communications.

The data going back and forth between client and server is encrypted using a symmetric
algorithm such as DES or RCA4. A public-key agorithm—usually RSA—is used for the
exchange of the encryption keys and for digital signatures. The agorithm uses the public
key in the server’s digital certificate. With the server’s digital certificate, the client can also
verify the server’s identity. Versions 1 and 2 of the SSL protocol provide only server
authentication. Version 3 adds client authentication, using both client and server digital
certificates.

The SSL Handshake

A (SSL) connection is always initiated by the client using a URL starting with https://
instead of with http://. At the beginning of an SSL session, an SSL handshake is
performed. This handshake produces the cryptographic parameters of the session. A
simplified overview of how the SSL handshake is processed is shown in [Eigure 5 on page 8.

Secure Socket Layer Introduction and iKeyman User’s Guide
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Client issues secure session request

L (HTTPS://someserver.org/somedata.html) >

Server sends X.509 certificate containing
server’s public key.

L<

Client authenticates certificate against list of known CAs. (If CA is unknown,

Client generates random symmetric key and
encrypts it using server’s public key. >

Client and Server now both know the symmetric key and encrypt

end-user data using symmetric key for duration of session.
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Figure 5. SSL handshake with server authentication

1

The client sends a client “hello” message that lists the cryptographic capabilities of the
client (sorted in client preference order), such as the version of SSL, the cipher suites
supported by the client, and the data compression methods supported by the client. The
message also contains a 28-byte random number.

The server responds with a server “hello” message that contains the cryptographic
method (cipher suite) and the data compression method selected by the server, the
session |D, and another random number.

Note: The client and the server must support at least one common cipher suite, or else
the handshake fails. The server generally chooses the strongest common cipher
suite.

The server sends its digital certificate. (The server uses X.509 V3 digital certificates with
SSL.)

If the server uses SSL V3, and if the server application (for example, the Web server)
requires a digital certificate for client authentication, the server sends a “digital certificate
request” message. In the “digital certificate request” message, the server sends a list of
the types of digital certificates supported and the distinguished names of acceptable
certificate authorities.

The server sends a server “hello done” message and waits for a client response.

Upon receipt of the server “hello done” message, the client (the Web browser) verifies

the validity of the server's digita certificate and checks that the server’'s “hello”

parameters are acceptable.




If the server requested a client digital certificate, the client sends a digital certificate, or
if no suitable digital certificate is available, the client sends a “no digital certificate”
alert. This alert is only a warning, but the server application can fail the session if client
authentication is mandatory.

6. The client sends a “client key exchange” message. This message contains the pre-master
secret, a 46-byte random number used in the generation of the symmetric encryption
keys and the message authentication code (MAC) keys, encrypted with the public key of
the server.

If the client sent a digital certificate to the server, the client sends a “digital certificate
verify” message signed with the client’s private key. By verifying the signature of this
message, the server can explicitly verify the ownership of the client digital certificate.

Note: An additional process to verify the server digital certificate is not necessary. If the
server does not have the private key that belongs to the digital certificate, it
cannot decrypt the pre-master secret and create the correct keys for the symmetric
encryption algorithm, and the handshake fails.

7. The client uses a series of cryptographic operations to convert the pre-master secret into
a master secret, from which all key material required for encryption and message
authentication is derived. Then the client sends a “change cipher spec” message to make
the server switch to the newly negotiated cipher suite. The next message sent by the
client (the “finished” message) is the first message encrypted with this cipher method
and keys.

8. The server responds with a “change cipher spec” and a “finished” message of its own.
9. The SSL handshake ends, and encrypted application data can be sent.

Digital Certificates and Trust Chains with SSL

Secure Sockets Layer V3 can use server digital certificates as well as client digital
certificates. As previously explained, server digita certificates are mandatory for an SSL
session, while client digital certificates are optional, depending on client authentication
reguirements.

The public key infrastructure (PKI) used by SSL allows for any number of root certificate
authorities. An organization or end user must decide for itself which CAs it will accept as
being trusted. To be able to verify the server digital certificates, client Web browsers require
possession of the root CA digital certificates used by servers. Popular Web browsers such as
Netscape Navigator/Communicator or Microsoft Internet Explorer usually come with a key
ring where a number of CA digital certificates, called trusted roots, are already installed.
This list can be edited, and the digital certificates of untrusted CAs can be deleted.

If an SSL session is about to be established with a server that sends a digital certificate
whose root CA digital certificate is not in the key ring, the browser displays a warning
window and presents options either to import the digital certificate or to abort the session.
To avoid this situation, import the root CA digital certificate from a Web page or use a
JavaScript program that imports the digital certificate.

If client authentication is used, the Web server requires possession of the root CA digital
certificates used by clients. Because it is not possible to import root CA digita certificates
into the server application dynamically, all root CA digital certificates that are not part of the
server key ring at delivery time must be installed using the iKeyman utility before any client

Secure Socket Layer Introduction and iKeyman User’s Guide
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digital certificates are issued by these CAs. For more information on iKeyman, see

SSL with Global Server Certificates

When an SSL session is established between the international version of Netscape
Navigator/Communicator V4, Microsoft Internet Explorer V4, IBM SSL-enabled client
applications, or client applications written using the SSL Toolkit and a Web server equipped
with a global server certificate, a normal SSL handshake (described in Eigure 5 an page 8) is
performed initially. Usually, the Web server and the Web browser settle on the cipher suite
SSL_RSA_EXPORT_WITH_RC4 40 _MDS5. They use 512-bit RSA keys for key
exchange, RC4 with 40-bit keys for encryption, and MD5 for message authentication.

During the handshake, the browser receives and verifies the server digital certificate and
realizes that this digital certificate authorizes stronger encryption. Remember that the
browser sends the list of cryptographic suites it supports with the “client hello” message
before the server sends its digital certificate. At this point, the browser has no knowledge of
the server’s global server certificate.

The first handshake is completed with the “change cipher specification” and “finished”
messages from both client and server. At this point, the client initiates another SSL
handshake. This time, in the “client hello” message, the client includes the strong
cryptographic suites such as:

B SSIL RSA WITH_RC4 128 MD5 (1024-bit RSA keys for key exchange, RC4 with
128-hit keys for encryption, and MD5 for message authentication)

m SSL RSA WITH_3DES EDE_CBC_SHA (1024-bit RSA keys for key exchange,
triple DES with 168-bit keys for encryption, and SHA-1 for message authentication)

After the second handshake is completed, one of the stronger cryptographic suites is used.

This double handshake is also known as the SSL step-up protocol. Actually, al application
data exchanged in the SSL session are encrypted with the stronger encryption protocol.
Compared to the use of a United States browser, the only drawback is the higher overhead
of performing an SSL handshake twice.
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Managing Digital Certificates with
IKeyman

The iKeyman utility is a tool you can use to manage your digital certificates. With iKeyman,
you can create a new key database or atest digital certificate, add CA roots to your
database, copy certificates from one database to another, request and receive a digital
certificate from a CA, set default keys, and change passwords.

The iKeyman utility is a part of the IBM Java Secure Socket Extension package.

Starting iIKeyman
Each of the tasks you wish to perform requires that iKeyman be running. To start iKeyman:
1. Go to the directory where you installed Java.
2. Change to the directory containing iKeyman and start it:
Windows and OS/2

cd docs\ikeyman\samples
ikeyman

UNIX

chdir demo/ikeyman
jar -xvf SampleIKEYMAN.jar
ikeyman

Creating a Key Database
A key database enables a client application to connect to those servers that have digita

certificates signed by those CAs for which you have signed digital certificates.

To create a key file, follow these steps:

1. Start iKeyman, if it is not already running.

2. Click Key Database File » New. The New window is displayed, which will look similar

to the one shown in [Eigure 6 on page 14.

Secure Socket Layer Introduction and iKeyman User’s Guide
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Hey database ype | JKS - |
File Haine: Ky ks Browse...
1 oo i I TERFL

Ok Cancel

Figure 6. New Key Database File window
3. Select JKS for the Key database type field.
4. Change the values for the File Name and L ocation, if desired.

5. Click OK.
The Password Prompt window is displayed, as shown in W

Password Prompt l

Password: [~ |

Confirm Password: |*'*"’***** |

[_| Set expiration time?

Password Strength:

¥ id . 1 Y i

0K || Reset || Cancel

Figure 7. Password Prompt window

6. Type a password in the Password field, and type it again in the Confirm Password

field.
7. Click OK.

A confirmation window is displayed, verifying that you have created a key database.

8. Click OK.

You have successfully created a key database, and the IBM Key Management window is

displayed.

The IBM Key Management, an example of which is shown in Eigure 8 on page 13, will

reflect your new key file name and your signer digital certificates.
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Figure 8. IBM Key Management window

The following signer digital certificates are provided with iKeyman:
RSA Secure Server CA

Thawte Personal Premium CA
Thawte Personal Freemail CA
Thawte Personal Basic CA

Thawte Premium Server CA
Thawte Server CA

VeriSign Class 1 Public Primary CA
VeriSign Class 2 Public Primary CA
VeriSign Class 3 Public Primary CA
VeriSign Test CA Root Certificate

These signer digital certificates enable your clients to connect to servers that have valid
digital certificates from these signers. Now that you have created a key database, you can
use it on your client and connect to a server that has a valid digital certificate from one of
the signers.

If you need to use a signer digital certificate that is not on this list, you need to request it

from the CA and add it to your key database (see ' Adding a CA Roat Digital Certificate” on
hage 15).

Note: The VeriSign Test CA Root Certificate is a low-assurance CA that is included for
testing purposes. You should remove this root before placing a key database class into
a production application.
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Creating a Self-signed Digital Certificate for Testing

When you are developing a production application, you might not want to purchase a true
digital certificate until after you are done testing the product. With iKeyman, you can create
a self-signed digital certificate to use until testing is complete. A self-signed digital
certificate is a temporary digital certificate you issue to yourself, with yourself as the CA.

Note: Do not release a production application with a self-signed digital certificate; no

browser or client will be able to recognize or communicate with your server.

To create a self-signed digital certificate, follow these steps:

1
2.
3.

Start iKeyman, if it is not already running.
Click Key Database File » Open to display the Open window.

Select the key database file to which you want to add a self-signed digital certificate and
click Open. The Password Prompt window is displayed.

Type the password and click OK. The IBM Key Management window is displayed.
The title bar shows the name of the key database file you selected, indicating that the
file is open and ready.

Select Personal Certificates from the pulldown list.

Click New Sdlf-Signed. The Create New Self-Signed Certificate window is displayed,
as shown in @
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Figure 9. Create New Self-Signed Certificate window

Type a Key Label, such as keytest, for the self-signed digital certificate.

Type a Common Name and Organization, and select a Country. For the remaining
fields, either accept the default values, or type or select new values.

Click OK. The IBM Key Management window is displayed. The Personal Certificates
field shows the name of the self-signed digital certificate you created.
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Adding a CA Root Digital Certificate

After you have requested and received a CA root digital certificate from a CA, you can add
it to your database. Most root digital certificates have the form *.arm (for example,
cert.arm).

To add a CA root digital certificate to a database, follow these steps.

1.
2.
3.

© N o O

10.

Start iKeyman, if it is not aready running.
Click Key Database File » Open to display the Open window.

Select the key database file to which you want to add a CA root digital certificate and
click Open. The Password Prompt window is displayed.

Type the password and click OK. The IBM Key Management window is displayed.
The title bar shows the name of the key database file you selected, indicating that the
file is open and ready.

Select Signer Certificates from the pulldown list.
Click Add. The Add CA'’s Certificate from a File window is displayed.
Click Data type and select a data type, such as Base64-encoded ASCI | data.

Type a Certificate file name and Location for the CA root digital certificate, or click
Browse to select the name and location.

Click OK. The Enter a Label window is displayed.

Type a label for the CA root digital certificate, such as VeriSign Test CA Root
Certificate, and click OK. The IBM Key Management window is displayed.

The Signer Certificates field now shows the label of the CA root digital certificate you
just added.

Deleting a CA Root Digital Certificate

If you no longer want to support one of the signers in your signer digital certificate list, you
need to delete the CA root digita certificate.

Note: Before deleting a CA root digital certificate, create a backup copy in case you later

want to re-create the CA root.

To delete a CA root digital certificate from a database, follow these steps:

1
2.
3.

Start iKeyman, if it is not already running.
Click Key Database File » Open to display the Open window.

Select the key database file from which you want to delete a CA root digita certificate
and click Open. The Password Prompt window is displayed.

Type the password and click OK. The IBM Key Management window is displayed.
The title bar shows the name of the key database file you selected, indicating that the
file is open and ready.

Select Signer Certificates from the pulldown list.

6. Select the CA root digita certificate you want to delete and click Delete. The Confirm

window is displayed.

Secure Socket Layer Introduction and iKeyman User’s Guide
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7. Click Yes. The IBM Key Management window is displayed. The label of the CA root
digital certificate you just deleted no longer appears in the Signer Certificates field.

Copying Certificates from One Key Database to another

When setting up a private trust network or using self-signed certificates for testing purposes,
you might find it necessary to extract a certificate from a database to be added to another
database as a signer or site certificate. Other times, you might want to export a personal
certificate and import it as a personal certificate.

First scenario: To extract a certificate from the (source) key database to be added as a
signer or site certificate in the (target) key database, follow these steps:

1. Start iKeyman, if it is not already running.
2. Click Key Database File » Open. The Open window is displayed.

3. Select the (source) key database containing the certificate that you would like to add to
another (target) database as a signer or site certificate and click Open. The Password
Prompt window is displayed.

4. Type the password and click OK. The IBM Key Management window is displayed.
The title bar shows the name of the key database file you selected, indicating that the
class is open and ready.

5. Select the type of certificate you want to export: Personal, Signer, or Site.
6. Select the certificate that you want to add to another database.

7. If you select Personal, click the Extract Certificate pushbutton. If you select Signer
or Site, click the Extract pushbutton. The Extract a Certificate to a File window is
displayed. You will proceed with the remaining steps.

8. Click Data type and select a data type, such as Base64-encoded ASCI| data. The data
type needs to match the data type of the certificate stored in the certificate file. The
iKeyman tool supports Base64-encoded ASCII files and binary DER-encoded
certificates.

9. Type the certificate file name and location where you want to store the certificate, or
click Browse to select the name and location.

10. Click OK. The certificate is written to the specified file, and the IBM Key
Management window is displayed.

To add a certificate as a signer or site certificate to the database (target), follow these steps:

1. Start iKeyman, if it is not already running.

2. Click Key Database File » Open to display the Open window.

3. Sdlect the key database to which you would like to add the certificate that has been
extracted from above and click Open. The Password Prompt window is displayed.

4. Type the password and click OK. The IBM Key Management window is displayed.
The title bar shows the name of the key database file you selected, indicating that the
class is open and ready.

5. Select the type of certificate you would like to add: Signer or Site.

6. Click Add. If you had selected Signer Certificates from the pulldown list the Add CA's
Certificate from a File window displays. If you had selected Site Certificates from the
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pulldown list the Add Site Certificate window displays. For more information
concerning these two windows see step m above.

7. Type the certificate file name that you used when you extracted a certificate. For more
information, see step m above.

8. The Enter a Label window displays.
9. Specify the name of the certificate, and click OK.

The certificate is now added to the (target) database.

Second scenario: In the previous scenario, you extracted a personal, signer, or site
certificate from a source database and added it to the target database as a signer or site
certificate. This scenario exports a personal certificate from a source database and imports it
to atarget database as a personal certificate.

To export a personal certificate from the (source) key database to be imported as a personal
certificate in the (target) key database follow these steps:

1. Start iKeyman, if it is not already running.

2. Click Key Database File » Open. The Open window is displayed.

3. Select the (source) key database containing the certificate that you would like to add to
another (target) key database as a personal certificate and click Open. The Password
Prompt window is displayed.

4. Type the password and click OK. The IBM Key Management window is displayed.
The title bar shows the name of the key database file you selected, indicating that the
class is open and ready.

5. Select Personal Certificates from the pulldown list.
6. Select the personal certificate you want to export.

7. Select the Export/Import pushbutton to transfer keys between the current database and
a PKCS#12 file or another database. The Export/Import Key window displays.

8. Select Export from the Choose Action Type.
9. Select Key File Type (for example, PKCS12 file) from the pulldown to export list.

10. Type the certificate file name (for example. copy.pl2) that you would like to export and
the location where you want to store the certificate, or click Browse to select the name
and location and click OK. The Password Prompt window displays.

11. Enter a password for the password file, confirm the password, and click OK.
The certificate is now extracted from the (source) database.

To import a personal certificate to the (target) key database, follow these steps.
1. Start iKeyman, if it is not already running.
2. Click Key Database File » Open. The Open window is displayed.

3. Select the (target) key database to which you would like to import the certificate that has
been exported above and click Open. The Password Prompt window is displayed.
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4. Type the password and click OK. The IBM Key Management window is displayed.
The title bar shows the name of the key database file you selected, indicating that the
class is open and readly.

5. Sdect the Personal Certificates from the pulldown list.

6. If the target key database has no personal certificate, click the Import pushbutton to
import keys from a PKCS#12 file or another database. The Import Key window
displays. If target key database has one or more personal certificates, do:

m  Click the Export/Import key pushbutton, the Export/Import key window displays.
m  Sclect Import from the Choose Action Type.

7. Select the same key file type that you specified from the export. For more information,
see step m and click OK. The Password Prompt window is displayed.

8. Specify the password from when you exported. For more information, see step 11 od
and click OK.

The certificate is now imported to the (target) database.

Requesting a Digital Certificate

A digital certificate is required to run the SSL-enabled server code and might be required for
client applications. To acquire a digital certificate, generate a request using iKeyman and
submit the request to a CA. The CA will verify your identity and send you a digital
certificate.
To request a digital certificate, follow these steps:

1. Start iKeyman, if it is not already running.

2. Click Key Database File » Open. The Open window is displayed.

3. Select the key database file from which you want to generate the request and click
Open. The Password Prompt window is displayed.

4. Type the password and click OK. The IBM Key Management window is displayed.
The title bar shows the name of the key database file you selected, indicating that the
file is open and ready.

5. Select Personal Certificate Requests from the pulldown list.

6. Click New. The Create New Key and Certificate Request window is displayed, as
shown in Ei :
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Figure 10. Create New Key and Certificate Request window

7. Type a Key Label, such as Production Certificate for MyWeb at My Company, for
the self-signed digital certificate.

8. Type a Common Name and Organization, and select a Country. For the remaining
fields, either accept the default values, or type or select new values.

9. At the bottom of the window, type a name for the file, such as certreq.arm.

10. Click OK. A confirmation window is displayed, verifying that you have created a
request for a new digital certificate.

11. Click OK. The IBM Key Management window is displayed. The Personal Certificate
Requests field shows the key label of the new digital certificate request you created.

12. Send the file to a CA to request a new digital certificate, or cut and paste the request
into the request forms of the CA’s Web site.

Receiving a Digital Certificate
After the CA sends you a new digital certificate, you need to add it to the key database from
which you generated the request.
To receive a digital certificate, follow these steps.
1. Start iKeyman, if it is not already running.
2. Click Key Database File » Open. The Open window is displayed.

3. Select the key database file from which you generated the request and click Open. The
Password Prompt window is displayed.

4. Type the password and click OK. The IBM Key Management window is displayed.
The title bar shows the name of the key database file you selected, indicating that the
file is open and ready.

Secure Socket Layer Introduction and iKeyman User’s Guide
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5. Select Personal Certificates from the pulldown list.
6. Click Receive. The Receive Certificate from a File window is displayed.

7. Click Data type and select the data type of the new digital certificate, such as
Base64-encoded ASCI | data. If the CA sends the certificate as part of an e-mail
message, then you might need to cut and paste the certificate into a separate file.

8. Type the Certificate file name and L ocation for the new digital certificate, or click
Browse to select the name and location.

9. Click OK. The Enter a Label window is displayed.

10. Type alabel, such as RALVS6 Banking Certificate, for the new digita certificate and
click OK. The IBM Key Management window is displayed. The Personal
Certificates field shows the label of the new digital certificate you added.

Deleting a Digital Certificate

If you no longer need one of your digital certificates, you need to delete it from your
database.

Note: Before deleting a digital certificate, create a backup copy in case you later want to
re-create it.

To delete a digital certificate, follow these steps:

1. Start iKeyman, if it is not already running.

2. Click Key Database File » Open. The Open window is displayed.

3. Sdlect the key database file from which you want to delete the digital certificate and
click Open. The Password Prompt window is displayed.

4. Type the password and click OK. The IBM Key Management window is displayed.
The title bar shows the name of the key database file you selected, indicating that the
file is open and ready.

5. Select Personal Certificates from the pulldown list.

6. Select the digital certificate you want to delete and click Delete. The Confirm window
is displayed.

7. Click Yes. The IBM Key Management window is displayed. The label of the digital
certificate you just deleted no longer appears in the Personal Certificates field.

Changing a Database Password

The iKeyman tool allows you to change a database password.

To change a database password, follow these steps:
1. Start iKeyman, if it is not already running.
2. Click Key Database File » Open. The Open window is displayed.

3. Select the key database file in which you want to change the password and click Open.
The Password Prompt window is displayed.
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4. Type the password and click OK. The IBM Key Management window is displayed.
The title bar shows the name of the key database file you selected, indicating that the
file is open and ready.

5. Click Key Database File » Change Password. The Change Password window is
displayed.

6. Type a new password in the Password field, and type it again in the Confirm Password
field.

7. Click OK. A message in the status bar indicates that the request completed successfully.

Secure Socket Layer Introduction and iKeyman User’s Guide
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