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h� 10C∩≤w�h� 10 �o$�⌠≤�DAIBM úú	Σ�A�A

úD�	D]o
b≤¬�w�h�C

h� 20G
t�	n���� ID MKX$αnJCw�h� 20 q
]��nJw�C

�w]A�����∩≤��½≤ú�s�vA]�����úπ� *ALLOBJ

Sϕv¡C

h� 30G
t�	n���� ID MKX$αnJC�����	���½≤�v¡A]�

�
w]�A���S�⌠≤v¡Co��Ω�w�C

h� 40G
t�	n���� ID MKX$αnJCúFΩ�w�º At�
ú�πX�

O@\αCπXO@\α (	pτ�@�t���	��) ���AOnO@z

�t�Mt�ñ�½≤AHKⁿ��gτºt�����
�C∩≤jí≈�

w�@�&ÑAh� 40 O���w�h�Cϕz¼�s� iSeries t�&Σ�

�� R4R5 �≤s���
Aw�h�]w� 40C

h� 50G
t�	n���� ID MKX$αnJCt�
jó⌡µh� 40 �Ω�w�

PπX�O@A²
sW[jπX�O@A	p¡εt�¼A{íP���¼

A{íºí�TºBzCw�h� 50 ���AOw∩π��¬w��	D�

iSeries t�C

�: h� 50 O C2 Ωµ{w]H� FIPS-140 Ωµ{w
��nh�C

iSeries Security Reference @��� 2 �ú��÷w�h��p≤q@�w�h�� 

t@�w�h�ºΩT�í�C

© Copyright IBM Corp. 1996, 2004 3



πΘ]w

z�t�ñπ�πΘ]w�AivTu@iJt��ΦíAH�t�����ú��

t� [Co�]w�]AUC��G

w�t��G

w�t��O���εt�W�w��Co��i�¿%�s�G

v @δw�t��

v ΣªPw��÷�t��

v �εKX�t��

v �εf��t��

��ñ�\hDDQ
Swt���w�Ω@ΦíCiSeries Security Reference @

��� 3 �í���Pw��÷�t��C

⌠⌠��G

⌠⌠���εt�b⌠⌠ñ�PΣªt��Φí (�∩�ú�P)CziHb

Work Management @�ñΣ�⌠⌠�����ΩTC

lt�í�PΣªu@�z��G

u@�z��MwiJt��u@��AH�u@�⌡µ�⌠�C�ΩT�\

hDDQ
Y�u@�z��w�Ω@ΦíCWork Management @�ú���

π�ΩTC

qTtmG

z�qTtm]
vTu@iJt��ΦíC�ΩTñ\hDD�ú���

�Aibt��P⌠⌠
A≤UzO@t�C

���]w�

C�t����ú��n�@����]w�Cb���iHnJºeAz����

���]w�C���]w�]i���εp DASD �DxsΘ
XÑA�uπ�s

�C��\� 55��y�zA�uπzA�o��ΩTC

���]w�O��OBI≤u��uπCª
�ε����α⌡µ��@A��µ

]w����ú��t�¼ACiSeries Security Reference @�í����]w�ñ��

���C

s�]w�

s�]w�O@�Sϕ�¼����]w�CziH��@�]w��wq���s

��v¡A&ú��Oaú�v¡
C����Cϕz���s]w�\α����

O����]w�
AzúiH��s�]w��@�¼�A�Ob��uiSeries ΓΦ

�v
AziH��w��h\αϕ�sΦz����v¡C

iSeries Security Reference @��� 5 �M� 7 �ú�W�M��s�]w����

ΩTC
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Ω�w�

t�Ω�w�i²zwq��HiH��½≤AH�p≤��o�½≤Cs�½≤�

\α��v¡Cϕz]w½≤v¡
Aziα	np�Abúú�s²��≤t��

v¡UAú�¼≈�v¡
����⌡µL��u@C½≤v¡iú�Sw½≤\i

v
���A�iⁿw���i∩�½≤⌡µ��@C½≤Ω�ig�Sw����

��v¡�¡εApsWO²��≤O²Ct�Ω�i²���s�Swºt�wq

�v¡l�G*ALLB*CHANGEB*USE H� *EXCLUDEC

��B{íB��wM�²O	nΩ�w�O@��
út�½≤A²∩≤t�ñ�

⌠≤�O½≤Az]iHⁿwv¡C

� 5 �, yH½≤v¡�O@ΩTΩúzí�bt�ñ]m½≤v¡�½n�CiSeries

Security Reference �� 5 �í�]wΩ�w��∩�C

¡ε{í\α

¡εs�{í\αiHbzS� iSeries ½≤HO@{íw�
Aú�w��I�O@

{íCb V4R3 [J¡εs�{í\αΣ�HeAz
zL��	vMµ�Σª½≤A

H��d½≤�v¡��ε{í\α�s�í�AHO@{íC{bAziH��{

í\αºs�¡εAH≤�µ�Φí��ε��{íB��{í�≤�{í�\α�

s�í�C

ziHQ�Γ�ΦíAg�uiSeries ΓΦ�v��z���∩≤��{í\α�s�í

�C�@�ΦíO��u��{í�zvΣ�G

1. b]tzn�≤Σs�]wº\α�t�W÷@U�½kΣC

2. ∩���{í�zC

3. pGzOb�zt�WA�∩���]wC
hA��≥U@BC

4. ∩�@�i�z�\αC

5. pGA���A�∩�w]s�C
�∩�ªAziH�
w]�Ae\����

�s��\αC

6. pGA���A�∩��
½≤s�C
�∩�ªAziHe\��π���½≤

t�v¡������s��\αC

7. pGA���A�∩��qC����qs�∩��W�sW��ú÷sA�sW

��ú�\s����s�Mµñ�����s�C

8. pGA���A�∩��ú�qC
�∩�ªAzNRú�∩\α�⌠≤�qs

�C

9. ÷@UTw�÷¼��{í�z∩��C

�G��z���s��ΦkA]tuiSeries ΓΦ�v�u���Ms�vΣ�G

1. buiSeries ΓΦ�vñAi}���Ps�C

2. ∩��
���Bs��s�H������π����Ps��MµC

3. b����s�W÷@U�½kΣA�∩��eC

4. ÷@U\αC

5. ÷@U��{í��C

6. ������≤����s��s�]wC
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7. ÷@UTwΓ��÷¼�e∩��C

��\� 133��yiSeries ΓΦ� w��zA�ouiSeries ΓΦ�vw��D���

ΩTC

pGzO��{í�]p�AziH��{í\α API �¡εs��⌡µUC�@G

v nO\α

v �%\α��÷ΩT

v wq��Hi���\αA��Húµ

v �d���α
���\α

�: �Σ�úα�NΩ�w�C¡ε{í\α�s��ú
²ε���qt@�	s

�Ω�]
O���{í
C

nb��{íñ���Σ�Abw���{í
A��{íú����nO\αCn

O�τ�
∩����{íñY�\α�{íX�⌠C���⌡µ��{í
A��

{í
²Is API AIs{íX�⌠CAPI 
Is�d�� APIAd
����\αC

�]e\������nO�\αAh
⌡µ{íX�⌠C�]úe\������

\αAh
²ε���⌡µ{íX�⌠C

�: API bnOΩ�w (WRKREGINF) ñ]tnO� 30 �r�\α IDC÷M\α API

�¡εs�vn���\α ID S��s��⌡X{íA²⌡X{í�O�n�C

Ynbn²ñn²⌠≤��Az��ú�@�⌡X{íµíW�CYno��A

un²\α APIv
��@�Ω�µíW�AMßb��wgn²�\α���Ω

�µíW�C]�oO@�Ω��µíW�A�H�ú
Is⌠≤⌡X{í{

íC

t��z�iⁿw��His�\αA��HúµC�z�i�� API ��z{í\α

�s�A���uiSeries ΓΦ�v��{í�z GUI ��zCiSeries t� API �


@�ú��÷¡εs�{í\α API �ΩTC�÷�ε\α�s��ΩTA��\�

133��yiSeries ΓΦ� w��zC

w�f�

H�≥≤Uzz�f�Σt�w�G

v �⌠w��W�O
�πC

v Tw�W��w���εAϕBiµCo��f�q
�w�D��⌡µA�ϕ@

CΘw���z�@í≈Cª]i��í� í�f��Aϕ¿w��w���d

�@í≈A²�

≤���C

v Twt�w�bt�⌠��≤
'¡wCvTw��º�≤�í≈d	pUG

– �t�������s½≤

– iJt��s���

– ½≤��v��≤]��π	v


– d⌠��≤]�≤���s�


– �
�v¡]�A
M%


– w�sú�
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v ����≤@��A
pw�s���{íB����¬�w�h��]mqT⌠

⌠C

�B�í���NA�≤��Wz�¼pCf�����Wv�M≤z���jp�

w��	DC

w��f�]A��t�W�ⁿOMs�ΘxΩTCziH��@�Sϕ�]w�A

�ΣLH��iµzt��w��f�Cf��]w�	n *AUDIT Sϕv¡$α�≤

t��f��ΦC������í≈f�@�	nπ� *ALLOBJ � *SECADM Sϕ

v¡����]w�Cϕf��í�⌠
ANf��]w��KX]w� *NONEC

�÷w��f��≤h��A��\ Security Reference @��� 9 �C

d�Gt�w���°i

� 1 π���uCLt�w��� (PRTSYSSECA)vⁿO�ΘXd	C°ϕπ�w��

÷t���]w�AH��
w��≥�nDU�t�����⌠⌠��Cª�π�

zt�W�e�]w�C

�: °ϕW�{µ�@µA
π�z�t�W�e�]wCH�]wP����±�
HF�w����D�bC

t�w���

t��
W� {µ� ���
QALWOBJRST *NONE *NONE
QALWUSRDMN *ALL QTEMP
QATNPGM QEZMAIN QSYS *NONE
QAUDENDACN *NOTIFY *NOTIFY
QAUDFRCLVL *SYS *SYS
QAUDCTL *AUDLVL *AUDLVL *OBJAUD
QAUDLVL *SECURITY *AUTFAIL *CREATE

*DELETE *SECURITY
*SAVRST *NOQTEMP

� 1. t�w���°id	 (1/4)

QAUTOCFG 0 0
QAUTORMT 1 0
QAUTOVRT 9999 0
QCMNRCYLMT 0 0 0 0
QCRTAUT *CHANGE ��wh���εC
QCRTOBJAUD *NONE ��wh���εC
QDEVRCYACN *DSCMSG *DSCMSG
QDSCJOBITV 120 120
QDSPSGNINF 1 1
QINACTITV 60 60
QINACTMSGQ *ENDJOB *ENDJOB
QLMTDEVSSN 0 1
QLMTSECOFR 0 1
QMAXSGNACN 2 3
QMAXSIGN 3 3

� 1. t�w���°id	 (2/4)
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QPWDEXPITV 60 60
QPWDLMTAJC 1 1
QPWDLMTCHR *NONE AEIOU@$#
QPWDLMTREP 1 2
QPWDLVL 0
QPWDMAXLEN 8 8
QPWDMINLEN 6 6
QPWDPOSDIF 1 1
QPWDRQDDGT 1 1
QPWDRQDDIF 0 1
QPWDVLDPGM *NONE *NONE
QRETSVRSEC 0 0
QRMTIPL 0 0
QRMTSIGN *FRCSIGNON *FRCSIGNON
QSECURITY 50 50
QSHRMEMCTL 1 0
QSRVDMP *DMPUSRJOB *NONE
QUSEADPAUT *NONE CRTAUTL AUTL(QUSEADPAUT) AUT(*EXCLUDE)

CHGOBJOWN OBJ(QUSEADPAUT) OBJTYPE(*AUTL)
CHGSYSVAL SYSVAL(QUSEADPAUT) VALUE(QUSEADPAUT)

QVFYOBJRST 1 3

� 1. t�w���°id	 (3/4)

t�w���

⌠⌠��
W� {µ� ���
DDMACC *OBJAUT *REJECT
JOBACN *FILE *REJECT
PCSACC *OBJAUT *REJECT

� 1. t�w���°id	 (4/4)
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� 2 � iSeries w��δFP eServer w�W�{í

iSeries °A�uw�δFvMueServer w�W�{ívΓ�uπAiH≤UzMwn

b iSeries °A�ñB��w��C��uiSeries ΓΦ�vñ�uiSeries °A�w�δ

FvANiH	�z∩w�%¬Aú$)Mz�w�	D�°iC��ziH��ª

�tmz�t�w�C

���uiSeries w�δFv�ueServer w�W�{ívA�≤UzW��ΩI iSeries

°A��≥�w��hCoΓ�uπ���AO²z≤e÷bt�WΩI��zw�

�COS/400® ñ�ú��δFA
�z\h÷≤°A�⌠��¬Ñ�DA�	�z�¬

�ú�@�δFiH�YM��zt����C

ueServer w�W�{ívOuw�δFv�uW��CªiH²z	�w�	D∩�∩

�AMßú�@≈°ϕA��z	n��S��O@z�⌠�w�C

ueServer w�W�{ívOδF�⌠⌠¼��Cªú�bz�t�WΩIw��I��

�APδF�\α�PCúLAU�LkM���C)ºAª
	�z%�
U��

¬�Aú$@≈t�w���Σªz��bt�WM��Σª��MµC

w�δF

Mwn�°����� iSeries w�t��OßOHxZ�C�]zO iSeries °A�w

�Iµ�sΓA� iSeries °A��⌡µ⌠��±��≤Ahuw�δFvi≤Uz�

MwC

δFO�≥H

v δFO@�uπAi²���bt�W���w��tm�½C

v δF
���DHq����oΩTCC@��D�%�
MwU@�n����

D�≤C

v ϕδF������DHßA���K
ú��¿�∩��C�����
÷U�

¿÷sAHw��tm���C

w�δF��

uw�δFv���O≥≤���%��tmUC��C

v w��÷�t��P⌠⌠��C

v ��t��w��÷°ϕ

v ú$u�z�ΩT°ϕvH�u���ΩT°ϕvG

– u�z�ΩT°ϕvt����w�]wAH�ΩIo���e�ϕϕ��{

	C

– u���ΩT°ϕvt�i�≤°�w�Fª�ΩTC	pA�°it�KX�

XWhC

v ú�t�WU�w��÷�����]w�C

uw�δFv��

v uw�δFv���OG

– 	����∩δF�D�%¬Mwt�w�]w�AMß�mAϕ�]w�C

– δF
ú$���ΩT°ϕA]AUCU�C
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- í�δF���°ϕC

- ��í�bΩµºe��ϕ��{	�°ϕC

- C�n�e
t������÷ΩT�°ϕC

v o���
bz�t�WΩI≥�w�FªC

v δF
��z�{Hw�⌡µf�º�Oⁿ°iC�{ºßAo�°ϕ�U≤G

– TOϕ�w�FªC

– TOubz�PNU�≤FªC

– �w°i�
{ϕAH��zt�ñ�w��÷�≤C

v �δFi²zxs��A�M�í≈��í���t�ñC

�: uw�δFvbP@�t�WiH��@�HWA²iα	��w������
�°L��{µw�]wCuw�δFvq V3R7 t� (}l+iuiSeries ΓΦ

�v) HWYi��C

Yn��uiSeries ΓΦ�vAz� Windows® 95/NT PC W��w� IBM iSeries Access

for WindowsA�B� PC Wn� iSeries °A�suCuδFv������s�

iSeries °A�C������� ID ��π� *ALLOBJB *SECADMB*AUDIT M

*IOSYSCFG Sϕv¡C÷≤ Windows 95/NT PC P iSeries t�s��í�A��\

ΩTñ�ñ� IBM iSeries Access for Windows DD (����\� xii��y²M°

≤P�÷ΩTz)C

Yns�w�δFA�⌡µUCBJG

1. buiSeries ΓΦ�vñAi}z�°A�C

2. bw�W÷@U�½kΣA�∩�tmC

v ϕ�����uiSeries ΓΦ�v�w�∩�
A
�e@�nD� iSeries °A�

H�d����Sϕv¡C

v U@���S��n�Sϕv¡ (*ALLOBJ, *AUDIT, *IOSYSCFG, *SECADM)A

L�NLk
útm∩�ABLks�uw�δFvC

3. �]�����n�v¡G

v 
�²e�δF%�C

v 
�{��w�]w�C

uw�δFv
ú�zT�w∩){�⌡�Σñº@Cz
ú����⌡A�M≤U

	ñ�@�°≤sbG

v δF�	w∩�� iSeries °A�⌡µC

v o�δF²e	⌡µLA&w��≤w	wΩIC

v o�δF²e	⌡µLA&w��≤w}lΩIC

pGúO��uiSeries ΓΦ�vAz�OiH�ow�	DW��≤UCueServer w

�W�{ívOuw�δFv�uW��AúLΓ��@�tºsbCuw�U�v

ú
��tmz�t�Cªuα	�z�%¬Aú$@≈w�∩����°ϕCYn

s�ueServer w�W�{ívA� ueServer ΩTñ�vG

http://publib.boulder.ibm.com/eserver/
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eServer w�W�{í

ueServer w�W�{ívOuw�δFv�uW��Cª
úXMuw�δFv�P�

�DA�	�z�%¬ú$�P���CoΓ�uπ�Dntºb≤G

v ueServer w�W�{ívú�--

– ú$°iC

– ±�{µ]w�P��]w�C

– ��]w⌠≤t��C

v zLkqueServer w�W�{ívM���C

ueServer w�W�{ív
ú$@� CL {íA�z	��¡�	n�KPsΦAN

w�tm���Cz]iqueServer w�W�{ív��
�� iSeries °A�σ≤C

�σ≤
ú�t���°i��÷ΩTA≤UzP��]wO
AXz�⌠�C

Yns�ueServer w�W�{ívA�N⌠�⌠⌠s²�ⁿVUC URLG

http://publib.boulder.ibm.com/eserver/
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� 3 � �εµ�ínJ

pGz�{²���biJz�t�
ⁿ�¡εAziH�π&÷ú�unJvπ�

e	�}l�ΓCziH��UC∩�A²ΣLH±�úe÷��unJvπ�e	

�nJz�t�C

]wKXWh

YnO@z�t�nJw�AiH⌡µUC�@G

v ]w@��hAí�úα��i�iL�KXAP
]úα@�KXC

v ]wt��i≤Uzj�o�@�Cϕ 1 π���z���t��]wC

ϕ 1 ñº���X�ϕπ�¡ε�Aª���On�π�Cq
Xy≤i�iL�iα

�CúLAz����iα
	o∩��Xo�¡ε�KX�x°A�e÷�HP�

�ΘPúKC

�z�{����ú�UCΩ�G

1. @≈KX≥�C�C

2. L�KX�d	C

3. p≤cQnKX����≤C

⌡µutmt�w� (CFGSYSSEC)vⁿO�]wo��C��uCLt�w���

(PRTSYSSECA)vⁿO�CLo�t���{µ]wC

iSeries Security Reference �y��T�C� 32��ytmt�w�ⁿO�]w��z

ú��÷ CFGSYSSEC ⁿO�ΩTC

ϕ 1. KXt��

t��W� í� ���

QPWDEXPITV t������Cjh[�≤L��KXCziHb���

]w�ñAⁿwúP��
�O���C

60 (.)

QPWDLMTAJC t�O
úe\���P��Fr�C 1 (O)
QPWDLMTCHR KXúi���r�C2 AEIOU#$@
QPWDLMTREP t�O
úe\bKXñ½�X{�Pr�C 2 (úe\s≥)
QPWDLVL ���]w�KX¡ε� 10 �r�A�O�h 128 �r�C 03

QPWDMAXLEN KXñ��jr��C 8
QPWDMINLEN KXñ��pr��C 6
QPWDPOSDIF KXñ�C@�r�AO
ú��úP≤��KXº�P�

m�r�C

1 (O)

QPWDRQDDGT KXO
 ����@���r�C 1 (O)
QPWDRQDDIF ���½s���PKX��Ñ��
íC2 5 �HU (��íj) 1

QPWDVLDPGM Is��⌡X{í�τ�sⁿw�KXC *NONE
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ϕ 1. KXt�� (�≥)

t��W� í� ���

�:

1. QPWDEXPITV t��ⁿwz��h[�≤@�KXA	pACj 60 .CoO��íjCQPWDRQDDIF t��ⁿ

wbziH��P@�KXºeA��gLh����íjCiSeries Security Reference @��� 3 �ú�o�t��

p≤@P@����ΩTC

2. �jε QPWDLMTCHR ≤KXh� 2 � 3C����\yKXh�zC

3. ��
yW�KXh��≤zHPwKXh��Xz�	DC

KXh�

q@�t�� V5R1 }lAQPWDLVL t��ú�≤h�KXw��Cb²e���

ñA¡ε���KXúoWL 10 �r�AB���ⁿ¡ε�r�d≥C{bA���

i∩��hiF 128 �r��KXA�M≤Σt��]w�KXh�CKXh��G

v h� 0Gt�OHo�h�XfCbh� 0AKX°
úoWL 10 �r�ABuα

� A-ZB0-9B#B@B$ � _ r�Ch� 0 �KX±�¬h�ºKXw��CC

v h� 1GWhPKXh� 0 �PA²úxs iSeries Support for Windows Network

Neighborhood (�ß�� iSeries NetServer) �KXC

v h� 2GKXb�h�Ow��Co�h�iH@�

º�CYKXÑ≤�p≤ 10

�r�AN
xs
h� 0 � 1 ����A���r�@�h� 0 � 1 KXC�

h��KX (�KXⁿ�) π�UC�ΦG

– �j°
iF 128 �r�C

– i�⌠≤i��ΣLr���¿C

– úi�íú��*F
�KX��úh�*C

– ��jpgC

v h� 3G�h��KXÑ�w�A�Q��iÑ�[KtΓkC�h��KXPh�
2 �KXπ��P��ΦCú
b�h�xs iSeries NetServer �KXC

u�b⌠⌠W�C@�t�í�X�≥�A$��KXh� 2G

v @�t�O V5R1 �HW���

v KXh�]� 2 � 3

P�aA��������P�KXh�nJCKXh�O���F���Lk�µ

∩�L�{�w��KXh�C

W�KXh��≤

�≤KXh���VW�CY�TΩaW�KXh��≤Aiα�PΣLt�@�ó

�A����iαLknJt�Cb�≤ QPWDLVL t��ºeA�Twzw��

SAVSECDTA � SAVSYS ⁿOxsz�w��Ω�CYz�{µ��≈A�]zn≡

%�C�KXh�AhzNi½]�����]w��KXC

ϕKXh� (QPWDLVL) t��]w� 2 � 3 
Azbt��Pt���	s�º

�ß�W���ú�iα
��DC⌠≤�ú���ß�úH[K��íNKX�e
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t�A&DH���bnJ�⌡ñΣJ�σr�eA]�ú���ß������

�� QPWDLVL 2 � 3 �sKX[KWhC�e[K�KXY�@δ���KX�

NC

KX�Ni���εKXbzL⌠⌠�Θ�íQ��C����ß�ú$�KX�

NAúΣ� QPWDLVL 2 � 3 �stΓkANΓO�T�r�'Lk�ⁿCo]M�

�⌠≤ iSeries ∩ iSeries Ph�s�AªQ�[K��²t����OC

]�Y�ⁿvT�ú� (p Java uπc) OQϕ¿ñ�nΘ�ú�C
Je�ú��D

IBM ú�NLk�
B@A��Ñ�ª����Θ�≤s�½s�mß$α�
B@C

�Wz¼p�ΣLΩ�i�Ab�≤ QPWDLVL t��ºe�VW���n�C

N QPWDLVL � 0 �≤� 1 ��N��
KXh� 1 i²ú	P Windows 95/98/ME AS/400® Client Support for Windows Network

Neighborhood (iSeries NetServer) ú�qT�t�A�t�ñN iSeries NetServer KX

�úCqt�°úú�n�[KKX
W[t�πΘ�w��C

b QPWDLVL 1A��{µ� V5R1 ��e�KX�NMKX�O≈εúN�≥B@C

úF	n iSeries NetServer KX�\αMA�º AN
�@�Ñp�τb�hC

N QPWDLVL � 0 � 1 �≤� 2 ��N��
KXh� 2 +i��jpgB°
�hiF 128 �r��KX�k (]��KXⁿ�)A

Bú�%�� QPWDLVL 0 � 1 ��jαOC

Pt��KXh�L÷ACϕ�≤KX����nJt�
AK
��KXh� 2 � 3

�KXCϕt�'�KXh� 0 � 1 
A��h� 2 � 3 �KXAi≤Uz��≤

 KXh� 2 � 3 @��C

b�≤ QPWDLVL � 2 ºeAz��� DSPAUTUSR � PRTUSRPRF

TYPE(*PWDINFO) ⁿOA�MΣS�ibKXh� 2 ��ºKX����]w�C	

�o�ⁿOΣ��]w�Aziα�µ��UCΣñ@�≈ε�NKXh� 2 � 3 �

KXsW�]w�C

v �� CHGUSRPRF � CHGPWD CL ⁿO� QSYCHGPW API ��≤���]w

��KXCoNy¿t��≤bKXh� 0 � 1 i��KXFBt��
��Γ�

�Pº��jpg�KXA�KXibKXh� 2 � 3 ��CKX��jg���

pg���O�KXh� 2 � 3 ����C

	pA�≤KX� C4D2RB4Y �Pt�ú$ C4D2RB4Y � c4d2rb4y KXh� 2

�KXC

v HMíe{σrºKX�≈εnJt� (ú��KX�N)CYKX��B���]w

�ñS�ibKXh� 2 � 3 ���KXAht�
��Γ��PB��jpg�

KXA�ibKXh� 2 � 3 ��CKX��jg�pg���O�KXh� 2 �

3 ����C

Cϕ���]w�S�i�≤KXh� 0 � 1 �KXA�ϕ����
zL��KX

�N�ú�nJ
AhS�i�≤KXh� 2 � 3 �KXN
O@��DCbo�í

pUA���bKXh��≤� 2 
ANLknJC
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Y���]w�S�i�≤KXh� 2 � 3 �KXA&���]w��i�≤KXh

� 0 � 1 �KXAB���zL�eMíe{σrKX�ú�nJAht�
τ�K

Xh� 0 �KXA�����]w���Γ�KXh� 2 �KX (pW�z)Cß≥�

nJN
�KXh� 2 �KXτ�C

Y�ß��A���≤s���sKX]KXⁿ�
�N[cAh⌠≤��KX�N

��ß��A�NLkb QPWDLVL 2 �TB@C�z���d�ß��A�O
�

�≤s��n�sKX�N[cC

��KX�N��ß��A�]AG

v TELNET

v iSeries Access

v iSeries Dqú°A�

v QFileSrv.400

v iSeries NetServer CLΣ�

v DDM

v DRDA®

v SNA LU6.2

��jP��b�≤ QPWDLVL 2 ºe�²xsw��Ω�Cp�i�Uzb�n


α�% QPWDLVL 0 � 1C

����b��≤ QPWDLVL 2 iµY�

eAún²µ�≤p QPWDMINLEN �

QPWDMAXLEN Ñt��CoN�U≤�n
α�% QPWDLVL 1 � 0CM&A

QPWDVLDPGM t��bt�/\ QPWDLVL �≤� 2 ºeA��ⁿw� *REGFAC

� *NONEC]�AYz��KXτ�{íAz
�µ�� ADDEXITPGM ⁿOAgJ

@�i� QIBM_QSY_VLD_PASSWRD ⌡X{ín²�s{íC

QPWDLVL 2 'Σ� iSeries NetServer KXA]�	n�� iSeries NetServer KX�

⌠≤\α�A�'i�TB@C

@-�z�b QPWDLVL 2 �Q⌡µt�ºßAKi}l�≤KXt������°

�KXCM&A�z�	n�*�°�KXN�UC�GG

v Yⁿwj≤ 10 �r��KXAh
MúKXh� 0 � 1CYt�≡%KXh� 0

� 1A����]w�NLknJC

v YKXñ�Sϕr���Dϕ��í½≤W���gWh (��jpgú )Ah
M

úKXh� 0 � 1C

v Yⁿwj≤ 14 �r��KXAh
Mú���]w�� iSeries NetServer KXC

v KXt���M�≤sKXh� 2 �ABú
M�≤t�ú$�KXh� 0 � 1 �

KXA� iSeries NetServer KX� (Y�ú$��)C

N QPWDLVL � 2 �≤� 3 ��N��
b QPWDLVL 2 ⌡µt�@q
íºßA�z�i�{ú�� QPWDLVL 3AHNK

Xw��O@± �jC

b QPWDLVL 3A
Mú��� iSeries NetServer KXA]�t�bú	�� iSeries

NetServer KXºßA$αNt���� QPWDLVL 3C
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b QPWDLVL 3A
Mú��KXh� 0 � 1 �KXC�z�i�� DSPAUTUSR

� PRTUSRPRF ⁿO�MΣS�KXh� 2 � 3 KX����]w�C

�≤��C�KXh�
biα
%���C� QPWDLVL �A�úO��ú���@�C@δ&ÑAo�O

qC� QPWDLVL ���¬� QPWDLVL ��µV�{CM&A'��íp���

��C� QPWDLVL �C

UC��N
v@Q
	n%��CºKXh��@�C

N QPWDLVL � 3 �≤� 2 ��N��: ��≤Q��µC@-]w QPWDLVL

� 2A�z�	nMw���]w�O
n� iSeries NetServer KXA�KXh� 0 �

1 �KXAY��	nA��≤���]w��KX�/\��C

� AKXt�����≤% iSeries NetServer �KXh� 0 � 1 KX�e�� (Y

	no�KX)C

N QPWDLVL � 3 �≤� 1 � 0 ��N��: ]��τb�Ñ¬�iα
∩t�

y¿�D (N
]�wMúKXh� 0 � 1 �KXANy¿LHinJ�íp)A�H

ú
��Σ����≤CYnq QPWDLVL 3 �≤� QPWDLVL 1 � 0At���

²iµñí�≤� QPWDLVL 2C

N QPWDLVL � 2 �≤� 1 ��N��: b�≤ QPWDLVL � 1 ºeA�z�

��� DSPAUTUSR � PRTUSRPRF TYPE(*PWDINFO) ⁿO�MΣS�KXh� 0

� 1 �KXº���]w�CY���]w�b�≤ QPWDLVL ß	nKXA�z�

�Tww��UCΣñ@�≈εA��]w��KXh� 0 � 1 ºKXG

v �� CHGUSRPRF � CHGPWD CL ⁿO� QSYCHGPW API ��≤���]w

��KXCoNy¿t��≤bKXh� 2 � 3 i��KXFBt����bKX

h� 0 � 1 i��@��P²jg�KXCu��XUC¼pAt�$α��KX

h� 0 � 1 �KXG

– KX°
Ñ≤�p≤ 10 �r�C

– iNKXα½�jg� EBCDIC r�BA-ZB0-9B@B#B$ ��uC

– KX�DH�r��ur�}YC

	pA�≤KX� RainyDay N�Pt�ú$@�KXh� 0 � 1 �KX

RAINYDAYC²NKX��≤�uRainy Days In AprilvAht�
MúKXh� 0

� 1 �KX (]�KX1°Bñí��*)C

YLk��KXh� 0 � 1 �KXA�ú
ú$Tº�ⁿ�C

v HMíe{σrºKX�≈εnJt� (ú��KX�N)CY����KXAB��

�]w�S�i�≤KXh� 0 � 1 �KXAht�
��@�bKXh� 0 �

1 i��@��P²jg�KXCu��XWz�¼pAt�$α��KXh� 0 �

1 �KXC

Mß�z�iN QPWDLVL �≤� 1Cϕ�≤� QPWDLVL 1 $�
 (U@� IPL)A


Mú��� iSeries NetServer KXC

N QPWDLVL � 2 �≤� 0 ��N��: P QPWDLVL � 2 �≤� 1 ��N�

��PA²ϕ�≤$�

Od��� iSeries NetServer KXC

� 3 � �εµ�ínJ 17



N QPWDLVL � 1 �≤� 0 ��N��: b�≤ QPWDLVL � 0 ºßA�z�

��� DSPAUTUSR � PRTUSRPRF ⁿO�MΣ⌠≤S� iSeries NetServer KX�

���]w�CY���]w�	n iSeries NetServer KXAhizLHMíe{σr

�≈εA�≤���KX�nJ���ªC

Mß�z�iN QPWDLVL �≤� 0C

�≤�}�KX

ziH⌡µUC�@A�÷¼Y�iαsb≤t�� iSeries °A�w�iJIC

__BJ 1. TwS����]w�'	�w]KX (Ñ≤���]w�W�)CziH�

�u�Rw]KX (ANZDFTPWD)vⁿOC(��\� 22��y�Kw]K

XzC)

__BJ 2. �
��ϕ 2 ñ������]w�MKX��X�nJz�t�Co�K

XO�}�A⌠≤H
�iJz�t�
A�²
∩�o�KXCpGz

iHnJA���u�≤���]w� (CHGUSRPRF)vⁿOANKX�≤

����C

__BJ 3. ��uM�A�uπ (DST)vA��
Hϕ 2 ñ���KX�nJC��


uiSeries ΩTñ� --> w�� --> A�uπvC��\� xii��y²M°

≤P�÷ΩTzAH≥os�uiSeries ΩTñ�v�ΩTC

__BJ 4. pGziH��UCñ�⌠≤���nJ DSTAh��≤KXCuiSeries Ω

Tñ� --> w�� --> A�uπvú�Fp≤�≤A�uπ��� ID M

KX���ⁿ�C��\� xii��y²M°≤P�÷ΩTzAH≥os�

uiSeries ΩTñ�v�ΩTC

__BJ 5. �ßA�TwpGzubunJve	ñ÷U Enter ΣA&úΘJ��� ID

MKXAYLknJC��
h�úP�π�e	CpGz�bunJv

π�e	ΘJΩTA&'MiHnJA�⌡µUC�@G

v �≤ w�h� 40 � 50 (QSECURITY t��)C

�: ϕzW[ w�h� 40 � 50 
A��{í�⌡µΦíiα
úPC

v �≤µ�ílt����u@�n²AHⁿVⁿw USER(*RQD) �u@

í�C

ϕ 2. IBM �ú�º]w��KX

��� ID KX ���

QSECOFR QSECOFR1 @��Di�iL��Au²w��z��DCOUz

∩��KXA�Nªxsbw��aΦC

QSYSOPR QSYSOPR *NONE2

QPGMR QPGMR *NONE2

QUSER QUSER *NONE2, 3

QSRV QSRV *NONE2

QSRVBAS QSRVBAS *NONE2
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ϕ 2. IBM �ú�º]w��KX (�≥)

��� ID KX ���

�:

1. t�Xf
AQSECOFR �]wKX���
]� *YESCz�@�nJst�
A���

≤ QSECOFR KXC

2. t�	no����]w��⌡µt�\αA²zú��²���zLo�]w��n

JCH V3R1 �Hß����w��st�Ao�KX�Xf�O *NONEC

ϕz⌡µ CFGSYSSEC ⁿO
At�
No�KX]w� *NONEC

3. pGn�� TCP/IP �⌡µ iSeries Access for WindowsA���� QUSER ���]w�C

ϕ 3. M�A�uπ�KX

DST h� ��� ID KX ���

≥�\α 11111111 11111111 @��Di�iL��Au²w��z

��DC2

�π\α 22222222 222222223 @��Di�iL��Au²w��z

��DC2

w�\α QSECOFR QSECOFR3 @��Di�iL��Au²w��z

��DC2

A�\α QSRV QSRV3 @��Di�iL��Au²w��z

��DC2

�:

1. u� PowerPC® AS (RISC) ���@�t�	n��� IDC

2. pGz��ßA�Nϕ����o���� ID MKXAb�ßA�Nϕ≈}ßA�No�

KX���≤�s��C

3. A�uπ���]w�b�@���ßK��C

�: �iH�O��m��≤ DST KXCτA�≤��KXP∩����� ID ��

P
C�÷�O��mºΩTA��\uiSeries ΩTñ�vñ�u@�D�xv]

wΩTC

]wnJ�

ϕ 4 π�]wºßAi²�≥	v����≤°≤nJt��Yz�CpGz⌡µ

CFGSYSSEC ⁿOAª
No�t��]w����CziHb iSeries Security Reference

@��� 3 �AΣ�o�t�����ΩTC

ϕ 4. nJt��

t��W� í� ��]w

QAUTOCFG t�O

��tms�mC 0 (
)
QAUTOVRT pGS�i���m
At�N�����Ω�

�mí���C

0

QDEVRCYACN bo$��ßS½ss��m
At�N⌡µ�

��@C1

*DSCMSG

QDSCJOBITV b�⌠w4��u@ºeAt�nÑ�h[C 120

� 3 � �εµ�ínJ 19



ϕ 4. nJt�� (�≥)

t��W� í� ��]w

QDSPSGNINF ϕ���nJ
At�O

π�²e�nJí

���÷ΩTC

1 (O)

QINACTITV ϕµ�u@bú@��¼A
At�nÑh[$

���@C

60

QINACTMSGQ b�F QINACTITV 
í�íºßAt�
⌡µ

5≥�@C

*ENDJOB

QLMTDEVSSN t�O
e\@����P
bh�u@�n

JC

1 (O)

QLMTSECOFR π� *ALLOBJ � *SERVICE Sϕv¡���

�O
uαbSw�u@�nJC

1 (O)2

QMAXSIGN s≥ú�TnJ�
 (���]w��KXú�

T) ��j��C

3

QMAXSGNACN b�F QMAXSIGN ¡εºßAt�
⌡µ5≥

�@C

3 (�����]w

�M�m)

�:

1. b�TⁿwÑq@���mí�ºßAt�iH4�A½ss� TELNET Ñq@�C

2. pGzNt��]w� 1 (O) AzN	n�Ta	P���∩≤�m� *ALLOBJ �

*SERVICE Sϕv¡C⌡µo��@���µΦkAOú� QSECOFR ���]w�∩≤S

w�m� *CHANGE v¡C

�≤nJ��Tº

bqúb��QIJY�t�ßAL�q

Qn�o�÷TºC	pAϕunJv

π�e	X{KXú�T���Tº
Ab��YiH�]��� ID O�T�CúLA

ziH��u�≤KXí� (CHGMSGD)vⁿOA�≤Γ�nJ��Tº�σr�²Z

o�b�Cϕ 5 π������σrC

ϕ 5. nJ��Tº

Tº ID Xfσr ��σr

CPF1107 CPF1107 - ���]w��KX

ú�TC

nJΩTú�TC

�: �6bTºσrñ�JTº IDC

CPF1120 CPF1120 - ��� XXXXX ús

bC

nJΩTú�TC

�: �6bTºσrñ�JTº IDC

�w���]w��i��

ziH²Y����]w�uαb@.ñ�Y�
Φ�@P�ñ�YX.��C	

pApG�Y�]w�M�w�f�H�&]mAziHubf�H��wu@�


í$��o����]w�Cz]iH�� *ALLOBJ Sϕv¡Abúu@�
í��

����]w� (]A QSECOFR ���]w�)C

ziH��u�≤��i
ϕn² (CHGACTSCDE)vⁿOAN���]w�]m��

���M��C∩≤zn�Ji
ϕ�C����]w�AzúiH��@�n²A

��wq���]w��i
ϕC
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	pApGzunb¡W 7 I��W 10 IºíA² QSECOFR ]w�¿�i�¼AA

ziHb CHGACTSCDE π�e	ñΣJUC�eG

�ΩWAziHubC.Ñ�¡�
��A² QSECOFR ]w�¿�i�¼ACjí≈

�t�\αAzúiH��t@� *SECOFR �O����]w��⌡µCp�Yi�

K²b��o�}����]w�C

ziH��uπ�f�º�Oⁿn² (DSPAUDJRNE)vⁿOAw�aCL CP (�≤]

w�) f�º�Oⁿn²CziH��o�n²�τ�t�O
	�z�p�i
��

�M�����]w�C

t@��dO
	��w�i
ϕ������]w��ΦkAO��uCL���

]w� (PRTUSRPRF)vⁿOCϕzN°i�¼ⁿw� *PWDINFO 
A°iñ
]A

C�∩wº���]w��¼AC	pApGzw�a��π� *ALLOBJ Sϕv¡�

�����]w�AziH�wb]w���ßA�Y⌡µUCⁿOG

PRTUSRPRF TYPE(*PWDINFO) SELECT(*SPCAUT) SPCAUT(*ALLOBJ)

�úD@�ñ����]w�

z�t���u]t�n����]w�CpGY����w≈}A�α⌠°���

Σªu@A]&úA	nΣ���]w�A�úh����]w�CpGY����

°�úb�A��� (�ε) Σ���]w�Cú�n����]w�A�iα²LHb

�≥	v�ípUiJz�t�C

�
�����]w�

ziH��u�R]w�í� (ANZPRFACT)vⁿOAw�a��ú@�
íwFⁿw

.�����]w�Czb�� ANZPRFACT ⁿO
Aⁿwt��nMΣ�ú@�.

�Ct�
MΣW����Θ�B�mΘ�AH����]w����Θ�C

bzⁿwn ANZPRFACT ⁿO��HßAt�
�w@�Cg⌡µ@��u@Ab 1

a.m. ⌡µ (q�@�ⁿwo��ºß��G.}l)Co�u@
�d��]w�A��

�ú@��]w�CúDzn�≤ú@��.�A
hzú	n½s�� ANZPRFACT

ⁿOC

ziH��u�≤@�]w�C� (CHGACTPRFL)vⁿOA²Y�]w�úⁿ

ANZPRFACT ⁿO�vTC CHGACTPRFL ⁿOi��@�Lk������]w�

C�Aú
o�]w�ú@��
í�h°AANZPRFACT ⁿOúLk��ª�C

�≤��i�ϕn² (CHGACTSCDE)

�ΣJ∩�AMß÷ Enter ΣC

���]w� . . . . . . . . . . > QSECOFR W�
���í . . . . . . . . . . . . > ’7:00’ �í, *NONE
���í . . . . . . . . . . . . > ’22:00’ �í, *NONE
�� . . . . . . . . . . . . . . > *MON *ALL, *MON, *TUE, *WED...

> *TUE
> *WED
> *THU

+ ��Σl� > *FRI

� 2. i
ϕ]w���π�e	 - ��
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ϕt�⌡µ ANZPRFACT ⁿO
Aª
bf�º�OⁿñAgJC�������]

w�� CP n²CziH�� DSPAUDJRNE ⁿO�CXs������]w�C

�: u�ϕ QAUDCTL �ⁿw *AUDLVL B QAUDLVL t��ⁿw *SECURITY 
A

t�$
gJf�n²C

t@��dO
	��w�i
ϕ������]w��ΦkAO��uCL���

]w� (PRTUSRPRF)vⁿOCϕzN°i�¼ⁿw� *PWDINFO 
A°iñ
]A

C�∩wº���]w��¼AC

�
�ú���]w�

ziH��u�≤��Θi
ϕn² (CHGEXPSCDE)vⁿO��z���]w��úh

���{	CpGz�DY����N°�úb�Az���wúh���L���

�]w�C

z�@��� CHGEXPSCDE ⁿO
Aª
��@�u@i
ϕn²AbC.�7]L

ß 1 �
⌡µCo�u@
d
 QASECEXP �AP�ϕ.O
��wnúh���

�]w�C

ziH�� CHGEXPSCDE ⁿO����Rú���]w�CpGz∩�nRúY��

��]w�Az��ⁿw∩≤����	��½≤At�N
⌡µ5≥�@Cbz�

wnRúY����]w�ºeAz��²jM����	��½≤C	pApG�

��	�u�v¡�{íAhO
n²o�{íu�s	�����vH�s	��

O
	�WL�	�v¡ (	pSϕv¡) Hz]\	n��@�π�Sϕv¡�s��

�]w�A�ª	�	nu�v¡�{íC

pGznRú���]w�Az]��F�AO

o$⌠≤��{í��DC	

pAO

�⌠≤u@í�N���]w�ⁿw�w]���H

ziH��uπ���Θi
ϕ (DSPEXPSCD)vⁿO�π��wn���úh�]w

�C�C

ziH��uπ�	v��� (DSPAUTUSR)vⁿO�CXt�ñ������]w�C
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6. ��W�ñ� xxxxxx O½≤�¼C	pA��v¡�{í½≤���� QPBPGMAM�v¡h� QPVPGMC��

�b QUSRSYS ��w�C

b��ñAwCL°ϕ�C���wú
�@�¿�C¿�W�M��wW��PC

�µ]ww��ⁿO

� 32��ϕ 9 í�i���µ]wt�ñºw��ⁿOCo�ⁿOb SECTOOLS \

αϕñC
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ϕ 9. �µ]wt��ⁿO

\αϕ 1 ∩� ⁿOW� í� ���Ω�w��

60 CFGSYSSEC ��utmt�w�vⁿOiNw��÷t��]w�

���CⁿO]
]mt�ñ�w�f�Cytmt�

w�ⁿO�]w��zí�⌡µ�⌡µ��@C

�: pGn�ow∩z�íp&]w�w���A�⌡
µuiSeries w�δFv�uiSeries w�U�vA&ún

⌡µo�ⁿOC��\� 9��� 2 �, yiSeries w�

�δFP eServer w�W�{ízAH�oo�uπ�

��ΩTC

61 RVKPUBAUT ��u�°��v¡vⁿOiw∩t�ñ�w��÷ⁿ

OAN��v¡]w� *EXCLUDEC� 34��yu�

°��v¡vⁿO�\αzCX RVKPUBAUT ⁿO�

⌡µ��@C

�:

1. ∩�� SECTOOLS \αϕ�∩�C

tmt�w�ⁿO�]w��

ϕ 10 CX⌡µ CFGSYSSEC ⁿO
�⌡µ�t��CCFGSYSSEC ⁿO⌡µ@���

QSYS/QSECCFGS �{íC

ϕ 10. CFGSYSSEC ⁿO�]w��

t��W� ]w t��í�

QALWOBJRST *NONE O
iH�mt�¼A{íMu�v¡�{í

QAUTOCFG 0 (
) ��tms�m

QAUTOVRT 0 pGS�i���m
At�N�����Ω��mí���C

QDEVRCYACN *DSCMSG (4�PTº

�s�)

½s��qT
�t��@

QDSCJOBITV 120 t�∩4��u@���@ºe�
í�íC

QDSPSGNINF 1 (O) ���O


�nJΩTπ�e	

QINACTITV 60 t�∩ú@��µ�íu@���@ºe�
í�íC

QINACTMSGQ *ENDJOB t�∩ú@��u@����@

QLMTDEVSSN 1 (O) O
N���¡ε�C�uα��@��m�nJC

QLMTSECOFR 1 (O) O
N *ALLOBJ M *SERVICE ���¡ε≤Sw��m

QMAXSIGN 3 e\s≥ó��nJ�
��

QMAXSGNACN 3 (Γ�) �F QMAXSIGN ¡ε
At�O
n��u@�����]w

�C

QRMTSIGN *FRCSIGNON t�p≤Bz�� (zq� TELNET) nJ�
C

QRMTSVRATR 0 (Off) e\���Rt�C

QSECURITY � 33��

1

50 ⌡µ�w�h�

QVFYOBJRST 3 (�m
τ���) �m
τ�½≤

QPWDEXPITV 60 ���h[���≤@�KX

QPWDMINLEN 6 KX��p°
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ϕ 10. CFGSYSSEC ⁿO�]w�� (�≥)

t��W� ]w t��í�

QPWDMAXLEN 8 KX��j°


QPWDPOSDIF 1 (O) sKX�C��mO
ú��úP≤�KX��P�m

QPWDLMTCHR ��\� 2 KX�úe\���r�

QPWDLMTAJC 1 (O) KXO
Tε���F��r

QPWDLMTREP 2 (úαs≥½�) KXO
Tε��½��r�

QPWDRQDDGT 1 (O) KXO
 ����@��r

QPWDRQDDIF 1 (32 WS�KX) i½�Y�KXºeA��gLh��WS�KXC

QPWDVLDPGM *NONE t�Is�τ�KX����⌡X{í

�:

1. pGz�⌡µ� 40 (�HU) � QSECURITYAbz�≤��¬�w�h�eA�²�d iSeries Security Reference @

��� 2 �ñ�ΩTC

2. ¡ε�r�xsbTº� QSYS/QCPFMSG �Tº IDXB302 ñCª�Xf
O AEIOU@$#CziH��u�≤Tº

í� (CHGMSGD)vⁿO��≤¡ε�r�CQPWDLMTCHR t��ú��≤KXh� 2 � 3C

CFGSYSSEC ⁿO]iNUC IBM �ú�º���]w��KX]w� *NONEG

QSYSOPR

QPGMR

QUSER

QSRV

QSRVBAS

�ßACFGSYSSEC ⁿO
��u�≤w�f� (CHGSECAUD)vⁿOA]mw�f

�CCFGSYSSEC ⁿO
}��@P½≤f�AP

b CHGSECAUD ⁿOⁿw@�

n∩f��w]�@C

�q{í
pGz�w�@�úAXΣñ�Y�]wAziH��z�v�{í���Bzⁿ

OC�⌡µUC@�G

__BJ 1. ��u
� CL �� (RTVCLSRC)vⁿO��sz�� CFGSYSSEC ⁿO


�⌡µº{í���Cn
��{íO QSYS/QSECCFGSCϕz
�ª


A�
ªt@�W�C

__BJ 2. sΦ{í�⌡µz��≤CºßAAs�ªCbzs�
Az�úm½ IBM

�ú�� QSYS/QSECCFGS {íCz�{í���t@�W�C

__BJ 3. ��u�≤ⁿO (CHGCMD)vⁿO��≤ CFGSYSSEC ⁿO�uBzⁿO

�{í (PGM)v��C�N PGM �]�z�{íW�C	pApGzb

QGPL ��wñ��@��� MYSECCFG �{íAz��ΣJUCⁿOG

CHGCMD CMD(QSYS/CFGSYSSEC) PGM(QGPL/MYSECCFG)

�: Yz�≤ QSYS/QSECCFGS {íAIBM LkO��q\{í�ia

�B���B�α�\αCbSw��U�⌠≤PΓiαPA��A

IBM ]@º�T
{⌠≤⌠t�O�C

� 4 � tm iSeries ��w��uπ{í 33



u�°��v¡vⁿO�\α

ziH��u�°��v¡ (RVKPUBAUT)vⁿOAw∩Y@�ⁿO�{íAN��v

¡]w� *EXCLUDECRVKPUBAUT ⁿO⌡µ@��� QSYS/QSECRVKP �{íC

bXf
AQSECRVKP 
�°ϕ 11 �CXºⁿO���v¡ (N��v¡]w�

*EXCLUDE) M ϕ 12 �CX���{í�	 (API)Cϕz�t��F
Ao�ⁿOM

API 
Nª����v¡]w� *USEC

ϕ 11 CX�ⁿOMϕ 12 CX� API bzt�W⌡µ�\αAúiαú�y¿a��

≈
C@�@�w��z�Az���Ta	v
⌡µo�ⁿOM{í����A&

úα²��t����úα��ª�C

zb⌡µ RVKPUBAUT ⁿO
Aⁿwt�ⁿO���wCw]�� QSYS ��wC

pGz�t�ñ�h�ΩayÑAz��w∩C� QSYSxxx ��w�⌡µⁿOC

ϕ 11. RVKPUBAUT ⁿO�]wΣ��v¡�ⁿO

ADDAJE

ADDCFGLE

ADDCMNE

ADDJOBQE

ADDPJE

ADDRTGE

ADDWSE

CHGAJE

CHGCFGL

CHGCFGLE

CHGCMNE

CHGCTLAPPC

CHGDEVAPPC

CHGJOBQE

CHGPJE

CHGRTGE

CHGSBSD

CHGWSE

CPYCFGL

CRTCFGL

CRTCTLAPPC

CRTDEVAPPC

CRTSBSD

ENDRMTSPT

RMVAJE

RMVCFGLE

RMVCMNE

RMVJOBQE

RMVPJE

RMVRTGE

RMVWSE

RSTLIB

RSTOBJ

RSTS36F

RSTS36FLR

RSTS36LIBM

STRRMTSPT

STRSBS

WRKCFGL

ϕ 12 � API �b QSYS ��wñG

ϕ 12. � RVKPUBAUT ⁿO�]wΣ��v¡�ⁿO

QTIENDSUP

QTISTRSUP

QWTCTLTR

QWTSETTR

QY2FTML

ϕz⌡µ RVKPUBAUT ⁿO
At�
N	�²���v¡]w� *USE (úDªw

gO *USE �HU)C

�q{í
pGz�w�@�úAXΣñ�Y�]wAziH��z�v�{í���Bzⁿ

OC�⌡µUC@�G

__BJ 1. ��u
� CL �� (RTVCLSRC)vⁿO��sz�� RVKPUBAUT ⁿ

O
�⌡µº{í���Cn
��{íO QSYS/QSECRVKPCϕz
�ª


A�
ªt@�W�C

__BJ 2. sΦ{í�⌡µz��≤CºßAAs�ªCbzs�
Az�úm½ IBM

�ú�� QSYS/QSECRVKP {íCz�{í���t@�W�C
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__BJ 3. ��u�≤ⁿO (CHGCMD)vⁿO��≤ RVKPUBAUT ⁿO�uBzⁿ

O�{í (PGM)v��C�N PGM �]�z�{íW�C	pApGzb

QGPL ��wñ��@��� MYRVKPGM �{íAz��ΣJUCⁿOG

CHGCMD CMD(QSYS/RVKPUBAUT) PGM(QGPL/MYRVKPGM)

�: Yz�≤ QSYS/QSECRVKP {íAIBM LkO��q\{í�ia

�B���B�α�\αCbSw��U�⌠≤PΓiαPA��A

IBM ]@º�T
{⌠≤⌠t�O�C
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� 5 � H½≤v¡�O@ΩTΩú

@�@�w��z�Az	{�D�AOnbO@°���Ωú�P
AúzZt�

����@�Cz��Tw²���	�¼≈�v¡i⌡µL��u@A²Sú
�

Lh�v¡�s²π�t�AH�⌡µ�≥	v��≤{	C

w�nZ

Yµ�v¡
y¿úQ��GCϕv¡�¡εL≤Yµ
A�

�P����

�@�KXC

OS/400 @�t�ú�πX��½≤w�C�������t��ú���	$αs�½

≤C	pApGzns�Ω�w��Az����w∩Ω�w��ºs��ⁿO�{

íCzúα��s�εC�u@Θx�ⁿOC

Cϕz��Y�t��	�s�½≤
At�ú
τ�zO
	���	�	nº½

≤�v¡C½≤v¡O��OBI≤u��uπAi��O@zt�ñ�ΩúC@�

@�w��z�Az	{�D�AO]m@Mzα≈�zM�@���½≤w�[

cC

Wj½≤v¡

Cϕz
�ns�½≤
A@�t�ú
�dzO
	��½≤�v¡CúLApG

t��]w�w�h� (QSECURITY t��) O 10 � 20AhC����ú��	�

s�C�½≤�v¡A]�C����]w�ú	� *ALLOBJ Sϕv¡C

½≤v¡nZG pGzúTwO
��F½≤v¡A��d QSECURITY (w�h�)

t��CpG QSECURITY O 10 � 20ANϕz���½≤w��C

z��²iµW�M��A$α�≤ w�h� 30 �HWC
hAz����iαL

ks�L��	n�ΩTC

ΩTñ�ñ�≥�t�w�PW�DDwú�@�ΦkA²z�R��{íA�Mw

�p≤]w½≤w��CpGz�⌡µ½≤w�{	A�pGz�½≤w�[cwL

��L≤�°AziH\¬�DD@�}lC

\αϕw��

iSeries °A���O S/36 M S/38 �l$ú�CbY@q
í�A\h iSeries °A

��w�YO S/36 � S/38 �w�@�C�F�ε����α⌡µ��@Abo�¡

�t�WAw��z�q
��@��NA��\αϕw���\αϕs��εC

\αϕs��εϕ�Aϕ���nJ
AL

ú@�\αϕG���uα⌡µ\α

ϕñ�CX�\αC���úαiJt��ⁿOµ�⌡µ\αϕ��CX�⌠≤\

αCz
WAw��z�ú�ß�½≤�v¡�DA]�\αϕM{í
�ε���

α≈⌡µ���@C
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iSeries °A�ú�X����]w�∩�AH�U\αϕs��εAziH��G

v �l\αϕ (INLMNU) ��A�ε���nJß�@�
��\αϕC

v �l{í (INLPGM) ��Ab���
�\αϕºe⌡µ@�]m{íCz]iH�

� INLPGM ���¡ε���uα⌡µµ@{íC

v ¡ε\α (LMTCPB) ��A¡ε���uα⌡µ@��¡�ⁿOCª]
�ε��

�bunJvπ�e	ⁿwt@�
l{í�\αϕC(LMTCPB ��u
¡εqⁿ

OµΘJ�ⁿOC)

\αϕs��ε�¡ε

±X+�AqúMqú���wg�jT
��≤Cp�A���w�\huπAp

d�{íM
ΓϕÑAiH�µ�¿Yz{í]pA&úA	n IS í�C��uπA

	p SQL � ODBCAiú��°ΩTM�≤ΩT�\αCnb\αϕ�c���o�

uπAD
x°C

�eATw\α (y±Γ�⌡z) �u@�wvÑQ�OA∩��HqúM⌠⌠ñqú∩

qú�t�CpGz�t��PY�⌠⌠Ah���NiiJz�t�A&ú	gL

nJπ�e	�\αϕC

@�@�⌡µ\αϕs��ε�w��z�Az
	∩Γ�≥��DG

v pGz�Q¡ε���∩≤\αϕ���A���iα
�ú¬�A]�z¡εF

L���s¼uπ�αOC

v pGz��Q[H¡εAh��\αϕs��ε�nO@�½n≈KΩTAiα


	{MICϕz�t��PY�⌠⌠
Az⌡µ\αϕs��ε�αO
�CC	

pALMTCPB ��uA�≤bµ�íÑq@��ⁿOµñΘJ�ⁿOC∩≤qTÑq

@��úX�nD (p PC ��αeBFTPA���ⁿOÑ) &ÑALMTCPB ��S

�@�C

H½≤w��Wj\αϕs��ε

H�i��s�t�ºs∩��W[AiΩI� iSeries °A�w�[cA]NLku

�α≤\αϕ�s��εC�DDú�@���A≤Uz�α ½≤w�⌠���R

z�\αϕs��εC

ΩTñ�ñ�≥�t�w�PW�DDí�@����R���⌡µz�{µ��{

í
���	��½≤v¡��NCMßAziN���ⁿw
Y�s�A�ú��

s�Aϕ�v¡Co�ΦíD
XzAXG�ΦCúLApGz�t�wB@F\h

+A	�\h��{íAh�R��{íM]m½≤v¡�@�
πo�Ijó�N

²C

½≤v¡nZG z�{µ\αϕM{í	��v¡�{í�X
�Ai²ziµ\αϕ

s��εd≥H ��αC���O@u�v¡�{íAH�	�o�{í����

]w�C

bzvB�Rz���{íM½≤º
Az�{µ\αϕ�\i≤Uz]mα�⌠

�CHUd	��uq�n² (OEMENU)v\αϕM�÷���P{íC

d
G��α�⌠�

o�d	�UC�]M	D}lG

v ����úb��w ORDERLIB ñC
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v zú�D�����W�Cz]ú�D∩≤UúP���A\αϕ	n5≥v¡C

v \αϕ�Σ�Is�{íúb��w ORDERPGM ñC

v zn²C�inJzt�����AúiH�°��q��B�ß�M�����

ΩT (	p��d��
Γϕ)C

v u�{µnJ\αϕ� OEMENU ����iH�≤o���CP
AL�����

\αϕñ�{í�⌡µo��@C

v w��z�H �t����S� *ALLOBJ � *SECADM Sϕv¡C

�⌡µUCBJ��≤o�\αϕs��ε⌠�AH�Xd�	DG

__BJ 1. ��@≈���C�Ao�����
l\αϕO OEMENUC

ziH��uCL���]w� (PRTUSRPRF *ENVINFO)vⁿO�CXt

�ñºC����]w��⌠�C°iñ]A
l\αϕB
l{íAH

�{µ��wC� 55��� 7 π�@≈°id	C

__BJ 2. Tw OEMENU ½≤ (ªiαO *PGM ½≤� *MENU ½≤) OY���

≤nJ����]w��	�C���]w��b��¼AA�	�KX

*NONECbo�d	ñA�] OEOWNER 	� OEMENU {í½≤C

__BJ 3. Tw	� OEMENU {í½≤����]w�úO@�s�]w�CziH

��UCⁿOG

DSPUSRPRF USRPRF(OEOWNER) TYPE(*GRPMBR)

__BJ 4. �≤ OEMENU {íAHu� OEOWNER ���]w��v¡C(��

CHGPGM ⁿOAN USRPRF ���≤� *OWNERC)

�: *MENU ½≤úαu�v¡CpG OEMENU O@� *MENU ½≤A

hzúα⌡µUC���πo�d	G

v ��{í�π�\αϕC

v ∩≤���∩� OEMENU \αϕ∩�
�⌡µ�{í��u�v

¡C

__BJ 5. ΣJUΓ�ⁿOAN ORDERLIB ñº�������v¡]w� *USEG

RVKOBJAUT OBJ(ORDERLIB/*ALL) OBJTYPE(*FILE) USER(*PUBLIC)
AUT(*ALL)

GRTOBJAUT OBJ(ORDERLIB/*ALL) OBJTYPE(*FILE) USER(*PUBLIC)
AUT(*USE)

�OϕApGz∩� *USE v¡Ah���iH�� PC ��αe� FTP

��s��C

__BJ 6. ΣJUCⁿO�ú�	�\αϕ{í *ALL v¡�]w�G

GRTOBJAUT OBJ(ORDERLIB/*ALL) OBJTYPE(*FILE) USER(OEOWNER)
AUT(*ALL)

∩≤h���{í&ÑA��� *CHANGE v¡wg¼≈CúLAz���

{íiH⌡µ	n *CHANGE HWºv¡�\αA	pMúΩΘ��¿�C

�ßAz���Rz���{íA�uú���{í�	n��≥�v

¡CúLAbα��íA
�u� *ALL v¡AziH�Ko$v¡ú¼&

�P��{íó��í�C

__BJ 7. ΣJUCⁿO�¡ε∩≤q���wñº{í�v¡G

GRTOBJAUT OBJ(ORDERPGM/*ALL) OBJTYPE(*PGM) USER(*PUBLIC)
AUT(*EXCLUDE)
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__BJ 8. ΣJUCⁿO�ú� OEOWNER ]w�v¡
��wñ�{íG

GRTOBJAUT OBJ(ORDERPGM/*ALL) OBJTYPE(*PGM) USER(OEOWNER)
AUT(*USE)

__BJ 9. ΣJUCⁿOAú�\αϕ{í�v¡
zbBJ 1 ñ�O�C����G

GRTOBJAUT OBJ(ORDERPGM/OEMENU) OBJTYPE(*PGM)
USER(user-profile-name) AUT(*USE)

ϕz�¿o�BJ
A����T�ú�t����úiHs� (út�≤) QRDERLIB

��wñ���C	� OEMENU {íºv¡����úα≈��\αϕñ�{í�≤

s ORDERLIB ��wñ���C{bAu�	� OEMENU {íºv¡����iH

�≤o���wñ���C½≤w�M\αϕw���XiHO@o���C

ϕzw∩t����Ω������w�¿�ⁿ�BJßAzw��
@����ε

Ω�w≤s@���µ[cCo�Φki�εt��������π�\αϕM{

íA&
�≤sΩ�w��CP
ApG���	�TwΣ�uπA���w
��

Σªt�� PCAhL�]iH�°B�RM�sΩ�w��C

½≤v¡nZG ϕz�t��PY�⌠⌠
A*USE v¡iú�WXz�w��v¡C

	pA�� FTP 
ApGz	���� *USE v¡AziHN���s�t@�t�

(]A PC) ñC

����ww���R\αϕw�

pGns���w��½≤Az��P
	�½≤M��w�v¡Ch�@�ú
n

D��w� *EXECUTE v¡� *USE v¡C

°z�íp&wAz]\iH����wv¡�@��µ�½≤w�O@ΦíC	

pA�]∩≤uq�n²v\αϕ�d	&ÑAC�	�uq�n²v\αϕv¡�

���úiH�� ORDERPGM ��w����{íCzú	nO@�O{í�w�A

ziHN ORDERPGM ��w���v¡]w� *ESCLUDECºßAAN��w�

*USE v¡	PSw����]w�Ao�Aª�KiH����w��{íC(o�]

{í���v¡ *USE �HWC)

��wv¡iHO�z½≤v¡��µ&���ΦkCúLAz��Twz⌠x�n

O@���w�eAHKú�Fúϕ�½≤s�vC

tm½≤��v

t�ñº½≤���vO½≤w�[cñ�½n¿≈C�w]A½≤�	��	�½

≤� *ALL v¡CiSeries Security Reference @��� 5 �ú�W�½≤��v���

Md	CHU�µúXX�nZG

v @δ&ÑAs�]w�ú��	�½≤CpGY�s�]w�	�½≤Ahb��

T�ús�¿��ípUA��s�¿�ú
	�½≤� *ALL v¡C

v pGz��u�v¡A��{	�{í����]w�O
]	���{í½≤A

	p��Cziαú�µ²⌡µu�v¡º{í����]	���� *ALL v¡C

pGz���OuiSeries ΓΦ�vAbg���w��h\α�¿�≤ßAYα�¿�

�C�÷ΩT��
 iSeries ΩTñ� (��ΩT��\� xii��y²M°≤P�÷Ω

Tz)C
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t�ⁿOM{í�½≤v¡

HUOz¡ε IBM �ú�º½≤�v¡
A�÷�Yz����G

v ϕz�t�ñ�h�ΩayÑ
AΣñ]
�h�t� (QSYS) ��wCbz�t�

ñAC�ΩayÑú
�@� QSYSxxxx ��wCpGz��½≤v¡��εt�ⁿ

O�s�A�Oo�t� QSYS ��wMC� QSYSxxx ��wñ�ⁿOú�w�

O@C

v System/38™ ��w�ú��ⁿOAΣ\α�

Mzn¡ε�ⁿO�PC���¡ε

QSYS38 ��w��∩ÑⁿOC

v pGz	� System/36™ ⌠�Aziα	n¡εΣª{íC	pAQY2FTML {íú

� System/36 ���αeC

f�w�\α

��í�f�t�Ww�����NCH�≥≤Uzz�f�Σt�w�G

v �⌠w��W�O
�πC

v Tw�W��w���εAϕBiµCo��f�q
�w�D��⌡µA�ϕ@

CΘw���z�@í≈Cª]i��í� í�f��Aϕ¿w��w���d

�@í≈A²�

≤���C

v Twt�w�bt�⌠��≤
'¡wCvTw��º�≤�í≈d	pUG

– �t�������s½≤

– iJt��s���

– ½≤��v��≤]��π	v


– d⌠��≤]�≤���s�


– �
�v¡]�A
M%


– w�sú�

v ����≤@��A
pw�s���{íB����¬�w�h��]mqT⌠

⌠C

í�≤����NA�≤o���¼pCf�����Wv�M≤z���jp�w

��	DC�����b≤Q
���i��ΩTB�o��D�	nª��]A&

Dú�f�Wv�ⁿ+C

�ΩT�Tí≈G

v iW��f��w�����∩MµC

v ]m���t�ú�ºf�Θx�ΩTC

v ��t�w�ΩTºΣLi���NC

w��f�]A�� iSeries t�W�ⁿOMs�t�ΘxΩTCziαQ��@�S

ϕ�]w�A�YH��iµzt��w��f�Cf��]w�	n *AUDIT Sϕv

¡AH�≤zt��f��ΦC������í≈f�@�	nπ� *ALLOBJ �

*SECADM Sϕv¡����]w�C�Twϕf��í�⌠
AzNf��]w��

KX]w� *NONEC

�÷w��f��≤h��A��\ Security Reference @��� 9 �C
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�R���]w�

zi��uπ�	v��� (DSPAUTUSR) ⁿOAπ��CLt�W�í�����π

MµCMµi�
]w�W��s�]w�W���	CHU�s�]w��	�d

	G

CL∩w����]w�
zi��uπ����]w� (DSPUSRPRF)vⁿO���zi��d�uπBz�ΘX

�C

DSPUSRPRF USRPRF(*ALL) +
TYPE(*BASIC) OUTPUT(*OUTFILE)

zi��d�uπ���ΘX��U��R°iA	pG

v P
π� *ALLOBJ � *SPLCTL Sϕv¡º������MµC

v ����]w�µ� (p
l{í�����O) �	º������MµC

zi��d�{í��ΘX�ú$úP�°iC	pG

v H∩�µ� UPSPAU úÑ≤ *NONE �O²ACXπ�Sϕv¡������]w

�C

v H∩�¡ε\αµ� (b�¼Ω�wΘX�ñ�� UPLTCP) Ñ≤ *NO � *PARTIAL

�O²ACXiΘJⁿO������C

v CXπ�Sϕ
l\αϕ�
l{í������C

v Hd
�±nJΘ�µ�ACXD@�ñ����C

�dj¼���]w�
π�jqv¡����]w�AúWh�M�jí≈t�WA)MXw��W��ú

¼CHU�MΣj¼���]w���⌠ª��ΦkG

1. ��uπ�½≤í� (DSPOBJD)vⁿO���]tt�W�����]w�ΩT�

ΘX�G

π��v���

KX
s� ��� �± L
]w� ]w� �≤Θ� KX 	σ
DPTSM

ANDERSOR 08/04/0x Roger Anders
VINCENTM 09/15/0x Mark Vincent

DPTWH
ANDERSOR 08/04/0x Roger Anders
WAGNERR 09/06/0x Rose Wagner

QSECOFR
JONESS 09/20/0x Sharon Jones
HARRISOK 08/29/0x Ken Harrison

*NO GROUP
DPTSM 09/05/0x X ½⌡µP
DPTWH 08/13/0x X �w
RICHARDS 09/05/0x Janet Richards
SMITHJ 09/18/0x John Smith
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DSPOBJD OBJ(*ALL) OBJTYPE(*USRPRF) +
DETAIL(*BASIC) OUTPUT(*OUTFILE)

2. ��@�d�{íA�CXC@����]w��W��jpA���jpH�	

�	�CC

3. CL�j����]w�º��ΩTA��⌠v¡�	��½≤AHF�ª�O


AϕG

DSPUSRPRF USRPRF(user-profile-name) +
TYPE(*OBJAUT) OUTPUT(*PRINT)

DSPUSRPRF USRPRF(user-profile-name) +
TYPE(*OBJOWN) OUTPUT(*PRINT)

í≈ IBM ú�����]w�D
jAO]�ª�	�\h�½≤Cq
ú	nC

L��Rª�CM&Az��d�� IBM �ú����]w�ºv¡�{íA��

��]w�π� *ALLOBJ Sϕv¡A	p QSECOFR � QSYSC

�÷w��f��≤h��A��\ Security Reference @��� 9 �C

�R½≤v¡

zi��UCΦkHPw≤�π�t���w�v¡G

1. �� DSPOBJD ⁿOC�t�W�����wG

DSPOBJD OBJ(QSYS/*ALL) OBJTYPE(*LIB) ASPDEV(*ALLAVL) OUTPUT(*PRINT)

�: bW���UxsΘxs� (ASP) ñúO AVAILABLE ¼A���wANL

kQ�o�ⁿO�π�C

2. ��uπ�½≤v¡ (DSPOBJAUT)vⁿOHCXSw��w�v¡G

DSPOBJAUT OBJ(QSYS/library-name) OBJTYPE(*LIB) +
ASPDEV(asp-device-name) OUTPUT(*PRINT)

3. ��uπ���w (DSPLIB)vⁿOHCX��wñ�½≤G

DSPLIB LIB(QSYS/library-name) ASPDEV(asp-device-name) OUTPUT(*PRINT)

zi��o�°i�Pw��wñ��eAH�≤�is���wCY�	nAz�

i�� DSPOBJAUT ⁿO��°��wñ�∩�½≤�v¡C

�dw∩��½≤

zi��u�d½≤πX� (CHKOBJITG)vⁿO�MΣw∩��½≤C∩��½≤q


ϕ��H
�n�"z�t�CbYH�UzípßAzi⌡µ�ⁿOG

v �m{í�z�t�

v w��M�A�uπ (DST)

ϕz⌡µ�ⁿO
At�
��]t⌠≤τ±�πX��DºΩT�Ω�w��Cz

i�d�@�]w�B��úP]w����]w��	��½≤CziMΣ½≤Γ

�D∩��½≤Cz�iH½spΓ{íτ��HMΣ�¼�

*PGMB*SRVPGMB*MODULE � *SQLPKG BwD∩��½≤C

CHKOBJITG {í�⌡µ	n *AUDIT Sϕv¡C]�ⁿO�⌡µ��y�pΓA�

�ⁿO�⌡µ
í�°Cz�bt�úúL
⌡µ�ⁿOC

�: 	�\hπ�h�M�v¡º½≤�]w�
�o�jC	��]w��jpv
Tπ�M����½≤v¡H�xs��m]w�
��αCP
]
vTt�
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@�CYn�εvT�α�t�@�A��e½≤���v�h�]w�C��

N�
�½≤úⁿw�@��
�]w�C

�R��v¡�{í

��π� *ALLOBJ Sϕv¡º���v¡�{í
�w��nSºBCi��UCΦ

k�MΣ��
o��{íG

1 . w∩C@�π� * A L L O B J Sϕv¡����A���uπ�u�{í

(DSPPGMADP)vⁿOCXu����v¡�{íG

DSPPGMADP USRPRF(user-profile-name) +
OUTPUT(*PRINT)

�: DD� 44��yCL∩w����]w�zπ�CXπ� *ALLOBJ v¡º�

���ΦkC

2. �� DSPOBJAUT ⁿO�Pw	v≤Hi��C@�u�{íAH�{í���v

¡�≤G

DSPOBJAUT OBJ(library-name/program-name) +
OBJTYPE(*PGM) ASPDEV(library-name/program-name) +

OUTPUT(*PRINT)

3. �
�l{íX�{íí�H�⌠UC��G

v {í����bu��]w�U⌡µ
O
Lk��WLv¡�\αA	p��

ⁿOµC

v {í����pv¡h�O
�\αº�	C��{íó����{íi��½

≤�{í��P	��]w��]pCϕu�{í	���v¡
A���π�

��{í½≤� *ALL v¡Cb\hípUA	��]w�ú	n⌠≤�Sϕv

¡C

4. ��� DSPOBJD ⁿO�τ��±�{í�≤G

DSPOBJD OBJ(library-name/program-name) +
OBJTYPE(*PGM) ASPDEV(library-name/program-name) +
DETAIL(*FULL)

�zf�Θx�º
Θx�¼�

QSYS/QAUDJRN OM��≤w��f��f�ΘxC½≤ú�nⁿ≤f�ΘxCTw

�εú���f�ΘxCú�N���n²�e���u�eΘxn² (SNDJRNE)vⁿ

O�u�eΘxn² (QJOSJRNE)vAPI �ΘxC

SϕΩwO@��Twt�iNf�n²gJf�ΘxCϕf��@�ñ
 (QAUDCTL

t��D *NONE)At�≥⌠u@ (QSYSARB) 
Od QSYS/QAUDJRN ΘxW�Ω

wCϕf��@�ñ
AzLkbf�ΘxW⌡µHU�Sw@�G

v DLTJRN ⁿO

v ENDJRNxxx ⁿO

v APYJRNCHG ⁿO

v RMVJRNCHG ⁿO

v DMPOBJ � DMPSYSOBJ ⁿO

v ��Θx

v �mΘx

v ��v¡�@�Ap GRTOBJAUT ⁿO
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v WRKJRN ⁿO

O²≤w��Θxn²ñ�ΩTí�≤ Security Reference @�ñCf�Θxñ���

w��n²ú�@�ΘxX TCúFw��n²º At�n²]
X{bΘx

QAUDJRN ñCo�Oπ�ΘxX J �n²Aª�Pb
l{íⁿJ (IPL) �Θx�

¼�W⌡µ�@δ@��÷ (	pAOs�¼�)C

pGΘx�Σ�e��¼�o$laA�PLknⁿf�n²AQAUDENDACN t��


Pwt������@ClaΘx�Θx�¼��%�PΣLΘx�PC

ziαQnt��zΘx�¼���≤Cϕz�� QAUDJRN Θx
�ⁿw

MNGRCV(*SYSTEM)A�NΘx�≤���CYzⁿw MNGRCV(*SYSTEM)Aϕ�¼

�F�Σ{��jp
At�
���≈�¼�A����
[s�Θx�¼�Co

���t��≤-Θx�zC��\uiSeries ΩTñ� --> t��z -> Θx�z -> �

�Θx�z -> �zΘxvAH≥o��ΩTC��\� xii��y²M°≤P�÷Ω

TzAH≥os�uiSeries ΩTñ�v�ΩTC
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� 6 � �zv¡

ziH��@�w�°i�≤Ul�t�ñ�v¡]m¼ACϕz}l⌡µo�°i


AziHCLC@��e (	pA�������{í�v¡)C

bz��nz�≥ªΩTßAziHw�⌡µ�≤�°i��C�≤���i≤Uz

�OX	n�N�t�w��≤C	pAziH⌡µ
π�Cg����v¡�°

iCziHunD�≤L�°i��Cª
π�t�ñC�Húi���s��AH

�e�°ißS�≤L��v¡�{���C

ziH��Γ�\αϕ�⌡µw�uπG

v �� SECTOOLS \αϕizLµ�Φí�⌡µ{íC

v �� SECBATCH \αϕizLσ�Φí�⌡µ{íCSECBATCH \αϕ�Γ�í

≈G@í≈Nu@�Yúµ
u@εCAt@í≈Nu@w�bu@�w{íñC

pGz�b��uiSeries ΓΦ�vA�ϕ�UCBJ�⌡µw�uπG

1. buiSeries ΓΦ�vñAi}u°A� --> w��vC

2. b�hW÷@U�½kΣA�∩�	��π�ziH����z��hMµC

��½≤���v¡

�α�µM�αP
�UAjí≈�t�]múO²h����α≈��h�½≤C

ubπw��Bw��P��Sw½≤WA$
�T�����s�A�ú	nw∩

C�½≤��Ta	v
C����C��π�¬
w�	D�t�h���)�Φ

íAuHu���Dv�	�A�	P½≤�v¡Co�t�b��½≤
AhbN

��v¡]� *EXCLUDEC

iSeries O@�H½≤�≥ª�t�Aπ�\húP�¼�½≤Ch��½≤�¼ú]t

�P�ΩTA�ú⌡µPw��÷�\αC@�π�@δw�	nº iSeries t��w

��z�Az]\��N½�±b	nO@�½≤WC∩≤Σª½≤�¼AziHu

N��v¡]w���{í≈�YiA∩≤h�½≤�¼&ÑAo�v¡O *USEC

ziH��uCL��v¡ (PRTPUBAUT)vⁿO�CL�@����αs�º½≤�

�÷ΩTC(�
�@���ANⁿ⌠≤	�nJv¡A&�	�Y�½≤º�Tv¡

����C) ϕz�� PRTPUBAUT ⁿO
AziHⁿwzn�d�½≤�¼AH�

��w��²CziH�� SECBATCH M SECTOOLS \αϕ�∩�Aw∩q

�

w��D�½≤�¼A�CLΣu��	v½≤°ivCziHw�aCLo≈°i

��≤��A�d	nSO�N�½≤C

�zs½≤�v¡

OS/400 ú��\αi≤Uz�zt�ñºs½≤�v¡M��vCϕ�����s½≤


At�
MwUC��G

v �N	�o�½≤

v ½≤���v¡�≤

v ½≤O
�⌠≤M�v¡

© Copyright IBM Corp. 1996, 2004 49



v ½≤n±b≤B (����w��²)

v O
nf�∩≤½≤�s�@�

t�
��t��B��w��M���]w�����¿o�MwCiSeries Security

Reference @��� 5 � yⁿws½≤�v¡M��vz ú�i�∩��Yzd	C

ziH�� PRTUSRPRF ⁿO�CL
vTs½≤º��vMv¡����]w��

�C� 54��� 5 π�o≈°i�d	C

���vMµ

ziH��	vMµANw�	D�ⁿ�½≤�¿@�Cbº�WA	vMµñi]

t����Σ�	�º½≤v¡�C�Ao�½≤YOC�nO@Σw��½≤C	

vMµú�@����ΦkA²z�zt�ñº�ⁿ½≤�v¡CúLAbY�íp

ñAª
�½≤v¡�l��o��x°C

ziH��uCLM�v¡ (PRTPVAUT)vⁿO�CL	vMµv¡��÷ΩTC� 3

π�@≈°id	C

o≈°iπ��ΩTMusΦ	vMµ (EDTAUTL)vπ�e	�PC°i�nBOª

N��	vMµ��÷ΩT±b@
C	pApGzn]ms½≤s��w�Azi

H�t��°iAd
o�½≤ñO
��Xz�nD�{s	vMµC

ziHCL°i��≤��Ad
s�	vMµA�e�CLßS�≤LΣñºv¡

�	vMµCz]	�CLC�	vMµ�O@º½≤C��∩�C� 4 π�@≈	v

Mµ�°id	G

ziH��o≈°i�xñYz¼pA	pAA�	vMµñsWY������G (�

���N�o��v¡)C

M�v¡ (�π°i)
SYSTEM4
�v C� -----------½≤------------ ------------Ω�------------
C� ��� Ds� ��� v¡ �z @� �z sb ∩� �� ¬� sW ≤s Rú ⌡µ
LIST1 QSECOFR *NONE *PUBLIC *EXCLUDE
LIST2 BUDNIKR *NONE BUDNIKR *ALL X X X X X X X X X X X

*PUBLIC *CHANGE X X X X X X
LIST3 QSECOFR *NONE *PUBLIC *EXCLUDE
LIST4 CJWLDR *NONE CJWLDR *ALL X X X X X X X X X X X

GROUP1 *ALL X X X X X X X X X X
*PUBLIC *EXCLUDE

� 3. 	vMµ�M�v¡°i

π��vMµ½≤
�vMµ . . . . . . . . . . . . . : CUSTAUTL
��w . . . . . . . . . . . . . . : QSYS
��� . . . . . . . . . . . . . . : AROWNER
Ds� . . . . . . . . . . . . . . : *NONE

½≤ ��w �¼ ��� Ds� σr
CUSTMAS CUSTLIB *FILE AROWNER *NONE
CUSTORD CUSTORD *FILE OEOWNER *NONE

� 4. π�	vMµ½≤°i
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��
vMµ

uiSeries ΓΦ�vú�F@�w��\αAo�\α�]p��O��Uz}ow��

W���hA�Nt�tm��XQ�q	DCΣñ@�i��\αO	vMµ��

�C

	vMµ�UCS�C

v 	vMµs�½≤M�ⁿ�w��≥�nDC

v bº�WA	vMµ]t���Ms�AH�∩MµO
º½≤�v¡C

v C@����Ms�∩MµO
�½≤i�úP�v¡C

v v¡�ú�O�Mµ�ΦkA&D�O����Ms�C

i��	vMµ⌡µ�@�pUC

v ��	vMµC

v �≤	vMµC

v sW���Ms�C

v �≤���\ivC

v π�ⁿO@�½≤C

Yn���\αA�⌡µUCBJC

1. quiSeries ΓΦ�vi}u°A� --> w��vCzN
ú
vMµ��hC

2. b
vMµW÷@U�½kΣA�∩�s
vMµCsW
vMµi²z⌡µUC

��C

v ��Gis�½≤���½≤��kC��°�Aú�≤½≤C

v �≤Gi�≤½≤��e (�í≈	 )C

v �íG/\½≤W���@�A	���¡ε�ú C����s�i�ε�s

bBⁿw½≤�w�B�≤½≤�⌡µ½≤W�≥�\αC����s�]i�

≤½≤���vC

v �úGTε½≤W���@�Cπ�\iv����Ms��úos�½≤�⌡

µ½≤�@�Cⁿwπ���v¡�ú/\��½≤C

ϕ��	vMµ
AzNn	P½≤�Ω��\ivCHU�zi∩��½≤\i

vC

v @�Gú�d\½≤í��\ivA������s�∩½≤�\iv�Mw�p

≤��½≤C

v �zGú�\ivHⁿw½≤�w��B���≤W½≤�sWΩ�w���¿

�C

v sb�Gú�\ivH�ε½≤�sb����vC����s�iRú½≤B


±½≤�xsΘB⌡µ½≤�xs��mAH�αe½≤���vCY����s

�π�Sϕ�xs\ivAh����s�ú	sb�\ivC

v �≤ (�A�≤Ω�w��� SQL Ω�])Gú��≤½≤���	�\ivCY�

���s�bΩ�w��Wπ��\ivAh����s�isW�úh�o{

íBsW�úh�
M�@¡εAH��≤Ω�w�����CY����s�b

SQL Ω�]Wπ��\ivAh����s�i�≤ SQL Ω�]���C�e��

�\iv�A�≤Ω�w��� SQL Ω�]C

v �� (�A�≤Ω�w��� SQL Ω�])Gú�qt@�½≤�
@�½≤�	�

\ivApb�½≤W�@�iα�ΣL½≤�¡εCY����s�bΩΘ�W

π��\ivAh����s�ib¡�≈�I�ΩΘ�ñsW�
¡εC�ew

���\iv�A�≤Ω�w��C
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HU�zi∩��Ω�\ivC

v ¬�Gú��o�π�½≤�e�	�\ivAp�°��ñ�O²C

v sWGú�sW½≤ñºn²�\ivApsWTºεCñ�Tº�sW��ñ�

O²C

v ≤sGú��≤½≤ñn²�\ivAp�≤��ñ�O²C

v RúGú��½≤úhn²�\ivAp�TºεCñúhTº�Rú��ñ�O

²C

v ⌡µGú�⌡µ{íBA�{í� SQL Ω�]�	�\ivC���ib��w�

�²ñMΣ½≤C

Yn�o���sΦ	vMµºC@�{	�ΩTA���uiSeries ΓΦ�vñi��

uWí�C

s�uiSeries ΓΦ�vñ��h

ziH��uiSeries ΓΦ�v��°��z iSeries °A���hCuiSeries ΓΦ�v

�¡��hd≥G

v f��h

oi²z]wSw�@�s�t�WSwΩ����\αC

v w��h

oi²zⁿwPt�w��÷�w�h��B ∩�C

v KX�h

oi²zⁿwt��KXh�C

v �m�h

oi²zⁿwp≤NSw½≤�mbt�WC

v nJ�h

oi²zⁿw���nJt��ΦíC

Yn��uiSeries ΓΦ�v��°��≤�hA�ϕ�UCBJG

1. quiSeries ΓΦ�vi}u°A� --> w��vC

2. b�hW÷@U�½kΣA�∩�	��π�ziH����z��hMµC��

\u iSeries ΓΦ�ví�AH�oo��h�í�C

��½≤�M�v¡

SECBATCH \αϕ∩�G

12 �YúX 41 ��u@�{�

ziH��uCLM�v¡ (PRTPVAUT)vⁿO�CLⁿw���wñAⁿw�¼

º½≤���M�v¡C�C

ziH��o≈°i�≤U�
½≤�sv¡Cª]iH≤Uz�K²M�v¡

[c�oL≤�°&�o°Hz�C
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��∩ΘX�u@εC�s	

�
w��z�
b⌡µ∩≤��s��½nO@u@ºßA�FnCL���e


AS#F	�L5≥�CiSeries °A��zú�O@≈KºΘXεC�u@εC�\

αCbzO@ΘXεCºßA�≥	v����YLk∩ª⌡µ@�A	p�°��

s�L�≈K�s�CbzO@u@εCºßA�≥	v����Y��LkN≈K

��u@½s+� D≈K��ΘXεCA]Lk�°u@C

SECBATCH \αϕ∩�G

24A�YúX63A��u@�w{í

uΩTñ�vñ�≥�t�w�PW�H� iSeries Security Reference �yúí�

Fp≤O@z�ΘXεCMu@εCC

ziH��uCLεCv¡ (PRTQAUT)vⁿO�CLt�ñ�u@εCMΘXε

C�w�]wCºßAziH∩CL≈KΩT�CLu@iµ�⌠A�Twª�


e�ⁿO@�ΘXεCMu@εCC

∩≤z	oπ�w��P��ΘXεCMu@εCAziH±�z�w�]wM iSeries

Security Reference @�u
² Dvñ�ΩTCu
² Dv�ϕµí�⌡µúP�ΘX

εCMu@εC\α
A	n��]wC

��Sϕv¡

ϕt�ñ����	�ú�n�Sϕv¡
AzO����½≤v¡[ciα
óh

@�Cϕ���]w�	� *ALLOBJ Sϕv¡
A½≤v¡úπ⌠≤NqC	�

*SPLCTL Sϕv¡����iHd
t�ñ�⌠≤�s�Aú
zOh��Σ�O@z

�ΘXεCú@�Cπ� *JOBCTL Sϕv¡����iHvTt��@�M½s�J

�u@Cπ� *SERVICE Sϕv¡����Aú�zL@�t�AYi��A�uπ�

s�Ω�C

SECBATCH \αϕ∩�G

29 iH�YúX 68 iH��u@�{�

ziH��uCL���]w� (PRTUSRPRF)vⁿO�CLt�ñº���]w

��Sϕv¡M����O��÷ΩTCϕz⌡µ°i
A
�X�∩�G

v �����]w�

v π�SwSϕv¡����]w�

v π�Sw����O����]w�

v ����OMSϕv¡ú�����]w�C

� 54��� 5 π�@≈�e������]w��Sϕv¡�°id	G

� 6 � �zv¡ 53



úFSϕv¡º A°iñ�π�UCΩTG

v ���]w�O
π�¡ε�\αC

v ��������s�O
	��������s½≤C

v ∩≤�������s½≤A���s�
��¼��v¡�≤C

� 6 π�Sϕv¡M����Oú��°id	G

÷≤� 6A��NUC��G

v USERX 	�t��@� (*SYSOPR) ����OA²	� *ALLOBJ M *SPLCTL

Sϕv¡C

v USERY 	���� (*USER) ����OA²	� *SECADM Sϕv¡C

v USERZ 	���� (*USER) �OM *SECADM Sϕv¡Cz]

� USERZ O

QPGMR s��@�¿�π� *JOBCTL M *SAVSYS Sϕv¡C

ziHw�⌡µo�°i�≤U�����]w���z@�C

�����⌠�

���]w��\αº@AO����wq@�⌠�A]AΘXΘXεCB
l\α

ϕAH�u@í�C����⌠�
vT����
��t�¼AAP
bY�{


WA]
Mw����α⌡µ��@C�����	����]w��ⁿwº½≤�

v¡CúLApGz�v¡[cbiµñA�Oú≈YµAh���]w��wq�

���⌠�iα
ú$zú@ú���GCHUOYzd	G

���]w�ΩT
°i�¼ . . . . . . . . . . . : *AUTINFO
∩��� . . . . . . . . . . . : *SPCAUT
Sϕv¡ . . . . . . . . . . . : *ALL
------------------Sϕv¡------------------

*IO s�

��� s� *ALL *AUD SYS *JOB *SAV *SEC *SER *SPL ��� s� v¡ ¡ε
]w� ]w� OBJ IT CFG CTL SYS ADM VICE CTL �O ��� v¡ �¼ \α
USERA *NONE X X X X X X X X *SECOFR *USRPRF *NONE *PRIVATE *NO
USERB *NONE X X *PGMR *USRPRF *NONE *PRIVATE *NO
USERC *NONE X X X X X X X X *SECOFR *USRPRF *NONE *PRIVATE *NO
USERD *NONE *USER *USRPRF *NONE *PRIVATE *NO

� 5. ���ΩT°iGd	 1

���]w�ΩT
°i�¼ . . . . . . . . . . . : *AUTINFO
∩��� . . . . . . . . . . . : *MISMATCH
--------------------------------Sϕv¡-------------

*IO s�

��� s� *ALL *AUD SYS *JOB *SAV *SEC *SER *SPL ��� s� v¡ ¡ε
]w� ]w� OBJ IT CFG CTL SYS ADM VICE CTL �O ��� v¡ �¼ \α
USERX *NONE X X X X *SYSOPR *USRPRF *NONE *PRIVATE *NO
USERY *NONE X *USER *USRPRF *NONE *PRIVATE *NO
USERZ X *USER *USRPRF *NONE *PRIVATE *NO

QPGMR X X

� 6. ���ΩT°iGd	 2
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SECBATCH \αϕ∩�G

29 iH�YúX 68 iH��u@�{�

v ����u@í��ⁿw����]w�AΣv¡iα
WL���C

v ���iα
�úπⁿOµ�
l\αϕCúLA����$�nDΣBz{

íiú�ⁿOµC

v ���iα�o⌡µ≈K°i�v¡C²����ΘX��V�ΘXεCAi

αOú�
��°i�����α���ΘXεCC

ziH��uCL���]w� (PRTUSRPRF)vⁿO� *ENVINFO ∩�A≤U

z��wq
t�����⌠�C� 7 π�@≈°id	G

�zA�uπ

A�uπO��tmB�zH�A�z�°A�CA�uπiHqM�A�uπ (DST)

�t�A�uπ (SST) s�C	nA�uπ��� ID �s� DSTBSSTAH���

iSeries ΓΦ�\α����Φ��� (LPAR) �zMw
≈�zC

Y� OS/400 ��ⁿJAϕu	v�Xv��
ADST NiH��FCSST Oq OS/400

o��CUϕí� DST P SST ºí�≥�tºC

S� DST SST

p≤s� bΓ� IPL 
g�D

�x@ΩΘs�A�

b�ε	OW∩� 21

∩�C

�� QSRV nJ�αOA�Q�UC	vg�

µ�í@�s�G

v 	v
 STRSST (�� SST) CL ⁿOC

v A�Sϕv¡ (*SERVICE) ��í½≤Sϕ

v¡ (*ALLOBJ)C

v �� SST �\αM�vC

���]w�ΩT
°i�¼ . . . . . . . . . . . : *ENVINFO
∩��� . . . . . . . . . . . : *USRCLS

�l �l u@ Tº ΘX 
�nD
��� {µ \αϕ/ {í/ í�/ εC/ εC/ {í/
]w� ��w ��w ��w ��w ��w ��w ��w
AUDSECOFR AUDITOR MAIN *NONE QDFTJOBD QSYSOPR *WRKSTN *SYSVAL

*LIBL QGPL QSYS
USERA *CRTDFT OEMENU *NONE QDFTJOBD USERA *WRKSTN *SYSVAL

*LIBL QGPL QUSRSYS
USERB *CRTDFT INVMENU *NONE QDFTJOBD USERB *WRKSTN *SYSVAL

*LIBL QGPL QUSRSYS
USERC *CRTDFT PAYROLL *NONE QDFTJOBD USERC PAYROLL *SYSVAL

*LIBL QGPL QUSRSYS PRPGMLIB

� 7. CL���]w�-���⌠�d	
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≤�i� Y�ϕ°A��π�

�¡\α
'i�C

s� D S T ú	n

OS/400C

ϕ OS/400 ��ßi�Cs� SST 	n

OS/400C

p≤�O 	nA�uπ���

ID MKXC

	nA�uπ��� ID MKXC

��\uiSeries ΩTñ� --> w�� --> A�uπvAH≥o÷≤��A�uπ�⌡

µUC@���÷ΩTG

v H DST s�A�uπ

v H SST s�A�uπ

v HuiSeries ΓΦ�vs�A�uπ

v ��A�uπ��� ID

v �≤A�uπ��� ID �\αM�v

v �≤A�uπ��� ID �í�

v π�A�uπ��� ID

v �����A�uπ��� ID

v RúA�uπ��� ID

v �� SST � DST ��≤A�uπ��� ID MKX

v �� STRSST ��≤z�A�uπ��� ID KX

v ���≤A�uπ��� ID (QSYCHGDS) API ��≤A�uπ��� ID MKX

v ½] QSECOFR OS/400 ���]w�KX

v ½] QSECOFR A�uπ��� ID MKX

v xsA�uπw�Ω�

v �mA�uπw�Ω�

v �� QSECOFR A�uπ��� ID ��¡��

v tm DST �A�uπ°A�

v tm OS/400 �A�uπ°A�

v zL DST �°A�\α���

v zL OS/400 w��f�Θx��°A�uπ���

��\� xii��y²M°≤P�÷ΩTzAH≥os�uiSeries ΩTñ�v�ΩTC
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� 7 � ���Φ���w�� (LPAR)

qUCΩ	ñiH��Abµ@ iSeries °A�W}�h½�Φ�����hnBC

v �@W��t�GNí≈Ω� (	
xsµ�BBz�BO�Θ� I/O �m) M�≤

@����A�ΣiHF�nΘ��Φj≈CpGgLAϕatmA�Φ���]

π�í≈�wΘó�etCbµ@≈�WLk@
⌡µ�µ�í�σ�u@tⁿi

[Hj≈A�búP�������⌡µC

v X�G@�b�ΦW���t�AiHε�°��	� iSeries °A�t��qCz

iN��t�X��@�µ@��Φ��t�Coi°ú∩B ]��	D�O

�Cϕ	D�≤
AziNΩ��@��Φ����� t@�C

v ��@�
ú��	�VX⌠�GziH��@�$ú�

��X⌠�Czib

D�����@�µ@�ú����C�÷h½���A��\UC���h½ú

����⌠�C

�Φ���úO

���NOú����Cú����⌡µzDn�����{

íCú�����ó�∩°�B@OÑj�²¬AB
÷O
í�≈�C

��

�

nΘCϕDw��

���ó�
ANú
y¿�
@��4�C

v ��@�h½
ú���⌠�Gz�uNh½$ú�����bz��n���C

b�¼pUAzⁿwD����iµ����zC

v ÷�≈GYN�n���%g�P@t�ñ�t@��Φ���Ab��ó��í

4½��≈Ai�úΦK����CC��tm]
N°
í�xs°í@�Y 

�pCϕΣL��Φ���'�≥⌡µú�@�
Azi��≈���≈u�xs

ºC��o�÷�≈ªñ	nSϕ�nΘC

v πXO�G�� OptiConnect/400 H�i��¬���{ínΘAz���t�Ni

ϕ@πXO��⌡µCzi��πXO��O@z�t�A�b�n����íú


�\h�w��ó�C

�: ϕ]m�n���
A�	ns@d�m�B �N��CYz�D�x�∩�
�uΘJ/ΘXBz�(IOP)v]π� LAN dAB LAN dúOnPu@�D�xv

��AhªNHD�x���ABziαLkH��������ªC��u@

�D�xv��÷ΩTA��\� 59��� 8 �, yiSeries @�D�xzC

�DD���ΩT��
 iSeries ΩTñ�ñ�u�Φ���vC

�z�Φ����w��

zb���t�ñ�⌡µºPw���÷�@�APbS��Φ����t�W⌡µ

��PCM&Aϕz���Φ���
AzK��h�W��t�C]�AzNbC

@��Φ���W⌡µ�P�@�A&ú
bS��Φ����t�Wu⌡µ@�C

HUOBz�Φ���ºw��
��N�@�≥�WhG

v H@�@��Φ����ΦísW����t�CzosW����znL�s�

�C@��Φ���C

v ¡ε��D���M�A�uπ (DST) �t�A�uπ (SST) º�v¡��H��

�qCp	 DST P SST ��÷ΩTA��
 iSeries ΩTñ�ñ�u�� iSeries

ΓΦ�BDST H� SST ��z�Φ���vDDC��
� 55��y�zA�u

πzAH�o��A�uπ���]w��ε���í�ºs��ΩTC
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�: ��uiSeries ΓΦ�vs� LPAR \αºeA��²
l]wuA�uπ°A

� (STS)vC��\uiSeries ΩTñ� --> w�� --> A�uπvH≥o�÷

ΩTC��\� xii��y²M°≤P�÷ΩTzAH≥os�uiSeries ΩTñ

�v�ΩTC

v �n���Lkd
���DO�Θ�t@��Φ����w
≈C

v �n����id
Σ	��wΘΩ�C

v D���ib DST � SST �u��t����vπ�e	ñAd
���wΘΩ

�C

v D���@�t�'�id
Σ�¡i��Ω�C

v t�D�xe	�ε�d���CϕzNe	�í]�uw�v
Ab SST �u�

����¼Avπ�e	ñú
⌡µ⌠≤�@CYnbt�D�xe	jε DSTAh

z��N�í�≤�uΓ�vC

v ϕzN�n����@��í]w�w�
AhOHUC�Φk¡εΣu����

�¼Av��kG

– z�ib�n���W�� DST ��≤���¼AFzLk�� SST ��≤�

��¼AC

– z�iqD����� DST � SST �u�����¼Avπ�e	WAjε�

n���W� DSTC

– z�i��D���W� DSTAN�n����íqw��≤�⌠≤ΣL��C

@-�n����íúA�w�Ah���n���W� DST � SST �i�≤��

�¼AC

�÷ iSeries °A�w�����ΩTA��
uw����vΓU� iSeries ΩTñ�

�u≥�t�w��W��vC
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� 8 � iSeries @�D�x

@�D�xi²z��z� PC �s���εz� iSeries °A�Cu@�D�xv]

A∩�� PC �JLD�x�m� iSeries °A�Σ�A²�� PC ¿�D�xCϕ�

�@�D�x
A��NUC��G

v zib@�D�xW⌡µ⌠≤zib��D�xW⌡µ�@�C	pAπ�

*SERVICE � *ALLOBJ Sϕv¡����]w�NΓb��¼AA'inJ@�D

�xÑq@�C

v @�D�x��uA�uπ���]w�v�KXA��� iSeries °A��suC

o�o�≤z�uA�uπ���]w�v�KX≤�½nCb�iα⌠xw]�

uA�uπ���]w�v��� ID �KXABiα
�ª�
�H��D�xÑ

q@��s�z� iSeries °A�C��\� 18��y�≤�}�KXz�� 22�

�y�Kw]KXzAH�oKX�
ZC

v Ynb��u��D�xv
O@z�ΩTA��� Windows ��⌠⌠]w�%q

∩�C

v ϕ]m�n���
A�	ns@d�m�B �N��CYz�D�x�∩��

uΘJ�ΘXBz�(IOP)v]π� LAN dAB LAN dúOnPu@�D�xv�

�AhªN����D�xABziαLkH��������ªC

b V5R1 ñAN@�D�xj��izL��⌠⌠ (LAN) ��D�xí�Cwj��

�O�Ω�[Kú�D�x{	�⌠⌠w��CYn��π� LAN s��@�D�xA

hjPa��z�w�UCú�G

v bz� iSeries °A�WAw�uKXs�ú��v5722-AC2 � 5722-AC3

v �ß�KX�Azu@�D�xvPC W� 5722-CE2 � 5722-CE3

�FND�xΩ�[KAiSeries °A���w�@�uKXs�ú��vú�AB PC

��w�@�u�ß�[KXvú�C

�: Y�w�KX�ú�ANú
[K⌠≤Ω�C

UϕJ�i�ú��[K�GG

ϕ 13. [K�G

bz� iSeries °A�WAw


�uKXs�ú	�v

zu@�D�xv PC W�

u�ß�[Kv

�GΩ�[K

L L L

5722-AC2 5722-CE2 56 ��

5722-AC2 5722-CE3 56 ��

5722-AC3 5722-CE2 56 ��

5722-AC3 5722-CE3 128 ��

�÷]m��z iSeries @�D�x�ΣlΩTA��\uiSeries ΩTñ�vC
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@�D�xw�º[

@�D�xw���UC���¿G

v D�x�m�O

v ����O

v Ω�M��

v Ω��π�

π���sq��@�D�xA]ª�I∩IsuAGπ�⌠t��m�OBΩ�M

���Ω��π�CnJD�xπ���������O�w�\αC

D�x
m�O

D�x�m�OiT{ΩΘ�m�D�xCπ���sq��@�D�x��@��

ⁿ�bD�x�ΩΘsuC����su�@�D�xAΣΩ�W�w�O
�ⁿ�

bsuA�H�ε∩ΩΘD�x�m�s�C

π� LAN s��@�D�x�� Securd Sockets Layer (SSL) ���AΣΣ��m�

����OA²�����C∩≤o��í�suA�m�OO	�A�uπ�m]

w�Ct��\� 61 �H�oi@B���Ω�C

����O

����Oú�D�x�m����O�C����O�÷�����úO�P�A

PD�x�¼L÷C

Ω�pK�

Ω�pK�ú�D�xΩ����	�ⁿ�¬��≈K�Cπ���sq��@�D

�x���ⁿ≤�bD�x� LAN s��w�⌠⌠suA�O@D�xΩ�C���

�su�@�D�xπ�P�bsu�P�Ω�pK�CYΩΘsuOw��AhD

�xΩ�]
ⁿO@C

Yw�FAϕ��KX�ú� (ACx � CEx)Ahπ� LAN s��@�D�x
��

w�⌠⌠suCD�xÑq@�O	�w�b iSeries °A�W�KX�ú��⌡µu@

�D�xv� PCA¿iα���j�[KkC

�: Y�w�KX�ú�ANú
[K⌠≤Ω�C

Ω��π�

Ω��π�ú�D�xΩ���≤�ⁿ�⌠��≈K�Cπ���sq��@�D�

x���ⁿ≤�bD�x� LAN s��w�⌠⌠suA�O@D�xΩ�C����

su�@�D�xπ�P�bsu�P�Ω��π�CYΩΘsuOw��AhD�

xΩ�]
ⁿO@C

Yw�FAϕ��KX�ú� (ACx � CEx)Ahπ� LAN s��@�D�x
��

w�⌠⌠suCD�xÑq@�O	�w�b iSeries °A�W�KX�ú��⌡µu@

�D�xv� PCA¿iα���j�[KkC

�: Y�w�KX�ú�ANú
[K⌠≤Ω�C
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��π� LAN s	�@�D�x

�: ⌠≤�u@�D�xvúiHOD�xA²��≥≤ LAN tm���A�uπ�

��]w�C

iSeries °A�
≤ QCONSOLE �w]A�uπ�m]w�A�π� QCONSOLE �

w]KXCπ� LAN s��@�D�xNbC@��Q�¿�su�í�≤KXC�

�\y��@�D�x]wδFzA�o��ΩTC

÷≤ iSeries π� LAN s��@�D�x�ΣlΩTA��\uΩ�ñ�vñ�DDG

tmπ� LAN s��u@�D�xvC

O@π� LAN s	�@�D�x

��π� LAN s��@�D�x
A��UC���G

v HD�x����t@�A�uπ�m]w�A�N]w�ΩTxsbw���

mC

v bz� iSeries °A�WAw�uKXs�ú��v5722-AC2 � 5722-AC3AH�b

z�@�D�x PC Ww�u�ß�KX�v5722-CE2 � 5722-CE3C

v ∩�@�ú¡
�A��mΩTKXC

v HzO@�bD�x�π���sq�º@�D�x�P�Φí�O@@�D�

xC

��@�D�x]wδF

ϕ��π� LAN s��@�D�x
A]wδFNsW PC �	�ΩTC]wδFn

DA�uπ�m]w�BA�uπ�m]w�KX�O@A�uπ�m]w�ΩT�

KXC

�: ��A�uπ�m]w�ΩTKX�Ωw��úΩw PC W�A�uπ�m]w�

ΩT (A�uπ�m]w��KX)C

ϕ��⌠⌠s�
A@�D�x]wδFNú�zΘJs�w[KºA�uπ�m]

w��KX�A��mΩTKXC�
ú�zΘJ���A�uπ����O�K

XC
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� 9 � 	�i��{í

b±+��qúoi��ñAt�ñ��
���úiH�{íA�⌡µú�\α�

{íC	pG

v �Hqú�����

qΣª PC ����o{íCpGoí PC s�≤z�

iSeries t�Aho�{íiα
vT�z� iSeries °A�C

v s�≤⌠⌠����]iH�o{íA	pAq�GµUⁿ{íC

v b�í�Θqs�CL���
�GL��ΦkM�GC&o]
²uk�{í]

pv≥��aC

o���w�yX@�qúw��DA��qúfrCfrO@�{íAªα≈�≤

Σª{íA��{íñt�ª�v���CºßA��KíAo�Q�≤�{íPV

FfrC� Afr]iH⌡µΣª@��0�t�Ω��R�Ω�C

iSeries °A��[cú�FYz�εPVfr�O@�ICy�εqúfr�Iºzú

�oΦ	�í�C∩≤⌡µ�≥	vº\α�{íAiSeries °A��w��z���µ

 �NC���ΣlDDí�N�ú}��iα���ΦkAL�zLo�Φk�]

m���{íA�bz�t�ñ⌡µo�{íCo�DD]ú�YznZA²z�ε

⌡µ�≥	vº\α�{íC

w�nZ

½≤v¡0�Oz��@uO@CpGz∩≤½≤�O@S����W�Az�

t�N�ß}}AL�@�����αOC�ΩTí�≥	v����Ap≤Q

�z½≤v¡[cñ�
}C


εqúfr�Iº

bⁿfrPV�qúñA�@�{í
y¿Σª{í�∩�CMΣª�¼�qú[c

±
�Ab iSeries H½≤�≥ª�[cñAa�sy�±�úe÷syM��o�¼

�frCb iSeries °A�ñAz��SwⁿOMⁿ�Aw∩C�½≤�¼�⌡µ@�C

zúα����ⁿO��≤i�@�{í½≤ (o�Ojí≈fr�@�)Cz]Lk�

÷a��@�{í��≤t@�{í½≤CnF�o���A	n�i[�
íBδ

OMm	A�B�	nYzq
Lk�o�uπMσ≤C

úLAH�i[J}±t�⌠��U�s iSeries °A�\α�vÑX{AiSeries °A

�ñY�H½≤�≥ª�O@\α]úAA�C	pAzLπX��t� (IFS)A���

i���@�²��Y�½≤A	pΩy�C

� A÷M iSeries °A�[c�ofr°Hb iSeries °A�{íºí��A²o�[

cLk² iSeries °A�ú
¿�fr�Γa�C@���°A�AiSeries °A�ix

s\h PC ����@��{íC&o�{íñAiα
�Y�{ía�frA&

iSeries °A����
X�CpGn�εo�¼�frPV iSeries �s�� PCAz

���� PC fr��nΘC
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iSeries °A�ñ�Yz\αAi�ε���Q�π�ⁿ�\α�CÑyÑ�∩�i�@

�½≤{íG

v pGz�t�⌡µw�h� 40 �HWAhπXO@\αñA]A�ε∩≤{í½≤

��≤C	pAzLk�Q⌡µt���⌡µ (ⁿO@) º≈�ⁿO�{íC

v {íτ�����AOnbz�m{íB�{íxs (�N
�≤) ≤t@�t�
A

�Hú�O@C iSeries Security Reference @��� 2 �í�w�h� 40 MHW

�πXO@\αC

�: {íτ���ú�µA²b�⌠�m�t��{í
Aúα]�&�H��C

� A��Yzuπi≤Uz�
t�ñO
�JF∩�L�{íG

v ziH��u�d½≤πX� (CHKOBJITG)vⁿO����XjM��½≤ (i�@

�½≤) AHTwo�½≤�Q∩�CoMfr��\α�ⁿC

v ziH��w�f�\α���w�≤��m�{íCv¡h�t���

*PGMFAILB*SAVRST M *SECURITY Ñ�iú�f�O²A≤Uz�
XNfr

¼{í+Jt��°�CiSeries Security Reference @��� 9 �M
² F ú�÷

≤f��Mf�º�Oⁿn²���ΩTC

v ziH��u�≤{í (CHGPGM)vⁿO�ujó�� (FRCCRT)v���½s��

w�mt�ñ�⌠≤{íCt�
��{íd��½s��{íCpG{í½≤b

s�nßS�≤LAt�
½s���≤L�½≤A�9Hm½CpG{íd�t

���⌡µ (ⁿO@) �ⁿOAht�Lk�Q½s��{íC

v ziH�� QFRCCVNRST (�m
jεα½) t��AX�N{í�m�t�
½

s��ªCt�
��{íd��½s��{íCo�t��ú�{í��½s�

��h�∩�C

v zi�� QVFYOBJRST (�m
τ�½≤) t����εS������úπ���

���º{í��mCϕ����L�
Aϕ��{í}o���ß{íw�≤C

API i²z��z�v�{íBxs���Ωy�C

�÷���Σp≤O@t�K≤IJ�ΩTA��\� 74��y½≤�pzC

��u�v¡���

b iSeries °A�ñAziH��@�{íA²ªu�{í	���v¡Coϕ�⌡µ

�{í�⌠≤���úM	��{í����]w�π��P�v¡ (M�v¡MSϕ

v¡)C

pGzα�Ta��u�v¡Aª
O@�D
����w�uπC	p� 40 ��

yH½≤w��Wj\αϕs��εz�í��Ap≤�Xu�v¡M\αϕ�≤U

z≤V\αϕs��εCziH��u�v¡�O@z�½n��A²z��i��

�{íALkb'e\d�o���
A�≤o���C

@�@�w��z�Az��TwH�T�Φí���u��v¡G

v Q{íu�v¡����]w�A��u�Φn¼H⌡µ�n\α�v¡Aúα�

L
�v¡Cϕ���]w�	� *ALLOBJ Sϕv¡�½n½≤
ApG{ínu

�o����]w��v¡Az��µ p�C

v u�v¡�{í���ΣSw&�¡�\αA�Bú��ú�ⁿOn²\αC

v u�v¡�{í��ⁿ�Ωϕ�w�O@C
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v u�v¡�L
��Aiα
∩t��αy¿t	�vTCpGzn�Ko$�α

��DA��\ iSeries Security Reference @��� 5 �AΣñ�÷≤u�v¡º

���v¡�dy{�M����C

SECBATCH \αϕ∩�G

1A�YúX 40A��u@�w{í

ziH��uCLu�½≤ (PRTADPOBJ)vⁿO (SECTOOLS \αϕñ�∩�

21)A≤Uz��t�ñu��v¡���C

o≈°i
π�ⁿw���]w��Sϕv¡Bu�����]w�v¡�{íBH

���]w�v¡� ASP �mCbz��nΩT≥ªßAziHw�aCLu�º½

≤°ϕ��≤��Cª
CXu�v¡�s{íAH�e�⌡µ°ϕßS�≤L�u

�v¡�{íC

pGzh�t�ño$u�v¡���ípAziHN QAUDLVL t��]w�

*PGMADPCbo��ú$@�ßACϕ����⌠u�v¡�{í
At�ú
��

@�f�º�Oⁿn²Cn²ñ]A��{í����W�M{íW�C

¡εu�v¡���

b⌡µ iSeries {í
A{íi�
HUΓ�ΦíAzLu��v¡�s�½≤G

v {í�¡iHu�Σ	���v¡CoOb{í�A�{í�u���]w�

(USRPRF)v��ñⁿw�C

v {íiH�� (��) 'bu@Is∩�ñºe@�{í�v¡CY�{í�¡S�

u�v¡Aª]iH�≥²e{í�u�v¡C{í�A�{í�u��u�v¡

(USEADPAUT)v��iH�ε{íO
��{í∩�ñº²e{í�u�v¡C

HUd	í���²e{í�u�v¡p≤@�C

�] ICOWNER ���]w�	� ITEM �� *CHANGE v¡A�B ITEM ���

�v¡O *USECS�⌠≤Σª���]w�	� ITEM ���Twq�v¡Cϕ 14 π

�T��� ITEM �º{í���G

ϕ 14. ��u�v¡ (USEADPAUT) d	

{íW� {í�
� USRPRF � USEADPAUT �

PGMA ICOWNER *OWNER *YES
PGMB ICOWNER *USER *YES
PGMC ICOWNER *USER *NO

d
 1 - u�v¡G

1. u��� Av⌡µ PGMA {íC

2. PGMA {í
�H≤s\α�}� ITEM �C

�GG�
�Q�¿Cu��� Av	� ITEM �� *CHANGE v¡A]� PGMA

u�F ICOWNER �v¡C
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d
 2 - ��u�v¡G

1. u��� Av⌡µ PGMA {íC

2. PGMA {íIs PGMB {íC

3. PGMB {í
�H≤s\α�}� ITEM �C

�GG�
�Q�¿C÷M PGMB {í�u�v¡ (*USRPRF O *USER)A'e\�

�²e�u�v¡ (*USEADPAUT O *YES)CPGMA {í'b{í∩�ñC]�A

u��� Av�o ITEM �� *CHANGE s�vA]� PGMA u�F ICOWNER �

v¡C

d
 3 - ���u�v¡G

1. u��� Av⌡µ PGMA {íC

2. PGMA {íIs PGMC {íC

3. PGMC {í
�H≤s\α�}� ITEM �C

�GGv¡ó�CPGMC {í�u�v¡CPGMC {í]úe\��²e{í�u�v

¡C÷M PGMA 'bIs∩�ñA²���ª�u�v¡C

�εs{í��u��v¡

Nu�v¡�� ∩�ñ�ß	�{íAi²�µ�{í]pv�≈
��uSÑ�

;¿vCuSÑ�;¿v{íiHzL∩�ñ�e	�{í��o}aµ��	n�

v¡CpGn�εo$o�ípAziH¡ε�����iH��{íA���²e

{í�u�v¡C

ϕz��ns�{í
At�
��N USEADPAUT ��]� *YESCpGzún{

í��u��v¡Az����u�≤{í (CHGPGM)vⁿO�u�≤A�{í

(CHGSRVPGM)vⁿOAN USEADPAUT ��]w� *NOC

ziH��	vMµMu��u�v¡ (QUSEADPAUT)vt��A��ε�����

iH��{í���u��v¡Cϕzⁿw QUSEADPAUT t��ñ�	vMµW�


At�
��o�	vMµ�P�p≤��s�{íC

ϕ�����{í�A�{í
At�
�d����	vMµv¡CpG���	

� *USE v¡Ahs{í� USEADPAUT ��
]� *YESCpG���S� *USE

v¡Ah USEADPAUT ��
]� *NOC����	vMµv¡úα��u��v

¡C

zb QUSEADPAUT t���ⁿw�	vMµ]
�ε���O
i�� CHGxxx ⁿ

O�]w{í�A�{í� USEADPAUT �C

�:

1. zú	nIsz�	vMµ QUESADPAUTCziHúP�W���v¡MµCº

ßAA∩ QUSEADPAUT t��ⁿw�	vMµC�bo�d	�ⁿOñAN½�

z�	vMµW�C

2. QUSEADPAUT t��ú
vTzt�ñ{��{íC�� CGHPGM ⁿO�

CHGSRVPGM ⁿOA∩{s�{í]w USEADPAUT ��C

�Yµ�⌠�G pGznbh������s{í
A² USEADPAUT ��]�

*NOA�⌡µUC�@G

1. pGnN	vMµ���v¡]� *EXCLUDEA�ΣJUCⁿOG
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CHGAUTLE AUTL(QUSEADPAUT) USER(*PUBLIC)
AUT(*EXCLUDE)

2. pGn]mSw���A²L�b��{í
��²e{í�u�v¡A�ΣJU

CⁿOG

ADDAUTLE AUTL(QUSEADPAUT) USER(user-name)
AUT(*USE)

�úYµ�⌠�G pGznbh������s{í
A² USEADPAUT ��]�

*YESA�⌡µUC�@G

1. Od	vMµ��v¡�]w *USEC

2. pGn�εSw���Aú²L�b��{í
��²e{í�u�v¡A�ΣJ

UCⁿOG

ADDAUTLE AUTL(QUSEADPAUT)
USER(user-name) AUT(*EXCLUDE)

���o{í���

DB2® UDB ú��X�o{í�Ω�w���\αCb¬\αΩ�w�z{íºíA�

o{í\αD
�MC

zN�o{í÷p≤Ω�w��
A
ⁿw�o{í�⌡µ
íC	pAzi]m�

ßq��A²ªbC��sO²[J��
A⌡µ�o{íCϕ�ß��MlBWX

H�B

A�o{íiCL@≈�e
�ß�ú�HτA��e@hTº
H��

z{íC

ú
Oú���{í\αA�O�zΩTA�o{íúO@�π�Ñ¬�α�ΦíC

∩≤N�úy����&ÑALiH���o{í�ú��\αAbz�t�ñ��

ySÑ�;¿zCΣñiα
��}a��{íAÑ�t�Ω�w��X{Y��≤


AY
o�≡�C

�: SÑ�;¿O@��vσGAªO@yj¼�ñ�;¿A�	�F\h��h
LCϕ;¿QaiSÑ��
A�	�hLKªX;¿Ai}PSÑ�H��

½Cbqú@��A⌠�}a�\α�{íA]
��uSÑ�;¿vC

SECBATCH \αϕ∩�G

27A�YúX 66A��u@�w{í

bt�≡v
A
¡εsW�o{í�Ω�w���\αCpGz�½≤v¡�

zD
�VA@δ����ú
�¼≈�v¡�sW�o{í�Ω�w��C

(iSeries Security Reference @��u
² Dví���ⁿO	n�v¡A]Aus

WΩΘ��o{í (ADDPFTRG)vⁿOC)

ziH��uCL�o{í (PRTTRGPGM)vⁿO�CL@≈Sw��w����

�wñº���o{í�C�C

ziH��
l°ϕ��⌠wsb≤t�ñ�⌠≤�o{íCºßAziHw�CL

°ϕAd
t�O
sWFs��o{íC
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bz�⌠�o{í
A��{UC��G

v ����o{íHziH��uπ�½≤í� (DSPOBJD)vⁿO�P�C

v {í⌡µ���@Hz��d
��{íA�P{í���Q
A$α�¿P�C

	pA�o{íO

�d�O���H�o{í]iα�bÑ�Sw����

(QSECOFR)AHK�o∩Ω��s�vC

b��n≥ªΩTßAziHw�CL�≤�°ϕA��t�ñ�sW�s�o{

íC

�d⌠�{í

nNSÑ�;¿+Jzt�ñA�o{íúO�@�ΦíC�o{íO⌡X{í�@

�	lCϕo$Sw�≤
A	pb�o{í�ípñX{��≤sAt�
⌡µ÷

p≤��≤�⌡X{íC

ϕ 15 í�zt�ñ�iα��⌡X{í	lC∩≤o�⌡X{íAz����M�o

{í�P�Φk��⌠Σ�kM�eC

�: ϕ 15 úO��iα�⌡X{íº�πC�C

.

ϕ 15. t�ú��⌡X{í

{íW� {í⌡µ�≈

���b DDMACC ⌠⌠��ñⁿw�W

�C

���
�}�zt�W� DDM ���iµ DRDA su
C

���b PCSACC ⌠⌠��ñⁿw�W

�C

���
��� Original Client � Client Access™ \α�s�zt�W�

½≤
C

���b QPWDVLDPGM t��ñⁿw

�W�C

���⌡µu�≤KXv\α
C

���b QRMTSIGN t��ñⁿw�W

�C

���
�q��t�AHµ�Φí�nJC

QSYS/QEZUSRCLNP ⌡µ��Mú\α
C

���b CHGBCKUP ⁿO� EXITPGM

��ñⁿw�W�C

bz��u@��Uv�≈\α
C

���b CRTPRDLOD ñⁿw�W�C bxsB�m�RúHo�ⁿO����ú�ºe�ºßC

���b CHGMSGD ⁿO� DFTPGM

��ñⁿwW�C

pGNw]{íⁿw
Y�TºAht�
boXTº
⌡µ{íC�≤@

δt�W�jqTºí�A]��°��w]{í���ípCpGn�ε

�@���sWTº�w]{íA��{NTº� (*MSGF ½≤) ���

v¡]w� *USEC

���b STREML3270 ⁿO�

FKEYPGM ��ñⁿw�W�C

b 3270 �m��Ñq@��íA���÷UY�\αΣº
Cϕ⌡X{í

�⌠
At�
≡%∩≤ 3270 �m��Ñq@���εC

���b�α��ⁿO� EXITPGM ��

ñⁿw�W�C

BzUCⁿO�¼��Ω�GSTRPFRMONBENDPFRMONBADDPFRCOL

M CHGPFRCOLC {íbΩ�¼��¿
⌡µC

���b RCVJRNE ⁿO� EXITPGM

��ñⁿw�W�C

�≤�ⁿwΘx�Θx�¼�¬�C@�Θxn²�Θxn²s�C

���b QTNADDCR API ñⁿw�W

�C

b COMMIT � ROLLBACK @��íC
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ϕ 15. t�ú��⌡X{í (�≥)

{íW� {í⌡µ�≈

���b QHFRGFS API ñⁿw�W�C pGn⌡µ��t�\αC

���bLϕ≈�mí�� SEPPGM �

�ñⁿw�W�C

Mwnb�s��CLu@ºe�ºß��j�WCL��eC

QGPL/QUSCLSXT b÷¼Ω�w��Ae\
����kΩTº
C

���b�Φ��� FMTSLR ��ñⁿ

w�W�C

ϕO²gJΩ�w��A&O²µíW�ú]Ab¬ÑyÑ{í�º
C∩

��{í
N¼��O²ϕ@ΘJAMw����O²µíA�Nª�%Ω

�wñC

���b QATNPGM t��B���]

w�� ATNPGM ��A� SETATNPGM

ⁿO� PGM ��ñⁿw�W�C

ϕ���÷Uu$�nDvΣ
C

���b TRCJOB ⁿO� EXITPGM �

�ñⁿw�W�C

b��ul�u@v{	ºeC

∩≤i²zⁿw⌡X{í�ⁿOAz��TwⁿO�w]��Q�≤�ⁿw⌡X{

íCz]��²o�ⁿO���v¡ú¼H�≤ⁿOw]�CCHGCMDDFT ⁿO	n

∩≤ⁿO� *OBJMGT v¡Czú	n�� *OBJMGT v¡�⌡µⁿOC

�⌠nO�⌡X{í

ziH��t�nO\α�nOo$Sw�≤
��⌡µ�⌡X{íCpGnCXt

�ñ�t�nOΩTA�ΣJ WRKREGINF OUTPUT(*PRINT) C� 8 π�@≈°id	G

°i
π�t�ñ�C�⌡X{í�eO
�wnO�⌡X{íCϕ⌡X{í�wn

O�⌡X{í
AziHq WRKREGINF �π���ñ∩�∩� 8 (π�{í) AH

π�{í��÷ΩTG

��t�nOΩT
⌡X{í . . . . . . . . . . . . . . . . : QIBM_QGW_NJEOUTBOUND
⌡X{íµí . . . . . . . . . . . . . . : NJEO0100
nO�⌡X{í . . . . . . . . . . . . . : *YES
e\�°n² . . . . . . . . . . . . . : *YES
⌡X{í�j�� . . . . . . . . . . . : *NOMAX
⌡X{í{µ�� . . . . . . . . . . . : 0
sW@�emBz . . . . . . . . . . . : *NONE
��w . . . . . . . . . . . . . . . :
µí . . . . . . . . . . . . . . . . :

úh@�emBz . . . . . . . . . . . : *NONE
��w . . . . . . . . . . . . . . . :
µí . . . . . . . . . . . . . . . . :

��@�emBz . . . . . . . . . . . : *NONE
��w . . . . . . . . . . . . . . . :

� 8. ��t�nOΩT - d	
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��t�nOΩT

�ΣJ∩�AMß÷ Enter ΣC
5=π�⌡X{í 8=��⌡X{í

⌡X{í
Opt ⌡X{í µí wnO σr

QIBM_QGW_NJEOUTBOUND NJEO0100 *YES ⌠⌠u@n²≈≡ ex
8 QIBM_QHQ_DTAQ DTAQ0100 *YES �lΩ�εC°A�

QIBM_QLZP_LICENSE LICM0100 *YES �l�v�z°A�
QIBM_QMF_MESSAGE MESS0100 *YES �lTº°A�
QIBM_QNPS_ENTRY ENTR0100 *YES ⌠⌠CL°A� - n²
QIBM_QNPS_SPLF SPLF0100 *YES ⌠⌠CL°A� - �s
QIBM_QNS_CRADDACT ADDA0100 *YES sW CRQ í�í�
QIBM_QNS_CRCHGACT CHGA0100 *YES �≤ CRQ í�í�

���MΣª⌡X{íM�o{í�P�Φk��⌠o�⌡X{íC

�d�w�{í

iSeries ú�\hΦkA�ziyß⌡µ�w�u@A]Au@�{�Co�Φkq
ú

úNϕw�W�
}A]��wu@������	��P��nv¡A$αúXσ

�⌡µ�u@C

úLAz��w�a�d�wb��⌡µ�u@C]�ApGw≈���u�hú

¡ALiα
��o�Φk��w⌡µa°��u@C

¡εxsM�m\α

jí≈���ú	nbz�t�ñxsM�m½≤CxsⁿOi��Nz°����

½nΩú�s�CΘ�t@�t�ñCjí≈�xsⁿOúΣ�b�s�CΘ�xs/

�m�m�ípUANi�e t@�t����xs�t@�t�ñ (�� SNDNETF

��ⁿO)C

�mⁿOi��N�≥	v�½≤A	p{íBⁿOM��A�m�z�t�ñCz

]iHb�s�CΘ�xs/�m�m�ípUA��xs���mΩTCziH��

SNDNETF ⁿO� FTP \α��mt@�t�ñ�xs�C

HUObz�t�ñ¡εxsM�m@������G

v �ε�����	� *SAVSYS Sϕv¡C*SAVSYS Sϕv¡i²���bS��

n�½≤v¡
A]αxs��m½≤C

v �εΩΘs�Hxs��m�mC

v ¡ε∩≤xsM�mⁿO�s�Cϕzw� OS/400 	v{í
ARSTxxx ⁿO��

�v¡O *EXCLUDECSAVxxx ⁿO���v¡O *USEC��{N SAVxxx ⁿO

���v¡�≤� *EXCLUDECp�¡εz	P RSTxxx ⁿOv¡����C

v �� QALWOBJRST t��H¡εt�¼A{íB��v¡�{í��τ���º½

≤��mC

v �� QVFYOBJRST t����εzt�W���½≤��mC

v �� QFRCCVNRST t��A�εbt�W��mSw½≤�½�C
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v ��w�f�����m@�Cb QAUDLVL t����J *SAVRSTA�w�a

CL�m@�����f�O²C (iSeries Security Reference @��� 9 �Mu


² Fvú�f�n²@����ΩTC)

�dbⁿO@��w	����½≤

C� iSeries °A�u@ú�@≈��wMµCpG½≤W��ⁿw��wW�
A�

�wC�
Mwt�jM½≤��	C	pAϕzIs�ⁿw�b�m�{í
At

�
�
�	�jMz���wC�A�⌡µªΣ���@≈{íC

iSeries Security Reference @�ú�÷≤��wC�Múπ��wW��Is{í (��

πwq�Is) ºw�
}���ΩTCª]ú�Yz����A≤Uz�ε��wC

���eM�≤t���wC��αOC

�²z�t��T⌡µAY�t���w (p QSYS M QGPL) ��bC�u@���

wC�ñCz����½≤v¡��ε�����iN{í[Jo���wñCo�

U≤¡ε���Q���wC��ßí≈���wñº{í�W�AN!��{í±

b�e	�Y���w�C

z]���⌠�����	� CHGSYSLIBL ⁿO�v¡A���w�f�º�Oⁿñ

� SV O²C��ú}����i��wC�ñANY���w±b QSYS e	A�

Σª���⌡µ�≥	v²M IBM �ú�ºⁿOPW�ⁿOC

SECBATCH \αϕ∩�G

28A�YúX 67A��u@�w{í

ziH��uCL���½≤ (PRTUSROBJ)vⁿOA�CLⁿwº��wñ��

��½≤ (úO IBM ���½≤) �MµCºßAziH�⌠C�ñ�{íAP

�O�������ª�AH�ª�α⌡µ��\αC

D{í����½≤Aϕª�bt���wº�
A]Nϕ@�w�W�
}C

	pApGY�{íN≈KΩ�gJ��ñA²�Aϕa¡w��W�A�
A

o�{í�iα
ⁿ��FA�bt���w�}�����Ω���C
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� 10 � 
ε�	�b�JI

oí≈�ΩT��U�≤Uz�
τbw��
}�c@@�nZC

ΩΘw��

z�D≈O°��@�½nΩúAP
]Ot��τb�ßCD≈��Y��≤Θ≈

iαD
pA²��hD
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ϕz⌡µu�°��v¡ (RVKPUBAUT)vⁿO
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¡]� *EXCLUDECoi�K²��oSw	v���� (H�S� *ALLOBJ Sϕ
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π�b�u@�ñ��Y�u@
AN
����u@í�Cu@n²

i]t
�P⌡µ{í�ⁿO�nDΩ�C	pARQSDTA ��iαO CALL
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v¡��ε∩≤u@í���≤C�� *USE v¡Y¼HzLu@í��⌡µu@C@

δ����ú	nu@í�� *CHANGE v¡C

SECBATCH \αϕ∩�G

15 �YúX 54 ��u@�w{í

u@í�]iHⁿw��u@��b�����]w�ºU⌡µC��w�h� 40
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}CúLA[c TPN iα² HΣ�iJzt��JfC
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bnDñ�e]w�CpGnDPw]���� *SYS �qTn²o$

÷pAhiαbz�t�ñ
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pGzúQ²[c TPN Hw]]w�⌡µAziHNqTn²ñ�w]��� *SYS

�≤� *NONEC� 78��y[c� TPN nDz
CX�c TPN MΣ�÷����

]w�C

pGz��ú²Sw� TPN bz�t�ñ⌡µA�⌡µUC�@G

1. �≤�ⁿh�{í� CL {íC{íú��⌡µ⌠≤\αCª��u	����u�

i (DCL)v»zíAMß�⌠C

2. sW TPN �en²�	�qTn²�C�lt�����mW�n²C�en²�

�ⁿwUC��G

v ±�� (CMPVAL) ��Ñ≤
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v nIs�{í (PGM) ��Ñ≤zbBJ � 77��1 ñ���{íW�Coi�

ε TPN Σ�t@��en²A	p *ANYC

Yz TPN b QCMN lt�ñw�ª��v��en²Cª�O≥≤�αW�z�&

[J�C

[c� TPN nD

ϕ 17. TPN nD�{íM���

TPN nD {í ���]w� í�

X'30F0F8F1' AMQCRC6A *NONE TºεC

X'06F3F0F1' QACSOTP QUSER APPC nJº�{í

X'30F0F2D1' QANRTP QADSM ADSM/400 APPC tm

X'30F0F1F9' QCNPCSUP *NONE @�Ω�¿

X'07F0F0F1' QCNTEDDM QUSER DDM

X'07F6C4C2' QCNTEDDM QUSER �� SQL-DRDA1

X'30F0F7F7' QCQNRBAS QSVCCS SNA CC_Server

X'30F0F1F4' QDXPRCV QUSER DSNX-PC �¼�

X'30F0F1F3' QDXPSEND QUSER DSNX-PC �e�

X'30F0F2C4' QEVYMAIN QUSER ENVY**/400 °A�

X'30F0F6F0' QHQTRGT *NONE PC Ω�εC

X'30F0F8F0' QLZPSERV *NONE Client Access 	v�z{í

X'30F0F1F7' QMFRCVR *NONE PC Tº�¼�

X'30F0F1F8' QMFSNDR *NONE PC Tº�e�

X'30F0F6F6' QND5MAIN QUSER APPN 5394 u@��ε�

DB2DRDA QCNTEDDDM QUSER DB2DRDA

APINGD QNMAPINGD QUSER APINGD

X'30F0F5F4' QNMEVK QUSER t��z��{í

X'30F0F2C1' QNPSERVR *NONE PWS-I ⌠⌠CL°A�

X'30F0F7F9' QOCEVOKE *NONE µ¼t�ΘΣ

X'30F0F6F1' QOKCSUP QDOC �²δv

X'20F0F0F7' QOQSESRV QUSER DIA �� 2

X'20F0F0F8' QOQSESRV QUSER DIA �� 2

X'30F0F5F1' QOQSESRV QUSER DIA �� 2

X'20F0F0F0' QOSAPPC QUSER DIA �� 1

X'30F0F0F5' QPAPAST2 QUSER S/36--S/38 zq

X'30F0F0F9' QPAPAST2 QUSER Lϕ≈zq

X'30F0F4F6' QPWFSTP0 *NONE @�Ω�¿�¼ 2

X'30F0F2C8' QPWFSTP1 *NONE Client Access ��°A�

X'30F0F2C9' QPWFSTP2 *NONE Windows** Client Access ��°A�

X'30F0F6F9' QRQSRVX *NONE �� SQL ¼K°A�

X'30F0F6F5' QRQSRV0 *NONE �� SQLAúTw

X'30F0F6F4' QRQSRV1 *NONE �� SQLAúTw

78 O@ iSeries °A� V5R3 w��nZ�uπ



ϕ 17. TPN nD�{íM��� (�≥)

TPN nD {í ���]w� í�

X'30F0F2D2' QSVRCI QUSER SOC/CT

X'21F0F0F8' QS2RCVR QGATE SNADS FS2 �¼�

X'21F0F0F7' QS2STSND QGATE SNADS FS2 �e�

X'30F0F1F6' QTFDWNLD *NONE PC αe\α

X'30F0F2F4' QTIHNPCS QUSER TIE \α

X'30F0F1F5' QVPPRINT *NONE PC Ω�CL

X'30F0F2D3' QWGMTP QWGM Ultimedia Mail/400 °A�

X'30F0F8F3' QZDAINIT QUSER PWS-I Ω�s�°A�

X'21F0F0F2' QZDRCVR QSNADS SNADS �¼�

X'21F0F0F1' QZDSTSND QSNADS SNADS �e�

X'30F0F2C5' QZHQTRG *NONE PWS-I Ω�εC°A�

X'30F0F2C6' QZRCSRVR *NONE PWS-I ��ⁿO°A�

X'30F0F2C7' QZSCSRVR *NONE PWS-I ñí°A�
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��u�≤w�f� (CHGSECAUD)vⁿOAbt�ñ]mw�f�C z]iH�
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v ziH�� QSYSMSG TºεCA���½n�t��@�TºCb���@�u

@.�AQSYSOPR TºεC
¼�\hTºAo�Tº�½n�Uú�PC�


�A�≤ QSYSOPR TºεCñ�Tº1hAiα

ñ½n�w��÷TºC

pGzbt�� QSYS ��wñ�� QSYSMSG TºεCAt�
��NSw�½

nTº+� QSYSMSG TºεCñA&D QSYSOPR TºεCC

ziH��{í��� QSYSMSG TºεCAz]iH��$��íANªⁿw
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� 11 � �� πX��t� �O@��

πX��t�ú�h�Φk�²zxs��° iSeries °A�W�ΩTCπX��t�

O OS/400 @�t��@í≈AiΣ�ΩyΘJMΘX@�Cªú��ⁿ (B�e≤) �

Hqú@�t�M UNIX® @�t��xsΘ�zΦkC

H� πX��t� �+iA���KiHqÑhí�²�c�ñ
�
�t�ñ��

�½≤CúLAbh�ípñA���
w∩Sw��t�AH�qµΦí�
�Σ

ñ�½≤C	pAu���viSeries ½≤Ob QSYS.LIB ��t�ñC���q

q

��w�ñ
�
�o�½≤C ≤ QDLS ��t�ñ�½≤A���
qΩ�¿�º

σ≤�ñ
�
�ªC	 (/)BQOpenSys M���wq���t�
e{Ñhí (�¼)

��²�cC

@�@�w��z�Az���DUC��G

v z�t�ñ������t�

v C���t��S��w�S�

HUDDw∩πX��t��w�{	Aú�Yz@δ���N��C

πX��t� w�Φk

	��t��@�Oϕ@ iSeries °A�W��Σª��t��O@! (�O≥ª)Cª

q�¬h�ú�∩≤t�ñº��½≤�πX�[ICiHsb iSeries °A�W�Σ

ª��t�
��C@���t��≥ªAú�úP�½≤�z�πX�ΦkC	

pAQOPT ()�) ��t�i² iSeries ��{í�°A� (]A iSeries Access for

Windows ��°A�) s��≤ iSeries °A�W�)
≈CP�aAQFileSvr.400 �

�t�hi²��{ís��≤�� iSeries °A�W�πX��t�Ω�CQLANSrv

��°A�he\s� Integrated xSeries Server for iSeries �⌠⌠ñΣª�s�°A�

�xs���C

C���t��w�ΦkAMw≤b���t�U�α���Ω�C	p QOPT ��t

�ú
ú�½≤h��w�{	A]��eS�b CD-ROM ñgJv¡ΩT��NC

∩≤ QFileSvr.400 ��t�&ÑAs��εo$b��t�W (Ω�xsM�z���

�b)C∩≤�ⁿ QLANSrv ���t�&ÑAuIntegrated xSeries Server for iSeriesv

tdú�s��εC÷Mw��íU�úPA²\h��t�úΣ�zLπX��t

�ⁿOA	pu�≤v¡ (CHGAUT)vMu�≤	�� (CHGOWN)vA�∩s��ε

iµ@P���zC
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�P@����µ�AΣñ iSeries °A�v¡
P POSIX

\ivVXb@
G

1. ún�ú���∩L�v�	��²�M�v¡AY����Og���v¡Bs

��	vMµ≥o	vCϕ���� iSeries °A�w���¼ñ���w�Ω�¿


A�ú	���M�v¡N
ε�xs@����]w��v¡ΩT�qA²ú


vTΣª@�CiOA]� POSIX ��wq�²�\iv��ΦíAs��²�

	��∩��²Nπ��½≤v¡ANP≈N�	��∩Σ≈Nº���PAY�

s��²�	��∩�≈Nπ�Σª�M�v¡Coiα°Hz�A�Ho�
X
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@�d	Gu��� Av	��² /DIRAA²Ou��� Av�M�v¡wg�

úCu��� Bv∩ / D I R A π�M�v¡Cu��� Bv��F�²

/DIRA/DIRBC]�u��� AvS� /DIRA �½≤v¡Au��� BvNS�

/DIRA/DIRB �½≤v¡CYS�i@B�@�≤u��� Bv�½≤v¡Au��

� BvNLk≤W�Rú /DIRA/DIRBC�� O_INHERITMODE ��π� open()

API ���τMC��u��� Bv��@��� /DIRA/FILEBAu��� Bv∩

ªNS�½≤v¡Au]vS�Ω�v¡Cu��� BvNLkgJs��C

2. jí≈�ΩΘ��t��ú�ⁿu�v¡Co]A Root (/)BQOpenSysBQDLS M

���wq���t�C

3. ⌠≤½≤úO����½≤����]w�	�AY����]w�� OWNER µ

�]b *GRPPRFC

4. \h��t�@�	n∩⌠��C@��≤úπ� *RX Ω�v¡A]A	 (/) �

²Co$v¡�D
A�Twn�d���∩	�²�¡�	vC

5. π��
�{µu@�²]DSPCURDIRB getcwd() ÑÑ
	n∩⌠�ñ�C@��

≤úπ� *RX Ω�v¡CM&A�≤{µu@�²]CDBchdir() ÑÑ
u	nπ

�C��≤� *X Ω�v¡C]�A���iH�≤{µu@�²�@w�⌠�A

MßoLkπ��⌠�C

6. COPY ⁿOO�H�s½≤CúF	��As���v¡]w�N
M���@�C

M&ACPYTOSTMF ⁿO���uOn�sΩ�C����Lk�εs���v¡

]w�C��� /	��Nπ� *RWX Ω�v¡A²s�M��v¡N
O

*EXCLUDEC�������t@�Φk]CHGAUTB chmod() ÑÑ
�ⁿwQn

�v¡C

7. �����O½≤�	���π� *OBJMGT ½≤v¡A$α
��½≤�v¡Ω

TCo
o$bY�Dw��aΦA
O COPYAª��b��½≤W
�v¡Ω

TA$αb��½≤W]w�Ñ�v¡C

8. ϕ�≤½≤�	���s�A���ú�n�Aϕ�½≤v¡A]nπ�s	��/

s����]w�� *ADD Ω�v¡AH��	��/s�]w�� *DELETE Ω

�v¡Co�Ω�v¡P��t�Ω�v¡�L÷sCo�Ω�v¡iH��

DSPOBJAUT ⁿO�π�A]i�� EDTOBJAUT ⁿO��≤Co]
XGN�a

o$b COPY ⁿO�
]ws½≤s� ID �
�C

9. MOV ⁿO≤iαy¿OHxb�v¡��ASOObqY�ΩΘ��t����

t@�B�b⌡µΩ�α½�
�Cbo�ípñA��Ω�W�¿@��sH�

Rú�@�C]�AúFΣªSw� MOV �N��H ACOPY ⁿO]��\W

z 7 M 8
M RMVLNK ⁿO����P�v¡�N��úiHvT MOV ⁿOC

UC��í���Nϕ���t��@��N��C÷≤ iSeries °A�WSw��t

����ΩTA	nd\����t�º	v{í�σ≤C

� (/)BQOpenSys ����wq���t�

HUO	BQOpenSys M���wq���t��w��qC

v¡�u@Φí

	BQOpenSys H����wq���t�Aú� iSeries °A�BPC H� UNIX** V

X\αAiH�≤½≤�zH�w�O@Cϕzq iSeries °A�Ñq@� (WRKAUT

� CHGAUT) ��πX��t�ⁿO
AziH]w���
� iSeries °A�½≤v

¡CΣñ]AP Spec 1170 (UNIX ¼�@�t�) �e� *RB*W M *X v¡C
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�: 	BQOpenSys M���wq���t�π��P�\αCúLAQOpenSys ��t

�jpg�OC	��t�hú��jpgC���wq���t�Abwq


AiH��jpgC�≤o���t���P�w�S�AbUCDDñAz

iH�]o���t��W�iH¼½C

ϕzH�z��¡≈�� PC Ñq@��s�	��t�
AziH]w PC ����

½≤���¡εY��¼�s�µ�G

v t�

v ⌠�

v Os

v �¬

o� PC ��O[J� iSeries °A�½≤v¡�A&úO�NC

ϕ���
�s�	��t���½≤
AOS/400 
w∩�½≤�⌡µ���½≤v¡

�M��C	pA�]Y�½≤��¬��]�}�CPC ���LkzL iSeries Access

�	Rú½≤C	�Tw\αu@�� iSeries °A����]úαRú½≤AY�π

� *ALLOBJ Sϕv¡� iSeries °A����]úµCbiHRú½≤ºeA��²

�	v����� PC \αAN�¬���½]�÷¼CP�aAPC ���]iαS

�¼≈� OS/400 v¡ALk�≤P PC �÷�½≤w���C

b iSeries °A�W⌡µ� UNIX �¼��{íA
���ⁿ UNIX ���{í]p

�	 (API) �s�	��t�ñ�Ω�CzLπ� UNIX S�� APIA��{íiH

�O��@UnO�ΩTG

v ½≤	��

v s�	�� (iSeries °A�Ds�v¡)

v ¬� (��)

v gJ (�≤�e)

v ⌡µ (⌡µ{í�jM�²)

t�No�Ω�v¡∩M�{�� iSeries °A�½≤�Ω�v¡G

v ¬� (*R) = *OBJOPR M *READ

v gJ (*W) = *OBJOPRB*ADDB*UPDB*DLT

v ⌡µ (*X) = *OBJOPR M *EXECUTE

Σª½≤v¡ (*OBJMGTB*OBJEXISTB*OBJALTER M *OBJREF) º�Ab UNIX

�¼�⌠�ñúsbC

úLA	��t�����o�½≤ú	�o�½≤v¡Cϕz�� UNIX ¼� API �

��½≤
Ao�½≤
�����²�o�v¡A�ú$UC�GG

v s½≤�	��M���²	���½≤v¡�PC

v s½≤�Ds�M���²Ds��½≤v¡�PC

v s½≤��@���M���²�@����½≤v¡�PC

s½≤�	��BDs�M�@����Ω�v¡Ab API WAú��í���ⁿwC

ϕ��½≤v¡ú]� ’on’ 
Az�o�v¡�íM UNIX ¼�⌠��PCúDzú

n POSIC ��íA
hAz�nOdª�� ’on’ ]wC
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ϕz⌡µ���{í��π� UNIX S���	
Aú
 UNIX �¼���{íO


α≈u
�vo���{íAt�ú
⌡µ��½≤v¡C	pAt�
⌡µ	vM

µ�v¡AY�b UNIX�¼�@�t�ñS�	vMµ�º�]@�C

ϕz	�VX��{í�⌠�
ApGY�⌠���Y�v¡�≤ß
$�t@�⌠

�����{íAz��Tw��≤o�v¡C

��
 (/)BQOpenSys H����wq��t��w�


���πX��t�AiSeries °A�]αú�@�s�ⁿOA�Bzh½��t�ñ

�½≤Co�ⁿO�]A��Bzw�{	�ⁿOG

v �≤f� (CHGAUD)

v �≤v¡ (CHGAUT)

v �≤	�� (CHGOWN)

v �≤Ds� (CHGPGP)

v π�v¡ (DSPAUT)

v ��v¡ (WRKAUT)

o�ⁿO��N≥ªΩ�M½≤v¡���π� UNIX S��v¡l�G

*RWX ¬�/gJ/⌡µ

*RW ¬�/gJ

*R ¬�

*WX gJ/⌡µ

*W gJ

*X ⌡µ

� Az]iH� UNIX ¼� API �Bzw�C


�²���v¡
ϕz�t�Xf
A	�²���v¡O *ALL (��½≤v¡M��Ω�v¡)Co�

]wiHú��X UNIX �¼��{íAH�σ¼ iSeries °A����w��u�M

�e�Cπ�ⁿOµαO� iSeries °A����AiH��� CRTLIB ⁿONiHb

QSYS.LIB ��t�ñ��@�s���wCq
bσ¼ iSeries °A�W�v¡ú
/

\o��kCP�aAb��	��t��Xf�º
A@δ���]iHb	��

t�ñ��s��² (Nn
ziHb PC ñ��@�s���)C

@�@�w��z�Az���'z����Ap≤$αAϕaO@L�����½

≤Cϕ�����@���w
A��w���v¡ú��O *CHANGE (w]�)C�

����	���w��eAN��v¡]w� *USE � *EXCLUDEC

pGz����	nb	 (/)BQOpenSys ����wq���t�ñ��s��²Az


�X�w�∩�G

v ziH�'z����A²L�b��s�²
m½w]�v¡Cw]�O���

����²�v¡CpGOb	�²ñ��s�²A�w]A��v¡�w]�O

*ALLC

v ziHb	�²UA��@�uDnv��²Cw∩�Dn�²AN��v¡]w

�AX≤z�°�	D�]w�CºßAⁿ����bo�Dn��²ñ��⌠≤

s��H�²CL��s�²N
��ª�v¡C

v ziH�{�≤	�²�v¡A�ε���b��²ñ��½≤C (úh

*WB*OBJEXISTB*OBJALTERB*OBJREF M *OBJMGT v¡C) úLAz���
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⌠Ao��≤O

²��{ío$�DC	pAziα
�π� UNIX S����

{íAª�w�α≈Rú	�²ñ�½≤C

CLM�v¡½≤ (PRTPVTAUT) ⁿO

uCLM�v¡ (PRTPVTAUT)vⁿOi²zCLⁿw���wBΩ�¿��²ñⁿw

��¼º½≤���M�v¡°ϕC�°ϕ
CXⁿw��¼���½≤AH�≥	

v���½≤����C�Φki���d½≤�úPv¡��C

�ⁿO
CL 3 ≈∩��½≤�°ϕC� 1 ≈°ϕ (�π°ϕ) t�C@∩��½≤

���M�v¡C�]²e	w∩ⁿw���wBΩ�¿��²ñⁿw�½≤⌡µ

PRTPVTAUT ⁿOAh� 2 ≈°ϕ (�≤°ϕ)
CX∩��½≤�M�v¡�sWP

�≤Cu�≤°ϕv
LX∩���¼�s½≤A{s½≤�sv¡�∩{s½≤�

{sv¡��≤C�]z²e�w∩ⁿw���wBΩ�¿��²ñⁿw�½≤⌡µ

PRTPVTAUT ⁿOAhú
ú$u�≤°ϕvC�]²e	⌡µ�ⁿOA²��≤½≤

�v¡Ah
CLu�≤°ϕvAuOΣñúCX⌠≤½≤C

� 3 ≈°ϕ (Rú°ϕ) 
CX²e⌡µ PRTPVTAUT ⁿOH�A�ⁿw�½≤ñR

ú�⌠≤p�	v�����CQRú�⌠≤½≤�Qϕ@p�	v����úh�

⌠≤���
CbuRú°ϕvñC�]²e�⌡µ PRTPVTAUT ⁿOANú
ú$

uRú°ϕvC�]²e	⌡µ�ⁿOA²�w∩½≤⌡µRú@�Ah
CLuR

ú°ϕvAuOΣñúCX⌠≤½≤C

¡εGz��	� *ALLOBJ Sϕv¡$α���ⁿOC

d
G

o�ⁿO
w∩ PAYROLLLIB ñ�����½≤����πB�≤MRú�°ϕG

PRTPVTAUT OBJTYPE(*FILE) LIB(PAYROLLLIB)

o�ⁿO
w∩ garry �²ñ���Ωy��½≤����πB�≤MRú�°ϕG

PRTPVTAUT OBJTYPE(*STMF) DIR(/GARRY) SCHSUBDIR(*NO)

o�ⁿO
w∩
l≤ garry �²�l�²�cñ���Ωy��½≤����πB�

≤MRú�°ϕG

PRTPVTAUT OBJTYPE(*STMF) DIR(/GARRY) SCHSUBDIR(*YES)

CL���v�½≤ (PRTPUBAUT) ⁿO

uCL��	v�½≤ (PRTPUBAUT)vⁿOi²zCLS���v¡ *EXCLUDE �

ⁿw�½≤�°ϕCH *PGM ½≤�íA��úπ *EXCLUDE ��v¡ABi²�

��Is�{í (�{í����⌠�A�t�w�h� (QSECURITY t��) � 30

�HU) $
Cb°ϕñC�Φki���dt�ñC�����≥	vs��½≤C

�ⁿO
CLXΓ≈°ϕC� 1 ≈°ϕ (�π°ϕ) ²zCLS���v¡ *EXCLUDE

�ⁿw�½≤°ϕC� 2 ≈°ϕ (�≤°ϕ) 
CX²e⌡µ PRTPUBAUT ⁿO
A

�π *EXCLUDE ��v¡ (��úsb)A&p�wL *EXCLUDE ��v¡�½≤C

�]z²e�w∩ⁿw���wBΩ�¿��²ñⁿw�½≤⌡µ PRTPUBAUT ⁿOA

hú
ú$u�≤°ϕvC�]²e	⌡µ�ⁿOA²sW�½≤�	� *EXCLUDE

��v¡Ah
LXu�≤°ϕvAuOΣñú
CX⌠≤½≤C
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¡εGz��π *ALLOBJ Sϕv¡$α���ⁿOC

d
G

o�ⁿO
w∩S� *EXCLUDE ��v¡���w GARRY Σñ�����½≤�

���πM�≤�°ϕG

PRTPUBAUT OBJTYPE(*FILE) LIB(GARRY)

o�ⁿO
w∩
l≤ garry �²�úπ *EXCLUDE ��v¡�l��c²Σñ��

�Ωy��½≤����πB�≤MRú�°ϕG

PRTPUBAUT OBJTYPE(*STMF) DIR(GARRY) SCHSUBDIR(*YES)

¡εs	 QSYS.LIB ��t�

�≤	��t�O@�p!δπ�ón����t�A]� QSYS.LIB ��t�
X{

b	�²º�A¿�@���²C]�A⌠≤s�z iSeries °A�� PC ���Aú

iH�@δ� PC ⁿO��@��@xsb iSeries °A���w (QSYS.LIB ��t

�) �½≤C	pAPC ���iHN QSYS.LIB ½≤ (	pπ�½Ω�����w) �

�H�≈ñC

bz�	� 84��y	 (/)BQOpenSys ����wq���t�z
At�
⌡µ�

�½≤v¡A&ú
�	O
α
�ªC]�ApG���S�½≤� *OBJEXIST v

¡AYLkRú½≤CúLApGz� iSeries H\αϕs�w����A&úO½≤

w�Ah PC ����iα
b QSYS.LIB ��t�ñΣ�iRú�½≤C

H�t�º��M�ú�ºúPs�Φk�XRAz��
o{\αϕs�w�ú≈

�C� 39��� 5 �, yH½≤v¡�O@ΩTΩúzQ
H½≤w���R\αϕ

s��ε�ΦwCúLAzL	��t��²�cAiSeries °A�]ú�@��µ�Φ

kiH��K QSYS.LIB ��t��s�CziH�� QPWFSERVER	vMµ��ε

�����iHzL	�²�s� QSYS.LIB ��t�C

ϕ���� QPWFSERVER 	vMµv¡O *EXCLUDE 
A���Lkq	�²�

c�iJ QSYS.LIB �²Cϕ����v¡O *USE 
A���iHiJ�²Cb�

��	�iJ�²�v¡ßA���
�w∩ QSYS.LIB ��t��º½≤⌡µ�⌠≤

�@AúA�@δ�½≤v¡C½ÑºAQPWFSERVER 	vMµv¡�@�AOϕ@

π� QSYS.LIB ��t���ßC∩≤π� *EXCLUDE v¡����&ÑAo��O

Ω��C∩≤π� *USE v¡ (�⌠≤�¬�v¡) ����&ÑAo��O}±�C

bh�í�ñA���ú	n���²�	�s� QSYS.LIB ��t���½≤Czi

α
QΓ QPWFSERVER v¡C����v¡]w� *EXCLUDEC�OϕA	vMµ

�v¡i}� QSYS.LIB ��t��º����w��ßA]A�����wCpG�

���)∩�úAziHb�O�≥ªW�⌠L��	DCpGAϕAziH�Ta

	P�O���	vMµ�v¡CúLAz��Tw���	� QSYS.LIB ��t��

º½≤�Aϕv¡C
hA���iα
úp�Rú½≤�π���wC

�:

1. bz�t�Xf
AQPWFSERVER v¡C����v¡O *USEC

2. pGz�Ta	v
�O����A	vMµu
H iSeries Access ��A�B

NetServer ��A�� iSeries °A�í���A���εs�C���YOzL

FTPBODBC PΣª⌠⌠AL�OiHs��P��²C
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O@�²w�

pGns�	��t���Y�½≤Az
zL�½≤��π⌠��iµ¬�CpG

njMY��²Az��	���²� *X (*OBJOPR M *EXECUTE) v¡C	pA

�]zns�UC½≤G

/companya/customers/custfile.dat

z��π� companya �²� customers �²� *X v¡C

b��	��t�
AziH��½≤���
�Cbº�WA��
�O⌠�W�

�OWCM�π⌠�W�±
�Aªq
±�uA±�nOCúLA��
�ú
�

�q�½≤�úPΩΘ⌠�C���'���½≤ºΩΘ⌠���C��²M��²

� *X v¡C

∩≤	��t���½≤&ÑA�²w�{	���ΦíM QSYS.LIB ��t����

�ww�{	�PC	pAziHNY��²���v¡]w� *EXCLUDEA�K�@

���s���²≡��⌠≤½≤C

s½≤�w�

ϕzb	��t����s½≤
Az����s½≤��	
Mwª�v¡C	

pApGz�� CRTDIR ⁿOMª�w]�Ahs�²
�����²���v¡S

�A]AM�v¡BDs�v¡AH�	vMµ�÷p�CHUUqí�Ap≤Mw

U�	�¼�v¡C

v¡���������²A&úO�²≡��¬h��²C]�A@�@�w��

z�Az��qΓ�ñ
��°ⁿw
Ñhñº�²�v¡G

v ∩≤�²≡ñº½≤�s�Av¡�≤vT (p��wv¡)C

v ∩≤s���½≤Av¡�≤vT (p��w� CRTAUT �)C

��: ziHú�@�
l�² (	pA/home/usrxxx) 
bπX��t�ñu@���

�AºßAA]wAϕ�w� (p PUBLIC *EXCLUDE)Cp�@�A���b

Σ
l�²U���⌠≤�²Aú
��v¡C

HUOúP�	ºv¡���í�G

�����²ⁿO

ϕz�� CRTDIR ⁿO���s���²
Az�Γ�ⁿwv¡�∩�G

v ziHⁿw��v¡ (Ω�v¡B½≤v¡A�Γ�)C

v ziHⁿw *INDIR 
Ω�v¡B½≤v¡A�Γ�Cϕzⁿw *INDIR 
Ω�v

¡M½≤v¡
At�
N���²���v¡ΩT�π�s�s½≤ñA]Av

¡C�BDs�B��v¡MM�v¡C(t�ú
�s QSYS ]w�� QSECOFR

]w��	��½≤M�v¡C)

�� API ����²

zb�� mkdir() API ����²
Aⁿw	��BDs�M��ÑΩ�v¡ (��

*RB*W M *X �v¡∩M)Ct���Wh�²ñ�ΩT�]w	��BDs���

��½≤v¡C
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�≤ UNIX �¼�@�t�S�½≤v¡º�A]� mkdir() API úΣ�ⁿw½≤v

¡CpGznúP�½≤v¡AziH�� iSeries °A�ⁿO (CHGAUT)CúLAϕ

zúhY�½≤v¡
Aπ� UNIXS����{íú
�
zw��Φí�@�C

�� open() � creat() API ���Ωy�

ϕz�� creat() API ���Ωy��
AziHⁿw	��BDs�M�@����

Ω�v¡ (�� UNIX ¼� *RB*W M *X v¡)Ct���Wh�²ñ�ΩT�]

w	��BDs�����½≤v¡C

z]iHb�� open() API ���Ωy�
Aⁿwo�v¡Ct@�íp
Aϕz�

� open() API
AziHⁿw²½≤�����²���v¡Co�����íCzⁿ

w���íßAt�
��P��v¡�����v¡A]Av¡C�BDs�B�

�v¡MM�v¡Co�∩��@�AMb CRTDIR ⁿOñⁿw *INDIR @�C

�� PC �	���½≤

ϕz�� PC ��{íb	��t�ñ��½≤
At�
���≥���²���v

¡CΣñ]Av¡C�BDs�B��v¡MM�v¡Cbz��½≤
APC ��{í

S�⌠≤ⁿwv¡�∩Ñ�C

QFileSvr.400 ��t�

�� QFileSvr.400 ��t�
AiSeries t� (SYSTEMA) ���� (USERX) iHs

�t@��s iSeries t� (SYSTEMB) ñ�Ω�CUSERX �@�M Client Access �

	�P��	C�� iSeries °A� (SYSTEMB) 
π��@��²A&Σ����t

�hπ��l�²C

ϕ USERX 
���o��	�s� SYSTEMB 
ASYSTEMA 
N USERX ���

�]w�W�M[K�KX�e� SYSTEMBCSYSTEMB ñ����P����]w

�MKXA
h SYSTEMB 
���nDC

pG SYSTEMB �ⁿnDA∩ SYSTEMB &ÑAUSERX M⌠≤ Client Access ��

�S�úPC�P�v¡�dWhA�≤ USERX ��
�⌠≤�@C

@�@�w��z�Az���D QFileSvr.400 ��t�Nϕt@�q�z�t��i

α�ßCzúα�]zwzLπ��zqAN�����¡ε≤µ�í�nJCpG

zw⌡µ QSERVERlt�A�Bz�t�s�≤t@� iSeries t�Ah�����

iH
Ob⌡µ Client Access ��� PC ñδas�z�t�CjΘWAz�t�


�@�	n⌡µ QSERVER lt��s�Cn�½≤v¡[cD
½nAo]O@��

]C

⌠⌠��t� (NFS)
u⌠⌠��t� (NFS)vú�PΩ@ NFS �t�ºí�s�\αCNFS O@�u��

�ΦkA��b⌠⌠�ºt�����í@�Ω�Cjí≈Dn�@�t� (]A PC @

�t�) úú� NFSC∩ UNIX t�&ÑANFS Os�Ω��DnΦkCiSeries °A

�iHϕ@@� NFS �ß�H�@� NFS °A�C

ϕzO⌡µ NFS °A�\αº iSeries t��w��z�
Az��A�M�z NFS

w��U�Φ	CHUO��M�N��G
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v z���� STRNFSSVR ⁿO��Ta�� NFS °A�\αC��ε��H	��

�o�ⁿO�v¡C

v z�X�²�½≤
A�ª�α≈ú�
 NFS �ß���C]�Az	�Sw��

εAiHxñt�ñ���í≈iHú�
⌠⌠ñ� NFS �ß���C

v ϕz�X
AziHⁿw���ß�iHs�o�½≤Cz��t�W�� IP �}

��O�ß�C�ß�iHO�O PC �Oπ� iSeries °A�A�O UNIX t�C

b NFS �yJñA�ß� (IP �})��≈�C

v bz�X
AziHw∩is��Xº�²�½≤�C�≈�Aⁿw�¬s��¬

gs�Cbh�ípñAz
ú��¬s�C

v NFS úú�KX�O@Cª�]p��AOnbiH�t�@���Aú�∩≤Ω�

�@�Cϕ���nDs�
A°A�
¼����� uidCHUOYz uid �N�

�G

– iSeries °A��
H�P uid �MΣ���]w�CpGΣ���� uidAª


�����]w��Ωµ�� (credential)CΩµ��O@� NFS yJA��yz

∩≤���v¡���CoPΣª iSeries °A���{íñ�]w�µ½�ⁿC

– ϕz�X�²�½≤
AziHⁿwO
nzLπ�	v¡�]w���is

�Cb iSeries °A�W� NFS °A�A�	v¡Ñ≤ *ALLOBJ Sϕv¡Cp

Gzⁿwúe\��	v¡Ah NFS���Y�π� uidAB∩�≤	�

*ALLOBJ Sϕv¡����]w�A]Lkbo�]w�ºUs�½≤C�)

aApGe\#Ws���AhnD�
∩M�#W�]w�C

– ϕz�X�²�½≤
AziHⁿwO
�ⁿ#WnDC�
#WnDANⁿn

D� uid Pzt�ñ��� uid úú��CpGz∩�e\#WnDAt�
N

#W����∩M IBM �ú�� QNFSANON ���]w�Co����]

w�S�⌠≤Sϕv¡��Tv¡C(b�X
AziH�
	nAⁿwúP��

��]w�
#W�nDC)

v ϕz� iSeries °A�[J� NFS ⌠⌠
 (�O���a uids � UNIX t��⌠

≤⌠⌠)Aziα	n�µ�zz�v� uidsA&úO²t���ⁿúCz	nP⌠

⌠ñºΣªt�� uid iµ�πC

ziα
o{	n�≤ uid (� ]A IBM �ú�����]w)A$αP⌠⌠ñ�

Σªt��eC�{íiH��≤���]w�� uid �o≤�µC(ϕz�≤Y�

���]w�� uid 
A��P
�≤�]w�b	�²� QOpenSrv �²ñ�	

�º��½≤� uidC) QSYCHGID {í
���≤���]w��Σ�	�º��

½≤ñ� uidCp≤���{í�ΩTA��\ iSeries t� API �
ΓUC
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� 12 � O@ APPC qTw�

ϕz�t�b⌠⌠ñ�PΣªt�
At�P
∩ }±F@�s��íC¡�w�

�z�Az���DAb APPC ⌠�ñ���∩�i���εiJzt��qDC

u¬�{í∩{íqTvO@�qTΦíAqú (]A�Hqú) i�ª�¼�qTCπ

��zqB��íΩ��zH� iSeries Access for Windows úiH�� APPC qTC

HUDDú��≥�ΩTO�÷ APPC qTp≤@�AH�p≤]mAϕ�w�{	C

o�DDDn�ñb APPC tm�w��÷��CpGn�πo�d	�tXz�í

pAz��PqT⌠⌠��zH�@
@�A]iα��P��{í�ú��@
@

�C��o�ΩT�@�≥ªAi≤UzF� APPC �αB@�U�w��qM∩�C

w�0�Lky¡*≥ozCpG�H��zA²⌠⌠�w�{	eP@�AΩ�W


²⌠⌠��z�o≤[x°C	pA�ΩTúj� APPN® (iÑI∩I⌠⌠®)A]�

S� APPN 
≤e÷A���zw��CM&AbS� APPN 
A⌠⌠�z���Γ

��� APPN �����tmΩTC

PC ]��qT

N PC s��z� iSeries °A��\hΦkú�aqTAp APPC � TCP/IPC

ϕz\¬UCDD
A���P
�{s��Σªt�M PC 
�w��qCbz

W�⌠⌠O@�I
A�Twz��t	avT�t��s�� PCC

APPC M�πJ

APPC ú��\αAi²Y�t�ñ����bt@�t�ñ⌡µ@�CoXnD�t

���G

v ��t�

v ��t�

v �ß�

�¼nD�t���G

v ��t�

v ��t�

v °A�

APPC qT�≥���

qw��z��ñ
�
AbY�t����� (SYSTEMA) ibt@�t�

(SYSTEMB) ñ⌡µ�Nq�@�ºeA��²o$UC�@G

v ��t� (SYSTEMA) ��ú�q���t� (SYSTEMB) �⌠�Co�⌠���

APPC Ñq@�C

v ��t����O���A�N���s�����]w�C��t���Σ��

�t��[KtΓk (�÷ΩT��\� 14��yKXh�z)C
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v ��t���HAϕ�⌠��������@�u@]u@�z�
C

HUDDQ
o���H�ª�Pw�{	�÷pC�ε APPC ���H)w�{	A

DnO���t��w��z�tdCúLAϕΓ�t��w��z�@
@�
A

APPC w�{	��z@�
�o±��µC

d�G≥� APPC Ñq@�

b APPC ⌠�ñAϕ@�t�W�������{ínDs�t@�t�
AΓ�t�


��@�Ñq@�C���o�Ñq@�At���
�Γ���� APPC �mí

�C b SYSTEMA �mí�ñ�u���mW� (RMTLOCNAME)v�����X

SYSTEMB �mí�ñ�u���mW� (LCLLOCNAME)v��A)ºτMC

pGn²Γ�t�@P��@� APPC Ñq@�ASYSTEMA M SYSTEMB � APPC

�mí�����P��mKXCΓ���P
ⁿw *NONEA�ⁿw�P��C

pGKX��úO *NONEAh
H[K��í�xsM�eª�CpGKX��At

�
��@�Ñq@�CpGKXú�Ah
������nDCϕt�ⁿw�mK

X���Ñq@�
Ao��w�s�C

�: �D��qút�úαΣ�uw�s�v\αC

¡ε APPC Ñq@�

pGzO��t��w�D�AziH��½≤v¡��ε�����i�
s�Σ

ªt�C�N APPC �mí����v¡]w� *EXCLUDEA�ú� *CHANGE v

¡
Sw����CziH�� QLMTSECOFR t��A²π� *ALLOBJ Sϕv¡

����Lk�� APPC qTC

pGzO��t��w�D�Ati�� APPC �m�v¡A�ε���bt�W��

APPC Ñq@�CúLAz���D����� ID 
�
s� APPC �mí�C�

95��yAPPC ���s���t�zí� iSeries °A�p≤N��� ID PnD

APPC Ñq@���XC

�: ziH��uCL��	v�½≤ (PRTPUBAUT *DEVD)vⁿOMuCLM�v¡

(PRTPVTAUT *DEVD)vⁿOA�ΣXbz�t�ñ	��mí�v¡����C

ϕz�t��� APPN 
ApGt�∩��⌠�S�{s��mi�Ahª
����

@�s� APPC �mC¡εs��� APPN ºt�W� APPC �mºΦkº@AN

O��@≈	vMµC	vMµt���w�o APPC �mv¡����C�CºßA

zA��u�≤ⁿOw] (CHGCMDDFT)vⁿO��≤ CRTDEVAPPC ⁿOC�N

CRTDEVAPPC ⁿO�uv¡ (AUT)v��w]�]w�z����	vMµC

�: pGz�t�yÑúO�σAz��b QSYSxxxx ��w�A�≤t�ñC�Ωa

yÑ�ⁿOw]C

ziH�� APPC �mí�ñ�u�mKX (LOCPWD)v��A�τ�∩z�t�ú

XÑq@�nD�t@�t� (NϕY�������{í) �¡≈C�mKXi≤Uz

�
X�R�t�C
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ϕz���mKX
Az��P⌠⌠ñΣªt��w��z�X@Cz]���ε�

����iH����≤ APPC �mí�MtmMµCt�nD� *IOSYSCFG Sϕ

v¡A$α��ⁿO�Bz APPC�mMtmMµC

�: ϕz�� APPN 
A�mKXOxsb QAPPNRMT tmMµñA&úOb�m

í�ñC

APPC ���s	��t�

ϕt��� APPC Ñq@�
Aª�
��@�⌠�A²úXnD����iHΦF�

�t���fC��A�Σª��Mw�����⌡µ���@A$α�oiJΣª

t��ΦkC

HUDDí�Mw APPC ���p≤�o��t�Φk���C

���e
÷���ΩT�t�Φk

APPC [cú�T�ΦkAN��t�����w�ΩT�e���t�Co�Φk�

�[cw��Cϕ 18 π�o�ΦkG

�: APPC Programming @�ú�÷≤[cw�����ΩTC

ϕ 18. APPC [cñ�w��

[c�w�� �e���t����� ID �e���t��KX

L 
 


�P O1 ��\
� 2C
{í O O3

�:

1. pG��t�ⁿw SECURELOC(*YES) � SECURELOC(*VFYENCPWD)Ah��t�
�

e��� IDC

2. ����bnDñΘJKXA]���t�wτ�KXC∩≤ SECURELOC(*YES) M

SECURELOC(*NO) &ÑA��t�ú
�eKXC∩≤ SECURELOC(*VFYENCPWD) &

ÑA��t�
�Xxs�[KKXA�[H�e (�[K��í)C

3. pG�����t�úΣ�KX[KAht�
H[Kµí�eKXC
hAú
9H[

KC

����nD���{í
Mw[cw��C	pA S N A D S Tw
��

SECURITY(NONE)CDDM 
�� SECURITY(SAME)Cϕ��π��zq
A���


�� STRPASTHR ⁿO����ⁿww��C

b��í�ñA��t�ú
∩�O
n�ⁿπ���t��ⁿwºw���nDC

bY�í�ñA��t�iα
����nDCbΣªí�ñA��t�iα
jó

��t@�w��C	pAϕ���b STRPASTHR ⁿOñP
ⁿw��� ID MK

X
AnD
�� SECURITY(PGM)CúLApG��t�� QRMTSIGN t��O

*FRCSIGNONAh
X{unJvπ�e	Cϕ�� *FRCSIGNON ]w
At�Tw


�� SECURITY(NONE)AoÑ≤����b STRPASTHR ⁿOñΘJ��� ID M

KXC
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�:

1 . b�eΩ�eA��M��t�
²≤ww��Cϕ��t�ⁿw

SECURELOC(*NO) &nD� SECURITY(SAME) º
A	pA��t�q���

t��� SECURITY(NONE)A�
A��t�ú
�e��� IDC

2. ϕ��t�W����KXwgL�
A��t�
��Ñq@��nDCouA

�≤�eKX�s�nDA]AG

v �¼ SECURITY(PROGRAM) �Ñq@�nDC

v �¼ SECURITY(SAME) �Ñq@�nD (ϕ SECURELOC �O *VFYENCPWD


)C

��⌠⌠w�d⌠�∩�

ϕz�t��PY�⌠⌠
Az��MwO
n�HΣªt�A²ª��τ�Qni

Jz�t�����Cz
�H SYSTEMA uαTOu��� AvTΩOu��� Av

(� QSECOFR TΩO QSECOFR) OH�O
²���½sú���� ID MKXH

��t� APPC �mí��uw��m (SECURELOC)v��i��ⁿw��t�O


�w� (iH) �mC

ϕΓ�t�ú⌡µΣ� *VFYENCPWDBSECURELOC(*VFYENCPWD) ���
Ah

ϕ��{í�� SECURITY(SAME) 

ú�B �O@C÷MnD��bnDñΘJ

KXA��t�'
�X����KXA�Nª
b��e�KXñCpGn²nD

�Q�¿A�����bΓ�t�ñ	��P���� ID MKXC

ϕ��t�ⁿw SECURELOC(*VFYENCPWD) &��t�úΣ�o��
A��t�


H SECURITY(NONE) �BznDC

ϕ 19 π�[cw��M SECURELOC �p≤@
@�G

ϕ 19. APPC w��� SECURELOC �p≤@
u@

��t� ��t�

[c�w�� SECURELOC � u@����]w�

L ⌠N w]���1

�P *NO w]���1

*YES M��t��nD��P����]w�W

�C

*VFYENCPWD M��t��nD��P����]w�W

�C�����bΓ�t�ñ	��P�K

XC

{í ⌠N ��t��nD�ⁿw����]w�C

�:

1. w]�����lt�í�ñ�qTn²�MwCyu@º���]w����t��

úz�oΦ	�í�C

u@º���]w����t��ú

ϕ���nDt @�t�ñ� APPC u@
Ao�nD
÷p≤Y��íW�C�í

W�iα������nDA]iαO��t��⌠⌠��w]�C
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��t�
��o��íW�M APPC �mW��Mwu@�⌡µΦíC��t�
j

MP APPC�mW�M�íW���XºqTn²�@�ñlt�C

qTn²
ⁿwA∩≤ SECURITY(NONE) nDAt�N
�������]w�CH

UOlt�í�ñ�qTn²d	G

π�qTn²

lt�í�G QCMN ¼AG ACTIVE

u@ w] �h
�m �í í� ��w ��� @�ñ
*ALL *ANY *USRPRF *SYS *NOMAX
*ALL QPCSUPP *USRPRF *NONE *NOMAX

ϕ 20 π�qTn²ñºw]������iα�G

ϕ 20. w]������iα�

� �G

*NONE S�i��w]���CpG��t��nDñ�ú���� IDAhú
⌡µu@C
*SYS u
⌡µ IBM �ú��{í (t�u@)Cú
⌡µ⌠≤�����{íC
user-name pG��t���e��� IDAh
��o����]w��⌡µu@C

ziH��uCLlt�í� (PRTSBSDAUT)vⁿO�CL��	�qTn²Bn²π

�w]���]w��lt�C

π��zq∩�

π��zqO�� APPC qT���{íd	CziH��π��zq�nJg�⌠⌠

&s�≤z�t��t@�t�C

ϕ 21 π�zqnD (STRPASTHR ⁿO) H���t�ºBzΦí�d	C∩≤π��

zq&ÑAt�
�� APPC qT�≥���M��nJ (QRMTSIGN) t��C

�: uπ��zqvnDwúAzL QCMN � QBASE lt���eCq V4R1 }

lAª�OzL QSYSWRK lt���eCb V4R1 ºeAziH{�ApGS

��� QCMD � QBASE lt�Auπ��zqvYLku@C²{b�ípw

gúPCziHN QPASTHRSVR t���≤� 0Ajóuπ��zqv��

QCMN (pG QBASE b@�ñA]iH��ª)C

ϕ 21. d	zqnJnD

STRPASTHR ⁿO�� ��t�

��� ID KX SECURELOC � QRMTSIGN � �G

*NONE *NONE ⌠N ⌠N �����nJ��t�C

���]w�W� �ΘJ ⌠N ⌠N nDó�C
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ϕ 21. d	zqnJnD (�≥)

STRPASTHR ⁿO�� ��t�

��� ID KX SECURELOC � QRMTSIGN � �G

*CURRENT �ΘJ *NO ⌠N nDó�

*YES *SAMEPRF µ�u@��M��t���

��]w��P����]w

�W����CKXú
�e

���t�C���]w�W

���sb≤��t�ñC

*VERIFY

*FRCSIGNON �����nJ��t�C

*VFYENCPWD *SAMEPRF µ�u@��M��t���

��]w��P����]w

�W����C��t�
�

����KXA�Nª�e 

��t�C���]w�W�

��sb≤��t�ñC

*VERIFY

*FRCSIGNON �����nJ��t�C

*CURRENT (�u@

�{µ���W�)

wΘJ ⌠N *SAMEPRF µ�u@��M��t���

��]w��P����]w

�W����CKX
�e�

��t�C���]w�W�

��sb≤��t�ñC

*VERIFY

*FRCSIGNON �����nJ��t�C

���]w�W�

]úP≤u@�{µ

���]w��W

�


wΘJ ⌠N *SAMEPRF nDó�C

*VERIFY µ�u@��M��t���

��]w��P����]w

�W����CKX
�e�

��t�C���]w�W�

��sb≤��t�ñC

*FRCSIGNON @�Hⁿw����]w�W

�}l�µ�íu@CKX


�e ��t�C���]w

�W���sb≤��t�

ñC

�KDw��	m�ú

ϕ@��mó�
At�

�²ª��CbY�ípñAϕs�Q$�
At@�

����iαN a½s��wó��Ñq@�C	pA�]u��� Av÷¼FY�

u@��q�A²��nXCu��� Bviα
b}�u@��q�ßAb�nJ�

ípUA½s��u��� Av�Ñq@�C

pGn�εX{o�ípAziHNu�m I/O ���@ (QDEVRCYACN)vt��]

w� *DSCMSGCϕ�mó�
At�
�⌠����u@C

�ε��ⁿO�σ�u@

�\h∩�i≤Uz�εt�ñi⌡µ����ⁿOMu@AΣñ]AG
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v pGz�t��� DDMAziH¡ε∩≤ DDM ���s�vA��ε���qt

@�t���uúX��ⁿO (SBMRMTCMD)vⁿOCpGn�� SBMRMTCMDA

�����α≈}� DDM ��Cz]��¡ε�� DDM ���αOC

v ziHⁿw@�⌡X{í�ú�
 DDM nDs� (DDMACC) t��Cb⌡X{í

ñAziH²�⌠�� DDM nDAMß$�i⌡µª�C

v ziH��⌠⌠u@�@ (JOBACN) ⌠⌠����εúX⌠⌠u@A��ε��⌡µ

ª�C

v ziHqlt�í�ñúh PGMEVOKE �en²A�TaⁿwibqT⌠�ñ⌡µ

��{ínDC PGMEVOKE �en²i²nD�ⁿw⌡µ�{íCϕzqlt�í

� (	p QCMN lt�í�) ñúho��en²
Az	n[J���Q⌡µ�

qTnD��en²C

� 78��y[c� TPN nDz�� IBM �ú����{í�CXqTnD�{í

W�C∩≤z�n�i�C�nDAziH[J@��en²A²ª�±��M{

íW�úM{íW��ÑC

ϕz��o�Φk
Az��A�t�ñ�u@�z⌠�AH�t�ñ�o$�q

TnD�¼CpGiαAz��

��qTnD�¼ATwbz�≤�en²

ßAª�úα≈�
@�CϕqTnDΣú�i���en²
Az
¼�@h

CPF1269 TºCt@��NΦ� (±�ú
X�A²���
yLC�) ONt��

ú⌡µºº�{í���v¡]w� *EXCLUDEC

�: Work Management @�ú�÷≤�en²Mt�p≤Bz{í��nD���Ω

TC

�⌠ APPC tm

ziH��uCLqTw� (PRTCMNSEC)vⁿO�\αϕ∩��CL APPC tmñP

w��÷�U��CHUDDí�CL°i��÷ΩTC

APPC 
m��÷��

� 9 π��mí��uqTΩT°ivd	C� 100��� 10 π�tmMµ�°id

	C°iß	O∩≤°iµ��í�C

qTΩT (�π°i)
SYSTEM4
½≤�¼ . . . . . . . . . . . : *DEVD

½≤ ½≤ �m w� �m APPN µ@ w²�� SNUF
W� �¼ �� �m KX \α Ñq@� Ñq@� {í��

CDMDEV1 *DEVD *APPC *NO *NO *NO *YES *NO
CDMDEV2 *DEVD *APPC *NO *NO *NO *YES *NO

� 9. APPC �mí� - °i��
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w��mµ�
w��m (SECURELOC) µ�ⁿw��t�O
�H��t�A²ªNϕ��t��⌡

µKX�τ�@�CSECURELOC µ�uA�≤�� SECURITY(SAME) ����{

íA	p DDM M�� CPI qT API ���{íC

SECURELOC(*YES) 
²��t��Sb��t��iα�IºUCsb≤Γ�t��

⌠≤���AúiHIs��t��{íCo@ISOMIA]��� iSeries t�ñ

� QSECOFR (w�D�) ���]w�ú	� *ALLOBJ Sϕv¡CpG⌠⌠ñY�

t�∩≤ QSECOFR KX�O@u@�oúnAh��N�t�°�w��m�t�A

ú
"JMIºñC

ϕz�� SECURELOC(*VFYENCPWD) 
Az�t�±�ú
�S≤�!�O@KX

ºΣªt���IºUCϕ���nD�� SECURITY(SAME) ���{í
AL]�

�bΓ�t�ñ	��P���� ID MKXCSECURELOC(*VFYENCPWD) 	nA

�≤�⌠⌠�KX�z�hA]�Ab��t�ñA���ú����P�KXC

�: SECURELOC(*VFYENCPWD) ub⌡µ V3R2BV3R7 � V4R1 �t�ºíA$

ⁿ�Σ�CpG��t�ⁿw SECURELOC(*VFYENCPWD)A&��t�úΣ�o

�\αAh
No�nDϕ@ SECURITY(NONE) �BzC

pGt�ⁿw SECURELOC(*NO)Ah�� SECURITY(SAME) ���{íN	nw]

�����⌡µ{íCw]�����nD��÷�mí�M�í�MwC(��\�

96��yu@º���]w����t��úzC)

�mKXµ�
�mKXµ�MwΓ�t�O
nµ½KXAHτ�úXnD�t�O
��R�t

�C� 94��yd	G≥� APPC Ñq@�zú���mKX���ΩTC

π�tmMµ �� 1
SYSTEM4 12/17/95 07:24:36

tmMµ . . . . . . . . . . . . . : QAPPNRMT
tmMµ�¼ . . . . . . . . . . . : *APPNRMT
σr . . . . . . . . . . . . . . . :
---------------------APPN ���m----------------------

�� �� �� �� �εI w�
�m ⌠⌠ ID �m �εI ⌠⌠ ID �m
SYSTEM36 APPN SYSTEM4 SYSTEM36 APPN *NO
SYSTEM32 APPN SYSTEM4 SYSTEM32 APPN *NO
SYSTEMU APPN SYSTEM4 SYSTEM33 APPN *YES
SYSTEMJ APPN SYSTEM4 SYSTEMJ APPN *NO
SYSTEMR2 APPN SYSTEM4 SYSTEM1 APPN *NO
------------------------------APPN ���m-------------------------------

�� �� �� µ@ �� w²��
�m ⌠⌠ ID �m Ñq@� µ�� �εI Ñq@�
SYSTEM36 APPN SYSTEM4 *NO 10 *NO *NO
SYSTEM32 APPN SYSTEM4 *NO 10 *NO *NO

� 10. tmMµ°i - d	
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APPN \αµ�
APPN \α (APPN) µ�ⁿw��t�O
iΣ�iÑ⌠⌠\αA�uα��µ@⌡D

Is�CAPPN(*YES) �NqpUG

v pG��t�O@�⌠⌠�IAh��t�iN��t�s��Σªt�Co��

ñí
I�eCªϕ�t�ñ����iH����t��@�q��j⌠⌠�⌠

�C

v pG��t�O@�⌠⌠�IAh��t�iH����t��s��Σªt�C

��t�����iH��z�t��@�q��j⌠⌠�⌠�C

�: ziH�� DSPNETA ⁿO�P�Y�t�O⌠⌠�I����IC

µ@Ñq@�µ�
µ@Ñq@� (SNGSSN) µ�ⁿw��t�O
iH��P@� APPC �mí��P


⌡µh�Ñq@�Cq

�� SNGSSN(*NO)A]���ªAKú	n�P@��

�t���h��mí�C	pAPC ����q

	nh� 5250 ��Ñq@��

�≤��°A�MCL°A�\αCϕ�� SNGSSN(*NO) 
AziHu��@��m

í��ú�o�\α
 iSeries t�ñ� PCC

SNGSSN(*NO) ϕ�z���α PC ���MΣª APPC ���$½w��q�@�

{	CpG��t��������≥	v�Ñq@�A���{sÑq@���P

�mí�Ahz�t�N�e÷ⁿ�o���t�����I<C(o�@k�
]�

��aC)

w²��Ñq@�µ�
µ@Ñq@��m�w²�� (PREESTSSN) Ñq@�µ��ε��t��@����

�t�
A��t�O
n��M��t�ºí�Ñq@�CPREESTSSN(*NO) ϕ��

�t�
Ñ���{ínD��Pt�ºí�Ñq@�
A$
��Ñq@�C

PREESTSSN(*YES) hiHN��{í�¿s��	n�
íY��pC

PREESTSSN(*YES) i�K²t�4�úA�����u⌠C��{í�������

Taα�u⌠CPREESTSSN(*YES) 
	°��t�iαⁿ�Ñq@�º�aI<�


íC

SNUF {í

µ�
SNUF {í��µ�ⁿwO
n²��t�����t�ñ�{íC*YES ϕ���t

�������⌡µ��t�ñ�{í
A��t��½≤v¡[c��¼HO@½

≤C

APPC �ε����

� 102��� 11 π��ε�í��uqTΩT°ivd	C°iß	O∩≤°iµ�

�í�C
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�
��µ�
bu⌠í�ñA���� (AUTOCRTCTL) µ�ⁿwbiJ�nDΣú�����ε�

í�
A��t�O
n����@��ε�í�Cb�ε�í�ñA����

(AUTOCRTDEV) µ�ⁿwbiJ�nDΣú�����mí�
A��t�O
n�

���@��mí�C

∩≤π� APPN \α��ε�&ÑA����µ�S�@�Cú
zp≤]w����

µ�Ab�n
At�ú
�����mí�C

ϕz∩u⌠í�ⁿw *YES 
A⌠≤iHs��u⌠����úαs��z�t�CΣ

ñ]AzL⌠��M⌠���s���xC

�εIÑq@�µ�
∩≤π� APPN \α��ε�&ÑA�εIÑq@� (CPSSN) µ��εt�O
n�

���P��t�í� APPC s�Ct�
�� CP Ñq@��M��t�µ½⌠⌠

ΩTM¼ACAPPN ⌠⌠�Iíº�sΩT�µ½SO½nAªi�⌠⌠Bαo≤�

ZC

ϕzⁿw *YES 
Aú
��4�óm���u⌠Co
²z�t��e÷ⁿ��aÑ

q@��I<C

��p��µ�
∩≤ APPC �ε�&ÑA4�p
�µ�ⁿw�ε��� (S�@�ñ�Ñq@�) h

[ºßAt�
4�P��t�ºí�u⌠Co�µ��Γ��C�@��ⁿw�ε

�
ls�ºßA@�
í
�≥h[C�G��Mwq�ε��⌠�ß@�Ñq@

�ßA�t�4�u⌠ºeAt��nÑ��
íC

u�ϕ��4� (SWTDSC) µ�� *YES 
At�$
��4�p
�C

zNo��]oUjAt�ⁿ��aÑq@�I<�iα�]U¬C

u⌠í����

� 103��� 12 π�u⌠í��uqTΩT°ivd	C°iß	O∩≤°iµ��

í�C

qTΩT (�π°i)
SYSTEM4
½≤�¼ . . . . . . . . . . . : *CTLD

½≤ ½≤ �ε� �� ��í Is APPN CP �� Rú �m

W� �¼ �� �� �ε� ΦV \α Ñq@� p�� ϕ� W�
CTL01 *CTLD *APPC *YES *YES *DIAL *YES *YES 0 1440 AARON
CTL02 *CTLD *APPC *YES *YES *DIAL *YES *YES 0 1440 BASIC
CTL03 *CTLD *APPC *YES *YES *DIAL *YES *YES 0 1440 *NONE

� 11. APPC �ε�í� - °i��
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�
�¬µ�
��%¬ (AUTOANS) µ�ⁿw��u⌠O
n�ⁿiJ�IsA&ú	n�@���

JC

ϕzⁿw *YES 
At�±�úw�A]�ª
�o±�e÷s�CpGbzⁿw

*YES 
AnNw�
}�iαY��pAz��bú	n��u⌠
α�u⌠C

�
��µ�
���� (AUTODIAL) µ�ⁿw��u⌠O
ieXIsA&ú	n�@���JC

ϕzⁿw *YES 
A�����Y�S�qTu⌠M��≈�Ω�s�vA]iHs�

�Σªt�C

qTΩT (�π°i)

½≤�¼ . . . . . . . . . . . : *LIND
��
½≤ ½≤ u⌠ �� Rú �� ��
W� �¼ �� �� ϕ� �¬ ��
LINE01 *LIND *SDLC *NO 0 *NO *NO
LINE02 *LIND *SDLC *NO 0 *YES *NO
LINE03 *LIND *SDLC *NO 0 *NO *NO
LINE04 *LIND *SDLC *NO 0 *YES *NO

� 12. APPC u⌠í� - °i��
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� 13 � O@ TCP/IP qTw�

TCP/IP (�Θ�εqT≤w/⌠�⌠⌠qT≤w) O@�
��qTΦkA���¼�q

úúi�ª�¼�qTCb yΩT¬t�⌠z ñATCP/IP ��{í�H�⌠�A�B

Qsxa��C

��ú�UCnZG

v �ε TCP/IP ��{íbz�t�W⌡µC

v ϕe\ TCP/IP ��{íbz�t�W⌡µ
AO@z�t�Ω�C

uiSeries ΩTñ� --> ⌠⌠\α --> TCP/IPv⌠�O÷≤�� TCP/IP ��{íΩT

��π��CSecureWay®: iSeries � Internet (iSeries ΩTñ� --> w�� -->

SecureWay) í�N iSeries °A�s��⌠�⌠⌠ (Wj¼ TCP/IP ⌠⌠) ��í⌠⌠


�w��N��C��\� xii��y²M°≤P�÷ΩTzAH≥os�uiSeries Ω

Tñ�v�ΩTC

�Oo iSeries °A�Σ�\hi�� TCP/IP ��{íCϕzMwn²Y� TCP/IP �

�{íbz�t�W⌡µ
Az]iHP
��Σª TCP/IP ��{íC@�@�w�

�z�Az���D TCP/IP ��{í�d≥AH�o���{í�π��w�@�C


ε TCP/IP Bz

TCP/IP °A�u@b QSYSWRK lt�ñ⌡µCzn��u�� TCP/IP (STRTCP)v

ⁿOAbt�W�� TCP/IPCpGzún⌡µ⌠≤ TCP/IP Bz���{íA�6��

STRTCP ⁿOCz�t�Xf
ASTRTCPⁿO���v¡]w� *EXCLUDEC

pGzh�Y�	�ⁿOs�v����b�� TCP/IP (	pAbUZ
í)AziH]

m∩≤ STRTCP ⁿO�½≤f�CCϕ���⌡µⁿO
At�N
gJ@ºf�Θx

n²C

TCP/IP w���≤

ziHQ�U� TCP/IP w���≤�uIAª�iHú¬⌠⌠�w���W[u�C

÷MΣñ���N]iHb�⌡≡ú�ñΣ�A²Oo�A�≤ OS/400 � TCP/IP w

���≤A�D�Fϕ@�⌡≡��&ú�CúLAbY�ípUAziH��Σñ

�Y�S�A&�ú�t��O�⌡≡ú�C� Ao� TCP/IP S�]iHbw��

�⌡≡�⌠�ñAú�B �w�C

iQ�UC��≤Wj TCP/IP w��G

v �]Wh

v HTTP Proxy °A�

v VPN (Ω�M�⌠⌠)

v SSL (secure sockets layer)
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��	]Wh�O@ TCP/IP �Θ�w�

�]Wh (O IP Lo�⌠}α½ (NAT) ��X) �\α�pO@z��í⌠⌠∩,I

J���⌡≡CIP Loi²z�ε�� IP �ΘiHXJz�⌠⌠C≥�WAª
	�

zwq�Wh�Lo�]A
HO@z�⌠⌠Ct@Φ	ANAT i²zN�n²�M�

IP �}⌠�b@�n²� IP �}IßCp�i�UzO@�í⌠⌠P í⌠⌠�j

≈CNAT ]�U≤εw IP �}�°��DA]�\hM��}iHQ�@p�n²�

�}@NϕC��\uiSeries ΩTñ�vAH≥o�÷ΩTC

HTTP PROXY °A�

HTTP PROXY °A�H
≤ IBM HTTP Server for iSeries °A�CHTTP °A�O

OS/400 �@í≈CΩ�°A�
�¼ Web s²�� HTTP nDA�Nª½e
 Web

°A�C�¼�o�nD� Web °A�u�DΩ�°A�� IP �}A&Lqo�u

�oXo�nDº PC �W���}CΩ�°A�iBz HTTPBFTPBGopherAP

WAIS � URL nDC

Ω�°A�
����Ω�°A�����nDB�%�⌠�C]�Aϕ���nD

Y⌠�
AΩ�°A�
²�d�tO�Θñ�
�⌠�CY�Ah Ω�°A�
�%

���⌠�CzL��⌠����AΩ�°A�i[�⌠��A�A]�°ú Web °

A��τb�
nDC

Ω�°A�]iHOⁿ�� URL nDAH�l�CMßAziH�do�ΘxA��

⌠⌠Ω����P��ípC

zi�� IBM HTTP °A�ñ� HTTP Ω�Σ��X� Web s�CPC �ß�s�

� Web °A�
ú�o� PC �ß���}Fo� Web °A�u�DΩ�°A��

IP �}C� A⌠���S�]iH�CqTWe	DP�⌡≡u@tⁿC��\ IBM

HTTP Server for iSeries ��AH�o��ΩTG

http://www-1.ibm.com/servers/eserver/iseries/software/http/index.html

Ω�M�⌠⌠ (VPN)
Ω�M�⌠⌠ (VPN) i²Q�qw�ab{���⌠⌠��[cW (	p⌠�⌠⌠) 	

�M�°��í⌠⌠C�� VPNAQ�qiH�ε⌠⌠�ΘAP
ú�½n�w�S

�A	p�O�Ω�⌠K�C

OS/400 VPN OuiSeries ΓΦ�v�∩�w��≤A]O OS/400 ���í����	

(GUI)Cªi²z��⌠≤Dqú�hD�Xºí�I∩I⌠�COS/400 VPN ���O

ΦkB[KtΓkA�Σªw��IAHTOsuΓ�ºí��eΩ��w�C

VPN Ob TCP/IP hqT∩��¼�⌠⌠hW⌡µC@ΣO VPN 
�� IP w�[c

(IPSec) }±��[cCIPSec ú�⌠�⌠⌠�≥�w��\αA�Bú�π�u���

m�⌠AziH����JϕTSw��Ω�M�⌠⌠C

VPN ]ú�uÑh 2 qDqT≤w (L2TP) VPNv�MΦ�CL2TP su (τ��Ω

�u⌠) 
�²�q⌠⌠°A��z�ú
������ IP �}Aú�Fπ¿��v

������s�ΦíCϕz�� IPSec �O@ L2TP su
Aª
i@Ba�z�

t��⌠⌠ú�w��s�C

A� VPN ∩zπ�⌠⌠�y¿�vTO�½n�CAϕ�W��IµO�Q⌡µ�½

n]�Cz��duiSeries ΩTñ�v�� VPN DDAHTwzA� VPN p≤u@A
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H��� VPN �ΦíC��ΩTA��\uiSeries ΩTñ� --> w�� --> Ω�M

�⌠⌠vC��\� xii��y²M°≤P�÷ΩTzAH≥os�uiSeries ΩTñ�v

�ΩTC

Secure Sockets Layer (SSL)
Secure Sockets Layer (SSL) wg¿�@�u���Ai²��{íb�ⁿO@�⌠⌠W

(	p⌠�⌠⌠) iµw��qTÑq@�CSSL qT≤w
b�ß�P°A���{í

ºíA��@�w�suA�ú�qTÑq@�@��Γ���OCSSL ]ú�F�ß

�P°A���{íºí�µ½Ω��⌠K���π�C��ΩTA��\ uiSeries Ω

Tñ� -> w�� --> Secure Sockets Layer (SSL)vC��\� xii��y²M°≤P

�÷ΩTzAH≥os�uiSeries ΩTñ�v�ΩTC

O@ TCP/IP ⌠��w�

o�DDú�@δ����A≤Uz��BJ�ε�b TCP/IP ⌠�ñ�St�w�


}�iαCo�BJA�≤z�π� TCP/IP ⌠�AúA�≤ß	�DDñ�Q
�S

w��{íC

v ϕz�g TCP/IP ≡���{í
A�Tw²���{íⁿ�Aϕ�w�O@Cz�

��]
� �H�
�IJ�≡�s����{íC�µ� ��iα
�
�

� TELNET �IJ���{íC

v ��t�ñ∩≤ TCP/IP ≡���í�C÷p≤ TCP/IP ≡�Y������{íi

α
b��� ID �KXº Aú� yDk��z �iJz�t�Czt�ñY�

π�¼≈v¡����AiN��{í÷p� TCP � UDP ≡C

v pGzOw�D�Az���D�@�qúb������NA�� IP BFCTCP/IP

⌠⌠ñ�C�t�ú�@� IP �}CC���uIP BFv�N�Hú
]m@�t

� (q
��@� PC)A��O@�{s� IP �}A�OiH� IP �}C≤OA

�R�K!�¿z

s��t�A���Pz�t�í�s�C

pGzbt�W⌡µ TCP/IPA&z�t��P�ⁿΩ�O@�⌠⌠ (��D��u⌠

H�w²wq�
�)AzN�e÷ⁿ�uIP BFv�IJCpGnO@z�t�A

²ªú
ⁿ� yBF�z�I<A�z�ΓΩI�����A	pnJO@M½≤w

�{	Cz]��TOz�t�]w�Xz��UO�Θ¡εCoi�εBF�Q

�l≤��s��=�z�t�Ay¿t��⌡�C

� Az��w�a��t�ñ� TCP/IP í�CpGz�
�uIP BFvAz��

ΣX TCP/IP ]mñ�zIAA[H�πC

v ∩≤z�°��í⌠⌠ (ú�P ���s��t���¿�⌠⌠)A���i½��

�� IP�}Ci½�����}Aª���OnbM�⌠⌠º���C⌠�⌠⌠��

ñ�ú
�e IP �}i½������C]�Ai½�����}ibz��⌡≡

�Ahú�@hw�O@C

iSeries ΩTñ� --> ⌠⌠\α --> TCP/IP ⌠�ú� IP �}ⁿwΦí�Σd≥��

÷ΩTAP
�ú�÷≤ TCP/IP �w�ΩTC

v pGz��qt�P⌠�⌠⌠�°��í⌠⌠�su�DA��\u SecureWayG

iSeries P⌠�⌠⌠vñ�w�ΩT (iSeries ΩTñ� --> w�� --> SecureWay)C

��\� xii��y²M°≤P�÷ΩTzAH≥os�uiSeries ΩTñ�v�ΩTC
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�ε�


� TCP/IP °A�

pGzOw�D�Az���εb�� TCP/IP 
A
������ TCP/IP ��{íC

�� TCP/IP �ⁿO�Γ�C∩≤C@�ⁿOAt�ú�úP�ΦkAi��Mwn�

�����{í (°A�)C

ϕ 22 π�oΓ�ⁿOMª��w�����Cϕ 23 π�°A��w]�����Cp

Gn�≤°A�������A����°A�� CHGxxxA (�≤ xxx��) ⁿOC	

pATELNET �ⁿOO CHGTELNAC

ϕ 22. TCP/IP ⁿOMwn����°A�

ⁿO °A�

��� w�����

�� TCP/IP

(STRTCP)

t�
��C�ⁿw

AUTOSTART(*YES) �°A�C

ϕ 23 π�C� TCP/IP °A��

Xf�C

v p�ⁿw *IOSYSCFG Sϕv¡AH�ε�����i�≤�

���]wC

v p��ε�����	��� STRTCP ⁿO�v¡CⁿO�w

]��v¡O *EXCLUDEC

v ]mu�≤ server-name ��vⁿO (	p CHGTELNA) �½

≤f�AH��
��≤°A�º AUTOSTART �����C

�� TCP/IP °

A�

(STRTCPSVR)

z�����ⁿwn����°A

�Co�ⁿO�Xfw]�O��

��°A�C

v ��u�≤ⁿOw] (CHGCMDDFT)vⁿOAN STRTCPSVR

ⁿO]m�u��@�Sw°A�Coú
Tε�����Σ

ª°A�CúLA�≤ⁿOw]ßA���±�ú
N ��

��°A�C	pA��UCⁿOA]ww]��u��

TELNET °A�GCHGCMDDFT CMD(STRTCPSVR)

NEWDFT(’SERVER(*TELNET)’)

�: b�≤w]�ßAzuiHⁿw@�µ@°A�C�∩�
@�zg
���°A�A��ú
ú$w�
}�°A� (	

p TFTP)C

v p��ε��H	��� STRTCPSVR ⁿO�v¡CⁿO�w

]��v¡O *EXCLUDEC

Uϕ]t TCP/IP °A�������Cp	C@í°A���÷ΩTA��\u iSeries

ΩTñ�v (⌠⌠\α --> TCP/IP)C��\� xii��y²M°≤P�÷ΩTzAH≥

os�uiSeries ΩTñ�v���ΩTC

ϕ 23. TCP/IP °A�������

°A� w]� z��

TELNET AUTOSTART(*YES)

FTP (��αeqT≤w) AUTOSTART(*YES)

BOOTP (��{íqT≤w) AUTOSTART(*NO)

TFTP (@δ��αeqT≤w) AUTOSTART(*NO)

REXEC (��⌡µ°A�) AUTOSTART(*NO)

RouteD (⌠�
n{í) AUTOSTART(*NO)

SMTP (�÷l≤αeqT≤w) AUTOSTART(*YES)

POP (l-qT≤w) AUTOSTART(*NO)

HTTP (WσrαeqT≤w) 1 AUTOSTART(*NO)

ICS (⌠�⌠⌠su°A�)1 AUTOSTART(*NO)

LPD (Lϕ
n{í) AUTOSTART(*YES)
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ϕ 23. TCP/IP °A������� (�≥)

°A� w]� z��

SNMP (Simple Network Management

Protocol (SNMP))

AUTOSTART(*YES)

DNS (⌠�W�t�) AUTOSTART(*NO)

DDM AUTOSTART(*NO)

DHCP (�A�DqútmqT≤w) AUTOSTART(*NO)

NSMI AUTOSTART(*NO)

INETD AUTOSTART(*NO)

�:

1. Q� IBM HTTP Server for iSeries °A�Az
�� CHGHTTPA ⁿO�]w AUTOSTART �C

�� SLIP �w��N��

iSeries °A� TCP/IP Σ�]Au	C�	u⌠qT≤w (SLIP)vC SLIP iú�C¿

��I∩Is�CSLIP ���iHM LAN � WAN ñ�t���I∩I�s��s

� LAN � WANC

SLIP ⌡µ≤DPB�s�CziH�� SLIP ���P iSeries °A�ºí���ís

�C	pAziH�� SLIPAqz� PC ��� iSeries t�Cb��ns�ßAzi

H�� PC ñ� TELNET ��{í�s�� iSeries TELNET °A�C��Az]i

H�� FTP ��{íAbΓ�t�ºíαe��C

z�t�Xf
AΣñS�⌠≤ SLIP tmC]�ApGzúnbt�ñ⌡µ SLIP (M

��í TCP/IP)A�6tm⌠≤ SLIP �tm]w�CpGzn�� SLIP tmAzi

H��u�� TCP/IP I∩I (WRKTCPPTP)vⁿOCz��	� *IOSYSCFG Sϕv

¡A$α�� WRKTCPPTP ⁿOC

pGznbt�ñ⌡µ SLIPAziH��@�h� SLIP (I∩I) tm]w�Czi

H��UC@��í���tm]w�G

v �J (*ANS)

v �X (*DIAL)

HUDDQ
p≤]m SLIP tm]w��w�{	C

�: ���]w�O@�i²���nJ� iSeries °A�½≤CC� iSeries °A�u

@ú������]w�$α⌡µCtm]w�xs����P iSeries t�º SLIP

su�ΩTCϕz��P iSeries °A�� SLIP s�
AzuO��@�
�C

z��nJ��� iSeries °A�u@C]�Azú@w	n���]w�A$α�

�P iSeries °A�� SLIP s�CúLApß	�Q
Ní�ASLIP tm]w�

iα	n����]w�A$αMwO
e\��s�C

�ε�J SLIP s�

b���izL SLIP ����Js�HqVz�t�ºeAz��²�� SLIP *ANS

tm]w�CpGn����≤ SLIP tmAziH��u�� TCP/IP I∩I

(WRKTCPPTP)vⁿOCpGn��tm]w�AziH��u�� TCP/IP I∩I

(STRTCPPTP)vⁿOA��� WRKTCPPTP π�e	�∩�Cϕz�t�Xf
A
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STRTCPPTP M ENDTCPPTP ⁿO���v¡O *EXCLUDECz��	� *IOSYSCFG

Sϕv¡A$α��sWB�≤MRú SLIP tm]w��∩�CpGzO@�w�D

�AziH��ⁿOv¡MSϕv¡�P�A�����i]mz�t�He\��

�Js�C

O@�J SLIP s��w�

pGznτ��Jz�t��t�AziHnDúXnD�t��e��� ID MKXC

ºßAz�t�Yiτ�o���� ID MKXCpG��� ID MKXL�Az�t

�iH��o�Ñq@�nDC

pGn]m�Jτ�A�⌡µUC�@G

__BJ 1. ��@�úXnD�t�i�ª���s�����]w�CnD���

e���� ID MKX���Xo����]w��W�MKXC

�: pGn²t�⌡µKXτ�AQSECURITY t����]� 20 �HWC

pGniµΣªO@�IAziα
QSO�����]w�AH���

� SLIP s�Cbt�ñA���]w���	��¡�v¡CpGo�]

w�M���� SLIP s�Aú�≤⌠≤Σª\αAziHb���]w�

ñ]wUC�G

v 
l\αϕ (INLMNU) *SIGNOFF

v 
l{í (INLPGM) *NONE

v ¡ε\α (LMTCPB) *YES

o��i�ε⌠≤���zL���]w�AHµ��Φí�iµnJC

__BJ 2. ��@≈t��	vMµAHKbnD�
��� SLIP s�
iµ�dC

�: zb����≤ SLIP ]w�
Abt�s�	vMµµ�ñⁿwo�

	vMµC (��\BJ 4C)

__BJ 3. ��usWv¡n² (ADDAUTLE)vⁿOANBJ 1 �������]w

�[�	vMµñCziH�C�I∩Itm]w�U��@��@�	

vMµAz]iH��@�²\htm]w�@��	vMµC

__BJ 4. �� WRKTCPPTP ⁿO�]m TCP/IP I∩I *ANS ]w�A²]w�	

�UCS�G

v tm]w�����@�s�∩� scriptAΣñ]A���τ�\αC�

��τ�\α]A�ⁿnD�e����� ID MKXA�[Hτ�Ct

�Xf
A
�\h∩� script ��ú��o�\αC

v tm]w���ⁿwBJ 2 ���º	vMµ�W�C	vMµñ���

s�∩� script �¼����� IDC

�OϕA�Jw��]m�
ⁿ��Jt��w��IM\α�vTCpGz	n�

�� ID MKXAhúXnDºt��s�∩� script ���e���� ID MKXC

��t�A	p iSeries °A�A
ú�@�w�Φk�xs��� ID MKXC(� 111

��yw��M�XÑq@�zí�o�ΦkC) Σªt�hN��� ID MKXxs

b script ñA&⌠≤�D script bt�ñº�m����Aú�iαs�o� scriptC

�≤z�qTδ±iα	�úP�w��IM\αA]�AziHw∩nD��úP

tm⌠����úP�tm]w�CziH�� STRTCPPTP ⁿO�]mz�t�A�
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ª�ⁿY�Swtm]w��Ñq@�C	pAziHub@.ñ�Y�
íAw∩

Y�tm]w����Ñq@�CziH��w�f��O²�÷���]w��í

�C

�ε�J���s�Σªt�
	�z�t�M⌠⌠tmA�� SLIP s�����]\ú�nJz�t�AYis�

z⌠⌠ñ�t@�t�C	pA���i��@� SLIP s��q�z�t�CºßA

���iH��@� FTP s��q�z⌠⌠ñt@�úe\�J�t�C

ziHbtm]w��e\ IP Ω�]α�µ�ñⁿw N (
) A��ε SLIP ���

s�z⌠⌠ñ�Σªt�Cp�i�ε���bnJz�t�eA²s�z�⌠⌠C

úLAb����QnJz�t�ßAΩ�]α��YúA��Cªú
¡ε���

�\αA²L�Lk�� iSeries t�ñ� TCP/IP ��{í (p FTP � TELNET) �

��P⌠⌠ñΣªt��suC

�ε�XÑq@�

b���i�� SLIP ���Hz�t��
I��Xs�ºeAz��²�� SLIP

*DIAL tm]w�CpGn����≤ SLIP tmAziH�� WRKTCPPTP ⁿOC

pGn��tm]w�AziH��u�� TCP/IP I∩I (STRTCPPTP)vⁿOA��

� WRKTCPPTP π�e	�∩�Cϕz�t�Xf
ASTRTCPPTP M ENDTCPPTP

ⁿO���v¡O *EXCLUDECz��	� *IOSYSCFG Sϕv¡A$α��sWB

�≤MRú SLIP tm]w��∩�CpGzO@�w�D�AziH��ⁿOv¡M

Sϕv¡�P�A�����i]mz�t�He\���Xs�C

w��M�XÑq@�
iSeries t�ñ����iH���Xs��q�	nτ�����t�CiSeries °A�

ñ�s�∩� Script ���e��� ID MKX
��t�CiSeries °A�
ú�@

�w��Φk�xso�KXCbs�∩� script ñAú	nxsKXC

�:

1. ÷Mz�t�
H[K��í�xss�KXA²b�eo�KXºeAt�
²

9H�KCM FTP M TELNET KX@�ASLIP KXOH�[K�Φí��e�

(yHMí�Φíz)CúLAªM FTP M TELNET '�úPAbt��� TCP/IP

�íºeA
²�e SLIP KXC

�≤ SLIP OHDPB��í���I∩Is�A]�Ab�e�[K�KX
Aª

�w�
}P FTP M TELNET KXúPCϕ⌠⌠�e�[K� FTP M TELNET

KX
AiNª�ϕ@ IP qT��eA]�Aª��e÷ⁿ�ql�±l��I

<C ≤ SLIP KX��ΘAª�w�{
MΓ�t�í�q�s��PC

2. ��xs SLIP s�∩� script �w]��O QUSRSYS/QATOCPPSCRCo���

���v¡O *USEAª
�ε⌠≤�@����≤w]s�∩� scriptC

ϕz��s�]w��ú�
	nτ����Ñq@�
A�⌡µUC�@G

__BJ 1. TwuOd°A�w�Ω� (QRETSVRSEC)vt��O 1 (O)Co�t�

���Mwi�K�KXO
ixsbt�ñ�ⁿO@��C

__BJ 2. �� WRKTCPPTP ⁿO���tm]w�A²]w�	�UCS�G

v ∩≤tm]w���íAⁿw *DIALC
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v ∩≤��A�s�W�Aⁿw��t��w����� IDC	pApGz

ns��t@� iSeries °A�Ahⁿw� iSeries °A�ñ����]w

�W�C

v ∩≤��A�s�KXAⁿw��t�w�A�≤o���� ID �K

XCbz� iSeries °A�ñAo�KX�i�K��íAxsbⁿO@

����Czⁿw
tm]w��W�MKX÷p≤ QTCP ���]w

�Co�W�MKXLkzL⌠≤���ⁿO��	�s�Cu�wn

O�t�{íiHs�o�KXΩTC

�: �OϕAϕzxs TCP/IP tm�
Aú
xss�]w��KXC

pGnxs S L I P KXAz	n��uxsw�Ω�

(SAVSECDTA)vⁿO�xs QTCP ���]w�C

v ∩≤s�∩� scriptAⁿw@��e��� ID MKX� scriptCt�Xf


A
�\h∩� script ��ú��o�\αCϕt�⌡µ script 
At

�
�XKXA9H�KAANª�e���t�C

��I∩IqT≤w�w��N��

ziHNI∩IqT≤w (PPP) ϕ@ TCP/IP�@í≈���CPPP OI∩Is��u

���Ai∩zL SLIP ������ú�B �\αC

�� PPP 
Az� iSeries °A�i��¬ts���q�u⌠�⌠⌠A�ú��vA

�q�°��í⌠⌠�°� í⌠⌠ñ�Σªt�C�� LAN iH��u�a��P

iSeries °A�ºí���suC

�OϕAPPP M SLIP @�Aiú�⌠⌠s��p�z� iSeries °A�C≥�WAPPP

s�
NnD�a�z�t��fCM TELNET � FTP @�AnD�'	n����

ID MKX$αiJz�t�A�s�� TCP/IP °A�CHUOo�ss�\α�w�

�N��G

�: zb IBM iSeries Access for Windows u@�ñ�� iSeries ΓΦ��tm PPPC

v PPP ú���M�s��\α (P@����Tw��P@� IP �})C�≤��M

��}A]�A�ⁿ�uIP BFv�iα (�R�t�!�¿π�w� IP �}�i

Ht�)CúLAPPP �ú��[j¼¡≈τ�\αAi≤UzK≤ⁿ�uIP BFv

�I<C

v �� PPP 
A�pP�� SLIPAz
��	����W�M�÷KX�s�]w

�CM&AP SLIP úP�O���ú	π�������]w��KXC���W

��KXP���]w�L÷C�)aA
b PPP �wñ��τ�C�C� APPP

]ú	ns� ScriptC¡≈τ� (µ½���W�MKX) O PPP [c�@í≈Ao

$b± SLIP C�h	C

v �� PPP 
Az	��� CHAP (Ldµñ¡≈τ�qT≤w) �∩�Czú	n

ß��Ñ�l�KX�µ�A]� CHAP 
∩���W�MKXiµ[KBzC

u�ϕΓ�ú	� CHAP Σ�
Az� PPP s�$
�� CHAPCbΓ���≈

¼�µ½H�H]mqT�íAΓ�t�
iµ≤wC	pApG SYSTEMA Σ�

CHAP & SYSTEMB úΣ�Ah SYSTEMA iH��Ñq@�A�PN���[K

����W�MKXCPN���[K����W�MKXA��VU≤wCVU

≤w�MwO@�tm∩�C	pApGbz�°��í⌠⌠ñAz�Dz���
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t�úπ� CHAP \αAz��tmz�s�]w�A�ªú
VU≤wC²bz

�t��n�X���⌠⌠ñAziα
QnVU≤wC

PPP �s�]w�iú�ⁿw�� IP �}�\αC	pAziHw∩Y�Sw��

�Aⁿ�z�w��Sw�}��}d≥Co�\αM[KKX�\αX
�Ai

w∩BF�µ�ú�i@B�O@C

pGznw∩BFM�aA�@�ñ�Ñq@�ú�ΣªO@AziHtm PPP �

�
ⁿw�íj½�LdC	pAϕ PPP Ñq@�@�
Az� iSeries °A�iH

w∩���MKX�LdΣªt�Cª
C 15�
⌡µ@�AHTwoO�P�s�

]w�C(@δ���ú
�Do�½�Ld�í�Ct�
b@δ����ú��

h�HUµ½W�MKXC)

�� PPP 
A�� LAN iα
���Js��q�z� iSeries °A�Mz�X

R⌠⌠Cbo�⌠�ñAiα	n}� IP α�C�� IP α�
AIJ�iHbz

�⌠⌠ñC�CúLAPPP 	��j�O@ (	pKXM IP �}τ��[K)Co


²IJ��°�Γ��⌠⌠s�C

pG	n PPP ���ΩTA��\uiSeries ΩTñ�vC

��
�{íqT≤w°A��w��N��

��{íqT≤w (BOOTP) ú�@��A�ΦkA��Nu@�÷p≤°A�A�ⁿ

wu@� IP �}M
l{íⁿJ (IPL) ��C

BOOTP O@� TCP/IP qT≤wALCΘu@� (�ß�) �ª�nDt�⌠⌠ñY�

°A�º
l{íX���CBOOTP °A�Hq�� BOOTP °A�≡ 67 ��¼C

b¼�Y��ß�nD
A°A�
MΣwq
��ß�� IP �}A��%@h%¬


��ß�A
��ß�� IP �}MⁿJ��W�CMßA�ß�

l@� TFTP

nDAV°A�nDⁿJ�C�ß�wΘ�}� IP �}í�∩MA
Odb iSeries °

A�� BOOTP ϕµñC

�ε BOOTP s�

pGzún²⌠≤ Thin Client s��z�⌠⌠Azú	nbz�t�ñ⌡µ BOOTP

°A�CªiH�bΣª�mA²o��m�'n��MΦ�O�� DHCPC�⌡µU

C�@��ε⌡µ BOOTP °A�G

__BJ 1. pGnb�� TCP/IP 
A�ε��⌡µ BOOTP °A�u@A�ΣJUC

rΩG

CHGBPA AUTOSTART(*NO)

�:

1. AUTOSTART(*NO) Ow]�C

2. � 108��y�ε����� TCP/IP °A�zú��ε������

TCP/IP °A����ΩTC

__BJ 2. Yn�KYHN�����{í (	p Socket ��{í)APt�q
��

⌡µ BOOTP �s�≡s�
�A�⌡µUC�@G

�: �≤ DHCP M BOOTP ���P�≡�A]�o
ϕε DHCP ���

�≡CpGzn�� DHCPA�6¡εo�≡C

__BJ a. ΣJ GO CFGTCPAHπ�utm TCP/IPv\αϕC
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__BJ b. ∩�∩� 4 (�� TCP/IP ≡¡ε)C

__BJ c. bu�� TCP/IP ≡¡εvπ�e	ñAⁿw∩� 1 (sW)C

__BJ d. ∩≤�C�≡d≥Aⁿw 67C

__BJ e. ∩≤�¬�≡d≥Aⁿw *ONLYC

�:

1. ≡¡εbzU��� TCP/IP 
$�CpGz]w≡¡ε


TCP/IP b@�ñAz��²�⌠ TCP/IPAA½s��C

2. RFC1700 ú�q�≡�ⁿw��÷ΩTC

__BJ f. ∩≤qT≤wAⁿw *UDPC

__BJ g. �b���]w�µ�ñⁿwt�ñⁿO@����]w�C

(ⁿO@����]w�O�	�u�v¡º{í����]w

�ABS�Σª�����D�KXC) N≡¡ε≤Sw���

ßAz
���ú��Σª���C

O@ BOOTP °A��w�

BOOTP °A�úú�∩≤z� iSeries t����s�\αA]�π����w�


}C@�@�w��z�ADn÷��OTw²�T�ΩT÷p≤�T� Thin ClientC

½ÑºAa��sy�iα
∩� BOOTP ϕµA��P Thin Client @�ú�
A�

S�vTC

pGn�z BOOT °A�M BOOTP ϕµAz��	� *IOSYSCFG Sϕv¡Cz�

�p�a�εbz�t�ñ	� *IOSYSCFG Sϕv¡����]w�C

�� DHCP °A��w��N��

�A�DqútmqT≤w (DHCP) ú�@�[cA²z�etmΩT
 TCP/IP ⌠⌠

ñ�DqúC∩≤z��ß�u@�&ÑADHCP iú��ⁿ≤��tm�\αC�ß

�u@�ñ�� DHCP �{í
�e∩≤tmΩT�nDCpGz� iSeries °A��

b⌡µ DHCP °A�Ah°A�
%�o�nDA�eXq�u@��	n�ΩTA²

ªα≈�Tatm TCP/IPC

ziH�� DHCPA²�@�s��z� iSeries °A�����α≤e÷��s�C

]�Aoi²���ú�ΘJ TCP/IP tmΩTCz]iH�� DHCP �ε��⌠⌠

ñ�	n��í TCP/IP �}���CDHCP °A�iHN IP �} (���ª� IP �

}xs1) �
tm
@�ñ����C

∩≤ Thin Client &ÑAziH�� DHCP ��N BOOTPCDHCP ú��\α±

BOOTP hA�BiΣ� Thin Client M PC ��AtmC

�ε DHCP s�

pGzú²⌠≤���bz�t�ñ�� DHCP °A�A�⌡µUC�@G

1. pGnb�� TCP/IP 
A�ε��⌡µ DHCP °A�u@A�ΣJUCrΩG

CHGDHCPA AUTOSTART(*NO)

�:

1. AUTOSTART(*NO) Ow]�C
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2. � 108��y�ε����� TCP/IP °A�zú��ε������ TCP/IP °

A����ΩTC

2. Yn�KYHN�����{í (	p Socket ��{í)APt�q
��⌡µ

DHCP �s�≡s�
�A�⌡µUC�@G

a. ΣJ GO CFGTCPAHπ�utm TCP/IPv\αϕC

b. ∩�∩� 4 (�� TCP/IP ≡¡ε)C

c. bu�� TCP/IP ≡¡εvπ�e	ñAⁿw∩� 1 (sW)C

d. ∩≤�C�≡d≥Aⁿw 67C

e. ∩≤�¬�≡d≥Aⁿw 68C

�:

1. ≡¡εbzU��� TCP/IP 
$�CpGz]w≡¡ε
 TCP/IP b@�

ñAz��²�⌠ TCP/IPAA½s��C

2. RFC1700 ú�q�≡�ⁿw��÷ΩTC

f. ∩≤qT≤wAⁿw *UDPC

g. �b���]w�µ�ñⁿwt�ñⁿO@����]w�C(ⁿO@����

]w�O�	�u�v¡º{í����]w�ABS�Σª�����D�

KXC) N≡¡ε≤Sw���ßAz
���ú��Σª���C

O@ DHCP °A��w�

HUOzb iSeries t�ñ⌡µ DHCP 
A�÷w����N��G

v ¡ε	��z DHCP ºv¡������C�z DHCP 	nUCv¡G

– *IOSYSCFG Sϕv¡

– UC��� *RW v¡G

/QIBM/UserData/OS400/DHCP/dhcpsd.cfg
/QIBM/UserData/OS400/DHCP/dhcprd.cfg

v �⌠z� LAN Ω�W�is�{
C ��O
iH�e÷a��ÑW¼qúiJ

z��mA�Ω�as��z� LANHpGX{o�w�
}Ah DHCP iú�@

����ß� (wΘ�}) C��\αAC�ñ]A DHCP°A��Ntm�ß�C

ϕz��o�S�
Az
δ� DHCP ú�
z�⌠⌠�z��Yz$úαOW�

nBCúLAziH�εt�tm�⌠ú��u@�C

v pGiαA���i½���� IP �}xs1 (úO�F⌠�⌠⌠&]p�)Co�

U≤�K²⌠⌠ �u@�q°A��oi��tmΩTC

v pGz	nΣªw�O@A��� DHCP ⌡X{íCHUO⌡X{í�Σ\α�º

[CiSeries AS/400 System API Referenc í�p≤��o�⌡X{íC

≡n² Cϕt�q≡ 67 (DHCP ≡) ¬�Ω���
Aú
Isz�⌡X{íCz

�⌡X{í
¼��π�Ω���CªiHMwt�nBz��≤o��

�Cϕ{s� DHCP �⌡π�S�ú�Xz�	D
AziH��o�⌡X

{íC

�}ⁿw

Cϕ DHCP �íⁿw�}
�ß�
At�
Isz�⌡X{íC

�}�±

Cϕ DHCP �í
±@��}A�Nª±%�}xs1
At�
Isz�

⌡X{íC
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�� TFTP °A��w��N��

�÷��αeqT≤w (TFTP) ú�≥����αe\αAúiµ����¡≈τ�C

TFTP iHBz ��{íqT≤w (BOOTP) � �A�DqútmqT≤w (DHCP)C

�ß�@}lN
s�� BOOTP °A�� DHCP °A�C BOOTP °A�� DHCP

°A�
H�ß�� IP �}MⁿJ��W��%�CMßA�ß�

l@� TFTP

nDAV°A�nDⁿJ�Cϕ�ß��¿ⁿJ��Uⁿ@�
Aª
�⌠ TFTP Ñq

@�C

�ε TFTP s�

pGzún²⌠≤ Thin Client s��z�⌠⌠Azú	nbz�t�ñ⌡µ TFTP °

A�C�⌡µUC�@��ε⌡µ TFTP °A�G

__BJ 1. pGnb�� TCP/IP 
A�ε��⌡µ TFTP °A�u@A�ΣJUCr

ΩG

CHGTFTPA AUTOSTART(*NO)

�:

1. AUTOSTART(*NO) Ow]�C

2. � 108��y�ε����� TCP/IP °A�zú��ε������

TCP/IP °A����ΩTC

__BJ 2. Yn�K²YHN�����{í (	p Socket ��{í)APt�q
�

�⌡µ TFTP �s�≡s�
�A�⌡µUC�@G

__BJ a. ΣJ GO CFGTCPAHπ�utm TCP/IPv\αϕC

__BJ b. ∩�∩� 4 (�� TCP/IP ≡¡ε)C

__BJ c. bu�� TCP/IP ≡¡εvπ�e	ñAⁿw∩� 1 (sW)C

__BJ d. ∩≤�C�≡d≥Aⁿw 69C

__BJ e. ∩≤�¬�≡d≥Aⁿw *ONLYC

�:

1. ≡¡εbzU��� TCP/IP 
$�CpGz]w≡¡ε


TCP/IP b@�ñAz��²�⌠ TCP/IPAA½s��C

2. RFC1700 ú�q�≡�ⁿw��÷ΩTC

__BJ f. ∩≤qT≤wAⁿw *UDPC

__BJ g. �b���]w�µ�ñⁿwt�ñⁿO@����]w�C

(ⁿO@����]w�O�	�u�v¡º{í����]w

�ABS�Σª�����D�KXC) N≡¡ε≤Sw���

ßAz
���ú��Σª���C

O@ TFTP °A��w�

�w]ATFTP °A��ú�∩≤z� iSeries t��s�D
�¡CSOtmú� Thin

Client �
lXCpGzOw�D�Az���D TFTP °A��UCS�G

v TFTP °A�ú	n¡≈τ� (��� ID MKX)C�� TFTP u@úb QTFTP �

��]w�ºU⌡µCQTFTP ���]w�S�KXC]�AªLk�≤µ�ín

JCQTFTP ���]w�S�⌠≤Sϕv¡A]��T�ot�Ω��v¡Cª��

��v¡�s� Thin Client ������Ω�C
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v ϕ TFTP °A��F
A
tm�s� Thin Client ΩT�b��²Cz��	�

*PUBLIC � QTFTP v¡A$α¬��gJ��²CpGngJ��²Az��b

CHGTFTPA ⁿO�ue\��gJv��ñⁿw *CREATECpGngJJ���

�Az��b C H G T F T P A ⁿO�ue\��gJv��ñⁿw

*REPLACEC*CREATE i²zm½{s����O��s��C*REPLACE �α²

zm½{s���C

úDz��u�≤ TFTP �� (CHGTFTPA)vⁿO��Tawq�²A
h TFTP L

ks�⌠≤Σª�²C]�ApG���������
�w∩z�t���� TFTP

Ñq@�A���s�ΩT�y¿la�αOAúND
�¡C

v pGz∩�ntm TFTP °A�AHú�Bz Thin Client H �ΣªA�AziH

wq@�⌡X{í��⌠�	vC� TFTP nDCTFTP °A�
ú�@�nDτ�

⌡X{íA�ⁿ≤i�≤ FTP °A��⌡X{íCp	��ΩTA��\ iSeries Ω

Tñ� --> ⌠⌠\α --> TCP/IP --> TFTPC��\� xii��y²M°≤P�÷Ω

TzAH≥os�uiSeries ΩTñ�v�ΩTC

�� REXEC °A��w��N��

��⌡µ°A� (REXEC) 
�¼M⌡µ REXEC �ß��oX�ⁿOCREXEC �ß

�q
OΣ��e REXEC ⁿO�@� PC � UNIX ��{íCo�°A��ú��

Σ�A�ⁿ≤∩ FTP °A��� RCMD (��ⁿO) �ⁿO
����\αC

�ε REXEC s�

pGú²z� iSeries °A��ⁿ REXEC �ß��oX�ⁿOA�⌡µUC�@��

ε⌡µ REXEC °A�G

__BJ 1. pGnb�� TCP/IP 
A�ε��⌡µ REXEC °A�u@A�ΣJUC

rΩG

CHGRXCA AUTOSTART(*NO)

�:

1. AUTOSTART(*NO) Ow]�C

2. � 108��y�ε����� TCP/IP °A�zú��ε������

TCP/IP °A����ΩTC

__BJ 2. Yn�K²YHN�����{í (	p Socket ��{í)APt�q
�

�⌡µ REXEC �s�≡s�
�A�⌡µUC�@G

__BJ a. ΣJ GO CFGTCPAHπ�utm TCP/IPv\αϕC

__BJ b. ∩�∩� 4 (�� TCP/IP ≡¡ε)C

__BJ c. bu�� TCP/IP ≡¡εvπ�e	ñAⁿw∩� 1 (sW)C

__BJ d. ∩≤�C�≡d≥Aⁿw 512C

__BJ e. ∩≤�¬�≡d≥Aⁿw *ONLYC

__BJ f. ∩≤qT≤wAⁿw *TCPC

__BJ g. �b���]w�µ�ñⁿwt�ñⁿO@����]w�C

(ⁿO@����]w�O�	�u�v¡º{í����]w

�ABS�Σª�����D�KXC) N≡¡ε≤Sw���

ßAz
���ú��Σª���C
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�:

1. ≡¡εbzU��� TCP/IP 
$�CpGz]w≡¡ε
 TCP/IP b@

�ñAz��²�⌠ TCP/IPAA½s��C

2. RFC1700 ú�q�≡�ⁿw��÷ΩTC

O@ REXEC °A��w�

HUOzbt�ñ⌡µ��⌡µ°A�
A�÷��N��G

v REXCD nD]A��� IDBKXAH�n⌡µ�ⁿOC�
� iSeries °A�¡≈

τ�Mv¡�dA�ípG

– ���]w�MKX��X����C

– t�jε����]w���¡ε\α (LMTCPB) �C

– ������oⁿOMⁿO���º��Ω��v¡C

v REXEC °A��ú��⌡X{í�ⁿ≤ FTP °A��α���⌡X{íCziH�

�uτ�v⌡X{í��⌠ⁿOA�P�O
e\⌡µ�ⁿOCp	�÷ΩTA�

�\ iSeries ΩTñ� --> ⌠⌠\α --> TCP/IP --> REXECC��\� xii��y²

M°≤P�÷ΩTzAH≥os�uiSeries ΩTñ�v�ΩTC

v ϕz∩�n⌡µ REXEC °A�
Az�⌡µ@�úA�zbt�ñ�	��⌠≤\

αϕs��εCz��Twz�½≤v¡[c¼HO@z�Ω�C

�� RouteD �w��N��

⌠�
n{í (RouteD) °A�ú�b iSeries °A�ñ�u�eΩTqT≤w (RIP)v

Σ�Cb�eqT≤wñARIP �����sxCªO@�u�íhDqT≤wvAi

≤U TCP/IP �e#Wt��� IP ��C

RouteD ���AOn²iH⌠⌠��t�¼�≤s�s��eΩTA�W[⌠⌠qT�

�vCϕz⌡µ RouteD 
Az�t�iH¼�Σª�P�t��eX�A�÷�Θ (�

�) �eΦí�≤s�eC]�ApGb�α≈s�z� RouteD °A�Ab�iα


Q�ªA�zLil���∩o����t��½s�ez���CHUO�÷ RouteD

w������G

v iSeries °A�
�� RIPv1Aªúú�⌠≤τ�⌠��¡≈�ΦkCª���Onb

iH⌠⌠º���CpGz�t��b�⌠⌠ñ� ″úiH″ �t�Azú��⌡µ
RouteD °A�CpGnTwú
���� RouteD °A�A�ΣJUCrΩG

CHGRTDA AUTOSTART(*NO)

�:

1. AUTOSTART(*NO) Ow]�C

2. � 108��y�ε����� TCP/IP °A�zú��ε������ TCP/IP °

A����ΩTC

v �TwziH�ε��Hα�≤ RouteD tmAL�	n� *IOSYSCFG Sϕv¡C

v pGz�t��Ph�⌠⌠ (p°��í⌠⌠M⌠�⌠⌠)AziHN RouteD °A�

tm�uMw�⌠⌠¼��eM�¼≤s�eC
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�� DNS °A��w��N��

⌠�W�t� (DNS) °A�ú�DqúW�M IP �}ºí�%α½�\αCb iSeries

°A�ñADNS °A����AOnú��íw�⌠⌠ (°��í⌠⌠) ��}α½\

αC

�ε DNS s�

pGzú²⌠≤���bz�t�ñ�� DNS °A�A�⌡µUC�@G

1. pGnb�� TCP/IP 
A�ε��⌡µ DNS °A�u@A�ΣJUCrΩG

CHGDNSA AUTOSTART(*NO)

�:

1. AUTOSTART(*NO) Ow]�C

2. � 108��y�ε����� TCP/IP °A�zú��ε������ TCP/IP °

A����ΩTC

2. Yn�K²YHN�����{í (	p Socket ��{í)APt�q
��⌡µ

DNS �s�≡s�
�A�⌡µUC�@G

a. ΣJ GO CFGTCPAHπ�utm TCP/IPv\αϕC

b. ∩�∩� 4 (�� TCP/IP ≡¡ε)C

c. bu�� TCP/IP ≡¡εvπ�e	ñAⁿw∩� 1 (sW)C

d. ∩≤�C�≡d≥Aⁿw 53C

e. ∩≤�¬�≡d≥Aⁿw *ONLYC

�:

1. ≡¡εbzU��� TCP/IP 
$�CpGz]w≡¡ε
 TCP/IP b@�

ñAz��²�⌠ TCP/IPAA½s��C

2. RFC1700 ú�q�≡�ⁿw��÷ΩTC

f. ∩≤qT≤wAⁿw *TCPC

g. �b���]w�µ�ñⁿwt�ñⁿO@����]w�C(ⁿO@����

]w�O�	�u�v¡º{í����]w�ABS�Σª�����D�

KXC) N≡¡ε≤Sw���ßAz
���ú��Σª���C

h. ½� *UDP]���Ω��
qT≤w�BJ 2c � 2gC

O@ DNS °A��w�

HUOzb iSeries t�ñ⌡µ DNS 
A�÷w����N��G

v DNS °A��ú��AO∩≤ IP �}MW��α½\αCªúú�∩≤ iSeries t

�ñº½≤�⌠≤s�\αCϕ ��s�z� DNS °A�
Az�
IOA°A

�
ú@��K���A² ��iHε
⌠⌠��δ�[Cz� DNS iα
�b

��Uú�δOAYi�oτb����}CúLAz� DNS �ú
ú�≤UL�

IJ��t��ΩTC

v q
z
N iSeries DNS °A��b°��í⌠⌠C]�Azú	n¡ε∩≤ DNS

�d�\αCúLAziα
�Y�ípA	pAb°��í⌠⌠��Yz�⌠

⌠CziαúQ²t@��⌠⌠����d�z iSeries °A�� DNSCDNS �w

�∩�i²z¡ε∩≤Dn⌠��s�CziH��uiSeries ΓΦ�v�ⁿw DNS

°A���%�� IP �}C
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t@�w�∩�i²zⁿw���n°A�iqz�Dn DNS °A�ñ�sΩTC

ϕz��o�∩�
Az�°A�
�ⁿz�TCX��n°A��oX���α

enD (nD�sΩT)C

v ���p�¡ε�≤ DNS °A�ºtm��\αC�����iα
��≈ú��

@�A	pA�≤z� DNS �A²ªⁿVbz⌠⌠º � IP �}CL�iα
N

�z⌠⌠��°A�A�zLX�°A�����A�Qs�≈KΩTC

�� HTTP Server for iSeries �w��N��

HTTP °A�ú��yΩT⌠s²��ß�Ais� iSeries °A�hCΘ½≤A	p

HTML (Wσr��yÑ) σ≤C� AΣ]Σ�@�hD�	 (CGI) WµC��{í

]pvi�g CGI {íAXR°A��\αC

�z�iH�� ⌠�⌠⌠su°A� � IBM HTTP Server for iSeries b�P� iSeries

°A�WP
⌡µh�°A�CC�⌡µñ�°A�ú��°A��
CC�°A�

�	ú�@��@�W�C�z�i�εn�����	AH�C��	⌡µ��

@C

�: ϕz�� Web s²��tm��zUCñ�⌠≤��
Az��wb⌡µ HTTP

°A�� *ADMIN �	G

v Firewall for iSeries

v ⌠�⌠⌠su°A�

v ⌠�⌠⌠suw�°A�

v IBM HTTP Server for iSeries

��� (⌠�yX�) �ú

� iSeries °A�unJvπ�e	CúLAiSeries °

A��z����� HTTP ⁿ+wq�� HTML σ≤M CGI {íAH�T	vºC

� A�z�]iHw∩í≈��ínDA]mΩ�w�M����w (��� ID M

KX)C

b��≡�iα
�z� Web °A�"≤��A��ípCz�°A�iHpqY�

ß�nD�O
��
X��A��≡�CpG°A��¼��ß�e��nDAh

z�°A�
Pw���A��≡�biµñCoX{�
≈AOb�ß�
ls�

�z�°A�ºßC°A��w]�O�
M�i≡�C

�ε HTTP s�

pGzúQ²⌠≤HzL{ís�z�t�Az���ε HTTP °A�⌡µC�⌡µU

C@�G

__BJ 1. pGnb�� TCP/IP 
A�ε��⌡µ HTTP °A�u@A�ΣJUCr

ΩG

CHGHTTPA AUTOSTART(*NO)

�:

1. AUTOSTART(*NO) Ow]�C

2. � 108��y�ε����� TCP/IP °A�zú��ε������

TCP/IP °A����ΩTC
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__BJ 2. �w]AHTTP °A�u@�� QTMHHTTP ���]w�CpGún��

H T T P °A�A�N Q T M H H T T P ���]w��¼A]w�

*DISABLEDC

�ε∩ HTTP °A��s�

⌡µ HTTP °A��Dn��AOn²�X�s�z iSeries t�ñ�⌠�CziHQ


Y����⌠Xz�⌠�ASpY�°O�b�
��°xñ�siC�X��ú

�Dz�⌠��⌡µ�nwΘA	pz�����¼�°A�Az�°A�Ω��b

��m�≤Cq
Az]únbiα��X�Mz�⌠�ºíAGm⌠≤
¬½ (	p

unJvπ�e	)CúLAziH¡ε∩≤Y�σ≤�s�A�O∩≤z�⌠��ú

�º CGI {í�s�C

z]iH²µ@� iSeries t�ú�h��Φ⌠�C	pAz� iSeries t�iα
Σ�

°��h��Σµ�Aª�U�úP��ßsC∩≤U�°��Σµ�Az	n@�

��W��µ@⌠�A�ú�
�X����C� AziHú��í�⌠� (°��

í⌠⌠)Aú�÷≤z�°��≈KΩTC

@�@�w��z�Az	n��OAO@⌠���eAP
Twz�w��Iú


∩z�⌠���y¿t	�vTC� Az��TwAHTTP í�ú
�z�t��⌠

⌠"JMIºñCUCDDú����{í
�w�����C

�z�N��
HUO�zz⌠�⌠⌠°A��Yzw��N��C

v z�� Web s²�M *ADMIN �	�⌡µY�]mMtm\αC ≤Y�\αA

	p��b°A�ñ��B ��	Az���� *ADMIN °A�C

v �z�� (*ADMIN °A����) �w] URL �Gbú�s²��z\αºú�

�í�σ≤ñC]�Ab�iα
�Dw]� URLA�Nº�G≤b�
�ANn


N IBM �ú�º���]w��w]KX�}�G@�CziH�K²�v�Sb

o�
}ºUAΦkpUG

– ubz	⌡µ�z\α
A$⌡µ HTTP °A�� *ADMIN �	Cún²

*ADMIN �	l�b⌡µ�¼AñC

– � *ADMIN �	�� SSL Σ� (zLu��{��z{ív)C*ADMIN 
zL

HTTP O@ⁿ��nD��� ID MKXCϕz�� SSL 
A
Nz���� ID

PKX (H�X{b�zϕµñ�÷Yz�tm���ΣªΩT) [KC

– ���⌡≡i�ε���q⌠�⌠⌠s� *ADMIN °A�A]iH⌠�zb URL

ñ�t�M⌠�W�C

v ϕz⌡µ�z\α
Az����π� *IOSYSCFG Sϕv¡����]w��n

JCziα]	nt�ñºSw½≤�v¡A	pG

– t�z� HTML σ≤M CGI {í���w�ⁿ�C

– zp�n9Hµ½A�ªX{b°A�ⁿ�º��⌠≤���]w�C

– z�ⁿ����º⌠≤�²�us��εC� (ACL)vC

– ����M�@��� ID MKX�τ�C�½≤C

�� *ADMIN °A�M TELNET 
AziHQ���Φí�⌡µ�z\αA	pA

zL⌠�⌠⌠�suCz���DAϕzzL��
� (⌠�⌠⌠) �⌡µ�z@�


Aiα
N�O���� ID MKX�Sb�±l�ºUCºßA″�±l��″ i
H��o���� ID MKXAg� TELNET � FTP ÑΦí��
s�z�t�C
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�:

1. �� TELNET 
AunJvπ�e	�BzΦíM⌠≤Σªπ�e	S�úPC

÷MzΣJKX
A�⌡ñú
X{o�KXA²t��Θ
ú
∩ªiµ⌠≤

[K�sX�{	C

2. ϕ�� *ADMIN °A�
A
∩KXiµsXA²ú
[KCsX�[cO@�

u���A]�Ab���∩ªπ�R�xñ�αOC÷M{
�� ″�±l��
″ úe÷A�sX�¼pA²l�2Γiα
�KX��XuπC

w�nZ

pGzQzL⌠�⌠⌠�iµ���zAz��ft�� *ADMIN �	M

SSLA∩z��Θiµ[KCú��úw����{íAp V4R4 ºe�

TELNET (q V4R4 }lATELNET iHΣ� SSL)CpGz��zLHα��

���°��í⌠⌠� *ADMIN °A�Az]\i±����°A���zC

v HTTP ⁿ�Oz°A�ñ���í��≥ªCXf�tmú�w]uw∩){v��

°AαOCb°A��z�wq°A��ⁿ�ºeA�ß�Lk�°uw∩){v

�H �⌠≤σ≤CpGnwqⁿ�AziH�� Web s²�M *ADMIN °A�A

]iH��u�� HTTP tm (WRKHTTPCFG)vⁿOCΓ�Φkú	n *IOSYSCFG

Sϕv¡CϕzN iSeries °A�s��⌠�⌠⌠
A�⌠M�ε°�����h�

���	� *IOSYSCFG Sϕv¡AO@≤D
½n��C

O@Ω�
IBM HTTP server for iSeries t� HTTP ⁿ+Aiú�°A����ºΩTΩú��

��εCziH��ⁿ+��ε Web °A�A� HTML ��Mq�hD�	 (CGI)

{íº URL ��²BPΣL���]w�µ½BH�nDΩ���OC

�: ΩTñ�ñ�uWeb A�vú�i�� HTTP ⁿ+AH���Φí��πí�C

HUO��o�Σ��Yz��M�N��G

v HTTP °A�H ″�T�v¡″ @�≥ª�}l@�CpGY�nDbⁿ�ñS��
T�wqAh°A�ú
�ⁿo�nDC½ÑºAúD URL w (�W��P�Φí)

wq≤ⁿ�ºñA
h°A�
�Y��o� URL �⌠≤nDC

v ziHzLO@ⁿOAnD���²ú���� ID MKXA$�ⁿ���∩zY�

��íΩ��nDC

– ϕ��� (�ß�) nDⁿO@�Ω�
A°A�
Lds²�AnDªú���

� ID MKXCs²�
ú����ΘJ��� ID MKXAMßANΩT�e


°A�C��s²�
xs��� ID MKXA�H�ß≥�nD����eª

�Cp����Kú	n�Y�nDA½�ΘJ�P���� ID MKXC

�≤Y�s²�
xs��� ID MKXA]�Aϕ���zL iSeries °A�un

Jvπ�e	�⌠���iJz�t�
AN
��P������@�CLH

í�s²�Ñq@�Nϕ@�τb�w�
}C

– bt�Bz��� ID MKX�Φí]�O@ⁿOⁿw
WAz�UC 3 �∩�G

1. ziH��@δ iSeries °A����]w�MKXτ�CoO�
��O@°

��í⌠⌠ (w�⌠⌠) ñºΩ��ΦíC
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2. ziH��u⌠�⌠⌠���vG���iHQτ�A²b iSeries °A�ñS

����]w�C⌠�⌠⌠���OzL@���uτ�Mµv� iSeries °A

�½≤�Iµ�Cτ�C�½≤t�M�wq���Sw��{í����

MKX�C�C

zMwnH5≥Φí�ú�⌠�⌠⌠��� ID MKX (	pzL��{íA

��z�%�qll≤nD) AH�p≤�zo�⌠�⌠⌠���CziH��

HTTP °A�Hs²��≥ª��	�iµo�]wC

∩Dw�⌠⌠ (⌠�⌠⌠) &ÑA⌠�⌠⌠����ú��πΘ�O@A±@δ

���]w�MKX�(CM����� ID MKX�iH�����¡ε�

�ε����α⌡µ��@C��� ID MKXúα�≤@δnJ (	p

TELNET � FTP)C� Az�@δ��� ID MKX]ú
¿�u⌠�±l

��∩HC

3. ����²s�qT≤w (LDAP) O@��²A�qT≤wAi��zLu�

Θ�εqT≤w (TCP)vs��²Ci²zb��²ñxsΩT�d�ºC�

e���� LDAP Σ�ΦíAO@�����O�@�∩�C

�:

1. ϕs²��e��� ID MKX
 (ú
Ow∩���]w��⌠�⌠⌠��

�) A
∩ª�iµsXA²ú
9H[KCsX�[cO@�u���A]

�Ab���∩ªπ�R�xñ�αOC÷M{
�� ″�±l��″ úe÷A
�sX�¼pA²l�2Γiα
�KX��XuπC

2. iSeries °A�
Nτ�½≤xsbⁿO@�t����Cz��zLwqn�

t��	 (API) MAϕv¡A$αs�ªC

– ziH��u�����z{í (DCM)v��z�v�°��í⌠⌠u{�ñ

�vCu����v
��s�{�M	������]w�C{��	��	

vP\iP≤�÷�]w�C

v ϕ°A��ⁿnDßA@δ iSeries °A�Ω�w�Y�o�εCnDΩ�����

]w�A��	�Ω� (	pt� HTML σ≤�Ω�¿MΩΘ��) �v¡CHw]

��íAu@O⌡µ≤ QTMHHTTP ���]w�ºUCziH��ⁿ+µ½ t@

����]w�CºßAt�
��o����]w�v¡�s�½≤CHUOo

�Σ��Yz�N��G

– ϕz�°A�ú�h��Φ⌠�
Aµ½���]w�SO��Czi�C�⌠

�NúP����]w�Pⁿ+�÷AºßYi��@δ iSeries °A�Ω�w�

{	�O@C��x�σ≤C

– ziH�Xµ½���]w�Mτ�½≤�\αC°A�
���@���� ID

MKX (úP≤z�@δ��� ID MKX) H�⌠
lnDCb°A�τ�L�

���¡≈ßAt�
µ½�t@����]w�A�Q+�Ω�w�C]�A

���ú
�Du����]w�W�ALk�
HΣªΦí (FTP) ���ªC

v �� HTTP °A�nD	nb HTTP °A�⌡µ{íC	pAibz�t�ñs�

Ω��{íCb{íiH⌡µºeA°A��z���²NnD (URL) ∩M �X

CGI ����	���Sw���wq{íCHUO CGI {í�Yz�N��G

– MBz HTML σ≤@�AziH�� CGI {í�O@ⁿ�C]�AziHb⌡

µ{íeAnD��� ID MKXC

– �w]A�� CGI {íúOb QTMHHTP1 ���]w�ºU⌡µ�Cb⌡µ{

íeAziHµ½ t@����]w�C]�AziHw∩z�q�hD�	

(CGI) {í�s��Ω�A]m@δ iSeries °A�Ω�w�{	C
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– @�@�w��z�Az��²iµw��dAMß$	vbz�t�ñ��⌠

≤ CGI {íCz���D{í���AH�o� CGI {í�n⌡µ�\αCz

]������⌡µ CGI {íº���]w��\αCz]��H CGI {í�

iµ

AHP�U�ípA	pAzO
iHs�Y�ⁿOµC��VBz CGI

{íApPBzu�v¡�{í@δC

– � Az]���⌠���P�½≤iα
�úϕ���v¡Cb��í�ñA

]pú}� CGI {í
²�µ²µ�ú�����
�C��z�t�C

– ��Sw������w (p CGILIB) �Odz��� CGI {íC���½≤

v¡��ε�����ibo���w�±ms½≤A�����i⌡µo��

�w��{íC���ⁿ��¡ε HTTP °A�A²ª⌡µo���w�� CGI

{íC

�: pGz�°A�ú�h��Φ⌠�AziHw∩C��x� CGI {í�]m

�O���wC

Σªw��N��
HUOΣªw��N��G

v HTTP iú�∩≤z� iSeries t���¬s�CHTTP °A�nDúα≤s�Rú

zt�ñ�Ω�CúLAziα
�	�≤sΩ�� CGI {íC� Azi��

Net.Data® q�hD�	{í�s�z� iSeries °A�Ω�wCt��� Script]�

ⁿ⌡X{í
��⌠∩ Net.Data {í�nDC]�At��z�i�ε Net.Data {

í�����@C

v HTTP °A�
ú�@�s�ΘxAziH�ª���gL°A��s�í�A]A

iµñ�Mw�¿�s�í�C

N SSL P IBM HTTP Server for iSeries ft���w��N��

IBM HTTP Server for iSeries i�z� iSeries °A�ú�w�� Web suCw�⌠

�ϕ�b�ß�M°A�ºí��Θ (Γ�ΦV) OgL[KBz�Co�[KL��

ΘAú
ⁿ��±l����dA
�
��∩��Θ�e����]Lk�OC

�: �OϕAw�⌠�uA�≤�ß�M°A�ºí�ΩT�Θw�CΣ�N�D�
F�Cb�I<zt��iα�CúLA∩b�zL�±l�&�÷�o�Ω

TAªϕM]
[H¡εC

ΩTñ��� SSL M Webserving (HTTP) DDñ�w�BtmM�z[KBz��π

ΩTCo�DDºz°A�S�M��°A��Yz�N��C

ϕw�UCñ�⌠≤	v{í
A⌠�⌠⌠su°A� KiHú� HTTP M HTTPS Σ

�G

v 5722-NC1

v 5722-NCE

ϕw��o�∩�
Aú��� Internet Connection w�°A�C

IBM HTTP Server for iSeries (5722-DG1) P
ú� HTTP � HTTPS Γ�Σ�Cz

��w�UCñ�⌠≤[Kú�A�α�� SSLG

v 5722-AC2

v 5722-AC3
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H[KBz�≥ª�w�{	�UCX�	DG

v �e�M�¼� (°A�M�ß�) ú��uA�v[K�≈εA�π�[KM�K

�αOCHTTP °A�	n�� SSL ��ß�C(qµ� Web s²�hbú��

SSL)CiSeries [K	v{íiΣ�h�u���[KΦkCϕ�ß�Qn��w�Ñ

q@�
A°A�M�ß�
iµ≤�AΣXΓ�úαΣ���([KΦkC

v �Θ�e��²���Lkiµ�KC]�A��[KΦk�ΓΦAU		�@≈

��$�D�[K/�Kp���CpGz�µ	�@�w�� í⌠�AN���

�W��{�ñ� (CA)A���oµ����
���P°A�C{�v¡Y�
H

α�@ΦC

[K{	iO@��ΘºΩT�≈K�CúLA∩≤�P�ΩT (p]�ΩT) &ÑAú

F≈K�H Az�	nπX�MTΩ�C½ÑºA�ß�M (∩�) °A������

H (zLW���
) A�B��Tw�Θ�eS�Q∩�C{�v¡]CA
�ú��

���pAiú�uΩ�M�π��O�CzL∩≤°A�{� (H�∩���ß��

{�) ����pºτ�ASSL qT≤wiú�o�TΩ�C

[KM�K�{		n@�Bz
íA
∩�Θ��αy¿YzvTC]�AiSeries °

A�
ú�P
⌡µw�Múw�{í�αOCziH��úw�� http °A��ú�

ú	nw�O@�σ≤A	pz�ú�¼²Co�σ≤� URLA}Y� http://Czi

H� HTTP °A��Bz�P�ΩTA	p�ßΘJH�dΩT�ϕµC�{íiú�

URL H http:// � https:// ���σ≤C

ú�

≥≤⌠�⌠⌠W�º¬Az�²�ß��D≤
O
�úO
�Θw�A@ΣO

ϕz�⌠�uw∩Y�σ≤��w�°A�
≤�p�C

�OϕA[K{	nDΓ�ú��Ow��ß�Mw�°A�Cw�s²� (HTTP �

ß�) ���wΘÑ��C

LDAP �w��N��

u����²s�qT≤w (LDAP)vw�S�]AuSecure Sockets Layer (SSL)vB

us��εMµv� CRAM-MD5 KX[KCb V5R1 ñAwsW Kerberos su�w

��f�Σ�AHWj LDAP w��C

o�DD���ΩTA��\uiSeries ΩTñ� --> ⌠⌠\α -> TCP/IP -> �²A�

(LDAP)vC��\� xii��y²M°≤P�÷ΩTzAH≥os�uiSeries ΩTñ�v

�ΩTC

LPD �w���N��

LPD (µíLϕ≈
n{í) ú��\αAiNLϕ≈ΘX���z�t�WCt�ú


⌡µ LPD �⌠≤nJBzC

�ε LPD s�

pGzún⌠≤���zL LPD s�z�t�Az���ε LPD °A�⌡µC�⌡

µUC@�G
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__BJ 1. pGnb�� TCP/IP 
A�ε��⌡µ LDP °A�u@A�ΣJUCr

ΩG

CHGLPDA AUTOSTART(*NO)

�:

1. AUTOSTART(*YES) Ow]�C

2. � 108��y�ε����� TCP/IP °A�zú��ε������

TCP/IP °A����ΩTC

__BJ 2. Yn�K²YHN�����{í (	p Socket ��{í)APt�q
�

�⌡µ LPD �s�≡s�
�A�⌡µUC�@G

__BJ a. ΣJ GO CFGTCPAHπ�utm TCP/IPv\αϕC

__BJ b. ∩�∩� 4 (�� TCP/IP ≡¡ε)C

__BJ c. bu�� TCP/IP ≡¡εvπ�e	ñAⁿw∩� 1 (sW)C

__BJ d. ∩≤�C�≡d≥Aⁿw 515C

__BJ e. ∩≤�¬�≡d≥Aⁿw *ONLYC

�:

1. ≡¡εbzU��� TCP/IP 
$�CpGz]w≡¡ε


TCP/IP b@�ñAz��²�⌠ TCP/IPAA½s��C

2. RFC1700 ú�q�≡�ⁿw��÷ΩTC

__BJ f. ∩≤qT≤wAⁿw *TCPC

__BJ g. �b���]w�µ�ñⁿwt�ñⁿO@����]w�C

(ⁿO@����]w�O�	�u�v¡º{í����]w

�ABS�Σª�����D�KXC) N≡¡ε≤Sw���

ßAz
���ú��Σª���C

__BJ h. ½� *UDP qT≤w�BJ 2c � 2gC

�ε LPD s�

pGzn² LPD �ß�s�z�t�Az��A�UnO��qG

v pGn�ε���HL��½≤�TSz�t�A���]w�UxsΘxs� (ASP)

�Aϕ{��¡εCziH��t�A�uπ (SST) �M�A�uπ (DST) �π�

M]w ASP �{��C�≈�%�@�ú�÷≤ ASP {�����ΩTC

v ziH��ΘXεC�v¡�¡ε�����iN�s��e�z�t�C S���

� ID � LDP ����� QTMPLPD ���]w�Czuαú��qΘXεC�

s�v
o����]w�C

SNMP �w��N��

iSeries °A�ib⌠⌠ñϕ¿@��÷⌠⌠�zqT≤w (SNMP) Nz{íC SNMP

iú����z⌠⌠⌠�ñºhDB⌠��MDqú�ΦkCSNMP Nz{í
¼�t

���÷ΩTA�⌡µ�� SNMP ⌠⌠�z��nD�\αC

�ε SNMP s�

pGzún⌠≤���zL SNMP s�z�t�Az���ε SNMP°A�⌡µC�

⌡µUC@�G
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__BJ 1. pGnb�� TCP/IP 
A�ε��⌡µ SNMP °A�u@A�ΣJUC

rΩG

CHGSNMPA AUTOSTART(*NO)

�:

1. AUTOSTART(*YES) Ow]�C

2. � 108��y�ε����� TCP/IP °A�zú��ε������

TCP/IP °A����ΩTC

__BJ 2. Yn�K²YHN�����{í (	p Socket ��{í)APt�q
�

�⌡µ SNMP �s�≡s�
�A�⌡µUC�@G

__BJ a. ΣJ GO CFGTCPAHπ�utm TCP/IPv\αϕC

__BJ b. ∩�∩� 4 (�� TCP/IP ≡¡ε)C

__BJ c. bu�� TCP/IP ≡¡εvπ�e	ñAⁿw∩� 1 (sW)C

__BJ d. ∩≤�C�≡d≥Aⁿw 161C

__BJ e. ∩≤�¬�≡d≥Aⁿw *ONLYC

�:

1. ≡¡εbzU��� TCP/IP 
$�CpGz]w≡¡ε


TCP/IP b@�ñAz��²�⌠ TCP/IPAA½s��C

2. RFC1700 ú�q�≡�ⁿw��÷ΩTC

__BJ f. ∩≤qT≤wAⁿw *TCPC

__BJ g. �b���]w�µ�ñⁿwt�ñⁿO@����]w�C

(ⁿO@����]w�O�	�u�v¡º{í����]w

�ABS�Σª�����D�KXC) N≡¡ε≤Sw���

ßAz
���ú��Σª���C

__BJ h. ½� *UDP qT≤w�BJ 2c � 2gC

�ε SNMP s�

pGzn² SNMP �z{ís�z�t�Az��A�UC�w��N��G

v Y�izL SNMP �s�z�⌠⌠����Ai¼�z�⌠⌠��÷ΩTCz��

OWM⌠�W�°A��⌠��ΩTA�NJI����NiHzL SNMP �[H

s�C� AJI�]iα�� SNMP �∩�z�⌠⌠tmA�4�z�qTC

v SNMP ��zL@��W�$αiµs�Cbº�WA@��W�MKX�±C@�

�W��úiµ[KBzC]�Aª�e÷¿��±l��∩HC��usW SNMP

�� (ADDCOMSNMP)vⁿOAN�z�⌠�⌠⌠�} (INTNETADR) ��A]�

@�h�Sw� IP �}A&D *ANYCz]iHN ADDCOMSNMP �

CHGCOMSNMP ⁿO� OBJACC ��]� *NONEAH�ε@����z�s�⌠

≤ MIB ½≤CouOn�
⌡µH��@���º¿��s�vA&ún�ú@�

�C

INETD °A��w��N��

INETD °A�Mjí≈ TCP/IP °A�úPAªú�°A�ú�µ@A�C�)aAª

ú��z�α≈�q�U�°�A�C]�AINETD °A��
]��uW�°A

�vCINETD °A��UC��A�G

v time
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v daytime

v echo

v discard

v changed

o�A�iHΣ� TCP M UDPCpGO UDPAechoB timeBdaytime M changed Ñ

A�ú
�¼ UDP �]AAN�]�%
���CEcho °A�
%�ª¼���]A

time M daytime °A�
ú$Swµí�
í�Nª�%Achanged °A�
ú$iC

L ASCII r���]�Nª�%C

o� UDP A����A
�t�e÷ⁿ�u��A�v�≡�C	pA�]z�ΓM

iSeries °A�GSYSTEMA M SYSTEMBC�húy�{í]pv
H SYSTEMA �

���}M
í°A�� UDP ≡�X�!y IP �YM UDP �YCºßAªiHN

��]�e� SYSTEMB �
í°A�WA�ªN
í�%
 SYSTEMAA&oS


%� SYSTEMBA��≥UhA
�ú$@�s≥�j⌠���Γ�t�� CPU Ω

�M⌠⌠WeC

]�Az��bz� iSeries t�WANo�
ICJ�qAubw�⌠⌠W⌡µo�

A�CINETD °A���l¼AO�� TCP/IP 
ú����CziHtmO
nb�

� INETD 
��o�A�C�w]ATCP M UDP 
í°A�ú
bz�� INETD

°A�
��C

INETD °A��Γ�tm�G

/QIBM/UserData/OS400/inetd/inetd.conf
/QIBM/ProdData/OS400/inetd/inetd.conf

o���
Mwb�� INETD °A�
A����{íCL�]
P�b INETD �

�o�{í
Anb�@����]w�ºU⌡µC

�: b proddata ñ�tm��∩úα�∩CCϕ½sⁿJt�
Aú
m½o���C

pGb�����í�≤so���Ah�ß�tm�≤u��±b userdata �²

≡���ñC

pG�húy�{í]pvα≈s�o���ALiα
Nª�tm¿b�� INETD


A��⌠≤{íC]�Ao����O@Kπoµ ½nC�w]Aª�	n�

QSECOFR v¡$αiµ�≤Czú���Cs�ª�
�	nv¡C

�: ú�∩ ProdData �²ñ�tm�CC½sⁿJt�
Aú
m½o���CpGb

��≤s�í�≤so���Ah�ß�tm�≤u��±b UserData �²≡��

�ñC

¡ε TCP/IP 	C�w��N��

pGz�t�M⌠⌠�sAziH¡ε���zL TCP/IP ��{í��C≤⌠⌠ºñ

�\αCnF�o���AΦkº@AO¡ε∩≤UC TCP/IP ⁿO�s�G

�: o�ⁿOiα
sb≤t���h���wñC �b QSYS M QTCP ��wñA


�o�ⁿOC���ΣXC@�ⁿOA�[HO@C

v STRTCPFTP

v FTP

v STRTCPTELN
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v TELNET

v LPR

v SNDTCPSPLF

v RUNRMTCMD (REXEC �ß�)

����iα���M≤UCU���G

v b TCP/IP Dqúϕñ�n²C

v b TCP/IP �eϕñ� *DFTROUTE n²Cϕ������Oú��⌠⌠
Aoi

²���ΘJU�ñ�It�� IP �}C���izLo�w]⌠��q��p�

���⌠⌠C

v ��W�°A�tmCo�Σ�i²⌠⌠ñ�t@�°A�MΣ����DqúW

�C

v ��t�ϕµC

z���ε�����isWn²�o�ϕµñAH��≤z�tmCz]��A�

ϕµn²Mtm�⌠��[C

�z��A�Ais� ILE C s����µ���α≈��@�is�� TCP � UDP

≡� socket {íCziH¡ε∩≤ QSYSINC ��wñºUC socket �	��s�A

��o�N�Ko≤�x°C

v SYS

v NETINET

v H

v ARPA

v socket P SSL

bA�{íΦ	AziH
�¡εUCA�{í���A�¡ε socket P SSL ��{

í (wgLs�) ���C

v QSOSRV1

v QSOSRV2

v QSOSKIT(SSL)

v QSOSSLSR(SSL)

A�{íbXf
π���v¡ *USEA²ziN�v¡�≤� *EXCLUDE (�Σª

�)C
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� 14 � O@u@�s	�w�

bz�t����ñA�\hHú���Hqú (PC)A��@�L��u@�CL��

��uπb PC ñ⌡µAL�]�� PC �s� iSeries °A�C

N PC s�� iSeries °A��jí≈ΦkAúαú�WLu@����αú��\αC

� PC 
O iSeries �π��Aiú�
���µ�í�nJÑq@�C� A∩ iSeries

°A�&ÑA� PC ]n
Ot@íqúAiú��ⁿ��αeM��{	IsÑ\

αC

@�@� iSeries °A�w��z�Az���DUC��G

v s�≤t�� PC ����α���\α

v PC ����αs�� iSeries °A�Ω�

pGz��w∩o�\α��nz� iSeries °A�w�[cAziHú⌡µiÑ PC \

α (	p��αeM��{	Is)C]\z�����OnbO@t�ΩT�P
Ae

\⌡µiÑ PC \αCUCDDí�P PC s��÷�Yzw�
DC


εu@�fr

�ΩTN��w��z��⌠ PC fr�ΦkC

O@u@�Ω�s	�w�

�� PC �ß�nΘ��@�Ω�¿�xs°A�W�ΩTCpGns� iSeries Ω�

w��APC �����	�@��¡Bwq}n��	CzLh��ß�/°A�nΘ

���αe\αAPC ���iHb°A�M PC ºí�s��CzLΩ�ws�\αA

	p DDM �B�� SQLA� ODBC X�{íAPC ���iHs�°A�ñ�Ω�C

bo�⌠�ñAziH��{í�dIM�⌠ PC ���s�°A�Ω��nDCϕn

D�� DDM�
Azb�eíΩ��zs� (DDMACC) ⌠⌠��ñⁿw⌡X{íC

∩≤Y� PC ��αeΦkAz��u�ß�nDs� (PCSACC)v⌠⌠���ⁿw⌡

X{íCz]iHⁿw PCSACC(*REGFAC) ���nO\αCϕnD��Σª°A�

\α�s�Ω�
AziH�� WRKREGINF ⁿO�nOo�°A�\α�⌡X{íC

úLA⌡X{íiα�°]pAª��°¿ΩC⌡X{íLk@�½≤v¡��NΦ

�A½≤v¡�]pOnO@z�½≤A²ªKⁿ⌠≤����≥	v�s�C

���ß�nΘA	p IBM iSeries Access for WindowsA��πX��t��xsM

s� iSeries °A�ñ�Ω�CzLπX��t�APC ���α�e÷a��°A�C

½≤v¡
�o≤�½nCzLπX��t�Aπ�¼≈v¡����iHN°A�

��wϕ@@� PC �²��°C�µ���M�sⁿOAi�YNΩ�q iSeries °

A���w�� PC �²ñA)ºτMCt�
���≤Ω�µíC

�:

1. ziH��	vMµ��ε QSYS.LIB ��t�ñº½≤���C��\� 88��

y¡εs� QSYS.LIB ��t�zA�o��ΩTC
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2. � 83��� 11 �, y�� πX��t� �O@��zú�÷≤πX��t�º

w�DD���ΩTC

πX��t��Oqb≤ª��µ�Aú
∩����nΘ}o�ú@�CzLµ@

�	A���i��h�⌠���½≤CPC ���ú	nSϕnΘ� API Yis�½

≤C�)aAPC ���iH��⌠x� PC ⁿO� yI÷z \α�����½≤C

∩≤��s� PC �t�&ÑA@ΣO∩≤��ß�nΘ��πX��t��t�&

ÑAn�½≤v¡[cD
½nC�≤w�≈επX� OS/400 ú�ñA]�A⌠≤s

�Ω��nDú
gLv¡�d{	Cv¡�dA�≤⌠≤���nDA]A�≤�

�⌠≤Φk�Ω�s�C

π
u@�s��½≤v¡

ϕz]m½≤v¡
Az	n�⌠�v¡ú�
 PC �����e�≤C	pAϕ��

�	���� *USE v¡
A���YiH�°�CL��ñ�Ω�C���úα�≤

��ñ�ΩTA�Rú��C∩≤ PC ���&ÑA�°My¬�zS�úPAª�ú


ú�¼≈�v¡A²���b PCW������C²oiαúOzQn�C

∩≤Y�½n��Aziα��N��v¡]w� *EXCLUDEA��ε���Uⁿª

�CºßAziHú�t@�ΦkA²���b°A�ñy�°z��A	p���

�v¡�\αϕM{íC

t@��εUⁿ�∩�AO�� PC �����°A� (µ�ínJH �\α) \α


�⌡µ�⌡X{íCziH��u�≤⌠⌠�� (CHGNETA)vⁿOAb PCSACC ⌠

⌠��ñⁿw@�⌡X{íCz]iH��u��t�nOΩT (WRKREGINF)vⁿO

�nO⌡X{íC ≤���ΦkA° PC p≤s�zt�ñ�Ω�H� PC ����

�ß�{í&wC⌡X{í (QIBM_QPWFS_FILE_SERV) A�≤ iSeries Access H�

Net Server s� IFSC�Lk�ε��Σª≈ε (
O FTP � ODBC) q PC s�C

q
APC nΘ]
ú�Wⁿ�\αA]����iHN PC �Ω��s�°A�Ω�

w��CpGz���T]mz�v¡[cAPC ���iα
H PC ñ�Ω���\

���ñ���Ω�C��Vⁿw *CHANGE v¡C��\ iSeries Security Reference

@�ñ�u
² DvAHA���@��	n�v¡C

iSeries ΩTñ� ú�÷≤ PC \α�v¡M⌡X{íº�����ΩTC����\

� xii��y²M°≤P�÷ΩTzC

��{í�z

u��{í�zvOuiSeries ΓΦ�v(iSeries °A����í����	 (GUI)) �@

�∩��w��≤Cu��{í�zvi²t��z�bSw�°A�WA�ε��

�Ms�iH���\α���{íCo]A�εg��ß�s�Σ°A�����

iH���\αC�o�N�OApGzq Windows �ß�s�°A�Ah iSeries °

A����&D Windows ���Mwi��z�\αC

p	uiSeries ΓΦ���{í�zv��πσ≤A��
 iSeries ΩTñ� -> su�

iSeries --> s�Φí --> iSeries ΓΦ�

(../html/as400/v5r2/ic2924/info/rzaj3/rzaj3overview.htm)C
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�h�z
�hO�z�b�ß� PC WtmnΘ
i���uπC�hiHb PC W¡ε���

iHs��\αM��{í�≤C�h]iH���RO�Y�����Y� PC ��

�tmC

�: u�hv�ú�°A�Ω���εC�húO°A�w����NC�hi��
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