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About Security Reference (SC41-5302)

This book provides information about planning, setting up, managing, and auditing security on your
iSeries” system. It describes all the features of security on the system and discusses how security features
relate to other aspects of the system, such as work management, backup and recovery, and application
design.

This book does not provide complete operational instructions for setting up security on your system. For
a step-by-step example of setting up security, consult the iSeries Information Center (see‘”Prere;uisitel
land related information” on page xvi) and the Tips and Tools for Securing Your iSeries, SC41-5300-07 book.
Information about planning and setting up Basic System Security and Planning can also be found in the
Information Center (see [“Prerequisite and related information” on page xvi.

This book does not provide complete information about planning for IBM® Lotus® Domino® users. For
Lotus Domino users, see the URL http://www.lotus.com/ldd/doc. This Web site provides information
about IBM Lotus Notes®, Lotus Domino, and IBM Lotus Domino for iSeries. From this web site, you can
download information in Domino database (.NSF) and Adobe Acrobat (.PDF) format, search databases,
and find out how to obtain printed manuals.

This book does not contain complete information about the application programming interfaces (APIs)
that are available to access security information. APIs are described in the [[Information Center] This topic
does not contain information about the Internet. For information about considerations when you connect
your system to the Internet see the IBM SecureWay®: iSeries and the Internet in the Information Center
(see [“Prerequisite and related information” on page xvi). .

For a list of related publications, see the|“Related information” on page 609

Who should read this book

The primary audience for this book is the security administrator.

[Chapter 9, “Auditing Security on the iSeries System,” on page 223|is intended for anyone who wants to
perform a security audit of the system.

This book assumes you are familiar with entering commands on the system. To use some of the examples
in this book, you need to know how to:

* Edit and create a control language (CL) program.
* Use a query tool, such as the Query/400 licensed program.

The information in the following chapters can help the application programmer and systems
programmers understand the relationship between security and application and system design:

Chapter 5, “Resource Security,” on page 109

Chapter 6, “Work Management Security,” on page 169|

Chapter 7, “Designing Security,” on page 189

Chapter 8, “Backup and Recovery of Security Information,” on page 213

Conventions and terminology used in this book

The iSeries displays in this book can be shown as they are presented through iSeries Navigator, which is
part of iSeries Access for Windows® on the personal computer. The example displays in this book can
also be shown without iSeries Navigator available.
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For more information about using iSeries Navigator, refer to the iSeries Information Center
(sed”Prerequisite and related information”).

Prerequisite and related information

Use the iSeries Information Center as a starting point for your iSeries information needs. It is available in

either of the following ways:

* The Internet at this uniform resource locator (URL) address:
http://www.ibm.com/eserver/iseries/infocenter

¢ On CD-ROM: SK3T-4090-00, iSeries Information Center. This package also includes the PDF versions

of iSeries manuals (SK3T-4092-00, iSeries Information Center: Supplemental Manuals), which replaces
the Softcopy Library CD-ROM.

The iSeries Information Center contains advisors and important topics such as CL commands, system
application programming interfaces (APIs), logical partitions, clustering, Java", TCP/IP, Web serving, and
secured networks. It also includes links to related IBM Redbooks™ and Internet links to other IBM Web
sites such as the Technical Studio and the IBM home page.

With every new hardware order, you receive the following CD-ROM information:

* SK3T-4096-00, iSeries Installation and Service Library. This CD-ROM contains PDF manuals needed
for installation and system maintenance of an IBM @server iSeries.

e iSeries Setup and Operations CD-ROM, SK3T-4098-02. This CD-ROM contains IBM iSeries Access for
Windows and the EZ-Setup wizard. iSeries Access Express offers a powerful set of client and server
capabilities for connecting PCs to iSeries servers. The EZ-Setup wizard automates many of the iSeries
setup tasks.

For a list of related publications, see the|“Related information” on page 609

iSeries Navigator

Use the iSeries Information Center as your starting point for iSeries technical information.

You can access the Information Center two ways:
* From the following Web site:
http://www.ibm.com/eserver/iseries/infocenter
* From the iSeries Information Center, SK3T-4091-04 CD-ROM. This CD-ROM ships with your new iSeries

hardware or IBM i5/0S software upgrade order. You can also order the CD-ROM from the IBM
Publications Center:

http://www.ibm.com/shop/publications/order

The iSeries Information Center contains new and updated iSeries information such as software and
hardware installation, Linux ', WebSphere®, Java, high availability, database, logical partitions, CL
commands, and system application programming interfaces (APIs). In addition, it provides advisors and
finders to assist in planning, troubleshooting, and configuring your iSeries hardware and software.

With every new hardware order, you receive the iSeries Setup and Operations CD-ROM, SK3T-4098-02. This
CD-ROM contains IBM @server iSeries Access for Windows and the EZ-Setup wizard. iSeries Access
Family offers a powerful set of client and server capabilities for connecting PCs to iSeries servers. The
EZ-Setup wizard automates many of the iSeries setup tasks.
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How to send your comments

Your feedback is important in helping to provide the most accurate and high-quality information. If you
have any comments about this book or any other iSeries documentation, fill out the readers” comment
form at the back of this book.

 If you prefer to send comments by mail, use the readers’ comment form with the address that is
printed on the back. If you are mailing a readers” comment form from a country or region other than
the United States, you can give the form to the local IBM branch office or IBM representative for
postage-paid mailing.
* If you prefer to send comments by FAX, use either of the following numbers:
— United States, Canada, and Puerto Rico: 1-800-937-3430
— Other countries or regions: 1-507-253-5192
 If you prefer to send comments electronically, use one of these e-mail addresses:
— Comments on books:
RCHCLERK®@us.ibm.com
— Comments on the iSeries Information Center:
RCHINFOC®@us.ibm.com

Be sure to include the following:

¢ The name of the book or iSeries Information Center topic.

* The publication number of a book.

* The page number or topic of a book to which your comment applies.
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What’s new for V5R3

Two new general security system values

With the addition of two new security system values, the Scan File Systems (QSCANEFS) system value
and the Scan File Systems Control (QSCANFSCTL) system value, you can enable tools to scan the files
that reside in the integrated file system. Once the virus is detected, you can take the appropriate action to
eliminate the virus.

The Scan File Systems (QSCANEFS) system value allows you to specify the integrated file system in which
objects will be scanned. Integrated file system scanning is enabled when exit programs are registered
with any of the integrated file system scan-related exit points.

The Scan File Systems Control (QSCANFSCTL) system value controls the [integrated file system| scanning
that is enabled when exit programs are registered with any of the integrated file system scan-related exit
points.

New system value that controls auditing

The Auditing Level Extension (QAUDLVL?2) system value, along with the Auditing Level (QAUDLVL)
system value, determines which security-related events are logged to the security audit journal
(QAUDJRN) for all system users. The QAUDLVL?2 system value is required when more than sixteen
auditing values are needed.

New user profile parameter fields

The Local Password Management parameter field specifies whether the user profile password should be
managed locally. If you do not want to manage the password locally, the password value is still sent to
other IBM products that do password synchronization. If you are not managing passwords locally then

the local password is set to *NONE.

The EIM Association parameter field specifies whether an EIM (Enterprise Identity Mapping) association
should be added to an EIM identifier for the user.
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Chapter 1. Introduction to iSeries Security

The @server family of systems covers a wide range of users. A small system might have three to five
users, and a large system might have several thousand users. Some installations have all their
workstations in a single, relatively secure, area. Others have widely distributed users, including users
who connect by dialing in and indirect users connected through personal computers or system networks.

Security on the iSeries system is flexible enough to meet the requirements of this wide range of users and
situations. You need to understand the features and options available so that you can adapt them to your
own security requirements. This chapter provides an overview of the security features on the system.

System security has three important objectives:

Confidentiality:
* Protecting against disclosing information to unauthorized people.
* Restricting access to confidential information.

* Protecting against curious system users and outsiders.

Integrity:

* Protecting against unauthorized changes to data.

* Restricting manipulation of data to authorized programs.
* Providing assurance that data is trustworthy.

Availability:
* Preventing accidental changes or destruction of data.
* Protecting against attempts by outsiders to abuse or destroy system resources.

System security is often associated with external threats, such as hackers or business rivals. However,
protection against system accidents by authorized system users is often the greatest benefit of a
well-designed security system. In a system without good security features, pressing the wrong key might
result in deleting important information. System security can prevent this type of accident.

The best security system functions cannot produce good results without good planning. Security that is
set up in small pieces, without planning, can be confusing. It is difficult to maintain and to audit.
Planning does not imply designing the security for every file, program, and device in advance. It does
imply establishing an overall approach to security on the system and communicating that approach to
application designers, programmers, and system users.

As you plan security on your system and decide how much security you need, consider these questions:
* Is there a company policy or standard that requires a certain level of security?

* Do the company auditors require some level of security?

* How important is your system and the data on it to your business?

* How important is the error protection provided by the security features?

* What are your company security requirements for the future?

To facilitate installation, many of the security capabilities on your system are not activated when your
system is shipped. Recommendations are provided in this book to bring your system to a reasonable level
of security. Consider the security requirements of your own installation as you evaluate the
recommendations.
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Physical Security

Physical security includes protecting the system unit, system devices, and backup media from accidental
or deliberate damage. Most measures you take to ensure the physical security of your system are external
to the system. However, the system is equipped with a keylock that prevents unauthorized functions at
the system unit.

Note: You must order the keylock feature on some models.

Physical security is described in the Information Center (see [“Prerequisite and related information” on|
for details).

Keylock Security

The keylock on the 940x control panel controls access to various system control panel functions. The
keylock position can be retrieved and changed under program control by using either of the following:

* Retrieve IPL Attributes (QWCRIPLA) API
* Change IPL Attributes (CHGIPLA) command
This allows the remote user access to additional functions available at the control panel. For example, it

controls where the machine will IPL from and to what environment, either OS/400® or Dedicated Service
Tools (DST).

The OS/400 System Value, QRMTSRVATR, controls the remote access. This value is shipped defaulted to
off which will not allow the keylock to be overridden. The system value can be changed to allow remote
access, but does require *SECADM and *ALLOBJ special authorities to change.

Security Level

You can choose how much security you want the system to enforce by setting the security level
(QSECURITY) system value. The system offers five levels of security:

Level 10:
Level 10 is no longer supported. See [Chapter 2, “Using System Security (QSecurity) System|
[Value,” on page 7| for information about security levels (10, 20, 30, 40, and 50).

Level 20:
The system requires a user ID and password for sign-on. All users are given access to all objects.

Level 30:
The system requires a user ID and password for sign-on. The security of resources is enforced.

Level 40:
The system requires a user ID and password for sign-on. The security of resources is enforced.
Additional integrity protection features are also enforced.

Level 50:
The system requires a user ID and password for sign-on. The security of resources is enforced.
Level 40 integrity protection and enhanced integrity protection are enforced. Security level 50 is
intended for iSeries systems with high security requirements, and it is designed to meet C2
security requirements.

The sistem security levels are described in [Chapter 2, “Using System Security (QSecurity) System Value,”]

on page 7.
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System Values

System values allow you to customize many characteristics of your system. A group of system values are
used to define system-wide security settings. For example, you can specify:

* How many sign-on attempts you allow at a device.

* Whether the system automatically signs off an inactive workstation.
* How often passwords need to be changed.

* The length and composition of passwords.

The system values that relate to security are described in [Chapter 3, “Security System Values,” on page|

Signing

A key component of security is integrity: being able to trust that objects on the system have not been
tampered with or altered. Your operating system software is protected by digital signatures, and now you
can reinforce integrity by signing software objects which you rely on. (For more information about using
signing to protect your system, see Tips and Tools for Securing Your iSeries.) This is particularly important if
the object has been transmitted across the internet or stored on media which you feel might have been
modified. The digital signature can be used to detect if the object has been altered.

Digital signatures, and their use for verification of software integrity, can be managed according to your
security policies using the Verify Object Restore (QVFYOBJRST) system value, the Check Object Integrity
(CHKOBJITG) command, and the Digital Certificate Manager tool. Additionally, you can choose to sign
your own programs (all licensed programs shipped with the iSeries are signed). DCM is described in the
Information Center (see [‘Prerequisite and related information” on page xvil for details).

New for V5R2, you can restrict adding digital signatures to a digital certificate store using the Add
Verifier API and restrict resetting passwords on the digital certificate store. System Service Tools (SST)
provides a new menu option, entitled "Work with system security” where you can restrict adding digital
certificates.

Single sign-on enablement

In today’s heterogeneous networks with partitioned servers and multiple platforms, administrators must
cope with the complexities of managing identification and authentication for network users. IBM’s new
infrastructure and exploitation of it in iSeries helps administrators, users, and application programmers to
much more cheaply and easily manage these identification and authentication.

To enable a single sign-on environment, IBM provides two technologies that work together to allow users
to sign in with their Windows username and password and be authenticated to iSeries systems in the
network. Network authentication service and Enterprise Identity Mapping (EIM) are the two technologies
that an administrator must configure to enable a single sign-on environment. Windows 2000, XP, AIX®,
and zSeries® use Kerberos protocol to authenticate users to the network. A secure, centralized server,
called a key distribution center, authenticates principals (Kerberos users) to the network.

While network authentication service allows an iSeries system to participate in that Kerberos realm, EIM
provides a mechanism for associating these Kerberos principals to a single EIM identifier that represents
that user within the entire enterprise. Other user identities, such as an OS/400 username, can also be
associated with this EIM identifier. When a user signs onto the network and accesses an iSeries system,
he or she is not prompted for a userid and password. If the Kerberos authentication is successful,
applications can look up the association to the EIM identifier to find the OS/400 username. The user no
longer needs a password to iSeries applications and functions because the user is already authenticated
through the Kerberos protocol. Administrators can centrally manage user identities with EIM while
network users need only to manage one password. You can enable single sign-on by configuring network
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authentication service and Enterprise Identity Mapping (EIM) on your iSeries system. To review a
scenario that shows how to set up a single sign-on environment, see the Information Center topic,
Scenario: Enable single sign-on. (Security—>Network authentication service—>Network authentication
service scenarios—>Scenario: Enable single sign-on). See ['Prerequisite and related information” on page|
for more information about accessing the Information Center.

User Profiles

Every system user has a user profile. At security level 10, the system automatically creates a profile when
a user first signs on. At higher security levels, you must create a user profile before a user can sign on.

The user profile is a powerful and flexible tool. It controls what the user can do and customizes the way
the system appears to the user. Following are descriptions of a few important security features of the user
profile:

Special authority
Special authorities determine whether the user is allowed to perform system functions, such as
creating user profiles or changing the jobs of other users.

Initial menu and initial program
The initial menu and program determine what the user sees after signing on the system. You can
limit a user to a specific set of tasks by restricting the user to an initial menu.

Limit capabilities
The limit capabilities field in the user profile determines whether the user can enter commands
and change the initial menu or initial program when signing on.

User profiles are discussed in [Chapter 4, “User Profiles,” on page 55|

Group Profiles

A group profile is a special type of user profile. You can use a group profile to define authority for a
group of users, rather than giving authority to each user individually. A group profile can own objects on
the system. You can also use a group profile as a pattern when creating individual user profiles by using
the copy profile function.

“Planning Group Profiles” on page 208 discusses using group authority. ["Group Ownership of Objects”|
on page 11§ discusses what objects should be owned by group profiles. ['Primary Group for an Object”|
on page 119 discusses using primary group and primary group authority for an object. [’Copying User|
Profiles” on page 97| describes how to copy a group profile to create an individual user profile.

Resource Security

Resource security on the system allows you to define who can use objects and how those objects can be
used. The ability to access an object is called authority. You can specify detailed authorities, such as
adding records or changing records. Or you can use the system-defined subsets of authorities: *ALL,
*CHANGE, *USE, and *EXCLUDE.

Files, programs, and libraries are the most common objects requiring security protection, but you can
specify authority for any object on the system. Following are descriptions of the features of resource
security:

Group profiles
A group of similar users can share the same authority to use objects.

Authorization lists
Objects with similar security needs can be grouped on one list; authority can be granted to the
list rather than to the individual objects.
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Object ownership
Every object on the system has an owner. Objects can be owned by an individual user profile or
by a group profile. Correct assignment of object ownership helps you manage applications and
delegate responsibility for the security of your information.

Primary group
You can specify a primary group for an object. The primary group’s authority is stored with the
object. Using primary groups may simplify your authority management and improve authority
checking performance.

Library authority
You can put files and programs that have similar protection requirements into a library and
restrict access to that library. This is often easier than restricting access to each individual object.

Directory authority
You can use directory authority in the same way that you use library authority. You can group
objects in a directory and secure the directory rather than the individual objects.

Object authority
In cases where restricting access to a library or directory is not specific enough, you can restrict
authority to access individual objects.

Public authority
For each object, you can define what kind of access is available for any system user who does not
have any other authority to the object. Public authority is an effective means for securing
information and provides good performance.

Adopted authority
Adopted authority adds the authority of a program owner to the authority of the user running
the program. Adopted authority is a useful tool when a user needs different authority for an
object, depending on the situation.

Authority holder
An authority holder stores the authority information for a program-described database file. The
authority information remains, even when the file is deleted. Authority holders are commonly
used when converting from the System/36 ", because System /36 applications often delete files
and create them again.

Field level authority
Field level authorities are given to individual fields in a database file. This authority is managed
through an SQL.

Resource security is described in [Chapter 5, “Resource Security,” on page 109|

Security Audit Journal

Several functions exist on the system to help you audit the effectiveness of security. In particular, the
system provides the ability to log selected security-related events in a security audit journal. Several
system values, user profile values, and object values control which events are logged.

[Chapter 9, “Auditing Security on the iSeries System,” on page 223| provides information about auditing
security.

C2 Security

By using security level 50 and following the instructions in the Security - Enabling for C2, SC41-5303-00,
you can bring a Version 4 Release 4 iSeries system to a C2 level of security. C2 is a security standard
defined by the U.S. government in the Department of Defense Trusted System Evaluation Criteria (DoD
5200.28.5TD).
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In October, 1995, iSeries formally received a C2 security rating from the United States Department of
Defense. The C2 rating is for V2R3 of OS/400, SEU, Query/400, SQL, and Common Cryptographic
Architecture Services/400. The C2 rating was awarded after a rigorous, multi-year period of evaluation.
iSeries is the first system to achieve a C2 rating for a system (hardware and operating system) with an
integrated, full-function database.

In 1999, iSeries received a C2 rating for Version 4 Release 4 of OS/400 (with feature code 1920), SEU,
Query /400, SQL, TCP/IP Utilities, Cryptographic Access Provider, and Advanced Series Hardware. A
limited set of TCP/IP communication functions between iSeries, attached to a local area network, were
included in the evaluation.

To achieve a C2 rating, a system must meet strict criteria in the following areas:
* Discretionary access control

* User accountability

* Security auditing

e Resource isolation

Independent disk pool

Independent disk pools provide the ability to group together storage that can be taken offline or brought
online independent of system data or other unrelated data. The terms independent auxiliary storage pool
(ASP) and independent disk pool are synonymous. An independent disk pool can be either switchable
among multiple systems in a clustering environment or privately connected to a single system. For V5R2,
functional changes to independent disk pools have security implications on your system. For example,
when you perform a CRTUSRPREF, you cannot create a user profile (“USRPRF) into an independent disk
pool. However, when a user is privately authorized to an object in the independent disk pool, is the
owner of an object on an independent disk pool, or is the primary group of an object on an independent
disk pool, the name of the profile is stored on the independent disk pool. If the independent disk pool is
moved to another system, the private authority, object ownership, and primary group entries will be
attached to the profile with the same name on the target system. If a profile does not exist on the target
system, a profile will be created. The user will not have any special authorities and the password will be
set to “NONE.

Independent disk pools have been enhanced to provide support for library-based objects. In previous
releases, independent disk pools supported user-defined file systems (UDFS) only. However several
objects are not allowed on independent disk pools. For a complete list of supported and unsupported
objects, see Supported and unsupported OS/400 object types topic in the Information Center. (Systems
management—>Independent disk pools—>Concepts—>Restrictions and considerations—>Supported
and unsupported OS/400 object types)
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Chapter 2. Using System Security (QSecurity) System Value

This chapter discusses the security level (QSECURITY) system value and the issues associated with it.

Overview:

Purpose:
Specify level of security to be enforced on the system.

How To:
WRKSYSVAL *SEC (Work with System Values command) or Menu SETUP, option 1
(Change System Options)

Authority:
*ALLOBJ and *SECADM

Journal Entry:
SV

Note: Before changing on a production system, read appropriate section on migrating from
one level to another.

The system offers five levels of security:

10 No system-enforced security

Note: You cannot set the system value QSECURITY to security level 10.
20 Sign-on security

30 Sign-on and resource security
40 Sign-on and resource security; integrity protection
50 Sign-on and resource security; enhanced integrity protection.

Your system is shipped at level 40, which provides sign-on and resource security and provides integrity
protection. For more information, see [“Security Level 40” on page 11

If you want to change the security level, use the Work with System Values (WRKSYSVAL) command. The
minimum security level you should use is 30. However, level 40 or higher is recommended. The change
takes effect the next time you perform an initial program load (IPL). compares the levels of
security on the system:

Table 1. Security Levels: Function Comparison

Function Level 20 Level 30 Level 40 Level 50
User name required to sign on. Yes Yes Yes Yes
Password required to sign on. Yes Yes Yes Yes
Password security active. Yes Yes Yes Yes
Menu and initial program security active. Yes' Yes' Yes' Yes!
Limit capabilities support active. Yes Yes Yes Yes
Resource security active. No Yes Yes Yes
Access to all objects. Yes No No No
User profile created automatically. No No No No
Security auditing capabilities available. Yes Yes Yes Yes
Programs that contain restricted instructions cannot be created Yes Yes Yes Yes

or recompiled.
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Table 1. Security Levels: Function Comparison (continued)

Function Level 20 Level 30 Level 40 Level 50
Programs that use unsupported interfaces fail at run time. No No Yes Yes
Enhanced hardware storage protection supported. No No Yes Yes
Library QTEMP is a temporary object. No No No No
*USRSPC, *USRIDX, and *USRQ objects can be created only Yes Yes Yes Yes
in libraries specified in the QALWUSRDMN system value.

Pointers used in parameters are validated for user domain No No Yes Yes
programs running in system state.

Message handling rules are enforced between system and No No No Yes
user state programs.

A program’s associated space cannot be directly modified. No No Yes Yes
Internal control blocks are protected. No No Yes Yes ?
! When LMTCPB(*YES) is specified in the user profile.

2 At level 50, more protection of internal control blocks is enforced than at level 40. See

[Modification of Internal Control Blocks” on page 17|

The system security level determines what the default special authorities are for each user class. When
you create a user profile, you can select special authorities based on the user class. Special authorities are
also added and removed from user profiles when you change security levels.

These special authorities can be specified for a user:

*ALLOB]J
All-object special authority gives a user authority to perform all operations on objects.

*AUDIT
Audit special authority allows a user to define the auditing characteristics of the system, objects,
and system users.

*IOSYSCFG
System configuration special authority allows a user to configure input and output devices on the
system.

*JOBCTL
Job control special authority allows a user to control batch jobs and printing on the system.

*SAVSYS
Save system special authority allows a user to save and restore objects.

*SECADM
Security administrator special authority allows a user to work with user profiles on the system.

*SERVICE
Service special authority allows a user to perform software service functions on the system.

*SPLCTL
Spool control special authority allows unrestricted control of batch jobs and output queues on the
system.

New for V5R2, you can also restrict users with *SECADM and *ALLOB]J authorities from changing this
security related system value with the CHGSYSVAL command. You can specify this restriction in the
System Service Tools (SST) with the "Work with system security” option.

Note: This restriction applies to several other system values.
For details on how to restrict changes to security system values and a complete list of the affected system
values, see|Chapter 3: "Security System Values'|
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shows the default special authorities for each user class. The entries indicate that the authority is
given at security levels 10 and 20 only, at all security levels, or not at all.

Table 2. Default Special Authorities for User Classes by Security Level

User Classes

Special

Authority *SECOFR *SECADM *PGMR *SYSOPR *USER
*ALLOB]J All 10 or 20 10 or 20 10 or 20 10 or 20
*AUDIT All

*JOSYSCFG All

*JOBCTL All 10 or 20 10 or 20 All

*SAVSYS All 10 or 20 10 or 20 All 10 or 20
*SECADM All All

*SERVICE All

*SPLCTL All

Note: The topics [“User Class” on page 61| and [‘Special Authority” on page 66 provide more information
about user classes and special authorities.

Recommendations:

Security level 30 or higher is recommended because the system does not automatically give users access
to all resources. At lower security levels, all users are given *ALLOB]J special authority.

Also, at security level 30 (or below), users are able to call system interfaces that swap to QSECOFR user
profile or allow users access to resources that they would not normally be allowed to access. At security
level 40, users are not allowed to directly call these interfaces; therefore, security level 40 or higher is
strongly recommended.

Security level 40 provides additional integrity protection without affecting system performance.
Applications that do not run at security level 40 have a negative affect on performance at security level
30. They cause the system to respond to domain violations.

Security level 50 is intended for systems with very high security requirements. If you run your system at
security level 50, you may notice some performance effect because of the additional checking the system
performs.

Even if you want to give all users access to all information, consider running your system at security
level 30. You can use the public authority capability to give users access to information. Using security
level 30 from the beginning gives you the flexibility of securing a few critical resources when you need to
without having to test all your applications again.

Security Level 10

At security level 10, you have no security protection; therefore, security level 10 is not recommended by
IBM. Beginning in Version 4 Release 3, you cannot set your security level to 10. If your system is
currently at level 10, your system will remain at level 10 when you install Version 4 Release 3. If you
change the system level to some other value, you cannot change it back to level 10.

When a new user signs on, the system creates a user profile with the profile name equal to the user ID
specified on the sign-on display. If the same user signs on later with a different user ID, a new user
profile is created. shows the default values that are used when the system automatically

creates a user profile.
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The system performs authority checking at all levels of security. Because all user profiles created at
security level 10 are given *ALLOB]J special authority, users successfully pass every authority check and
have access to all resources. If you want to test the effect of moving to a higher security level, you can
remove *ALLOB]J special authority from user profiles and grant those profiles the authority to use specific
resources. However, this does not give you any security protection. Anyone can sign on with a new user
ID, and a new profile is created with *ALLOB]J special authority. You cannot prevent this at security level
10.

Security Level 20

Level 20 provides the following security functions:
* Both user ID and password are required to sign on.
* Only a security officer or someone with *SECADM special authority can create user profiles.

* The limit capabilities value specified in the user profile is enforced.

All profiles are created with *ALLOB] special authority at security level 20 by default. Therefore, security
level 20 is not recommended by IBM.

Changing to Level 20 from Level 10

When you change from level 10 to level 20, any user profiles that were automatically created at level 10
are preserved. The password for each user profile that was created at level 10 is the same as the user
profile name. No changes are made to the special authorities in the user profiles.

Following is a recommended list of activities if you plan to change from level 10 to level 20 after your
system has been in production:

¢ List all the user profiles on the system using the Display Authorized User (DSPAUTUSR) command.

* Either create new user profiles with standardized names or copy the existing profiles and give them
new, standardized names.

* Set the password to expired in each existing profile, forcing each user to assign a new password.

* Set password composition system values to prevent users from assigning trivial passwords.

* Review the default values in [Table 143|in [Appendix B|for any changes you want to make to the profiles
automatically created at security level 10.

Changing to Level 20 from a Higher Level

When you change from a higher security level to level 20, special authorities are added to the user
profiles. By doing this, the user has, at least, the default special authority for the user class. Refer to
[Table 2 on page 9 to see how special authorities differ between level 20 and higher security levels.

Attention: When you change to level 20 from a higher security level, the system adds *ALLOB] special
authority to every user profile. This allows users to view, change, or delete any object on the system.

Security Level 30

Level 30 provides the following security functions, in addition to what is provided at level 20:
* Users must be specifically given authority to use resources on the system.

* Only user profiles created with the *SECOEFR security class are given *ALLOB] special authority
automatically.

Changing to Level 30 from a Lower Level

When you change to security level 30 from a lower security level, the system changes all user profiles the
next time you perform an IPL. Special authorities that the user was given at 10 or 20, but would not have
at 30 or above, are removed. Special authorities that the user was given that are not associated with their
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user class are not changed. For example, *ALLOB]J special authority is removed from all user profiles
except those with a user class of *SECOFR. See [Table 2 on page 9 for a list of the default special
authorities and the differences between level 10 or 20 and the higher security levels.

If your system has been running applications at a lower security level, you should set up and test
resource security before changing to security level 30. Following is a recommended list of activities:

* For each application, set the appropriate authorities for application objects.

¢ Test each application using either actual user profiles or special test user profiles:

— Remove *ALLOBJ special authority from the user profiles used for testing.

journal.

Grant appropriate application authorities to the user profiles.
Run the application using the user profiles.

Check for authority failures either by looking for error messages or by using the security audit

* When all applications run successfully with test profiles, grant the appropriate authorities for
application objects to all production user profiles.

 If the QLMTSECOEFR (limit security officer) system value is 1 (Yes), users with *ALLOB] or *SERVICE
special authority must be specifically authorized to devices at security level 30 or higher. Give these
users *CHANGE authority to selected devices, give QSECOFR *CHANGE authority to the devices, or
change the QLMTSECOEFR system value to 0.

* Change the security level on your system and perform an initial program load (IPL).

If you want to change to level 30 without defining individual object authorities, make the public
authority for application objects high enough to run the application. Run application tests to make sure

no authority failures occur.

Note: See the topic [“Defining How Information Can Be Accessed” on page 110|for more information

about object authorities.

Security Level 40

Security level 40 prevents potential integrity or security risks from programs that can circumvent security
in special cases. Security level 50 provides enhanced integrity protection for installations with strict
security requirements. compares how security functions are supported at levels 30, 40, and 50.
These functions are explained in more detail in the sections that follow.

Table 3. Comparison of Security Levels 30, 40, and 50

Scenario Description Level 30 Level 40 Level 50

A program attempts to access objects using ~ AF journal entry ' AF journal entry '; AF journal entry ';

interfaces that are not supported. operation fails. operation fails.

A program attempts to use a restricted AF journal entry ' AF journal entry '; AF journal entry ';

instruction. operation fails. operation fails.

The user submitting a job does not have AF journal entry ! AF journal entry '; job AF journal entry ; job

*USE authority to the user profile specified does not run. does not run.

in the job description.

A user attempts default sign-on without a AF journal entry ' AF journal entry '; AF journal entry ';

user ID and a password. sign-on is not sign-on is not
successful. successful.

A *USER state program attempts to write to  Attempt is successful. ~AF journal entry; > AF journal entry; '~

system area of disk defined as read-only or operation fails. operation fails. >

no access.
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Table 3. Comparison of Security Levels 30, 40, and 50 (continued)

Scenario Description

Level 30

Level 40

Level 50

An attempt is made to restore a program
that does not have a validation value. >

No validation is
performed. Program
must be retranslated
before it can be used.

No validation is
performed. Program
must be retranslated
before it can be used.

No validation is
performed. Program
must be retranslated
before it can be used.

An attempt is made to restore a program
that has a validation value.

An attempt is made to change a program’s  Attempt is successful. ~AF journal entry;'? AF journal entry;'?
associated space. operation fails.” operation fails.”
An attempt is made to change a job’s Attempt is successful. ~ AF journal entry;'>  AF journal entry;'
address space. operation fails.” operation fails.”

A user state program attempts to call or Attempt is successful.  AF journal entry;'? AF journal entry;'?
transfer control to a system domain program. operation fails.” operation fails.”
An attempt is made to create a user domain Operation fails. Operation fails. Operation fails.
object of type *USRSPC, *USRIDX, or *USRQ
in a library not included in the
QALWUSRDMN system value.

A user state program sends an exception
message to a system state program that is
not immediately above it in the program
stack.

Program validation is Program validation is Program validation is
performed. performed. performed.

Attempt is successful. Attempt is successful. Operation fails.

A parameter is passed to a user domain Attempt is successful. Parameter validation = Parameter validation
program running in the system state. is performed. is performed.

An IBM*-supplied command is changed to ~ Attempt is successful. ~AF journal entry;'**  AF journal entry;">*
run a different program using the CHGCMD operation fails.>* operation fails.>*
command. The command is changed again

to run the original IBM-supplied program,

which is a system domain program. A user

attempts to run the command.

1 An authority failure (AF) type entry is written to the audit (QAUDJRN) journal, if the auditing function is

active. See for more information about the audit function.
If the processor supports enhanced hardware storage protection.
Programs created before Version 1 Release 3 do not have a validation value.

When you change an IBM-supplied command, it can no longer call a system domain program.

If you use the auditing function at lower security levels, the system logs journal entries for most of the
actions shown in[Table 3 on page 11} except those detected by the enhanced hardware protection function.
You receive warnings in the form of journal entries for potential integrity violations. At level 40 and
higher, integrity violations cause the system to fail the attempted operation.

Preventing the Use of Unsupported Interfaces

At security level 40 and higher, the system prevents attempts to directly call system programs not
documented as call-level interfaces. For example, directly calling the command processing program for
the SIGNOFF command fails.

The system uses the domain attribute of an object and the state attribute of a program to enforce this
protection:

* Domain:

Every object belongs to either the *SYSTEM domain or the *USER domain. *SYSTEM domain objects
can be accessed only by *SYSTEM state programs or by *INHERIT state programs that are called by
*SYSTEM state programs.

12  iSeries Security Reference V5R3



You can display the domain of an object by using the Display Object Description (DSPOBJD) command
and specifying DETAIL(*FULL). You can also use the following commands:

— Display Program (DSPPGM) to display the domain of a program
— Display Service Program (DSPSRVPGM) to display the domain of a service program
* State:

Programs are either *SYSTEM state, *INHERIT state, or *“USER state. The *USER state programs can

directly access only *USER domain objects. Objects that are *SYSTEM domain can be accessed using

the appropriate command or application programming interface (API). The *SYSTEM and *INHERIT
states are reserved for IBM-supplied programs.

You can display the state of a program using the Display Program (DSPPGM) command. You can
display the state of a service program using the Display Service Program (DSPSRVPGM) command.

shows the domain and state access rules:

Table 4. Domain and State Access

Object Domain

Program State *USER *SYSTEM
*USER YES NO'!
*SYSTEM YES YES

! A domain or state violation causes the operation to fail at security level 40 and higher. At all security levels,

an AF type entry is written to the audit journal if the auditing function is active.

Journal Entry:

If the auditing function is active and the QAUDLVL system value includes *PGMFAIL, an authority
failure (AF) entry, violation type D, is written to the QAUDJRN journal when an attempt is made to use
an unsupported interface.

Protecting Job Descriptions

If a user profile name is used as the value for the User field in a job description, any jobs submitted with
the job description can be run with attributes taken from that user profile. An unauthorized user might
use a job description to violate security by submitting a job to run under the user profile specified in the
job description.

At security level 40 and higher, the user submitting the job must have *USE authority to both the job
description and the user profile specified in the job description, or the job fails. At security level 30, the
job runs if the submitter has *USE authority to the job description.

Journal Entry:

If the auditing function is active and the QAUDLVL system value includes *AUTFAIL, an AF entry,
violation type ], is written to the QAUDJRN journal when a user submits a job and is not authorized to
the user profile in a job description.

Signing On without a User ID and Password

At security level 30 and below, signing on by pressing the Enter key without a user ID and password is
possible with certain subsystem descriptions. At security level 40 and higher, the system stops any
attempt to sign on without a user ID and password. See the topic|‘Subsystem Descriptions” on page 175|
for more information about security issues associated with subsystem descriptions.

Journal Entry:
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An AF entry, violation type S, is written to the QAUD]JRN journal when a user attempts to sign on
without entering a user ID and password and the subsystem description allows it. (The attempt fails at
security level 40 and higher.)

Enhanced Hardware Storage Protection

Enhanced hardware storage protection allows blocks of system information located on disk to be defined
as read-write, read-only, or no access. At security level 40 and higher, the system controls how *USER
state programs access these protected blocks. This support is not available at security levels less than 40.

Enhanced hardware storage protection is supported on all iSeries models, except the following:
* All B models

* All C models

* D models: 9402 D04, 9402 D06, 9404 D10, and 9404 D20.

Journal Entry:

If the auditing function is active and the QAUDLVL system value includes *PGMFAIL, an AF entry,
violation type R, is written to the QAUDJRN journal when a program attempts to write to an area of disk
protected by the enhanced hardware storage protection feature. This support is available only at security
level 40 and higher.

Protecting a Program’s Associated Space

At security level 40 and higher, a user state program cannot directly change the associated space of a
program object.

Protecting a Job’s Address Space

At security level 50, a user state program cannot obtain the address for another job on the system.
Therefore, a user state program cannot directly manipulate objects associated with another job.

Validating Parameters

Interfaces to the operating system are system state programs in user domain. In other words, they are
programs that can be called directly by a user. When parameters are passed between user state and
system state programs, those parameters must be checked to prevent any unexpected values from
jeopardizing the integrity of the operating system.

When you run your system at security level 40 or 50, the system specifically checks every parameter
passed between a user state program and a system state program in the user domain. This is required for
your system to separate the system and user domain and to meet the requirements of a C2 level of
security. You may notice some performance effect because of this additional checking.

Validation of Programs Being Restored

When a program is created, the iSeries system calculates a validation value, which is stored with the
program. When the program is restored, the validation value is calculated again and compared to the
validation value that is stored with the program. If the validation values do not match, the actions taken
by the system are controlled by the QFRCCVNRST and QALWOBJRST system values.

In addition to a validation value, a program may optionally have a digital signature that can be verified
on restore. Any system actions related to digital signatures are controlled by the QVFYOBJRST and
QFRCCVNRST system values. The three system values, Verify Object on Restore (QVFYOBJRST), Force
Conversion on Restore (QFRCCVNRST) and Allow Object Restore (QALWOBJRST), act as a series of
filters to determine whether a program will be restored without change, whether it will be re-created
(converted) as it is restored, or whether it will not be restored to the system.
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The first filter is QVFYOBJRST system value. It controls the restore operation on some objects that can be
digitally signed. After an object is successfully checked and is validated by this system value, the object
proceeds to the second filter, QFRCCVNRST system value. This system value allows you to specify
whether to convert programs, service programs, or module objects during a restore operation. This
system value also prevents certain objects from being restored. Only when the objects have passed the
first two filters do they proceed to the final filter, QALWOBJRST system value. This system value controls
whether objects with security sensitive attributes can be restored.

Programs created for the iSeries can contain information that allows the program to be re-created at
restore time, without requiring the program source. Programs created for iSeries Version 5, Release 1 and
later contain the information needed for re-creation even when the observability of the program is
removed. Programs created for releases before Version 5, Release 1 can only be re-created at restore time
if the observable information of the program has not been deleted.

Each of these system values are described in the Chapter 3, " Security System Values” in the section,
entitled [Security-Related Restore System Values}

Changing to Security Level 40

Make sure that all your applications run successfully at security level 30 before migrating to level 40.
Security level 30 gives you the opportunity to test resource security for all your applications. Use the
following procedure to migrate to security level 40:

1. Activate the security auditing function, if you have not already done so. The topic
Security Auditing” on page 249 gives complete instructions for setting up the auditing function.

2. Make sure the QAUDLVL system value includes *AUTFAIL and *PGMFAIL. *PGMFAIL logs journal
entries for any access attempts that violate the integrity protection at security level 40.

3. Monitor the audit journal for *AUTFAIL and *PGMFAIL entries while running all your applications at
security level 30. Pay particular attention to the following reason codes in AF type entries:

Restriction (blocked) instruction violation

Object validation failure

Unsupported interface (domain) violation
Job-description and user-profile authorization failure

Attempt to access protected area of disk (enhanced hardware storage protection)

©w " = g nNn =

Default sign-on attempt

These codes indicate the presence of integrity exposures in your applications. At security level 40,
these programs fail.

4. If you have any programs that were created before Version 1 Release 3, use the CHGPGM command
with the FRCCRT parameter to create validation values for those programs. At security level 40, the
system translates any program that is restored without a validation value. This can add considerable
time to the restore process. See the topic [“Validation of Programs Being Restored” on page 14|for
more information about program validation.

Note: Restore program libraries as part of your application test. Check the audit journal for validation
failures.

5. Based on the entries in the audit journal, take steps to correct your applications and prevent program
failures.

6. Change the QSECURITY system value to 40 and perform an IPL.
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Disabling Security Level 40

After changing to security level 40, you may find you need to move back to level 30 temporarily. For
example, you may need to test new applications for integrity errors. Or, you may discover you did not
test well enough before changing to security level 40.

You can change from security level 40 to level 30 without jeopardizing your resource security. No changes
are made to special authorities in user profiles when you move from level 40 to level 30. After you have
tested your applications and resolved any errors in the audit journal, you can move back to level 40.

Attention: If you move from level 40 to level 20, some special authorities are added to all user profiles.
(See|Table 2 on page 9|) This removes resource security protection.

Security Level 50

Security level 50 is designed to meet the requirements defined by the U.S. Department of Defense for C2
security. It provides enhanced integrity protection in addition to what is provided by security level 40.
Running your system at security level 50 is required for C2 security. Other requirements for C2 security
are described in the book Security - Enabling for C2.

These security functions are included for security level 50. They are described in the topics that follow:
* Restricting user domain object types (*USRSPC, *USRIDX, and *USRQ)
* Restricting message handling between user and system state programs

* Preventing modification of all internal control blocks

Restricting User Domain Objects

Most objects are created in the system domain. When you run your system at security level 40 or 50,
system domain objects can be accessed only by using the commands and APIs provided.

These object types can be either system or user domain:
* User space (*USRSPC)

* User index (*USRIDX)

* User queue (*USRQ)

Objects of type *USRSPC, *USRIDX, and *USRQ in user domain can be manipulated directly without
using system-provided APIs and commands. This allows a user to access an object without creating an
audit record.

Note: Objects of type *PGM, *SRVPGM and *SQLPKG can also be in the user domain. Their contents
cannot be manipulated directly, and they are not affected by the restrictions.

At security level 50, a user must not be permitted to pass security-relevant information to another user
without the ability to send an audit record. To enforce this:

* At security level 50, no job can get addressability to the QTEMP library for another job. Therefore, if
user domain objects are stored in the QTEMP library, they cannot be used to pass information to
another user.

* To provide compatibility with existing applications that use user domain objects, you can specify
additional libraries in the QALWUSRDMN system value. The QALWUSRDMN system value is
enforced at all security levels. See [*Allow User Domain Objects (QALWUSRDMN)” on page 21| for
more information.
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Restricting Message Handling

Messages sent between programs provide the potential for integrity exposures. The following applies to
message handling at security level 50:

* Any user state program can send a message of any type to any other user state program.
* Any system state program can send a message of any type to any user or system state program.
¢ A user state program can send a non-exception message to any system state program.

* A user state program can send an exception type message (status, notify, or escape) to a system state
program if one of the following is true:

— The system state program is a request processor.
— The system state program called a user state program.

Note: The user state program sending the exception message does not need to be the program
called by the system state program. For example, in this program stack, an exception message
can be sent to Program A by Program B, C, or D:

Program A System state
Program B User state
Program C User state
Program D User state

* When a user state program receives a message from an external source (*EXT), any pointers in the
message replacement text are removed.

Preventing Modification of Internal Control Blocks

At security level 40 and higher, some internal control blocks, such as the work control block, cannot be
modified by a user state program.

At security level 50, no system internal control blocks can be modified. This includes the open data path
(ODP), the spaces for CL commands and programs, and the S/36 environment job control block.

Changing to Security Level 50

Most of the additional security measures that are enforced at security level 50 do not cause audit journal
entries at lower security levels. Therefore, an application cannot be tested for all possible integrity error
conditions before changing to security level 50.

The actions that cause errors at security level 50 are uncommon in normal application software. Most
software that runs successfully at security level 40 also runs at security level 50.

If you are currently running your system at security level 30, complete the steps described in
fto Security Level 40” on page 15| to prepare for changing to security level 50.

If you are currently running your system at security level 30 or 40, do the following to prepare for
security level 50:

* Evaluate setting the QALWUSRDMN system value. Controlling user domain objects is important to
system integrity. See [‘Restricting User Domain Objects” on page 16

¢ Recompile any COBOL programs that assign the device in the SELECT clause to WORKSTATION if the
COBOL programs were compiled using a pre-V2R3 compiler.

* Recompile any S/36 environment COBOL programs that were compiled using a pre-V2R3 compiler.

* Recompile any RPG/400* or System/38"" environment RPG* programs that use display files if they
were compiled using a pre-V2R2 compiler.
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You can go directly from security level 30 to security level 50. Running at security level 40 as an
intermediate step does not provide significant benefits for testing.

If you are currently running at security level 40, you can change to security level 50 without extra testing.
Security level 50 cannot be tested in advance. The additional integrity protection that is enforced at
security level 50 does not produce error messages or journal entries at lower security levels.

Disabling Security Level 50

After changing to security level 50, you may find you need to move back to security level 30 or 40
temporarily. For example, you may need to test new applications for integrity errors. Or, you may
discover integrity problems that did not appear at lower security levels.

You can change from security level 50 to level 30 or 40 without jeopardizing your resource security. No
changes are made to special authorities in user profiles when you move from level 50 to level 30 or 40.
After you have tested your applications and resolved any errors in the audit journal, you can move back
to level 50.

Attention: If you move from level 50 to level 20, some special authorities are added to all user profiles.
This removes resource security protection. (See [Table 2 on page 9[)
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Chapter 3. Security System Values

This chapter describes the system values that control security on your system. System values allow you
to customize many characteristics of your system. A group of system values are used to define
system-wide security settings.

You can restrict users from changing the security-related system values. System service tools (SST) and
dedicated service tools (DST) provide an option to lock these system values. By locking the system
values, you can prevent even a user with *SECADM and *ALLOB]J authority from changing these system
values with the CHGSYSVAL command. In addition to restricting changes to these system values, you
can also restrict adding digital certificates to digital certificate store with the Add Verifier API and restrict
password resetting on the digital certificate store.

Note: If you lock the security-related system values and need to perform a restore operation as part of a
system recovery, be aware that you need to unlock the system values to complete the restore
operation. This ensures that the system values are free to be changed during the IPL.

The following system values can be restricted by using the lock option:

Table 5. System values that can be locked

QALWOBJRST QAUTORMT QINACTMSGQ QPWDLMTREP QRETSVRSEC
QALWUSRDMN QAUTOVRT QLMTDEVSSN QPWDLVL QRMTSIGN
QAUDCTL QCRTAUT QLMTSECOFR QPWDMAXLEN QRMTSRVATR
QAUDENACN QCRTOBJAUD QMAXSGNACN QPWDMINLEN QSECURITY
QAUDFRCLVL QDEVRCYACN QMAXSIGN QPWDPOSDIF QSHRMEMCTL
QAUDLVL QDSPSGNINF QPWDEXPITV QPWDRQDDGT QUSEADPAUT
QAUDLVL2 QDSCJOBITV QPWDLMTA]JC QPWDRQDDIF QVFYOBJRST
QAUTOCFG QFRCCVNRST QPWDLMTCHR QPWDVLDPGM QSCANFS
QSCANFSCTL

You can use system service tools (SST) or dedicated service tools (DST) to lock and unlock the
security-related system values. However, you must use DST if you are in recovery mode because SST is
not available during this mode. Otherwise, use SST to lock or unlock the security-related system values.

To lock or unlock security-related system values with the Start System Service Tools (STRSST) command,
follow these steps:

Note: You must have a service tools user profile and password to lock or unlock the security-related
system values.

Open a character-based interface.

On the command line, type STRSST.

Type your service tools user name and password.
Select option 7 (Work with system security).

o M own -

Type 1 to unlock security-related system values or 2 to lock security-related system values in the
Allow system value security changes parameter.

To lock or unlock security-related system values using dedicated service tools (DST) during an attended
IPL of a system recovery, follow these steps:
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The following sections discuss specific security system values. For information about the security-related

. From the IPL or Install the System display, select option 3 (Use Dedicated Service Tools).

Note: This step assumes that you are in recovery mode and are performing an attended IPL.
Sign on to DST using your service tools user name and password.
Select option 13 (Work with system security).

Type 1 to unlock security-related system values or 2 to lock security-related system values in the
Allow system value security changes parameter.

system values that you can lock, see their corresponding sections:

* |General security system values|

Security-related system values|

Security-related restore system values|

System values that apply to passwords|

System values that control auditing]

G

eneral Security System Values

Overview:

Purpose:
Specify system values that control security on the system.

How To:
WRKSYSVAL *SEC (Work with System Values command)

Authority:
*ALLOBJ and *SECADM

Journal Entry:
SV

Note: Changes take effect immediately. IPL is required only when changing the security
level (QSECURITY system value) or password level (QPWDLVL system value).

Following are the general system values that control security on your system:
QALWUSRDMN

Allow user domain objects in the libraries

QCRTAUT

Create default public authority

QDSPSGNINF

Display sign-on information

QFRCCVNRST

Force conversion on restore

QINACTITV

Inactive job time-out interval

QINACTMSGQ

Inactive job message queue

QLMTDEVSSN

Limit device sessions

QLMTSECOFR
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OMAXSIGN
Maximum sign-on attempts

OMAXSGNACN
Action when maximum sign-on attempts exceeded

QRETSVRSEC
Retain Server Security

ORMTSIGN
Remote sign-on requests

QSCANFS
Scan file systems

QSCANFSCTL
Scan file systems control

QSECURITY
Security level

QSHRMEMCTL
Shared memory control

QUSEADPAUT
Use Adopted Authority

QVEFYOBJRST
Verity object on restore

Descriptions of these system values follow. The possible choices are shown. The choices that are
underlined are the system-supplied defaults. For most system values, a recommended choice is listed.

Allow User Domain Objects (QALWUSRDMN)

The QALWUSRDMN system value specifies which libraries are allowed to contain user domain objects of
type *USRSPC, *USRIDX, and *USRQ. The restriction does not apply to user domain objects of type
*PGM, *SRVPGM, and *SQLPKG. Systems with high security requirements require the restriction of user
*USRSPC, *USRIDX, *USRQ objects. The system cannot audit the movement of information to and from
user domain objects.

Note: This system value is a restricted value. See|Chapter 3: "Security System Values'| for details on how
to restrict changes to security system values and a complete list of the restricted system values.

Table 6. Possible Values for the QALWUSRDMN System Value:

*ALL User domain objects are allowed in all libraries and directories on the system.
*DIR User domain objects are allowed in all directories on the system.
library- name The names of up to 50 libraries that can contain user domain objects of type

*USRSPC, *USRIDX, and *USRQ. If individual libraries are listed, the library
QTEMP must be included in the list.

Recommended Value: For most systems, the recommended value is *ALL. If your system has a high
security requirement, you should allow user domain objects only in the QTEMP library. At security level
50, the QTEMP library is a temporary object and cannot be used to pass confidential data between users.

Some systems have application software that relies on object types *USRSPC, *USRIDX, or *USRQ. For
those systems, the list of libraries for the QALWUSRDMN system value should include the libraries that
are used by the application software. The public authority of any library placed in QALWUSRDMN,
except QTEMP, should be set to *EXCLUDE. This limits t