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i5/OS  

(TM) system  values  

System  values  are  pieces  of information  that  affect  the  operating  environment  in  the  entire  iSeries  

(TM) 

system.  System  values  are  not  objects  on  the  system.  Rather,  system  values  contain  control  information  

for  the  operation  of  certain  parts  of  the  system.  You can  use  system  values  to  change  the  system  in  order  

to  define  the  working  environment.  For  example,  system  date,  library  list,  international  characteristics,  

and  certain  security  features  are  all  set  by  system  values.  

 You can  manage  system  values  using  iSeries  

(TM) Navigator  or the  character-based  

interface.  The  image  you  see  shows  the  

location  of the  system  values  function  in 

iSeries  Navigator.  Follow  the  highlighted  path  

to  access  system  values.  After  you  select  

System  Values, you  may  select  one  of the  

categories  of system  values.  

  

  

To change  system  values,  you  need  to  have  use  (*USE)  authority  to  the  Change  System  Values  

(CHGSYSVAL)  command.  In  addition,  some  system  values  require  a special  authority.  If special  

authorities  are  needed,  they  are  noted  in  the  system  value  topics  that  follow.  To learn  more  about  system  

values,  refer  to  any  of the  following  topics:  

v   “i5/OS  

(TM) system  value  finder”  on  page  5
Use  the  OS/400  

(R) system  value  finder  to  locate  information  about  a specific  system  value  or  category  

of system  values.  Use  this  tool  to  see  where  to  find  particular  system  values  within  iSeries  

(TM) 

Navigator  and  how  to  effectively  use  them.  This  tool  is very  useful  for  system  administrators  who  are  

familiar  with  the  character-based  interface  terms  (such  as QAUDCTL  or QPWDLVL).  The  finder  

identifies  the  character-based  interface  term  and  the  associated  terminology  used  in  the  iSeries  

(TM) 

Navigator  graphical  interface.  In  addition,  specific  details  about  each  system  value  are  provided.  

v   

  

 

“System  value  parameters”  on  page  5
View  a complete  list  of  all  of  the  system  values.  In  addition,  you  can  find  each  system  value’s  

character-based  parameter  values,  type,  and  length.  Use  the  character-based  values  when  writing  a 

program  that  sets  or  retrieves  a system  value  or  if you  are  working  with  the  character-based  interface.
   

v   “System  value  categories”  on  page  27
iSeries  Navigator  groups  system  values  into  categories,  beginning  with  auditing  and  ending  with  

system  control.  Select  this  topic  to  find  overviews  of  the  system  values  contained  within  each  category,  

including  links  to  information  about  individual  system  values.  You may  also  “Print  this  topic”  on  page  

4 the  entire  system  values  topic.  
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v   “System  value  concepts”  on  page  45
You  can  learn  about  specific  system  value  concepts  before  setting  your  system  values.  Select  this  topic  

to  find  descriptions  of  how  to  lock  and  unlock  system  values  and  how  system  values  affect  a restore  

operation.  

v   “Manage  system  values”  on  page  49
As  an  administrator,  you  can  perform  many  tasks  to  help  you  manage  system  values.  Select  this  topic  

to  learn  how  to  save,  configure,  and  lock  system  values.  

  

In  addition,  you  can  manage  system  values  using  iSeries  

(TM) Navigator  tasks  on  the  Web. This  allows  

you  to  work  with  system  values  using  a Web browser.  Not  only  can  you  work  with  the  system  values  

function  of iSeries  

(TM) Navigator,  but  also  the  time  management  function  that  allows  you  to  work  with  

the  time  zone  (QTIMZON)  and  time  adjustment  (QTIMADJ)  system  values.  

   

What’s new in V5R3 

V5R3  has  exciting  enhancements  to  further  customize  your  system  values.  With  each  release,  you  are  able  

to  increase  the  functionality  of  your  system  values  by  using  the  enhancements  to  the  existing  system  

values  and  the  new  system  values.  

Web accessibility  

You can  manage  system  values  using  iSeries  Navigator  tasks  on  the  Web. This  allows  you  to work  with  

system  values  using  a Web browser.  Not  only  can  you  work  with  the  system  values  component  of iSeries  

Navigator,  but  also  the  time  management  component  that  allows  you  to work  with  the  time  zone  

(QTIMZON)  and  time  adjustment  (QTIMADJ)  system  values.  

Enhancements  to  the  i5/OS  

(TM) system  value  finder  

If you  have  previously  worked  with  system  values  in  the  character-based  interface,  you  may  be  familiar  

with  their  system  names  (such  as  QAUDCTL  or  QUSEADPAUT).  If you  have  trouble  finding  these  

familiar  names  in  iSeries  

(TM) Navigator,  the  “i5/OS  

(TM) system  value  finder”  on  page  5 makes  it  easy  to  

find  what  you  are  looking  for. 

The  system  value  finder  includes  a new  category,  Obsolete  system  values.  This  new  category  describes  all  

of the  system  values  that  are  no  longer  used  by  the  i5/OS  

(TM) operating  system.  

New  topic  that  contains  character-based  names  and  parameters  (possible  values)  

To help  you  find  character-based  documentation  for  each  system  value,  view  “System  value  parameters”  

on  page  5. This  topic  provides  each  system  value’s  character-based  information  such  as  the  type,  length,  

and  parameters  (possible  values).  

In  addition,  the  character-based  special  parameters  (known  as  possible  values  in  iSeries  

(TM) Navigator)  

are  included  in  each  system  value  topic.  For  the  system  values  that  have  a list  of  possible  values,  the  

character-based  parameter  is  enclosed  in  parenthesis  after  its  associated  iSeries  

(TM) Navigator  possible  

value.  For  the  system  values  that  are  either  selected  or  not  selected  in  iSeries  Navigator,  the  associated  

parameter  in  the  character-based  interface  is enclosed  in  parenthesis  in  the  description  of  the  system  

value.  

New  and  changed  system  values  

Many  system  values  are  either  new  or  changed  for  V5R3.  To identify  the  system  value  changes  for  V5R3,  

see  the  following  table:  

 New  system  values  
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rzakzqtimzon.htm
rzakzqtimadj.htm
rzakzqtimzon.htm
rzakzqtimadj.htm
rzakznolongerused.htm


Auditing  level  extension  QAUDLVL2  Allows  you  to specify  additional  

actions  to audit.  To audit  more  than  

16 actions  you  must  specify  

QAUDLVL  and  QAUDLVL2.  

Use  registered  exit  programs  to scan  

the  root  (/),  QOpenSys,  and  

user-defined  file systems  

QSCANFS  Use  this  system  value  to specify  

whether  objects  in the  root  (/),  

QOpenSys,  and  user-defined  file  

systems  should  be scanned  by exit  

programs  registered  with  any  of the 

integrated  file  system  scan-related  

exit  points.  

Scan  control  QSCANFSCTL  Use  this  system  value  to specify  scan  

control  options.  

Thread  affinity  QTHDRSCAFN  Specifies  whether  secondary  threads  

will have  affinity  to the  same  group  

of processors  and  memory  as the 

initial  thread  or not.  

Automatically  adjust  thread  resources  QTHDRSCADJ  Specifies  whether  or not the system  

should  dynamically  make  

adjustments  to  the  affinity  of threads  

currently  running  on the  system.  

Date  and  Time QDATETIME  Combines  the date  (QDATE)  and  

time  (QTIME)  system  values.  

Maximum  time  for  immediate  end  QENDJOBLMT  Specifies  the  amount  of time  for 

application  cleanup  during  the 

immediate  ending  of a job.  

Time  zone  QTIMZON  Specifies  the  time  zone  to be used  on 

the  system.  

Time  adjustment  QTIMADJ  Identifies  the software  to use  to 

adjust  the system  clock  to keep  it 

synchronized  with  an external  time  

source.  

Save  access  paths  QSAVACCPTH  Specifies  whether  access  paths  are  

saved  or not.  

Changed  system  values  

Maximum  time  for  immediate  

shutdown  

QPWRDWNLMT  Default  value  changed  to 900  seconds  

so that  it works  with  the  new  

Maximum  time  for immediate  end  

(QENDJOBLMT)  system  value.  

Offset  from  coordinated  universal  

time  (UTC)  

QUTCOFFSET  This  system  value  is not  editable.  It is 

determined  by the  new  time  zone  

(QTIMZON)  system  value.  

Time  of day  QTIME  If the  system  observes  Daylight  

Saving  Time,  you  cannot  change  the 

date  and  time  to the  hour  that  

Daylight  Saving  Time affects.  For 

example,  if the system  clock  moves  

from  2:00  to 3:00  on April  6 for  

Daylight  Saving  Time,  you  cannot  

change  the  time  to a value  that  is 

greater  than  or equal  to 2:00  and  less  

than  3:00  on April  6. 
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Allow  scheduled  restart  QIPLDATTIM  If the  system  observes  Daylight  

Saving  Time,  you  cannot  change  the 

date  and  time  to the hour  that  

Daylight  Saving  Time  affects.  For  

example,  if the  system  clock  moves  

from  2:00  to 3:00  on  April  6 for 

Daylight  Saving  Time,  you  cannot  

change  the  time  to a value  that  is 

greater  than  or equal  to 2:00  and  less  

than  3:00  on  April  6. 

Processor  multitasking  QPRCMLTTSK  Added  a new  value,  2. A value  of 2 

indicates  that  the  system  determines  

whether  processor  multitasking  in on 

or off.  This  system  value  is not  in 

iSeries  

(TM) Navigator.
  

For  more  information  on  system  values,  see  the  “i5/OS  

(TM) system  values,”  on  page  1 topic  in  the  iSeries  

(TM) Information  Center.  

What’s  new  as  of  30  June  2004
Additional  security  was  added  to  the  auditing  system  values.  You are  not  able  to  view  the  auditing  

system  values  unless  you  have  All  object  (*ALLOBJ)  or  Audit  (*AUDIT)  special  authority.  If you  attempt  

to  access  the  system  values  from  iSeries  

(TM) Navigator  without  the  proper  authority,  the  Auditing  

category  is not  displayed.  If you  attempt  to  access  an  auditing  system  value  in  the  character-based  

interface,  a not  available  (*NOTAVL)  value  is displayed  with  the  exception  that  -1 is displayed  for  

QAUDFRCLVL.  To learn  more,  see  “i5/OS  

(TM) system  values:  Auditing  overview”  on  page  28.  

How  to  see  what’s  new  or  changed  

To help  you  see  where  technical  changes  have  been  made,  this  information  uses:  

v   The  

   

image  to  mark  where  new  or  changed  information  begins.  

v   The  

   

image  to  mark  where  new  or  changed  information  ends.  

   

To find  other  information  about  what’s  new  or changed  this  release,  see  the  Memo  to  Users.  

   

Print this topic 

To view  or  download  the  PDF  version  of  the  system  values  topic,  select  System  Values  (about  

  

2500  KB
  

). 

  

For  optimal  printing  of  the  list  of  system  values  in  the  System  value  parameters  topic,  print  it from  a 

Web browser  rather  than  the  System  Values  PDF. To print  the  list  of system  values  in  the  System  value  

parameters  topic,  go  to  “System  value  parameters”  on  page  5 and  select  File  —>  Print. Ensure  that  the  

paper  orientation  is  landscape.  

   

You can  view  or  download  these  related  topics:  

v   

  

Time  Management  

   

v   iSeries  

(TM) Security  Reference  

   

Saving  PDF  files  

To save  a PDF  on  your  workstation  for  viewing  or  printing:  

1.   Right-click  the  PDF  in  your  browser  (right-click  the  link  above).  
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2.   

   

Click  Save  Target  As...  if you  are  using  Internet  Explorer.  Click  Save  Link  As...  if you  are  using  

Netscape  

(TM) Communicator.  

   

3.   Navigate  to  the  directory  in  which  you  would  like  to save  the  PDF. 

4.   Click  Save. 

Downloading  Adobe  

(TM) Acrobat  Reader  

   

You need  Adobe  Acrobat  Reader  to  view  or  print  these  PDFs.  You can  download  a copy  from  the  

Adobe  Web site  (www.adobe.com/products/acrobat/readstep.html)  

  

. 

   

i5/OS 

(TM)  system value finder 

Use  the  i5/OS  

(TM) system  value  finder  to  find  information  about  system  values  fast. You can  search  for  

categories  of  system  values  as  they  appear  in  iSeries  

(TM) Navigator  or  for  the  system  value  names  you  

used  in  the  character-based  interface.  

 h Find  by category  

h  Search  for a category  of system  values.  

Auditing  Date  and  Time Devices  International  Jobs  

Library  Lists  Message  and  Service  Passwords  

Performance  Power  Control  Printing  Restart  Save  and  

Restore  Security  Signon  Storage  System  and  User  

Defaults  Obsolete  system  values
  

 

Find  by  name  

Find  by  name  for  individual  system  value  names  used  in the  character-based  interface.  

Example:  Enter  QAUDCTL  or just  QAUD.
h  Enter  the name  of the  system  value  

  

System value parameters 

  

System  values  can  be  set  or  viewed  using  iSeries  

(TM) Navigator.  However,  if you  want  to  code  a 

program  to  set  or  retrieve  a system  value,  you  need  to  use  the  character-based  system  value  name  and  its  

associated  special  parameters.  The  character-based  system  value  name  corresponds  to  a system  value  

field  in  iSeries  

(TM) Navigator  and  the  character-based  special  parameter  corresponds  to  a possible  value  

in  iSeries  

(TM) Navigator.  

View  the  following  table  for  a complete  list  of  system  values  (using  the  character-based  names)  and  their  

associated  special  parameters.  The  table  provides  a summary  of  information  that  you  may  need  to work  

with  the  system  value  in the  character-based  interface.  The  types  and  lengths  specified  in  this  table  apply  

to  the  CL  commands.  This  differs  from  the  Retrieve  System  Values  (QWCRSVAL)  API  that  uses  binary  

types  rather  than  decimal.  For  example,  the  Retrieve  System  Value  (RTVSYSVAL)  command  expects  

decimal  while  the  Retrieve  System  Values  (QWCRSVAL)  API  returns  binary.  For  more  information  about  

each  system  value  and  its  special  parameters,  view  each  system  value  topic.  

If you  are  familiar  with  the  iSeries  

(TM) Navigator  name  (also  referred  to as  a field  on  the  iSeries  

Navigator  interface)  and  cannot  find  the  character-based  system  value  name  in the  following  table,  use  

the  “i5/OS  

(TM) system  value  finder”  to  display  a category  of system  values.  Each  category  identifies  the  

iSeries  

(TM) Navigator  system  value  names  and  the  character-based  names.  
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http://www.adobe.com/products/acrobat/readstep.html


Note:  For  optimal  printing  of  the  list  of system  values  in this  topic,  you  need  to  print  it  from  a Web 

browser.  To print  this  topic  from  a Web browser,  select  File  —>  Print. Ensure  that  the  paper  orientation  is 

landscape.  

The  following  table  identifies  all  of  the  system  values  using  their  character-based  names  and  the  

character-based  special  parameters  (possible  values)  for  each  system  value:  
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ct

er
s 

ca
n 

be
 
us

ed
 
m

or
e 

th
an

 
on

ce
 
bu

t 
ca

nn
ot

 
be

 

re
pe

at
ed

 
co

ns
ec

ut
iv

el
y.

 

Q
PW

D
LV

L
 

Pa
ss

w
or

d
 
le

ve
l 

Pa
ss

w
or

d
 

D
E

C
IM

A
L

 
(5

 
0)

 
0 

0 
- 

Pa
ss

w
or

d
s 

w
it

h 
1-

10
 
ch

ar
ac

te
rs

 
ar

e 
su

pp
or

te
d

.
1 

- 
Pa

ss
w

or
d

s 
w

it
h 

1-
10

 
ch

ar
ac

te
rs

 
ar

e 
su

pp
or

te
d

 
an

d
 

N
et

Se
rv

er
 
pa

ss
w

or
d

s 
ar

e 
re

m
ov

ed
.

2 
- 

Pa
ss

w
or

d
s 

w
it

h 
1-

12
8 

ch
ar

ac
te

rs
 
ar

e 
su

pp
or

te
d

.
3 

- 
Pa

ss
w

or
d

s 
w

it
h 

1-
12

8 
ch

ar
ac

te
rs

 
ar

e 
su

pp
or

te
d

 
an

d
 

N
et

Se
rv

er
 
pa

ss
w

or
d

s 
ar

e 
re

m
ov

ed
. 

Q
PW

D
M

A
X

L
E

N
 

M
ax

im
um

 

pa
ss

w
or

d
 
le

ng
th

 

Pa
ss

w
or

d
 

D
E

C
IM

A
L

 
(5

 
0)

 
8 

1-
10

 
if

 
Q

PW
D

LV
L

 
is

 
0 

or
 
1

1-
12

8 
if

 
Q

PW
D

LV
L

 
is

 
2 

or
 
3 

Q
PW

D
M

IN
L

E
N

 
M

in
im

um
 

pa
ss

w
or

d
 
le

ng
th

 

Pa
ss

w
or

d
 

D
E

C
IM

A
L

 
(5

 
0)

 
6 

1-
10

 
if

 
Q

PW
D

LV
L

 
is

 
0 

or
 
1

1-
12

8 
if

 
Q

PW
D

LV
L

 
is

 
2 

or
 
3 

Q
PW

D
PO

SD
IF

 
R

eq
ui

re
 
a 

ne
w

 

ch
ar

ac
te

r 
in

 
ea

ch
 

po
si

ti
on

 

Pa
ss

w
or

d
 

C
H

A
R

 
1 

0 
0 

- 
T

he
 
sa

m
e 

ch
ar

ac
te

rs
 
ca

n 
be

 
us

ed
 
in

 
a 

po
si

ti
on

 

co
rr

es
po

nd
in

g 
to

 
th

e 
sa

m
e 

po
si

ti
on

 
in

 
th

e 
pr

ev
io

us
 
pa

ss
w

or
d

.
1 

- 
T

he
 
sa

m
e 

ch
ar

ac
te

rs
 
ca

nn
ot

 
be

 
us

ed
 
in

 
a 

po
si

ti
on

 

co
rr

es
po

nd
in

g 
to

 
th

e 
sa

m
e 

po
si

ti
on

 
in

 
th

e 
pr

ev
io

us
 
pa

ss
w

or
d

. 

Q
PW

D
R

Q
D

D
G

T
 

R
eq

ui
re

 
at

 
le

as
t 

on
e 

d
ig

it
 

Pa
ss

w
or

d
 

C
H

A
R

 
1 

0 
0 

- 
A

 
nu

m
er

ic
 
d

ig
it

 
is

 
no

t 
re

qu
ir

ed
.

1 
- 

A
 
nu

m
er

ic
 
d

ig
it

 
is

 
re

qu
ir

ed
. 
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rzakzqprttxt.htm
rzakzqprttxt.htm
rzakzqpwdexpitv.htm
rzakzqpwdexpitv.htm
rzakzqpwdlmtajc.htm
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rzakzqpwdlmtrep.htm
rzakzqpwdlmtrep.htm
rzakzqpwdlvl.htm
rzakzqpwdmaxlen.htm
rzakzqpwdmaxlen.htm
rzakzqpwdminlen.htm
rzakzqpwdminlen.htm
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rzakzqpwdposdif.htm
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rzakzqpwdrqddgt.htm


S
ys

te
m

 
va

lu
e 

iS
er

ie
s 

N
av

ig
at

or
n

am
e  

C
at

eg
or

y 
Ty

p
e 

L
en

gt
h

 
S

h
ip

p
ed

va
lu

e  
P

os
si

b
le

 
va

lu
es

 

Q
PW

D
R

Q
D

D
IF

 
Pa

ss
w

or
d

 
re

us
e 

cy
cl

e 
Pa

ss
w

or
d

 
C

H
A

R
 

1 
0 

0 
- 

C
an

 
be

 
th

e 
sa

m
e.

1 
- 

D
if

fe
re

nt
 
th

an
 
pr

ev
io

us
 
32

 
pa

ss
w

or
d

s.
2 

- 
D

if
fe

re
nt

 
th

an
 
pr

ev
io

us
 
24

 
pa

ss
w

or
d

s.
3 

- 
D

if
fe

re
nt

 
th

an
 
pr

ev
io

us
 
18

 
pa

ss
w

or
d

s.
4 

- 
D

if
fe

re
nt

 
th

an
 
pr

ev
io

us
 
12

 
pa

ss
w

or
d

s.
5 

- 
D

if
fe

re
nt

 
th

an
 
pr

ev
io

us
 
10

 
pa

ss
w

or
d

s.
6  

- 
D

if
fe

re
nt

 
th

an
 
pr

ev
io

us
 
8 

pa
ss

w
or

d
s.

7 
- 

D
if

fe
re

nt
 
th

an
 
pr

ev
io

us
 
6 

pa
ss

w
or

d
s.

8 
- 

D
if

fe
re

nt
 
th

an
 
pr

ev
io

us
 
4 

pa
ss

w
or

d
s.

 

Q
PW

D
V

L
D

PG
M

 
Pa

ss
w

or
d

 

va
lid

at
io

n 
pr

og
ra

m
 

Pa
ss

w
or

d
 

C
H

A
R

 
20

 
*N

O
N

E
 

*N
O

N
E

 
- 

N
o 

va
lid

at
io

n 
pr

og
ra

m
 
is

 
us

ed
.

*R
E

G
FA

C
 
- 

T
he

 
va

lid
at

io
n 

pr
og

ra
m

 
na

m
e 

is
 
re

tr
ie

ve
d

 
fr

om
 

th
e 

re
gi

st
ra

ti
on

 
fa

ci
lit

y.
pr

og
ra

m
-s

pe
ci

fic
at

io
n 

- 
T

he
 
na

m
e 

of
 
th

e 
va

lid
at

io
n 

pr
og

ra
m

. 
T

hi
s 

op
ti

on
 
is

 
on

ly
 
va

lid
 
if

 
th

e 
sy

st
em

 
is

 
op

er
at

in
g 

at
 

Q
PW

D
LV

L
 
0 

or
 
1.

 

Q
PW

R
D

W
N

L
M

T
 

M
ax

im
um

 
ti

m
e 

fo
r 

im
m

ed
ia

te
 

sh
ut

d
ow

n 

R
es

ta
rt

 
D

E
C

IM
A

L
 

(5
 
0)

 
90

0 
se

co
nd

s.
 

1-
32

76
7 

se
co

nd
s.

 

Q
PW

R
R

ST
IP

L
 

A
llo

w
 
au

to
-r

es
ta

rt
 

af
te

r 
po

w
er

 

fa
ilu

re
 

R
es

ta
rt

 
C

H
A

R
 

1 
0 

0 
- 

A
ut

om
at

ic
 
IP

L
 
is

 
no

t 
al

lo
w

ed
.

1 
- 

A
ut

om
at

ic
 
IP

L
 
is

 
al

lo
w

ed
. 

Q
Q

R
Y

D
E

G
R

E
E

 
Pa

ra
lle

l 
pr

oc
es

si
ng

 

fo
r 

qu
er

ie
s 

an
d

 

in
d

ex
es

 

Pe
rf

or
m

an
ce

 
C

H
A

R
 

10
 

*N
O

N
E

 
*N

O
N

E
 
- 

N
o 

pa
ra

lle
l 

pr
oc

es
si

ng
 
is

 
al

lo
w

ed
.

*I
O

 
- 

A
ny

 
nu

m
be

r 
of

 
ta

sk
s 

m
ay

 
be

 
us

ed
 
w

he
n 

th
e 

d
at

ab
as

e 
qu

er
y 

op
ti

m
iz

er
 
ch

oo
se

s 
to

 
us

e 
I/

O
 
pa

ra
lle

l 
pr

oc
es

si
ng

 
fo

r 
qu

er
ie

s.
*O

PT
IM

IZ
E

 
- 

T
he

 
qu

er
y 

op
ti

m
iz

er
 
ca

n 
ch

oo
se

 
to

 
us

e 
an

y 
nu

m
be

r 
of

 
ta

sk
s 

fo
r 

ei
th

er
 
I/

O
 
or

 
SM

P 
pa

ra
lle

l 
pr

oc
es

si
ng

 
to

 

pr
oc

es
s 

th
e 

qu
er

y.
*M

A
X

 
- 

T
he

 
qu

er
y 

op
ti

m
iz

er
 
ca

n 
ch

oo
se

 
to

 
us

e 
ei

th
er

 
I/

O
 
or

 

SM
P 

pa
ra

lle
l 

pr
oc

es
si

ng
 
to

 
pr

oc
es

s 
th

e 
qu

er
y.

 

Q
Q

R
Y

T
IM

L
M

T
 

D
at

ab
as

e 
qu

er
y 

ti
m

e 
lim

it
 

Pe
rf

or
m

an
ce

 
C

H
A

R
 

10
 

*N
O

M
A

X
 

*N
O

M
A

X
 
- 

N
o 

m
ax

im
um

 
nu

m
be

r.
0-

21
47

35
25

78
 
- 

N
um

be
r 

of
 
se

co
nd

s.
 

Q
R

C
L

SP
L

ST
G

 
A

ut
om

at
ic

al
ly

 

cl
ea

n 
up

 
un

us
ed

 

pr
in

te
r 

ou
tp

ut
 

st
or

ag
e 

St
or

ag
e 

C
H

A
R

 
10

 
*N

O
M

A
X

 
*N

O
M

A
X

 
- 

N
o 

m
ax

im
um

 
re

te
nt

io
n 

in
te

rv
al

.
*N

O
N

E
 
- 

N
o 

re
te

nt
io

n 
in

te
rv

al
.

1-
36

6 
- 

N
um

be
r 

of
 
d

ay
s 

em
pt

y 
sp

oo
l 

d
at

ab
as

e 
m

em
be

rs
 
ar

e 
ke

pt
 
fo

r 
ne

w
 
sp

oo
le

d
 
fi

le
 
us

e.
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S
ys

te
m

 
va

lu
e 

iS
er

ie
s 

N
av

ig
at

or
n

am
e 

C
at

eg
or

y 
Ty

p
e 

L
en

gt
h

 
S

h
ip

p
ed

va
lu

e 
P

os
si

b
le

 
va

lu
es

 

Q
R

E
T

SV
R

SE
C

 
A

llo
w

 
se

rv
er

 

se
cu

ri
ty

 

in
fo

rm
at

io
n 

to
 
be

 

re
ta

in
ed

 

Se
cu

ri
ty

 
C

H
A

R
 

1 
0 

0 
- 

D
o 

no
t 

re
ta

in
 
th

e 
se

cu
ri

ty
-r

el
at

ed
 
in

fo
rm

at
io

n.
1  

- 
R

et
ai

n 
th

e 
se

cu
ri

ty
-r

el
at

ed
 
in

fo
rm

at
io

n.
 

Q
R

M
T

IP
L

 
A

llo
w

 
re

m
ot

e 
po

w
er

-o
n 

an
d

 

re
st

ar
t 

R
es

ta
rt

 
C

H
A

R
 

1 
0 

0 
- 

R
em

ot
e 

po
w

er
 
on

 
an

d
 
IP

L
 
ar

e 
no

t 
al

lo
w

ed
.

1 
- 

R
em

ot
e 

po
w

er
 
on

 
an

d
 
IP

L
 
ar

e 
al

lo
w

ed
. 

Q
R

M
T

SI
G

N
 

A
llo

w
 
re

m
ot

e 
po

w
er

-o
n 

an
d

 

re
st

ar
t 

R
es

ta
rt

 
C

H
A

R
 

20
 

*F
R

C
SI

G
N

O
N

 
*F

R
C

SI
G

N
O

N
 
- 

A
ll 

re
m

ot
e 

si
gn

on
 
se

ss
io

ns
 
ar

e 
re

qu
ir

ed
 
to

 
go

 

th
ro

ug
h 

no
rm

al
 
si

gn
on

 
pr

oc
es

si
ng

.
*S

A
M

E
PR

F 
- 

W
he

n 
th

e 
so

ur
ce

 
an

d
 
ta

rg
et

 
us

er
 
pr

of
ile

 
na

m
es

 

ar
e 

th
e 

sa
m

e,
 
th

e 
si

gn
on

 
m

ay
 
be

 
by

pa
ss

ed
 
fo

r 
re

m
ot

e 
si

gn
on

 

at
te

m
pt

s.
*V

E
R

IF
Y

 
- 

A
ft

er
 
ve

ri
fy

in
g 

th
at

 
th

e 
us

er
 
ha

s 
ac

ce
ss

 
to

 
th

e 
sy

st
em

, t
he

 
sy

st
em

 
al

lo
w

s 
th

e 
us

er
 
to

 
by

pa
ss

 
th

e 
si

gn
on

.
*R

E
JE

C
T

 
- 

N
o 

re
m

ot
e 

si
gn

on
 
is

 
al

lo
w

ed
. 

Q
R

M
T

SR
V

A
T

R
 

A
llo

w
 
re

m
ot

e 
se

rv
ic

e 
of

 
sy

st
em

 

M
es

sa
ge

s 
an

d
 

se
rv

ic
e 

C
H

A
R

 
1 

0 
0 

- 
R

em
ot

e 
se

rv
ic

e 
at

tr
ib

ut
e 

is
 
of

f.
1 

- 
R

em
ot

e 
se

rv
ic

e 
at

tr
ib

ut
e 

is
 
on

. 

Q
SA

V
A

C
C

PT
H

 
Sa

ve
 
ac

ce
ss

 
pa

th
s 

Sa
ve

 
an

d
 
re

st
or

e 
C

H
A

R
 

1 
0 

0 
- 

D
o 

no
t 

sa
ve

 
ac

ce
ss

 
pa

th
s.

1 
- 

Sa
ve

 
ac

ce
ss

 
pa

th
s.

 

Q
SC

A
N

FS
 

U
se

 
re

gi
st

er
ed

 
ex

it
 

pr
og

ra
m

s 
to

 
sc

an
 

th
e 

ro
ot

(/
), 

Q
O

pe
nS

ys
, a

nd
 

us
er

-d
ef

in
ed

 
fi

le
 

sy
st

em
s 

Se
cu

ri
ty

 
C

H
A

R
 

20
0 

*R
O

O
TO

PN
U

D
 

*N
O

N
E

 
- 

N
o 

fi
le

 
sy

st
em

 
ob

je
ct

s 
ar

e 
sc

an
ne

d
.

*R
O

O
TO

PN
U

D
 
- 

R
oo

t 
(/

), 
Q

O
pe

nS
ys

 
an

d
 
us

er
-d

ef
in

ed
 
fi

le
 

sy
st

em
 
ob

je
ct

s 
ar

e 
sc

an
ne

d
. 

Q
SC

A
N

FS
C

T
L

 
Sc

an
 
co

nt
ro

l 
op

ti
on

s 
Se

cu
ri

ty
 

C
H

A
R

 
20

0 
*N

O
N

E
 

*N
O

N
E

 
- 

D
ef

au
lt

 
co

nt
ro

ls
 
ar

e 
us

ed
.

*E
R

R
FA

IL
 
- 

Fa
il 

op
er

at
io

n 
if

 
ex

it
 
pr

og
ra

m
 
er

ro
rs

 
ar

e 
en

co
un

te
re

d
.

*F
SV

R
O

N
LY

 
- 

O
nl

y 
sc

an
 
ac

ce
ss

es
 
th

ro
ug

h 
fi

le
 
se

rv
er

s.
*N

O
FA

IL
C

L
O

 
- 

C
lo

se
 
re

qu
es

ts
 
ar

e 
no

t 
fa

ile
d

 
if

 
th

er
e 

is
 
a 

sc
an

 

fa
ilu

re
.

*N
O

PO
ST

R
ST

 
- 

O
bj

ec
ts

 
ar

e 
sc

an
ne

d
 
w

he
n 

ch
an

ge
d

, n
ot

 
ju

st
 

be
ca

us
e 

th
ey

 
ar

e 
re

st
or

ed
.

*N
O

W
R

T
U

PG
 
- 

Sy
st

em
 
d

oe
s 

no
t 

at
te

m
pt

 
to

 
up

gr
ad

e 
th

e 
ac

ce
ss

 
to

 
in

cl
ud

e 
w

ri
te

.
*U

SE
O

C
O

A
T

R
 
- 

Sc
an

ni
ng

 
d

ep
en

d
s 

on
 
th

e 
ob

je
ct

 
ch

an
ge

 
on

ly
 

at
tr

ib
ut

e.
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Q
SC

PF
C

O
N

S 
If

 
co

ns
ol

e 
pr

ob
le

m
 

oc
cu

rs
 

R
es

ta
rt

 
C

H
A

R
 

1 
1 

0 
- 

E
nd

 
sy

st
em

.
1 

- 
C

on
ti

nu
e 

th
e 

IP
L

 
un

at
te

nd
ed

. 

Q
SE

C
O

N
D

 

1
 

Se
co

nd
 

D
at

e 
an

d
 
ti

m
e 

C
H

A
R

 
2 

N
o 

sh
ip

pe
d

 

va
lu

e.
 

00
-5

9 

Q
SE

C
U

R
IT

Y
 

Se
cu

ri
ty

 
le

ve
l 

Se
cu

ri
ty

 
C

H
A

R
 

2 
40

 
10

 
- 

T
he

 
sy

st
em

 
d

oe
s 

no
t 

re
qu

ir
e 

a 
pa

ss
w

or
d

 
to

 
si

gn
on

.
20

 
- 

T
he

 
sy

st
em

 
re

qu
ir

es
 
a 

pa
ss

w
or

d
 
to

 
si

gn
on

.
30

 
- 

T
he

 
sy

st
em

 
re

qu
ir

es
 
a 

pa
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Notes:  

1
In  iSeries  

(TM) Navigator,  this  system  value  is grouped  with  other  character-based  system  values.  

Therefore,  the  topic  specific  to  this  system  value  discusses  all  of  the  system  values  associated  with  it  in 

iSeries  Navigator.  For  example,  QTIME  is called  Time  of  day  in  iSeries  Navigator  and  it uses  QTIME,  

QDATETIME,  QHOUR,  QMINUTE,  and  QSECOND.  

2
The  operating  system  no  longer  uses  this  system  value.  For  a complete  list  of system  values  no  longer  

used  by  the  operating  system,  see  Obsolete  system  values.  

3
In  iSeries  Navigator,  this  is  the  Maximum  system  disk  pool  usage  (0-100  percent)  system  value.  In  the  

character-based  interface,  this  system  value  specifies  the  disk  pool  lower  limit  versus  the  maximum  

allowed.  

For  more  information,  see  the  Retrieve  System  Values  API.  

   

System value categories 

iSeries  

(TM) Navigator  groups  system  values  into  categories  to  streamline  system  value  management.  You 

can  use  iSeries  

(TM) Navigator  to  work  with  the  following  categories  of  system  values:  
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“i5/OS  

(TM) system  values:  Auditing  overview”
Changes  the  auditing  values.  

“i5/OS  

(TM) system  values:  Date  and  time  overview”  on 

page  29
Changes  the  date,  time,  and  

  

time  zone  information.  

   

“i5/OS  

(TM) system  values:  Devices  overview”  on page  30
Changes  device  auto-configuration  and  recovery  values.  

“i5/OS  

(TM) system  values:  International  overview”  on 

page  31
Changes  locale  settings  and  format  of numbers,  currency,  

dates,  and  time.  

“i5/OS  

(TM) system  values:  Jobs  overview”  on  page  32
Changes  system  level  job  limits  and  default  job  priorities.  

“i5/OS  

(TM) system  values:  Library  lists  overview”  on 

page  34
Changes  the  default  system  and  user  library  lists.  

“i5/OS  

(TM) system  values:  Messages  and  service  

overview”  on page  34
Changes  messages,  logging,  and  service  information.  

“i5/OS  

(TM) system  values:  Password  overview”  on page  

35
Changes  password  expiration  and  composition  rules.  

“i5/OS  

(TM) system  values:  Performance  overview”  on 

page  36
Changes  priority,  performance  adjustments,  and  

processing  values  for the  system.  

“i5/OS  

(TM) system  values:  Power  control  overview”  on 

page  38
Changes  power  supply  values.  

“i5/OS  

(TM) system  values:  Printing  overview”  on page  

39
Changes  basic  printing  values  and  format  of printer  

output.  

“i5/OS  

(TM) system  values:  Restart  overview”  on page  39
Changes  initial  setup  values  and  settings  that  affect  

restart.  

“i5/OS  

(TM) system  values:  Save  and  restore  overview”  

on page  40
Changes  restore  and  

   

save  values.  

   

“i5/OS  

(TM) system  values:  Security  overview”  on page  

41
Changes  object,  user,  and  system  security  values.  

“i5/OS  

(TM) system  values:  Signon  overview”  on page  42
Changes  signon  values.  

“i5/OS  

(TM) system  values:  Storage  overview”  on page  43
Changes  values  for  system  storage.  

“i5/OS  

(TM) system  values:  System  and  user  defaults  

overview”  on page  44
Displays  system  identification  information  and  changes  

system  level  values.
  

These  system  values  help  you  control  your  system.  The  proper  settings  will  benefit  you  in  many  ways.  

For  example,  you  are  able  to  control  how  much  memory  is allocated  for  specific  jobs.  This  allows  you  to 

prioritize  various  jobs.  In  addition,  you  can  use  a combination  of  the  system  values  to  control  the  security  

of the  system.  

  

These  system  value  categories  are  different  from  the  categories  used  in  the  character-based  interface.  To 

compare  the  iSeries  

(TM) Navigator  categories  with  the  character-based  categories  (grouped  by  the  type  

(*TYPE)  parameter),  see  Character-based  types  versus  iSeries  

(TM) Navigator  categories.  

   

  

For  more  information  about  the  system  values  that  are  no  longer  used  by  the  operating  system,  see  

Obsolete  system  values.  

   

To learn  more  about  system  values,  see  the  “i5/OS  

(TM) system  value  finder”  on  page  5. 

i5/OS 

(TM)  system values: Auditing overview 

Use  i5/OS  

(TM) auditing  system  values  to  control  a variety  of auditing  and  other  record-keeping  events.  

To access  the  auditing  category  of  system  values,  select  Configuration  and  Services  in iSeries  

(TM) 

Navigator.  Then,  select  System  Values. 

If you  are  familiar  with  the  i5/OS  

(TM) character-based  interface,  you  will  notice  that  iSeries  Navigator  

uses  descriptive  words  to  describe  the  system  values.  For  a quick  overview  of  the  auditing  system  values  

 

28 iSeries:  System values

rzakzcatcompare.htm
rzakznolongerused.htm


available  in iSeries  

(TM) Navigator  (and  their  counterparts  in  the  character-based  interface),  refer  to the  

following  table.  Follow  the  links  to  learn  more  about  each  system  value.  

  

To view  the  auditing  system  values,  you  must  have  All  object  (*ALLOBJ)  or  Audit  (*AUDIT)  special  

authority.  If you  do  not  have  the  proper  authority,  the  Auditing  category  of  system  values  is not  

available.  In  iSeries  Navigator,  the  Auditing  category  is not  displayed.  In  the  character-based  interface,  

the  auditing  system  values  display  a not  available  (*NOTAVL)  value  with  the  exception  that  

QAUDFRCLVL  displays  -1.  Therefore,  you  need  All  object  (*ALLOBJ)  or  Audit  (*AUDIT)  special  

authority  to  view  the  auditing  system  values  and  Audit  (*AUDIT)  authority  to change  the  auditing  

system  values.  

   

 Auditing  system  values:  

Name  in 

iSeries  

(TM) Navigator  

Description  of
system  value  

Name  in 

character-based  interface  

Activate  action  auditing  Sets  action  auditing  and  specifies  the 

auditing  level  for specific  functions.  

QAUDCTL
QAUDLVL
  

QAUDLVL2  

   

Audit  journal  error  action  Specifies  the action  for  the  system  to 

take  when  audit  records  cannot  be 

sent  to the  auditing  journal  because  of 

errors  that  occur  when  the  journal  

entry  is sent.  

QAUDENDACN  

Maximum  journal  entries  

before  writing  to auxiliary  storage  

Sets  the  number  of journal  entries  

written  to the  auditing  journal  before  

the  journal  entry  data  moves  to 

auxiliary  storage.  

QAUDFRCLVL  

Default  auditing  for  

newly  created  objects  

Sets  the  default  object  auditing  value  

used  when  new  objects  are  created  

into  a library.  

QCRTOBJAUD  

  

To learn  more  about  these  and  other  system  values  that  you  can  view  and  change  in  iSeries  

(TM) 

Navigator,  see  the  following:  

“i5/OS  

(TM) system  value  finder”  on  page  5
Use  this  tool  to  find  system  values  in  iSeries  Navigator.  The  i5/OS  

(TM) system  value  finder  can  be  

particularly  helpful  if you  are  trying  to  make  the  switch  from  the  system  value  terms  that  were  used  

in  the  character-based  interface  to  the  terms  that  are  now  used  in  iSeries  

(TM) Navigator.  

“System  value  categories”  on  page  27
Find  an  introduction  to  all  the  categories  of system  values  found  in  iSeries  

(TM) Navigator.  

i5/OS 

(TM)  system values: Date and time overview 

Use  i5/OS  

(TM) date  and  time  system  values  to control  the  system’s  date,  time,  and  time  zone  

information.  To access  the  date  and  time  category  of  system  values,  select  Configuration  and  Services  in  

iSeries  

(TM) Navigator.  Then,  select  System  Values. 

If you  are  familiar  with  the  i5/OS  

(TM) character-based  interface,  you  will  notice  that  iSeries  

(TM) 

Navigator  uses  descriptive  words  to  describe  the  system  values.  For  a quick  overview  of the  date  and  

time  system  values  available  in  iSeries  

(TM) Navigator  (and  their  counterparts  in  the  character-based  

interface),  refer  to  the  following  table.  Follow  the  links  to learn  more  about  each  system  value.  
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Date  and  time  system  values:  

Name  in
iSeries  

(TM) Navigator  

Description  of
system  value  

Name  in
character-based  interface  

System  date  Sets  the  date  for system.  

  

QDATETIME  

  

, QCENTURY,  

QDAYOFWEEK,  QDATE, QDAY,  

QMONTH,  QYEAR  

Leap  year  adjustment  Specifies  the  leap  year  adjustment.  QLEAPADJ  

Time  of day  Specifies  the  time  of the  day.  

  

QDATETIME,  

 

 

QTIME,  QHOUR,
QMINUTE,  QSECOND  

Offset  from  UTC  Sets  the  offset  from  UTC.  QUTCOFFSET  

   

Time  zone  Specifies  the  time  zone  for the system.  QTIMZON  

   

   

Time  adjustment  Identifies  the application  to use  for  

time  maintenance.  

QTIMADJ  

   

  

To learn  more  about  these  and  other  system  values  you  can  view  and  change  in  iSeries  

(TM) Navigator,  

see  the  following:  

Time  management
  

View  this  topic  to learn  about  Time  management’s  time  zone  and  time  adjustment  functions.  Use  

Time  management  to  work  with  the  time  zone  (QTIMZON)  and  time  adjustment  (QTIMADJ)  

system  values.  

   

“i5/OS  

(TM) system  value  finder”  on  page  5
Use  this  tool  to  find  system  values  in  iSeries  

(TM) Navigator.  The  i5/OS  

(TM) system  value  finder  can  

be  particularly  helpful  if you  are  trying  to  make  the  switch  from  the  system  value  terms  that  were  

used  in  the  character-based  interface  to  the  terms  that  are  now  used  in  iSeries  Navigator.  

“System  value  categories”  on  page  27
Find  an  introduction  to  all  the  categories  of system  values  found  in  iSeries  

(TM) Navigator.  

i5/OS 

(TM)  system values: Devices overview 

Use  Oi5/OS  

(TM) devices  system  values  to  control  the  system’s  device  auto-configuration  and  recovery  

values.  To access  the  devices  category  of  system  values,  select  Configuration  and  Services  in iSeries  

(TM) 

Navigator.  Then,  select  System  Values. 

If you  are  familiar  with  the  i5/OS  

(TM) character-based  interface,  you  will  notice  that  iSeries  

(TM) 

Navigator  uses  descriptive  words  to  describe  the  system  values.  For  a quick  overview  of  the  devices  

system  values  available  in  iSeries  

(TM) Navigator  (and  their  counterparts  in  the  character-based  interface),  

refer  to  the  following  table.  Follow  the  links  to learn  more  about  each  system  value.  

 Devices  system  values:  

Name  in
iSeries  Navigator  

Description  of
system  value  

Name  in
character-based  interface  
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Local  controllers  and  devices  Sets  auto  configuration  for local  

controllers  and  devices.  

QAUTOCFG  

Device  naming  convention  Specifies  the device  naming  

convention.  

QDEVNAMING  

Remote  controllers  and  devices  Sets  automatic  configuration  for  

remote  controllers  and  devices.  

QAUTORMT  

Pass-through  devices  and  Telnet Sets  automatic  configuration  for  

pass-through  devices  and  Telnet. 

QAUTOVRT  

Action  to  take  when  a device  error  

occurs  on the  workstation  

Sets  the  action  to take  when  an error  

occurs.  

QDEVRCYACN  

  

To learn  more  about  these  and  other  system  values  you  can  view  and  change  in iSeries  

(TM) Navigator,  

see  the  following:  

“i5/OS  

(TM) system  value  finder”  on  page  5
Use  this  tool  to  find  system  values  in  iSeries  

(TM) Navigator.  The  i5/OS  

(TM) system  value  finder  can  

be  particularly  helpful  if you  are  trying  to  make  the  switch  from  the  system  value  terms  that  were  

used  in  the  character-based  interface  to the  terms  that  are  now  used  in iSeries  

(TM) Navigator.  

“System  value  categories”  on  page  27
Find  an  introduction  to  all  the  categories  of system  values  found  in  iSeries  

(TM) Navigator.  

i5/OS 

(TM)  system values: International overview 

Use  i5/OS  

(TM) international  system  values  to view  and  change  the  system’s  locale  values  and  how  

numbers,  currencies,  dates,  and  time  are  displayed.  To access  the  international  category  of  system  values,  

select  Configuration  and  Services  in iSeries  

(TM) Navigator.  Then,  select  System  Values. 

If you  are  familiar  with  the  i5/OS  

(TM) character-based  interface,  you  will  notice  that  iSeries  

(TM) 

Navigator  uses  descriptive  words  to  describe  the  system  values.  For  a quick  overview  of the  international  

system  values  available  in iSeries  

(TM) Navigator  (and  their  counterparts  in  the  character-based  interface),  

refer  to  the  following  table.  Follow  the  links  to  learn  more  about  each  system  value.  

 International  system  values:  

Name  in
iSeries  Navigator  

Description  of
system  value  

Name  in
character-based  interface  

Date  and  time  Sets  the  format  to use  when  

displaying  the  date.  You may  also  

specify  the  symbol  used  to separate  

the  date  and  time  values.  

QDATFMT, QTIMSEP,  QDATSEP  

Decimal  format  Specifies  the format  used  when  

displaying  numbers.  

QDECFMT  

Currency  symbol  Sets  the  symbol  to use  when  

displaying  currency  values.  

QCURSYM  

Language  Sets  the  language  to be used  on the  

system.  

QLANGID  
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Country/Region  Sets  the  country/region  used  by the  

system.  

QCNTRYID  

Default  system  keyboard  Sets  the  keyboard  type  used  on the 

system.  

QKBDTYPE  

Coded  character  set  ID Specifies  the  coded  character  set ID. QCCSID  

Graphic  character  set/Code  page  Sets  graphic  character  set and  code  

page  for the  system.  

QCHRID  

Character  identifier  control  Sets  the  character  identifier  control.  QCHRIDCTL  

Sort  sequence  Specifies  the  sort  sequence  used  on 

the  system.  

QSRTSEQ  

Coded  font  name  Specifies  the  coded  font  name  to be 

used  on the system.  

QIGCCDEFNT  

Coded  font  point  size  Specifies  the  coded  font  point  size  to 

be  used  on the  system.  

QIGCFNTSIZ  

Locale  Specifies  the  locale  to be used  on the  

system.  

QLOCALE  

Set job  attributes  based  on  locale  Sets  specific  job  attributes  based  on 

locale.  

QSETJOBATR  

Double-byte  capable  Specifies  whether  double-byte  coded  

character  (DBCS)  version  of the  

system  is installed.  

QIGC  

  

To learn  more  about  these  and  other  system  values  you  can  view  and  change  in  iSeries  

(TM) Navigator,  

see  the  following:  

“i5/OS  

(TM) system  value  finder”  on  page  5
Use  this  tool  to  find  system  values  in  iSeries  

(TM) Navigator.  The  i5/OS  

(TM) system  value  finder  can  

be  particularly  helpful  if you  are  trying  to  make  the  switch  from  the  system  value  terms  that  were  

used  in  the  character-based  interface  to  the  terms  that  are  now  used  in  iSeries  Navigator.  

“System  value  categories”  on  page  27
Find  an  introduction  to  all  the  categories  of system  values  found  in  iSeries  

(TM) Navigator.  

i5/OS 

(TM)  system values: Jobs overview 

Use  i5/OS  

(TM) jobs  system  values  to  view  or  change  system  level  job  limits  and  other  job  defaults.  To 

access  the  jobs  category  of  system  values,  select  Configuration  and  Services  in iSeries  

(TM) Navigator.  

Then,  select  System  Values. 

If you  are  familiar  with  the  i5/OS  

(TM) character-based  interface,  you  will  notice  that  iSeries  

(TM) 

Navigator  uses  descriptive  names  for  the  system  values.  For  a quick  overview  of the  jobs  system  values  

available  in  iSeries  Navigator  (and  their  counterparts  in  the  character-based  interface),  refer  to  the  

following  table.  Follow  the  links  to  learn  more  about  each  system  value.  

 Jobs  system  values:  
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Name  in 

iSeries  

(TM) Navigator  

Description  of  

system  value  

Name  in
character-based  interface  

Allocate  storage  at restart  Specifies  the storage  used  at restart  

for active  and  total  jobs.  

QACTJOB,  QTOTJOB  

Allocate  additional  

storage  as needed  

Specifies  the storage  allocated  as 

needed.  

QADLACTJ,  QADLTOTJ  

Maximum  jobs  Specifies  the maximum  number  of 

jobs.  

QMAXJOB  

Initial  printer  

output  block  size  

Controls  the initial  size  of an internal  

control  block  (SCB).  

QJOBSPLA  

Maximum  printer  output  files  Specifies  the maximum  number  of 

printer  output  files  allowed  for  a job.  

QMAXSPLF  

Maximum  job  log  size  Specifies  the maximum  job log  size.  QJOBMSGQMX  

When  a maximum  size  is reached  Specifies  the action  to take  when  the  

maximum  job log  size  is reached.  

QJOBMSGQFL  

Time-out  interval  for  inactive  jobs  Specifies  the time-out  interval  for 

inactive  jobs.  

QINACTITV  

When  job reaches  time-out  Specifies  the action  to take  when  an 

inactive  job reaches  time-out.  

QINACTMSGQ  

Time-out  interval  for  disconnected  

jobs  

Specifies  the time-out  interval  for 

disconnected  jobs.  

QDSCJOBITV  

When  a function  in a multi-threaded  

job  is not  threadsafe  

Specifies  the action  to take  when  a 

function  is not  threadsafe.  

QMLTTHDACN  

Detach  printer  output  after  jobs  have  

ended  

Specifies  whether  spooled  files  are  

kept  with  a job  or detached  from  the  

job.  

QSPLFACN  

   

Maximum  time  for  immediate  end  Specifies  the maximum  amount  of 

time  for  application  cleanup  during  

the  immediate  ending  of a job.  

QENDJOBLMT  

   

  

To learn  more  about  these  and  other  system  values  you  can  view  and  change  in iSeries  

(TM) Navigator,  

see  the  following:  

“i5/OS  

(TM) system  value  finder”  on  page  5
Use  this  tool  to  find  system  values  in  iSeries  

(TM) Navigator.  i5/OS  

(TM) system  value  finder  can  be 

particularly  helpful  if you  are  trying  to  make  the  switch  from  the  system  value  terms  that  were  used  

in  the  character-based  interface  to  the  terms  that  are  now  used  in  iSeries  

(TM) Navigator.  

“System  value  categories”  on  page  27
Find  an  introduction  to  all  the  categories  of system  values  found  in  iSeries  

(TM) Navigator.  
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i5/OS 

(TM)  system values: Library lists overview 

Use  i5/OS  

(TM) library  lists  system  values  to  view  or  change  system  level  job  limits  and  other  job  

defaults.  To access  the  library  lists  category  of  system  values,  select  Configuration  and  Services  in  iSeries  

(TM) Navigator.  Then,  select  System  Values. 

If you  are  familiar  with  the  OS/400  character-based  interface,  you  will  notice  that  iSeries  

(TM) Navigator  

uses  descriptive  names  for  the  system  values.  For  a quick  overview  of the  library  lists  system  values  

available  in  iSeries  

(TM) Navigator  (and  their  counterparts  in  the  character-based  interface),  refer  to the  

following  table.  Follow  the  links  to  learn  more  about  each  system  value.  

 Library  lists  system  values:  

Name  in 

iSeries  

(TM) Navigator  

Description  of 

system  value  

Name  in
character-based  interface  

System  library  list  Specifies  the  initial  value  for the  

system  portion  of a job’s  library  list.  

QSYSLIBL  

User  library  list  Specifies  the  initial  value  for the  user  

portion  of a job’s  library  list.  

QUSRLIBL  

  

To learn  more  about  these  and  other  system  values  you  can  view  and  change  in  iSeries  

(TM) Navigator,  

see  the  following:  

“i5/OS  

(TM) system  value  finder”  on  page  5
Use  this  tool  to  find  system  values  in  iSeries  

(TM) Navigator.  The  i5/OS  

(TM) system  value  finder  can  

be  particularly  helpful  if you  are  trying  to  make  the  switch  from  the  system  value  terms  that  were  

used  in  the  character-based  interface  to  the  terms  that  are  now  used  in  iSeries  Navigator.  

“System  value  categories”  on  page  27
Find  an  introduction  to  all  the  categories  of system  values  found  in  iSeries  

(TM) Navigator.  

i5/OS 

(TM)  system values: Messages and service overview 

Use  i5/OS  

(TM) messages  and  service  system  values  to change  and  view  the  system’s  message,  logging,  

and  service  information.  To access  the  messages  and  service  category  of  system  values,  select  

Configuration  and  Services  in  iSeries  

(TM) Navigator.  Then,  select  System  Values. 

If you  are  familiar  with  the  i5/OS  

(TM) character-based  interface,  you  will  notice  that  iSeries  

(TM) 

Navigator  uses  descriptive  words  to  describe  the  system  values.  For  a quick  overview  of  the  messages  

and  service  system  values  available  in  iSeries  

(TM) Navigator  (and  their  counterparts  in  the  

character-based  interface),  refer  to  the  following  table.  Follow  the  links  to  learn  more  about  each  system  

value.  

 Messages  and  service  system  values:  

Name  in 

iSeries  Navigator  

Description  of 

system  value  

Name  in
character-based  interface  

Maximum  records  in history  log  Specifies  the  maximum  records  in 

history  log.  

QHSTLOGSIZ  

Display  status  messages  Specifies  if status  messages  are  

displayed  on line  24 of the  

character-based  interface.  

QSTSMSG  
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Message  queue  Specifies  the message  queue  for lines,  

controllers  and  devices.  

QCFGMSGQ  

Journal  accounting  information  Specifies  whether  to journal  job 

usage,  printer  output  and  printer  

usage  or not.  

QACGLVL  

Problem  log  filter  Specifies  whether  to filter  the  problem  

log  or not.  

QPRBFTR  

Minimum  retention  Sets  the  minimum  period  for  holding  

problem  log entries.  

QPRBHLDITV  

Log  software  problems  detected  by  

system  

Specifies  whether  or not  to log  

software  problems  that  are  detected  

by  the system.  

QSFWERRLOG  

Service  log  for  unmonitored  escape  

messages  

Specifies  whether  to create  a service  

log  for unmonitored  escape  messages  

or not.  

QSRVDMP  

Allow  remote  service  of system  Specifies  remote  service  for the  

system.  

QRMTSRVATR  

  

To learn  more  about  these  and  other  system  values  you  can  view  and  change  in iSeries  

(TM) Navigator,  

see  the  following:  

“i5/OS  

(TM) system  value  finder”  on  page  5
Use  this  tool  to  find  system  values  in  iSeries  

(TM) Navigator.  The  i5/OS  

(TM) system  value  finder  can  

be  particularly  helpful  if you  are  trying  to  make  the  switch  from  the  system  value  terms  that  were  

used  in  the  character-based  interface  to the  terms  that  are  now  used  in iSeries  

(TM) Navigator.  

“System  value  categories”  on  page  27
Find  an  introduction  to  all  the  categories  of system  values  found  in  iSeries  

(TM) Navigator.  

i5/OS 

(TM)  system values: Password overview 

Use  i5/OS  

(TM) password  system  values  to  control  the  password  values  and  password  restrictions.  To 

access  the  password  category  of  system  values,  select  Configuration  and  Services  in  iSeries  

(TM) 

Navigator.  Then,  select  System  Values. 

If you  are  familiar  with  the  i5/OS  

(TM) character-based  interface,  you  will  notice  that  iSeries  

(TM) 

Navigator  uses  descriptive  names  for  the  system  values.  For  a quick  overview  of the  password  system  

values  available  in  iSeries  Navigator  (and  their  counterparts  in  the  character-based  interface),  refer  to  the  

following  table.  Follow  the  links  to  learn  more  about  each  system  value.  

 Password  system  values:  

Name  in 

iSeries  

(TM) Navigator  

Description  of  

system  value  

Name  in
character-based  interface  

Password  level  Sets  the  password  level  for the 

system.  

QPWDLVL  

Minimum  password  length  Sets  the  minimum  length  for  a 

password.  

QPWDMINLEN  
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Maximum  password  length  Sets  the  maximum  length  for a 

password.  

QPWDMAXLEN  

Require  at  least  one  digit  Sets  the  passwords  used  on the 

system  to use  at least  one  digit.  

QPWDRQDDGT  

Restrict  consecutive  digits  Sets  the  passwords  on the system  to 

restrict  consecutive  digits.  

QPWDLMTAJC  

Restricted  characters  Specifies  the  characters  to be 

restricted.  

QPWDLMTCHR  

Restrict  repeating  characters  Specifies  whether  to restrict  repeating  

characters  or not.  

QPWDLMTREP  

Require  a new  character  in each  

position  

Sets  the  passwords  on the system  to 

require  a new  character  in each  

position.  

QPWDPOSDIF  

Password  reuse  cycle  Specifies  when  a password  can  be 

used  again.  

QPWDRQDDIF  

Password  expiration  Specifies  when  a password  expires.  QPWDEXPITV  

Not  in iSeries  

(TM) Navigator  Specifies  whether  a user-written  

program  will  do additional  validation  

on  passwords  or not.  

QPWDVLDPGM  

  

To learn  more  about  these  and  other  system  values  you  can  view  and  change  in  iSeries  

(TM) Navigator,  

see  the  following:  

“Secure  system  access  levels”  on  page  54
Describes  how  to  configure  your  password  system  value  settings  to restrict  signon  access.  This  is 

another  way  to  enforce  and  secure  your  security  policy.  

“i5/OS  

(TM) system  value  finder”  on  page  5
Use  this  tool  to  find  system  values  in  iSeries  

(TM) Navigator.  The  i5/OS  

(TM) system  value  finder  can  

be  particularly  helpful  if you  are  trying  to  make  the  switch  from  the  system  value  terms  that  were  

used  in  the  character-based  interface  to  the  terms  that  are  now  used  in  iSeries  

(TM) Navigator.  

“System  value  categories”  on  page  27
Find  an  introduction  to  all  the  categories  of system  values  found  in  iSeries  

(TM) Navigator.  

i5/OS 

(TM)  system values: Performance overview 

Use  i5/OS  

(TM) performance  system  values  to  view  and  change  priority,  performance  adjustments,  and  

processing  values  for  the  system.  To access  the  performance  category  of system  values,  select  

Configuration  and  Services  in  iSeries  

(TM) Navigator.  Then,  select  System  Values. 

If you  are  familiar  with  the  i5/OS  

(TM) character-based  interface,  you  will  notice  that  iSeries  

(TM) 

Navigator  uses  descriptive  names  for  the  system  values.  For  a quick  overview  of the  performance  system  

values  available  in  iSeries  

(TM) Navigator  (and  their  counterparts  in  the  character-based  interface),  refer  to  

the  following  table.  Follow  the  links  to  learn  more  about  each  system  value.  
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Performance  system  values:  

Name  in 

iSeries  

(TM) Navigator  

Description  of  

system  value  

Name  in
character-based  interface  

Dynamically  adjust  job priorities  of 

interactive  jobs  

Sets  the  job priorities  of interactive  

jobs  

QDYNPTYADJ  

Dynamically  adjust  job priorities  

within  priority  bands  

Sets  job  priorities  within  priority  

bands  to be dynamically  adjusted.  

QDYNPTYSCD  

Automatically  adjust  memory  pools  

and  activity  levels  

Specifies  when  to automatically  adjust  

memory  pools  and  activity  levels.  

QPFRADJ  

Maximum  eligible  threads  Specifies  the maximum  number  of 

eligible  threads.  

QMAXACTLVL  

Machine  memory  pool  size  Specifies  the size  of the machine  

memory  pool.  

QMCHPOOL  

Base  memory  pool  minimum  size  Specifies  the minimum  base  memory  

pool.  

QBASPOOL  

Base  memory  pool  maximum  eligible  

threads  

Specifies  maximum  number  of 

eligible  threads.  

QBASACTLVL  

Move  interactive  jobs  to  base  pool  at 

end  of time  slice  

Specifies  whether  to move  interactive  

jobs  to base  pool  at the  end  of the  

time  slice  or not.  

QTSEPOOL  

Communications  configuration  

recovery  

Specifies  whether  or not  recovery  

attempts  are  made  and  how  many  

attempts  to take.  

QCMNRCYLMT  

Communications  arbiter  jobs,  at 

restart  

Specifies  the number  of 

communications  arbiter  system  jobs 

that  are  available  to process  work  for 

controllers  and  devices.  

QCMNARB  

Available  display  station  pass-through  

server  jobs  

Specifies  the number  of target  display  

station  pass-through  server  jobs  that  

are  available  to process  i5/OS  

(TM) 

display  station  pass-through,  iSeries  

(TM) Access  workstation  function  

(WSF),  and  other  5250  emulation  

programs  on programmable  

workstations.  

QPASTHRSVR  

Parallel  processing  for  queries  and  

indexes  

Specifies  whether  to use  parallel  

processing  and  what  to  use  it for.  

QQRYDEGREE  

Database  query  time  limit  Sets  the  time  limit  for  a database  

query.  

QQRYTIMLMT  

Lock  libraries  in a user  job’s  library  

search  list  

Prevents  other  jobs  from  deleting  or 

renaming  the libraries  in  the search  

list.  

QLIBLCKLVL  
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Allow  background  database  statistics  

collection  

Specifies  what  requests  are  allowed  to 

be  processed  by system  job,  

QDBFSTCCOL.  

QDBFSTCCOL  

   

Thread  affinity  Specifies  whether  or not  secondary  

threads  will have  affinity  to the  same  

group  of processors  and  memory  as 

the  initial  thread.  

QTHDRSCAFN  

   

   

Automatically  adjust  thread  

resources  

Specifies  whether  or not  the system  

should  dynamically  make  

adjustments  to the  affinity  of threads  

currently  running  on the  system.  

QTHDRSCADJ  

   

  

To learn  more  about  these  and  other  system  values  you  can  view  and  change  in  iSeries  

(TM) Navigator,  

see  the  following:  

“i5/OS  

(TM) system  value  finder”  on  page  5
Use  this  tool  to  find  system  values  in  iSeries  

(TM) Navigator.  The  i5/OS  

(TM) system  value  finder  can  

be  particularly  helpful  if you  are  trying  to  make  the  switch  from  the  system  value  terms  that  were  

used  in  the  character-based  interface  to  the  terms  that  are  now  used  in  iSeries  

(TM) Navigator.  

“System  value  categories”  on  page  27
Find  an  introduction  to  all  the  categories  of system  values  found  in  iSeries  

(TM) Navigator.  

i5/OS 

(TM)  system values: Power control overview 

Use  i5/OS  

(TM) power  control  system  values  to control  the  system’s  power  supply  values.  To access  the  

power  control  category  of system  values,  select  Configuration  and  Services  in  iSeries  

(TM) Navigator.  

Then,  select  System  Values. 

If you  are  familiar  with  the  i5/OS  

(TM) character-based  interface,  you  will  notice  that  iSeries  Navigator  

uses  descriptive  names  for  the  system  values.  For  a quick  overview  of the  power  control  system  values  

available  in  iSeries  

(TM) Navigator  (and  their  counterparts  in  the  character-based  interface),  refer  to the  

following  table.  Follow  the  links  to  learn  more  about  each  system  value.  

 Power  control  system  values:  

Name  in
iSeries  

(TM) Navigator  

Description  of
system  value  

Name  in
character-based  interface  

When  power  failure  occurs  Specifies  the  action  to take  when  

a power  failure  occurs.  

QUPSDLYTIM  

Message  queue  and  library  Specifies  the  message  queue  and  

library.  

QUPSMSGQ  

  

To learn  more  about  these  and  other  system  values  you  can  view  and  change  in  iSeries  

(TM) Navigator,  

see  the  following:  

“i5/OS  

(TM) system  value  finder”  on  page  5
Use  this  tool  to  find  system  values  in  iSeries  

(TM) Navigator.  The  i5/OS  

(TM) system  value  finder  can  

be  particularly  helpful  if you  are  trying  to  make  the  switch  from  the  system  value  terms  that  were  

used  in  the  character-based  interface  to  the  terms  that  are  now  used  in  iSeries  

(TM) Navigator.  
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“System  value  categories”  on  page  27
Find  an  introduction  to  all  the  categories  of system  values  found  in  iSeries  

(TM) Navigator.  

i5/OS 

(TM)  system values: Printing overview 

Use  i5/OS  

(TM) printing  system  values  to  control  how  the  system’s  printer  output  is formatted  and  the  

default  device  description.  To access  the  printing  category  of  system  values,  select  Configuration  and  

Services  in  iSeries  

(TM) Navigator.  Then,  select  System  Values. 

If you  are  familiar  with  the  i5/OS  

(TM) character-based  interface,  you  will  notice  that  iSeries  

(TM) 

Navigator  uses  descriptive  names  for  the  system  values.  For  a quick  overview  of the  printing  system  

values  available  in  iSeries  

(TM) Navigator  (and  their  counterparts  in  the  character-based  interface),  refer  to  

the  following  table.  Follow  the  links  to  learn  more  about  each  system  value.  

 Printing  system  values:  

Name  in 

iSeries  

(TM) Navigator  

Description  of  

system  value  

Name  in
character-based  interface  

Default  printer  Sets  the  default  printer  for  the 

system.  

QPRTDEV  

Format  when  using  Print  key  Specifies  whether  border  or header  

information  is included  when  using  

the  Print  key.  

QPRTKEYFMT  

Printed  page  footer  Specifies  the page  footer  for  the  

system.  

QPRTTXT  

  

To learn  more  about  these  and  other  system  values  you  can  view  and  change  in iSeries  

(TM) Navigator,  

see  the  following:  

“i5/OS  

(TM) system  value  finder”  on  page  5
Use  this  tool  to  find  system  values  in  iSeries  

(TM) Navigator.  The  i5/OS  

(TM) system  value  finder  can  

be  particularly  helpful  if you  are  trying  to  make  the  switch  from  the  system  value  terms  that  were  

used  in  the  character-based  interface  to the  terms  that  are  now  used  in iSeries  

(TM) Navigator.  

“System  value  categories”  on  page  27
Find  an  introduction  to  all  the  categories  of system  values  found  in  iSeries  

(TM) Navigator.  

i5/OS 

(TM)  system values: Restart overview 

Use  i5/OS  

(TM) restart  system  values  to  change  and  view  when  to  restart  the  system  and  what  will  

happen  when  the  system  is  restarted.  These  system  values  include  values  that  apply  to IPL  (initial  

program  load).  To access  the  restart  category  of  system  values,  select  Configuration  and  Services  in  

iSeries  

(TM) Navigator.  Then,  select  System  Values. 

If you  are  familiar  with  the  OS/400  character-based  interface,  you  will  notice  that  iSeries  

(TM) Navigator  

uses  descriptive  names  for  the  system  values.  For  a quick  overview  of  the  restart  system  values  available  

in  iSeries  

(TM) Navigator  (and  their  counterparts  in  the  character-based  interface),  refer  to the  following  

table.  Follow  the  links  to  learn  more  about  each  system  value.  

 Restart  system  values:  

Name  in 

iSeries  

(TM) Navigator  

Description  of  

system  value  

Name  in
character-based  interface  
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Type of restart  Specifies  the  type  of restart  for your  

system.  

QIPLTYPE  

Allow  auto-restart  after  power  failure  Specifies  whether  to allow  

auto-restart  when  a power  failure  

occurs  or not.  

QPWRRSTIPL  

Allow  remote  power-on  and  restart  Specifies  whether  to allow  remote  

power-on  and  restart  or not.  

QRMTIPL  

Allow  scheduled  restart  Sets  the  date  and  time  for a 

scheduled  restart.  

QIPLDATTIM  

Maximum  time  for immediate  

shutdown  

Specifies  the  time  limit  before  an 

immediate  shutdown  occurs.  

QPWRDWNLMT  

Start-up  program  to set up  system  Specifies  the  program  used  to set up 

the  system.  

QSTRUPPGM  

Controlling  subsystem/library  Specifies  the  controlling  subsystem  

and  the  library.  

QCTLSBSD  

If console  problem  occurs  Specifies  the  action  to take  when  a 

console  problem  occurs.  

QSCPFCONS  

Wait for  database  recovery  before  

completing  restart  

Specifies  whether  to wait  for database  

recovery  before  completing  the  restart  

or  not.  

QDBRCVYWT  

Previous  system  ending  status  States  the  previous  ending  status.  QABNORMSW  

Previous  restart  type  Specifies  how  the  previous  restart  

occurred.  

QIPLSTS  

Printers  started  Specifies  whether  printers  were  

started  at the  time  of the previous  

restart  or not.  

QSTRPRTWTR  

  

To learn  more  about  these  and  other  system  values  you  can  view  and  change  in  iSeries  

(TM) Navigator,  

see  the  following:  

“i5/OS  

(TM) system  value  finder”  on  page  5
Use  this  tool  to  find  system  values  in  iSeries  

(TM) Navigator.  The  i5/OS  

(TM) system  value  finder  can  

be  particularly  helpful  if you  are  trying  to  make  the  switch  from  the  system  value  terms  that  were  

used  in  the  character-based  interface  to  the  terms  that  are  now  used  in  iSeries  

(TM) Navigator.  

“System  value  categories”  on  page  27
Find  an  introduction  to  all  the  categories  of system  values  found  in  iSeries  

(TM) Navigator.  

i5/OS 

(TM)  system values: Save and restore overview 

Use  i5/OS  

(TM) save  and  restore  system  values  to  control  specific  restore  properties.  To access  the  save  

and  restore  category  of  system  values,  select  Configuration  and  Services  in  iSeries  

(TM) Navigator.  Then,  

select  System  Values. 
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If you  are  familiar  with  the  i5/OS  

(TM) character-based  interface,  you  will  notice  that  iSeries  

(TM) 

Navigator  uses  descriptive  names  for  the  system  values.  For  a quick  overview  of the  save  and  restore  

system  values  available  in iSeries  

(TM) Navigator  (and  their  counterparts  in  the  character-based  interface),  

refer  to  the  following  table.  Follow  the  links  to  learn  more  about  each  system  value.  

 Save  and  restore  system  values:  

Name  in 

iSeries  

(TM) Navigator  

Description  of  

system  value  

Name  in
character-based  interface  

Convert  objects  during  restore  Specifies  which  objects  are  converted  

before  being  restored.  

QFRCCVNRST  

Allow  restore  of security  sensitive  

objects  

Specifies  the objects  to be restored  

and  if they  can  be restored  while  

installing  software  fixes.  

QALWOBJRST  

Verify  object  signatures  during  restore  Specifies  whether  objects  without  

signatures  and/or  with  signatures  

that  are  not  valid  are  restored.  

QVFYOBJRST  

   

Save  access  paths  Specifies  whether  to save  access  paths  

or not.  

QSAVACCPTH  

   

  

To learn  more  about  these  and  other  system  values  you  can  view  and  change  in iSeries  

(TM) Navigator,  

see  the  following:  

“Effects  of  system  value  settings  on  restore  operations”  on  page  47
Find  information  on  how  to  examine  the  different  system  value  settings  to ensure  that  your  restore  

operation  will  perform  properly.  

“i5/OS  

(TM) system  value  finder”  on  page  5
Use  this  tool  to  find  system  values  in  iSeries  

(TM) Navigator.  The  i5/OS  

(TM) system  value  finder  can  

be  particularly  helpful  if you  are  trying  to  make  the  switch  from  the  system  value  terms  that  were  

used  in  the  character-based  interface  to the  terms  that  are  now  used  in iSeries  

(TM) Navigator.  

“System  value  categories”  on  page  27
Find  an  introduction  to  all  the  categories  of system  values  found  in  iSeries  

(TM) Navigator.  

i5/OS 

(TM)  system values: Security overview 

Use  i5/OS  

(TM) security  system  values  to  control  object,  user, and  system  security  values.  To access  the  

security  category  of  system  values,  select  Configuration  and  Services  in  iSeries  

(TM) Navigator.  Then,  

select  System  Values. 

If you  are  familiar  with  the  i5/OS  

(TM) character-based  interface,  you  will  notice  that  iSeries  

(TM) 

Navigator  uses  descriptive  names  for  the  system  values.  For  a quick  overview  of the  security  system  

values  available  in  iSeries  

(TM) Navigator  (and  their  counterparts  in  the  character-based  interface),  refer  to  

the  following  table.  Follow  the  links  to  learn  more  about  each  system  value.  

 Security  system  values:  

Name  in 

iSeries  

(TM) Navigator  

Description  of  

system  value  

Name  in
character-based  interface  

Security  level  Sets  the  level  of security  for your  

system.  

QSECURITY  
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Allow  server  security  information  to 

be retained  

Sets  server  security  information  to be 

retained.  

QRETSVRSEC  

Users  who  can  cause  programs  to use  

adopted  authority  from  calling  

programs  

Specifies  which  users  can  work  with  

programs  with  adopted  authorities.  

QUSEADPAUT  

Default  authority  for  newly  created  

objects  in QSYS.LIB  file system  

Specifies  the  default  authority  for 

objects  that  do not specify  the 

authority.  

QCRTAUT 

Allow  use  of shared  or mapped  

memory  with  write  capability  

Specifies  whether  users  are  allowed  to 

use  shared  memory  or mapped  

memory  stream  files or not.  

QSHRMEMCTL  

Allow  these  objects  in . . . Specifies  where  to allow  user  domain  

objects  that  bypass  authority  checking  

and  cannot  be audited.  

QALWUSRDMN  

   

Use  registered  exit  programs  to 

scan  the  root  (/), QOpenSys,  and  

user-defined  file  systems  

Specifies  whether  to scan  file  systems  

or  not.  

QSCANFS  

   

   

Scan  control  Specifies  scan  control  options.  QSCANFSCTL  

   

  

To learn  more  about  these  and  other  system  values  you  can  view  and  change  in  iSeries  

(TM) Navigator,  

see  the  following:  

“i5/OS  

(TM) system  value  finder”  on  page  5
Use  this  tool  to  find  system  values  in  iSeries  

(TM) Navigator.  The  i5/OS  

(TM) system  value  finder  can  

be  particularly  helpful  if you  are  trying  to  make  the  switch  from  the  system  value  terms  that  were  

used  in  the  character-based  interface  to  the  terms  that  are  now  used  in  iSeries  

(TM) Navigator.  

“System  value  categories”  on  page  27
Find  an  introduction  to  all  the  categories  of system  values  found  in  iSeries  

(TM) Navigator.  

iSeries  Security  Reference  

  

 

  

View  this  book  to  learn  more  about  general  security  information  and  the  security  system  values.
   

i5/OS 

(TM)  system values: Signon overview 

Use  i5/OS  

(TM) signon  system  values  to  control  the  signon  values  and  other  initial  values  for  all  users.  To 

access  the  signon  category  of system  values,  select  Configuration  and  Services  in iSeries  

(TM) Navigator.  

Then,  select  System  Values. 

If you  are  familiar  with  the  i5/OS  

(TM) character-based  interface,  you  will  notice  that  iSeries  

(TM) 

Navigator  uses  descriptive  names  for  the  system  values.  For  a quick  overview  of the  signon  system  

values  available  in  iSeries  

(TM) Navigator  (and  their  counterparts  in  the  character-based  interface),  refer  to  

the  following  table.  Follow  the  links  to  learn  more  about  each  system  value.  

 Signon  system  values:  
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Name  in 

iSeries  

(TM) Navigator  

Description  of  

system  value  

Name  in
command  interface  

Incorrect  signon  attempts  Sets  how  many  incorrect  signon  

attempts  a user  is allowed.  

QMAXSIGN  

When  maximum  is reached  Specifies  the action  to take  when  the  

maximum  number  of signon  attempts  

is reached.  

QMAXSGNACN  

Display  signon  information  Specifies  if signon  information  is 

displayed  when  signing  on to a 

system.  

QDSPSGNINF  

Restrict  privileged  users  to specific  

device  sessions  

Specifies  whether  users  with  all object  

(*ALLOBJ)  and  service  (*SERVICE)  

special  authority  need  explicit  

authority  to specific  workstations  or 

not.  

QLMTSECOFR  

Limit  each  user  to one  device  session  Sets  the  limit  for device  sessions.  QLMTDEVSSN  

Remote  signon  Specifies  information  regarding  

remote  signons.  

QRMTSIGN  

  

To learn  more  about  these  and  other  system  values  you  can  view  and  change  in iSeries  

(TM) Navigator,  

see  the  following:  

“i5/OS  

(TM) system  value  finder”  on  page  5
Use  this  tool  to  find  system  values  in  iSeries  

(TM) Navigator.  The  i5/OS  

(TM) system  value  finder  can  

be  particularly  helpful  if you  are  trying  to  make  the  switch  from  the  system  value  terms  that  were  

used  in  the  character-based  interface  to the  terms  that  are  now  used  in iSeries  

(TM) Navigator.  

“System  value  categories”  on  page  27
Find  an  introduction  to  all  the  categories  of system  values  found  in  iSeries  

(TM) Navigator.  

i5/OS 

(TM)  system values: Storage overview 

Use  i5/OS  

(TM) storage  system  values  to  change  the  system’s  storage  behavior  values.  To access  the  

storage  category  of system  values,  select  Configuration  and  Services  in iSeries  

(TM) Navigator.  Then,  

select  System  Values. 

If you  are  familiar  with  the  i5/OS  

(TM) character-based  interface,  you  will  notice  that  iSeries  

(TM) 

Navigator  uses  descriptive  names  for  the  system  values.  For  a quick  overview  of the  storage  system  

values  available  in  iSeries  

(TM) Navigator  (and  their  counterparts  in  the  character-based  interface),  refer  to  

the  following  table.  Follow  the  links  to  learn  more  about  each  system  value.  

 Storage  system  values:  

Name  in 

iSeries  

(TM) Navigator  

Description  of  

system  value  

Name  in
character-based  interface  

Maximum  system  disk  pool  usage  Specifies  the maximum  amount  of 

storage  space  that  can  be used.  

QSTGLOWLMT  
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When  maximum  usage  is reached  Specifies  the  action  to take  when  the  

storage  pool  has  reached  its 

maximum.  

QSTGLOWACN  

Automatically  clean  up  unused  

printer  output  storage  

Sets  automatic  clean  up  for unused  

printer  output  storage  and  specifies  

the  retention  period.  

QRCLSPLSTG  

  

To learn  more  about  these  and  other  system  values  you  can  view  and  change  in  iSeries  

(TM) Navigator,  

see  the  following:  

“i5/OS  

(TM) system  value  finder”  on  page  5
Use  this  tool  to  find  system  values  in  iSeries  

(TM) Navigator.  The  i5/OS  

(TM) system  value  finder  can  

be  particularly  helpful  if you  are  trying  to  make  the  switch  from  the  system  value  terms  that  were  

used  in  the  character-based  interface  to  the  terms  that  are  now  used  in  iSeries  

(TM) Navigator.  

“System  value  categories”  on  page  27
Find  an  introduction  to  all  the  categories  of system  values  found  in  iSeries  

(TM) Navigator.  

i5/OS 

(TM)  system values: System and user defaults overview 

Use  i5/OS  

(TM) system  and  user  defaults  system  values  to  control  system  level  values.  To access  the  

system  and  user  defaults  category  of  system  values,  select  Configuration  and  Services  in  iSeries  

(TM) 

Navigator.  Then,  select  System  Values. 

If you  are  used  to  using  the  i5/OS  

(TM) character-based  interface,  you  will  notice  that  iSeries  

(TM) 

Navigator  uses  descriptive  names  for  the  system  values.  For  a quick  overview  of the  system  and  user  

defaults  system  values  available  in  iSeries  

(TM) Navigator  (and  their  counterparts  in  the  character-based  

interface),  take  a look  at  the  following  table.  Follow  the  links  to learn  more  about  each  system  value.  

 System  and  user  defaults  system  values:  

Name  in 

iSeries  

(TM) Navigator  

Description  of 

system  value  

Name  in
command  interface  

Model  number  Displays  the  model  number  of your  

system.  

QMODEL  

Serial  number  Displays  the  serial  number  for your  

system.  

QSRLNBR  

Processor  feature  code  Displays  the  processor  feature  code  

for  your  system.  

QPRCFEAT  

Console  name  Displays  the  console  name  for your  

system.  

QCONSOLE  

Assistance  level  Sets  the  assistance  level  for  you  

system.  

QASTLVL  

Attention  program  Specifies  the  attention  program  to be 

used  on your  system.  

QATNPGM  

Default  user  environment  Sets  the  default  user  environment.  QSPCENV  
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Use  type-ahead  feature  Sets  the  type-ahead  function.  You 

may  also  select  to use  the  Attention  

key  buffering  option.  

QKBDBUF  

Processor  multi-tasking  Specifies  whether  processor  

multi-tasking  is on,  off,  or determined  

by  the system.  

QPRCMLTTSK  

  

To learn  more  about  these  and  other  system  values  you  can  view  and  change  in iSeries  

(TM) Navigator,  

see  the  following:  

“i5/OS  

(TM) system  value  finder”  on  page  5
Use  this  tool  to  find  system  values  in  iSeries  

(TM) Navigator.  The  i5/OS  

(TM) system  value  finder  can  

be  particularly  helpful  if you  are  trying  to  make  the  switch  from  the  system  value  terms  that  were  

used  in  the  character-based  interface  to the  terms  that  are  now  used  in iSeries  

(TM) Navigator.  

“System  value  categories”  on  page  27
Find  an  introduction  to  all  the  categories  of system  values  found  in  iSeries  

(TM) Navigator.  

System value concepts 

Before  working  with  system  value  settings,  you  should  become  familiar  with  the  following  concepts:  

v   “Lock  function  of  security-related  system  values”
Find  information  about  how  to  lock  and  unlock  system  values.  Only  some  system  values  can  be  

locked.  This  will  provide  you  with  a description  of  the  lock  function,  what  system  values  can  be  

locked,  and  how  to  lock  and  unlock  them.  

v   “Effects  of system  value  settings  on  restore  operations”  on  page  47
Describes  how  to  properly  set  the  restore  system  values  so they  are  compatible  during  a restore  

operation.  This  topic  also  describes  how  the  three  restore  system  values  work  together  when  a restore  

is performed.

Lock function of security-related system values 

Most  security  system  values  can  be  altered  only  by  a user  with  Security  administrator  (*SECADM)  and  

All  object  (*ALLOBJ)  special  authorities.  To prevent  even  these  users  from  changing  these  system  values  

during  normal  operation,  system  service  tools  (SST)  and  dedicated  service  tools  (DST)  provide  an  option  

to  lock  these  security  values.  

The  default  value  is  Yes; therefore,  users  can  change  security-related  system  values.  

The  following  table  identifies  the  system  values  that  are  affected  by  this  option  (Both  the  iSeries  

(TM) 

Navigator  name  and  the  character-based  name  are  specified.):  

 Lockable  system  values  

Auditing  system  values  

Activate  action  auditing  QAUDLVL
  

QAUDLVL2  

   

Activate  object  auditing  QAUDCTL  

Audit  journal  error  action  QAUDENACN  

Default  auditing  for  newly  created  objects  QCRTOBJAUD  

Maximum  number  of journal  entries  in auxiliary  storage  QAUDFRCLVL  

Device  system  values  

Local  controllers  and  devices  QAUTOCFG  

Pass-through  devices  and  Telnet QAUTOVRT  
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Lockable  system  values  

Action  to take  when  a device  error  occurs  QDEVRCYACN  

Remote  controllers  and  devices  QAUTORMT  

Jobs  system  values  

Time-out  interval  QDSCJOBITV  

When  job  reaches  time-out  QINACTMSGQ  

Password  system  values  

Password  expiration  QPWDEXPITV  

Restrict  consecutive  digits  QPWDLMTAJC  

Restricted  characters  QPWDLMTCHR  

Restrict  repeating  characters  QPWDLMTREP  

Password  level  QPWDLVL  

Maximum  password  length  QPWDMAXLEN  

Minimum  password  length  QPWDMINLEN  

Require  a new  character  in each  position  QPWDPOSDIF  

Require  at  least  one  digit  QPWDRQDDGT  

Password  reuse  cycle  QPWDRQDDIF  

Password  validation  program  QPWDVLDPGM  

Messages  and  service  system  values  

Allow  remote  service  of system  QRMTSRVATR  

Save  and  restore  system  values  

Verify  object  signatures  on  restore  QVFYOBJRST  

Convert  objects  during  restore  QFRCCVNRST  

Allow  restore  of security  sensitive  objects  QALWOBJRST  

Security  system  values  

Security  level  QSECURITY  

Allow  server  security  information  to be  retained  QRETSVRSEC  

Users  who  can  work  with  programs  with  adopted  

authority  

QUSEADPAUT  

Default  authority  for  newly  created  objects  in QSYS.LIB  

file  system  

QCRTAUT 

Allow  use  of shared  or mapped  memory  with  write  

capability  

QSHRMEMCTL  

Allow  these  objects  in . . . QALWUSRDMN  

  

Use  registered  exit  programs  to scan  the  root  (/),  

QOpenSys,  and  user-defined  file  systems  

QSCANFS  

   

  

Scan  control  QSCANFSCTL  

   

Signon  system  values  

Remote  signon  QRMTSIGN  

Display  signon  information  QDSPSGNINF  

Restrict  privileged  users  to  specific  device  session  QLMTSECOFR  

Limit  each  user  to  one  device  session  QLMTDEVSSN  

Incorrect  signon  attempts  QMAXSIGN  

When  maximum  is reached  QMAXSGNACN
  

If you  specify  No  for  Allow  security-related  system  values  changes,  users  cannot  change  security-related  

system  values.  If  you  need  to  change  a security-related  system  value,  the  Allow  security-related  system  

values  changes  parameter  must  be  changed  to  Yes in  SST. 

If you  specify  Yes for  Allow  security-related  system  values  changes,  users  with  the  proper  authorities  

can  change  security-related  system  values.  Even  though  the  security-related  system  values  are  unlocked,  

you  still  need  Security  administrator  (*SECADM)  and  All  object  (*ALLOBJ)  special  authorities  to  change  

them.  If you  do  not  want  to  allow  users  to  change  a security-related  system  value,  the  Allow  

security-related  system  values  changes  parameter  must  be  changed  to  No  in  SST. 
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Where  can  I find  more  information?
  

“Lock  and  unlock  security-related  system  values”  on  page  51
Find  information  about  how  to  lock  and  unlock  security-related  system  values  by  using  the  Start  

System  Service  Tools (STRSST)  command.  

  

If you  are  in recovery  mode,  you  need  to  lock  and  

unlock  security-related  system  values  using  Dedicated  Service  Tools (STRDST).  

   

“i5/OS  

(TM) system  value  finder”  on  page  5
Use  this  tool  to  find  system  values  in  iSeries  

(TM) Navigator.  The  i5/OS  

(TM) system  value  finder  can  

be  particularly  helpful  if you  are  trying  to  make  the  switch  from  the  system  value  terms  that  were  

used  in  the  character-based  interface  to the  terms  that  are  now  used  in iSeries  

(TM) Navigator.  

“System  value  categories”  on  page  27
Find  an  introduction  to  all  the  categories  of system  values  found  in  iSeries  

(TM) Navigator.  

Effects of system value settings on restore operations 

When  preparing  for  a restore  operation,  it is important  to  know  and  understand  how  the  following  

system  values  work  together  to  restore  objects.  

v   Verify  object  signatures  during  restore  (QVFYOBJRST)  

v   Convert  objects  during  restore  (QFRCCVNRST)  

v   Allow  restore  of  security-sensitive  objects  (QALWOBJRST)  

When  an  attempt  is made  to  restore  an  object  onto  the  system,  these  three  system  values  work  together  

as  filters  to  determine  if the  object  is allowed  to  be  restored,  or  if it  is converted  during  the  restore.  The  

first  filter  is the  Verify  object  on  restore  (QVFYOBJRST)  system  value.  It is  used  to control  the  restore  of 

some  objects  that  can  be  digitally  signed.  The  second  filter  is  the  Convert  objects  during  restore  

(QFRCCVNRST)  system  value.  This  system  value  allows  you  to specify  whether  or  not  to  convert  

programs,  service  programs,  SQL  packages,  and  module  objects  during  the  restore.  It  can  also  prevent  

some  objects  from  being  restored.  Only  objects  that  can  get  past  the  first  two  filters  are  processed  by  the  

third  filter. The  third  filter  is  the  Allow  restore  of  security-sensitive  objects  (QALWOBJRST)  system  value.  

It  specifies  whether  or  not  objects  with  security-sensitive  attributes  can  be  restored.  

When  a restore  operation  is  performed,  you  must  set  the  Force  object  conversion  (FRCOBJCVN)  

parameter  and  the  Convert  objects  during  restore  system  value  to  compatible  settings.  Otherwise,  you  

will  receive  an  error  message  and  the  restore  will  fail.  The  following  table  identifies  which  settings  are  

compatible  and  which  ones  will  fail.  

 FRCOBJCVN  parameter  QFRCCVNRST  system  value  Outcome  of restore  command  

*SYSVAL  0,1,2,3,4,5,6,  or 7 The  Convert  objects  during  restore  

(QFRCCVNRST)  system  value  is 

used.  

*NO  0 No  objects  are  converted  and  

everything  is restored  without  

conversion.  

*NO  1 Only  objects  with  validation  errors  

are converted  and  everything  else  is 

restored  without  conversion.  

*NO  2-7 Not  compatible.  An  error  message  is 

sent  to the system  administrator  and  

nothing  is restored  and  nothing  is 

converted.  
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FRCOBJCVN  parameter  QFRCCVNRST  system  value  Outcome  of restore  command  

*YES  *RQD  0, 1 or  2 Only  objects  with  validation  errors  or 

objects  that  require  conversion  to be 

used  on the current  release  are  

converted.  

*YES  *RQD  3-7  Not  compatible.  An  error  message  is 

sent  to the  system  administrator  and  

nothing  is restored  and  nothing  is 

converted.  

*YES  *ALL  0, 1, 2,  3, 4, 5, 6 or 7 FRCOBJCVN  (*YES  *ALL)  overrides  

any  QFRCCVNRST  value  and  all 

objects  are  converted  and  restored  if 

they  are  successfully  converted.
  

In  order  for  an  object  to  be  restored  successfully,  it must  pass  the  three  system  values  that  work  together  

during  a restore  operation:  Verify  object  signatures  during  restore  (QVFYOBJRST),  Force  conversion  on  

restore  (QFRCCVNRST)  and  Allow  restore  of  security-sensitive  objects  (QALWOBJRST).  However,  if the  

Force  object  conversion  (FRCOBJCVN)  parameter  and  Force  conversion  on  restore  (QFRCCVNRST)  

system  value  are  not  compatible,  no  conversion  will  occur  and  nothing  is restored.  

 Force  object  conversion  (FRCOBJCVN)
  

The  following  are  possible  values  for  the  Force  object  conversion  (FRCOBJCVN)  parameter:  

v   *SYSVAL
The  objects  are  converted  based  on  the  value  of the  Force  conversion  on  restore  (QFRCCVNRST)  

system  value.  This  is  the  default  value.  

v   *YES  *ALL
All objects  are  converted  regardless  of  their  current  format.  However,  if the  objects  do  not  have  the  

data  required  for  machine  translation,  the  objects  are  not  restored.  Conversion  increases  the  time  of the  

restore  operation,  but  avoids  the  need  to  convert  the  objects  when  they  are  first  used.  This  setting  

overrides  the  Force  object  conversion  system  value.  

v   *YES  *RQD
The  objects  are  converted  only  if they  require  conversion  to  be  used  by  the  current  operating  system.  If 

the  objects  require  conversion  but  do  not  have  the  data  required  for  machine  translation,  the  objects  are  

not  restored.  Conversion  increases  the  time  of the  restore  operation,  but  avoids  the  need  to  convert  the  

objects  when  they  are  first  used.  

v   *NO
No  objects  are  converted  during  the  restore  operation.  

 Convert  objects  during  restore  (QFRCCVNRST)
  

The  following  are  possible  values  for  the  Convert  objects  during  restore  (QFRCCVNRST)  system  value:  

v   Level  0 (0)
Restore  all  objects  without  conversion.  

v   Level  1 (1)
Objects  with  validation  errors  are  converted.  

v   Level  2 (2)
Objects  that  must  be  converted  to  be  used  on  the  current  version  of the  operating  system  and  objects  

with  validation  errors  are  converted.  
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v   Level  3 (3)
Objects  that  are  suspected  of  having  been  tampered  with,  must  be  converted  to  be  used  on  the  current  

version  of the  operating  system,  or  have  validation  errors  are  converted.  

v   Level  4 (4)
Objects  that  contain  validation  errors,  require  conversion  for  use,  or  are  suspected  of having  been  

tampered  with  will  be  converted.  Objects  that  contain  sufficient  creation  data  and  do  not  have  a valid  

digital  signature  will  also  be  converted.  

v   Level  5 (5)
Objects  that  contain  validation  errors,  require  conversion  for  use,  are  suspected  of having  been  

tampered  with,  or  contain  sufficient  creation  data  will  be  converted.  

v   Level  6 (6)
Objects  that  contain  validation  errors,  require  conversion  for  use,  are  suspected  of having  been  

tampered  with,  or  do  not  have  a valid  digital  signature  will  be  converted.  

v   Level  7 (7)
All  objects  are  converted.  

For  all  levels,  if an  object  meets  a requirement  to be  converted  but  fails  conversion,  it  will  not  restore.  

Objects  that  do  not  need  to  be  converted  will  restore  without  conversion.  When  an  object  is converted,  

the  digital  signature  of  the  object  will  be  removed.  Also,  any  object  that  is converted  will  be  changed  to 

user  state,  its  validation  errors  will  be  corrected,  and  it will  no  longer  be  suspected  of  having  been  

tampered  with.  

 Where  can  I find  more  information?
  

“Prepare  system  values  for  a restore  operation”  on  page  52
Find  information  on  planning,  configuring,  and  running  a restore  operation  with  the  proper  system  

value  settings.  These  tasks  will  take  you  through  the  steps  to prepare  the  system  values  for  a restore  

operation.  In  addition,  you  will  find  a reference  for  more  information  because  when  performing  a 

restore  operation  there  are  other  precautions  to  be  aware  of.  

“i5/OS  

(TM) system  value  finder”  on  page  5
Use  this  tool  to  find  system  values  in  iSeries  

(TM) Navigator.  The  i5/OS  

(TM) system  value  finder  can  

be  particularly  helpful  if you  are  trying  to  make  the  switch  from  the  system  value  terms  that  were  

used  in  the  character-based  interface  to the  terms  that  are  now  used  in iSeries  

(TM) Navigator.  

“System  value  categories”  on  page  27
Find  an  introduction  to  all  the  categories  of system  values  found  in  iSeries  

(TM) Navigator.  

Manage system values 

To experience  the  full  benefit  of  system  value  capabilities,  you  may  perform  one  of many  tasks.  The  

following  tasks  help  you  manage  system  values.  

v   “Compare  and  update  system  values”  on  page  50
Find  information  about  how  to  compare  and  update  system  values.  

v   “Complete  the  security  wizard”  on  page  51
Use  this  tool  to  plan  how  to  set  your  system  value  settings  to meet  your  company’s  security  level.  This  

is particularly  useful  if you  are  unsure  of how  to  set  your  password  system  values.  The  wizard  will  

provide  recommended  settings  and  then  you  can  manually  configure  the  settings.  

v   “Lock  and  unlock  security-related  system  values”  on  page  51
Find  information  on  how  to  have  more  control  of security-related  system  values  by  locking  and  

unlocking  system  values.  
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v   “Prepare  system  values  for  a restore  operation”  on  page  52
System  values  play  a vital  role  in  restore  operations.  It is essential  that  you  plan  and  configure  the  

system  values  that  are  affected  by  a restore  operation.  See  the  following  topics  for  more  information:  

–   “Plan  system  values  for  a restore  operation”  on  page  52
Provides  a list  of questions  to  help  you  plan  how  to configure  your  system  value  settings.  This  is 

particularly  useful  if you  are  unsure  of  which  system  values  work  together  when  a restore  operation  

is performed.  

–   “Configure  system  values  for  a restore  operation”  on  page  53
Describes  how  to  configure  the  system  values  that  affect  how  a restore  operation  is handled.  

–   “Run  a restore  command”  on  page  53
Provides  a link  to  the  Backup  and  Recovery  book  that  will  help  run a restore  command.  You will  

need  to  reference  this  book  after  you  have  set  the  system  values  that  are  affected  by  a restore  

command.  This  book  provides  other  steps  that  need  to  be  taken  when  restoring  an  object.  System  

values  are  just  one  part  of the  restore  process.
v    Retrieve  System  Values  (QWCRSVAL)  API

Use  the  retrieve  System  Values  (QWCRSVAL)  API  to find  specifications  on  system  value  lengths.  

v   “Save  system  values”  on  page  53
Find  information  on  how  to  save  system  values.  Every  time  you  change  a system  value,  you  should  

save  the  system  value  settings.  

v   “Secure  system  access  levels”  on  page  54
Provides  details  of  how  all  the  password  system  values  work  together  to  secure  signon  access.  In  

addition,  it provides  recommended  settings  for  a moderately  strict  company  and  you  can  alter  the  

settings  to  meet  the  security  level  for  your  company.  

v   “Work  with  system  values  inventory”  on  page  56
Provides  details  of  how  you  can  work  with  system  values  inventory.  

  

In  addition,  you  can  manage  system  values  using  iSeries  

(TM) Navigator  tasks  on  the  Web. This  allows  

you  to  work  with  system  values  using  a Web browser.  Not  only  can  you  work  with  the  system  values  

function  of iSeries  

(TM) Navigator,  but  also  the  time  management  function  that  allows  you  to  work  with  

the  time  zone  (QTIMZON)  and  time  adjustment  (QTIMADJ)  system  values.  

   

Compare and update system values 

Use  iSeries  

(TM) Navigator  to  compare  and  update  your  “i5/OS  

(TM) system  values,”  on  page  1 across  

multiple  systems  in  your  network.  As  an  administrator,  you  can  manage  system  values  across  multiple  

systems.  You can  compare  the  system  values  on  a model  system  to one  or  more  target  systems  and  then  

update  the  target  system  values  to  match  the  values  of  the  model  system.  If  you  prefer,  you  can  generate  

a list  that  shows  the  differences  in  values  between  the  model  system  and  the  target  system  rather  than  

actually  changing  the  values  on  the  target  system.  

Be  sure  you  have  current  system  value  inventories  on  your  target  systems.  It is possible  to have  your  

model  system  be  a target  system  if you  have  collected  inventory  for  the  model  system.  You can  also  

export  “Work  with  system  values  inventory”  on  page  56  to  a PC  file.  These  PC  files  provide  a history  of 

the  inventory  and  allow  you  to  work  with  the  data  in  a spreadsheet  program  or  other  application.  

To compare  and  update  your  system  values,  follow  these  steps:  

1.   In  iSeries  

(TM) Navigator,  expand  Management  Central  —>  Endpoint  Systems,  System  Groups,  or  

My  Connections. 

2.   Right-click  an  endpoint  system  or  a system  group  that  you  want  to  be  your  target  system,  select  

System  Values, and  then  select  Compare  and  Update. 

3.   Complete  the  fields  on  the  Compare  and  Update  dialog.  

v   Select  the  name  of  the  model  system  against  which  you  want  to  compare  the  target  system  or  

systems.  
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v   Select  the  categories  and  values  that  you  want  to include  in  the  compare.  For  each  system  value  

that  you  want  to  update  on  the  target  system,  select  that  item  from  the  Update  column.  

v   Verify  the  target  system  or  systems  that  are  selected.
4.   Click  OK  to  perform  the  task  immediately  or  click  Schedule  to  run the  task  at a later  time.

Complete the security wizard 

If you  are  unsure  about  how  to  properly  set  security-related  system  values  or  want  to examine  your  

current  security  policy,  complete  the  Security  wizard.  This  wizard  can  automatically  configure  your  

system  to  the  correct  system  value  settings  for  your  company.  You are  provided  with  many  options  of  

how  to  carry  out  your  configuration.  The  following  are  some  options  that  the  wizard  allows  you  to  do:  

v   Automatically  configure  your  system’s  system  values  based  on  the  information  you  provide  

v   Save  your  report  so  you  can  configure  your  system  at a later  date  

v   Print  a report  that  includes  the  recommended  system  value  settings  for  your  system  with  the  

implications  of such  settings  

To access  the  Security  wizard,  complete  the  following  steps:  

1.   In  iSeries  

(TM) Navigator,  select  your  system.  

2.   Right-click  Security.  

3.   Select  Configure. 

4.   Then,  complete  the  Security  wizard.

Lock and unlock security-related system values 

To prevent  users  from  changing  security-related  system  values  during  normal  operation,  system  service  

tools  (SST)  and  dedicated  service  tools  (DST)  provide  an  option  to lock  these  security  values.  You must  

use  DST  if you  are  in  recovery  mode  because  SST  is not  available  during  this  mode.  Otherwise,  use  SST  

to  lock  or  unlock  the  security-related  system  values.  

To lock  or  unlock  security-related  system  values  with  the  Start  System  Service  Tools (STRSST)  command,  

follow  these  steps:  

1.   Open  a character-based  interface.  

2.   On  the  command  line,  type  STRSST. 

3.   Type  your  service  tools  user  name  and  password.  

4.   Select  option  7 (Work  with  system  security).  

5.   Type  1 to  unlock  security-related  system  values  or  2 to  lock  security-related  system  values  in  the  

Allow  security-related  system  values  changes  parameter.  

 Note:  You must  have  a service  tool  profile  and  password  to lock  or unlock  the  security-related  system  values.
  

  

To lock  or  unlock  security-related  system  values  using  dedicated  service  tools  (DST)  during  an  

attended  IPL  of  a system  recovery,  follow  these  steps:  

1.   From  the  IPL  or  Install  the  System  display,  select  option  3 to  Use  Dedicated  Service  Tools. 

 Note:  This  step  assumes  that  you  are  in recovery  mode  and  are performing  an attended  IPL.
  

2.   Sign  on  to  DST  using  your  service  tools  user  name  and  password.  

3.   Select  option  13  (Work  with  system  security).  

4.   Type  1 to  unlock  security-related  system  values  or  2 to  lock  security-related  system  values  in  the  

Allow  security-related  system  values  changes  parameter.  
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To view  a list  of  system  values  are  controlled  by  this  lock  function,  see  “Lock  function  of  security-related  

system  values”  on  page  45.  

Prepare system values for a restore operation 

System  values  play  a vital  role  in  restore  operations.  It is essential  that  you  plan  and  configure  the  system  

values  that  affect  a restore  operation.  There  are  necessary  precautions  to  consider  for  a successful  restore.  

See  the  following  topics  for  more  information:  

v   “Plan  system  values  for  a restore  operation”
Provides  a list  of  questions  to  help  you  plan  how  to configure  your  system  value  settings.  This  is 

useful  if you  are  unsure  of  which  system  values  work  together  when  a restore  operation  is performed.  

v   “Configure  system  values  for  a restore  operation”  on  page  53
Describes  how  to  configure  the  system  values  that  affect  how  a restore  operation  is handled.  

v   “Run  a restore  command”  on  page  53
Provides  a link  to  the  Backup  and  Recovery  book  that  will  help  run a restore  command.  You will  need  

to  refer  to  this  book  after  you  have  set  the  system  values  that  are  affected  by  a restore  command.  This  

book  provides  other  steps  that  need  to  be  taken  when  restoring  an  object.  System  values  are  just  one  

part  of  the  restore  process.

Plan system values for a restore operation 

Before  running  a restore  operation,  you  must  plan  what  type  of restore  you  want  to  perform.  Then,  

configure  your  system  values  to  the  proper  settings  to  meet  your  needs.  Then,  when  a restore  operation  

is performed,  you  will  have  the  correct  settings  specified  on  your  system.  

To plan  how  you  want  objects  restored  on  the  system,  answer  the  following  questions  based  on  your  

company’s  needs:  

1.   How  cautious  do  you  want  to  be  about  what  is restored?  

v   Setting  Convert  objects  during  restore  to Level  0 (0)  is the  least  restrictive  state  and  Level  7 (7)  is 

the  most  restrictive.
2.   What  objects  do  you  want  to  allow  to  be  restored?  

3.   Do  you  want  to  allow  the  Force  object  conversion  (FRCOBJCVN)  parameter  to override  the  Convert  

objects  during  restore  system  value?  

Convert  objects  during  restore  may  be  overridden.  To see  a list  of  compatible  values  for  the  

Convert  objects  during  restore  system  value  and  the  Force  object  conversion  parameter  on  the  

restore  command,  see  the  “Effects  of system  value  settings  on  restore  operations”  on  page  47  

topic.
4.   What  checking  do  you  want  performed  for  object  signatures?  

5.   

  

Do  you  want  to  save  access  paths?
   

6.   

  

Do  you  want  to  scan  objects  on  the  next  access  after  the  restore  is complete?  This  additional  scan  

impacts  the  performance  of  the  system  and  may  not  be  necessary.  You need  to  consider  what  objects  

you  are  restoring  and  what  kind  of  performance  impact  the  scan  will  cause.  Before  determining  

whether  or  not  to  scan  objects  consider  the  following:  

v   Scanning  may  not  be  necessary  if you  are  restoring  your  own  objects  which  were  saved  with  the  

option  to  scan  objects  and  not  save  objects  that  failed  the  scan.  

v   Scanning  may  not  be  necessary  if you  are  restoring  objects  that  are  coming  from  a trusted  source.
   

Now  that  you  have  planned  how  you  want  the  system  values  to handle  a restore  operation,  you  are  

ready  to  “Configure  system  values  for  a restore  operation”  on  page  53.  
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Configure system values for a restore operation 

After  you  plan  how  you  want  a restore  operation  to function,  use  iSeries  

(TM) Navigator  to set  the  system  

values  to  reflect  how  to  handle  the  restore  operation.  Then,  your  system  is ready  for  a restore  command.  

To set  the  proper  system  values  in iSeries  

(TM) Navigator,  complete  the  following  steps:  

1.   In  iSeries  

(TM) Navigator,  expand  your  system  —>  Configuration  and  Service  —>  System  Values. 

2.   Select  

  

Save  and  Restore
  

. 

3.   On  the  Conversion  page,  set  the  Convert  objects  during  restore  system  value  to  the  way  you  want  to  

handle  object  conversion.  

4.   On  the  Signatures  page,  set  the  Verify  object  signatures  on  restore  system  value  to  the  way  you  want  

to  handle  signatures  of  objects.  

5.   On  the  Objects  page,  select  the  objects  you  want  to  allow  to be  restored  in the  Allow  restore  of 

security  sensitive  objects  system  value.  

6.   

  

On  the  Access  paths  page,  select  whether  access  paths  are  saved  in  the  Save  access  paths  system  

value.  

7.   Click  OK  to  close  the  Save  and  Restore  system  values.  

8.   If you  want  to  scan  objects  on  the  next  access  after  the  object  is restored,  complete  the  following:  

a.   Select  Security  to  open  the  Security  system  values.  

b.   On  the  Scan  page,  select  Use  registered  exit  programs  to  scan  the  root  (/),  QOpenSys,  and  

user-defined  file  systems.  For  more  information  on  registering  exit  programs,  see  Scan  option.  

c.   Select  Use  specified  scan  control  options.  

d.   Select  the  Scan  on  next  access  after  object  has  been  restored  option.  

e.   Click  OK  to  close  the  Security  system  values.
   

After  you  configure  your  system  values  settings,  you  are  ready  to run a restore  operation  that  uses  these  

system  value  settings.  However,  to  restore  single  objects  or  an  entire  system,  there  are  more  precautions  

to  take.  See  how  to  “Run  a restore  command,”  for  more  information.  

Run a restore command 

After  you  plan  how  you  want  a restore  handled  and  configure  your  system  values  to  handle  the  restore  

properly,  you  are  ready  to  run the  restore  command.  

Before  performing  a restore  operation,  verify  that  the  Force  conversion  on  restore  system  value  to  a 

setting  that  is  compatible  with  the  Force  object  conversion  parameter  on  the  restore  command.  For  more  

information  on  the  compatibility  of  these  two  settings,  see  the  “Effects  of system  value  settings  on  restore  

operations”  on  page  47  topic.  

See  the  iSeries  

(TM) Backup  and  Recovery  

   

book  to  properly  run the  restore  operation.  

Save system values 

Each  time  you  change  a system  value,  you  need  to  save  the  system  values.  Saving  the  system  values  is  

critical  to  your  system  if any  of  the  following  situations  occur:  

v   You have  a disaster  and  have  to  restore  your  entire  system.  

v   A  system  value  or  all  system  values  become  damaged.  

In  any  situation,  if you  save  your  current  system  values  settings,  you  will  not  lose  your  system  value  

information.  

System  values  are  stored  in  the  system  library,  QSYS.  You save  the  QSYS  library  when  you  do  the  

following:  

v   Use  the  Go  Save  command  menu  and  select  option  21  (Entire  system)  to save  the  entire  system.  
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v   Use  the  Go  Save  command  menu  and  select  option  22  (System  data  only)  to save  only  system  data.  

v   If using  Backup  Recovery  and  Media  Services  for  i5/OS  

(TM) plug-in,  use  *SYSTEM  (backs  up  the  entire  

system)  or  *SYSGRP  (backs  up  all  system  data)  backup  policies.  

If you  need  to  recover  your  entire  system,  you  will  automatically  restore  your  system  values  when  you  

restore  your  operating  system.  For  more  information,  see  the  iSeries  

(TM) Backup  and  Recovery  

   

book.  

Secure system access levels 

To help  you  implement  the  proper  level  of  security  for  your  company,  you  may  wish  to  restrict  system  

access  by  using  the  password  system  values.  A company  can  control  the  level  of  security  by  setting  the  

password  system  values  properly.  

For  example,  if your  company  has  recently  added  a server  that  runs highly  confidential  financial  

applications,  you  should  probably  reassess  your  company’s  system  security  policy.  In  general,  your  

company  follows  a moderately  strict  security  policy.  So,  rather  than  completely  rewriting  the  policy,  you  

decide  to  restrict  signon  access  to  the  new  Finance  system  by  tightening  the  password  rules.  

To secure  entry  into  the  Finance  system,  you  must  do  the  following:  

v   Set  a policy  that  states  that  passwords  must  not  be  trivial  and  must  not  be  shared.  

v   Set  system  values  to  help  you  enforce  the  new  policy.  (See  Table 1.)  

In  addition,  you  may  also  want  to  provide  users  with  this  information:  

v   A list  of the  criteria  for  passwords.  

v   Examples  of passwords  that  are  and  are  not  valid.  (See  Table  2.)  

v   Suggestions  for  how  to  think  of  a good  password.  

Table  1: System  value  settings  

The  following  table  lists  the  recommended  password  system  value  settings  to  implement  your  new  

password  requirements  (These  values  can  be  changed  depending  on  how  strict  you  want  to control  

signon  access.):  

 Name  in 

iSeries  

(TM) Navigator  Recommended  value  

Name  in 

character-based  interface  

  

Password  expiration  60 days  QPWDEXPITV  

Restrict  consecutive  digits  Yes QPWDLMTAJC  

Password  level  3 (See  note  1.) QPWDLVL  

Maximum  password  length  8 characters  QPWDMAXLEN  

Minimum  password  length  6 characters  QPWDMINLEN  

Require  a new  character  in each  

position  

Yes QPWDPOSDIF  

Require  at  least  one  digit  Yes QPWDRQDDGT  

Password  reuse  cycle  10 passwords  QPWDRQDDIF  
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Name  in 

iSeries  

(TM) Navigator  Recommended  value  

Name  in 

character-based  interface  

Password  validation  program  None  (See  note  2.) QPWDVLDPGM  

Restrict  repeating  characters  Characters  may  not  be used  

consecutively  

QPWDLMTREP  

Restricted  characters  A,E,I,O,U,@,#,  and  $ QPWDLMTCHR  

  

 Note  1: You may  not  be able  to use  password  level  3 (Long  passwords  using  an unlimited  character  set. Disable  

iSeries  

(TM) NetServer  on  Windows  95/98/ME  clients.)  if you  need  to connect  to or from  a server  at 

V5R1  or earlier  or  a server  that  does  not  support  long  passwords.
  

 Note  2: To change  this  system  value,  you  must  use the character-based  interface.  It is not  in iSeries  

(TM) 

Navigator.  Open  a character-based  interface  and  type  

CHGSYSVAL  VALUE(QPWDVLDPGM)  VALUE(’*NONE’)  

  

Table  2: Example  passwords  

The  following  table  provides  examples  of good  and  bad  passwords:  

 Password  Details  

JohnDoe  Bad.  Do not  use  a name.  Also,  no digits  are  used.  

112000  Bad.  Do not  use  a date  that  can  be identified  with  you.  

aaaxyz  Bad.  Uses  more  than  2 consecutive  characters  and  uses  a 

character  that  is not  allowed  (a). Also,  no digit  is used.  

cm2s0j  Good.  Meets  all the criteria  for  a good  password.  

c0mptr  Good.  Meets  all the criteria  for  a good  password.  

Mfc1RB  Good.  Meets  all the criteria  for  a good  password.  The  

stategy  for this  password  uses  the  first  letter  of each  

word  in a sentence,  ’My  favorite  color  is Royal  Blue.’  It 

also  replaces  the  vowel  with  a number  and  uses  a 

combination  of upper  and  lower  case  characters.
  

By  completing  these  steps,  you  have  tightened  signon  access  to the  finance  system  by  changing  the  

password  system  values.  You can  alter  the  values  for  each  of  the  password  system  values  to  meet  the  

security  level  for  your  company.  This  example  has  provided  one  way  that  the  password  system  values  

can  work  together  to  produce  a moderately  strict  environment.  

To learn  more  about  these  and  other  system  values  you  can  view  and  change  in iSeries  

(TM) Navigator,  

see  the  following:  

“i5/OS  

(TM) system  values:  Password  overview”  on  page  35
Describes  all  password  system  values.  In  addition,  you  will  find  links  to  specific  password  articles  

that  describe  the  different  settings  for  each  system  value.  

“i5/OS  

(TM) system  value  finder”  on  page  5
Use  this  tool  to  find  system  values  in  iSeries  

(TM) Navigator.  The  i5/OS  

(TM) system  value  finder  can  

be  particularly  helpful  if you  are  trying  to  make  the  switch  from  the  system  value  terms  that  were  

used  in  the  character-based  interface  to the  terms  that  are  now  used  in iSeries  

(TM) Navigator.  
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“System  value  categories”  on  page  27
Find  an  introduction  to  all  the  categories  of system  values  found  in  iSeries  

(TM) Navigator.  

Work  with system values inventory 

You can  collect  an  inventory  of  the  system  values  on  any  endpoint  system  that  is running  OS/400  V5R1  

or  later. Once  you  have  collected  these  inventories,  use  iSeries  

(TM) Navigator  to “Compare  and  update  

system  values”  on  page  50  on  a model  system  to  those  on  selected  target  systems.  You can  even  choose  

to  update  the  system  values  on  the  target  systems  to  match  those  on  the  model  system.  

You will  want  to  make  sure  that  your  system  values  inventories  are  current  before  doing  a compare  and  

update  of system  values  on  your  systems.  The  Compare  and  Update  window  shows  the  date  and  time  

that  the  system  values  inventory  was  last  collected  on  the  target  systems.  You need  a current  inventory  

because  the  inventory  data  for  the  endpoints  is used  to  do  the  compare  and  update.  To collect  inventory  

on  a system  or  group,  just  right-click  the  endpoint  system  or  system  group,  select  Inventory, and  then  

select  Collect. 

You can  also  export  your  system  values  inventory  to  a PC  file.  These  PC  files  provide  a history  of  the  

inventory  and  allow  you  to  work  with  the  data  in  a spreadsheet  program  or  other  application.  To export  

a system  values  inventory,  right-click  the  endpoint  system  or  system  group,  select  System  Values, and  

then  select  Export. You can  also  click  the  Export  button  from  the  Compare  and  Update  window.  
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Appendix.  Notices  

This  information  was  developed  for  products  and  services  offered  in  the  U.S.A.  

IBM  

(R) may  not  offer  the  products,  services,  or  features  discussed  in  this  document  in other  countries.  

Consult  your  local  IBM  representative  for  information  on  the  products  and  services  currently  available  in 

your  area.  Any  reference  to  an  IBM  product,  program,  or  service  is not  intended  to  state  or  imply  that  

only  that  IBM  product,  program,  or  service  may  be  used.  Any  functionally  equivalent  product,  program,  

or  service  that  does  not  infringe  any  IBM  intellectual  property  right  may  be  used  instead.  However,  it is 

the  user’s  responsibility  to  evaluate  and  verify  the  operation  of any  non-IBM  product,  program,  or  

service.  

IBM  may  have  patents  or  pending  patent  applications  covering  subject  matter  described  in this  

document.  The  furnishing  of  this  document  does  not  give  you  any  license  to  these  patents.  You can  send  

license  inquiries,  in  writing,  to:  

IBM  Director  of Licensing  

IBM  Corporation  

500  Columbus  Avenue  

Thornwood,  NY  10594-1785  

U.S.A.  

For  license  inquiries  regarding  double-byte  (DBCS)  information,  contact  the  IBM  Intellectual  Property  

Department  in  your  country  or  send  inquiries,  in  writing,  to:  

IBM  World  Trade  Asia  Corporation  

Licensing  

2-31  Roppongi  3-chome,  Minato-ku  

Tokyo  106,  Japan  

The  following  paragraph  does  not  apply  to  the  United  Kingdom  or  any  other  country  where  such  

provisions  are  inconsistent  with  local  law:  INTERNATIONAL  BUSINESS  MACHINES  CORPORATION  

PROVIDES  THIS  PUBLICATION  ″AS  IS″  WITHOUT  WARRANTY  OF  ANY  KIND,  EITHER  EXPRESS  OR  

IMPLIED,  INCLUDING,  BUT  NOT  LIMITED  TO,  THE  IMPLIED  WARRANTIES  OF  

NON-INFRINGEMENT,  MERCHANTABILITY  OR  FITNESS  FOR  A PARTICULAR  PURPOSE.  Some  

states  do  not  allow  disclaimer  of  express  or  implied  warranties  in  certain  transactions,  therefore,  this  

statement  may  not  apply  to  you.  

This  information  could  include  technical  inaccuracies  or  typographical  errors.  Changes  are  periodically  

made  to  the  information  herein;  these  changes  will  be  incorporated  in new  editions  of the  publication.  

IBM  may  make  improvements  and/or  changes  in  the  product(s)  and/or  the  program(s)  described  in  this  

publication  at  any  time  without  notice.  

Any  references  in  this  information  to  non-IBM  Web sites  are  provided  for  convenience  only  and  do  not  in  

any  manner  serve  as  an  endorsement  of those  Web sites.  The  materials  at those  Web sites  are  not  part  of  

the  materials  for  this  IBM  product  and  use  of  those  Web sites  is at  your  own  risk.  

IBM  may  use  or  distribute  any  of  the  information  you  supply  in  any  way  it believes  appropriate  without  

incurring  any  obligation  to  you.  

Licensees  of this  program  who  wish  to  have  information  about  it for  the  purpose  of enabling:  (i)  the  

exchange  of information  between  independently  created  programs  and  other  programs  (including  this  

one)  and  (ii)  the  mutual  use  of  the  information  which  has  been  exchanged,  should  contact:  
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IBM  Corporation  

Software  Interoperability  Coordinator,  Department  49XA  

3605  Highway  52 N 

Rochester,  MN 55901  

U.S.A.  

Such  information  may  be  available,  subject  to  appropriate  terms  and  conditions,  including  in  some  cases,  

payment  of  a fee.  

The  licensed  program  described  in  this  information  and  all  licensed  material  available  for  it are  provided  

by  IBM  under  terms  of  the  IBM  Customer  Agreement,  IBM  International  Program  License  Agreement,  or 

any  equivalent  agreement  between  us.  

Any  performance  data  contained  herein  was  determined  in  a controlled  environment.  Therefore,  the  

results  obtained  in  other  operating  environments  may  vary  significantly.  Some  measurements  may  have  

been  made  on  development-level  systems  and  there  is no  guarantee  that  these  measurements  will  be  the  

same  on  generally  available  systems.  Furthermore,  some  measurements  may  have  been  estimated  through  

extrapolation.  Actual  results  may  vary.  Users  of  this  document  should  verify  the  applicable  data  for  their  

specific  environment.  

Information  concerning  non-IBM  products  was  obtained  from  the  suppliers  of those  products,  their  

published  announcements  or  other  publicly  available  sources.  IBM  has  not  tested  those  products  and  

cannot  confirm  the  accuracy  of  performance,  compatibility  or  any  other  claims  related  to non-IBM  

products.  Questions  on  the  capabilities  of non-IBM  products  should  be  addressed  to  the  suppliers  of  

those  products.  

All  statements  regarding  IBM’s  future  direction  or  intent  are  subject  to  change  or  withdrawal  without  

notice,  and  represent  goals  and  objectives  only.  

All  IBM  prices  shown  are  IBM’s  suggested  retail  prices,  are  current  and  are  subject  to change  without  

notice.  Dealer  prices  may  vary.  

This  information  is for  planning  purposes  only.  The  information  herein  is subject  to change  before  the  

products  described  become  available.  

This  information  contains  examples  of  data  and  reports  used  in  daily  business  operations.  To illustrate  

them  as  completely  as  possible,  the  examples  include  the  names  of  individuals,  companies,  brands,  and  

products.  All  of  these  names  are  fictitious  and  any  similarity  to  the  names  and  addresses  used  by  an  

actual  business  enterprise  is  entirely  coincidental.  

COPYRIGHT  LICENSE:  

This  information  contains  sample  application  programs  in  source  language,  which  illustrate  programming  

techniques  on  various  operating  platforms.  You may  copy,  modify,  and  distribute  these  sample  programs  

in  any  form  without  payment  to  IBM,  for  the  purposes  of developing,  using,  marketing  or  distributing  

application  programs  conforming  to  the  application  programming  interface  for  the  operating  platform  for  

which  the  sample  programs  are  written.  These  examples  have  not  been  thoroughly  tested  under  all  

conditions.  IBM,  therefore,  cannot  guarantee  or  imply  reliability,  serviceability,  or  function  of these  

programs.  You may  copy,  modify,  and  distribute  these  sample  programs  in any  form  without  payment  to 

IBM  for  the  purposes  of developing,  using,  marketing,  or  distributing  application  programs  conforming  

to  IBM’s  application  programming  interfaces.  

Each  copy  or  any  portion  of  these  sample  programs  or  any  derivative  work,  must  include  a copyright  

notice  as  follows:  

(C)  (your  company  name)  (year).  Portions  of  this  code  are  derived  from  IBM  Corp.  Sample  Programs.  (C)  

Copyright  IBM  Corp.  _enter  the  year  or  years_.  All  rights  reserved.  
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If you  are  viewing  this  information  softcopy,  the  photographs  and  color  illustrations  may  not  appear.  

Trademarks  

The  following  terms  are  trademarks  of  International  Business  Machines  Corporation  in the  United  States,  

other  countries,  or  both:
Application  System/400
AS/400
e  (logo)
eServer
i5/OS
IBM
iSeries
Operating  System/400
OS/400
400  

Lotus,  Freelance,  and  WordPro  are  trademarks  of  International  Business  Machines  Corporation  and  Lotus  

Development  Corporation  in  the  United  States,  other  countries,  or  both.  

C-bus  is  a trademark  of  Corollary,  Inc.  in  the  United  States,  other  countries,  or  both.  

ActionMedia,  LANDesk,  MMX,  Pentium,  and  ProShare  are  trademarks  or  registered  trademarks  of  Intel  

Corporation  in the  United  States,  other  countries,  or  both.  

Microsoft,  Windows,  Windows  NT, and  the  Windows  logo  are  trademarks  of Microsoft  Corporation  in the  

United  States,  other  countries,  or  both.  

SET  and  the  SET  Logo  are  trademarks  owned  by  SET  Secure  Electronic  Transaction  LLC.  

Java  and  all  Java-based  trademarks  are  trademarks  of Sun  Microsystems,  Inc.  in the  United  States,  other  

countries,  or  both.  

UNIX  is a registered  trademark  of  The  Open  Group  in  the  United  States  and  other  countries.  

Other  company,  product,  and  service  names  may  be  trademarks  or  service  marks  of  others.  

Terms  and conditions for downloading and printing publications 

Permissions  for  the  use  of  the  publications  you  have  selected  for  download  are  granted  subject  to the  

following  terms  and  conditions  and  your  indication  of acceptance  thereof.  

Personal  Use:  You may  reproduce  these  Publications  for  your  personal,  noncommercial  use  provided  that  

all  proprietary  notices  are  preserved.  You may  not  distribute,  display  or  make  derivative  works  of  these  

Publications,  or  any  portion  thereof,  without  the  express  consent  of  IBM  

(R). 

Commercial  Use:  You may  reproduce,  distribute  and  display  these  Publications  solely  within  your  

enterprise  provided  that  all  proprietary  notices  are  preserved.  You may  not  make  derivative  works  of  

these  Publications,  or  reproduce,  distribute  or  display  these  Publications  or  any  portion  thereof  outside  

your  enterprise,  without  the  express  consent  of  IBM.  

Except  as  expressly  granted  in  this  permission,  no  other  permissions,  licenses  or  rights  are  granted,  either  

express  or  implied,  to  the  Publications  or  any  information,  data,  software  or  other  intellectual  property  

contained  therein.  
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IBM  reserves  the  right  to  withdraw  the  permissions  granted  herein  whenever,  in  its  discretion,  the  use  of  

the  Publications  is detrimental  to  its  interest  or, as  determined  by  IBM,  the  above  instructions  are  not  

being  properly  followed.  

You may  not  download,  export  or  re-export  this  information  except  in  full  compliance  with  all  applicable  

laws  and  regulations,  including  all  United  States  export  laws  and  regulations.  IBM  MAKES  NO  

GUARANTEE  ABOUT  THE  CONTENT  OF  THESE  PUBLICATIONS.  THE  PUBLICATIONS  ARE  

PROVIDED  ″AS-IS″ AND  WITHOUT  WARRANTY  OF  ANY  KIND,  EITHER  EXPRESSED  OR  IMPLIED,  

INCLUDING  BUT  NOT  LIMITED  TO  IMPLIED  WARRANTIES  OF  MERCHANTABILITY  AND  FITNESS  

FOR  A  PARTICULAR  PURPOSE.  

All  material  copyrighted  by  IBM  Corporation.  
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