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IBM HTTP Server for iSeries

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -ﬁ’ for more information.

Welcome to the V5R3 IBM® HTTP Server for iSeries documentation. This information describes concepts
and tasks related to the V5R3 IBM Web Administration for iSeries interface.

See the [[BM HTTP Server for iSeries homepage] -lﬁ' for additional product information.

What’s new for IBM HTTP Server for iSeries V5R3

This topic highlights the product features that are new in version V5R3 and monthly updates.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -Id' for more information.

See the [HTTP Server: What's New|-llﬂjr topic for a list of recent enhancements made to the HTTP Server
for iSeries.

[“IBM Web Administration for iSeries” on page 2|
The IBM Web Administration for iSeries interface combines forms, tools, and wizards to
create a simplified environment to set up and manage many different servers and server
types on your iSeries server.

[“Web Publishing with the PUT Method” on page 25
The standard way of uploading files to a Web server using HTTP is through the use of the
PUT method. HTTP Server (powered by Apache) supports the PUT method, but requires
additional setup to tell the server how to handle incoming PUT requests. One way to
accomplish this is to enable WebDAV, which is provided with HTTP Server (powered by
Apache) through the module mod_dav. Another is to provide your own CGI program and
configure it for use with HTTP Server (powered by Apache). This article discusses both
options, as well as the PUT method in general.

[“JKL Toy Company enables single signon for HTTP Server (powered by Apache)” on page 96|
This scenario describes how to enable single signon for your HTTP Server (powered by
Apache). Follow JKL Toy Company’s (a fictitious company) step-by-step examples to enable

single signon for your HTTP Server.

[“Real time server statistics” on page 21|
Real time server statistics provide information on HTTP Server (powered by Apache)
performance. Server statistics can be viewed with the Real Time Server Statistics tool
available through the IBM Web Administration for iSeries interface.

“WebSphere Portal wizard worksheet” on page 198]
Use the work sheet to help you quickly set up and run the WebSphere® Portal server. The
worksheet provides space for you to enter your own values.

To find other information about what is new or changed this release, see the

© Copyright IBM Corp. 1997, 2005 1
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Printable PDF

This topic provides PDF files for this information that you can print or download.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See |IBM Service 'ld’ for more information.

You can view or download these related topics:

See [“Related information on HTTP Server” on page 788|for additional information.

Saving PDF files

To save a PDF on your workstation for viewing or printing:

1. Right-click the PDF in your browser (right-click the link above).

2. Click Save Target As...

3. Navigate to the directory in which you would like to save the PDF.
4. Click Save.

Downloading Adobe Acrobat Reader

If you need Adobe Acrobat Reader to view or print these PDFs, you can download a copy from the

[Adobe Webl|site (www.adobe.com/products/acrobat/readstep.html) -l& .

Concepts of functions of HTTP Server

This topic provides concepts of functions on HTTP Server and IBM Web Administration for iSeries
interface.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -Iﬁ' for more information.

IBM Web Administration for iSeries
This topic provides information about the IBM Web Administration for iSeries interface.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -& for more information.

The IBM Web Administration for iSeries interface combines forms, tools, and wizards to create a
simplified environment to set up and manage many different servers and server types on your iSeries
server.

One of the key differences between IBM HTTP Server for iSeries and other Web server products is the
graphical user interface (GUI) provided for setting up and managing your servers. The IBM Web
Administration for iSeries interface is rich in function, examples, error-checking, and ease-of-use.
Administration is made significantly easier through the use of forms, wizards, tasks and tools.
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With the HTTP Server for iSeries, it is no longer necessary to memorize directive names and their proper
usage or syntax. Directives are represented in the interface by descriptive field names, along with help
text for every field. For Apache users, it is no longer necessary to memorize the supported context of
directives. The IBM Web Administration for iSeries interface enforces supported context for the directives.

To start the IBM Web Administration for iSeries interface, complete the following steps:

Start a 5250 session on your iSeries server where IBM HTTP Server for iSeries is installed.
Type STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN).

Start a Web browser.

Type http://[your_iSeries]:2001 in the URL field to start the iSeries Tasks Web page, where
[your_iSeries] is the name of your iSeries server.

—_

oD

Example: http://ibm.com:2001
Click IBM HTTP Server for iSeries.

o

Note: The IBM Web Administration for iSeries interface can also be started by iSeries Navigator.

Header images

The IBM Web Administration for iSeries interface has several images in the header, or top most portion,
of the GUIL These images are hyperlinks to helpful information.

Table 1. Header images

Header Image Description

Image hyperlink to the iSeries Information Center entry

ﬂ? page.

Image hyperlink to the WebSphere Application Server
WEbEpIIBrB, Family Web page. This Web page contains information
on WebSphere products, including support and service
information.

Image hyperlink to the IBM Web page where you can
find information on all of IBM’s products.

— ¥ ? , Image hyperlink to the IBM HTTP Server for iSeries Web
IBM WEIJ Aﬂm'n'gtraﬂun fﬂr |5Enes page. This Web page contains additional information on

PTFs and support, developer documentation, and other
topics.

Tabs and subtabs

Navigation of the IBM Web Administration for iSeries interface is done through tabs. There are two types
of tabs, the main task tabs on the top (referred to in the documentation as tabs) and more specific subtabs
underneath (referred to in the documentation as subtabs).

Table 2. Main task tabs

Tab Name Description

Setup The Setup tab contains the setup tasks for your servers. Setup tasks include the common tasks
and wizards for the IBM Web Administration for iSeries interface. Simple "getting started”
tasks and wizards are also available.
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Table 2. Main task tabs (continued)

Tab Name Description

Manage The Manage tab contains the manage tasks for your servers. The HTTP Server, Application
Server, and ASF Tomcat Server subtabs are available under the Manage tab. You can manage
all servers, or choose a specific server to manage on your iSeries server.

Advanced The Advanced tab contains advanced tasks that you can perform on your servers. The
advanced tasks include global settings for your iSeries server, Internet Users and Groups
management, and Search Setup.

Related Links The Related Links tab contains hyperlinks to useful information related to features, functions,
and uses of the IBM Web Administration for iSeries interface. From here, you can find general
and support documentation.

Use the subtabs to quickly manage your servers or to set up advanced tasks.

Table 3. Manage subtabs

Subtab Name

Description

All Servers

The All Servers subtab opens a form to view all the currently configured servers
on your iSeries server. This form also provide you the ability to start, stop, restart,
and configure your servers, as well as monitor and manage details. Select the
server that you want to work with by clicking the button to the left of the server
name. Clicking on the server name will also take you directly to managing the
details for the selected server.

HTTP Servers

The HTTP Servers subtab opens forms for managing HTTP Servers currently
configured on your iSeries server. Use these forms to set up and manage your
HTTP Server quickly and easily.

Application Servers

The Application Servers subtab opens forms for managing WebSphere Application
Servers, and WebSphere Application Servers - Express, and WebSphere Portal
servers currently configured on your iSeries server. Server properties forms, the
WebSphere Application Server Administrative Console, and problem
determination logs can be viewed here.

Note: This subtab is only available if WebSphere Application Server, WebSphere
Application Server - Express, or WebSphere Portal is installed.

ASF Tomcat Servers

The ASF Tomcat Servers subtab opens forms for managing the ASF Jakarta Tomcat
servers currently configured on your iSeries server.

ASF Jakarta Tomcat is an industry standard Java™ Servlet and JavaServer Pages
engine. The iSeries implementation of ASF Jakarta Tomcat servlet engine provides
a lightweight servlet engine that supports servlets, JavaServer pages (JSPs), and
Web application archive (WAR) files.

The out-of-process ASF Jakarta Tomcat runs in a separate process (this separate
process can be on a different system than the one HTTP Server (powered by
Apache) is on) and communicates to the HTTP Server (powered by Apache)
through a TCP/IP sockets connection. Running out-of-process provides for more
flexibility in the number and type of processes that you can configure.

Table 4. Advanced subtabs

Subtab Name

Description

Settings

The Settings subtab opens forms for managing your global server settings.

Global server settings are values that apply to each IBM HTTP Server (powered by
Apache) configuration. The values provided here can be overridden individually
within each IBM HTTP Server (powered by Apache) configuration file.
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Table 4. Advanced subtabs (continued)

Subtab Name

Description

Internet Users and Groups

The Internet Users and Groups subtab opens forms for managing validation lists,
group files, and digital certificates.

Validation lists are used in conjunction with other resources to limit access to server
resources. Each validation list contains a list of Internet users and passwords. Use
the Internet users and groups form to list and manage digital certificates
associated with validation lists. Validation list entries also require you to identify
an authentication protocol type to associate with the user id and password.
Validation lists are case-sensitive and reside in iSeries libraries. A validation list is
used to store user ID and password information about remote users. You can use
existing validation lists or create your own.

A group file identifies a group of users with a common security profile. A group
file contains iSeries user profiles. A user profile is an object with a unique name
that contains the user’s password, the list of special authorities assigned to a user,
and the objects the user owns or has access to.

A digital certificate is a form of personal identification that can be verified
electronically. Only the certificate owner who holds the corresponding private key
can present a certificate for authentication through a Web browser session. The key
can be validated through any readily available public key. Use the Digital
Certificate Manager to create, distribute, and manage digital certificates.

Search Setup

The Search Setup subtab opens forms for managing your Web server search engine.
Use the Web server search engine to set up your web site for full text searches on
HTML and text files. Enhance your search results with field support for META
tags, a mapping rules file to map internal file names to an external path, and
thesaurus support.

TCM

The TCM subtab opens forms for managing your Triggered Cache Manager (TCM)
servers. TCM servers may be used in conjunction with Web servers and Web
document caching agents to keep Internet (and Intranet) web sites running at peak
performance. If your Web site contains dynamically produced web pages, or
perhaps rapidly changing static pages, it may benefit you by having a Web
document caching agent that is managed by a TCM server.

Note: This subtab only appears if you have Option 1 of the DG1 product installed.

Lists

The IBM Web Administration for iSeries interface organizes large groupings of servers and configuration
files into different lists. Click the list and select the server or server area you want to work with.

Table 5. Lists

List Name

Description

Server

The Server list contains the name of every server
currently configured on your iSeries server. This includes
HTTP Servers, WebSphere Application Servers,
WebSphere Application Servers - Express, and
WebSphere Portal servers. The server list only shows the
servers for the selected type. For example, if the subtab
HTTP Servers is selected, the servers list will show only
HTTP Servers, not WebSphere Application Servers.

Server area

The Server area list contains the different container areas,
such as <VirtualHost> or <Directory> for the HTTP
Server (powered by Apache) configuration file.
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Tasks, wizards, property forms, and tools

Each subtab opens specific tasks, wizards, property forms, and tools that provide you the ability to
configure and manage your server.

Table 6. Tasks, Wizards, and Property Forms

Name Description

Task Tasks are guided property forms that guide you through
advanced configuration steps. Tasks are not a wizard.
Tasks group property forms together for advanced
configuration tasks.

Wizards Wizards provide instructional steps that guide you
through a series of advanced steps to accomplish a task.
Wizards cannot save your progress and must be
completed to successfully update or create a server.

Property forms Property forms are forms with field values that may be set
for specific configuration requirements. Each property
form has help text to assist you in managing your
servers.

Tools Tools provide easy access to log files, the server
configuration file, directive index, and real time HTTP
server statistics. Tools are useful for problem solving and
server maintenance.

Note: The IBM Web Administration for iSeries interface checks any changes you make for errors. A
message will be displayed below the forms (in the error window) detailing any errors.

Server status

The IBM Web Administration for iSeries interface shows you the current status of your servers. The status
of the server is displayed with the following icons.

Table 7. Server states

Server State Description
Stopped. The server is currently stopped. The server is
@ Stopped no longer available. The IP address and port number are
not in use.
. Running. The server is currently running. The IP address
@ Funning and port number are in use.
) Stopping. The server is attempting to stop. the IP
- Stopping address and port number are still in use.
) Creating. The server is being configured and created.
< Creating The IP address and port number are not in use.
000000 Loading. The IBM Web Administration for iSeries
et et e et interface is loading the selected form, wizard, or Web

browser frame.

Loading...
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Server buttons

The IBM Web Administration for iSeries interface uses server stop, start, and restart buttons to manage
your server’s status. Use the following buttons to change your server’s status at anytime.

Table 8. Buttons

Button Description
Start. Click this button to start the server you are
currently working with. The button is gray and

unavailable when the server is running.

Stop. Click this button to stop the server you are
currently working with. The button is gray and
unavailable when the server has stopped.

=

Restart. Click this button to restart the server you are
currently working with. The restart button stops the
server and then attempts to restart it.

Refresh. Click this button to refresh the IBM Web
Administration for iSeries interface display. Some
changes made by property forms may not be readily
displayed. The refresh button clears the IBM Web
Administration for iSeries interface display and updates
the current server status.

& &

Fundamental directive, context, and server area concepts on HTTP
Server (powered by Apache)

This topic provides information on the fundamental directive, context, and server area concepts on HTTP
Server (powered by Apache).

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See|IBM Service 'ld’ for more information.

The HTTP Server is configured using directives. A directive is used to define an attribute of the HTTP
Server or how the HTTP Server operates. For example, the Listen directive defines what port the HTTP
Server (powered by Apache) should wait on to handle incoming requests.

With the HTTP Server (powered by Apache), the directives are extensive, functional, and built around the
concept of context.

Directive categories of HTTP Server (powered by Apache)
The HTTP Server (powered by Apache) directives may be categorized into two main groups. These are
Assignment directives and Container directives.

Assignment directives
Used to configure the function or characteristics of the HTTP Server (powered by Apache). For
example, the Listen directive assigns the port the HTTP Server (powered by Apache) should use
to handle incoming requests.

HTTP Server 7
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Container directives
Used to group directives together within the HTTP Server (powered by Apache). The container
directives group one or more assignment directives which are used to control the function
intended specifically within the context of the container. For example, the <Directory> directive is
used to enclose a group of assignment directives that only apply to the directory and
subdirectory context.

When dealing with container directives, individual assignment directives may not be valid within
one or more container directives due to improper context. See [“Directives for HTTP Server” on|
for more information on the specific context a directive may or may not be used.

Supported directive context for HTTP Server (powered by Apache)

Understanding the context concept is necessary to increase the productivity and usefulness of your HTTP
Server (powered by Apache). The IBM Web Administration for iSeries interface assist in managing
context areas of your server. By selecting a different area of the server area, you are changing the context
you are managing.

The following are the types of context the HTTP Server (powered by Apache) directives are supported:

server config
Also called "Server Area”, "Global Level” or "Global Context”. The attributes set by directives in
the server config context can and most likely will be inherited by the container directives and
assignment directives used in the configuration.

directory
Also called "Container Context”, the directory context should not be confused with <Directory>
containers. If the directive supports this context, the directive can be used in most container
directive (<Directory>, <File>, <Proxy>, and <Location> for example). This context support does
not apply to virtual hosts. There are limited exceptions where directives are not supported in all
of the containers associated with this context. See [“Directives for HTTP Server” on page 456| for
specific directive exceptions.

virtual host
The virtual host context refers to directives that are allowed to be configured, or assigned, in the
<Virtual Host> container directive.

.htaccess
Also called " htaccess files”, the .htaccess context refers to directives supported in per-directory
configuration files. Per-directory configuration files are read by the server from the physical
directory where they reside. The directives within this file are applied to any objects that are to
be served from the directory where the file exists, and may also be carried forward to
sub-directories. Note that the use of .htaccess files is not recommended due to the additional
overhead incurred by the server.

Container types of HTTP Server (powered by Apache)

The directives used to configure HTTP Server (powered by Apache) containers are encased in greater
than (<) and lesser than (>) brackets. For example, <Directory> is a container directive. Each container is
comprised of an opening directive, such as <Directory>, and closed with the same context directive
prefixed with a slash (/). For example, </Directory>.

There are six different types of container directives. Five of the six container directives listed below have
variants which results in a total of eleven different container directives (shown below with the opening
and closing tags).

Directory and DirectoryMatch
[<Directory directory>...</Directory>|

[<DirectoryMatch regex>...</DirectoryMatch>|
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Files and FilesMatch
[<Files filename>...</Files>|

[<FilesMatch regex>...</FilesMatch>|

Location and LocationMatch
l<Location URL>...</Location>]

l<LocationMatch regex>...</LocationMatch>|

Proxy and ProxyMatch
[<Proxy criteria>...</Proxy>|

[<ProxyMatch regex>...</ProxyMatch>|

VirtualHost
l<VirtualHost addr|:port] >...</VirtualHost>|

Limit and LimitExcept
[<Limit method method>...</Limit>|

[<LimitExcept method method>...</LimitExcept>]

Note: Not all directives enclosed by brackets (<>) are container directives. For example, directives
[<IfModule>| and |[<IfDefine>|are used to define parts of the HTTP Server (powered by Apache)
configuration that are conditional and are ignored once the server has started; however, they are
not directive containers.

Context and server area relationship
The following table shows server area and context relationship.

Server area Context

Global configuration server config

Directory container directory (<Directory> or <DirectoryMatch>)

File container directory (<File> or <FileMatch>)

Location container directory (<Location> or <LocationMatch>)

Proxy container directory (<Proxy> or <ProxyMatch>)

Virtual host container virtual host (<VirtualHost>)

Limit except container <Limit> or <LimitExcept>
Note: The context depends on the location of the <Limit> and
<LimitExcept> container. It will inherit the context of the area it is in,
meaning, if you work with a <Limit> or <LimitExcept> container
within a directory container, the <Limit> or <LimitExcept> will be
assigned the same values as the <Directory> container in which it is
located.

See [“Directives for HTTP Server” on page 456 for more information on all the supported HTTP Server
(powered by Apache) directives and the context the directive may be used.

Directives within containers

The container directives <Directory>, <Location> and <Files> can contain directives which only apply to
specified directories, URLs or files respectively. This also includes .htaccess files that can be used inside a
directory container to apply directives to that directory.

Files that are included in the configuration file are processed by the HTTP Server (powered by Apache) at

start time. Changes to files that are included in the configuration file (such as include files and group
files, but not .htaccess files) do not take effect until the server is restarted.
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Everything that is syntactically allowed in <Directory> is also allowed in <Location> (except a
sub-<Files> section). Semantically however some things, and the most notable are AllowOverride and the
two options FollowSymLinks and SymLinksIfOwnerMatch, make no sense in <Location>,
<LocationMatch> or <DirectoryMatch>. The same for <Files> -- while syntactically correct, they are
semantically incorrect.

Directive inheritance: Directives inherit first from the top most (or "parent”) directive container, then
from more specific directive containers within.

Example:
<Directory A>
directive a
<Directory B>
directive b
</Directory>
</Directory>

In the above example, Directory A is the parent container to Directory B. Directive b first inherits its
parameters from Directory A and directive a by default. If the parameters for directive b are
defined, then directive b does not inherit, but uses its own parameter settings.

In reverse, directive a does not inherit any parameter settings from directive b, since directive a is
the parent to directive b. Inheritance only goes from parent to child.

Note: Best practice for security of your HTTP Server is to put all security directives into each container to
ensure that each directory or file is secured.

How the directives are merged
The order of merging is:

1. <Directory> (except regular expressions) and .htaccess done simultaneously (with .htaccess overriding
<Directory>)

2. <DirectoryMatch>, and <Directory> with regular expressions
3. <Files> and <FilesMatch> done simultaneously
4. <Location> and <LocationMatch> done simultaneously

Apart from <Directory>, each directive group (directives within container directives) is processed in the
order that they appear in the configuration files. <Directory> (directive group 1 above) is processed in the
order shortest directory component to longest. If multiple <Directory> sections apply to the same
directory they are processed in the configuration file order. Configurations included through the Include
directive will be treated as if they were inside the including file at the location of the Include directive.

Container directives inside a <VirtualHost> container directive are applied after the corresponding
directives outside of the virtual host definition. This allows virtual hosts to override the main server
configuration.

Using container directives
General guidelines:

 If you are attempting to match objects at the file system level then you must use the <Directory> and
<Files> container directives.

 If you are attempting to match objects at the URL level then you must use the <Location> container
directive.

Notable exception:

* Proxy control is done via <Proxy> containers. Directives which are valid in a <Directory> container are
also valid in a <Proxy> container. A <Proxy> container is very similar to a <Location> container, since
it deals with virtual paths and locations rather than with physical paths. The directives in <Proxy>
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containers are processed after the directives in <Location> containers are processed, but before
directives in <Directory> containers are processed. The directives in <Proxy> containers are also
inherited into more specific <Proxy> containers in the same way as the directives in a <Directory>
container.

.htaccess parsing:

* Modifying .htaccess parsing within a <Location> container directive has no affect. The .htaccess parsing
has already occurred.

<Location> and symbolic links:

* It is not possible to use Options FollowSymLinks or Options SymLinksIfOwnerMatch inside a
<Location>, <LocationMatch> or <DirectoryMatch> container directives (the Options are simply
ignored). Using the Options in question is only possible inside a <Directory> container directive (or a
.htaccess file).

<Files> and Options:
* Using an Options directive inside a <Files> container directive has no effect.

Note: A <Location>/<LocationMatch> sequence is performed just before the name translation phase
(where Aliases and DocumentRoots are used to map URLs to filenames). The results of this
sequence are removed after the translation has completed.

Content negotiation for HTTP Server (powered by Apache)

This topic provides information on content negotiation, type-map files, MultiViews, negotiation methods,
dimensions of negotiation, negotiation algorithm, media types, and wildcards.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See |IBM Service 'ld’ for more information.

A resource may be available in several different representations. For example, it might be available in
different languages or different media types, or a combination. One way of selecting the most appropriate
choice is to give the user an index page, and let them select; however it is often possible for the server to
choose automatically. This works because browsers can send as part of each request information about
what representations it prefers. For example, a browser could indicate that it would like to see
information in French, if possible, else English will do. Browsers indicate their preferences by headers in
the request. To request only French representations, the browser would send:

Accept-Language: fr

Note that this preference will only be applied when there is a choice of representations and they vary by
language.

As an example of a more complex request, this browser has been configured to accept French and
English, but prefers French, and to accept various media types, preferring HTML over plain text or other
text types, and preferring GIF or JPEG over other media types, but also allowing any other media type as
a last resort:
Accept-Language: fr; q=1.0, en; g=0.5
Accept: text/html; g=1.0, text/*; q=0.8, image/gif; q=0.6,

image/jpeg; q=0.6, image/*; g=0.5, */*; q=0.1

The HTTP Server (powered by Apache) supports ‘server driven’ content negotiation, as defined in the

HTTP /1.1 specification. It fully supports the Accept, Accept-Language, Accept-Charset and
Accept-Encoding request headers. The HTTP Server (powered by Apache) also supports "transparent’
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content negotiation, which is an experimental negotiation protocol defined in RFC 2295 and RFC 2296. It
does not offer support for 'feature negotiation” as defined in these RFCs.

A resource is a conceptual entity identified by a URI (RFC 2396). The HTTP Server (powered by Apache)
provides access to representations of the resource(s) within its namespace, with each representation in
the form of a sequence of bytes with a defined media type, character set, encoding, or other. Each
resource may be associated with zero, one, or more than one representation at any given time. If multiple
representations are available, the resource is referred to as negotiable and each of its representations is
termed a variant. The ways in which the variants for a negotiable resource vary are called the dimensions
of negotiation.

Content negotiation
In order to negotiate a resource, the server needs to be given information about each of the variants. This
is done in one of two ways:

* Using a type -map (for example, a *.var file) which names the files containing the variants explicitly.

* Using a ‘MultiViews’ search, where the server does an implicit filename pattern match and chooses
from among the results.

Using a type-map file

A type map is a document which is associated with the handler named type-map (or, for
backwards-compatibility with older HTTP Server (powered by Apache) configurations, the mime type
application/x-type-map). Note that to use this feature, you must have a handler set in the configuration
that defines a file suffix as type-map; this is best done with an AddHandler in the server configuration
file, as shown below.

AddHandler type-map var
See the comments in the sample config file for more details.

Type map files have an entry for each available variant; these entries consist of contiguous HTTP-format
header lines. Entries for different variants are separated by blank lines. Blank lines are illegal within an
entry. It is conventional to begin a map file with an entry for the combined entity as a whole (although
this is not required, and if present will be ignored). An example map file is:

URI: jkI1

URI: jkl.en.html
Content-type: text/html
Content-language: en

URI: jk1.fr.de.html
Content-type: text/html;charset=is0-8859-2
Content-language: fr, de

If the variants have different source qualities, that may be indicated by the "qs” parameter to the media
type, as in this picture (available as jpeg, gif, or ASCII-art):
URI: jkI1

URI: jkT.jpeg
Content-type: image/jpeg; Qs=0.8

URI: jkl.gif
Content-type: image/gif; Qs=0.5

URI: jkl.txt
Content-type: text/plain; Qs=0.01

The "Qs” value can vary in the range 0.000 to 1.000. Note that any variant with a "Qs” value of 0.000 will
never be chosen. Variants with no "Qs” parameter value are given a "Qs” factor of 1.0. The "Qs"

parameter indicates the relative ‘quality’ of this variant compared to the other available variants,
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independent of the client’s capabilities. For example, a jpeg file is usually of higher source quality than an
ASCII file if its attempting to represent a photograph; however, if the resource being represented is an
original ASCII art, then an ASCII representation would have a higher source quality than a jpeg
representation. A "Qs"” value is therefore specific to a given variant depending on the nature of the
resource it represents.

The full list of headers recognized are:

URI  The uri of the file containing the variant (of the given media type, encoded with the given
content encoding). These are interpreted as URLSs relative to the map file; they must be on the
same server, and they must refer to files to which the client would be granted access if they were
to be requested directly.

Content-Type
The media type -—- charset, level and "Qs"” parameters may be given. These are often referred to
as MIME types; typical media types are image/gif, text/plain, or text/html; level=3.

Content-Language
The languages of the variant, specified as an Internet standard language tag from RFC 1766 (for
example, en for English, or kr for Korean).

Content-Encoding
If the file is compressed, or otherwise encoded, rather than containing the actual raw data, this
states how it was done. The HTTP Server (powered by Apache) only recognizes encodings that
are defined by an directive. This normally includes the encodings x-compress for
compressed files, and x-gzip for gzip’d files. The x- prefix is ignored for encoding comparisons.

Content-Length
The size of the file. Specifying content lengths in the type-map allows the server to compare file
sizes without checking the actual files.

Description
A human-readable textual description of the variant. If the HTTP Server (powered by Apache)
cannot find any appropriate variant to return, it will return an error response which lists all
available variants instead. Such a variant list will include the human-readable variant
descriptions.

MultiViews

MultiViews is a per-directory option, meaning it can be set with an Options directive within a
<Directory>, <Location> or <Files> container in the configuration file, or (if AllowOverride is properly
set) in .htaccess files. Note that Options All does not set MultiViews; you have to ask for it by name.

The effect of MultiViews is as follows: if the server receives a request for /some/dir/jkl, if /some/dir has
MultiViews enabled, and /some/dir/jkl does not exist, then the server reads the directory looking for
files named jkl.*, and effectively fakes up a type map which names all those files, assigning them the
same media types and content-encodings it would have if the client had asked for one of them by name.
It then chooses the best match to the client’s requirements.

MultiViews may also apply to searches for the file named by the Directorylndex directive, if the server is
trying to index a directory. If the configuration files specify:

DirectoryIndex index
The server will arbitrate between index.html and index.html3 if both are present.

If one of the files found when reading the directive is a CGI script, it is not obvious what should happen.
The code gives that case special treatment --- if the request was a POST, or a GET with QUERY_ARGS or
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PATH_INFO, the script is given an extremely high quality rating, and generally invoked; otherwise it is
given an extremely low quality rating, which generally causes one of the other views (if any) to be
retrieved.

The negotiation methods

After the HTTP Server (powered by Apache) has obtained a list of the variants for a given resource,
either from a type-map file or from the filenames in the directory, it invokes one of two methods to
decide on the 'best’ variant to return, if any. It is not necessary to know any of the details of how
negotiation actually takes place in order to use the HTTP Server (powered by Apache) content
negotiation features. However the rest of this document explains the methods used for those interested.

There are two negotiation methods:

1. Server driven negotiation with the HTTP Server (powered by Apache) algorithm is used in the
normal case. The HTTP Server (powered by Apache) algorithm is explained in more detail below.
When this algorithm is used, the HTTP Server (powered by Apache) can sometimes ‘fiddle’ the
quality factor of a particular dimension to achieve a better result. The ways the HTTP Server
(powered by Apache) can fiddle quality factors is explained in more detail below.

2. Transparent content negotiation is used when the browser specifically requests this through the
mechanism defined in RFC 2295. This negotiation method gives the browser full control over deciding
on the 'best’ variant, the result is therefore dependent on the specific algorithms used by the browser.
As part of the transparent negotiation process, the browser can ask the HTTP Server (powered by
Apache) to run the 'remote variant selection algorithm” defined in RFC 2296.

Dimensions of negotiation

Media Type
Browser indicates preferences with the Accept header field. Each item can have an associated
quality factor. Variant description can also have a quality factor (the "Qs” parameter).

Language
Browser indicates preferences with the Accept-Language header field. Each item can have a
quality factor. Variants can be associated with none, one or more than one language.

Encoding
Browser indicates preference with the Accept-Encoding header field. Each item can have a quality
factor.

Charset
Browser indicates preference with the Accept-Charset header field. Each item can have a quality
factor. Variants can indicate a charset as a parameter of the media type.

Client (Browser)
The User-Agent HTTP header is used to determine browser type.

The negotiation algorithm

The HTTP Server (powered by Apache) can use the following algorithm to select the ‘best” variant (if

any) to return to the browser. This algorithm is not further configurable. It operates as follows:

1. First, for each dimension of the negotiation, check the appropriate Accept* header field and assign a
quality to each variant. If the Accept* header for any dimension implies that this variant is not
acceptable, eliminate it. If no variants remain, go to step 4.

2. Select the 'best” variant by a process of elimination. Each of the following tests is applied in order.
Any variants not selected at each test are eliminated. After each test, if only one variant remains,
select it as the best match and proceed to step 3. If more than one variant remains, move on to the
next test.

a. Multiply the quality factor from the Accept header with the quality-of-source factor for this
variant’s media type, and select the variants with the highest value.

b. Select the variants with the highest language quality factor.
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c. Select the variants with the best language match, using either the order of languages in the
Accept-Language header (if present), or else the order of languages in the LanguagePriority
directive (if present).

d. Select the variants with the highest ‘level’ media parameter (used to give the version of text/html
media types).

e. Select variants with the best charset media parameters, as given on the Accept-Charset header line.
Charset ISO-8859-1 is acceptable unless explicitly excluded. Variants with a text/* media type but
not explicitly associated with a particular charset are assumed to be in ISO-8859-1.

f. Select those variants which have associated charset media parameters that are not ISO-8859-1. If
there are no such variants, select all variants instead.

g. Select the variants with the best encoding. If there are variants with an encoding that is acceptable
to the user-agent, select only these variants. Otherwise if there is a mix of encoded and
non-encoded variants, select only the non-encoded variants. If either all variants are encoded or all
variants are not encoded, select all variants.

h. Select the variants that correspond to the User-Agent header received on the HTTP Request.
i. Select the variants with the smallest content length.

j. Select the first variant of those remaining. This will be either the first listed in the type-map file, or
when variants are read from the directory, the one whose file name comes first when sorted using
ASCII code order.

3. The algorithm has now selected one 'best” variant, so return it as the response. The HTTP response
header Vary is set to indicate the dimensions of negotiation (browsers and caches can use this
information when caching the resource).

4. To get here means no variant was selected (because none are acceptable to the browser). Return a 406
status (meaning "No acceptable representation”) with a response body consisting of an HTML
document listing the available variants. Also set the HTTP Vary header to indicate the dimensions of
variance.

Editing quality values

The HTTP Server (powered by Apache) sometimes changes the quality values from what would be
expected by a strict interpretation of the HTTP Server (powered by Apache) negotiation algorithm above.
This is to get a better result from the algorithm for browsers which do not send full or accurate
information. Some of the most popular browsers send Accept header information which would otherwise
result in the selection of the wrong variant in many cases. If a browser sends full and correct information
these fiddles will not be applied.

Media types and wildcards

The Accept: request header indicates preferences for media types. It can also include "wildcard” media
types, such as "image/*" or "*/*" where the * matches any string. So a request including Accept:
image/*, */* would indicate that any type starting "image/" is acceptable, as is any other type (so the
first "image/*" is redundant). Some browsers routinely send wildcards in addition to explicit types they
can handle. For example, Accept: text/html, text/plain, image/gif, image/jpeg, */*.

The intention of this is to indicate that the explicitly listed types are preferred, but if a different
representation is available, that is OK too. However under the basic algorithm, as given above, the */*
wildcard has exactly equal preference to all the other types, so they are not being preferred. The browser
should really have sent a request with a lower quality (preference) value for *.*, such as: Accept:
text/html, text/plain, image/gif, image/jpeg, */*; q=0.01.

The explicit types have no quality factor, so they default to a preference of 1.0 (the highest). The wildcard
*/* is given a low preference of 0.01, so other types will only be returned if no variant matches an
explicitly listed type.

" _n n _n

If the Accept: header contains no "q" factors at all, the HTTP Server (powered by Apache) sets the "q

"n_n

value of "*/*", if present, to 0.01 to emulate the desired behavior. It also sets the "q" value of wildcards of
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the format "type/*” to 0.02 (so these are preferred over matches against "*/*"). If any media type on the

Accept: header contains a "q" factor, these special values are not applied, so requests from browsers
which send the correct information to start with work as expected.

Variants with no language
If some of the variants for a particular resource have a language attribute, and some do not, those
variants with no language are given a very low language quality factor of 0.001.

The reason for setting this language quality factor for variant with no language to a very low value is to
allow for a default variant which can be supplied if none of the other variants match the browser’s
language preferences. For example, consider the situation with three variants:

¢ jkl.en.html, language en

* jkLfrhtml, language en

* jkLhtml, no language

The meaning of a variant with no language is that it is always acceptable to the browser. If the request
Accept-Language header includes either en or fr (or both) one of jkl.en.html or jkl.frhtml will be
returned. If the browser does not list either en or fr as acceptable, jkl.html will be returned instead.

Extensions to transparent content negotiation

The HTTP Server (powered by Apache) extends the transparent content negotiation protocol (RFC 2295)
as follows. A new {encoding ..} element is used in variant lists to label variants which are available with a
specific content-encoding only. The implementation of the RVSA /1.0 algorithm (RFC 2296) is extended to
recognize encoded variants in the list, and to use them as candidate variants whenever their encodings
are acceptable according to the Accept-Encoding request header. The RVSA /1.0 implementation does not
round computed quality factors to 5 decimal places before choosing the best variant.

Notes on hyperlinks and naming conventions
If you are using language negotiation you can choose between different naming conventions, because
files can have more than one extension, and the order of the extensions is normally irrelevant (see

for details).

A typical file has a MIME-type extension (for example, html), maybe an encoding extension (for example,
gz), and of course a language extension (for example, en) when we have different language variants of
this file.

Examples:

* jkl.en.html

* jklLhtml.en

* jklen.html.gz

Examples of filenames together with valid and invalid hyperlinks:

Filename Valid hyperlink Invalid hyperlink
jkLhtml.en jkl -

jkLhtml
jkl.en.html jkl jkLhtml
jkLhtml.en.gz jkl jkl.gz

jkLhtml jkLhtml.gz
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Filename Valid hyperlink Invalid hyperlink
jkl.en.html.gz jkl jkLhtml
jkLhtml.gz
jkl.gz
jkl.gz.html.en jkl jkLhtml
jkl.gz
jkl.gz.html
jkLhtml.gz.en jkl jkl.gz
jkLhtml
jkLhtml.gz

Looking at the table above you will notice that it is always possible to use the name without any
extensions in an hyperlink (for example, jkl). The advantage is that you can hide the actual type of a
document rsp. file and can change it later, for example, from html to shtml or cgi without changing any
hyperlink references.

If you want to continue to use a MIME-type in your hyperlinks (for example jk1.html) the language
extension (including an encoding extension if there is one) must be on the right hand side of the
MIME-type extension (for example, jk1.html.en).

Notes on caching

When a cache stores a representation, it associates it with the request URL. The next time that URL is
requested, the cache can use the stored representation. But, if the resource is negotiable at the server, this
might result in only the first requested variant being cached and subsequent cache hits might return the
wrong response. To prevent this, the HTTP Server (powered by Apache) normally marks all responses
that are returned after content negotiation as non-cacheable by HTTP/1.0 clients. The HTTP Server
(powered by Apache) also supports the HTTP /1.1 protocol features to allow caching of negotiated
responses.

For requests which come from an HTTP /1.0 compliant client (either a browser or a cache), the directive
CacheNegotiatedDocs can be used to allow caching of responses which were subject to negotiation. This
directive can be given in the server config or virtual host, and takes no arguments. It has no effect on
requests from HTTP/1.1 clients.

Highly available Web server cluster on HTTP Server
This topic provides information on highly available Web server clusters.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -d’ for more information.

If Web serving is a critical aspect of your business, you may want high availability and scalability of your
Web server environment. High availability and scalability of the Web server environment can be achieved
through the use of iSeries clustering.

The Web server cluster solution can provide:

e Planned downtime: If a Web server requires planned maintenance, it is possible to transfer the work to
another node without visible service interruptions to the client.
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* No unplanned downtime: If a machine fails, the work is transferred to another node with no human
involvement and without visible service interruptions to the client.

* Scalability: When employing multiple nodes, it is possible to distribute the Web site workload over the
cluster nodes.

Clusters are a collection of complete systems that work together to provide a single, unified computing
capability. For more information on clusters, see in the iSeries Information Center.

A liveness monitor checks the state of the Web server and interacts with the Web server and the
clustering resource services in the event that a Web server fails (failover), or a manual switchover takes
place (ensures no interruption of Web server services). The clustered hash table (part of the state
replication mechanism) can be used to replicate highly available CGI program state data across the
cluster nodes so that the state data is available to all nodes in the event that a Web server fails (failover)
or is switched-over manually (switchover). To take advantage of this capability, an existing CGI program
must be enabled in a highly available Web Server environment. CGI programs write to the CGI APIs to
indicate what data is replicated.

There are three Web server cluster models that are supported:
¢ Primary/backup with takeover IP model

* Primary/backup with a network dispatcher model

e Peer model

Primary/backup with takeover IP model

In this model, the Web server runs on the primary and all backup nodes. The backup node or nodes are
in a idle state, ready to become the primary Web server should the primary Web server fail (failover), or
a switchover takes place. All client requests are always served by the primary node.

The following diagram illustrates a Primary/backup with takeover IP model.
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When the primary node fails (failover), or is brought down by the administrator, the failover/switchover
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process begins. The following steps are performed during failover/switchover:

1.
2.
3.

One of the backup servers becomes the primary (the first backup in the switchover order).
The client requests are redirected to the new primary node.

If the new primary receives a user request that belongs to a long-running-session (a CGI program that
has been updated to be a highly available CGI program), the server will restore the request’s state.
The new primary retrieves that highly available CGI program’s state information from the clustered
hash table. The clustered hash table is part of the state replication mechanism.

After the failed node recovers, the highly available Web server instance can be restarted and it will
become the backup system. If the system administrator wants the failed node to become primary
again, a manual switchover must be performed (this can be accomplished with the IBM Simple
Cluster Management interface available through iSeries Navigator or a business partner tool).

Primary/backup with a network dispatcher model

In this model, just like the primary/backup with takeover IP model, the Web server runs on the primary
and all backup nodes. The backup nodes are in an idle state and all client requests are served by the
primary node. A network dispatcher (for example the IBM WebSphere Edge Server) sends client requests

to the Web server.



The following diagram illustrates a Primary/backup with a network dispatcher model.
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When the primary node fails (failover), or a switchover takes place, the failover/switchover process
begins. The following steps are performed during failover/switchover:

1. One of the backup servers becomes the primary (the first backup in the switchover order).

2. The client requests are sent to the new primary node by the network dispatcher.

3. If the new primary receives a user request that belongs to a long-running-session, the server needs to

restore the request’s state. The new primary searches for the state either locally or in the clustered
hash table. The clustered hash table is part of the state replication mechanism.

4. After the failed node recovers, the system administrator can restart the Web server instance and it will
become a backup Web server. If the system administrator wants the failed node to become primary
again, a manual switchover must be performed.

Note: A node can join a recovery domain as primary only if the cluster resource group is in inactive
mode.

Peer model

In this model, there is no declared primary node. All nodes are in an active state and serve client
requests. A network dispatcher (for example the IBM WebSphere Edge Server) evenly distributes requests
to different cluster nodes. This guarantees distribution of resources in case of heavy load. Linear
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scalability is not guaranteed beyond a small number of nodes. After some number of nodes are added,
scalability can disappear, and the cluster performance can deteriorate.

The following diagram illustrates the peer model.
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For more information on Clusters, see [Clustering troubleshooting} For instructions on how to set up a
highly available Web server, see [‘Set up and administration of a highly available Web server cluster on|
HTTP Server (powered by Apache)” on page 130/ or[Set up a highly available Web server using]
clustering CL. commands for HTTP Server]

Real time server statistics

This topic provides information about the real time server statistics support for HTTP Server (powered by
Apache).

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See |IBM Service -lé for more information.
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Real time server statistics provide information on HTTP Server (powered by Apache) performance. Server
statistics can be viewed with the Real Time Server Statistics tool available through the IBM Web
Administration for iSeries interface. Only statistics for running HTTP Servers (powered by Apache) can
be viewed. Data is collected from the primary server job only.

The header information for the active server displays the following:

Server name
Displays the name of the active server. The user-defined name was specified during the creation
of the server.

Job Displays the job name for the active server.

Server started
Displays the date and time the server was started.

Current time
Displays the date and time of the last manual or automatic refresh of the statistical information.

Statistical information can be refreshed manually by clicking Refresh or can be automatically refreshed
by selecting a refresh rate from the Refresh Intervals drop-down menu.

Note: Statistical information is cumulative. If a value is greater than 264™" in any column, the value will
reset to 0. All values will reset to 0 if the server is stopped and then started. The type of
information displayed is dependent on the activity of the HTTP Server (powered by Apache) and
what functions are enabled. Only statistical information for enabled or active functions are
displayed. Each column heading identifies what enabled function or associated server is being
surveyed for statistical information.

Each column heading identifies what enabled function or associated server is being surveyed for
statistical information. Statistical information is obtained for the following functions:

Server handled
This column displays the number of completed server transactions by the HTTP Server (powered
by Apache) since the server was started. For example, completed transactions for static HTML
pages, HTML pages containing Server Side Include (SSI), and images.

Proxy This column displays the number of completed server transactions that used proxy since the
server was started. Proxy statistics are only available if proxy is enabled. See ["Proxy server typeg
land uses for HTTP Server (powered by Apache)” on page 31| for more information.

CGI  This column displays the number of completed server transactions that were handled as
Common Gateway Interface (CGI) since the server was started. CGI statistics are only available if
CGI is enabled. See|“Set up CGI programs for HTTP Server (powered by Apache)” on page 744
for more information.

Using SSL
This column displays the number of completed server transactions that used Secure Sockets Layer
[Set up)

(SSL) since the server was started. SSL statistics are only available if SSL is enabled. See
[SSL for the administration (ADMIN) server for HTTP Server” on page 176 for more information.

WebSphere
This column displays the number of completed server transactions that used an associated
application server since HITP Server (powered by Apache) was started. If the associated
application server is not running, the information will still be displayed but will equal "0".
WebSphere statistics are only available if a WebSphere Application Server is associated with an
HTTP Server (powered by Apache).

Tomcat
This column displays the number of completed server transactions that used an in-process or
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out-of-process ASF Tomcat server since HTTP Server (powered by Apache) was started. See
[“About Tomcat” on page 43|for more information.

Customer module
This column displays the number of completed server transactions that used a customer or
third-party module. A customer module is a_user module incorporated as a service program into
the HTTP Server (powered by Apache). See[“Set up third party modules for HTTP Server]
[(powered by Apache)” on page 754 for more information.

FRCA Stats
This column displays the number of completed server transactions that used Fast Response Cache
Accelerator (FRCA) since the server was started. FRCA statistics are only available if FRCA is
enabled. See [‘Fast Response Cache Accelerator (FRCA) for HTTP Server (powered by Apache)’]
I(_)n page 22| for more information.

FRCA Proxy
This column displays the number of completed server transactions that used Fast Response Cache
Accelerator (FRCA) proxy since the server was started. FRCA statistics are only available if FRCA
is enabled. See [“Fast Response Cache Accelerator (FRCA) for HTTP Server (powered by Apache)”]

Ign page 22| for more information.

General

The general statistical information displays basic information about the active server since the server was
started. Statistical information displayed includes the following;:

Active threads
Displays the number of currently active threads on the server. A thread is an independent unit of
work within a job that uses many of the jobs resources to complete work. The difference between
jobs and threads is that threads run within the job helping it to finish its work. Every active job
has at least one thread, which is called an initial thread. The initial thread is created as part of
starting the job. The use of threads within a job allows many things to be done at once. For
example, while a job is processing, a thread may retrieve and calculate data needed by the job to
finish processing.

Idle threads
Displays the number of currently idle threads active on the server. An idle thread is a portion of

a program that is waiting for either a response or a request before it can continue. Idle threads
are most often waiting for an HTTP request to process.

Normal connections
Displays the number of total normal (non-secure) connections to the server.

SSL connections
Displays the number of total SSL (secure) connections currently active.

Requests
Displays the number of total requests to the server since the server was started.

Responses
Displays the number of total responses from the server since the server was started.

Requests rejected
Displays the number of total rejected requests issued by the server since the server was started.

Absolute and Delta

The absolute and delta information displays statistical information about currently enabled functions or
associated servers. The absolute value is a measurement of the total transactions since the server was
started. The delta value is a measurement of the total transactions since the server statistics were refreshed.
The absolute and delta statistical information may be displayed separately or side by side for comparison.
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Connections are not the same thing as a request or response transaction. Connection are only recorded for
new inbound connections to the server. Each column heading identifies what enabled function or
associated server is being surveyed for statistical information. Each row identifies what statistical
information is being retrieved. Statistical information displayed for each column includes:

Requests
Displays the number of requests to the enabled function or associated server identified at the top
of the column.

Responses
Displays the number of responses sent by the enabled function or associated server identified at
the top of the column.

Error responses
Displays the number of error responses sent by the enabled function or associated server
identified at the top of the column. An error response example is the 404 "Page Not Found”
response.

Non-cache responses
Displays the number of non-cached responses sent by the enabled function or associated server
identified at the top of the column.

Cache responses
Displays the number of local memory cached responses sent by the enabled function or
associated server identified at the top of the column.

Bytes received
Displays the number of bytes received by the enabled function or associated server identified at
the top of the column.

Bytes sent
Displays the number of bytes sent by the enabled function or associated server identified at the
top of the column.

Non-cache Processing (seconds)
Displays the number of seconds of non-cached processing activity completed by the enabled
function or associated server identified at the top of the column.

Cache Processing (seconds)
Displays the number of seconds of cached processing activity completed by the enabled function
or associated server identified at the top of the column.

Averages

The server averages information displays the average length of activity, in seconds, completed by the
enabled function or associated server identified at the top of the column. Each column heading identifies
what enabled function or associated server is being surveyed for statistical information. Each row
identifies what statistical information is being retrieved. Averages are not affected by end user response
times. Factors such as internet and intranet traffic, firewalls, and connection speeds are not determined.
Statistical information displayed for each column includes:

Total (seconds)
Displays the total time of activity completed by the enabled function or associated server
identified at the top of the column.

Non-cached (seconds)
Displays the average length of time of non-cached activity completed by the enabled function or
associated server identified at the top of the column.

Cached (seconds)
Displays the average length of time of cached activity completed by the enabled function or
associated server identified at the top of the column.
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Web Publishing with the PUT Method

This topic provides information on Web publishing with the PUT method.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See |IBM Service -lﬁ' for more information.

The standard way of uploading files to a Web server using HTTP is through the use of the PUT method.
HTTP Server (powered by Apache) supports the PUT method, but requires additional setup to tell the
server how to handle incoming PUT requests. One way to accomplish this is to enable WebDAV, which is
provided with HTTP Server (powered by Apache) through the module mod_dav. Another is to provide
your own CGI program and configure it for use with HTTP Server (powered by Apache). This article
discusses both options, as well as the PUT method in general.

About the PUT Method

POST and PUT are two methods in the HTTP specification that are used to permanently change files on a
Web server. While the POST method is used in conjunction with preestablished content such as Web
forms, the PUT method involves manipulating files that do not yet exist on the server. HTTP Server
(powered by Apache) supports the POST and PUT methods in the same way -- that is, it requires a
program to tell it how to handle incoming requests.

WebDAV

Most users will find that the easiest way to implement the PUT method for HTTP Server (powered by
Apache) is to enable WebDAV and use a client program that supports WebDAV (such as Microsoft® Web
Folders) to upload files. WebDAV is a set of extensions to the HTTP protocol, and is included in HTTP
Server (powered by Apache) through the module mod_dav. In addition to the WebDAV extensions,
mod_dav includes a PUT handler.

For more information on WebDAV, including a list of all the methods included, see [“WebDAV for HTTP|
Server (powered by Apache)” on page 64|and [’Set up WebDAV for HTTP Server (powered by Apache)”

on page 196.|

CGI programs

Alternatively, you can provide your own CGI program to handle incoming PUT requests, and configure it
for use with HTTP Server (powered by Apache). A program that handles PUT requests operates much
like a program that handles POST requests, but must include additional code for writing (and
overwriting) files on the server.

Because a PUT action results in a permanent change on the server, it's important to be aware of the
security issues involved in providing your own PUT-handling CGI program. Some of these issues
include:

* Ensuring the user making the PUT request is authorized to update files on the server
¢ Making sure only Web content files are updated
* Only updating content the user is authorized to update

For a more detailed discussion on providing your own PUT-handling CGI program, see the Apache Week

article [Publishing Pages with PUTH&r .
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Once you have a program capable of handling PUT requests, you can configure it for use with HTTP
Server (powered by Apache) using the Script directive. For more information on the Script directive, see
[“Module mod_actions” on page 472

File compression for HTTP Server (powered by Apache)

This topic provides information on file compression and how output from your server is compressed
before being sent to the client over the network.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -Iﬁ' for more information.

Compressed output is transferred to requesting client browsers at a higher rate of speed than
noncompressed output. This decreases the amount of data that the server needs to send over the network
and improves network performance and response times.

Compression and decompression is implemented by the DEFLATE filter, located in [“Module mod_deflate]
lfor HTTP Server (powered by Apache)” on page 578| The DEFLATE filter is always inserted after
RESOURCE filters like PHP or SSI. It never touches internal subrequests. See [Apache HTTP Server|

[Version 2.0 Documemtatiom|-'lﬁr for additional information and examples on configuring the Apache
server to use compression.

When the DEFLATE filter is used, a LoadModule is required in order to recognize the associated
directives.

LoadModule deflate_module /QSYS.LIB/QHTTPSVR.LIB/QZSRCORE.SRVPGM
Output compression

Files can be compressed by the server before output to the client. The server can be configured to only
compress files which are located in specific containers or globally. Directive SetOutputFilter enables
compression for files in the container where it is placed. For example:

SetOutputFilter DEFLATE

Files being compressed can also be restricted to specific MIME types. In order to configure the server to
restrict compression based on MIME types, the AddOutputFilterByType directive should be used. For
example, to enabling compression only for the HTML files located in a specific directory:

<Directory "/your-server-root/htdocs">

AddOutputFilterByType DEFLATE text/html
</Directory>

Input compression

Compressed files require decompression before they can be used. A filter is necessary for decompressing
a GZIP compressed request body. The DEFLATE filter is required in the input filter chain and is set by
using the SetInputFilter or the AddInputFilter. For example:

<Location /dav-area>

SetInputFilter DEFLATE
</Location>

Requests containing a Content-Encoding: GZIP header are automatically decompressed. The
Content-Length header specifies the length of incoming data from the client, not the byte count of the
decompressed data stream. The actual length of the data will be greater than the Content-Length header
indicates after the decompression has been done.
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Note: Check your browser to ensure it supports GZIP request bodies.
Proxy servers

Proxy servers receive a Vary: Accept-Encoding HTTP response header to identify that a cached response
should be sent only to clients that send the appropriate Accept-Encoding request header. The response
header prevents compressed content from being sent to a client that cannot support it.

Dependencies on special exclusions, for example, the User-Agent header, can be specified with an
addition to the Vary header. The Vary header must be manually configured in order to alert proxies of
the additional restrictions. For example, where the addition of the DEFLATE filter depends on the
User-Agent, the following Very header should be added:

Header append Vary User-Agent

If compression depends on information other than request headers, set the Vary header with a value of
"x". The "+" prevents compliant proxies from caching entirely. For example:

Header set Vary =

Fast Response Cache Accelerator (FRCA) for HTTP Server (powered
by Apache)

This topic provides information on the Fast Response Cache Accelerator.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See|IBM Service -lé for more information.
Fast Response Cache Acceleration is only available for V5SR2 HTTP Server and later releases.

The Fast Response Cache Accelerator (FRCA) improves the performance and scale of Web and TCP server
applications by storing both static and dynamic content in a memory-based cache located in the Licensed
Internal Code. You can configure FRCA by using the IBM Web Administration for iSeries interface. See
[“Set up Fast Response Cache Accelerator (FRCA) for HTTP Server (powered by Apache)” on page 145

FRCA improves efficiency, scale, and performance by implementing two concepts:

¢ Use of a memory-based cache that filters what is stored and what is dismissed. Requests can process
much more quickly when the majority of the requested content is cached within the Licensed Internal
Code. The memory-based cache delegates stored information to the Network File Cache which is
located in the Licensed Internal Code.

¢ Caching functions from within the Licensed Internal Code to reduce request processing time.
Storing cached files within the Licensed Internal Code eliminates overhead and reduces request
processing time by reducing task-switching between the Licensed Internal Code and user application
layers. This conserves system resources allowing them to be reallocated towards hosting dynamic
content.

Note: The HTTP Server (powered by Apache) does not check for authorization on content served from
FRCA. Use FRCA to cache content that does not need to be secured or accessed through specific
validation.

FRCA improves HTTP Server (powered by Apache) performance for both static and dynamic content.

Static content, or content that comes from a file, is stored in Network File Cache and is then served to
Licensed Internal Code of HTTP Server (powered by Apache) which essentially ‘short circuits’ the normal
request processing path so the requested information will reach the user faster.
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Dynamic content can be served from a Licensed Internal Code proxy cache or distributed by the Licensed
Internal Code reverse proxy to one or more remote servers. A layer-7 router looks at the URL paths to
route dynamic requests to the appropriate remote server.

Static content request and response process without FRCA
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Log formats for HTTP Server (powered by Apache)

This topic provides information about log formats and log files.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service ﬁ for more information.

Use the following information to understand log formats. For information on how to configure logs, see
[“Set up logs on HTTP Server (powered by Apache)” on page 148

Log files contain one line for each request. A line is composed of several tokens separated by spaces. If a
token does not have a value then it is represented by a hyphen (-). A line in a log file might look like the
following:

192.168.1.3 - - [18/Feb/2000:13:33:37 -0600] "GET / HTTP/1.0" 200 5073

The following log file types are supported:

Common (Access)
This format is the common log file format defined by the W3C working group. This format is
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compatible with many industry standard log tools. For more information see the W3C common

log format web site at fhttp://www.w3.org/Daemon/User/Config/Logging html| ﬁ .

The common log format is defined by the following string:

"%h %1 %u %t \"%r\" %>s %b"

Extended (Access, Referer, and Agent)

This format has two types: NCSA extended log format and the W3C extended log format. The
NCSA extended log format is the common log format appended with the agent and referer
information. The W3C extended log format is defined by the W3C working group and allows you
to determine the format of the log entry. For more information see the W3C extended log format

web site at |http: / /www.w3.org/TR/ WD—logfileI ﬂ' .

NCSA'’s extended format is defined by the following string:
"%h %1 %u %t \"%r\" %>s %b \"%{Referer}i\"\%{User-agent}i\"

Data Description Specification (DDS)
This format is an iSeries database (physical) file in QSYS.LIB. This format allows you to write a
database query program to generate reports. This format contains the same information as the

common log format.

Tokens used to define log file formats

Token Description

%...0 The remote client IP address. Example: 192.168.1.3

%...A The local client IP address. Example: 192.168.1.3

%...b The number of bytes transmitted, excluding HTTP headers in common log format.
Example: - = no bytes transmitted

%...B The number of bytes transmitted, excluding HTTP headers in extended log format.
Example: 0 = no bytes transmitted

%...{var}e The contents of the environment variable named var.

%...1 The requested file name. Example: /www/index.htm

%...h The remote host name or IP address. Example: hal.ibm.com or 192.168.1.3

%...H The requested protocol.

%...{var}i The contents of the HTTP header line named var. Example: %{User-agent}i =
Mozilla/4.5 [en] (WinNT; U)

%ol The remote logname.

%...m The request method.

%...{var}n The contents of the note named var.

%...{var}o The contents of the header lines named var in the reply.

%...p The canonical Port of the server serving the request. Example: 80

%...P The process ID that serviced the request. Example: 837

%...q The query string (or search argument) prepended with a "?". Example: ?name=hal

Fooar The first line of the request. Example: GET / HTTP/1.0

%08 The server response status. Example: 200

%...t The time in common log format. Example: [21/Mar/2000:14:08:03 -0600]

%...{strftime}t The time in [strftime format]

%o..T The time (in seconds) taken to serve the request. Example: 1

%...U The name of the authenticated remote user. Example: hal
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Token Description
%...U The requested URL path. Example: /
%oV The canonical server name of the server serving the request.
%oV The server name according to the UseCanonicalName setting.
Note:
* Logformat %D is not supported.
* The "..." can be replaced with a condition for inclusion or it can be omitted. The character <

determines if the original value is logged. The greater than character (>) determines if the
redirected value is logged. The condition may be preceded by a ! to reverse the condition. For

example:
Condition Description
%>s Logs the returned status.
%{User-agent}i Logs User-agent on all requests.
%400,501{User-agent}i Logs User-agent only when a 400 error (Bad Request) or a 501 error (Not
Implemented) is encountered.
%1200,304,302{Referer}i Logs Referer on all requests which did not return some sort of normal status.

Proxy server types and uses for HTTP Server (powered by Apache)

This topic provides information about proxy server types and uses.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -ﬁ’ for more information.

Proxy servers receive requests intended for other servers and then act to fulfill, forward, redirect, or reject
the requests. Exactly which service is carried out for a particular request is based on a number of factors
which include: the proxy server’s capabilities, what is requested, information contained in the request,
where the request came from, the intended destination, and in some cases, who sent the request.

The two most attractive reasons to use a proxy server are its ability to enhance network security and
lessen network traffic. A proxy server enhances network security by providing controls for receiving and
forwarding (or rejecting) requests between isolated networks, for example, forwarding requests across a
firewall. A proxy server lessens network traffic by rejecting unwanted requests, forwarding requests to
balance and optimize server workload, and fulfilling requests by serving data from cache rather than
unnecessarily contacting the true destination server.

HTTP Server (powered by Apache) has proxy server capabilities built in. Activating these services is
simply a matter of configuration. This topic explains three common proxy concepts:
freverse proxy] and [proxy chaining}

Forward proxy

A forward proxy is the most common form of a proxy server and is generally used to pass requests from
an isolated, private network to the Internet through a firewall. Using a forward proxy, requests from an
isolated network, or intranet, can be rejected or allowed to pass through a firewall. Requests may also be
fulfilled by serving from cache rather than passing through the Internet. This allows a level of network
security and lessens network traffic.
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A forward proxy server will first check to make sure a request is valid. If a request is not valid, or not
allowed (blocked by the proxy), it will reject the request resulting in the client receiving an error or a
redirect. If a request is valid, a forward proxy may check if the requested information is cached. If it is,
the forward proxy serves the cached information. If it is not, the request is sent through a firewall to an
actual content server which serves the information to the forward proxy. The proxy, in turn, relays this
information to the client and may also cache it, for future requests.

The above image shows a forward proxy configuration. An intranet client initiates a request that is valid
but is not cached on Server A (Proxy Server). The request is sent through the firewall to the Internet
server, Server B (Content Server), which has the information the client is requesting. The information is
sent back through the firewall where it is cached on Server A and served to the client. Future requests for
the same information will be fulfilled by the cache, lessening network traffic (proxy caching is optional
and not necessary for forward proxy to function on your HTTP Server).

Intranet Server A Firewall Internet Server B
Client (Proxy Server) [Content Server)

For information on how to configure a forward proxy, see [“Set up forward proxy for HTTP Server|
[(powered by Apache)” on page 151.|

Reverse proxy

A reverse proxy is another common form of a proxy server and is generally used to pass requests from
the Internet, through a firewall to isolated, private networks. It is used to prevent Internet clients from
having direct, unmonitored access to sensitive data residing on content servers on an isolated network, or
intranet. If caching is enabled, a reverse proxy can also lessen network traffic by serving cached
information rather than passing all requests to actual content servers. Reverse proxy servers may also
balance workload by spreading requests across a number of content servers. One advantage of using a
reverse proxy is that Internet clients do not know their requests are being sent to and handled by a
reverse proxy server. This allows a reverse proxy to redirect or reject requests without making Internet
clients aware of the actual content server (or servers) on a protected network.

A reverse proxy server will first check to make sure a request is valid. If a request is not valid, or not
allowed (blocked by the proxy), it will not continue to process the request resulting in the client receiving
an error or a redirect. If a request is valid, a reverse proxy may check if the requested information is
cached. If it is, the reverse proxy serves the cached information. If it is not, the reverse proxy will request
the information from the content server and serve it to the requesting client. It also caches the
information for future requests.

Server B Server A Firewall Internat Internet
(Content Server)  (Proxy Server) Client

The above image shows a reverse proxy configuration. An Internet client initiates a request to Server A
(Proxy Server) which, unknown to the client, is actually a reverse proxy server. The request is allowed to
pass through the firewall and is valid but is not cached on Server A. The reverse proxy (Server A)
requests the information from Server B (Content Server), which has the information the Internet client is
requesting. The information is served to the reverse proxy, where it is cached, and relayed through the
firewall to the client. Future requests for the same information will be fulfilled by the cache, lessening
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network traffic and load on the content server (proxy caching is optional and not necessary for proxy to
function on your HTTP Server). In this example, all information originates from one content server
(Server B).

For information on how to configure a reverse proxy, see [“Set up reverse proxy for HTTP Server|
[(powered by Apache)” on page 152.|

Proxy chaining

A proxy chain uses two or more proxy servers to assist in server and protocol performance and network
security. Proxy chaining is not a type of proxy, but a use of reverse and forward proxy servers across
multiple networks. In addition to the benefits to security and performance, proxy chaining allows
requests from different protocols to be fulfilled in cases where, without chaining, such requests would not
be possible or permitted. For example, a request using HTTP is sent to a server that can only handle FTP
requests. In order for the request to be processed, it must pass through a server that can handle both
protocols. This can be accomplished by making use of proxy chaining which allows the request to be
passed from a server that is not able to fulfill such a request (perhaps due to security or networking
issues, or its own limited capabilities) to a server that can fulfill such a request.

The first proxy server in a chain will check to make sure a request is valid. If a request is not valid, or
not allowed (blocked by the proxy), it will reject the request resulting in the client receiving an error or a
redirect. If a request is valid, the proxy may check if the requested information is cached and simply
serve it from there. If the requested information is not in cache, the proxy will pass the request on to the
next proxy server in the chain. This server also has the ability to fulfill, forward, redirect, or reject the
request. If it acts to forward the request then it too passes the request on to yet another proxy server. This
process is repeated until the request reaches the last proxy server in the chain. The last server in the chain
is required to handle the request by contacting the content server, using whatever protocol is required, to
obtain the information. The information is then relayed back through the chain until it reaches the
requesting client.

Intranet Server A Firewall Server B Internet Server C
Client [Pmﬁ( Server) (Praxy Server) (Content Server)
TTP HTTR/FTP) FTP

The above image shows a proxy chaining configuration. The intranet client makes a request to Server C
(Content Server FTP). Server A (Proxy Server HTTP) does not contain the requested information in cache,
so the request is passed through the firewall to Server B (proxy server HTTP/FTP). Server B has both
HTTP and FTP protocols and is able to change the HTTP request to an FIP request. Server C receives the
FTP request and passes back the requested information to Server B. Server B, in turn, passes the fulfilled
request back to the intranet client using the HTTP protocol. The request is sent through the firewall and
Server A where the request is cached and given to the intranet client.

For information on how to configure proxy chaining, see [“Set up proxy chaining for HTTP Server]
[(powered by Apache)” on page 153.]

Web crawling on HTTP Server

This topic provides information about Web crawling and Web crawlers.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See|IBM Service -lﬁ' for more information.
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A Web crawler is a program that finds a URL on another Web server. A "crawl” is the Web crawler
program following links within Web pages and downloading HTML and text pages it finds. The Web
crawler downloads files to your local directory, and creates a document list. The document list and the
files can then be used to create a search index. The search results will link to the actual URL that was
found during the crawl.

Attention: The Web crawler downloads text and HTML files to your iSeries. The iSeries checks if
sufficient memory is available for a successful Web crawl, but it will not check for available storage.

To crawl a Web site, you must specify attributes such as the document storage directory, the URL to
crawl, and so on. Alternately, you may start a crawl using a URL and options object that you have
already created using other forms. A URL object contains a list of URLs. An options object contains
crawling attributes, such as the proxy server to use for each crawling session.

Some sites cannot be entered without some sort of authentication, such as a userid and password, or
certificate authentication. The web crawler has the capacity to handle either case as long as you do the
required set up.

For a site requiring a userid and password, you must create a validation list object, entering the URL,
userid, and password. See [“Set up validation lists for the Webserver search engine on HTTP Server” on|

age 172 for more information. Then be sure to enter the validation list object when you start crawling.
See the [digital server certificate|information on how to obtain certificate authentication. The digital
certificate manager can be used to obtain a new, or register an existing, certificate for any secure server
instance of the IBM HTTP Server.

Building a document list by crawling Web sites always runs as a background task and will take several
minutes, at a minimum, to run, depending on the maximum time you selected for the session to run, as
well as other attributes you have specified.

See |“Build the document list by crawling a URL” on page 163| for information on how to use the Web
crawler with the IBM Web Administration for iSeries interface.

Webserver search engine on HTTP Server

This topic provides information about the Webserver search engine and national language considerations.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See |IBM Service -& for more information.

The Webserver search engine allows you to perform full text searches on HTML and text files. You can
control what options are available to the user and how the search results are displayed through
customized Net.Data® macros. You can enhance search results by using the thesaurus support. For
information on configuring the search engine with the HTTP Server (powered by Apache), see
the Webserver search engine on HTTP Server (powered by Apache)” on page 169

How it works

Before you can search, you must have an index. The index is a set of files that contain the contents of the
documents (in a searchable form) that are to be searched. The search index is used by the search engine
rather than searching all of the actual documents.

A search index is created based upon a document list. A document list contains a list of fully qualified
path names of all the documents that you want to index.
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Documents satisfying a search request are returned by default in their order of ranking. A document’s
ranking specifies the relevance with respect to the specified search conditions. The following factors
determine a document’s ranking:

* Frequency of search terms in the document - As the search words appear more frequently in the
document, the ranking gets higher.

* DPosition of search terms in the document - As the search words appear closer to the beginning of the
document, the ranking gets higher.

* Frequency of search terms in the whole set of documents - As the search words appear less frequently
within the documents in the entire index, the ranking for documents that have search words gets
higher.

It is possible that a document with one search term appearing toward the beginning of the document can
have a higher ranking than a document with multiple search terms appearing near the end of the
document. The search function assumes that words indicating the subject or topic of the document
usually appear near the beginning of the document. The highest ranking a document can have is 100%. A
document can achieve a ranking of 100% if relatively few of the documents in the index contain the
search terms. If many documents in the index contain the search terms, it is likely that none of the
documents would achieve a ranking of 100%.

You can provide the following search functions through the customized Net.Data macros:
* Exact search - 100% of the letters match. For example street returns street, Street, and STREET.
* Fuzzy search - 60% of the letters match. For example street returns street, streets, treat, and Tree.

* Wild card search - an asterisk (*) is replaced by zero or more letters and a question mark (?) is replaced
by one letter. For example jump* returns jump, jumps, Jumping, and jumper.

* Proximity search - two or more words in the same sentence.

* English word stemming - for example, knife returns knife and knives.

* Case sensitive search - for example, Street returns Street, not street.

* Boolean search (simple) - for example, A and B and C.

* Boolean Search (advanced) - for example, (A and (B or C) not D).

* Document ranking - documents are automatically sorted according to ranking.
* Thesaurus support - finds synonyms or related terms of a search word.

¢ Search within results - search within returned search results only.

* Simple and Advanced search

You can enhance search results through the use of the thesaurus support. A thesaurus contains words that
are synonyms or related terms of a search word. For example, searching for Ping-Pong without thesaurus
support results only in documents containing the string Ping-Pong. Using thesaurus support that includes
synonyms for Ping-Pong, such as table tennis, results in documents containing either the string
Ping-Pong or table tennis.

The URL mapping rules file, built from your selected HTTP Server, is used to set the URL for each
document found on a search. It can specify the server port number (or instance) to use and can also map
resulting file path names to external path names.

Sample files
Several files are shipped with the product for your use to customize your own Web search function:

File Description
/QIBM/ProdData/HTTP/Public/HTTPSVR/sample_search.ndm Sample Net.Data macro that you can customize.
QIBM/ProdData/HTTP/Public/HTTPSVR/ Sample Net.Data macro with thesaurus support
thesaurus_sample_search.ndm that you can customize.
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File Description
/QIBM/ProdData/HTTP/Public/HTTPSVR/sample_search.html Sample search HTML file.

/QIBM/ProdData/HTTP/Public/HTTPSVR/HTML/ Directory of sample HTML files that you can use
to build a test search index.

/QIBM/ProdData/HTTP/Public/HTTPSVR/sample_thesaurus.txt Sample thesaurus definition file.

National language considerations

Documents that you are indexing can be encoded in most ASCII codepages and EBCDIC CCSIDs.
Because the search engine does not support all CCSIDs, your documents might be converted to one of
the supported CCSIDs during the indexing process. To see the CCSID used to index your documents,
view the status of the search index.

Wildcard characters in search strings are not allowed for double byte languages. A wildcard search is
implied for double byte languages. Both the name of the index and index directory name must be
specified in a single byte characters. The contents of documents are often converted to one of the index
CCSIDs listed below.

Documents in languages from the included character sets can all be contained in the same index, as long
as the documents are indexed separately. For example, an index can contain English and French
documents. Create the index including just the English documents, then update the index with the French
documents. If you attempt to index Italian and Russian documents in the same index, an error will occur
since the two languages cannot be converted to a common index CCSID. In this case you would need to

create two separate indexes. The following table describes the supported CCSIDs for indexes.

Index Code page name Included character sets (CCSIDs)

CCSID

500 Latin 1 International Albanian, Belgian English, Belgian French, Canadian French
MNCS, Danish, Dutch, Dutch MNCS, English International, English US,
Finnish, French (France), French MNCS, German (Germany), German
MNCS, Icelandic, Italian, Latin 1/Open Systems, Norwegian, Portuguese
(Brazil), Portuguese (Portugal), Swedish

838 Thai Thai

870 Latin 2 Croatian, Czech, Hungarian, Polish, Romanian, Serbian (Latin), Slovak,
Slovenia

1025 Cyrillic Bulgarian, Macedonian, Russian, Serbian (Cyrillic)

1026 Latin 5 Turkish

875 Greek Greek

424 Hebrew Hebrew

420 Arabic Arabic

1112 Baltic Latvian, Lithuanian

1122 Estonian Estonian

935 Simplified Chinese (GB) |Simplified Chinese (GB)

1388 Simplified Chinese Simplified Chinese (GBK)

(GBK)

937 Traditional Chinese Traditional Chinese

5026 (930) Japanese Katakana Japanese Katakana

5035 (939) Japanese Latin Japanese Latin

1364 (933) Korean Korean
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Browser and CL command interface for the Webserver search engine and Web

crawler
This table shows the browser and CL command interface to all of the search engine and web crawling
tasks.
Task Browser form CL command First release
available
Create an index Create search index CFGHTTPSCH OPTION(*CRTIDX) V4R4
Update an index Update search index CFGHTTPSCH OPTION(*ADDDOC) V4R4
CFGHTTPSCH OPTION(*RMVDOC)
Merge an index Merge search index CFGHTTPSCH OPTION(*MRGIDX) V4R4
Delete an index Delete search index CFGHTTPSCH OPTION(*DLTIDX) V4R4
V4R4 View the status of an index View
status of search index:
CFGHTTPSCH OPTION(*PRTIDXSTS)
View the status of an View status of search index |CFGHTTPSCH OPTION(*PRTIDXSTS) V4R4
index
See spoolfile QPZHASRCH V5R1
Create a document list |Build a document list CFGHTTPSCH OPTION(*CRTDOCL) - local |V4R4
Start the web crawler STRHTTPCRL OPTION(*CRTDOCL) - web V5R1
crawler
Add documents to a Build a document list CFGHTTPSCH OPTION(*UPDDOCL) V4R4
document list
Use for local documents. V5R1
STRHTTPCRL OPTION(*UPDDOCL)
Use for documents found with the web
crawler.
Stop a web crawling Work with document list ENDHTTPCRL V5R1
session. status
Pause a web crawling | Work with document list ENDHTTPCRL V5R1
session. status
Resume a web crawling | Work with document list RSMHTTPCRL V5R1
session. status
Register a document Register document list CFGHTTPSCH OPTION(*REGDOCL) V5R1
list created before V4R5
Delete a document list | Delete document list CFGHTTPSCH OPTION(*DLTDOCL) V4R4
Display information Work with document list CFGHTTPSCH OPTION(*PRTDOCLSTS) V4R4
about a document list | status
See spoolfile QPZHASRCH V5R1
Create a URL mapping |Build URL mapping rules CFGHTTPSCH OPTION(*CRTMAPEF) V4R4
rules file file
Append a URL Build URL mapping rules CFGHTTPSCH OPTION(*UPDMAPF) V4R4
mapping rules file file
Build a thesaurus Build thesaurus dictionary CFGHTTPSCH OPTION(*CRTTHSDCT) V4R4
dictionary
Test a thesaurus Test thesaurus dictionary None. V5R1
dictionary
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Task Browser form CL command First release
available

Retrieve a thesaurus Retrieve thesaurus definition | CFGHTTPSCH OPTION(*RTVTHSDENF) V4R4

definition from a

dictionary

Delete a thesaurus Delete thesaurus dictionary | CFGHTTPSCH OPTION(*DLTTHSDCT) V4R4

dictionary

Create a list of URLs to |Build URL object CFGHTTPSCH OPTION(*CRTURLOB]J) V5R1

crawl

Update a list of URLs | Build URL object CFGHTTPSCH OPTION(*UPDURLOB]J) V5R1

to crawl

Delete a list of URLs to | Delete URL object CFGHTTPSCH OPTION(*DLTURLOB]J) V5R1

crawl

Create an object Build options object CFGHTTPSCH OPTION(*CRTOPTOB]J) V5R1

containing crawling

attributes

Update an object Build options object CFGHTTPSCH OPTION(*UPDOPTOB]J) V5R1

containing crawling

attributes

Build an object with Build validation list CFGHTTPSCH OPTION(*CRTVLDL) V5R1

userid and passwords

for authentication

Add userids and Build validation list CFGHTTPSCH OPTION(*ADDVLDLDTA) V5R1

passwords for

authentication.

Remove userids and Build validation list CFGHTTPSCH OPTION(*RMVVLDLDTA) V5R1

passwords for

authentication.

Search an index Search index None V4R4

Security tips for HTTP Server

This topic provides tips to secure your HTTP Server.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See |IBM Service -l& for more information.

Some hints and tips on security issues in setting up the HTTP Server.

* ["Permissions on ServerRoot directories for HTTP Server”l

» [’Stopping users from overriding system wide settings for HTTP Server (powered by Apache)” on page|

59

* [“Protect server files by default for HTTP Server (powered by Apache)” on page 39|

* [’Server Side Includes for HTTP Server (powered by Apache)” on page 39

* ["CGI for HTTP Server” on page 39|

Permissions on ServerRoot directories for HTTP Server

In typical operation, the HTTP Server is started under the iSeries user profile QTMHHTTP and requests

coming into the server are run under that user profile. It is possible to start the server and serve requests
‘

under different profiles. Refer to the ServerUserID and
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also ensure that all of the resources that can be accessed by a Web client are properly protected. See
[“User profiles and required authorities for HTTP Server” on page 40| for additional information.

Stopping users from overriding system wide settings for HTTP Server (powered by
Apache)
You will want to stop users from setting up .htaccess files which can override security features. Here is
one example:
<Directory />

AllowOverride None

Options None
</Directory>

This stops all overrides, Includes, and accesses in all directories. You also need to set up directory
containers to allow access for specific directories.

Protect server files by default for HTTP Server (powered by Apache)
HTTP Server (powered by Apache) has a default access feature. To prevent clients from seeing the entire
file system, add the following block to the configuration:
<Directory />
Order deny,allow

Deny from all
</Directory>

This forbids default access to filesystem locations. Add appropriate blocks to allow access.
For example,

<Directory /users/public_html>
Order deny,allow
Allow from all

</Directory>

Pay particular attention to the interactions of KLocation>| and [<Directory>| directives. For example, even if
<Directory /> denies access, a <Location /> directive might override it.

Server Side Includes for HTTP Server (powered by Apache)
Server side includes (SSI) can be configured so that users can execute programs on the server. To disable
that part of SSI use the IncludesNOEXEC option to the Options directive.

CGl for HTTP Server

You should consider limiting CGI program execution by using the ScriptAlias directive. This gives you
more control over what programs are allowed to run as CGI programs

Always remember that you must trust the writers of the CGI script programs and have the ability to spot
potential security holes in CGI, whether they were deliberate or accidental. All of the CGI script
programs run as the same user unless you configure them otherwise. When programs run as the same
user, they have the potential to conflict with other scripts or programs.

Kerberos for HTTP Server

This topic provides information about Kerberos for use with your HTTP Server (powered by Apache).

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -Id' for more information.

Kerberos is a network authentication protocol designed to provide authentication for client or server
applications with secret-key cryptography. The Kerberos server contains an authentication and a ticket
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granting function for users who have been authenticated. The HTTP Server does not authenticate;
however, it does support the WWW-Authenticate header and uses information received in that header
with API calls to an Enterprise Identity Mapping (EIM) server. EIM then determines whether the user is
authenticated and if mutual authorization should be initiated using Kerberos. EIM may also be
configured to use multiple Kerberos realms (with multiple EIM servers) for authentication processing
with users from one realm accessing entities defined in a different realm.

For more information on EIM, see [EIM concept

Kerberos requirements
¢ Only supported on OS/400° V5R2 or later.

* Netscape does not support Kerberos; however, Netscape users can access Kerberos protected Websites
through a Basic prompt enabled with the Authtype KerberosOrBasic directive.

+ Windows® Internet Explorer (IE) does support Kerberos. At the minimum, IE 5.5 with the latest fix
pack installed is required.

See the [“JKL Toy Company enables single signon for HTTP Server (powered by Apache)” on page 96|
scenario for a complete step-by-step instructions on how to enable Kerberos for your iSeries server.

User profiles and required authorities for HTTP Server

This topic provides information about user profiles and required authorities for the HTTP Server.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -Iﬁ' for more information.

User profiles and required authorities for HTTP Server (powered by Apache)
Webmaster user profile

The Webmaster user profile must have read, write, and execute authority to the directory path of the
server root directory. This is necessary because the HTTP Administration server swaps to the Webmaster
user profile during configuration and administration. If you are using the Create New HTTP Server
wizard, the default server root path is /www/server_name/, where server_name is the name of HTTP
Server.

If there are directories in the path which already exist, the Webmaster user profile must have read, write,
and execute authority to those directories prior to executing the Create New HTTP Server wizard. Note
that directory www already exists when the product is shipped. If you plan to use the default server root
path of the Create New HTTP Server wizard then the authority to directory www will need to be
changed prior to executing the wizard.

The Webmaster user profile must have the following authorities to perform configuration and
administration tasks:

* *JOSYSCFG special authority
¢ *SERVICE special authority if you plan to use the trace TCP application (TRCTCPAPP) function
* *CHANGE authority to the library object QUSRSYS
e *ALL authority to the following objects:
- QUSRSYS/QATMHINSTA
- QUSRSYS/QATMHINSTC
* *USE authority for the following command objects:
- CRTVLDL
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— STRTCPSVR

— ENDTCPSVR
* *RX authority for root directory ("/ ") and directory "/www”, including all subdirectories in the path
* *RWX authority for directory "/www/server_name/"

If the QPWFSERVER authorization list contains an entry that restricts *PUBLIC access to *EXCLUDE, and
one of the authorization list objects is QSYS.LIB, an entry must be created to grant the webmaster profile
*CHANGE authority, Use the "DSPAUTL AUTL(QPWEFSERVER)" command to display the authorization
list. The "ADDAUTLE AUTL(QPWFSERVER) USER(<webmaster>) AUT*CHANGE)" command can be
used to grant the appropriate authority.

Note: Granting *ALLOB] authority to the Webmaster user profile is not recommended. Using the
QSECOEFR user profile as the Webmaster user profile is not recommended.

Server user profiles

The QTMHHTTP user profile is the default user profile of HTTP Server. This user profile is referred to as
the server user profile. The server user profile must have read and execute authority to the directory path
of the server root directory. If you are using the Create New HTTP Server wizard, the default server root
path is /www/server_name/, where server_name is the name of the HTTP Server (powered by Apache).

The server user profile must have read, write, and execute authority to the directory path where the log
files are stored. If you are using the Create New HTTP Server wizard, the default path is
/www/server_name/logs/, where server_name is the name of the HTTP Server (powered by Apache). The
log files could include any access, script, or rewrite logs. These logs may or may not be configured to be
stored in the /www/server_name/logs/ directory. Since log files could potentially contain sensitive
information, the security of the configuration and log files should be fully considered. The path of the
configuration and log files should only be accessible by the appropriate user profiles.

The QTMHHTP1 user profile is the default user profile that HTTP Server uses when running CGI
programs. This user profile must have read and execute authority to the location of any CGI program.
User QTMHHTTP requires *RWX (write) authority to directory "/tmp’.

You can optionally specify that the QTMHHTTP or QTMHHTP1 user profile swap to another user profile
as long as that user profile has the required authorities.

Note: Granting *ALLOB] authority to any server user profile is not recommended.
* *RX authority for root directory ("/ ") and directory "/www”, including all subdirectories in the path
» *RWX authority for directory "/www/server_name/"

ASF Jakarta Tomcat

* out-of-process: The user profile configuring the out-of-process ASF Tomcat is the owner of the
configuration files that are created. This user profile must have:

- *JOBCTL authority
— *ALL authority to the file QUSRSYS/QATMHASFT
- *CHANGE authority to the library object QUSRSYS

This configured user profile can, but will not necessarily, have the following directories (with the given
authorities) after going through the IBM Web Administration for iSeries interface to create a new ASF
Tomcat server.

/tomcat_home/conf - execute authority

/tomcat_home/conf/server.xml - read authority
/tomcat_home/webapps - read, write, and execute authority
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/tomcat_home/webapps/appl - read and execute authority
/tomcat_home/webapps/appl/WEB-INF - read and execute authority
/tomcat_home/webapps/appl/WEB-INF/classes - read and execute authority
/tomcat_home/webapps/appl/WEB-INF/lib - read and execute authority
/tomcat_home/webapps/appl/WEB-INF/web.xml - read authority
/tomcat_home/webapps/appl/*jsp - read authority
/tomcat_home/webapps/some_war_file.war - read authority
/tomcat_home/webapps/ROOT - read and execute authority
/tomcat_home/work - read, write, and execute authority
/tomcat_home/logs - read, write, and execute authority
/tomcat_home/java - execute authority

/tomcat_home/Java/Java/lib - read and execute authority

In addition the configuration process creates the tomcat_home directory with public execute authority.
The default out-of-process tomcat_home directory is /ASFTomcat/tomcat_server_name. If any of these
directories existed prior to the ASF Tomcat configuration process, then the previous authorities are left
unchanged.

* The user profile used to start the out-of-process ASF Tomcat must have:
— *USE authority to the file QUSRSYS/QATMHASET
— *USE authority to the profile associated with the server user profile (this is QTMHHTTP by default)
- *IOSYSCFG special authority

* By default the user profile that the out-of-process ASF Tomcat runs under is the QTMHHTTP user
profile, but you can configure this to be another user profile.

This user profile must have *USE authority to the file QUSRSYS/QATMHASFT.
This user profile must NOT have the following:
- *SECADM authority
— *ALLOB]J authority (if the system is at security level 30 or greater).
* in-process: in-process ASF Tomcat configurations have the following authority considerations:

The server user profile (QTMHHTTP) can but will not necessarily have all of the following directories
with the given authorities after going through the IBM Web Administration for iSeries interface to
create a new ASF Tomcat.

/tomcat_home/conf - execute authority

/tomcat_home/conf/server.xml - read authority
/tomcat_home/conf/workers.properties - read authority
/tomcat_home/webapps - read, write, and execute authority
/tomcat_home/webapps/appl - read and execute authority
/tomcat_home/webapps/appl/WEB-INF - read and execute authority
/tomcat_home/webapps/appl/WEB-INF/classes - read and execute authority
/tomcat_home/webapps/appl/WEB-INF/lib - read and execute authority
/tomcat_home/webapps/appl/WEB-INF/web.xml - read authority
/tomcat_home/webapps/appl/*jsp - read authority
/tomcat_home/webapps/some_war_file.war - read authority
/tomcat_home/webapps/ROOT - read and execute authority
/tomcat_home/work - read, write, and execute authority
/tomcat_home/logs - read, write, and execute authority
/tomcat_home/Java - execute authority

/tomcat_home/Java/lib - read and execute authority

* In addition the configuration process creates the tomcat_home directory with public execute authority.
The default in-process tomcat_home directory is /www/server_name/.

¢ When running JSPs on an in-process ASF Tomcat, in order to assure that the Java and .class files
resulting from the compilation process of a JSP are owned by the configured profile for that server, the
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JSPs should be precompiled by the server administrator under that configured profile. This will assure
users swapped to by HTTP Server are not the first to cause the JSP to be compiled and thus become
the owners of the Java and Class files that result.

The Java virtual machine (JVM) used to run in-process and out-of-process ASF Tomcat is by default set
up to assign Public execute authority to any new IFS directories that are created and Public exclude
authority to any new IFS files that are created by Java code running within the JVM.

If any of these directories existed prior to the ASF Tomcat configuration process, then the previous
authorities are left unchanged.

See [Basic system security and planning| for more information on how to work with authorities.

Validation list on HTTP Server

This topic provides information about validation lists for limiting access to your HTTP Server.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -ﬁ’ for more information.

Your system uses validation lists in conjunction with other resources to limit access to your server
resources. Each validation list contains a list of Internet users and their passwords. Each Internet user has
one valid password defined for it. An iSeries user profile is never created for the internet users.

A validation list is an AS/400® object of type *VLDL that stores user names and passwords or SSL
certificates for use in access control. Validation lists are case-sensitive. Validation lists reside in iSeries
libraries and are required when adding a user unless you are adding the user to a group file. If you enter
a validation list that does not exist, the system will create it for you.

To create and delete validation lists, you can use the CL commands Create Validation List (CRTVLDL)
and the Delete Validation List (DLTVLDL). [Application Programming Interfaces (APlIs)|are also provided
to allow applications to add, change, remove, verify (authenticate), and find entries in a validation list.

Validation list objects are available for all applications to use. For example, if an application requires a
password, the application passwords can be stored in a validation list object rather than a database file.
The application can use the validation list APIs to verify a user’s password, which is encrypted, rather
than the application performing the verification itself.

About Tomcat

This topic provides information about the Apache Software Foundation Jakarta Tomcat servlet engine.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -5 for more information.

The iSeries implementation of Apache Software Foundation (ASF) Jakarta Tomcat servlet engine (hereafter
referred to as ASF Tomcat) provides a lightweight servlet engine that supports servlets, JavaServer pages
(JSPs), and Web application archive (WAR) files. The HTTP Server for iSeries supports a module (mod_jk)
that allows communication between the HTTP Server (powered by Apache) and ASF Tomcat.
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For more in-depth technical information about ASF Tomcat, see http:/ /jakarta.apache.org/tomcat/|
-'lé . For more in-depth technical information about Java servlet technology (including the
Java Servlet Specification, V2.2), see |http:/ /java.sun.com/products/servlet/ |-.dr .

ASF Tomcat can be configured to run:

* In-process where ASF Tomcat and the HTTP Server (powered by Apache) run in the same process and
communicate through a Java native interface (JNI). Generally, running in-process is easier to configure
and gives better performance. Running in-process also allows you to configure authentication through
the HTTP server (including the ability to swap to an authenticated user profile) where out-of-process
does not.

* Out-of-process where ASF Tomcat runs in a separate process (this separate process can be on a
different computer than the HTTP server) and communicates to the HTTP server through a TCP/IP
sockets connection. It is important to note that if SSL support is configured between the Web Browser
and the Web server, the connection between the Web server and the out-of-process ASF Tomcat server
is not secured with SSL. Running out-of-process allows more flexibility in the number and type of
processes that you can configure. An out-of-process configuration allows for:

— application and functional isolation of information

reliability

serviceability

logically linking organizational synergies to application servlets

For example, you may have different out-of-process ASF Tomcat servers on different systems to
service specific functional areas of an organization, like shipping or accounting.

Configuration and administration of ASF Tomcat on the iSeries is accomplished through the IBM Web
Administration for iSeries interface. The ASF Tomcat Basic wizard is provided as an easy way to get
started configuring servlets, JSPs, and WAR files.

ASF Tomcat supports the following:

* ASF Tomcat 3.2.4

* Java server pages (JSP) 1.1

* Servlet 2.2 specification

¢ In-process ASF Tomcat

* Out-of-process ASF Tomcat using mod_jk ajp12 protocol support
¢ Out-of-process ASF Tomcat using mod_jk ajp13 protocol support

* Making SSL certificates and attributes associated with the client request available to the intended
servlet, when configured as in-process or as out-of-process using the ajp13 protocol

* HTTP Server (powered by Apache) virtual host mapping to ASF Tomcat
* JDK12and 1.3

Directory structure

Directory Description

tomcat_home The tomcat_home directory is the base directory for ASF
Tomcat. The tomcat_home directory can be located in the root
or QOpenSys file systems. For an in-process ASF Tomcat
configuration, the default tomcat_home directory is set to the
HTTP server directory (/www/server_name/). For an
out-of-process ASF Tomcat configuration, the default
tomcat-home directory is set to /ASFTomcat/
tomcat_server_name/. Within the tomcat_home directory there
are subdirectories for logs and configuration information.
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Directory

Description

tomcat_home/webapps

This directory contains WAR files if you have them. All WAR
files are expanded and subdirectories are added as contexts.

Tomcat_home/webapps/ROOT

This directory is required by ASF Tomcat.

Tomcat_home/webapps/appl

This directory is known as a document base directory. You may
have several document base directories under the webapps
directory. These represent and map a directory structure to a
servlet or JSP application.

Tomcat_home/webapps/appl/WEB-INF

This directory contains the web.xml file for the application.

Tomcat_home/webapps/appl/WEB-INF/classes

This directory contains any Java class files and associated
resources that are required for your application. This directory
is searched prior to the tomcat_home/webapps/appl/WEB-
INF/lib directory for any servlet .class file that is specified in
the URL.

Tomcat_home/webapps/appl/WEB-INF/1ib

This directory contains any JAR files and associated resources
that are required for your application.

Tomcat_home/conf

This directory contains the server.xml and workers.properties
configuration files.

Tomcat_home/1ogs

This directory contains all log files.

Tomcat_home/work

This directory is automatically generated by ASF Tomcat as a
place to store intermediate files.

Java/lib

This directory is created as a place to put .jar and Class files
that you want to add to the class path.

See [“User profiles and required authorities for HTTP Server” on page 40 for information about authority

considerations for ASF Tomcat.

Log files

The jk.log file contains messages generated by It is important to note that this file is not erased
or regenerated when the ASF Tomcat engine starts. Messages are appended to this file and the size of this
file could grow very large if errors are being logged. You should periodically monitor the size of this file
and reduce its size. By default, the jk.log is set to the logs directory under server_home

(/www/server_name/logs/).

Each time the ASF Tomcat servlet engine is started, a set of log files is generated. These log files are all
based on the configuration in the server.xml file. The default location of the log files is in the /logs

directory under the tomcat_home directory.

The following is a description of each log file:

Log file Description

jasper.log

This log file contains messages resulting from trying to start or run JSPs.

servlet.log

This log file contains messages generated as a result of a servlet running in the ASF Tomcat
servlet engine. When a servlet is initialized a ServletConfig object is provided to the servlet.
Contained within the ServletConfig object is a ServletContext object that provides methods for a
servlet to communicate to the Servlet container, in this case Tomcat. On the ServletContext
object is a log method that allows Web applications to log to the servlet.log file.

tomcat.log

This log file contains ASF Tomcat servlet engine messages.

jvmstderr.txt

This log file can contain messages from any Java code that does a System.err.println().

jvmstdout.txt

This log file can contain messages from any Java code that does a System.out.println().
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Process description
Running in-process means that the ASF Tomcat module (mod_jk) uses the Java invocation API to:

* Set up the JVM
+ Attach a given HTTP Server (powered by Apache) thread to the JVM
* Run the servlet in the JVM

The servlet, written in Java, uses the JNI interface to call to the HTTP server to get the headers and data
that accompany the HTTP request. The servlet container invokes the target servlet, packages the response,
and sends the resulting response headers and data through the HTTP server using the JNI

Running out-of-process means that the ASF Tomcat module (mod_jk) running in the HTTP server needs
to take the headers and accompanying data, package it up into a protocol (ajp12 or ajp13), and then send
that information across a TCP socket to the system where the JVM is running. This could be on the same
system, or it could be on an different system.

The servlet running in the JVM does the following:

* Receives the request from the socket

* Finds the target servlet

* Invokes the target servlet

* Packages the response headers and data into an ajp12 or ajp13 response
* Sends the response across the TCP socket to the HTTP server

The ASF Tomcat module running in the HTTP Server decodes the ajp12 or ajp13 response to retrieve the
HTTP headers and data. The ASF Tomcat module sends the HTTP headers and data to the browser.

Triggered cache manager for HTTP Server

This topic provides information about the triggered cache manager, page assembly, and wrappers.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -Iﬁ' for more information.

The triggered cache manager (TCM) function provides a means to manage cached copies of static and
dynamically produced Web pages including those generated by CGI programs, Net.Data, or Java servlets.
The triggered cache manager function does not provide a cache, but rather a cache content manager. Web
pages are actually cached in such places as local file systems, proxy servers, or caching network routers.
When used in conjunction with an application trigger, the triggered cache manager function keeps caches
synchronized with the most current data while reducing the frequency of unnecessary dynamic page
generation and cache synchronization. See|“Trigger messages for triggered cache manager on HTTP|
[Server (powered by Apache)” on page 49| for more information.

These Web pages can consist of a single object or they can consist of several objects (or page fragments).
Dynamically produced Web pages that embed page fragments are updated anytime an embedded page
fragment changes.

For example, several Web pages are constructed by a Java servlet using data extracted from a DB2®
database. These Web pages are in turn cached in several caching network routers. Web pages are served
from the network router caches rather than from the HTTP server running the Java servlet. When the
database data is changed, an application sends a trigger message to the triggered cache manager function.
Through the use of object dependency graphs, the triggered cache manager function determines which
Web pages need to be updated. The triggered cache manager function then requests new versions of each
affected Web page from the Java servlet and updates the cached copies in the caching network routers.
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In this example, the Web site performance is greatly increased by serving cached copies of dynamically
produced Web pages rather than serving newly generated Web pages for each request. The Web site
consistency and performance is again increased by using an application trigger, with the triggered cache
manager function, to update cached Web pages only when underlying data changes. This avoids
unnecessary and costly cache updates and synchronization.

The triggered cache manager function is most effective for a Web site that has a large number of requests
for content that is somewhat constant, but with variables that change frequently. An example of this
might be a Web site that serves an on-line catalog that contains price and inventory information (the
product information is static, but the price and inventory information changes frequently). One of IBM’s
first uses of the triggered cache manager function was to drive the 1996 Winter Olympic Games Web site.

Page assembly

Often, advanced Web sites contain information that appears on more than one page. If the information

changes, all of the pages with that information need to be updated. There are several potentially difficult

problems associated with this:

* It can be extremely difficult to find and update all affected pages, especially as a Web site grows in
complexity.

* Information with a tendency to change also has a tendency to be expensive to maintain; for example,
database activity might be required to effect an update.

If a Web site’s pages can be composed from partial HTML fragments. Each fragment is unique and any
page that contains its information acquires it by embedding the fragment. This can lead to more flexible,
diverse, and complex Web sites.

The trigger cache manager function provides a way to assemble Web pages from a set of fragments. If a
fragment changes, the author of the fragment needs only to publish that fragment; the triggered cache
manager finds all the affected pages (data sources), rebuilds them, and copies the updated pages to the
configured delivery locations (cache targets).

To take advantage of this facility, HTML segments must indicate which other fragments are to be
embedded. This is done with a simple tag very similar to Server Side Includes (SSI). These tags are used
for two purposes:

* To determine the dependency relationships among HTML fragments (dependency parsing).
* To physically construct pages from the fragments (page assembly).

A publish trigger handler is used to accomplish this task.

The tag used to specify that a fragment is to be included is specified in HTML as follows. The keyword
%fragment is chosen to avoid conflicts with SSI.

<!l-- %fragment (/source-name, /default-name) -->

Notes:

* The source-name is the name of the embedded fragment, relative to the data source specified in the
server configuration. The data source is searched in this order:
1. Among the objects triggered.

2. Among objects in the assembled directory within the repository of published objects maintained by
the triggered cache manager function. These are objects that might have been fetched as a result of
previous triggers and correspond to the assembled versions of fragments, intermediate results, and
final publishable pages.

If the data source is a file system, the source-name is a file name. If the data source is HTTP, the
source-name is the file name portion of a URL.
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* The default-name is the name of another fragment that might be used as a default when a specified
fragment cannot be found.

* Nesting is supported. The triggered cache manager function uses the object dependency graph (ODG)
specified in the server configuration to start the page assembler in the correct order to build pages.

For example, when one fragment, fragment A.html, embeds another fragment, fragment B.html, it is said
that fragment A.html is dependent on fragment B.html. This is denoted as either B --> A or as the ordered
pair (B, A). It is said that there is a dependency relationship between B and A. Suppose that A also
embeds another fragment, fragment C.html, and that fragment C.html in turn embeds fragment D.html.

Suppose further that some other fragment, fragment E.html, also embeds fragment C.html. This relationship
can be represented as a directed graph called the object dependency graph (ODG). The object dependency
graph is for fragment A.html and fragment C.html. The HTML fragments that describe this look something
like the following;:

Fragment A.html Fragment C.html Fragment E.html
<html1> <htm1> <html>
<!-- %fragment(B.html) --> <!l-- %fragment(D.html) --> <l-- %fragment(C.html) -->

<!-- %fragment(C.html) -->
</html> </html>
</html>

When the triggered cache manager function is instructed to publish fragment C.html, it determines that
C.html embeds D.html. Similarly, when A.html and E.html are published, it determines B --> A, C --> A,
and C --> E. These relationships are automatically entered into the object dependency graph when the
fragments are processed by the publish trigger handler. If D.html is republished at a later time, the
publish application can determine, by examining the ODG, that all of C.html, A.html, and E.html must be
rebuilt but that the old copy of B.html can be used. Similarly, if only B.html changes, none of C.html,
D.html, or E.html are affected. The entire process of discovering dependencies, updating the object
dependency graph, and composing the correct and only the correct pages is all automatically performed
by the publish trigger handler.

Graphical representation of Graphical representation of Graphical representation of ODG
fragment A.html fragment E.html for fragments A.html and E.html.

A E A

3
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Wrappers

In some cases, most notably when HTML is generated automatically from HTML editors, it might be
undesirable to use the full HTML content in a fragment. Such applications might insist on producing
<html> and <body> tags, for example, which make the fragment nearly unusable. To manage this,
fragments are also parsed for wrappers.

A wrapper directive begins with the following tag:
<!-- %begin-fragment( name ) -->

A wrapper directive ends with the following tag;:
<l-- %end-fragment -->

When these are encountered within a document, all text before the initial tag and following the final tag
is discarded. Only the text between these tags is actually used during page composition. The selected text
can be given a name other than the name of the file in which it occurs. This permits multiple fragments
to exist in the same file. That is, if multiple %begin-fragment and %end-fragment tags are found, the file is
treated as multiple files for the purpose of composing the page and managing the object dependency
graph.

Trigger messages for triggered cache manager on HTTP Server
(powered by Apache)

This topic provides information about trigger requests and trigger messages.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See |IBM Service 'ld’ for more information.

Trigger requests

Communication with the [triggered cache manager] function is done using HTTP 1.0 protocol. The HTTP
POST method is used to send trigger messages to the triggered cache manager function (unless otherwise
noted). The Content-Length header is required on all POST requests. The header Content-Type may be set
to application/x-trigger-request, but is not required. All other request headers are ignored.

The contents of a POST request should not be URL encoded. Each line of the POST request describes an
independent trigger message. A single logical operation is associated with each trigger message. Any line
that begins with a pound sign (#) is treated as a comment line and is ignored.

Trigger messages are issued by writing a program to submit them using the HTTP 1.0 protocol. You
should write a program to issue a POST similar to the following:

POST /handler/ HTTP/1.0

Content-Type: application/x-trigger-request

Content-Tength: nn

-id trigidl -gp A -update -from /iteml.html -to /iteml.html

Where:

* handler is the name of the trigger handler that should process your trigger message. The Admin trigger
name is admin. The ODG-Admin trigger handler name is odg-admin. Update Cache trigger handler
and Publish trigger handler names are defined by you in your configuration.

* nn is the actual length of your content.
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Trigger messages

The following tasks (organized by trigger handler) are supported using trigger messages. Trigger
messages are plain text printable strings. Trigger messages generally consist of keywords and associated
values. Keywords may be abbreviated to the shortest unambiguous string. Optional letters are specified
within square brackets. For example, -fo[rce] indicates that any of the following are valid: -fo, -for, -forc,
or -force.

* Admin trigger handler

- |“Terminate the triggered cache manager function (Admin trigger handler)”|

— |"Query request queues (Admin trigger handler)” on page 51

4

- |“Start logging (Admin trigger handler)” on page 51

- :Ming (Admin trigger handler)” on page 52|

- |"Roll log (Admin trigger handler)” on page 52|
- "’Purge request (Admin trigger handler)” on page 52|

- |“Query trigger messages (Admin trigger handler)” on page 53|
— ["Enable and disable cache targets (Admin trigger handler)” on page 54|

— |“Enable and disable acknowledgement targets (Admin trigger handler)” on page 54|

— [“Change cache target priority (Admin trigger handler)” on page 55|

* Update cache trigger handler

- |“Update cache target object (Update Cache trigger handlers)” on page 55|

— [“Delete cache target object (Update Cache trigger handlers)” on page 56|

* Publish trigger handlers

- [“Update cache target object (Publish trigger handlers)” on page 56|
¢ ODG-Admin trigger handler
— |"Dump the ODG to disk (ODG-Admin trigger handler)” on page 56|
- [“Add an object to the ODG (ODG-Admin trigger handler)” on page 57|
- [“Delete an object from the ODG (ODG-Admin trigger handler)” on page 57|
- |“Add an edge to the ODG (ODG-Admin trigger handler)” on page 58|
— ["Delete an edge from the ODG (ODG-Admin trigger handler)” on page 5§
— |“Query orphan objects (ODG-Admin trigger handler)” on page 59|

- |“Query dependencies (ODG-Admin trigger handler)” on page 59

- ["Query dependents (ODG-Admin trigger handler)” on page 59

— |“Query chain (ODG-Admin trigger handler)” on page 60|
- ["Retreive object from the ODG (ODG-Admin trigger handler)” on page 60

Terminate the triggered cache manager function (Admin trigger handler): Use this trigger message to
stop the triggered cache manager function. Terminating the triggered cache manager function may result
in significant delays during restart.

Syntax

-id trigid -term[inate]

Keywords

Keyword Description

-id Optional. Any printable string and is used for identification in the logs and
within messages. If not specified, an internally generated unique ID is used.

-term[inate] No value.
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Response

See ["Trigger responses” on page 61)

Query request queues (Admin trigger handler): Use this trigger message to monitor the status of

request queues.

Syntax

-id trigid -q[ueues]

Keywords

Keyword Description

-id Optional. Any printable string and is used for identification in the logs and
within messages. If not specified, an internally generated unique ID is used.

-qu[eues] No value.

Responses

This trigger message returns one line per request queue, where each line has the following format:

1140 id internalid admin ! description-name: active=nn queued=mm Tifetime-total=tt
lifetime-failed=ff Tifetime-retried=rr threads=numt

Response Description
1140 The message ID 1140, response to query request queues.
id

The trigger ID from the query or the internally generated trigger ID if -id was
omitted from the query.

internalid

The internally generated trigger id.

description-name

The name of the configuration description whose request queue this line
pertains to.

nn The number of requests in this request queue that are currently processing.

mm The number of requests in this request queue that are waiting to be processed.

tt The number of total requests processed by this request queue since the triggered
cache manager function was last started.

ff The total number of requests which were processed and failed by this request
queue since the triggered cache manager function was last started.

rr The total number of requests which were processed and retried by this request
queue since the triggered cache manager function was last started.

numt

The number of threads used to handle this request queue. This number remains
constant unless the triggered cache manager function is restarted and the
configuration was changed to specify more threads. For example: 1140 6 6
admin ! publishapp: active=5 queued=7 1ifetime-total=98770
Tifetime-failed=0 Tifetime-retried=0 threads=10

See [“Trigger responses” on page 61

Start logging (Admin trigger handler): Use this trigger message to start logging messages to the

configured log.
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Syntax

-id trigid -startlog

Keywords

Keyword Description

-id Optional. Any printable string and is used for identification in the logs and
within messages. If not specified, an internally generated unique ID is used.

-startlog No value.

Response

See [“Trigger responses” on page 61)

Stop logging (Admin trigger handler): Use this trigger message to stop logging messages to the log.

Syntax

-id trigid -stoplog

Keywords

Keyword Description

-id Optional. Any printable string and is used for identification in the logs and
within messages. If not specified, an internally generated unique ID is used.

-stoplog No value.

Response

See [“Trigger responses” on page 61)

Roll log (Admin trigger handler): Use this trigger message to roll over the log. The current log file is
closed, .old is appended to the file name, and a new file is started.

Syntax

-id trigid -rolllog

Keywords

Keyword Description

-id Optional. Any printable string and is used for identification in the logs and
within messages. If not specified, an internally generated unique ID is used.

-rolllog No value.

Response

See [“Trigger responses” on page 61/

Purge request (Admin trigger handler): Use this trigger message to purge an asynchronous request that
has not yet completed. Note that it may not be possible to immediately purge a request if the request is
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in a state which must complete before it can be removed from the system. When a purge trigger message

arrives, the specified request is marked purged and it is deleted from the system at the first available
synchronization point.

Syntax

-id trigid -purge triggerid

Keywords

Keyword Description

-id Optional. Any printable string and is used for identification in the logs and
within messages. If not specified, an internally generated unique ID is used.

-purge The internal ID assigned to the request. The internal ID is returned to the
requester as part of the response when the trigger message is accepted and can
also be found in the logs.

Response

See [“Trigger responses” on page 61)

Query trigger messages (Admin trigger handler): Use these trigger messages to find the status of all
trigger messages or a particular trigger message. You can query all trigger messages or query a specific
trigger message.

Syntax

-id trigid -qa[11]

-id trigid -qt[rigger] triggerid

Keywords

Keyword Description

-id Optional. Any printable string and is used for identification in the logs and
within messages. If not specified, an internally generated unique id is used.

-qa[11] No value. Queries all trigger messages.

-qt[rigger] The internal ID assigned to the request. The internal ID is returned to the
requester as part of the response when the trigger message is accepted and can
also be found in the logs.

Responses

The following message is returned as one line for each trigger message, where each line has the following
format:

1151 id internalid admin ! trigger-id trigger-internalid handler state queue-policy collapsed-id
purged

Response Description

1151 The message ID 1151, response to a query trigger message.

id The trigger ID from the query or the internally generated trigger ID if -id was
omitted from the query.
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Response Description

internalid The internally generated trigger id.

trigger-id The trigger ID from the trigger message.

handler The name of the trigger handler.

state The state of the trigger message.

queue-policy The queue policy specified on the trigger message. See[“Queue policy” on page|

collapsed-id The internal identifier of the trigger message into which this request has been
collapsed, if the request has been collapsed.

purged The word purged, if the request has been purged. For example: 1151
DaedalusCt1 212 admin ! trg65 180 updates Collapsed A 160 purged.

See [“Trigger responses” on page 61]

Enable and disable cache targets (Admin trigger handler): Any cache target can be enabled or disabled
without shutting down the triggered cache manager function. If a cache target is disabled, no data is sent
to the cache target, and all other actions proceed as normal.

Syntax

-id trigid -chsi[nk] target {e[nable]|d[isable]}

Keywords

Keyword Description

-id Optional. Any printable string and is used for identification in the logs and
within messages. If not specified, an internally generated unique id is used.

-chsi[nk] The name of the cache target to enable or disable.

{e[nable] |d[isable]} Specify enable to enable the cache target. Specify disable to disable the cache
target.

Response

See [“Trigger responses” on page 61)

Enable and disable acknowledgement targets (Admin trigger handler): Any acknowledgement target
can be enabled or disabled without shutting down the triggered cache manager function. If an
acknowledgement target is disabled, no requests are sent to the acknowledgement target, and the system
acts as if the request was successfully sent.

Syntax

-id trigid -chac[k] acknowledgement {e[nable]|d[isable]}

Keywords

Keyword Description

-id Optional. Any printable string and is used for identification in the logs and
within messages. If not specified, an internally generated unique id is used.

-chac[k] The name of the acknowledgement to enable or disable.
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Keyword Description

{e[nable] |d[isable]} Specify enable to enable the acknowledgement. Specify disable to disable the
acknowledgement.

See [“Trigger responses” on page 61/

Change cache target priority (Admin trigger handler): The cache target priority associated with an
Update Cache trigger handler can be changed without shutting down the triggered cache manager
function.

Syntax

id trigid -chsp[riority] handler num

Keywords

Keyword Description

-id Optional. Any printable string and is used for identification in the logs and
within messages. If not specified, an internally generated unique id is used.

-chsp[riority] The name of the trigger handler and the new value for the cache target priority.

Response

See [“Trigger responses” on page 61)

Update cache target object (Update Cache trigger handlers): Use these messages to copy a single object
(optionally renaming the object) or copy a list of objects from a data source to a cache target.

Syntax
-id trigid -gp[olicy] queue-policy -ob[jects] object-Tist

-id trigid -gp[olicy] queue-policy -up[date] -fr[om] source-d -to target-id

Keywords

Keyword Description

-id Optional. Any printable string and is used for identification in the logs and
within messages. If not specified, an internally generated unique ID is used.

-gp[oTlicy] Optional. See [“Queue policy” on page 61.]

-ob[jects] Specifies a list of objects delimited by a space. Paths are relative to the cache
target directory defined in your configuration. For example: -ob iteml.html
item2.html /dir3/item3.html.

-up[date] No value.

-from] Required if -update is specified. Any printable string that specifies the name of
the source object.

-to Optional, defaults to the value specified by -to. Any printable string that
specifies the name of the cache target object.
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Response

See ["Trigger responses” on page 61)

Delete cache target object (Update Cache trigger handlers): Use these messages to delete cache target
objects.

Syntax

-id trigid -gp[olicy] queue-policy -de[elete] object

Keywords

Keyword Description

-id Optional. Any printable string and is used for identification in the logs and
within messages. If not specified, an internally generated unique ID is used.

-gp[olicy] Optional. See [“Queue policy” on page 61]

-de[lete] Specifies the object to delete.

Response

See [“Trigger responses” on page 61)

Update cache target object (Publish trigger handlers): Use this message to move data from one or more
data sources, construct pages, and write constructed pages to one or more targets. This message inputs a
set of object names. The objects are copied from a data source and all other objects that have been
defined as dependent upon the input objects are added to this set. All objects are then assembled and
copied to the cache target. Object dependencies are identified through an object dependency graph
(ODG).

Syntax

-id trigid -gp[olicy] queue-policy -ob[jects] itemlist

Keywords

Keyword Description

-id Optional. Any printable string and is used for identification in the logs and
within messages. If not specified, an internally generated unique ID is used.

-gplolicy] Optional. See [“Queue policy” on page 61.]

-ob[jects] Specifies a list of objects delimited by a space. Paths are relative to the cache
target directory defined in your configuration. For example: -ob iteml.html
item2.html /dir3/item3.html.

Response

See [“Trigger responses” on page 61/

Dump the ODG to disk (ODG-Admin trigger handler): Use this message to write the current state of
the ODG into a text format. A file named snapshot.log is created in the directory containing the specified
ODG.
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Syntax

-id trigid -dos[napshot]

Keywords

Keyword Description

-id Optional. Any printable string and is used for identification in the logs and
within messages. If not specified, an internally generated unique ID is used.

-dos[napshot] No value.

Response

See [“Trigger responses” on page 61)

Add an object to the ODG (ODG-Admin trigger handler): Use this message to add an object to the
ODG.

Syntax

-id trigid -ao[bject] objectid

Keywords

Keyword Description

-id Optional. Any printable string and is used for identification in the logs and
within messages. If not specified, an internally generated unique ID is used.

-ao[bject] Specifies the name of the object to add.

Response

See ["Trigger responses” on page 61)

Delete an object from the ODG (ODG-Admin trigger handler): Use these messages to delete an object
from the ODG.

Syntax
-id trigid -dob[ject] objectid
-id trigid -dob[ject] objectid -fo[rce]

-id trigid -dob[ject] objectid -dor[phans]

Keywords

Keyword Description

-id Optional. Any printable string and is used for identification in the logs and
within messages. If not specified, an internally generated unique ID is used.

-dob[ject] Specifies the name of the object to delete.

-fo[rce] Optional. No value. Specifies that all edges connected to the object are removed
and the object is removed.
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Keyword Description

-dor[phans] Optional. No value. Specifies that all edges connected to the object are removed,
the object is removed, and orphaned objects are removed.

Response

See [“Trigger responses” on page 61/

Add an edge to the ODG (ODG-Admin trigger handler): Use these messages to add an edge to the
ODG.

Syntax
-id trigid -ae[dge] -fr[om] from-object -to to-object -ed[getype] composition

-id trigid -ae[dge] -fr[om] from-object -to to-object -ed[getype] composition -fo[rce]

Keywords

Keyword Description

-id Optional. Any printable string and is used for identification in the logs and
within messages. If not specified, an internally generated unique ID is used.

-ae[dge] No value.

-from] Specifies the file name of the independent object.

-to Specifies the file name of the dependent object.

-ed[getype] Must be composition.

-fo[rce] Optional. No value. Specifies that any necessary endpoints are added and then
the edge is added.

Response

See ["Trigger responses” on page 61)

Delete an edge from the ODG (ODG-Admin trigger handler): Use these messages to delete an edge
from the ODG.

Syntax
-id trigid -de[dge] -fr[om] from-object -to to-object -ed[getype] composition

-id trigid -de[dge] -fr[om] from-object -to to-object -ed[getype] composition -dor[phans]

Keywords

Keyword Description

-id Optional. Any printable string and is used for identification in the logs and
within messages. If not specified, an internally generated unique ID is used.

-de[dge] No value.

-from] Specifies the file name of the independent object.

-to Specifies the file name of the dependent object.
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Keyword Description

-ed[getype] Must be composition.

-dor[phans] Optional. No value. Specifies that the edge is removed and orphaned endpoints
are removed.

Response

See [“Trigger responses” on page 61)

Query orphan objects (ODG-Admin trigger handler): Use this message to retrieve a list of all orphaned
objects.

Syntax

-id trigid -qo[rphans]

Keywords

Keyword Description

-id Optional. Any printable string and is used for identification in the logs and
within messages. If not specified, an internally generated unique ID is used.

-go[rphans] No value.

Response

See [“Trigger responses” on page 61)

Query dependencies (ODG-Admin trigger handler): Use this message to query an object for a list of all
objects that this object is dependent upon.

Syntax

-id trigid -qdependen[cies] object -ed[dgetype] composition

Keywords

Keyword Description

-id Optional. Any printable string and is used for identification in the logs and
within messages. If not specified, an internally generated unique ID is used.

-qdependen[cies] Specifies the name of the object to query.

-ed[dgetype] Must be composition.

Response

See [“Trigger responses” on page 61/

Query dependents (ODG-Admin trigger handler): Use this message to query an object fo a list of all
objects that are dependent upon this object.

Syntax

-id trigid -qdependen[ts] object -ed[dgetype] composition
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Keywords

Keyword Description

-id Optional. Any printable string and is used for identification in the logs and
within messages. If not specified, an internally generated unique ID is used.

-qdependen([ts] Specifies the name of the object to query.

-ed[dgetype] Must be composition.

Response

See [“Trigger responses” on page 61/

Query chain (ODG-Admin trigger handler): Use this message to return the list of all dependencies of
the objects in the object list. This query returns a list of all the objects that might be affected if all of the
objects in the object list were triggered to a Publish trigger handler.

Syntax

-id trigid -qc[hain] T1ist -ed[dgetype] composition

Keywords

Keyword Description

-id Optional. Any printable string and is used for identification in the logs and
within messages. If not specified, an internally generated unique ID is used.

-qc[hain] Specifies a list of objects delimited by a space.

-ed[dgetype] Must be composition.

Response

See [“Trigger responses” on page 61)

Retreive object from the ODG (ODG-Admin trigger handler): Use a GET request with the following
URL to retreive an object out of the object dependency graph (ODG) repository.

Syntax

/odg-name/{source|assembled}/object-name

Keywords

Keyword Description

odg-name The name of the ODG description in the configuration.

{source|assembled} Specify source to indicate that the original data should be returned. Specify
assembled to indicate that the assembled version of the object should be
returned.

object-name The name of the object.
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Response

The Content-Length: response header record is returned. If the specified URL is not valid, status code 404
is returned. A URL may not be valid for any of the following reasons:

* The ODG name specified is not a valid ODG.
¢ The second directory name is neither source or assembled.
* The object name does not exist in the specified ODG.

See [“Trigger responses.”|

Queue policy

Some trigger messages may specify a queuing policy. A queuing policy refers to how asynchronous
trigger messages are sequenced through the request queues. There are three different queuing policies: A,
S, and P. Trigger messages queued under policy A (asynchronous) are processed independently of each
other and generally in parallel of each other. Trigger messages queued under policy S or P (sequential or
parallel) are logically grouped into a dependent group consisting of at least one S trigger message and
zero or more P trigger messages. For example, trigger messages may arrive in groups which can be
visualized in either of the two following ways:

trailing-S group) PPPPPPPS PPS PPPPS S PPS
(1eading -S group) SPPPPPPP SPPPPPP SPPPPPP S SPP

Sets of consecutive P trigger messages are processed in parallel, but while any type P trigger message is
being processed, no type S trigger message may be started. Once a type S trigger message has started, no
type P trigger message may start. For any queue, there is at most one type S trigger message processed at
any time. For any queue, no type S trigger message is being processed if a type P trigger message is
being processed. Type A trigger messages are processed regardless of the current state of type S or P
trigger messages.

Note that because the request queues are associated with trigger handler descriptions, you may have
multiple S and P streams processing in parallel, so long as the incoming trigger messages are directed to
different trigger handlers.

Trigger responses
Responses are sent when a trigger message is received and as an acknowledgement message. The format
of the response is:

sss text
Content-Length: nn
Content-Type: application/x-trigger-msglist

mmmm requestors-requestid internal-requestid handlerid ! data\r\n

Where:
+ sss is one of the defined status codes. See [“Trigger status and message codes” on page 62)

e text is the message text associated with the status code.
* nn is the length of the content.

* mmmm is one on the defined message codes. See|“Trigger status and message codes” on page 62

e requestors-requestid is the trigger ID supplied by the caller. If no trigger ID is supplied with the trigger
message, the internally generated ID is supplied.

* internal-requestid is the internally generated trigger id. This value is guaranteed to be unique.
* handlerid is the name of the trigger handler used to process this request.

* data is text relevant to the message.
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Some handlers process trigger messages asynchronously. The initial response to asynchronous trigger
messages is to indicate a status code of 202. Final status is provided through an acknowledgement
message sent to an acknowledgement target.

Trigger status and message codes

The general status codes may be sent in response to any trigger message. Handler specific status codes
are listed for status codes that have a more specific meaning.

General status codes

Value Meaning Example of cause or use
200 The request was completed successfully Queries
202 The request has been accepted for processing. There |Publish trigger handlers
may be an asynchronous response later.
400 Client error, handler specific. The returned text body | Malformed POST
may contain more information.
404 Cannot find URL requested. Handler does not exist
500 Server error, handler specific. The returned text body | Publish errors

may contain more information.

501 Specified HTTP command not implemented. HEAD, PUT

Admin trigger handler status codes

Value Meaning
202 Success. The command response is in the body:.
400 Failure. The request syntax is wrong.

Update cache trigger handler status codes

Value Meaning
202 Success. The trigger message is queued for processing.
400 Failure. The request syntax is wrong.

Publish trigger handler status codes

Value Meaning
202 Success. The operation is queued for processing.
400 Failure. The request syntax is wrong.

ODG-Admin trigger handler status codes

Value Meaning
200 Success. The operation is complete, with possible warnings.
400 Failure. The requested syntax is wrong.
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Trigger message codes

Code Meaning

1101 {0} (Successful acknowledgement of queued trigger message. The data consists
of the list of objects that are rebuilt)

1102 {0} request is queued (The trigger message was successfully queued)

1104 Server terminated

1105 Log roll-over successful

1106 Logging has been enabled

1107 Logging has been disabled

1108 Request "{0}" will be purged

1109 Specified object "{0}" has been deleted from ODG "{1}"

1110 Object "{0}" defined in ODG "{1}"

1111 Edge "{0}" to :{1}" was deleted from ODG "{2}"

1113 Edge "{0}" to "{1}" was added in ODG "{2}"

1114 Collapsed requests {0} will also be purged

1115 Server will terminate after active asynchronous request have completed

1120 Snapshot for {0} successful

1140 {0}: active={1} queued={2} lifetime-total={3} lifetime-failed={4} lifetime-retried={5}
threads={6}

1141 Lifetime total server requests={0}

1150 No active requests.

1151 {0} {1} {2} {3} {4} {5}

1152 Version: {0} Started: {1}

1160 {0} {1} {2}

1161 {0}

1162 {0}

1170 ={0} "{1}" has been changed

1171 {0} "{1}" has been changed to have cache target priority {2}

2102 A value for the "{0}" flag was specified and will be ignored

2103 Changed "{0}" to "/{0}" because all names specified on the command line must
be absolute

2104 Error saving request to disk, request will not be recovered over restart

2105 Error rolling log

2106 Logging already enabled

2107 Logging already disabled

2108 Duplicate object "{0}" will be ignored

2110 Server is in the process of being shutdown. This request will not be executed
until the server is restarted.

2115 No value found for the "{0}" flag. The flag has been ignored

2116 Value "{0}" for "{1}" keyword will be ignored

2117 Specification of the "{0}" keyword was done twice, "{1}" ignored
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Code Meaning

9011 Error reading "{0}" from data source specified in description "{1}" {2}

9012 Error writing "{0}" to cache target specified in description "{1}" {2}

9013 Error sending acknowledgment to acknowledgment specified in description "{0}"
{1}

9014 Error erasing "{0}" from cache target specified in description "{1}" {2}

9102 Error assembling "{0}" {1}

9103 Error parsing "{0}" {1}

9106 Error creating log file: {0}

9108 Could not delete "{0}" from ODG "{1}": {2}

9110 Could not delete edge "{0}" to "{1}" from ODG "{2}": {3}

9112 Could not add edge "{0}" to "{1}" in ODG "{2}": {3}

9114 Invalid keyword "{0}" found, request rejected

9115 Required flag "{0}" was not specified

9116 One of the flags "{0}" must be specified

9117 Invalid edgetype "{0}" specified, request rejected

9118 Both keywords "{0}" and "{1}" are specified, but are mutually exclusive

9122 Exception taking snapshot: {0}

9126 Two arguments for the "{0}" flag must be specified

9127 One argument for the "{0}" flag must be specified

9128 Specified ODG "{0}" does not allow updates via API commands

9129 Specified ODG "{0}" does not exist

9130 Object "{0}" does not exist in ODG "{1}"

9131 ODG cycle detected, some objects in the chain: {0}

9132 Invalid edgetype "{0}" returned by dependency parser, verify configuration

9135 Leftover pages cannot be built - check for duplicates of: {0}

9138 Error writing "{0}" to repository in "{1}" {2}

9140 Request was purged before completion.

9141 {0} "{1}" does not exist

9142 {0} "{1}" is invalid, must be integer

9143 {0} "{1}" does not support enable/disable

9150 ODG Fatal Exception Processing Request

9151 Internal error {0}

WebDAV for HTTP Server (powered by Apache)

This topic provides information about Web-based distributed authoring and versioning (WebDAV).

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See |IBM Service ﬂ' for more information.
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Web-based distributed authoring and versioning (WebDAV) is a set of extensions to the HTTP protocol
that allows WebDAV clients (such as Microsoft Web Folders) to collaboratively edit and manage files on
remote Web servers. Major features of WebDAV include:

* File locking so that two or more users do not overwrite the same file.
* XML data to store properties data such as author information.

* Copy and move operations so that directory structures can be modified.

See[“Set up WebDAV for HTTP Server (powered by Apache)” on page 196|for information on how to
configure WebDAV.

WebDAYV is a set of extensions to the HTTP protocol. The following table defines the HTTP methods and
the WebDAV extensions. Note that two methods, DELETE and PUT, are defined in the HTTP 1.1
specification, but modified by WebDAV.

Method Specifications Description

COPY WebDAV Copies the resource.

DELETE HTTP Deletes the resource.
1.1/WebDAV

GET HTTP 1.1 Get’s the contents of the resource.

HEAD HTTP 1.1 Returns the message headers from a message sent to the server.

LOCK WebDAV Locks the resource.

MKCOL WebDAV Creates the collection specified.

MOVE WebDAV Moves the resource.

OPTIONS HTTP 1.1 Performs an option call to the server.

POST HTTP 1.1 Action defined by the server.

PROPFIND WebDAV Performs a property find on the server.

PROPPATCH WebDAV Sets or removes properties on the server.

PUT HTTP Puts the contents of the resource to the server in the specified location.
1.1/WebDAV

TRACE HTTP 1.1 Does a trace call to the server.

UNLOCK WebDAV Unlocks the resource.

See -Id' for more information on WebDAYV.
Virtual hosts on HTTP Server

This topic provides information about virtual host types.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -lﬁ’ for more information.

The concept of virtual hosts allows more than one Web site on one system or Web server. The servers are
differentiated by their host name. Visitors to the Web site are routed by host name or IP address to the
correct virtual host. Virtual hosting allows companies sharing one server to each have their own domain
names. For example www.companyl.com and www.company2.com can both be hosted on the same server.
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HTTP Server (powered by Apache) virtual host types

There are three variations of virtual hosts on HTTP Server (powered by Apache):

IP address-based virtual host
The IP address-based virtual host requires one IP address per Web site (host name). This
approach works very well, but requires a dedicated IP address for every virtual host. For more
information on virtual hosts refer to the directive.

Name-based virtual host
The name-based virtual host allows one IP address to host more than one Web site (host name).
This approach allows practically an unlimited number of servers, ease of configuration and use,
and requires no additional hardware or software. The main disadvantage to this approach is that
the client must support HTTP 1.1 (or HTTP 1.0 with 1.1 extensions) that include the host name
information inside the HTTP document requests. The latest versions of most browsers support
HTTP 1.1 (or HTTP 1.0 with 1.1 extensions), but there are still old browsers that only support
HTTP 1.0. For more information on virtual hosts refer to the directive.

For information on how to configure a name-based virtual host see ["JKL Toy Company creates|
tvirtual hosts on HTTP Server (powered by Apache)” on page 81

Dynamic virtual host
The dynamic virtual host allows you to dynamically add Web sites (host names) by adding
directories of content. This approach is based on automatically inserting the IP address and the
contents of the Host: header into the pathname of the file that is used to satisfy the request.

The advantages of a dynamic virtual host are:
* A smaller configuration file so that the server starts faster and uses less memory.
¢ Adding virtual hosts does not require the configuration to be changed or the server to be

restarted.

The disadvantage of a dynamic virtual host is that you cannot have a different log file for each
virtual host. For more information on dynamic virtual hosts refer to[mod_vhost_alias}

For information on how to configure dynamic virtual hosts on HTTP Server (powered by Apache)
see [‘Set up virtual hosts on HTTP Server (powered by Apache)” on page 215.

WebSphere Application Server for iSeries

This topic provides information about the WebSphere Application Server for iSeries.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service 'ld’ for more information.

The IBM WebSphere Application Server for iSeries is a Web application server for interactive, Web-based
applications to be used with your HTTP Server (powered by Apache). The Web application server
supports Java servlets, JavaServer Pages (JSP) files, resource adapter (connector) implementations, and
other Web components.

In addition, the IBM Telephone Directory is a business application is provided with WebSphere
Application Server - Express that delivers the ability to search, view, and manage entries in a directory.
For example, the IBM Telephone Directory application can be used to provide access to online accounting
information, personnel records, and inventory. In a new or existing directory, you can use the application
to create and manage entries.

See the [WebSphere Application Server - Express| or the [WebSphere Application Server for iSeries| topics
for information on:
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¢ Installation - This topic provides instructions for installing the WebSphere Application Server products

* Administration - This topic describes how to configure and administer WebSphere Application Server
products.

* Application development - This topic is a reference for developing applications for WebSphere
Application Server.

* Security - This topic describes the security features for WebSphere Application Server, and how to use
them.

* Troubleshooting - This topic provides information to help you determine the cause of problems with
WebSphere Application Server.

See the [[BM Telephone Directory| topic for information on how to install, configure, and use the IBM
Telephone Directory application.

WebSphere Portal Express for iSeries
This topic provides information about WebSphere Portal Express for iSeries.

WebSphere Portal for Multiplatforms on iSeries is one of the industry’s most comprehensive portal
offerings. It contains a wide range of portal technologies that help you develop and maintain first-class
business-to-consumer (B2C), business-to-business (B2B), and business-to-employee (B2E) portals. The IBM
Web Administration for iSeries interface provides an easy to use wizard to set up a WebSphere Portal
Server. The WebSphere Portal wizard helps you through the necessary steps to create and configure
servers, deploy the Portal EAR files, set up security, databases, LDAP, and perform any other necessary
set up tasks to get WebSphere Portal up and running.

Create a New WebSphere Portal Wizard
Important: WebSphere Portal Express for iSeries is supported on OS/400 V5R2 or later only.

The IBM Web Administration for iSeries interface can create and configure your WebSphere Portal for
you using the Create a New WebSphere Portal Wizard . The wizard will perform the following tasks for
you:

¢ Create and configure a new WebSphere Portal server

* Create and configure a new WebSphere Application Server

* Create and configure a new HTTP Server (powered by Apache)

* Configure DB2 for WebSphere Portal

* Configure LDAP authentication for WebSphere Portal

* Configure Portal URIs

* Deploy portlets

See [“WebSphere Portal wizard worksheet” on page 198 for a list of prerequisites and a step-by-step
walkthrough for the wizard.

One Step WebSphere Portal Create Wizard

In addition, the IBM Web Administration for iSeries interface can create a production ready portal server
without security in one easy step with the Create WebSphere Portal - One Step Wizard. The wizard will
select appropriate default values based on information gathered form your system and a recommended a
WebSphere Portal configuration. The wizard will preform the following tasks for you:

* Create and configure a new WebSphere Portal server

* Create and configure a new WebSphere Application Server

* Create and configure new HTTP Server (powered by Apache)
* Configure DB2 for Portal
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Note: This wizard does not configure security. For security configuration, use the Create a New
WebSphere Portal Wizard .

Install the WebSphere Portal Configuration Wizard

¢ Download and apply the latest group PTFs to your iSeries. See |”Requirements” on page 199| in the
[“WebSphere Portal wizard worksheet” on page 198|topic for a list of required PTFs, software, and
hardware.

 After you have applied the Group PTFs and the individual PTFs, ensure that the QHTTPSVR
subsystem is started by typing Work Active Job (WRKACTJOB) and looking for the QHTTPSVR
subsystem. If the subsystem has not been started, start it now with the following command: STRSBS
QHTTPSVR/QHTTPSVR

* You must end the HTTP admin instance under the QHTTPSVR subsystem (if it is currently running)
by using the following command: ENDTCPSVR SERVER(*HTTP) HTTPSVR (*ADMIN)

* Start the HTTP admin instance by using the following command: STRTCPSVR SERVER(*HTTP)
HTTPSVR (*ADMIN)

* To access the WebSphere Portal wizard, type the URL http://systemName:2001 (where systemName is
the fully qualified domain name of your iSeries system) into a web browser.

* Log into the HTTP admin instance and click IBM Web Administration for iSeries.
* Click Create WebSphere Portal to start the wizard.

The iSeries installation and configuration documentation for WebSphere Portal - Express and WebSphere

Portal - Express Plus for Mutliplatform is located in the [WebSphere Portal Product Docmnenta’dord--lijr
Web site.

Scenarios for HTTP Server

This topics provides information on how to use the IBM Web Administration for iSeries interface to set
up or manage your HTTP Server, step-by-step. Each task is specific and includes a usable HTTP Server
configuration file when completed.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -5 for more information.

The JKL Toy Company (JKL), a fictitious company, scenarios will take you through the same processes
employees of the JKL Toy Company followed while working with the IBM Web Administration for iSeries
interface. Follow the scenario steps, and all prerequisites, to complete the scenario successfully.

The given examples may be used to successfully complete the scenario; however, you may enter your
own information at any time. If you are not familiar with the IBM Web Administration for iSeries
interface or Web serving, it is suggested that you use the given examples and follow the scenarios closely
in the order they are given.

Replace examples in brackets, [...], with your own HTTP Server information. For example,

http://[iSeries_name]:[port]

When instructions are given in the following format, replace the words in the brackets, such as
[iSeries_name], with what is being asked for. For example,

http://jklserver:2001
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JKL Toy Company creates an HTTP Server (powered by Apache)

This scenario discusses how to create an HTTP Server (powered by Apache).

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See |IBM Service -lﬁ' for more information.

Scenario

The JKL Toy Company (a fictitious company) wants to run a Web site with their iSeries. The examples
used in this scenario show the Create New HTTP Server wizard being used to create an HTTP Server
(powered by Apache) instance called JKLTEST which will use all IP addresses, port 1975 on an iSeries
designated JKL_SERVER.

Prerequisites
* It is assumed you have read [“Scenarios for HTTP Server” on page 68)

Start the IBM Web Administration for iSeries interface

Note: Enter your [Webmaster user profile username and password| when prompted.

1. Start a[Web browser]

2. Enter http://[iSeries_hostname]:2001 in the location or URL field .
Example: http:/ /jkl_server:2001

Note: If you have [changed your port number for the IBM Web Administration for iSeries interface}
replace port 2001 with your port number.

3. Click IBM HTTP Server for iSeries.

Note: If the IBM Web Administration for iSeries interface does not start, see [‘Install and test the HTTP)|
[Server” on page 125.|

Create your HTTP Server (powered by Apache)

The IBM Web Administration for iSeries interface allows you to create, set up, and manage multiple
servers.

1. Click the Setup tab.

Expand Common Tasks and Wizards.

Click Create HTTP Server.

Select HTTP server (powered by Apache) - recommended.
Click Next.

Enter a descriptive, unique name in the Server name field.
Example: JKLTEST

7. Click Next.

8. Accept the default value.

o0k w0

Example: /www /jkltest
9. Click Next.
10. Accept the default value.
Example: /www /jkltest/htdocs
11. Click Next.
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12. Accept the default values or replace with your own unique IP address and port.
Example: IP address All Addresses
Example: Port 1975

13. Click Next.

14. Optional: Select Yes to use an access log.

Select No if you do not want to create an access log at this time. By default, the log will be created
for you.

15. Click Next.

16. Accept the default values to specify the length of time to keep the log files or update with your
preferences.

17. Click Next.
18. Review the displayed information. If any information is incorrect, click Back and correct it.
19. Click Finish to create your new HTTP Server (powered by Apache).

Note: If the wizard fails and you receive an error message, check your [Webmaster user profile|

Restart your HTTP Server (powered by Apache)

Select one of the following methods below:

Manage one server
1. Click the Manage tab.
2. Click the HTTP Servers subtab.

3. Select your HTTP Server from the Server list.
4. Click the Stop icon if the server is running.
5. Click the Start icon.

Manage all servers
1. Click the Manage tab.
2. Click the HTTP Servers subtab.

3. Select All Servers from the Server list.
4. Click the All HTTP Servers tab.
5. Select your HTTP Server name in the table.

Example: JKLTEST
6. Click Stop if the server is running.
7. Click Start.

Note: If your HTTP Server (powered by Apache) does not start, see [“Troubleshoot” on page 758]

Test your HTTP Server (powered by Apache)

1. Open a new Web browser.

2. Enter http://[iSeries_hostname]:[port] in the location or URL field .
Example: http://jkl_server:1975

Your new HTTP Server (powered by Apache) will display a generic HTML file provided by the IBM Web
Administration for iSeries interface.

70  iSeries: IBM HTTP Server



View your HTTP Server (powered by Apache) configuration

Your configuration will look similar if you used the given example in this and previous examples.
1. Click the Manage tab.
2. Click the HTTP Servers subtab.
3. Select your HTTP Server (powered by Apache) from the Server list.
Example: JKLTEST
4. Expand Tools.
5. Click Display Configuration File.

Listen *:1975

DocumentRoot /www/jkltest/htdocs

ServerRoot /www/jkltest

Options -ExecCGI -FollowSymLinks -SymLinksIfOwnerMatch -Includes -IncludesNoExec -Indexes -MultiViews
LogFormat "%h %1 %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined
LogFormat "%{Cookie}n \"%r\" %t" cookie

LogFormat "%{User-agent}i" agent

LogFormat "%{Referer}i -> %U" referer

LogFormat "%h %1 %u %t \"%r\" %>s %b" common

CustomLog logs/access_log combined

SetEnvIf "User-Agent" "Mozilla/2" nokeepalive

SetEnvIf "User-Agent" "JDK/1\.0" force-response-1.0
SetEnvIf "User-Agent" "Java/1\.0" force-response-1.0
SetEnvIf "User-Agent" "RealPlayer 4\.0" force-response-1.0
SetEnvIf "User-Agent" "MSIE 4\.0b2;" nokeepalive

SetEnvIf "User-Agent" "MSIE 4\.0b2;" force-response-1.0
<Directory />

Order Deny,Allow

Deny From all
</Directory>
<Directory /www/jkltest/htdocs>

Order Allow,Deny

Allow From all
</Directory>

JKL Toy Company adds a new directory to HTTP Server (powered by
Apache)

This scenario discusses how to add a new directory.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -5 for more information.

Scenario

The JKL Toy Company (a fictitious company) has a need to add a directory to their JKLTEST
configuration. The JKL Web administrator wants to create a directory to keep online employee profile
information, such as current projects and contact information. Due to the large number of employees, a
separate directory will be created to contain the employee profile information. The new directory will be
called profiles.

Prerequisites
« Tt is assumed you have read [“Scenarios for HTTP Server” on page 68)

* It is assumed you have read and completed ["JKL Toy Company creates an HTTP Server (powered byl
[Apache)” on page 69 or you have an existing HTTP Server (powered by Apache) configuration.
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Start the IBM Web Administration for iSeries interface

Note: Enter your [Webmaster user profile username and password| when prompted.

1.
2.

3.

Start 2

Enter http://[iSeries_hostname]:2001 in the location or URL field .
Example: http:/ /jkl_server:2001

Note: If you have [changed your port number for the IBM Web Administration for iSeries interface]
replace port 2001 with your port number.

Click IBM HTTP Server for iSeries.

Note: If the IBM Web Administration for iSeries interface does not start, see [‘Install and test the HTTP|

Server” on page 125

Create a new directory

1.
2.
3.

11.
12.

13.
14.

© ©x® NGO

Click the Manage tab.

Click the HTTP Servers subtab.

Select your HTTP Server (powered by Apache) from the Server list.
Example: JKLTEST

Select Global configuration from the Server list.

Expand HTTP Tasks and Wizards.

Click Add a Directory to the Web.

Click Next.

Select Static Web pages and files.

Click Next.

Optional: Accept the default or enter a new directory name.
Example: /www /jkltest/profiles/

Click Next.

Optional: Accept the default or enter a new alias name.
Example: /profiles/

Click Next.

Click Finish.

Restart your HTTP Server (powered by Apache)

Select one of the following methods below:

Manage one server

1.

Click the Manage tab.

2. Click the HTTP Servers subtab.

ok

Select your HTTP Server from the Server list.
Click the Stop icon if the server is running.
Click the Start icon.

Manage all servers

1.
2.
3.
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Click the Manage tab.
Click the HTTP Servers subtab.
Select All Servers from the Server list.
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4. Click the All HTTP Servers tab.

5. Select your HTTP Server name in the table.
Example: JKLTEST

6. Click Stop if the server is running.

7. Click Start.

Note: If your HTTP Server (powered by Apache) does not start, see [“Troubleshoot” on page 758)

Test your HTTP Server (powered by Apache)

1. Open a new Web browser.

2. Enter http://[iSeries_hostname]:[port]/[new_directory_alias]/ in the location or URL field.
Example: http:/ /jkl_server:1975/profiles/

Your new directory will display a generic HTML file provided by the IBM Web Administration for iSeries
interface.

View your HTTP Server (powered by Apache) configuration

Your configuration will look similar if you used the given example in this and previous examples.
1. Click the Manage tab.
2. Click the HTTP Servers subtab.
3. Select your HTTP Server (powered by Apache) from the Server list.
Example: JKLTEST
4. Expand Tools.
5. Click Display Configuration File.

Alias /profiles/ /www/jkltest/profiles/

Listen *:1975

DocumentRoot /www/jkltest/htdocs

ServerRoot /www/jkltest

Options -ExecCGI -FollowSymLinks -SymLinksIfOwnerMatch -Includes -IncludesNoExec -Indexes -MultiViews
LogFormat "%h %1 %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined
LogFormat "%{Cookie}n \"%r\" %t" cookie

LogFormat "%{User-agent}i" agent

LogFormat "%{Referer}i -> %U" referer

LogFormat "%h %1 %u %t \"%r\" %>s %b" common

CustomLog logs/access_log combined

SetEnvIf "User-Agent" "Mozilla/2" nokeepalive

SetEnvIf "User-Agent" "JDK/1\.0" force-response-1.0
SetEnvIf "User-Agent" "Java/1\.0" force-response-1.0
SetEnvIf "User-Agent" "RealPlayer 4\.0" force-response-1.0
SetEnvIf "User-Agent" "MSIE 4\.0b2;" nokeepalive
SetEnvIf "User-Agent" "MSIE 4\.0b2;" force-response-1.0
<Directory />

Order Deny,Allow

Deny From all
</Directory>
<Directory /www/jkltest/profiles>

Order Allow,Deny

Allow From all
</Directory>
<Directory /www/jkltest/htdocs>

Order Allow,Deny

Allow From all
</Directory>
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JKL Toy Company adds user directories for HTTP Server (powered by
Apache)

This scenario discusses how to add a user directory.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -& for more information.

Scenario

The JKL Toy Company (a fictitious company) has decided to allow employees to maintain their own
personal Web pages. The JKL Web administrator wants the personal Web pages to be stored in a directory
of the root file system called /home on the JKLTEST HTTP Server (powered by Apache). The directory
/home will contain one subdirectory for each employee.

To begin, the JKL Web administrator creates a user profile and user directory for fellow employee Sharon
Jones. The new user profile will be called SJONES on the iSeries and the new user directory will be
located at /home/sjones.

Prerequisites
* It is assumed you have read [“Scenarios for HTTP Server” on page 68)

* It is assumed you have read and completed [“JKL Toy Company creates an HTTP Server (powered byl
[Apache)” on page 69 or you have an existing HTTP Server (powered by Apache) configuration.

* It is assumed you have read and completed [“JKL Toy Company adds a new directory to HTTP Server|
[(powered by Apache)” on page 71

+ It is assumed you have installed and are familiar with [iSeries Navigator]

« It is assumed you have read |“User profiles and required authorities for HTTP Server” on page 40

Create a new user profile with iSeries Navigator

For in-depth information on how to use the iSeries Navigator, read the iSeries Navigator help installed
with the product.

Note: It is not necessary to create a new user profile on your iSeries if you want to use an existing
profile. If using an existing profile, make certain the user profile has the appropriate permissions.

1. Start iSeries Navigator.
2. Expand the iSeries the HTTP Server is installed on.
Example: JKL_SERVER
3. Select Users and Groups, or click the Users and Group icon in the toolbar.
4. Click Create a new user, or click the Create a New Use icon in the toolbar.
5. Enter a new user name.
Example: SJONES
6. Optional: Enter a description for this new profile.
Example: This is a test profile.
7. Optional: Add a password if necessary for your iSeries.
8. Click Capabilities.
9. Set the system privileges to allow the new user profile to use the HTTP Server.
10. Click OK.
11. Click Add.
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Create a new user directory with iSeries Navigator

Note: The /home directory comes preinstalled on your iSeries.

1.
2.

o o~ w

7.

Start iSeries Navigator.

Expand the iSeries the HTTP Server is installed on.
Example: JKL_SERVER

Expand File Systems > Integrated File System > Root.
Right-click directory home.

Click New Folder.

Enter the name of your new user profile.

Example: sjones

Click OK.

Copy HTML welcome page to user directory with iSeries Navigator

The new user directory does not contain any files. Use the iSeries Navigator to copy index.html, found in
Iwwwl/[server_name]/htdocs directory of your HTTP Server (powered by Apache), to your new user
directory.

Example: /www /jkltest/htdocs

1.
2.

7.

Start iSeries Navigator.

Expand the iSeries the HTTP Server is installed on.

Example: JKL_SERVER

Expand File Systems > Integrated File Systems > Root > www > [server_name] > htdocs.
Example: /www /jkltest/htdocs

Right-click file index.html.

Click Copy.

Right-click the new user directory.

Example: sjones

Click Paste.

Optional: Edit file index.html in any way you choose. This is the file the HTTP Server (powered by
Apache) will look for when this directory is requested by the Web browser.

Start the IBM Web Administration for iSeries interface

Note: Enter your Webmaster user profile username and password| when prompted.

1.
2.

3.

Start a

Enter http://[iSeries_hostname]:2001 in the location or URL field .
Example: http:/ /jkl_server:2001

Note: If you have [changed your port number for the IBM Web Administration for iSeries interface}
replace port 2001 with your port number.

Click IBM HTTP Server for iSeries.

Note: If the IBM Web Administration for iSeries interface does not start, see [“Install and test the HTTP|

Server” on page 125.
pag
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Set up user directories for HTTP Server (powered by Apache)
1. Click the Manage tab.
2. Click the HTTP Servers subtab.
3. Select your HTTP Server (powered by Apache) from the Server list.
Example: JKLTEST
Select Global configuration from the Server area list.
Expand Server properties.
Click URL Mapping.
Click the User Directories tab in the form.
Select Disable all users except from the following under Enable or Disable user directories.
Click Add under the Enabled users table.

Enter the name of your new user profile.

© © N O

Example: sjones
11. Click Continue.
12. Click Add under the Current user directories table.
13. Enter /home in the User directories column.

Note: The order in which the user directories are listed determines which directory the HTTP Server
(powered by Apache) will use first. If a match is not found in the first (top) user directory, the
next user directory listed will be used. This continues until a match is found.

14. Click Continue.
15. Click OK.

Set up /home directory for HTTP Server (powered by Apache)

After creating the user directory, you must set up your HTTP Server (powered by Apache) to provide
access to directory /home.

1. Click the Manage tab.
2. Click the HTTP Servers subtab.
Select Global configuration from the Server area list.
Expand Server Properties.
Click Container Management.
Click the Directories tab in the form.
Click Add under Directory/Directory Match containers table.
Select Directory from the list in the Type column.
9. Enter /home in the Directory path or expression column.
10. Click Continue.
11. Click OK.
12. Select Directory /home from the Server area list.
13. Click Security.
14. Click the Control Access tab in the form.

15. Select Deny then allow from the Order for evaluating access list under Control access based on
where the request is coming from.

16. Select Allow access to all, except the following under Control access based on where the request is
coming from.

Note: Do not add restrictions at this time. Return to this form at the end of the scenario to add
restrictions.
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17. Click OK.
Restart your HTTP Server (powered by Apache)
Select one of the following methods below:

Manage one server

1. Click the Manage tab.

Click the HTTP Servers subtab.

Select your HTTP Server from the Server list.
Click the Stop icon if the server is running.
Click the Start icon.

ok 0N

Manage all servers

1. Click the Manage tab.

Click the HTTP Servers subtab.

Select All Servers from the Server list.
Click the All HTTP Servers tab.

Select your HTTP Server name in the table.
Example: JKLTEST

Click Stop if the server is running.

7. Click Start.

ok 0N

o

Note: If your HTTP Server (powered by Apache) does not start, see [“Troubleshoot” on page 758]

Test your HTTP Server (powered by Apache)

1. Open a new Web browser.

2. Enter http://[iSeries_hostnamel:[port]/~[user_directory] in the location or URL field .
Example: http://jkl_server:1975/ ~sjones

Your new user directory will display the generic HTML file copied from directory /htdocs.
View your HTTP Server (powered by Apache) configuration

Your configuration will look similar if you used the given example in this and previous examples.
1. Click the Manage tab.
2. Click the HTTP Servers subtab.
3. Select your HTTP Server (powered by Apache) from the Server list.
Example: JKLTEST
4. Expand Tools.
5. Click Display Configuration File.

Listen *:1975

DocumentRoot /www/jkltest/htdocs

ServerRoot /www/jkltest

Options -ExecCGI -FollowSymLinks -SymLinksIfOwnerMatch -Includes -IncludesNoExec -Indexes -MultiViews
LogFormat "%h %1 %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined
LogFormat "%{Cookie}n \"%r\" %t" cookie

LogFormat "%{User-agent}i" agent

LogFormat "%{Referer}i -> %U" referer

LogFormat "%h %1 %u %t \"%r\" %>s %b" common

CustomLog logs/access_log combined

SetEnvIf "User-Agent" "Mozilla/2" nokeepalive
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SetEnvIf "User-Agent" "JDK/1\.0" force-response-1.0
SetEnvIf "User-Agent" "Java/1\.0" force-response-1.0
SetEnvIf "User-Agent" "RealPlayer 4\.0" force-response-1.0
SetEnvIf "User-Agent" "MSIE 4\.0b2;" nokeepalive
SetEnvIf "User-Agent" "MSIE 4\.0b2;" force-response-1.0
UserDir Disable

UserDir Enable Sjones

UserDir /home
<Directory />

Order Deny,Allow

Deny From all
</Directory>
<Directory /www/jkltest/htdocs>

Order Allow,Deny

Allow From all
</Directory>
<Directory /home>

Order Deny, Allow

Allow From all
</Directory>

JKL Toy Company enables cookie tracking on HTTP Server (powered
by Apache)

This scenario discusses how to enable cookie tracking for your HTTP Server (powered by Apache).

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service 'ld’ for more information.
Scenario

The JKL Toy Company (a fictitious company) wants to be able to measure Web site visitor activity and
trends. The JKL Web administrator would like to try to measure how many new and unique users visit
the intranet Web site. Requiring users to obtain a userid and password is the most accurate way track
users; however, this method has the disadvantage of forcing the intranet Web users to register for a
userid and password.

Analyzing the data in the log file by IP address could be used to track users. Two disadvantages to this
method are:
* Some ISPs use dynamic IP addressing, assigning random IP addresses to all users.

e Some ISPs send all traffic through a proxy server, creating a log entry for the IP address of the proxy
server only.

Setting a unique number in a cookie in the user’s browser the first time that they visit the Web site
combined with using a log that records cookies could be used to track users. This log can be analyzed to
show how many new cookies have been set and how many old cookies have returned. In addition, the
log can also be used to show the sequence of URLs that a particular cookie used to navigate through the
Web site. A downside of this method is that users can shut off the browsers ability to record cookies.

The JKL Web administrator has decided to use the cookie method. The JKL Web administrator will store
cookie information in a new log called JKLCOOKIE_LOG using a new cookie called JKLCOOKIE.

Prerequisites

« It is assumed you have read |“Scenarios for HTTP Server” on page 68)

* It is assumed you have read and completed [“JKL Toy Company creates an HTTP Server (powered byl
[Apache)” on page 69 or you have an existing HTTP Server (powered by Apache) configuration.
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Start the IBM Web Administration for iSeries interface

Note: Enter your [Webmaster user profile username and password| when prompted.

1. Start a [ieb browser]

2. Enter http://[iSeries_hostname]:2001 in the location or URL field .
Example: http:/ /jkl_server:2001

Note: If you have [changed your port number for the IBM Web Administration for iSeries interface]
replace port 2001 with your port number.

3. Click IBM HTTP Server for iSeries.

Note: If the IBM Web Administration for iSeries interface does not start, see [‘Install and test the HTTP|
[Server” on page 125

Create a cookie for HTTP Server (powered by Apache)

1. Click the Manage tab.

2. Click the HTTP Servers subtab.
Select your HTTP Server (powered by Apache) from the Server list.
Example: JKLTEST

Select Global configuration from the Server area list.

w

Expand Server Properties.

Click Logging.

Click the User Tracking (Cookies) tab in the form.

Select Enabled from the Track user requests in a cookie list.

© 0o N oA

Enter a name for the cookie in the Cookie name field or use the default.
Example: JKLCOOKIE
10. Enter a value in the Expiration period field.
Example: 1
11. Select a time period from the Expiration period list.
Example: Years
12. Click OK.

Set up the cookie log for HTTP Server (powered by Apache)
Click the Manage tab.

Click the HTTP Servers subtab.

Select Global configuration from the Server area list.

Expand Server Properties.

Click Logging.

Click the Custom Logs tab in the form.

Click Add under the Custom logs table.

Enter logs/[log_name] in the Log column.

© N2 oA OND =

Example: logs/jklcookie_log

©

Select cookie from the Log format list.

10. Enter a value in the Expiration field.
Example: 364

11. Select a time period from the Expiration list.

Example: Days
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12. Click Continue.
13. Click OK.

Note: The rest of the fields on this form are optional.

Restart your HTTP Server (powered by Apache)

Select one of the following methods below:

Manage one server

1.

Click the Manage tab.

2. Click the HTTP Servers subtab.

o bk w

Select your HTTP Server from the Server list.
Click the Stop icon if the server is running.
Click the Start icon.

Manage all servers

1.

Click the Manage tab.

2. Click the HTTP Servers subtab.

ok w®

6.
7.

Select All Servers from the Server list.
Click the All HTTP Servers tab.

Select your HTTP Server name in the table.
Example: JKLTEST

Click Stop if the server is running.

Click Start.

Note: If your HTTP Server (powered by Apache) does not start, see [“Troubleshoot” on page 758]

Test your HTTP Server (powered by Apache)

1.
2.

Open a new Web browser.

Turn cookie alerts on in your browser. Consult the Web browser’s help documentation for details on
enabling cookie alerts.

Enter http://[iSeries_hostnamel:[port] in the location or URL field.
Example: http:/ /jkl_server:1975

View your HTTP Server (powered by Apache) configuration

Your configuration will look similar if you used the given example in this and previous examples.

1.
2.
3.

4.
5.

Click the Manage tab.

Click the HTTP Servers subtab.

Select your HTTP Server (powered by Apache) from the Server list.
Example: JKLTEST

Expand Tools.

Click Display Configuration File.

Listen *:1975

DocumentRoot /www/jkltest/htdocs

ServerRoot /www/jkltest

Options -ExecCGI -FolTowSymLinks -SymLinksIfOwnerMatch -Includes -IncludesNoExec -Indexes -MultiViews
LogMaint Togs/jklcookie log 364 0

LogFormat "%h %1 %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined

LogFormat "%{Cookie}n \"%r\" %t" cookie
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LogFormat "%{User-agent}i" agent

LogFormat "%{Referer}i -> %U" referer

LogFormat "%h %1 %u %t \"%r\" %>s %b" common
CustomLog logs/access_log combined
CustomLog logs/jklcookie log cookie

SetEnvIf "User-Agent" "Mozilla/2" nokeepalive
SetEnvIf "User-Agent" "JDK/1\.0" force-response-1.0
SetEnvIf "User-Agent" "Java/1\.0" force-response-1.0
SetEnvIf "User-Agent" "RealPlayer 4\.0" force-response-1.0
SetEnvIf "User-Agent" "MSIE 4\.0b2;" nokeepalive
SetEnvIf "User-Agent" "MSIE 4\.0b2;" force-response-1.0
CookieTracking On

CookieName JKLCOOKIE

CookieExpires 31536000

<Directory />

Order Deny,Allow

Deny From all

</Directory>

<Directory /www/jkltest/htdocs>

Order Allow,Deny

Allow From all

</Directory>

JKL Toy Company creates virtual hosts on HTTP Server (powered by
Apache)

This scenario discusses how to create virtual hosts.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is

recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See|IBM Service -lé for more information.

Scenario

The JKL Toy Company (a fictitious company) wants to serve two domain names from one IP address.

This can be done using [virtual hosts

The JKL Web administrator has decided to use the name-based virtual host for HTTP Server (powered by
Apache) JKLTEST. The ISP has configured the Domain Name Server to route requests for JKLINFO to IP
address 9.5.61.228, port 78.

Prerequisites
+ It is assumed you have read [“Scenarios for HTTP Server” on page 68|

+ It is assumed you have read and completed [“JKL Toy Company creates an HTTP Server (powered byl
[Apache)” on page 69 or you have an existing HTTP Server (powered by Apache) configuration.

* It is assumed you are familiar with Domain Name Servers (DNS).

Start the IBM Web Administration for iSeries interface

Note: Enter your [Webmaster user profile username and password| when prompted.

1. Start a[Web browser]

2. Enter http://[iSeries_hostname]:2001 in the location or URL field .
Example: http:/ /jkl_server:2001

Note: If you have |changed your port number for the IBM Web Administration for iSeries interface}
replace port 2001 with your port number.
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3. Click IBM HTTP Server for iSeries.

Note: If the IBM Web Administration for iSeries interface does not start, see [‘Install and test the HTTP)|
Server” on page 125.|

Set up a name-based virtual host
1. Click the Manage tab.
2. Click the HTTP Servers subtab.
Select your HTTP Server (powered by Apache) from the Server list.
Example: JKLTEST
Select Global configuration from the Server area list.

w

Expand Server Properties.

Click Virtual Hosts.

Click the Name-based tab in the form.

Click Add under the Named virtual hosts table.

Select or enter an IP address in the IP address column.
Example: 9.5.61.228

© 0N O A

Note: The IP address 9.5.61.288 used in this scenario is associated with JKL Toy Company’s iSeries
hostname JKLINFO and registered by a Domain Name Server (DNS). You will need to choose
a different IP address and hostname. The IBM Web Administration for iSeries interface
provides the IP addresses used by your iSeries system in the IP Address list; however, you
will need to provide the hostname associated with the address you choose.

10. Enter a port number in the Port column.
Example: 78

11. Click Add under the Virtual host containers table in the Named host column.

12. Enter the fully qualified server hostname for the virtual host in the Server name column.
Example: JKLINFO

Note: Make sure the server hostname you enter is fully qualified and associated with the IP address
you selected.

13. Enter a document root for the virtual host index file or welcome file in the Document root column.

Example: /www /jkltest/companyinfo/

Note: You are specifying a document root using a directory that will be added below in the Set up
the virtual host directories section.

14. Click Continue.
15. Click OK.

Set up Listen directive for virtual host
1. Expand Server Properties.
2. Click General Server Configuration.
3. Click the General Settings tab in the form.
4. Click Add under the Server IP addresses and ports to listen on table.
5. Select the IP address you entered for the virtual host in the IP address column.
Example: 9.5.61.288

6. Enter the port number you entered for the virtual host in the Port column.
Example: 78
7. Accept Disabled default for FRCA.
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8. Click Continue.
9. Accept the default values for the remainder of the form.
10. Click OK.

Set up the virtual host directories

Select the virtual host from the Server area list.
Expand HTTP Tasks and Wizards.

Click Add a Directory to the Web.

Click Next.

Select Static web pages and files.

Click Next.

Enter a directory name for the virtual host in the Name field.

No o~

Example: /www /jkltest/companyinfo/
8. Click Next.
9. Enter an alias for the virtual host in the Alias field.
Example: /companyinfo/
10. Click Next.
11. Click Finish.

The document root and directory for the virtual host has been created.
Restart your HTTP Server (powered by Apache)
Select one of the following methods below:

Manage one server

1. Click the Manage tab.

Click the HTTP Servers subtab.

Select your HTTP Server from the Server list.
Click the Stop icon if the server is running.
Click the Start icon.

ok 0N

Manage all servers

1. Click the Manage tab.

Click the HTTP Servers subtab.

Select All Servers from the Server list.
Click the All HTTP Servers tab.

Select your HTTP Server name in the table.
Example: JKLTEST

Click Stop if the server is running.

7. Click Start.

ok 0N

o

Note: If your HTTP Server (powered by Apache) does not start, see [“Troubleshoot” on page 758)

Test your HTTP Server (powered by Apache)

1. Start a new Web browser.

2. Enter http://[virtual_hostname_namel:[port] in the location or URL field.
Example: http:/ /JKLINFO:78
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View your HTTP Server (powered by Apache) configuration

Your configuration will look similar if you used the given example in this and previous examples.

1.
2.
3.

4.
5.

Click the Manage tab.

Click the HTTP Servers subtab.

Select your HTTP Server (powered by Apache) from the Server list.
Example: JKLTEST

Expand Tools.

Click Display Configuration File.

Listen *:1975

Listen 9.5.61.228:78

DocumentRoot /www/jkltest/htdocs

ServerRoot /www/jkltest

Options -ExecCGI -FolTowSymLinks -SymLinksIfOwnerMatch -Includes -IncludesNoExec -Indexes -MultiViews
NameVirtualHost 9.5.61.228:78

LogFormat "%h %1 %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined
LogFormat "%{Cookie}n \"%r\" %t" cookie

LogFormat "%{User-agent}i" agent

LogFormat "%{Referer}i -> %U" referer

LogFormat "%h %1 %u %t \"%r\" %>s %b" common

CustomLog logs/access_log combined

SetEnvIf "User-Agent" "Mozilla/2" nokeepalive

SetEnvIf "User-Agent" "JDK/1\.0" force-response-1.0
SetEnvIf "User-Agent" "Java/1\.0" force-response-1.0
SetEnvIf "User-Agent" "RealPlayer 4\.0" force-response-1.0
SetEnvIf "User-Agent" "MSIE 4\.0b2;" nokeepalive

SetEnvIf "User-Agent" "MSIE 4\.0b2;" force-response-1.0
<Directory />

Order Deny,Allow

Deny From all
</Directory>
<Directory /www/jkltest/htdocs>

Order Allow,Deny

Allow From all
</Directory>
<VirtualHost 9.5.61.228:78>

ServerName JKLINFO

DocumentRoot /www/jkltest/companyinfo/

<Directory /www/jkltest/companyinfo>

Order Allow,Deny
Allow From all

</Directory>
Alias /companyinfo/ /www/jkltest/companyinfo/
</VirtualHost>

JKL Toy Company adds password protection for HTTP Server
(powered by Apache)

This scenario discusses how to add password protection.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is

recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See |IBM Service 'ld’ for more information.

Scenario

The JKL Toy Company (a fictitious company) wants to protect a set of Web pages on its Web site so that
they can only be viewed by visitors that have a password. In order to add password protection, JKL
needs to decide what type of authentication method to use:
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* Internet user - requires an entry in a validation list.
* User profile - requires an iSeries server user profile.
* LDAP - requires an LDAP server.

JKL Toy Company chooses to use Internet users for the following reasons:

 User profiles are not desirable since JKL does not want to create a user profile for each authenticated
visitor to the Web site.

* Since JKL only wants to implement authentication on one iSeries, validation lists will be used. LDAP is
a better solution for multiple systems.

The Web page content to be protected is in the preexisting directory /wwwl/jkltest/profiles/. The visitor’s
user name and passwords will be stored in a new validation list called users in library PROFILES. The
first user name that we will enter is sjones with a password of dragon102.

Prerequisites
* It is assumed you have read [“Scenarios for HTTP Server” on page 68)

* It is assumed you have read and completed [“IKL Toy Company creates an HTTP Server (powered by]
[Apache)” on page 69 or you have an existing HTTP Server (powered by Apache) configuration.

* It is assumed you have read and completed [“JKL Toy Company adds a new directory to HTTP Server]
[(powered by Apache)” on page 71.

* It is assumed you have access to or the correct authority to create an iSeries library.
Create a library for validation lists on your iSeries

Skip the following steps if you will be using an existing library on your iSeries for your validation list.
1. Start a 5250 session on your iSeries.
2. Enter CRTLIB on the command line.
3. Type the F4 key to prompt for additional parameters.
4. Enter a name for your library in the Library field.
Example: PROFILES
5. Optional: Edit the remaining fields as necessary or accept the default values.
6. Type the Enter key (or equivalent) to create your library.

Make sure the proper authorities and restrictions you want on the library are active before continuing.

Start the IBM Web Administration for iSeries interface

Note: Enter your Webmaster user profile username and password| when prompted.

1. Start a[Web browser]

2. Enter http://[iSeries_hostname]:2001 in the location or URL field .
Example: http:/ /jkl_server:2001

Note: If you have [changed your port number for the IBM Web Administration for iSeries interface}
replace port 2001 with your port number.

3. Click IBM HTTP Server for iSeries.

Note: If the IBM Web Administration for iSeries interface does not start, see [“Install and test the HTTP|
[Server” on page 125
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Set up password protection for a directory on HTTP Server (powered by Apache)
1. Click the Manage tab.
2. Click the HTTP Servers subtab.
3. Select your HTTP Server (powered by Apache) from the Server list.
Example: JKLTEST
4. Select Directory /www/[server_name]/[new_directoryl/ from the Server area list.
Example: /www /jkltest/profiles/

Note: The new directory was created with the ['JKL Toy Company adds a new directory to HTTP|
[Server (powered by Apache)” on page 71|scenario.

Expand Server Properties.
Click Security.
Click the Authentication tab in the form.

Select Use Internet users in validation lists.

© ® N O

Enter a descriptive name in the Authentication name or realm field.
Example: JKL Employee Profiles

Note: When users attempt to access a password protected resource, they are challenged for a
username and password. The Authentication name or realm value is displayed in the login
window, and should provide information regarding the resource the user is attempting to
access.

10. Click Add under Validation lists table.
11. Enter [libraryl/[validation_list_name].
Example: profiles/users

Note: In the above example, profiles is the name of the iSeries library and users is the name of the
validation list.

12. Click Continue.

13. Select Default server profile from the OS/400 user profile to process requests list under Related
information. When selected, the value %%SERVER%% will be placed in the field.

14. Click Apply.
15. Click the Control Access tab in the form.

16. Select All authenticated users (valid user name and password) under Control access based on who
is making the requests.

17. Click OK.

Create a validation list for HTTP Server (powered by Apache)
Click the Advanced tab.

Click the Internet Users and Groups subtab.

Expand Internet Users and Groups.

Click Add Internet User.

Enter [username] into the User name field.

ok N

Example: sjones
6. Enter [password] into the Password field.

Example: dragon102
7. Enter the same password in the Confirm password field.
8. Optional: Enter comments for this Internet user.

9. Enter [libraryl/[validation_list name] in the Validation list field.
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Example: profiles/users

Note: In the above example, profiles is the name of the library and users is the name of the
validation list.

10. Click Apply.

Restart your HTTP Server (powered by Apache)

Select one of the following methods below:

Manage one server

1.

ok 0N

Click the Manage tab.

Click the HTTP Servers subtab.

Select your HTTP Server from the Server list.
Click the Stop icon if the server is running.
Click the Start icon.

Manage all servers

1.

ok 0N

o

Click the Manage tab.

Click the HTTP Servers subtab.

Select All Servers from the Server list.
Click the All HTTP Servers tab.

Select your HTTP Server name in the table.
Example: JKLTEST

Click Stop if the server is running.

Click Start.

Note: If your HTTP Server (powered by Apache) does not start, see [“Troubleshoot” on page 758]

Test your HTTP Server (powered by Apache)

1.
2.

3.

Open a new Web browser.

Enter http://[iSeries_hostnamel:[portl/[new_directory_aliasl/in the location or URL field.
Example: http://jkl_server:1975/profiles/

Enter the username and password you created.

You will be asked to provide a valid username and password. Enter the username and password you
entered in the validation list. It is suggested you limit *PUBLIC authority, but allow authority to the Web
administrator user authority and QTMHHTTP.

View your HTTP Server (powered by Apache) configuration

Your configuration will look similar if you used the given example in this and previous examples.

1.
2.
3.

Click the Manage tab.

Click the HTTP Servers subtab.

Select your HTTP Server (powered by Apache) from the Server list.
Example: JKLTEST

Expand Tools.

Click Display Configuration File.
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Alias /profiles/ /www/jkltest/profiles/

Listen *:1975

DocumentRoot /www/jkltest/htdocs

ServerRoot /www/jkltest
Options -ExecCGI -FollowSymLinks -SymLinksIfOwnerMatch -Includes -IncludesNoExec -Indexes -MultiViews
LogFormat "%h %1 %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined
LogFormat "%{Cookie}n \"%r\" %t" cookie

LogFormat "%{User-agent}i" agent

LogFormat "%{Referer}i -> %U" referer

LogFormat "%h %1 %u %t \"%r\" %>s %b" common

CustomLog logs/access_log combined

SetEnvIf "User-Agent" "Mozilla/2" nokeepalive

SetEnvIf "User-Agent" "JDK/1\.0" force-response-1.0
SetEnvIf "User-Agent" "Java/1\.0" force-response-1.0
SetEnvIf "User-Agent" "RealPlayer 4\.0" force-response-1.0
SetEnvIf "User-Agent" "MSIE 4\.0b2;" nokeepalive
SetEnvIf "User-Agent" "MSIE 4\.0b2;" force-response-1.0
<Directory />

Order Deny,Allow

Deny From all
</Directory>
<Directory /www/jkltest/profiles>

Order Allow,Deny

Allow From all

Require valid-user

PasswdFile profiles/users

UserID %%SERVER%%

AuthType Basic

AuthName "JKL Employee Profiles"
</Directory>
<Directory /www/jkltest/htdocs>

Order Allow,Deny

Allow From all
</Directory>

JKL Toy Company adds dynamic content with server-side includes for
HTTP Server (powered by Apache)

This scenario discusses how to add dynamic content with server-side includes.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See |IBM Service 'ld’ for more information.

Scenario

The JKL Toy company (a fictitious company) wants to add some dynamic content to their index file (or
welcome page) on their Web site. The welcome Web page is located in /www /jkltest/htdocs. The JKL
Web administrator will add the current server time to display on their Web page.

Note: Server-side includes (SSI) create dynamic Web pages by adding content to a Web page before it is
sent to the browser. Server performance may be impacted when processing SSIs.

Prerequisites
* It is assumed you have read |“Scenarios for HTTP Server” on page 68)

* It is assumed you have read and completed [“JKL Toy Company creates an HTTP Server (powered byl
[Apache)” on page 69 or you have an existing HTTP Server (powered by Apache) configuration.

e It is assumed you have installed and are familiar with [iSeries Navigaton
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Edit the index file (or welcome page) with iSeries Navigator

For in-depth information on how to use the iSeries Navigator, read the iSeries Navigator help installed
with the product.

1.
2.

11.

©C©o©x®NOO

Start iSeries Navigator.

Expand the iSeries the HTTP Server is installed on.

Example: JKL_SERVER

Expand File Systems > Integrated File System > Root > www > [server_name].
Example: File Systems > Integrated File System > Root > www > jkltest

Click htdocs.

The directory htdocs is the default name of your document root provided by the Create New HTTP
Server wizard.

Right-click index.html.

Click Rename.

Rename the file index.shtml.

Right-click index.shtml.

Click Edit.

Enter the following lines below the <BODY> tag and before the </BODY> tag:

<p>The current server time is:
<l--#config timefmt="%T" -->
<!--#echo var="DATE_LOCAL" -->
</p>

Save and close the file.

See |“Server-side include commands for HTTP Server” on page 782 for more information about SSI
commands.

Start the IBM Web Administration for iSeries interface

Note: Enter your [Webmaster user profile username and password| when prompted.

1.
2.

3.

Start a

Enter http://[iSeries_hostname]:2001 in the location or URL field .
Example: http:/ /jkl_server:2001

Note: If you have |changed your port number for the IBM Web Administration for iSeries interface}
replace port 2001 with your port number.

Click IBM HTTP Server for iSeries.

Note: If the IBM Web Administration for iSeries interface does not start, see [“Install and test the HTTP|

[Server” on page 125

Set up server-side includes for HTTP Server (powered by Apache)

1.
2.

Click the Manage tab.
Click the HTTP Servers subtab.

3. Select your HTTP Server (powered by Apache) from the Server list.

N o~

Example: JKLTEST

Select Global configuration from the Server area list.
Expand Server properties.

Click Container Management.

Click the Files tab in the form.
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8.

9.
10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.

Click Add under the Files/Files Match containers table.
Select Files Match from the list in the Type column.

Enter \.shtml(\..+)?$ in the File name or expression column.
Click Continue.

Click OK.

Select Files Match \.shtml(\..+)?$ from the Server area list.
Expand Server Properties.

Click Dynamic Content and CGL

Click the Server Side Includes tab in the form.

Select Allow server side files without CGI under Server side includes.
Click OK.

Select Global configuration from the Server area list.
Expand Server Properties.

Click General Server Configuration.

Click the Welcome Pages tab in the form.

Select index.html in the Welcome/index file names table.
Rename the file index.shtml in the File name column.

Click Continue.

Click OK.

Restart your HTTP Server (powered by Apache)

Select one of the following methods below:

Manage one server

1.

Click the Manage tab.

2. Click the HTTP Servers subtab.

o bk w

Select your HTTP Server from the Server list.
Click the Stop icon if the server is running.
Click the Start icon.

Manage all servers

1.

Click the Manage tab.

2. Click the HTTP Servers subtab.

o bk w

6.
7.

Select All Servers from the Server list.
Click the All HTTP Servers tab.

Select your HTTP Server name in the table.
Example: JKLTEST

Click Stop if the server is running.

Click Start.

Note: If your HTTP Server (powered by Apache) does not start, see [“Troubleshoot” on page 758]

Test your HTTP Server (powered by Apache)

1.
2.
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The Web page now displays the current server time.

View your HTTP Server (powered by Apache) configuration

Your configuration will look similar if you used the given example in this and previous examples.

1.
2.
3.

4.
5.

Click the Manage tab.

Click the HTTP Servers subtab.

Select your HTTP Server (powered by Apache) from the Server list.
Example: JKLTEST

Expand Tools.

Click Display Configuration File.

Listen *:1975

DocumentRoot /www/jkltest/htdocs

ServerRoot /www/jkltest

Options -ExecCGI -FolTowSymLinks -SymLinksIfOwnerMatch -Includes -IncludesNoExec -Indexes -MultiViews
AccessFileName .htaccess

LogFormat "%h %1 %u %t \"%r\" %|s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined

LogFormat "%{Cookie}n \"%r\" %t" cookie

LogFormat "%{User-agent}i
LogFormat "%

agent
{Referer}i -| %U" referer

LogFormat "%h %1 %u %t \"%r\" %|s %b" common
CustomLog logs/access_log combined

SetEnvIf "User-Agent" "Mozilla/2" nokeepalive
SetEnvIf "User-Agent" "JDK/1\.0" force-response-1.0
SetEnvIf "User-Agent" "Java/1\.0" force-response-1.0
SetEnvIf "User-Agent" "RealPlayer 4\.0" force-response-1.0
SetEnvIf "User-Agent" "MSIE 4\.0b2;" nokeepalive
SetEnvIf "User-Agent" "MSIE 4\.0b2;" force-response-1.0
DirectoryIndex index.shtml
<Directory />

Order Deny,Allow

Deny From all
</Directory>
<Directory /www/jkltest/htdocs>

Order Allow,Deny

Allow From all
</Directory>
<FilesMatch \.shtml(\..+)?$>

Options +IncTudesNoExec

AddOutputFilter INCLUDES .shtml
</FilesMatch>

JKL Toy company enables Secure Sockets Layer (SSL) protection on
HTTP Server (powered by Apache)

This scenario discusses how to enable SSL protection.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is

recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See |IBM Service 'ld’ for more information.

Scenario

The JKL Toy company (a fictitious company) wants to enable Secure Sockets Layer (SSL) protection for a
specific directory on their HTTP Server (powered by Apache). The secured directory will contain
confidential corporate earnings information that only a select group of employees and business associates
will be able to access. The JKL Web administrator has decided not to create and deploy user certificates to
client browsers, but rather use SSL so that all data exchanged with the browser is encrypted. The JKL
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Web administrator will use a server certificate, basic password protection (based upon existing iSeries
user accounts), and standard SSL encryption to provide access to the secured information.

Note: Although JKL chooses not to implement digital certificates, they must still register their HTTP
Server (powered by Apache) with the iSeries Digital Certificate Manager.

Prerequisites
* It is assumed you have read [“Scenarios for HTTP Server” on page 68

* It is assumed you have read and completed [“JKL Toy Company creates an HTTP Server (powered byl
[Apache)” on page 69 or you have an existing HTTP Server (powered by Apache) configuration.

* It is assumed that a certificate authority (and certificate store) is already established for the
[Digital Certificate Manager

* It is assumed you are familiar with Domain Name Servers (DNS).

Start the IBM Web Administration for iSeries interface

Note: Enter your [Webmaster user profile username and password| when prompted.

1. Start a[Web browser]

2. Enter http://[iSeries_hostname]:2001 in the location or URL field .
Example: http:/ /jkl_server:2001

Note: If you have [changed your port number for the IBM Web Administration for iSeries interface}
replace port 2001 with your port number.

3. Click IBM HTTP Server for iSeries.

Note: If the IBM Web Administration for iSeries interface does not start, see [“Install and test the HTTP|
Server” on page 125

Set up a name-based virtual host

1. Click the Manage tab.

2. Click the HTTP Servers subtab.

3. Select your HTTP Server (powered by Apache) from the Server list.
Example: JKLTEST
Select Global configuration from the Server area list.
Expand Server Properties.
Click Virtual Hosts.
Click the Name-based tab in the form.
Click Add under the Named virtual hosts table.
Select or enter an IP address in the IP address column.
Example: 9.5.61.228

© o N Ok

Note: The IP address 9.5.61.288 used in this scenario is associated with JKL Toy Company’s iSeries
hostname JKLEARNINGS and registered by a Domain Name Server (DNS). You will need to
choose a different IP address and hostname. The IBM Web Administration for iSeries interface
provides the IP addresses used by your iSeries system in the IP Address list; however, you
will need to provide the hostname associated with the address you choose.

10. Enter a port number in the Port column.

Example: 443

Note: Specify a port number other than the one currently being used for your HTTP Server
(powered by Apache) to maintain an SSL and non-SSL Web site.
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1.

12.

13.

Click Add under the Virtual host containers table in the Named host column.

Note: This is a table within the Named virtual hosts table in the Named host column.
Enter the fully qualified server hostname for the virtual host in the Server name column.
Example: www.JKLEARNINGS.org

Note: Make sure the server hostname you enter is fully qualified and associated with the IP address
you selected.

Enter a document root for the virtual host index file or welcome file in the Document root column.
Example: /www /jkltest/earnings/

Note: You are specifying a document root that will be created below. Remember the document root
you have entered; you will be asked to enter the document root again when creating a new

directory.
14. Click Continue.
15. Click OK.

Set up Listen directive for virtual host

1. Expand Server Properties.

Click General Server Configuration.

Click the General Settings tab in the form.

Click Add under the Server IP addresses and ports to listen on table.

ok 0N

Select the IP address you entered for the virtual host in the IP address column.

Example: 9.5.61.288

6. Enter the port number you entered for the virtual host in the Port column.
Example: 443

7. Click Continue.

8. Click OK.

Set up the virtual host directories

Select the virtual host from the Server area list.
Expand HTTP Tasks and Wizards.

Click Add a Directory to the Web.

Click Next.

Select Static web pages and files.

Click Next.

Enter a directory name for the virtual host in the Name field.

No ok owd=

Example: /www /jkltest/earnings/
8. Click Next.
9. Enter an alias for the virtual host in the Alias field.
Example: /earnings/
10. Click Next.
11. Click Finish.

The document root and directory for the virtual host has been created.
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Set up password protection via authentication
1. Select the directory under the virtual host from the Sever area list.
Example: Directory /www /jkltest/earnings
Expand Server Properties.
Click Security.
Click the Authentication tab in the form.
Select Use OS/400 profile of client under User authentication method.
Enter Projected Earnings in the Authentication name or realm field.

No ok

Select Default server profile from the OS/400 user profile to process requests list under Related
information. When selected, the value %%SERVER%% will be placed in the field.

Click Apply.
9. Click the Control Access tab in the form.

10. Click All authenticated users (valid user name and password) under Control access based on who
is making the request.

11. Click OK.

©

Enable SSL for the virtual host

1. Select the virtual host from the Sever area list.

Example: Virtual Host *:443

Expand Server Properties.

Click Security.

Click the SSL with Certificate Authentication tab in the form.

Select Enable SSL under SSL.

Select QIBM_HTTP_SERVER_[server_name] from the Server certificate application name list.
Example: QIBM_HTTP_SERVER_JKLTEST

2

Note: Remember the name of the server certificate. You will need to select it again in the Digital
Certificate Manager.

7. Select Do not request client certificate for connection under Client certificates when establishing
the connection.

8. Click OK.

The HTTPS_PORT provides a specific environment variable value that is passed to CGI programs . This
field is not used in this scenario.

Associate system certificate with HTTP Server (powered by Apache)

The application name (created during the SSL process) is assigned a system certificate via the iSeries
Digital Certificate Manager (DCM). During the process of enabling SSL for a virtual host, an iSeries
server certificate must be assigned to the application name used when configuring SSL. This task is
accomplished via the Digital Certificate Manager interface (accessed from the iSeries Tasks screen). See
liSeries Digital Certificate Manager| for more information.

Note: The following steps will require a user profile with higher levels of authority than those
documented for the Webmaster profile. Web browsers will need to be restarted using the higher
authority profile to authenticate.

1. Click the Related Links tab.
2. Click Digital Certificate Manager.
3. Click Select a Certificate Store.
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Select *SYSTEM.

Click Continue.

Enter a password in the Certificate store password field.
Click Continue.

Click Manage Applications.

© N o oA

9. Select Update certificate assignment.
10. Click Continue.
11. Select Server.
12. Click Continue.
13. Select the appropriate application name.

Note: Select the application name created while enabling SSL for the virtual host directory.

Example: QIBM_HTTP_SERVER_JKLTEST
14. Click Update Certificate Assignment.
15. Select the appropriate certificate.

16. Click Assign New Certificate. This assigns the certificate to the application name selected in the
previous step.

Restart your HTTP Server (powered by Apache)
Select one of the following methods below:

Manage one server

1. Click the Manage tab.

Click the HTTP Servers subtab.

Select your HTTP Server from the Server list.
Click the Stop icon if the server is running.
Click the Start icon.

ok 0N

Manage all servers

1. Click the Manage tab.

Click the HTTP Servers subtab.

Select All Servers from the Server list.
Click the All HTTP Servers tab.

Select your HTTP Server name in the table.
Example: JKLTEST

Click Stop if the server is running.

7. Click Start.

ok wn

o

Note: If your HTTP Server (powered by Apache) does not start, see [“Troubleshoot” on page 758)

Test your HTTP Server (powered by Apache)

1. Start a new Web browser.

2. Enter https://[virtual_hostname_name]:[port] in the location or URL field.
Example: https:/ /www.JKLEARNINGS.org:443

You will be challenged for a user name and password. After entering an appropriate iSeries user name
and password, you will see a sample homepage (created by the Serve New Directory wizard) with the
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browser’s security padlock icon enabled. The padlock indicates that SSL is enabled.
View your HTTP Server (powered by Apache) configuration

Your configuration will look similar if you used the given example in this and previous examples.
1. Click the Manage tab.
2. Click the HTTP Servers subtab.
3. Select your HTTP Server (powered by Apache) from the Server list.
Example: JKLTEST
4. Expand Tools.
5. Click Display Configuration File.

LoadModule ibm_ss1 _module /QSYS.LIB/QHTTPSVR.LIB/QZSRVSSL.SRVPGM
Listen *:1975
Listen 9.5.61.228:443
DocumentRoot /www/jkltest/htdocs
ServerRoot /www/jkltest
Options -ExecCGI -FollowSymLinks -SymLinksIfOwnerMatch -Includes -IncludesNoExec -Indexes -MultiViews
NameVirtualHost 9.5.61.228:443
AccessFileName .htaccess
LogFormat "%h %1 %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined
LogFormat "%{Cookie}n \"%r\" %t" cookie
LogFormat "%{User-agent}i" agent
LogFormat "%{Referer}i -> %U" referer
LogFormat "%h %1 %u %t \"%r\" %>s %b" common
CustomLog logs/access_log combined
SetEnvIf "User-Agent" "Mozilla/2" nokeepalive
SetEnvIf "User-Agent" "JDK/1\.0" force-response-1.0
SetEnvIf "User-Agent" "Java/1\.0" force-response-1.0
SetEnvIf "User-Agent" "RealPlayer 4\.0" force-response-1.0
SetEnvIf "User-Agent" "MSIE 4\.0b2;" nokeepalive
SetEnvIf "User-Agent" "MSIE 4\.0b2;" force-response-1.0
DirectoryIndex index.html
<Directory />
Order Deny,Allow
Deny From all
</Directory>
<Directory /www/jkltest/htdocs>
Order Allow,Deny
Allow From all
</Directory>
<VirtualHost 9.5.61.228:443>
ServerName www.JKLEARNINGS.org
DocumentRoot /www/jkltest/earnings/
SSLEnable
SSLAppName QIBM_HTTP_SERVER_JKLTEST
SSLC1ientAuth None
<Directory /www/jkltest/earnings>
Order Allow,Deny
Allow From all
Require valid-user
PasswdFile %%SYSTEM%%
UserID %%SERVER%%
AuthType Basic
AuthName "Projected Earnings"
</Directory>
Alias /earnings/ /www/jkltest/earnings/
</VirtualHost>

JKL Toy Company enables single signon for HTTP Server (powered by
Apache)

This scenario discusses how to enable single signon for your HTTP Server (powered by Apache).
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Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -Id' for more information.

Important: This scenario is for OS/400 V5R2 or later. Enterprise Identity Mapping (EIM) is not
supported in OS/400 V5R1.

To learn more about Kerberos and network security on the iSeries, see INetwork authentication servicel

Scenario

The JKL Web administrator, John Day, wants to enable single signon for the JKL Toy Company network.
The network consists of several iSeries systems and a Windows 2000 server, where the users are
registered in Microsoft Windows Active Directory. Based on John Day’s research, he knows that Microsoft
Active Directory uses the Kerberos protocol to authenticate Windows users. John Day also knows that
0OS/400 provides a single signon solution based on an implementation of Kerberos authentication, called
network authentication service, in conjunction with Enterprise Identity Mapping (EIM).

While excited about the benefits of a single signon environment, John Day wants to thoroughly
understand single signon configuration and usage before using it across the entire enterprise.
Consequently, John Day decides to configure a test environment first.

After considering the various groups in the company, John Day decides to create the test environment for
the MYCO Order Receiving department, a subsidiary of JKL Toys. The employees in the Order Receiving
department use multiple applications, including HTTP Server, on one iSeries system to handle incoming
customer orders. John Day uses the Order Receiving department as a testing area to create a single
signon test environment that can be used to better understand how single signon works and how to plan
a single signon implementation across the JKL enterprise.

This scenario has the following advantages:

* Allows you to see some of the benefits of single signon on a small scale to better understand how you
can take full advantage of it before you create a large-scale, single signon environment.

* Provides you with a better understanding of the planning process required to successfully and quickly
implement a single signon environment across your entire enterprise.

As the network administrator at JKL Toy Company, John Day wants to create a small single signon test
environment that includes a small number of users and a single iSeries server, iSeries A. John Day wants
to perform thorough testing to ensure that user identities are correctly mapped within the test
environment. The first step is to enable a single signon environment for OS/400 and applications on
iSeries A, including the HTTP Server (powered by Apache). After implementing the configuration
successfully, John Day eventually wants to expand the test environment to include the other systems and
users in the JKL enterprise.

The objectives of this scenario are as follows:

¢ The iSeries system, known as iSeries A, must be able to use Kerberos within the MYCO.COM realm to
authenticate the users and services that are participating in this single signon test environment. To
enable the system to use Kerberos, iSeries A must be configured for network authentication service.

¢ The directory server on iSeries A must function as the domain controller for the new EIM domain.
Note: Two types of domains play key roles in the single signon environment: an EIM domain and

a Windows 2000 domain. Although both of these terms contain the word domain, these
entities have very different definitions.
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Use the following descriptions to understand the differences between these two types of domains. For
more information about these terms, see the [EIM| and [Network authentication servicd topics.

EIM domain

An EIM domain is a collection of data, which includes the EIM identifiers, EIM associations,
and EIM user registry definitions that are defined in that domain. This data is stored in a
Lightweight Directory Access Protocol (LDAP) server, such as the IBM Directory Server for
iSeries, which can run on any system in the network defined in that domain. Administrators
can configure systems (EIM clients), such as OS/400, to participate in the domain so that
systems and applications can use domain data for EIM lookup operations and identity
mapping. To find out more about an EIM domain, see

Windows 2000 domain

In the context of single signon, a Windows 2000 domain is a Windows network that contains
several systems that operate as clients and servers, as well as a variety of services and
applications that the systems use. The following are some of the components pertinent to single
signon that you may find within a Windows 2000 domain:

— Realm

A realm is a collection of machines and services. The main purpose of a realm is to
authenticate clients and services. Each realm uses a single Kerberos server to manage the
principals for that particular realm.

— Kerberos server

A Kerberos server, also known as a key distribution center (KDC), is a network service that
resides on the Windows 2000 server and provides tickets and temporary session keys for
network authentication service. The Kerberos server maintains a database of principals
(users and services) and their associated secret keys. It is composed of the authentication
server and the ticket granting server. A Kerberos server uses Microsoft Windows Active
Directory to store and manage the information in a Kerberos user registry.

— Microsoft Windows Active Directory

Microsoft Windows Active Directory is an LDAP server that resides on the Windows 2000
server along with the Kerberos server. The Active Directory is used to store and manage the
information in a Kerberos user registry. Microsoft Windows Active Directory uses Kerberos
authentication as its default security mechanism. Therefore, if you are using Microsoft Active
Directory to manage your users, you are already using Kerberos technology.

* One user profile on iSeries A and one Kerberos principal must each be mapped to a single EIM
identifier.

* A Kerberos service principal must be used to authenticate the user to the IBM HTTP Server for iSeries.
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Details

The following figure illustrates the network environment for this scenario:

realm = MYCO.COM

Windows 2000
servar EIM domain controller

ISEriesa. myco.com

kdc1.myco.com

EIM identifier
John Day

Windows 1D | jday
iSeries A user profile | JOHND

The figure illustrates the following points relevant to this scenario.

EIM domain data defined for the enterprise

* An EIM domain called MyCoEimDomain.

* An EIM registry definition for iSeries A called ISERIESA.MYCO.COM.

* An EIM registry definition for the Kerberos registry called MYCO.COM.

* An EIM identifier called John Day. This identifier uniquely identifies John Day, the administrator for
MyCo.

* A source association for the jday Kerberos principal on the Windows 2000 server.
* A target association for the JOHND user profile on iSeries A to access HTTP Server.

Windows 2000 server

* Acts as the Kerberos server (kdc1.myco.com), also known as a key distribution center (KDC), for the
network.

e The default realm for the Kerberos server is MYCO.COM.

* A Kerberos principal of jday is registered with the Kerberos server on the Windows 2000 server. This
principal will be used to create a source association to the EIM identifier, John Day.

iSeries A
* Runs OS/400 Version 5 Release 2 (V5R2) with the following options and licensed products installed:
— IBM HTTP Server for iSeries
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- 0OS/400 Host Servers
Qshell Interpreter

iSeries Access for Windows

Cryptographic Access Provider

The IBM Directory Server for iSeries (LDAP) on iSeries A will be configured to be the EIM domain
controller for the new EIM domain, MyCoEimDomain. iSeries A participates in the EIM domain,
MyCoEimDomain.

The principal name for iSeries A is krbsor400/iseriesa.myco.com@MYCO.COM.
The principal name for the HTTP Server on iSeries A is HI'TP/iseriesa.myco.com@MYCO.COM.

The user profile of JOHND exists on iSeries A. You will create a target association between this user
profile and the EIM identifier, John Day.

The home directory for the OS/400 user profile, JOHND, (/home/JOHND) is defined on iSeries A.

Client PC used for single signon administration

Runs Microsoft Windows 2000 operating system.

Runs V5R?2 iSeries Access for Windows.

Runs iSeries Navigator with the following subcomponents installed:
— Network

— Security

Serves as the primary logon system for administrator John Day.
Configured to be part of the MYCO.COM realm (Windows domain).

Prerequisites

Successful implementation of this scenario requires that the following assumptions and prerequisites are
met:

1.
2.

It is assumed you have read [“Scenarios for HTTP Server” on page 68)

All system requirements, including software and operating system installation, have been verified.

Ensure that all the necessary licensed programs are installed. To verify that the licensed programs
have been installed, complete the following:

a. In iSeries Navigator, expand your iSeries server » Configuration and Service » Software -
Installed Products.

All necessary hardware planning and setup is complete.
TCP/IP and basic system security are configured and tested on each system.

The directory server and EIM are not previously configured on iSeries A.

Note: Instructions in this scenario are based on the assumption that the directory server has not been
previously configured on iSeries A. However, if you have previously configured the directory
server, you can still use these instructions with only slight differences. These differences are
noted in the appropriate places within the configuration steps.

A single DNS server is used for host name resolution for the network. Host tables are not used for
host name resolution.

Note: The use of host tables with Kerberos authentication may result in name resolution errors or
other problems.

Configuration steps:

Note: Before you implement this scenario, you need to thoroughly understand the concepts related to

single signon, including network authentication service and Enterprise Identity Mapping (EIM).
See the following information to learn about the terms and concepts related to single signon:
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* [Enterprise Identity Mapping (EIM)|

* Network authentication service|

These are the configuration steps John Day completed. Follow these configuration steps to enable a single
signon environment for your iSeries server.

[“Step 1: Planning work sheet”|

“Step 2: Create a basic single signon configuration for iSeries A” on page 104

“Step 3: Add principal names to the KDC” on page 106|
“Step 4: Add Kerberos keytab” on page 106
“Step 5: Create home directory for John Day on iSeries A” on page 107]

“Step 6: Test network authentication service configuration on iSeries A” on page 107]
“Step 7: Create EIM identifier for John Day” on page 108]
“Step 8: Create a source association and target association for the new EIM identifier” on page 109

“Step 9: Configure iSeries Access for Windows applications to use Kerberos authentication” on page
109

[Step 10: Add iSeries A to and existing EIM domain” on page 109
[“Step 11: Configure HTTP Server for single sienon” on page 110|

[“Step 12: (Optional) Post configuration considerations” on page 111|

Step 1: Planning work sheet:

The following planning work sheets are tailored to fit this scenario. These planning work sheets
demonstrate the information that you need to gather and the decisions you need to make to prepare the
single signon implementation described by this scenario. To ensure a successful implementation, you
must be able to answer Yes to all prerequisite items in the work sheet and be able to gather all the
information necessary to complete the work sheets before you perform any configuration tasks.

Table 9. Single signon prerequisite work sheet

Prerequisite work sheet Answers

Are you running OS/400 at version V5R2 or higher? Yes

Are the following options and licensed products installed | Yes
on iSeries A?

* (OS/400 Host Servers
* Qshell Interpreter
e iSeries Access for Windows

* Cryptographic Access Provider

Have you installed an application that is enabled for Yes
single signon on each of the PCs that will participate in
the single signon environment?

Note: For this scenario, all of the participating PCs have
iSeries Access for Windows installed and iSeries A has
the HTTP Server for iSeries installed.

Is iSeries Navigator installed on the administrator’s PC? | Yes

* Is the Security subcomponent of iSeries Navigator
installed on the administrator’s PC?

* Is the Network subcomponent of iSeries Navigator
installed on the administrator’s PC?

Have you installed the latest iSeries Access for Windows | Yes

service pack? See 'la’ for the latest

service pack.
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Table 9. Single signon prerequisite work sheet (continued)

Prerequisite work sheet

Answers

Do you, the administrator, have *SECADM, *ALLOB],
and *JIOSYSCFG special authorities?

Yes

Do you have one of the following systems in the
network acting as the Kerberos server (also known as the
KDQ)? If yes, specify which system.

1. Windows 2000 Server
Note: Microsoft Windows 2000 Server uses Kerberos
authentication as its default security mechanism.

Windows Server 2003
0OS/400 PASE
AIX® server

zSeries®

AN A

Yes, Windows 2000 Server

Are all your PCs in your network configured in a
Windows (R) 2000 domain?

Yes

Have you applied the latest program temporary fixes
(PTFs)?

Yes

Is the iSeries system time within 5 minutes of the system
time on the Kerberos server? If not see

Yes

You need this information to configure EIM and network authentication service to create a single signon

test environment.

Table 10. Single signon configuration planning work sheet for iSeries A.

Use the following information to complete the EIM Configuration wizard. The information in this work sheet correlates
with the information you need to supply for each page in the wizard:

Configuration planning work sheet for iSeries A

Answers

How do you want to configure EIM for your system?
* Join an existing domain

* Create and join a new domain
Note: This option allows you to configure the current
system’s directory server as the EIM domain controller
when the directory server is not already configured as
the EIM domain controller.

Create and join a new domain

Note: This will configure the directory server on the
same system on which you are currently configuring
EIM.

Do you want to configure network authentication
service?

Note: You must configure network authentication service
to configure single signon.

Yes

The Network Authentication Service wizard launches from the EIM Configuration wizard. Use the following
information to complete the Network Authentication Service wizard:
Note: You can launch the Network Authentication Service wizard independently of the EIM Configuration wizard.

What is the name of the Kerberos default realm to which
your iSeries will belong?

Note: A Windows 2000 domain is similar to a Kerberos
realm. Microsoft Windows Active Directory uses
Kerberos authentication as its default security
mechanism.

MYCO.COM

Are you using Microsoft Active Directory?

Yes
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Table 10. Single signon configuration planning work sheet for iSeries A (continued).

Use the following information to complete the EIM Configuration wizard. The information in this work sheet correlates
with the information you need to supply for each page in the wizard:

Configuration planning work sheet for iSeries A

Answers

What is the Kerberos server, also known as a key
distribution center (KDC), for this Kerberos default
realm? What is the port on which the Kerberos server
listens?

KDC: kdc1.myco.com
Port:88

Note: This is the default port for the Kerberos server.

Do you want to configure a password server for this
default realm? If yes, answer the following questions:

What is name of the password server for this Kerberos
server? What is the port on which the password server
listens?

Yes
Password server: kdcl.myco.com
Port: 464

Note: This is the default port for the Kerberos server.

For which services do you want to create keytab entries?
* OS/400 Kerberos Authentication

* LDAP

* iSeries IBM HTTP Server for iSeries

* iSeries NetServer"

0OS/400 Kerberos Authentication
Note: A keytab entry for HTTP Server must be done
manually as described later in the configuration steps.

What is the password for your service principal or
principals?

iseriesal23

Note: Any and all passwords specified in this scenario
are for example purposes only. To prevent a compromise
to your system or network security, never use these
passwords as part of your own configuration.

Do you want to create a batch file to automate adding
the service principals for iSeries A to the Kerberos
registry?

Yes

Do you want to include passwords with the OS/400
service principals in the batch file?

Yes

As you exit the Network Authentication Service wizard, you will return to the EIM Configuration wizard. Use the
following information to complete the EIM Configuration wizard:

Specify user information for the wizard to use when
configuring the directory server. This is the connection
user. You must specify the port number, administrator
distinguished name, and a password for the
administrator.

Note: Specify the LDAP administrator’s distinguished
name (DN) and password to ensure the wizard has
enough authority to administer the EIM domain and the
objects in it.

Port: 389

Distinguished name: cn=administrator

Password: mycopwd
Note: Any and all passwords specified in this scenario
are for example purposes only. To prevent a compromise

to your system or network security, do not use these
passwords as part of your own configuration.

What is the name of the EIM domain that you want to | MyCoEimDomain
create?
Do you want to specify a parent DN for the EIM No

domain?

Which user registries do you want to add to the EIM
domain?

Local OS/400--ISERIESA.MYCO.COM
Kerberos--MYCO.COM

Note: The Kerberos principals stored on the Windows
2000 server are not case sensitive; therefore do not select
Kerberos user identities are case sensitive.
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Table 10. Single signon configuration planning work sheet for iSeries A (continued).

Use the following information to complete the EIM Configuration wizard. The information in this work sheet correlates
with the information you need to supply for each page in the wizard:

Configuration planning work sheet for iSeries A

Answers

Which EIM user do you want iSeries A to use when
performing EIM operations? This is the system user
Note: If you have not configured the directory server
prior to configuring single signon, the only distinguished
name (DN) you can provide for the system user is the
LDAP administrator’s DN and password.

User type: Distinguished name and password

User: cn=administrator

Password: mycopwd
Note: Any and all passwords specified in this scenario
are for example purposes only. To prevent a compromise

to your system or network security, never use these
passwords as part of your own configuration.

required for configuring single signon:

After you complete the EIM Configuration wizard, use the following information to complete the remaining steps

What is the OS/400 user profile name for the user?

JOHND

What is the name of the EIM identifier that you want to
create?

John Day

What kinds of associations do you want to create?

Source association: Kerberos principal jday
Target association: OS/400 user profile JOHND

What is the name of the user registry that contains the
Kerberos principal for which you are creating the source
association?

MYCO.COM

What is the name of the user registry that contains the
0S/400 user profile for which you are creating the target
association?

ISERIESA.MYCO.COM

Step 2: Create a basic single signon configuration for /Series A

You need to create a basic single signon configuration using the iSeries Navigator. The EIM configuration
wizard will assist in the configuration process. Use the information from your planning work sheets to
configure EIM and network authentication service on iSeries A.

Note: For more information about EIM, see the [EIM concepts| topic.

Start iSeries Navigator.

ook wn =

Expand iSeries A » Network »> Enterprise Identity Mapping.

Right-click Configuration and select Configure to start the EIM Configuration wizard.
On the Welcome page, select Create and join a new domain. Click Next.

On the Specify EIM Domain Location page, select On the local Directory server.
Click Next and the Network Authentication Service wizard is displayed.

Note: The Network Authentication Service wizard only displays when the system determines that
you need to enter additional information to configure network authentication service for the

single signon implementation.

7. Complete these tasks to configure network authentication service:

a. On the Configure Network Authentication Service page, select Yes.

Note: This launches the Network Authentication Service wizard. With this wizard, you can
configure several OS/400 interfaces and services to participate in the Kerberos realm.
b. On the Specify Realm Information page, enter MYCO.COM in the Default realm field and select
Microsoft Active Directory is used for Kerberos authentication. Click Next.
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10.

11.

c. On the Specify KDC Information page, enter kdc1.myco.com in the KDC field and enter 88 in the
Port field. Click Next.

d. On the Specify Password Server Information page, select Yes. Enter kdcl.myco.com in the
Password server field and 464 in the Port field. Click Next.

e. On the Select Keytab Entries page, select 0S/400 Kerberos Authentication. Click Next.

On the Create 0S/400 Keytab Entry page, enter and confirm a password, and click Next. For
example, iSeries A123. This password will be used when iSeries A is added to the Kerberos server.

—n

Note: Any and all passwords specified in this scenario are for example purposes only. To prevent
a compromise to your system or network security, never use these passwords as part of
your own configuration
g. On the Create Batch File page, select Yes, specify the following information, and click Next:
* Batch file: Add the text iSeries A to the end of the default batch file name. For example,
C:\Documents and Settings\A11 Users\Documents\IBM\Client Access\NASConfigiSeries A.bat.

* Select Include password: This ensures that all passwords associated with the OS/400 service
principal are included in the batch file. It is important to note that passwords are displayed in
clear text and can be read by anyone with read access to the batch file. Therefore, it is
recommended that you delete the batch file from the Kerberos server and from your PC
immediately after use.

Note: If you do not include the password, you will be prompted for the password when the
batch file is run.

h. On the Summary page, review the network authentication service configuration details. Click
Finish to complete the Network Authentication Service wizard and return to the EIM
Configuration wizard.

On the Configure Directory Server page, enter the following information, and click Next:

Note: If you configured the directory server before you started this scenario, you will see the
Specify User for Connection page instead of the Configure Directory Server page. In that
case, you must specify the distinguished name and password for the LDAP administrator.

 Port: 389
* Distinguished name: cn=administrator

* Password: mycopwd

Note: Any and all passwords specified in this scenario are for example purposes only. To prevent a
compromise to your system or network security, never use these passwords as part of your
own configuration.

On the Specify Domain page, enter the name of the domain in the Domain field, and click Next.
For example, MyCoEimDomain.

On the Specify Parent DN for Domain page, select No, and click Next.

Note: If the directory server is active, a message is displayed that indicates you need to end and
restart the directory server for the changes to take effect. Click Yes to restart the directory
server.

On the Registry Information page, select Local OS/400 and Kerberos, and click Next.

Note:
* Registry names must be unique to the domain.

* You can enter a specific registry definition name for the user registry if you want to use a
specific registry definition naming plan. However, for this scenario you can accept the
default values.
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12. On the Specify EIM System User page, select the user for the operating system to use when
performing EIM operations on behalf of operating system functions, and click Next:

Note: Because you did not configure the directory server prior to performing the steps in this
scenario, the only distinguished name (DN) that you can choose is the LDAP administrator’s
DN.

* User type: Distinguished name and password
¢ Distinguished name: cn=administrator
* Password: mycopwd

Note: Any and all passwords specified in this scenario are for example purposes only. To prevent a
compromise to your system or network security, never use these passwords as part of your
own configuration.

13. On the Summary page, confirm the EIM configuration information. Click Finish.
Step 3: Add principal names to the KDC

To add the iSeries system to the Windows 2000 KDC, use the documentation for your KDC that describes
the process of adding principals. By convention, the iSeries system name can be used as the username.
Add the following principal names to the KDC:

krbsvr400/iSeriesA.ordept.myco.com@ORDEPT.MYCO.COM
HTTP/iseriesa.myco.com@MYCO.COM

On a Windows 2000 server, follow these steps:

1. Use the Active Directory Management tool to create a user account for the iSeries system (select the
Users folder, right-click, select New, then select User.) Specify iSeriesA as the Active Directory user
and HTTPiSeriesA as the service principal for HTTP.

2. Access the properties on the Active Directory user iSeriesA and the service principal HTTPiSeriesA.
From the Account tab, select the Account is trusted for delegation. This will allows the HTTPiSeriesA
service principal to access other services on behalf of a signed-in user.

3. Map the user account to the principal by using the ktpass command. This needs to be done twice.
Once for iSeriesa and once for HTTPiSeriesA. The ktpass tool is provided in the Service Tools folder on
the Windows 2000 Server installation CD. To map the user account, open the ktpass command
window and enter the following;:

ktpass -princ krbsvr400/iSeriesA.ordept.myco.com@ORDEPT.MYCO.COM -mapuser iSeries A -pass iseriesal?3
Then add the HTTP Server to the KDC:

ktpass -princ HTTP/iseriesa.myco.com@MYCO.COM -mapuser iSeries A -pass iseriesal23

For HTTP, an additional step (setspn - set service principal name) is required after the ktpass is done:
SETSPN -A HTTP/iseriesA.myco.com@MYCO.COM HTTPiSeriesA

Note: The value iseriesal23 is the password that you specified when you configured network
authentication service. Any and all passwords used within this scenario are for example
purposes only. Do not use the passwords during an actual configuration.

Step 4: Add Kerberos keytab

You need keytab entries for authentication purposes as well as for generating the authorization identity.
The network authentication service (the OS/400 implementation of the Kerberos protocol) wizard creates
a keytab entry for iSeriesA, however a keytab for HTTP must be manually created. The wizard is only
able to create keytab entries for the system and certain applications that the code is aware are
Kerberos-enabled. The network authentication service wizard configures network authentication service
(Kerberos) for you. The wizard is called by the EIM wizard if you have not already configure network
authentication service on the system or if your network authentication service configuration is not
complete.
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The kinit command is used to initiate Kerberos authentication. A Kerberos ticket-granting ticket (TGT) is
obtained and cached for the HTTP Server principal. Use kinit to perform the ticket exchange for the
HTTP Server principal. The ticket is cached for reuse.

1. Start a 5250 session on iSeries A.

Type QSH.

Type keytab add HTTP/iseriesa.myco.com.

Type iseries123 for the password.

Type iseries123 again to confirm the password.

2 A

Type keytab Tist.

Note: The keytab list command lists the keytab information on your iSeries server.

7. Now test the password entered in the keytab to make sure it matches the password used for this
service principal on the KDC. Do this with the following command: kinit -k HTTP/iseriesa.myco.com
The -k option tells the kinit command not to prompt for a password; only use the password that is in
the keytab. If the kinit command fails, it is likely that different passwords were used on either the
ktpass command done on the Windows Domain controller or on the keytab command entered in QSH.

8. Now test the iSeries Kerberos authentication to make sure the keytab password is the same as the
password stored in the KDC. Do this with the following command: kinit -k krbsvr400/
iseriesa.myco.com

Note: The Network Authentication Service wizard created this keytab entry.
9. Type klist.

Note: If the kinit command returns without errors, then klist will show your ticket cache.
Step 5: Create home directory for John Day on iSeries A

You need to create a directory in the /home directory to store your Kerberos credentials cache. To create
a home directory, complete the following:

1. Start a 5250 session on iSeries A.
2. Type QSH.

3. On a command line, enter: CRTDIR "/home/user profile’ where user profile is your OS/400 user profile
name. For example: CRTDIR "/home/[OHND’.

Step 6: Test network authentication service configuration on iSeries A

Now that you have completed the network authentication service configuration tasks for iSeries A, you
need to test that your configuration. You can do this by requesting a ticket-granting ticket for the HTTP
principal name, HTTP/iseriesa.myco.com.

To test the network authentication service configuration, complete these steps:

Note: Ensure that you have created a home directory for your OS/400 user profile before performing this
procedure.

1. On a command line, enter QSH to start the Qshell Interpreter.

2. Enter keytab Tist to display a list of principals registered in the keytab file. In this scenario,
HTTP/iseriesa.myco.com@MYCO.COM displays as the principal name for iSeries A.

3. Enter kinit -k HTTP/iseriesa.myco.com@MYCO.COM. If this is successful, then the kinit command is
displayed without errors.

4. Enter klist to verify that the default principal is HTTP/iseriesa.myco.com@MYCO.COM.
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Step 7: Create EIM identifier for John Day

Now that you have performed the initial steps to create a basic single signon configuration, you can
begin to add information to this configuration to complete your single signon test environment. You need
to create the EIM identifier that you specified in [“Step 1: Planning work sheet” on page 101} In this
scenario, this EIM identifier is a name that uniquely identifies John Day in the enterprise.

To create an EIM identifier, follow these steps:
1. Start iSeries Navigator.

2. Expand iSeries A » Network » Enterprise Identity Mapping » Domain Management »
MyCoEimDomain

Note: If the domain is not listed under Domain Management, you may need to[add the domain| You
may be prompted to connect to the domain controller. In that case, the Connect to EIM
Domain Controller dialog is displayed. You must connect to the domain before you can
perform actions in it. To connect to the domain controller, provide the following information
and click OK:

* User type: Distinguished name

* Distinguished name: cn=administrator

* Password: mycopwd

Note: Any and all passwords specified in this scenario are for example purposes only. To prevent a
compromise to your system or network security, never use these passwords as part of your
own configuration.

3. Right-click Identifiers and select New Identifier....

4. On the New EIM Identifier dialog, enter a name for the new identifier in the Identifier field, and
click OK. For example, John Day.

Step 8: Create a source association and target association for the new EIM
identifier

You must create the appropriate associations between the EIM identifier and the user identities that the
person represented by the identifier uses. These identifier associations, when properly configured, enable
the user to participate in a single signon environment.

In this scenario, you need to create two identifier associations for the John Day identifier:

* A source association for the jday Kerberos principal, which is the user identity that John Day, the
person, uses to log in to Windows and the network. The source association allows the Kerberos
principal to be mapped to another user identity as defined in a corresponding target association.

* A target association for the JOHND OS/400 user profile, which is the user identity that John Day, the
person, uses to log in to iSeries Navigator and other OS/400 applications on iSeries A. The target
association specifies that a mapping lookup operation can map to this user identity from another one
as defined in a source association for the same identifier.

Now that you have created the John Day identifier, you need to create both a source association and a
target association for it.

To create a source association between the Kerberos principal jday identifier, follow these steps:
1. Start iSeries Navigator.

2. Expand iSeries A » Enterprise Identity Mapping » Domain Management » MyCoEimDomain -
Identifiers

3. Right-click John Day, and select Properties.
4. On the Associations page, click Add.
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5. In the Add Association dialog, specify or click Browse... to select the following information, and
click OK:

* Registry: MYCO.COM
 User: jday
* Association type: Source
6. Click OK to close the Add Association dialog.

To create a target association between the OS/400 user profile and the John Day identifier, follow
these steps:

7. On the Associations page, click Add.

8. On the Add Association dialog, specify or Browse... to select the following information, and click
OK:

* Registry: iSeriesA.MYCO.COM
* User: JOHND

Note: The default behavior in V5R2 is to create the Kerberos registry as case sensitive. The user
value entered here must be the same case as the user in Active Directory.

* Association type: Target
9. Click OK to close the Add Association dialog.
10. Click OK to close the Properties dialog.

Step 9: Configure iSeries Access for Windows applications to use Kerberos
authentication

You must use Kerberos to authenticate before you can use iSeries Navigator to access iSeries A. Therefore,
from your PC, you need to configure iSeries Access for Windows to use Kerberos authentication. Jay Day
will use iSeries Access to monitor the status of the iSeries HTTP Server and monitor the other activities
on the iSeries.

To configure iSeries Access for Windows applications to use Kerberos authentication, complete the
following steps:

1. Log on to the Windows 2000 domain by logging on to your PC.
2. In iSeries Navigator on your PC, right-click iSeries A and select Properties.

3. On the Connection page, select Use Kerberos principal name, no prompting. This will allow iSeries
Access for Windows connections to use the Kerberos principal name and password for authentication.

4. A message is displayed that indicates you need to close and restart all applications that are currently
running for the changes to the connection settings to take effect. Click OK. Then, end and restart
iSeries Navigator.

Step 10: Add iSeries A to and existing EIM domain:

The iSeries server does not require mapping, per the EIM configuration, as it is not a signon-type entity.
You do, however, have to add the iSeries server to an existing EIM domain.

Note: IF EIM resides on the same iSeries server as the HTTP Server, then skip this step.
Start iSeries Navigator.

Expand iSeries A » Enterprise Identity Mapping > Configuration.

Click Configure system for EIM.

Click Join an existing domain. Click Next.

Type iseriesa.myco.com in the Domain controller name field.

Type 389 in the Port field. Click Next.

Select Distinguished name and password from the User type field.

No oo kowbd=
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8. Type cn=administrator in the Distinguished name field.
9. Type mycopwd in the Password field.
10. Type mycopwd in the Confirm password field. Click Next.
11. Select MyCoEimDomain from the Domain column. Click Next.
12. Select iseriesa.myco.com for Local OS/400 and kdc1.myco.com for Kerberos.
13. Select Kerberos user identities are case sensitive. Click Next.
14. Select Distinguished name and password from the User type list.
15. Type cn=administrator in the Distinguished name field.
16. Type mycopwd in the Password field.
17. Type mycopwd in the Confirm password field. Click Next.
18. Review the information and click Finish.

Step 11: Configure HTTP Server for single signon

After the basic test environment is working, John Day configures the HTTP Server to participate in the
single signon environment. Once single signon is enabled, John Day can access the HTTP Server without
being prompted for a user ID and password after signing on to the Windows environment

To set up Kerberos for your HTTP Server, complete the following steps:
1. Start the IBM Web Administration for iSeries interface.
2. Click the Manage tab.
Click the HTTP Servers subtab.
Select the HTTP Server (powered by Apache) you want to work with from the Server list.

o ko

area list.

Expand Server Properties.

Click Security.

Click the Authentication tab.

Select Kerberos under User authentication method.

Select the resource from the server area (a directory or a file) you want to work with from the Server

©C 0 ®»NO

Select enable or disable to match the source user identity (user ID) associated with the server ticket
with an iSeries system profile defined in a target association. If enabled when Kerberos is specified
for the AuthType directive, the server will use EIM to attempt to match the user ID associated with

the server ticket with an iSeries system profile. If there is no appropriate target association for an
iSeries system profile, the HTTP request will fail.

11. Click Apply.

Restart the HTTP Server (powered by Apache) instance to use your new Kerberos settings.
Your configuration file will now include new code for the Kerberos options you selected.
Note: These examples are used as reference only. Your configuration file may differ from what is shown.

Processing requests using client’s authority is Disable:

<Directory />
Order Deny,Allow
Deny From all
Require valid-user
PasswdFile %%KERBEROS%%
AuthType Kerberos
</Directory>

Processing requests using client’s authority is Enabled:
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<Directory />
Order Deny,Allow
Deny From all
Require valid-user
PasswdFile %%KERBEROS%%
UserID %%CLIENT%%
AuthType Kerberos
</Directory>

Note: If your Directory or File server area does not contain any control access restrictions, perform the
following steps:

1.

11.
12.

13.
14.

© N oA~ OD

Start the IBM Web Administration for iSeries interface.

Click the Manage tab.

Click the HTTP Servers subtab.

Select your HTTP Server (powered by Apache) from the Server list.
Select the server area you want to work with from the Server area list.
Expand Server Properties.

Click Security.

Click the Control Access tab.

Select Deny then allow from the Order for evaluating access list.
Select Deny access to all, except the following.

Click Add under the Specific allowed client hosts table.

Type *jkl.com under the Domain name or IP address column to allow clients in the JKL
domain to access the resource.

Note: You should type the domain name or IP address of your server. If you do not, no client
is allowed access to the resources.

Click Continue.
Click OK.

Step 12: (Optional) Post configuration considerations:

Now that you finished this scenario, the only EIM user you have defined that EIM can use is the
Distinguished Name (DN) for the LDAP administrator. The LDAP administrator DN that you specified
for the system user on iSeries A has a high level of authority to all data on the directory server. Therefore,
you might consider creating one or more DNs as additional users that have more appropriate and limited
access control for EIM data. The number of additional EIM users that you define depends on your
security policy’s emphasis on the separation of security duties and responsibilities. Typically, you might
create at least the two following types of DNss:

e A user that has EIM administrator access control

This EIM administrator DN provides the appropriate level of authority for an administrator who is
responsible for managing the EIM domain. This EIM administrator DN could be used to connect to the
domain controller when managing all aspects of the EIM domain by means of iSeries Navigator.

At least one user that has all of the following access controls:

— Identifier administrator

— Registry administrator

- EIM mapping operations

This user provides the appropriate level of access control required for the system user that performs
EIM operations on behalf of the operating system.

Note: To use the new DN for the system user instead of the LDAP administrator DN, you must change
the EIM configuration properties for the system user on each system.
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JKL Toy Company configures an in-process JSP with ASF Tomcat on
HTTP Server (powered by Apache)

This scenario discusses how to configure ASF Tomcat to use an in-process JSP.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -lﬁ’ for more information.

Scenario

The JKL Toy Company (a fictitious company) wants to take an existing Java server page (JSP) named
date.jsp and enable it to run in-process using the ASF Tomcat servlet engine with the HTTP Server
(powered by Apache). The Basic ASF Tomcat Server wizard is used to modify the existing Web server
configuration called JKLTEST and create new workers.properties, server.xml, and web.xml configuration
files.

Prerequisites

* It is assumed you have read [“Scenarios for HTTP Server” on page 68)

* It is assumed you have read and completed [“JKL Toy Company creates an HTTP Server (powered by]
[Apache)” on page 69 or you have an existing HI'TP Server (powered by Apache) configuration.

* It is assumed you have read [“User profiles and required authorities for HTTP Server” on page 40)

* It is assumed you have a usable JSP.

Start the IBM Web Administration for iSeries interface

Note: Enter your [Webmaster user profile username and password| when prompted.

1. Start a[Web browser

2. Enter http://[iSeries_hostname]:2001 in the location or URL field .
Example: http:/ /jkl_server:2001

Note: If you have [changed your port number for the IBM Web Administration for iSeries interface}
replace port 2001 with your port number.

3. Click IBM HTTP Server for iSeries.

Note: If the IBM Web Administration for iSeries interface does not start, see [‘Install and test the HTTP)|
Server” on page 125.|

Set up ASF Tomcat for your HTTP Server (powered by Apache)
1. Click the Manage tab.
2. Click the HTTP Servers subtab.
3. Select your HTTP Server (powered by Apache) from the Server list.
Example: JKLTEST
Select Global configuration from the Server area list.
Expand HTTP Tasks and Wizards.
Click Servlet and JSP Enablement.
Click Next.

N o o~

Note: If you have used the Servlet and JSP Enablement wizard prior to this scenario, the wizard
will reset all values to the wizard default. Click Next to continue.
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8. Select I want to use a servlet or Java Server Page (JSP), and I either already have them or will
provide them later.

9. Click Next.
10. Select I want to use a Java Server Page (JSP). I already have a JSP file or will provide it later.
11. Click Next.
12. Click Finish.

Place your JSP file in the Web applications directory

Using a file transfer method such as iSeries Navigator, Netserver mapped drives, or FIP, transfer your
JSP file to your HTTP Server (powered by Apache) /www/[server_namel/webapps/app1/ directory.

Example: /www/jkltest/webapps/appl/

Note: All Java servlet class files supporting the JSP should be placed in /www/[server_namel/webapps/
app1l/WEB-INF/classes/ directory.

Example: /www /jkltest/webapps/appl/WEB-INF/classes/
Restart your HTTP Server (powered by Apache)
Select one of the following methods below:

Manage one server

1. Click the Manage tab.

Click the HTTP Servers subtab.

Select your HTTP Server from the Server list.
Click the Stop icon if the server is running.
Click the Start icon.

ok 0N

Manage all servers

1. Click the Manage tab.

Click the HTTP Servers subtab.

Select All Servers from the Server list.
Click the All HTTP Servers tab.

Select your HTTP Server name in the table.
Example: JKLTEST

Click Stop if the server is running.

7. Click Start.

ok 0N

o

Note: If your HTTP Server (powered by Apache) does not start, see [“Troubleshoot” on page 758]

Test your HTTP Server (powered by Apache)

1. Start a new Web browser.

2. Enter http://[iSeries_hostnamel:[portl/app1/[JSP_name.jsp] in the location or URL field.
Example: http:/ /jkl_server:1975/appl/date.jsp

Your JSP file will be displayed.
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View your HTTP Server (powered by Apache) configuration

Your configuration will look similar if you used the given example in this and previous examples.

1.
2.
3.

4.
5.

Click the Manage tab.

Click the HTTP Servers subtab.

Select your HTTP Server (powered by Apache) from the Server list.
Example: JKLTEST

Expand Tools.

Click Display Configuration File.

LoadModule jk_module /QSYS.LIB/QHTTPSVR.LIB/QZTCJK.SRVPGM
Listen %:1975

DocumentRoot /www/jkltest/htdocs

ServerRoot /www/jkltest
Options -ExecCGI -FolTowSymLinks -SymLinksIfOwnerMatch -Includes -IncludesNoExec -Indexes -MultiViews
HotBackup Off

LogFormat "%h %1 %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined
LogFormat "%{Cookie}n \"%r\" %t" cookie

LogFormat "%{User-agent}i" agent

LogFormat "%{Referer}i -> %U" referer

LogFormat "%h %1 %u %t \"%r\" %>s %b" common

CustomLog logs/access_log combined

SetEnvIf "User-Agent" "Mozilla/2" nokeepalive

SetEnvIf "User-Agent" "JDK/1\.0" force-response-1.0
SetEnvIf "User-Agent" "Java/1\.0" force-response-1.0
SetEnvIf "User-Agent" "RealPlayer 4\.0" force-response-1.0
SetEnvIf "User-Agent" "MSIE 4\.0b2;" nokeepalive

SetEnvIf "User-Agent" "MSIE 4\.0b2;" force-response-1.0
JkWorkersFile /www/jkltest/conf/workers.properties
JkLogFile /www/jkltest/Togs/jk.log
JkLoglLevel Error
JkMount /appl/#* inprocess
JkMount /servlet/* inprocess
<Directory />

Order Deny,Allow

Deny From all
</Directory>
<Directory /www/jkltest/htdocs>

Order Allow,Deny

Allow From all
</Directory>

JKL Toy Company configures an in-process serviet with ASF Tomcat
on HTTP Server (powered by Apache)

This scenario discusses how to configure ASF Tomcat to use an in-process servlet.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is

recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -5 for more information.

Scenario

The JKL Toy Company (a fictitious company) wants to take an existing Java servlet named
jklservlet.class and enable it to run, in-process, using the ASF Tomcat servlet engine with the HTTP
Server (powered by Apache). The Servlet and JSP Enablement wizard will be used to modify the
existing HTTP Server (powered by Apache), JKLTEST.

114

iSeries: IBM HTTP Server


http://www.ibm.com/servers/eserver/iseries/software/http/services/service.html

Prerequisites
+ It is assumed you have read [“Scenarios for HTTP Server” on page 68|

* It is assumed you have read and completed [“JKL Toy Company creates an HTTP Server (powered byj
[Apache)” on page 69 or you have an existing HTTP Server (powered by Apache) configuration.

* It is assumed you have read |“User profiles and required authorities for HTTP Server” on page 40

* It is assumed you have a usable Java servlet compiled with JDK 1.2 or later.

Start the IBM Web Administration for iSeries interface

Note: Enter your [Webmaster user profile username and password| when prompted.

1. Start a[Web browser

2. Enter http://[iSeries_hostname]:2001 in the location or URL field .
Example: http:/ /jkl_server:2001

Note: If you have [changed your port number for the IBM Web Administration for iSeries interface)
replace port 2001 with your port number.

3. Click IBM HTTP Server for iSeries.

Note: If the IBM Web Administration for iSeries interface does not start, see [“Install and test the HTTP|
[Server” on page 125

Set up ASF Tomcat for your HTTP Server (powered by Apache)
1. Click the Manage tab.
2. Click the HTTP Servers subtab.
3. Select your HTTP Server (powered by Apache) from the Server list.
Example: JKLTEST
Select Global configuration from the Server area list.
Expand HTTP Tasks and Wizards.
Click Servlet and JSP Enablement.
Click Next.

No o~

Note: If you have used the Servlet and JSP Enablement wizard prior to this scenario, the wizard
will reset all values to the wizard default. Click Next to continue.

8. Select I want to use a servlet or Java Server Page (JSP), and I either already have them or will
provide them later.

9. Click Next.

10. Select I want to use a servlet. I either already have a class or jar file containing the servlet or will
provide it later.

11. Enter the name of your servlet in Servlet class name field.
Example: jklservlet

12. Click Next.

13. Click Finish.

Place your servlet file in the Web applications directory

Using a file transfer method such as iSeries Navigator, Netserver mapped drives, or FIP, transfer your
servlet class files to your HTTP Server (powered by Apache) /www/[server_namel/webapps/appl/WEB-
INF/classes/ directory. Place JAR files in the /www/server_namel/webapps/appl/WEB-INF/lib/ directory.

Example: /www /jkltest/webapps/appl/WEB-INF/classes/
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Example: /www /jkltest/webapss/appl/WEB-INF/lib/

Note: If you transfer the servlet source files only, you will need to compile them in the /classes directory.
If transferring files over using a different user profile, ensure the files have the appropriate
authorities after the transfer.

Restart your HTTP Server (powered by Apache)
Select one of the following methods below:

Manage one server

1. Click the Manage tab.

2. Click the HTTP Servers subtab.

Select your HTTP Server from the Server list.

W

Click the Stop icon if the server is running.
Click the Start icon.

o

Manage all servers

1. Click the Manage tab.

2. Click the HTTP Servers subtab.

Select All Servers from the Server list.
Click the All HTTP Servers tab.

Select your HTTP Server name in the table.
Example: JKLTEST

6. Click Stop if the server is running.

7. Click Start.

o bk w

Note: If your HTTP Server (powered by Apache) does not start, see [“Troubleshoot” on page 758)

Test your HTTP Server (powered by Apache)

1. Start a new Web browser.

2. Enter http://[iSeries_hostnamel:[portl/app1/[servlet_name] in the location or URL field.
Example: http:/ /jkl_server:1975/appl/jklservlet

Note: Servlet names must be in lowercase.
Your new servlet will be displayed.
View your HTTP Server (powered by Apache) configuration

Your configuration will look similar if you used the given example in this and previous examples.
1. Click the Manage tab.
2. Click the HTTP Servers subtab.
3. Select your HTTP Server (powered by Apache) from the Server list.
Example: JKLTEST
4. Expand Tools.
5. Click Display Configuration File.

LoadModule jk_module /QSYS.LIB/QHTTPSVR.LIB/QZTCJK.SRVPGM
Listen *:1975

DocumentRoot /www/jkltest/htdocs

ServerRoot /www/jkltest
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Options -ExecCGI -FollowSymLinks -SymLinksIfOwnerMatch -Includes -IncludesNoExec -Indexes -MultiViews
HotBackup Off

LogFormat "%h %1 %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined
LogFormat "%{Cookie}n \"%r\" %t" cookie

LogFormat "%{User-agent}i" agent

LogFormat "%{Referer}i -> %U" referer

LogFormat "%h %1 %u %t \"%r\" %>s %b" common
CustomLog logs/access_log combined

SetEnvIf "User-Agent" "Mozilla/2" nokeepalive
SetEnvIf "User-Agent" "JDK/I\.0" force-response-1.0
SetEnvIf "User-Agent" "Java/1\.0" force-response-1.0
SetEnvIf "User-Agent" "RealPlayer 4\.0" force-response-1.0
SetEnvIf "User-Agent" "MSIE 4\.0b2;" nokeepalive

SetEnvIf "User-Agent" "MSIE 4\.0b2;" force-response-1.0
JkWorkersFile /www/jkltest/conf/workers.properties
JkLogFile /www/jkltest/logs/jk.log

JkLoglLevel Error

JkMount /appl/* inprocess

JkMount /servlet/* inprocess

<Directory />

Order Deny,Allow

Deny From all

</Directory>

<Directory /www/jkltest/htdocs>

Order Allow,Deny

Allow From all

</Directory>

JKL Toy Company configures an in-process WAR file with ASF Tomcat
on HTTP Server (powered by Apache)

This scenario discusses how to configure ASF Tomcat to use an in-process WAR.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See|IBM Service -lﬁ' for more information.

Scenario

The JKL Toy Company (a fictitious company) wants to take an existing Web application archive (WAR)
file named jklwar.war and enable it to run in-process using the ASF Tomcat servlet engine with the
HTTP Server (powered by Apache). The Servlet and JSP Enablement wizard is used to modify the
existing HTTP Server (powered by Apache), JKLTEST.

Prerequisites
* It is assumed you have read [“Scenarios for HTTP Server” on page 68

* It is assumed you have read and completed [“JKL Toy Company creates an HTTP Server (powered byl
[Apache)” on page 69 or you have an existing HTTP Server (powered by Apache) configuration.

* It is assumed you have read [“User profiles and required authorities for HTTP Server” on page 40)

* It is assumed you have a usable WAR file.

Start the IBM Web Administration for iSeries interface

Note: Enter your [Webmaster user profile username and password| when prompted.

1. Start a |\_/Yeb browserl

2. Enter http://[iSeries_hostname]:2001 in the location or URL field .
Example: http:/ /jkl_server:2001
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Note: If you have|changed your port number for the IBM Web Administration for iSeries interface}
replace port 2001 with your port number.

3. Click IBM HTTP Server for iSeries.

Note: If the IBM Web Administration for iSeries interface does not start, see [“Install and test the HTTP|
Server” on page 125

Set up ASF Tomcat for your HTTP Server (powered by Apache)
1. Click the Manage tab.
2. Click the HTTP Servers subtab.
3. Select your HTTP Server (powered by Apache) from the Server list.
Example: JKLTEST
Select Global configuration from the Server area list.
Expand HTTP Tasks and Wizards.
Click Servlet and JSP Enablement.
Click Next.

No oA

Note: If you have used the Servlet and JSP Enablement wizard prior to this scenario, the wizard
will reset all values to the wizard default. Click Next to continue.

8. Select I want to use a Web Application Archive (WAR) file containing an entire server application,
and I either already have the WAR file or will provide it later.

9. Click Next.
10. Enter the name of your WAR file.
Example: jklwar.war
11. Click Next.
12. Click Finish.

Place your JSP file in the Web applications directory

Using a file transfer method such as iSeries Navigator, Netserver mapped drives, or FID, transfer your
WAR file to your HTTP Server (powered by Apache) /www/[server_name]/webapps/ directory.

Example: /www/jkltest/webapps/
Restart your HTTP Server (powered by Apache)
Select one of the following methods below:

Manage one server
1. Click the Manage tab.
2. Click the HTTP Servers subtab.

3. Select your HTTP Server from the Server list.
4. Click the Stop icon if the server is running.
5. Click the Start icon.

Manage all servers

1. Click the Manage tab.

2. Click the HTTP Servers subtab.

3. Select All Servers from the Server list.
4. Click the All HTTP Servers tab.
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5. Select your HTTP Server name in the table.
Example: JKLTEST

6. Click Stop if the server is running.

7. Click Start.

Note: If your HTTP Server (powered by Apache) does not start, see [“Troubleshoot” on page 758]

Test your HTTP Server (powered by Apache)
1. Start a new Web browser.

2. Enter http://[iSeries_hostnamel:[portl/[WAR_file_namel/[WAR_file_content] in the location or URL
field.

Example: http:/ /jkl_server:1975/jklwar /jklwar.html
The contents of your WAR file will be displayed.
View your HTTP Server (powered by Apache) configuration

Your configuration will look similar if you used the given example in this and previous examples.
1. Click the Manage tab.
2. Click the HTTP Servers subtab.
3. Select your HTTP Server (powered by Apache) from the Server list.
Example: JKLTEST
4. Expand Tools.
5. Click Display Configuration File.

LoadModule jk_module /QSYS.LIB/QHTTPSVR.LIB/QZTCJK.SRVPGM
Listen *:1975
DocumentRoot /www/jkltest/htdocs
ServerRoot /www/jkltest
Options -ExecCGI -FolTowSymLinks -SymLinksIfOwnerMatch -Includes -IncludesNoExec -Indexes -MultiViews
HotBackup Off
LogFormat "%h %1 %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined
LogFormat "%{Cookie}n \"%r\" %t" cookie
LogFormat "%{User-agent}i" agent
LogFormat "%{Referer}i -> %U" referer
LogFormat "%h %1 %u %t \"%r\" %>s %b" common
CustomLog logs/access_log combined
SetEnvIf "User-Agent" "Mozilla/2" nokeepalive
SetEnvIf "User-Agent" "JDK/1\.0" force-response-1.0
SetEnvIf "User-Agent" "Java/1\.0" force-response-1.0
SetEnvIf "User-Agent" "RealPlayer 4\.0" force-response-1.0
SetEnvIf "User-Agent" "MSIE 4\.0b2;" nokeepalive
SetEnvIf "User-Agent" "MSIE 4\.0b2;" force-response-1.0
JkWorkersFile /www/jkltest/conf/workers.properties
JkLogFile /www/jkltest/Togs/jk.log
JkLoglLevel Error
JkMount /jklwar/* inprocess
JkMount /servlet/* inprocess
JkMount /jklwar inprocess
<Directory />
Order Deny,Allow
Deny From all
</Directory>
<Directory /www/jkltest/htdocs>
Order Allow,Deny
Allow From all
</Directory>
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JKL Toy Company monitors Web server activity with logs on HTTP
Server (powered by Apache)

This scenario discusses how to monitor Web server activity with logs.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -& for more information.

Scenario

The JKL Toy Company (a fictitious company) wants to know who is visiting their Web site. The JKLTEST
server is already using a combined access log, but the JKL Web administrator wants to create a new
access log that can be altered without affecting the data in the default access log file. By using this
method, the JKL Web administrator will have two logs that can be formatted to log specific information.

The JKL Web administrator found that enabling the logging function has some advantages and some
disadvantages. Enabling the logging function does cause a small performance hit on the server, but a
wide range of information about who is visiting the Web site can be obtained. After reading the
information on log formats, the JKL Web administrator has decided to use the Combined, or NCSA
Extended, log format.

See [Module mod_log_config for HTTP Server (powered by Apache) for advanced information.

Prerequisites
* It is assumed you have read [“Scenarios for HTTP Server” on page 68)

« It is assumed you have read and completed [“JKL Toy Company creates an HTTP Server (powered by|
[Apache)” on page 69 or you have an existing HTTP Server (powered by Apache) configuration.

Start the IBM Web Administration for iSeries interface

Note: Enter your Webmaster user profile username and password| when prompted.

1. Start a[Web browser

2. Enter http://[iSeries_hostname]:2001 in the location or URL field .
Example: http:/ /jkl_server:2001

Note: If you have|changed your port number for the IBM Web Administration for iSeries interface}
replace port 2001 with your port number.

3. Click IBM HTTP Server for iSeries.

Note: If the IBM Web Administration for iSeries interface does not start, see [“Install and test the HTTP|
Server” on page 125

Set up a log file
1. Click the Manage tab.
2. Click the HTTP Servers subtab.
3. Select your HTTP Server (powered by Apache) instance from the Server list.
Example: JKLTEST
4. Select Global configuration from the Server area list.
5. Expand Server Properties.
6. Click Logging.
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10.
11.
12.
13.
14.
15.

16.

Click the Custom Logs tab in the form.

Click Add under the Custom logs table.

Enter a name for the new log in the Log column.
Example: logs/server_monitor

Note: The above example creates a log file named server_monitor in the /logs directory.
Select combined from the Log format list in the Attributes column.

Optional: Accept the default Environment variable condition or enter a new value.
Optional: Accept the default expiration of the log or enter a new value.

Optional: Accept the default maximum cumulative seize or enter a new value.

Click Continue.

Optional: Click Log identity of client. This may significantly degrade performance of the web
server. under Client identity logging.

Note: The option to Log identity of client will impact server performance by requiring a Domain
Name Server (DNS) lookup every time a new client is logged. If you do not log the identity of
the client the IP address of the client will be logged instead of the domain name. Some log
analysis tools can perform DNS lookup, allowing identity of clients without impacting your
performance.

Click OK.

Restart your HTTP Server (powered by Apache)

Select one of the following methods below:

Manage one server

1.

ok 0N

Click the Manage tab.

Click the HTTP Servers subtab.

Select your HTTP Server from the Server list.
Click the Stop icon if the server is running.
Click the Start icon.

Manage all servers

1.

S A

o

Click the Manage tab.

Click the HTTP Servers subtab.

Select All Servers from the Server list.
Click the All HTTP Servers tab.

Select your HTTP Server name in the table.
Example: JKLTEST

Click Stop if the server is running.

Click Start.

Note: If your HTTP Server (powered by Apache) does not start, see [“Troubleshoot” on page 758)

Logging will begin when the HTTP Server (powered by Apache) instance has started. The JKL Web

administrator has decided to use the [[BM WebSphere Site Analyzer| -lﬁ’ to generate usage reports. This
product can read the log file and generate detailed reports that contain information such as the following:
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Test your HTTP Server (powered by Apache)

1. Open a new Web browser.

2. Enter http://[iSeries_hostnamel:[port] in the location or URL field.
Example: http:/ /jkl_server:1975

Review your log for HTTP Server (powered by Apache) activity.
View your HTTP Server (powered by Apache) configuration

Your configuration will look similar if you used the given example in this and previous examples.
1. Click the Manage tab.
2. Click the HTTP Servers subtab.
3. Select your HTTP Server (powered by Apache) from the Server list.
Example: JKLTEST
4. Expand Tools.
5. Click Display Configuration File.

Listen *:1975
DocumentRoot /www/jkltest/htdocs

ServerRoot /www/jkltest
Options -ExecCGI -FollowSymLinks -SymLinksIfOwnerMatch -Includes -IncludesNoExec -Indexes

LogFormat "%h %1 %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined
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LogFormat "%{Cookie}n \"%r\" %t" cookie

LogFormat "%{User-agent}i" agent

LogFormat "%{Referer}i -> %U" referer

LogFormat "%h %1 %u %t \"%r\" %>s %b" common
CustomLog logs/access_log combined
CustomLog logs/server _monitor combined

SetEnvIf "User-Agent" "Mozilla/2" nokeepalive
SetEnvIf "User-Agent" "JDK/1\.0" force-response-1.0
SetEnvIf "User-Agent" "Java/1\.0" force-response-1.0
SetEnvIf "User-Agent" "RealPlayer 4\.0" force-response-1.0
SetEnvIf "User-Agent" "MSIE 4\.0b2;" nokeepalive
SetEnvIf "User-Agent" "MSIE 4\.0b2;" force-response-1.0
<Directory />

Order Deny,AlTow

Deny From all

</Directory>

<Directory /www/jkltest/htdocs>

Order Allow,Deny

Allow From all

</Directory>

Tasks

This topic provides step-by-step instructions for administration and management tasks with the IBM Web
Administration for iSeries interface.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -ﬁ’ for more information.

Getting started with the IBM Web Administration for iSeries interface

This topic provides everything you need to know to get started with HTTP Server and the IBM Web
Administration for iSeries interface, quickly.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -ﬁ’ for more information.
Step 1: Install

Three easy steps to get you on your way to using the IBM Web Administration for iSeries interface.

1. Your first step is to install the IBM Web Administration for iSeries interface. See [“Install and test thed
[HTTP Server” on page 125| for more information.

2. Make sure you have the correct user profiles and required authorities for HTTP Server. See
[profiles and required authorities for HTTP Server” on page 40| for more information.

3. Finally, test your installation of the IBM Web Administration for iSeries interface. See
finstallation of HTTP Server (powered by Apache) ” on page 126 for more information.

Step 2: Set up an HTTP Server (powered by Apache) instance

Once the IBM Web Administration for iSeries interface is ready, it is time to set up your first HTTP Server
(powered by Apache) instance.

Use the Create HTTP Server wizard to quickly create a working HTTP Server (powered by Apache)
configuration.
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11.
12.
13.

14.

15.

16.

17.

18.
19.

20.

. Start the IBM iSeries Tasks page.

Non-secure connection: http://your.servername:2001/
Secure connection: https://your.server.name:2010/
Click IBM Web Administration for iSeries

Click the Setup tab.

Expand Common Tasks and Wizards.

Note: By default, all lists are expanded. If you collapse any list, the IBM Web Administration for
iSeries interface displays the list as collapsed the next time you view it.

Click Create HTTP Server.

Enter a name to identify your HTTP Server (powered by Apache). This name is used later to
configure and administer your server.

Click Next.

Enter the server root. The server root is the base directory for your HTTP Server. Within this

directory, the wizard creates subdirectories for your logs, and configuration information. If the server
root does not exist, the Create HTTP Server wizard creates one for you.

Click Next.

Enter the document root. The document root is the directory from which your documents are served
by your HTTP Server. If the directory root does not exist, the Create HTTP Server wizard creates
one for you.

Click Next.

Leave the IP address list as All addresses. You may select a specific IP address if you so choose.
Enter a port number. Be default, the port is 80. This is the port your Web site runs (or "listen on"). It
is suggested you enter a different port other than 80.

Click Next.

Select Yes or No for the Create HTTP Server wizards to create an access log. The access log contains

information about requests made to your HTTP Server. This information is useful for analyzing who
is accessing your Web site and how many requests have been made during a specific period of time.

Click Next.

Specify how long you want to keep the error and access log files. Select Keep, do not delete or
Delete based upon age.

Click Next.

The Create HTTP Server wizard displays a summary of HTTP Server (powered by Apache)
configuration it creates. If you want to change an entry, simply click Back.

Click Finish and HTTP Server (powered by Apache) is created.

For more information on the IBM Web Administration for iSeries interface, see['IBM Web Administration|

lfor iSeries” on page 2.|

Step 3: Start and test your HTTP Server (powered by Apache)

After using the Create HTTP Server wizard, it is time to start your Web server and go live.

1.
2.
3.

Click Manage newly created server.

Click the Start icon under the Server list.

Click the Refresh icon and check if the server status is still shown as "Running”.

If your HTTP Server (powered by Apache) does not start, see [“Troubleshoot” on page 758.|

Open another Web browser of your choice (see ["Web browser requirements” on page 126) and go to
http://your.server.name:port/ where your.server.name is the name of your iSeries and port is the port
number you entered in the Create HTTP Server wizard.
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The supplied HTML example welcome page is displayed.

When you have finished this preliminary work with the IBM Web Administration for iSeries interface,
expand its capabilities. See the ['Scenarios for HTTP Server” on page 68| for more information.

Install and test the HTTP Server

This topic provides information about how to install and test the HTTP Server and the IBM Web
Administration for iSeries interface after installation.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is

recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -Id' for more information.
Install the HTTP Server

Basic requirements

* View the latest PTF requirements on the Internet at: [http: / /www.ibm.com/servers/eserver /iseries /|

koftware /http /services /service.htm| 'ld’

Note: To determine your current HTTP Server (powered by Apache) version , use the "-V" option on
STRTCPSVR. For example, if HTTP Server (powered by Apache 2.0.43) is installed, STRTCPSVR
SERVER(*HTTP) HTTPSVR(APACHEDFT °-V’) displays:

Server version: Apache/2.0.43
Server built: Nov 26 2002 15:57:01

* View the HTTP Server compatibility information at: [http:/ /www.ibm.com/servers/eserver/iseries /|

ksoftware /http /product/compatibility.html] 'ld’
* Have a communication hardware adapter that is supported by the TCP/IP protocol stack.

* Add (ADDTCPIFC) and start (STRTCPIFC) at least one TCP/IP interface for the system’s TCP/IP
communications. You can use the NETSTAT OPTION(*IFC) command to work with the status of
TCP/IP interfaces.

* Specify the system’s TCP/IP host and domain name (CHGTCPDMN command) information.
* Add LOCALHOST to the TCP/IP host table.

* Install OS/400 Version 5 Release 3(5722-SS1).

* Have IBM Developer Kit for Java (5722-JV1) *BASE, Option , and Option 5 installed.

* Set the QSHRMEMCTL (shared memory) system value is to 1.

WebSphere Application Server - Express for iSeries

See [WebSphere Application Server - Express product installation| for information on how to install.

WebSphere Application Server for iSeries

If you plan to use WebSphere Application Server with the HTTP Server (powered by Apache), you will
need to perform actions to install a version of the WebSphere Application Server Apache plug-in that is
compatible with your current level of HITP Server (powered by Apache). If the proper WebSphere
Application Server PTFs are not loaded, the mismatch will prevent the HTTP Server from starting.

V5R3
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See the [WebSphere Application Server for iSeries product Web ]:>age|-.lar for information on the current
PTEFS, including those to upgrade to the latest WebSphere Application Server Apache plugin.

Optional software

 If you want to use secure sockets layer (SSL), you must install one of the IBM Cryptographic Access
provider products:

— Crypto Access Provider 56-bit for iSeries (5722-AC2)
— Crypto Access Provider 128-bit for iSeries (5722-AC3)

* In order to provide the required support for handling digital server certificates used by SSL for secure
Web serving, you must install Option 34 OS/400 - Digital Certificate Manager option (5722-SS1).

* If you want to use the native OS/400 interface to create and edit HTML files, install IBM WebSphere
Development Studio for iSeries (5722-WDS).

 If you want to configure a high availability Web server cluster, then you need to install Option 41 HA
Switchable Resources (5722-551), or use a business partner tool to manage clusters. See for
more information.

To install
1. Insert the installation media for HTTP Server into your system.
2. At the OS/400 command line, type GO LICPGM and press Enter.

3. Select option 11 (Install licensed programs) on the Work with Licensed Programs display to see a list
of licensed programs.

4. Select and install 5722-DG1 (HTTP Server for iSeries). If you want to use the [Trigeered Cache

install 5722-DG1 Option 1. See the [Software Installation guide @‘ for help with licensed
program installation.

Authorities

See [“User profiles and required authorities for HTTP Server” on page 4(| for information on user profiles
and the required authorities necessary for the HTTP Server.

Web browser requirements

* To use the IBM Web Administration for iSeries interface you need a Web browser that supports the
HTTP 1.0 or 1.1 protocol, frames, and Java Script. Suggested Web browsers include Internet Explorer
5.0 and later and Netscape 4.7x and later.

Note: Consult your Web browser documentation for more information.
Test the installation of HTTP Server (powered by Apache)

The HTTP Server is installed with a default server called APACHEDFT. To test your installation, do the
following:

1. Verify that you have an active connection from the computer with the browser to the iSeries server.

2. Start the default server. In iSeries Navigator click Network -> Servers -> TCP/IP and right-click
HTTP Administration.

3. Click Start Instance -> APACHEDFT.
4. Enter http://your.server.name/ to view the default Welcome (or index) page.
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Test the installation for HTTP Server (original)

The HTTP Server is installed with a default server configuration called CONFIG and default server
instance called DEFAULT. The DEFAULT server instance is associated with the CONFIG server
configuration. To test your installation, do the following:

1. Verify that TCP/IP is started and verify that you have an active connection from the computer with
the browser to the server.

2. Start the DEFAULT server. In iSeries Navigator click Network -> Servers -> TCP/IP and right-click
HTTP Administration.

3. Click Start Instance -> DEFAULT.
4. Enter http://your.server.name/ to view the default Welcome (or index) page.

HTTP Server tasks
This topic provides step-by-step tasks for HTTP Server.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -ﬁ’ for more information.

Related information

[“Concepts of functions of HTTP Server” on page 2|
This topic provides concepts of functions on HTTP Server and IBM Web Administration for iSeries
interface.

Set up MIME types on HTTP Server (powered by Apache)
This topic provides information about how to set up MIME types for your HTTP Server with the IBM
Web Administration for iSeries interface.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See|IBM Service -lﬁ' for more information.

Multipurpose Internet Mail Extensions (MIME) types associate file contents and file extensions with the
way the server and the client handle files. To change the MIME settings for the server, do the following:

Click the Manage tab.

Click the HTTP Servers subtab.

Select your HTTP Server (powered by Apache) from the Server list.
Select the you want to work with from the Server area list.
Expand Server Properties.

Click Content Settings.

Click the MIME tab in the form.

Edit the default content-type, content-language, and character set values as necessary.

© NN

Optional: If necessary, select File extensions are case sensitive to distinguish between uppercase
and lowercase letters when comparing file extensions.

10. Optional: If necessary, select Force content-type for all files to force the mapping of all files in this
context to a specified MIME type.

11. Click Add under the Specify individual Meta (MIME) information for file extensions table.
12. Enter file extensions in the File extension column.
13. If available, select Add from the list in the Action column.
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14. Select the file type from the list in the Type column.

15. Enter or select additional MIME types, encoding, languages, or browser types in the Value column.
16. Click Continue.

17. Click OK.

Set up content and language negotiation for HTTP Server (powered by Apache)
This topic provides information about how to set up content and language negotiation for your HTTP
Server with the IBM Web Administration for iSeries interface.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -5 for more information.

Content negotiation is defined as the process where the client provides a set of preferences (such as
language) to the server and the server finds the best resource match to those the client preferences.

To configure content and language negotiation, do the following:
1. Click the Manage tab.
Click the HTTP Servers subtab.
Select your HTTP Server (powered by Apache) from the Server list.
Select the you want to work with from the Server area list.
Expand Server Properties.
Click Content Settings.
Click the Content Negotiation tab in the form.
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Optional: If necessary, select Allow content-negotiated documents to be cached.
9. Click Add under the Language priority (highest to lowest priority) table.
10. Enter or select from the list a content-language in the Content-language column.
11. Click Continue.
12. Optional: If necessary, select language priority to force from the Force language priority list.
13. Click OK.

Set up customized error messages on HTTP Server (powered by Apache)
This topic provides information about how to set up customized error messages for your HTTP Server
with the IBM Web Administration for iSeries interface.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -5 for more information.

The server has default messages that are displayed to the user when an error occurs. You can change
these messages to better suit your particular needs. For example, you can change a message to include
more information about the cause of the problem and suggest possible solutions for it. For internal
networks, you might provide a contact person for your users to call.

To customize your messages, do the following:
1. Click the Manage tab.
2. Click the HTTP Servers subtab.
3. Select your HTTP Server (powered by Apache) from the Server list.
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Select the you want to work with from the Server area list.
Expand Server Properties.
Click HTTP Responses.

Click the Error Message Customization tab in the form.

© N o oA

Select how you want to append the generated footer onto error messages. Depending on the server
area you select, you may, optionally, select Inherit.

9. Select an error code from the Custom messages from error codes table or click Add to add a new
error message.

10. Click OK.

If your messages may be displayed in the Microsoft Internet Explorer browser, see ['Symptom: Web|
lbrowser problems with HTTP Server” on page 761/

Set up directory indexing and directory listing on HTTP Server (powered by
Apache)

This topic provides information about how to set up a directory index and directory listing on your
HTTP Server with the IBM Web Administration for iSeries interface.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See |IBM Service -lﬁ' for more information.

A directory index or directory listing shows files and subdirectories that are contained in the directory.
The server shows each subdirectory item or each file on a separate line along with information about
each item. Use caution when configuring directory listing function, since it allows others to view your
directory structure.

To enable directory listings do the following:
1. Click the Manage tab.

2. Click the HTTP Servers subtab.

3. Select your HTTP Server (powered by Apache) from the Server list.

4. Select the you want to work with from the Server area list.

5. Expand Server Properties.

6. Click Directory Handling.

7. Click the General Settings tab in the form.

8. Select Enabled for your HTTP Server (powered by Apache) to always search for a welcome or index
file name.

9. Select Display directory listings for all directories.

10. Click Apply.

Once directory listings are enabled, you can customize the appearance of the directory list (also called
fancy indexing). Directory listing is an optional.

To customize the appearance of your directory list, do the following;:

1. Click the Appearance tab in the form.

2. Select the options for your directory listing. View the help text for specific field values.
3. Click OK.
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Set up environment variables on HTTP Server (powered by Apache)
This topic provides information about how to set up environment variables on your HTTP Server to pass
information about CGI requests to the server.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service 'ld’ for more information.

When the server runs a CGI program, it uses environment variables to pass information about the request
and the server. Configuring environment variables allows you to specify which variables the CGI
programs inherits.

To specify environment variables, do the following;:
1. Click the Manage tab.
Click the HTTP Servers subtab.
Select your HTTP Server (powered by Apache) from the Server list.
Select the you want to work with from the Server area list.
Expand Server Properties.
Click Request Processing.
Click the Custom Environment Variables tab in the form.

© N oA ODND

Click Add under the Environment variables based on a conditional attribute table.

Note: Select an environment variable from the table to redefine or remove an existing environment
variable.

9. Enter the environment variable name in the Variable column.
10. Enter the environment variable value in the Value column.
11. Enter the environment variable attribute in the Attribute column.
12. Enter the environment variable attribute value in the Attribute value column.
13. Optional: Select to make the environment variable case sensitive in the Case sensitive column.
14. Click Continue.
15. Click OK.

See [“Environment variables on HTTP Server” on page 766|for a list of environment variables.

Set up and administration of a highly available Web server cluster on HTTP Server
(powered by Apache)

This topic provides information about how to set up and administer highly available Web server clusters
for your HTTP Server with the IBM Web Administration for iSeries interface.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -Iﬁ' for more information.

All required programs (HTTP Server, WebSphere, Servlets, Net.Data, and Clustering support) must

already be installed on all nodes. See |http:/ /www.iseries.ibm.com /hal 'ld’ and [“Highly available Web)|
lserver cluster on HTTP Server” on page 17] for more information.
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Step 1 - Configure the iSeries Cluster for highly available HTTP Server (powered by
Apache)

For each node, configure your cluster using the IBM Simple Cluster Management interface available
through fiSeries Navigator] or use the cluster CL. commands. See [‘Set up a highly available Web server|
lusing clustering CL commands for HTTP Server” on page 132 and [Clusters| for more information.

1. Start the node.

Use the Cluster CL. commands found in [‘Set up a highly available Web server using clustering CI]
ffommands for HTTP Server” on page 132|or use the IBM Simple Cluster Management interface
available through [iSeries Navigator]

2. Continue to step 2.
Step 2 - Configure the highly available Web server
Configure IP addresses.

For each iSeries node in the cluster that a highly available Web server will be running on, configure the
IP address that the Web server will be using. This can be done using the CFGTCP CL command. You
should configure one IP address for each unique Web server. Each Web server is configured to a
dedicated TCP/IP line interface. When using the Network Dispatcher model or comparable IP director
with either HAModel IPTakeoverWithDispatcher of PurePeer model, the IP Line interface should be
typed *VIRTUALIP. See for more information.

1. Start the IBM Web Administration for iSeries interface.

Click the Manage tab.

Click the HTTP Servers subtab.

Select your HTTP Server (powered by Apache) from the Server list.
Select the you want to work with from the Server area list.
Expand Server Properties.

Click General Server Configuration.

Click the General Settings tab in the form.

Click Add under the Server IP addresses and ports to listen on table.
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Note: Directive will be set to the default value of off and ignored if currently configured
for your HTTP Server (powered by Apache).

You may want to perform the next steps on one iSeries and copy (for example using FIP or
NetServer) the HTTP Server (powered by Apache) configuration and instance files to each iSeries
server where the highly available HTTP Server will be running in the cluster. The files that must be
copied are:

* /www/server_name/conf/server_name.conf

* /QSYS.LIB/QUSRSYS.LIB/QATMINSTC.FILE/instance_name.MBR
10. Add the IP address the highly available Web server will be running on.
11. Click OK.

Configure highly available HTTP Server (powered by Apache)

1. Start the IBM Web Administration for iSeries interface.
Click the Manage tab.
Click the HTTP Servers subtab.
Select your HTTP Server (powered by Apache) from the Server list.
Select the you want to work with from the Server area list.
Expand Server Properties.

o0~ 0D
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7. Click System Resources.

8. Click the Highly Available Server tab in the form.

9. Specify one specific server IP address to listen on.
10. Click Enable HTTP server to be highly available.
11. Select a highly available model.

Note: If you are implementing the primary/backup with network dispatcher model or the peer
model, configure the network dispatcher according to the existing cluster nodes and the
configured Web server.

12. Optional: Click Enable highly available CGI program.

13. Enter your liveness monitor settings. The [LMUrlCheck| directive is required. The other LM directives
have defaults.

14. Click OK.

15. Continue to step 3.
Step 3 - Start highly available HTTP Server (powered by Apache)

Start your highly available HTTP Server (powered by Apache).

1. Start a 5250 session on the iSeries you are going to use the highly available HTTP Server (powered by
Apache).

2. Use STRTCPSVR CL command on the appropriate node.

3. Continue to step 4.

Note: In the case of the primary/backup model, the first highly available server to be started will
automatically assume the role of the primary. The second highly available server to be started will
automatically assume the role of the backup.

Step 4 - Manage your highly available HTTP Server (powered by Apache)

Use the ENDTCPSVR CL command on the appropriate node or use the IBM Simple Cluster Management
interface available through [iSeries Navigator to stop or end your highly available HTTP Server (powered
by Apache). In the case of primary/backup model depending on which server you are ending this may
or may not force a fail over. Ending the primary server with a backup server running will force a fail
over from primary to backup to occur. Ending the backup will only affect the backup server. Ending the
primary server with no backup will end the primary server. In the case of PurePeer model only the
server you are ending will be affected as any other peer servers will continue to process client requests.
See |“Set up a highly available Web server using clustering CL. commands for HTTP Server”| and |Clusterg
for more information.

Note: In the case of primary/backup model, it is possible to determine which highly available Web
server is the primary or backup server. The QBATCH subsystem will have a job running named
QZHBEXPG on the primary node only. For the client data it is suggested that you set up a method to
automatically publish static files to each Web server. Static files include HTML and highly available
CGI programs.

Set up a highly available Web server using clustering CL commands for HTTP
Server
This topic provides information about how to set up a highly available Web server using a 5250 session.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See|IBM Service 'ld’ for more information.
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Set up your highly available HTTP Server instance using the clustering CL commands. Before using the
following commands, see for more information.

The following is a subset of the Clustering CL. commands that can be used to perform clustering
operations. See [‘CL commands for HTTP Server” on page 765| for more information.

To create a cluster, use the following CL command:

Create Cluster creates a new cluster for one or more nodes.

To add nodes to an existing cluster, use the following CL command:

IADDCLUNODH
Add Cluster Node Entry adds a node to the membership list of an existing cluster.

To start a node in the cluster, use the following CL command:

STRCLUNOD,

Start Cluster Node starts Clusters Resource Services on a node in the cluster.
Note: It is suggested that you start a new cluster node from a node that is already active.

To determine the status of a node in a the cluster, use the following CL command:

DSPCLUIN

Display Cluster Information displays the status of a node in a cluster.

To perform a swtichover in the case of a Primary/Backup configuration, use the following CL command:

CHGCRGPRI

Change Cluster Resource Group Primary performs an administrative switchover of the cluster
resource group by changing the current roles of nodes in the recovery domain.

To remove a node from a cluster, use the following CL command:

[RMVCLUNODE|
Remove Cluster Node Entry removes a node from a cluster.

For more information on Clusters, see Clustering troubleshooting.

For instructions on how to set up a highly available Web server, see|’Set up and administration of a|
lhighly available Web server cluster on HTTP Server (powered by Apache)” on page 130.]

Set up a welcome or index page on HTTP Server (powered by Apache)
This topic provides information about how to set up a welcome or index page on your HTTP Server with
the IBM Web Administration for iSeries interface.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -lé for more information.

You can configure your server to display a specific Web page known as a welcome page for client
requests that do not include a specific file name. The server determines which file to serve by matching
the list of welcome pages to the files in the directory. The first match it finds is the file it will return. To
configure welcome page settings, do the following:

1. Click the Manage tab.
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Click the HTTP Servers subtab.

Select your HTTP Server (powered by Apache) from the Server list.

Select the you want to work with from the Server area list.

Expand Server Properties.

Click General Server Configuration.

Click the Welcome Pages tab in the form.

Select Enabled to have the Welcome page displayed.

Select the default action the server will take if the welcome file or index file does not exists.
Click Add under the Welcome/index file names table.
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Note: You may also use the existing file in the Welcome/index file names table.
11. Click Browse and select the HTML file you want to use as a Welcome page.
12. Click Continue.
13. Click OK.

Manually edit HTTP Server

This topic provides information about how to manually edit your HTTP Server configuration without the
IBM Web Administration for iSeries interface.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -Iﬁ' for more information.

Attention: It is strongly suggested that any editing to the HTTP Server configuration file be done
through the IBM Web Administration for iSeries interface. Improper modifications to your configuration
file could make your HTTP Server unusable. Modifications to the configuration file manually should only
be performed by advanced users.

The IBM Web Administration for iSeries interface has been designed to modify the HTTP Server
configuration file by applying changes made to the various forms and wizards supplied by the IBM Web
Administration for iSeries interface. Use of the forms and wizards greatly decreases the potential for user
error and helps maintain an error-free configuration file.

Optionally, the configuration file may be edited manually. When the configuration file has been modified
manually, the IBM Web Administration for iSeries interface does not perform the usual error checking
that is done when using the IBM Web Administration for iSeries interface. Any changes made to the
configuration file directly should be done with caution.

As a precaution, do the following before you modify the configuration file manually:

* Save a backup of your configuration file before manually editing. See [“Manage backup files for HTTP|
[Server” on page 137 for more information.

* Keep track of any changes you make to your configuration file.

In addition, after each modification, test your configuration by stopping and starting your HTTP Server.
Verify the directives you manually configured have the desired effect.

Manually edit HTTP Server (powered by Apache) configuration: To modify the HTTP Server (powered
by Apache) configuration manually, do the following;:

1. Start the IBM Web Administration for iSeries interface.
2. Click the Manage tab.
3. Click the HTTP Servers subtab.
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4. Select your HTTP Server (powered by Apache) from the Server list.

o

Expand Tools.
6. Click Edit Configuration File.

Note: The line mode editor functions as a simple text editor only and does not error check any
changes to the configuration file.

Click OK when you have finished modifying the configuration file. Stop and start the server.

Note: Command line WRKHTTPCFG (Config_Name) is not supported in V5R3 and later releases.

Manage HTTP Servers
This topic provides information about how to manage your HTTP Server with the with the IBM Web
Administration for iSeries interface.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -ﬁ’ for more information.

As your client base grows and changes, and you add or move Web content, you need to redefine your
list of servers. After successfully creating an HTTP Server (powered by Apache), HTTP Server (original),
or an ASF Tomcat server there are a number of basic tasks that you will need to know in order to
manage your servers successfully.

* [“Start and stop the ADMIN server”]
+ [‘Check status of server”]

* [‘Start and stop server” on page 136|

* ['Rename server” on page 136
+ ["Manage HTTP Servers”|
[‘Delete server” on page 136|

Start and stop the ADMIN server: The ADMIN server runs on port 2001 (or 2010 for a secure
connection) and serves the iSeries Tasks page.

You can start the ADMIN server by doing one of the following:

¢ In iSeries Navigator click Network -> Servers -> TCP/IP and right-click HTTP Administration. Then
click Start Instance -> ADMIN.

* On an OS/400 command line type STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN).

You can stop the ADMIN server by doing one of the following:

* In iSeries Navigator click Network -> Servers -> TCP/IP and right-click HTTP Administration. Then
click Stop Instance -> ADMIN.

* On an OS/400 command line type ENDTCPSVR SERVER (*HTTP) HTTPSVR(*ADMIN).

Check status of server: To determine the status of your server, do the following using the IBM Web
Administration for iSeries interface:

1. Click the Manage tab.
2. Click the All Servers subtab.

Note: Items listed as "Unknown"” are servers the Web master user profile does not have authority to.
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Start and stop server: Select one of the following methods below using the IBM Web Administration for
iSeries interface:

Manage one server

1. Click the Manage tab.

2. Click the HTTP Servers subtab.

Select your server from the Server list.

oW

Click the Stop icon if the server is running.
Click the Start icon.

o

Manage all servers

Click the Manage tab.

Click the All Servers subtab.

Click the All HTTP Servers tab.
Select your server name in the table.
Click Stop if the server is running.
Click Start.
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Note: When stopping or starting a server, it may take several seconds for the jobs to end or begin. Click
Refresh to view the server’s current status. If your HTTP Server (powered by Apache) does not
start, see [“Troubleshoot” on page 758

Rename server: To rename a server, do the following using the IBM Web Administration for iSeries
interface:

Click the Manage tab.

Click the All Servers subtab.

Click the All HTTP Servers tab.
Select the server you want to rename.
Click Rename.

Enter the new name.

Click OK.
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You will receive a message that indicates whether or not the task completed successfully.

Delete server: Once you delete a server, you cannot retrieve it. You must create a server to replace the
deleted server. If the server you selected is running, it stops before the system deletes it. The system does
not delete the server configuration that is associated with this server or the directory and its contents.

To delete a serer, do the following using the IBM Web Administration for iSeries interface:
Click the Manage tab.

Click the All Servers subtab.

Click the All HTTP Servers tab.

Select the server you want to delete.

Click Stop if the server is running.

Click Delete.
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You will receive a message that indicates whether or not the task completed successfully.
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Manage addresses and ports for HTTP Server (powered by Apache)
This topic provides information about how to manage addresses and ports for your HTTP Server with
the IBM Web Administration for iSeries interface.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -lé for more information.

Most browsers make HTTP requests on ports 80 and 443 by default. Typically, the default configuration
option is for servers to listen on all IP addresses on port 80. Multiple servers cannot listen on the same
port and IP numbers. Multiple servers may listen on the same IP address, but require a unique port, or
they may listen on the same port, but require a unique IP address. If you want each server to listen on
port 80, then you should configure each server to listen on a specific unique IP address.

If you add another Web server product such as Lotus® Domino® (with the HTTP task enabled) on the
same iSeries, it cannot listen on the same IP address and the same port as the HTTP Server.

You can change the IP address or port for your server by doing the following:
1. Click the Manage tab.

Click the HTTP Servers subtab.

Select your HTTP Server name from the Server list.

Expand Server Properties.

Click General Server Configuration.

Click the General Settings tab in the form.

Do one of the following:

No ok wD

* Select an existing IP address and port from the Server IP address and port to listen on table to
modify or delete.

* Click Add under the Server IP address and ports to listen on table to add a new IP address and
port.

8. Click Enabled or Disabled in the FRCA column. Only select Enabled if you are using or will be
using FRCA.

9. (lick Continue.
10. Click OK.

Manage backup files for HTTP Server

This topic provides information about which files to backup for HTTP Server recovery.
Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is

recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See |IBM Service -lﬁ' for more information.

Make sure that the following objects are included in your periodic backup activity:

Instance files
* QUSRSYS/QATMHINSTA
* QUSRSYS/QATMHINSTC

Configuration files
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HTTP Server (powered by Apache)
Save the conf file located in the /www/[server_namel/conf/ directory, where Server_Name is the
name of your HTTP Server (powered by Apache) instance.
HTTP Server (original)
* QUSRSYS/QATMHTTP
* QUSRSYS/QATMHTTPA
* QUSRSYS/QATMHTTPC

ASF Tomcat

The ASF Tomcat files are located in the /wwwl/[server_namel/conf/ directory. For each Web application
there is a configuration file (web.xml) in the same directory that the Web application is located under the
Iwww/[server_namel/webapps/ directory.

Additional files to save
* Signed certificates and certificate requests
* Group files
¢ Access control lists
* Validation lists
* Web content
Example: HTML, graphics, media objects, Java, CGI programs, Net.Data scripts

For more information about backup and recovery of files on the iSeries server, see [Systems management]

Manage a directory on HTTP Server (powered by Apache)
This topic provides information about how to manage a directory on your HTTP Server with the IBM
Web Administration for iSeries interface.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -Iﬁ' for more information.

The following explains how to and how to[remove a directory| from your HTTP Server
(powered by Apache) configuration.

Add a directory

The HTTP Server (powered by Apache) uses directories to serve Web pages and content. The IBM Web
Administration for iSeries interface has an Add a Directory to the Web wizard that will create a new
directory to serve Web content and CGIs.

To add a new directory, do the following:

Click the Manage tab.

Click the HTTP Servers subtab.

Select your HTTP Server (powered by Apache) from the Server list.
Select Global configuration from the Server area list.

Expand HTTP Tasks and Wizards.

Click Add a Directory to the Web.
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When the wizard is finished, it will display a summary of the directory you just created.
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Remove a directory

When removing a directory, the IBM Web Administration for iSeries interface will remove all references
to the directory from your configuration file only. The physical directory and content within the directory
are not removed from the file system.

To remove a directory and subdirectories, do the following;:
1. Click the Manage tab.

2. Click the HTTP Servers subtab.
3. Select your HTTP Server (powered by Apache) from the Server list.
4. Select Global configuration from the Server area list.
5. Expand Server Properties.
6. Click Container Management.
7. Click the Directories tab in the form.
8. Select the directory you want to delete from the Directory/Directory Match container table.
9. Click Remove.
10. Click OK when the message box appears.
11. Click OK.

Manage highly available HTTP Server (powered by Apache)
This topic provides information about how to manage your highly available HTTP Server using a 5250
session.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See |IBM Service 'ld’ for more information.

* To stop or end the highly available HTTP Server (powered by Apache), do the following;:

Enter ENDTCPSRV CL command or use the IBM Simple Cluster Management interface available through
iSeries Navigator.

» To force a switchover to cause the primary and backup HTTP Servers to switch roles (primary to
backup, backup to primary), see [“Set up a highly available Web server using clustering CL commands]
ffor HTTP Server” on page 132or using the IBM Simple Cluster Management interface available through
iSeries Navigator.

* To determine which highly available HTTP Server is the primary or backup use WRKACTJOB CL
command. The primary subsystem will have job QZHBEXPG running.

For more information on Clusters, see [Clustering troubleshooting}

For instructions on how to set up a highly available Web server, see|“Set up and administration of a|
lhighly available Web server cluster on HTTP Server (powered by Apache)” on page 130.]

Manage ports for the administration (ADMIN) server on HTTP Server
This topic provides information about how to manage ports for the administration (ADMIN) HTTP
Server with the IBM Web Administration for iSeries interface and using a 5250 session.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -lé for more information.
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The IBM Web Administration for iSeries interface runs on the ADMIN server. By default, the ADMIN
server listens to port 2001. If this port is being used by another Web server or another application on
your iSeries, the IBM Web Administration for iSeries interface will not start. You can change the default
port number for the ADMIN server at any time to avoid conflicts with shared port numbers.

Two methods of editing your ADMIN server’s port number are given below.

Note: After changing the port number, you will use the new port number to start the IBM Web
Administration for iSeries interface.

Change ADMIN port with a 5250 session on iSeries:
1. Start a 5250 session and connect to your iSeries.
2. Enter WRKLNK ("/QIBM/UserData/HTTPA/admin/conf/admin-cust.conf”) on the command line.

3. Edit admin-cust.conf configuration file.
4. Add a line after # Customer additions to the admin configuration.
5. Enter Listen [port_number] (where [port_number] is the new port number you want the ADMIN

server to listen on).
Example: # Customer additions to the admin configuration Listen 2222

6. Save and exit the configuration file.

Stop and restart your server.
Change ADMIN port:

You will need authority to the file /QIBM/UserData/HTTPA/admin/conf/admin-cust.conf before you can
change the port number of the ADMIN server.

1. Click the Manage tab.

2. Click the HTTP Servers subtab.

Select ADMIN from the Server list.

Select Include /QIBM/UserData/HTTPA/admin/conf/admin-cust.conf from the Server area list.
Expand Server Properties.

Click General Server Configuration.

Click the General Settings tab in the form.

Click Add under the Server IP addresses and ports to listen on table.
Enter a port number other than 2001.

Click Continue.

Click OK.
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Stop and restart your server.

Manage server performance for HTTP Server (powered by Apache)
This topic provides information about how to manage your HTTP Server performance.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -5 for more information.

There are several things that can affect your server’s performance. Consider the following performance
related topics:

* [“Local cache” on page 141|
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[‘Files to cache when server has started”]
[‘Threads” on page 142
["DNS lookups” on page 142

“Server-side includes” on page 142

“Content negotiation” on page 142|

“Document tree” on page 142|

“ htaccess files” on page 142

“Virtual host log files” on page 142

“KeepAlive and KeepAliveTimeout” on page 143|
[‘Logging” on page 143|

[“CGI programs” on page 143

“TCP/IP settings” on page 143

“Network” on page 143

Local cache: Enabling the HTTP Server’s local cache can result in better performance and system
throughput by caching (in memory) frequently accessed files. You can configure several settings
associated with the local cache.

To configure the local cache settings, do the following:

N o oo s~ 0N~

Click the Manage tab.

Click the HTTP Servers subtab.

Select your HTTP Server (powered by Apache) from the Server list.
Select the Global configuration from the Server area list.

Expand Server Properties.

Click System Resources.

Click the Caching tab in the form.

Enter or select options from this form. After you are finished, click OK.

Files to cache when server has started: Including file names in Files to cache when server is started
causes the files to be loaded into the server’s memory when the server is started.

Copy into memory specifies the names of files that you want to load into the server’s memory each
time you start the server. By keeping your most frequently requested files loaded in the server’s
memory, you can improve your server’s response time for those files. For example, if you load your
server’s welcome page into memory at startup, the server can handle requests for the page much more
quickly than if it had to read the file from the file system.

Keep file descriptor open specifies the names of ASCII stream files whose descriptors are cached at
the server startup. By keeping your most frequently requested files opened at server startup, you can
improve your server’s response time for those files. For example, if you open your server’s welcome
page files at startup, the server can handle requests for the page much more quickly than if it had to
open the files each time they are requested. The advantage of using this option over Copy into
memory is it does not cache the content of the file and therefore does not allocate large amount of
memory, yet provides similar performance. The disadvantage of using this option over Copy into
memory is it only caches the file descriptors of ASCII stream files and it keeps the file open (share
read) while the server is active.

Memory map of file option is the same as Copy into memory except it uses memory address pointers,
instead of simply using a chunk of server memory, to specify the names of files that you want to map
into the server’s memory each time that you start the server.

What to cache allows you to specify what information is included in the cache.
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* Dynamically cache files based on file usage allows dynamic caching. The default value is off (or
disabled).

* Update cache when files are modified updates the cache whenever its original file content changes.
The default value is on (or enabled).

Enter or select options from this form. After you are finished, click OK.

Threads: Each time your server receives a client request, the server first checks to see if any threads are
available and then uses available threads to process the request. If no threads are available, it holds the
request until threads become available. When a request ends, the server threads become idle (at which
point they are available for the server to use again).

Note: The HTTP Server performance my increase by increasing the number of threads, but not the iSeries
system performance.

Setting the maximum number of active threads too high can cause a decrease in system performance. You
can experiment with lowering the maximum number of active threads until you see no affect on system
performance. A good starting point would be half of the previous setting. For example, if you had the
maximum number of active threads set to 100, try setting it to 50. Lowering the maximum number of
active threads directive might result in an increased number of rejected connections when the server
reaches its capacity.

To change the number of threads to process requests, do the following:
Click the Manage tab.

Click the HTTP Servers subtab.

Select your HTTP Server (powered by Apache) from the Server list.
Select the Global configuration from the Server area list.

Expand Server Properties.

Click System Resources.

Click the Advanced tab in the form.
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Enter or select options from this form. After you are finished, click OK.

DNS lookups: Every time the server needs to request a DNS lookup, there may be a delay while the
DNS server is contacted. Limit the use of DNS lookups. Consider logging IP addresses and using a log
analysis tool that does DNS lookups.

Server-side includes: Server performance can be impacted when server-side includes are processed.
Limit the use of server-side includes except where needed.

Content negotiation: Restrict content negotiation to those contexts where it is needed.

Document tree: Try to organize your document tree into a flat broad tree structure rather than a narrow
deep tree structure. The fewer directory levels the better.

For better performance, store static and Net.Data files in the root (or /) file system. Avoid placing static
and Net.Data files in the QSYS and QDLS file systems.

.htaccess files: Server performance is impacted if the server must look for and open .htaccess files. If the
AllowOverride| directive is set to None, the server does not look for .htaccess files. If AllowOverride is set
to All, there is a significant performance impact as the server looks for .htaccess files in every directory.

Virtual host log files: If you create separate log files for each virtual host, you should consider that a
file descriptor is opened for each log file. Opening too many file descriptors can impact system
performance.
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KeepAlive and KeepAliveTimeout: The connection time-out determines the number of seconds the
server waits for a subsequent request before closing a persistent connection. Enabling persistent
connections increases the throughput of your server. Consider decreasing the connection time-out if you
have simple pages without images.

To set this value, do the following:
1. Click the Manage tab.
Click the HTTP Servers subtab.
Select your HTTP Server (powered by Apache) from the Server list.
Select the Global configuration from the Server area list.
Expand Server Properties.
Click System Resources.
Click the HTTP Connections tab in the form.
Enter a value for Connection time-out, or make a selection from the list.
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9. Enter a value for Maximum pending connections, or make a selection from the list.
10. Select Enabled for Allow persistent connections.
11. Enter a value for Time to wait between requests, or make a selection from the list.
12. Enter a value for Maximum requests per connection, or make a selection from the list.
13. Click OK.

Logging: Logging server activity does impact server performance. Try to do as little error and access
logging as required.

CGI programs: CGI programs should be run in a named activation group to get the best performance.
Also determine what CGI jobs your server generally uses. Use the StartCGI and StartThreadedCGI
directives to start those jobs when the server starts. Use the QTMHHTP1 user profile to run CGI requests.
If you must use a different user profile, use a "dummy” user profile (a user profile that is not allowed to
sign-on) instead of %%CLIENT%%.

TCP/IP settings: See|Adjusting your TCP/IP configuration| for more information on TCP/IP settings.

Network: Consider that the performance of the network that your data flows across can also affect the
perception of your server’s performance.

Compression tasks

This topic provides step-by-step tasks for configuration and management of compression files.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -5 for more information.

Related information

[‘File compression for HTTP Server (powered by Apache)” on page 26|
This topic provides information on file compression and how output from your server is compressed
before being sent to the client over the network.

Set up input decompression for HTTP Server (powered by Apache)
This topic provides information about how to set up input decompression for GZIP compressed input
bodies for HTTP Server with the IBM Web Administration for iSeries interface.
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Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -Iﬁ' for more information.

In order to set up input decompression, a filter must be inserted in the input filter chain. This is done
using the SetInputFilter directive. WebDAV makes frequent use of compression, and as such, input
decompression is used primarily with WebDAV. The range of usefulness of input decompression is also
determined by Web browser support. Most Web browser do not support compressed data or have limited
support. Compressed information is only accessible with Web browsers with HTTP/1.1 support. See
lcompression for HTTP Server (powered by Apache)” on page 26| for more information.

To set up input compression, do the following:
1. Click the Manage tab.
2. Click the HTTP Servers subtab.
Select your HTTP Server (powered by Apache) from the Server list.
Select the you want to work with from the Server area list.
Expand Server Properties.
Click Container Management.
Click Compression.
Click the Input Filter tab.
Click Add under the Set input filter table.
Specify a filter name under the Filter name column.
Click Apply.
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You should now have something like the below example in your configuration.

Example
SetInputFilter DEFLATE

See [“Set up output compression for HTTP Server (powered by Apache)”|for more information.

Set up output compression for HTTP Server (powered by Apache)
This topic provides information about how to set up output compression for HTTP Server (powered by
Apache) with the IBM Web Administration for iSeries interface.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -Iﬁ' for more information.

In order to set up output compression, a filter must be inserted in the output filter chain. This is done
using the SetOutputFilter directive. See [‘File compression for HTTP Server (powered by Apache)” on|
‘

for more information.

To set up output compression, do the following:
1. Click the Manage tab.
2. Click the HTTP Servers subtab.

3. Select your HTTP Server (powered by Apache) from the Server list.
4. Select the you want to work with from the Server area list.
5. Expand Server Properties.
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6. Click Compression.
7. Click the Output Filters tab.
8. Add an output filter:

There are two types of output filters. The first output filter type only requires a file extension and a
filter name. The second output filter type requires a MIME type and filter name. For both output
filter types, click Add under the appropriate table and specify the file extension, MIME type, and
filter name.
9. Click Continue.
10. Click Add under the Set output filter table.
11. Specify the same filter name used when the output filter was added.

12. Click Apply.

You should now have something like the below example in your configuration.

Example
AddOutputFilterByType DEFLATE text/html
AddOutputFiTter DEFLATE .html
SetQutputFilter DEFLATE

See |“Set up input decompression for HTTP Server (powered by Apache)” on page 143| for more
information.

Fast Response Cache Accelerator tasks
This topic provides step-by-step tasks for the Fast Response Cache Accelerator.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See|IBM Service -lé for more information.

Related concepts

[‘Fast Response Cache Accelerator (FRCA) for HTTP Server (powered by Apache)” on page 27|
This topic provides information on the Fast Response Cache Accelerator.

Set up Fast Response Cache Accelerator (FRCA) for HTTP Server (powered by
Apache)

This topic provides information about how to set up FRCA for your HTTP Server with the IBM Web
Administration for iSeries interface.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -ﬁ’ for more information.

The following explains how to enable FRCA, FRCA logging, and FRCA file caching. See Fast Response
Cache Accelerator (FRCA) for HTTP Server (powered by Apache) for more information.

FRCA is a Web cache architecture that is tightly integrated with the TCP/IP stack. FRCA moves
performance critical TCP Application functions into a fast response cache that improves HTTP Server
performance.

* [’Enable FRCA” on page 146|

e [“Enable FRCA logging” on page 146|

+ [“Enable FRCA file caching” on page 146
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* ["Enable FRCA reverse proxy caching” on page 147|

Enable FRCA:

Note: The following information may be used to enable FRCA for the first time or enable FRCA for a
different Server area.

Click the Manage tab.

Click the HTTP Servers subtab.

Select your HTTP Server (powered by Apache) from the Server list.
Select the you want to work with from the Server area list.
Expand Server Properties.

Click FRCA.

Click the General Settings tab in the form.

Click Add under the Server IP addresses and ports to listen on table.
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Enter an IP address and port number or select an existing IP address and port. FRCA will listen on
the IP address and port you specify.

10. Select Enabled from the list under the FRCA column.
11. Click Continue.

12. Click Apply.

13. Stop and restart your server.

FRCA is now enabled. After enabling FRCA, you can set up logs and file caching.

Enable FRCA logging: FRCA logging information allows you to track and generate reports on your
HTTP Server’s activity. You may specify various log attributes, such as the format for the information in
the log file, rules for excluding entries from the log file, and client side information logging. Each server
configuration file contains information about the type of log files the server will create. You must enable
FRCA before FRCA logging can be set up. See Set up logs on HTTP Server (powered by Apache) for
more information.

Click the Manage tab.

Click the HTTP Servers subtab.

Select your HTTP Server (powered by Apache) from the Server list.
Select the you want to work with from the Server area list.
Expand Server Properties.

Click FRCA.

Click the FRCA Logs tab in the form.

Click Add under the FRCA logs table.

Enter the name of the log file you want to use.

© N OhA D=
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10. Enter the log attributes under the Attribute column.
11. Click Continue.

12. Click OK.

13. Stop and restart your server.

Enable FRCA file caching: FRCA provides file caching support. You may specify the maximum cache
size, the maximum file size to cache, the files to cache during server startup, and the directories to
dynamically cache files from. You must enable FRCA before FRCA file caching can be set up.

1. Click the Manage tab.
2. Click the HTTP Servers subtab.
3. Select your HTTP Server (powered by Apache) from the Server list.
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Select the you want to work with from the Server area list.

Expand Server Properties.

Click FRCA.

Click the FRCA File Cache tab in the form.

Select Enabled from the FRCA file cache capabilities list.

Enter a new value for Maximum cache size or keep the default value.

Enter a new value for Maximum file size to cache or keep the default value.

Click Add under the Files to cache during server startup table to add file types or specific files to
cache at HTTP Server startup.

. Click Continue when finished adding files to table.

. Click Add under the Files to cache during server runtime table to add file types or specific files to

cache during HTTP Server runtime.
Click Continue when finished adding files to table.
Click OK.

Stop and restart your server.

Enable FRCA reverse proxy caching: FRCA provides reverse proxy caching support. You may specify
the maximum proxy cache size and the maximum proxy response size to cache. In addition, you may
provide options for controlling which documents are cached based on expiration criteria, specify remote
servers for proxy requests, and establish document retention policies. You must enable FRCA before
FRCA Reverse Proxy caching can be set up.

1.

9.
10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
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Click the Manage tab.

Click the HTTP Servers subtab.

Select your HTTP Server (powered by Apache) from the Server list.

Select the you want to work with from the Server area list.

Expand Server Properties.

Click FRCA.

Click the FRCA Reverse Proxy Cache tab in the form.

Select Enabled from the FRCA reverse proxy cache capabilities list.

Enter a new value for Maximum proxy cache size or keep the default value.
Enter a new value for Maximum proxy response size to cache or keep the default value.
Enter a new value for Document retention period or keep the default value.
Click Add under the Proxy requests to remote servers table.

Enter a virtual path under the Local virtual path column.

Enter a remote server URL under the Remote server URL column.

Click Continue.

Click Add under the Document refresh policies table.

Enter a full or partial URL under the Match URL column.

Enter a value under the Period column.

Click Continue.

Click OK.

Stop and restart your server.

Log and log file tasks
This topic provides step-by-step tasks for log and log file tasks.
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Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -Iﬁ' for more information.

Related information

[“Log formats for HTTP Server (powered by Apache)” on page 29
This topic provides information about log formats and log files.

Set up logs on HTTP Server (powered by Apache)
This topic provides information about how to set up logs to record events and other information for your
HTTP Server with the IBM Web Administration for iSeries interface.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See|IBM Service -lé for more information.

Your HTTP Server (powered by Apache) can generate a record of events commonly referred to as a Log.
Logs can contain error messages, information on what is being access on your HTTP Server (powered by
Apache), who is accessing your HTTP Server (powered by Apache), script logs, and FRCA logs.

The following topic discuss lzeneral log settings| required for all logs, [Access logs, [Error logs}|Script logs]

FRCA logs| where to find the [HTTP Server job log} and how to |1_run a trace|

General log settings: Before creating a specific log type, the general settings for all logs must be applied
to your HTTP Server (powered by Apache) configuration. To configure the general settings for all logs, do
the following:

Click the Manage tab.

Click the HTTP Servers subtab.

Select your HTTP Server (powered by Apache) from the Server list.
Select the you want to work with from the Server area list.
Expand Server Properties.

Click Logging.
Click the General Settings tab in the form.

The General Settings allow you to specify log entry time (local or Greenwich Mean Time), the log
cycle, and maximum log file size.

8. Click Apply.

N O~

After you complete the general settings for all logs, you can specify what type of logs you want to create.

Access Logs: Access logs contain a record of requests to the HTTP Server (powered by Apache). The
access log itself can be configured to record specific information that you will want to review later. To
configure an access log, do the following:

See [General log settings|

Click the Manage tab.

Click the HTTP Servers subtab.

Select your HTTP Server (powered by Apache) from the Server list.
Select the you want to work with from the Server area list.
Expand Server Properties.

No ook owbd=

Click Logging.
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8. Click the Custom Log tab in the form.

You can specify various types of information that can be logged in the Access log by specifying a
customized log format. For more information how to specify a customized log format see Log Format.

9. Click Apply.

Error Logs: Error Logs contain records of errors that are encountered by visitors to the server. You can
specify what types of errors that are logged. To configure error logs, do the following:

1. See|General log settings|

Click the Manage tab.

Click the HTTP Servers subtab.

Select your HTTP Server (powered by Apache) from the Server list.
Select the you want to work with from the Server area list.
Expand Server Properties.

Click Logging.
Click the Error Logs tab in the form.

You must first enable error logging to edit what errors will be logged. Once enabled, do the
following;:

© N oA OD

9. Enter the path and name of the error log.
10. Enter an expiration date.
11. The value defines how long the error log will be maintained before information is rolled over.
12. Enter a maximum cumulative size.
The value defines how large your error log can be before old log entries are deleted.
13. Select logging level.
From the Logging level list, select the level of information you want entered in the error log.
14. Click Apply.
Script Logs: Script Logs contain errors generated by CGI programs running on the server. Generally you
should only enable these logs when you are debugging programs on the server. To configure script logs,

do the following:

Note: Set up a script log only if you are running CGI programs.

See|General log settings}

Click the Manage tab.

Click the HTTP Servers subtab.

Select your HTTP Server (powered by Apache) from the Server list.
Select the you want to work with from the Server area list.
Expand Server Properties.

Click Logging.
Click the Script Logs tab in the form.

You must first enable script logging to edit what script errors will be logged. Once enabled, do the
following:
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Enter the path and name of the script error log.
10. Enter a maximum log file size.
The value defines the size of the script error log.
11. Enter a maximum log entry size.
The value defines the size of the script error log entry.
12. Click Apply.
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FRCA Logs: [Fast Response Cache Accelerator ( FRCA)|is an extension to the HTTP Server (powered by
Apache) that enables caching and serving of data in Licensed Internal Code.

1. See|General log settings|

2. Click the Manage tab.

Click the HTTP Servers subtab.

Select your HTTP Server (powered by Apache) from the Server list.
Select the you want to work with from the Server area list.
Expand Server Properties.

Click Logging.
Click the FRCA Logs tab in the form.

FRCA must be enabled before information is written to the FRCA log. Once enabled, do the
following:

9. Click Add under the FRCA logs table.
10. Enter the path and name of the FRCA log.
11. Enter the log format.
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Note: For more information how to specify a customized log format see [“Log formats for HTTH
[Server (powered by Apache)” on page 29|

12. Enter the environment variable conditions.
13. Enter an expiration date.
The value defines how long the FRCA log will be maintained before information is rolled over.
14. Enter the maximum cumulative size of the FRCA log file.
The value defines how large your FRCA log can be before old log entries are deleted.
15. Click Continue.
16. Click Apply.

For information on ASF Tomcat logs, see [‘About Tomcat” on page 43|

HTTP server job logs: The HTTP Server job logs contain messages or exceptoins. The HTTP Server
(powered by Apache) job log is maintained in the QHTTPSVR subsystem, listed with a job name
matching the name of your HTTP Server instance.

Run a trace: The HTTP Server (powered by Apache) trace allows you to view various levels of trace
information related to a specific server. You will need to have a 5250 session on the iSeries your HTTP
Server is currently running on.

1. Start a 5250 session.
2. Start the server with a parameter of the STRTCPSVR command. Use the following:
* -ve (error) for a trace that contains records for all error return codes or exception conditions.

* -vi (information) for a trace that contains -ve level trace records as well as trace records for entry
and exit points from application level API's and API parameters.

* -vv (verbose) for a trace that contains -vi level trace records as well as trace records for debugging
control flow or data corruption.

For example STRTCPSVR *HTTP HTTPSVR(JKLSERVER ’-vv’).
3. There are three ways to get output from the trace:

e ENDTCPSVR - When the server is ended the trace data is placed into a spool file. There is a spool file
for each job that is running on the server. If a server ends abnormally, trace data is placed into
spool files even if tracing is not active at the time of the error.

¢ DMPUSRTRC - This command dumps the trace data for a specific job to the display or to a physical
file member in the QTEMP library. For example:
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a. Use the WRKACTJOB command to find the server job number. For example WRKACTJOB
SBS(QHTTPSVR).

b. Dump the user trace to a file in QTEMP. For example DMPUSRTRC JOB(nnnnnn/QTMHHTTP/
MYSERVER), where nnnnnn is the job number and MYSERVER is the server.

c. Use the DSPPFM command to view the contents of the trace. For example DSPPFM QTEMP/QAPOZDMP
MBR(QPOZnnnnnn).

e TRCTCPAPP - You can use the TRCTCPAPP command to initiate a trace after the server is started and to
end a trace. To use the TRCTCPAPP command, the server must have been started with the
STRTCPSVR command.

Note: If you started the trace with the STRTCPSVR and one of the trace startup parameters (-ve, -vi,
or -vv), then you must do the following to end the trace:

a. Enter the TRCTCPAPP SET (*ON) command to synchronize it with the STRTCPSVR command. For
example: TRCTCPAPP APP(HTTP) SET(*ON) HTTPSVR(JKLSERVER) TRCLVL(*VERBOSE).

b. Enter the TRCTCPAPP SET (*0FF) command. For example: TRCTCPAPP APP(*HTTP) SET (*OFF)
TITLE('My title’).

Proxy tasks
This topic provides step-by-step tasks for proxy.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See |IBM Service -ﬁ’ for more information.

Related information

[‘Proxy server types and uses for HTTP Server (powered by Apache)” on page 31
This topic provides information about proxy server types and uses.

Set up forward proxy for HTTP Server (powered by Apache)
This topic provides information about how to set up forward proxy for your HTTP Server with the IBM
Web Administration for iSeries interface.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See |IBM Service -lﬁ' for more information.

Configure your HTTP Server (powered by Apache) for using the IBM Web Administration
for iSeries interface. Only the steps necessary to configure a forward proxy are discussed.

To configure your HTTP Server (powered by Apache) for forward proxy, do the following:
1. Click the Manage tab.
2. Click the HTTP Servers subtab.
3. Select your HTTP Server (powered by Apache) from the Server list.
4. Select Global configuration from the Server area list.

Note: To configure a forward proxy for a virtual host, select the virtual host from the Server area
list. See JKL Toy Company creates virtual hosts on HTTP Server (powered by Apache)| for
more information.

5. Expand Server Properties.
6. Click Proxy.
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7. Click the Forward Proxy tab in the form.
8. Select Enabled from the Forward proxy capabilities list.

9. Enter the domain default in the Default domain for unqualified requests field. The default domain
is used if a request does not contain a domain name. For example, http:\\www, does not contain a
domain name.

Note: The remaining fields are not required to set up forward proxy for your HTTP Server (powered
by Apache). Edit the default values now or return to this form at a later time.

10. Click OK.

Set up reverse proxy for HTTP Server (powered by Apache)
This topic provides information about how to set up a reverse proxy for your HTTP Server with the IBM
Web Administration for iSeries interface.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See|IBM Service 'ld’ for more information.

Configure your HTTP Server (powered by Apache) for using the IBM Web Administration
for iSeries interface. Only the tabs necessary to configure reverse proxy are discussed.

To configure your HTTP Server (powered by Apache) for reverse proxy, do the following:
1. Click the Manage tab.
2. Click the HTTP Servers subtab.
3. Select your HTTP Server (powered by Apache) from the Server list.
4. Select Global configuration from the Server area list.

Note: If you want to configure a reverse proxy for a virtual host, click the virtual host from the
Server area menu. See [[KL Toy Company creates virtual hosts on HTTP Server (powered by]
for more information.

Expand Server Properties.
Click Proxy.

Click the Reverse Proxy tab in form.

Select Enabled from the Reverse proxy capabilities list.
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Click Add under the Proxy request to remote servers table.

Note: This table defines what requests will be mapped into the space of the server. The local server
does not act as a proxy in the conventional sense, but appears as a mirror of the remote
server.

10. Select Client requests from the Request Type list.

When this option is used, non-proxy requests matching the URL specified in the Local virtual path
column are transformed into proxy requests for the URL specified in the Remote server URL
column. The proxy then handles the transformed request and returns any document (or error
messages) the remote server provides. Clients remain unaware of any transformation.

11. Enter the local virtual path in the Local virtual path column.

If a non-proxy requests matches the path specified in this column, the non-proxy request will be
transformed into a proxy request for the URL specified in the Remote server URL column.

12. Select Specify URL from the list in the Remote server URL column.
13. Enter the remote server URL in the Remote server URL column.
14. Click Add under the Proxy requests to remote servers table.
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15. Select Redirect requests from the Request Type list.

When this option is used for redirected requests, headers in response documents are adjusted in the
event that a "Redirect” is issued by the remote server. This allows clients to remain unaware of any
transformation of the requests even if remote servers redirect the proxy.

16. Enter the path in the Local virtual path column.

If your server is given a non-proxy request and the request matches the URL specified in the Local
virtual path column, the URL request will be transformed into a proxy request for the URL specified
in the Remote server URL column.

17. Enter the remote server URL in the Remoter server URL column.

If a non-proxy request matches a URL in the Local virtual path column, the request will be
transformed in the URL specified in the Remote server URL column. The client will be directed to
the remote server URL without being aware of the redirect.

18. Click Continue.
19. Click OK.

All other options for reverse proxy are optional and allow you to modify specific reverse proxy
capabilities.

After configuring your HTTP Server (powered by Apache) for reverse proxy, you can configure your
server for a

Set up proxy chaining for HTTP Server (powered by Apache)
This topic provides information about how to set up a proxy chain with your HTTP Server and other
proxy servers with the IBM Web Administration for iSeries interface.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -5 for more information.
Configure your HTTP Server (powered by Apache) for using the IBM Web Administration

for iSeries interface. Only the steps necessary to configure a proxy chain are discussed. Before you can
configure your HTTP Server (powered by Apache) for a proxy chain, you must configure your HTTP
Server (powered by Apache) for forward proxy or reverse proxy.

To configure your HTTP Server (powered by Apache) for a proxy chain, do the following;:
1. Click the Manage tab.
2. Click the HTTP Servers subtab.
3. Select your HTTP Server (powered by Apache) from the Server list.
4. Select Global configuration from the Server area list.

Note: If you want to configure a proxy chain for a virtual host, select the virtual host from the
Server area list. See [‘JKL Toy Company creates virtual hosts on HTTP Server (powered byl
[Apache)” on page 81 for more information.

Expand Server Properties.

Click Proxy.

Click the Proxy Chaining tab in the form.

Click Add under the Remote proxies table.

Enter the URL of the remote proxy in the Remote proxy URL column.
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Note: If you are not using the default port 80, include the port number with the remote proxy URL.
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Example: http:/ /www.myserver.com:1975
10. Enter the full or partial URL in the Match requests to forward column.
11. Click Continue.
12. Click OK.

Search tasks
This topic provides step-by-step tasks for the Webserver search engine.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See |IBM Service -lé for more information.

Related information

[‘Webserver search engine on HTTP Server” on page 34|
This topic provides information about the Webserver search engine and national language
considerations.

Manage document lists for the Webserver search engine on HTTP Server
This topic provides information about how to manage document lists for the Webserver search engine
with the IBM Web Administration for iSeries interface.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -Iﬁ' for more information.

Register a document list: Register a document list if it was created manually or does not appear listed
in the IBM Web Administration for iSeries interface.

Note: See [“Set up a document list for the Webserver search engine on HTTP Server” on page 161| for
more information on creating document lists.

To register a document list, do the following:

Note: Document lists created using Search Administration forms or the CFGHTTPSCH command starting
in Version 4 Release 5 do not need to be registered.

Click the Advanced tab.

Click the Search Setup subtab.
Expand Search Engine Setup.
Click Register document list.

ok wh =

Enter the directory and file name of the document list file. For example, /QIBM/UserData/
HTTPSVR/index/mydoclist DOCUMENT_LIST.

Choose one of the two following options:

Document list built from document on this server
Select this option if you created the document list from a local directory.

Document list built from documents found by crawling web sites
Select this option if you created the document list from a remote server.

6. Click Apply.

Delete a document list: To delete the document list, do the following:
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Click the Advanced tab.

Click the Search Setup subtab.

Expand Search Engine Setup.

Click Delete document list.

Select the document list to be deleted from the list.
Click Delete.

I o

Note: If the document list was not registered, it will not be listed.

Work with document list status: The Webserver search engine can show the status of a document list.
To view the status of a document list, do the following:

Click the Advanced tab.

Click the Search Setup subtab.

Expand Search Engine Setup.

Click Work with document list status.

Select the document list you want to work with from the Document list file name list
Click Apply.
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The status page displays all the current information available for the document list. Use this page to view
information about your document list and to keep track of its status. Different information will be
displayed for document lists created from local documents and those created from remote sites. If your
document list contains documents from remote web sites, you can also control the current crawling
session by using the buttons displayed at the end of the form. An active crawling session can be stopped
or paused and a paused crawling session can be stopped or resumed. Once a crawling session is stopped,
it can be started again from the Build document list form.

Set up a thesaurus dictionary for the Webserver search engine on HTTP Server
This topic provides information about how to set up a thesaurus dictionary file for use with the
Webserver search engine with the IBM Web Administration for iSeries interface.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See|IBM Service 'ld’ for more information.

The thesaurus support allows you to automatically expand a search query by using a thesaurus. To make
sure information is always found in your indexed documents, you can create your own thesaurus in
which you can list common terms and associate them with the terms that exist in your documents. For
example, if a person typically searches for PC but your documents only refer to a personal computer, just
add PC to your thesaurus as a synonym of personal computer. You must first create a thesaurus definition
file that contains terms that are related. Then you build the thesaurus dictionary to be used by the
Webserver search engine. See [“Build the thesaurus dictionary” on page 157 for more information.

Note: The thesaurus definition file can be created in IFS or QSYS.LIB.

Create a thesaurus definition file: To create a thesaurus definition file, do the following:
1. Open a text editor on the iSeries, such as edtf.

Note: Use edtf or some other iSeries editor rather than a PC editor. It is important that the file is
tagged with the correct CCSID since the words will be matched with words in the documents
themselves.

2. Create the content of the thesaurus definition file using the following file format:
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a. Open a text editor on the iSeries, such as edtf.

Note: Use edtf or some other iSeries editor rather than a PC editor. It is important that the file is
tagged with the correct CCSID since the words will be matched with words in the
documents themselves.

b. Create the content of the thesaurus definition file using the following file format:
A thesaurus definition file consists of blocks containing elements. Each element of the block is
defined by a capitalized keyword. The block also contains terms that are single or multiple words.
For example "cake” and "chocolate cake” are terms.
Each block starts with :WORDS followed on the same line by one of the following:

RELATED
Where :RELATED indicates related terms that are not synonyms.
:SYNONYM
Where :SYNONYM indicates terms that are synonyms.
Member terms are listed in the block starting on the second line of the block, one term per line.
For example:
:WORDS : SYNONYM
PC
personal computer

The following relationships can also be specified within the block:

.LOWER_THAN
Where the block member terms are more specific in meaning than the term following
.LOWER_THAN.

HIGHER_THAN
Where the block member terms are less specific in meaning than the term following
.HIGHER_THAN.

.RELATED_TO
Block member terms are related to this term.

.SYNONYM_OF
Block member terms are synonyms of this term.

A related term is specified on the same line as the relationship. A term is a single or multiple
words. The relationships can be specified in any order within the block. For example the two
following blocks are interpreted exactly the same:
:WORDS

rain

snow

hail
.LOWER_THAN precipitation
.RELATED_TO weather

:WORDS
.LOWER_THAN precipitation
.RELATED_TO weather

rain

snhow

hail

When creating a thesaurus definition file, keep the following in mind:

* Preceding and trailing blanks are removed.

* Preceding and trailing control characters are removed.

¢ Terms beginning with a period (.) or a colon (:) are not allowed.

* Capital letters and small letters of the same character are treated as the same character.
* Leave the keywords that are UPPERCASED as-is.

* Terms in the file may be in any language.
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¢ The maximum length of a term is 64 characters or 64 bytes.

Note: A sample thesaurus definition file is stored in /QIBM/ProdData/HTTP/Public/HTTPSVR/
sample_thesaurus.txt.

c. Once you have created the thesaurus definition file, save it as a text file (txt).

Note: Terms can be added in any supported language; however, the keywords (:(RELATED,
:SYNONYM, .LOWER_THAN, .HIGHER_THAN, .RELATED_TO, .SYNONYM_OF, and
:WORDS) can not be changed in order for the definition file to work.

After you have created a thesaurus dictionary, you can manage a thesaurus dictionary . See
thesaurus dictionary for the Webserver search engine on HTTP Server”| for more information. To use the
dictionary on a search, select your index and the search option. After you have selected to do a simple or
advanced search, you will reach a form that allows you to add a thesaurus dictionary to your search.

Build the thesaurus dictionary: To build the thesaurus dictionary, allowing it to be used by the
Webserver search engine, do the following:

1. Click the Advanced tab.

Click the Search Setup subtab.
Expand Search Engine Setup.
Click Build thesaurus dictionary.

S A

Enter the directory and name of the thesaurus definition file that contains relationship data for
generating a thesaurus dictionary in the Thesaurus definition file field. A definition file is a simple
text file with formatting tags to indicate word relationships.

6. Enter a name for the thesaurus dictionary in the Thesaurus dictionary name field. For example,
mydict.

7. Enter the directory that is used to hold the thesaurus dictionary files that are created in the Thesaurus
dictionary directory field. Possible values include /QIBM/UserData/HTTPSVR/search (the default
setting), or any valid directory path.

8. Click Apply.

Manage a thesaurus dictionary for the Webserver search engine on HTTP Server
This topic provides information about how to manage your thesaurus dictionary with the IBM Web
Administration for iSeries interface.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See |IBM Service -ﬁ’ for more information.

This topic explains how to manage thesauruses for the Webserver search engine on the HTTP Server.

Test thesaurus dictionaries: Test your thesaurus for accuracy and completeness. To test your thesaurus,
do the following:

1. Click the Advanced tab.

Click the Search Setup subtab.

Expand Search Engine Setup.

Click Test thesaurus dictionary.

Enter the thesaurus dictionary name to be tested.

Enter the directory where the thesaurus dictionary is located.

N o ok~ wDd

Enter a term or multiple terms to test.
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There are a number of options you can test on your thesaurus dictionary.

Find terms with all relationships
Check this box to find all the terms in the dictionary that have a broader or narrower
meaning than the entered term, are synonyms of the term, or are related to the term.

Find terms with a broader meaning
Check this box to find all terms that have a broader meaning than the entered term. For
example, dessert has a broader meaning than cake.

Find terms with a narrower meaning
Check this box to find all terms that have a narrower meaning than the entered term. For
example, apple has a narrower meaning than fruit.

Find terms that are synonyms
Check this box to find all terms that are synonyms. For example, Ping-Pong is a synonym for
table tennis.

Find terms that are related
Check this box to find all terms that are related to the entered term. For example, apple and
pear are related terms

8. Enter the number of related terms that will be displayed for each term entered. Possible values are 1 -
10.

9. Click Expand terms.

Retrieve thesaurus definitions: You can retrieve a thesaurus definition from a thesaurus dictionary.
Specify the file to use for the thesaurus definition. The thesaurus data will be retrieved from the specified
thesaurus dictionary. To retrieve a thesaurus definition, do the following:

1. Click the Advanced tab.
2. Click the Search Setup subtab.

3. Expand Search Engine Setup.
4. Click Retrieve thesaurus definition.
5. Enter the directory and name of the thesaurus definition file that contains relationship data for

generating a thesaurus dictionary in the Thesaurus definition file field. A definition file is a simple
text file with formatting tags to indicate word relationships.

6. Enter a name for the thesaurus dictionary in the Thesaurus dictionary name field. For example,
mydict.

7. Enter the directory that is used to hold the thesaurus dictionary files that are created in the Thesaurus
dictionary directory field. Possible values include /QIBM/UserData/HTTPSVR/search (the default
setting), or any valid directory path.

8. Click Apply.

Delete thesaurus dictionaries: You can delete your thesaurus dictionaries. Files that were created for
this dictionary will be deleted. The directory will not be deleted. To delete a thesaurus dictionary, do the
following:

1. Click the Advanced tab.
2. Click the Search Setup subtab.

3. Expand Search Engine Setup.
4. Click Delete thesaurus dictionary.
5. Enter a name for the thesaurus dictionary in the Thesaurus dictionary name field. For example,

mydict.
6. Enter the directory that is used to hold the thesaurus dictionary files that are created in the Thesaurus

dictionary directory field. Possible values include /QIBM/UserData/HTTPSVR/search (the default
setting), or any valid directory path.
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7. Click Delete.

Manage search indexes for the Webserver search engine on HTTP Server
This topic provides information about how to manage your search indexes with the IBM Web
Administration for iSeries interface.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -ﬁ’ for more information.

This topic explains how to manage search indexes for the Webserver search engine on HTTP Server.
fup the Webserver search engine on HTTP Server (powered by Apache)” on page 169|to learn how to
create a search index.

The following topics explain how to manage your search index.

« [“Update search index”]

* ["Merge search index” on page 160

+ [“Delete search index” on page 161

* [“View the status of search index” on page 161|

Update search index: After creating a search index, you will want to update it when ever you change
the documents being searched. For example, if you add additional content to some of your files, that
content will not be found in using the Webserver search engine until you update your search index. You
can add new or changed documents or delete documents from the index. If documents are added, they
will be indexed and added to the supplemental index. Use the fields to specify information about the
documents to add to the index. Once you have finished adding the documents, you may want to merge
the supplemental and main indexes.

To update your search index, do the following:
1. Click the Advanced tab.

Click the Search Setup subtab.

Expand Search Engine Setup.

Select your search index from the Index list.

Click Update search index.

Choose one of the following:

SICEE NN

Build a document list from this directory
Select this option to create a document list containing the set of documents to add, update,
or delete from your search index.

There are two additional options that you may select.
Traverse subdirectories in this directory

Select to include any documents in subdirectories of the directory you provided in the field
above.

Document filter
Select this option if you want the document list to be made of specific file types. For
example, entering *.hitm* will only build a document list of file types htm and html.

Use the document list in this file
Select this option if you want to use an existing document list to add, update, or delete
document from your search index.

7. Choose an updating processing option:
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Add new or changed documents to the index
Select this option to use the document list to add or update document in your search index.

Delete documents from the index
Select this option to use the document list to delete documents from your search index.

8. Choose a document content option:

Documents are HTML documents
Select this option if the documents to be searched are HTML.

Documents are TEXT documents
Select this option if the documents to be searched are text documents (do not contain HTML

tags).

9. Choose a processing option:

Update index immediately
Select this option if you want the search index to be updated as soon as you complete the
form.

Update index in a background task
Select this option if you want the search index to be updated in a background task. This is
the suggested method if there is a large number of documents to be indexed.

10. Choose a document error processing option:

Skip documents in error
Select this option if you want the search index to continue updating if document errors are
found. The documents found with an error will not be included in the search index.

Stop processing when error occurs
Select this option if you want the search index to stop updating if document errors are
found. All documents before the error will be indexed.

11. Click Apply.

To update the search index using the CFGHTTPSCH *ADDDOC and CFGHTTPSCH *MGRIDX CL commands, do the
following:

CFGHTTPSCH OPTION(*ADDDOC) IDX(myindex) IDXDIR('/mydir') +
DOCLIST('/mydir/myindex.DOCUMENT LIST')
CFGHTTPSCH OPTION(*MRGIDX) IDX(myindex) IDXDIR('/mydir')

You can also update your index through scheduled batch jobs. For example, to update an index on Friday
of every week at 11:30 p.m., do the following:

ADDJOBSCDE JOB(UPDATE) CMD( CFGHTTPSCH OPTION(*ADDDOC) IDX('myindex"')
DOCLIST('/QIBM/UserData/HTTPSVR/index/myindex.DOCUMENT.LIST'))
JOB (UPDATE)
FRQ(*WEEKLY)
SCDDATE (*NONE)
SCDDAY (*FRI)
SCDTIME('23:30:00")

To update an index at 11:30 p.m. on the last day of every month, do the following:.

ADDJOBSCDE JOB(UPDATE) CMD(CFGHTTPSCH OPTION(*ADDDOC) IDX('myindex')
DOCLIST('/QIBM/UserData/HTTPSVR/index/myindex.DOCUMENT.LIST') )
JOB(UPDATE)

SCDDATE (*MONTHEND)
SCDTIME('23:30:00")
FRQ(*MONTHLY)

Merge search index: The supplemental index contains indexed documents that were added with the
lupdate search index form and are not yet merged into the main index. This merged index will include
both the supplemental index and the main index.
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To merge your search indexes, do the following:

Click the Advanced tab.

Click the Search Setup subtab.

Expand Search Engine Setup.

Select your supplemental search index from the Index list.
Click Merge search index.

o o~ N~

Choose one of the two processing options:

Merge index immediately
Select this option if you want the search indexes to merge as soon as you complete the form.

Merge index in a background task
Select this option if you wan the search indexes to merge in a background task. This is the
suggested method if the search indexes are large.

7. Click Apply.

Delete search index: You can delete both the main and supplemental indexes or just the supplemental
index. The supplemental index contains indexed documents that were added with the
form and are not yet merged into the main index.

To delete your search indexes, do the following:
Click the Advanced tab.

Click the Search Setup subtab.

Expand Search Engine Setup.

Select your search index from the Index list.
Click Delete search index.

Choose one of the two processing options:

I

Delete both main and supplemental indexes
Select this option if you want to delete both the supplemental and main search indexes from
your iSeries.

Delete only the supplemental index
Select this option if you want to delete the supplemental search index from your iSeries. Your
main search index will not be deleted.

7. Click Delete.

View the status of search index: The Webserver search engine can show the status of a search index
allowing you to keep track of its progress when [updating| or jmerging}

To view the status of a search index, do the following:
1. Click the Advanced tab.

Click the Search Setup subtab.

Expand Search Engine Setup.

Select your search index from the Index list.

ok 0N

Click View status of search index.

The status page displays all the current information available for the search index. Use this page to see
any file errors that occurred during indexing.

Set up a document list for the Webserver search engine on HTTP Server
This topic provides information about how to create a document list for the Webserver search engine
with the IBM Web Administration for iSeries interface.
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Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is

recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -Iﬁ' for more information.

A document list is a file that contains a list of documents used to create or update a search index. When a
request for a search title or description is sent, it is compared to the document list for possible matches.

To set up a document for use with the Webserver search engine, complete the following steps:

Create a document list: To create a document list, do the following;:

1.

ok 0N

Click the Advanced tab.

Click the Search Setup subtab.
Expand Search Engine Setup.
Click Build document list.
Choose one of the two options:

II|

[“Build a document list from documents on this server
Select this option if the documents to be included in the document list are in a local directory.

{(“Build the document list by crawling a URL” on page 163|
Select this option if the documents to be included in the document list reside in a remote
server.
There are two additional options if you choose to build the document list using the Web crawler.
These are:

Build the document list by crawling a URL
Select this option to crawl a single URL.

[“Build the document list from selected URL and options objects” on page 164|

Select this option only if you have previously created a [‘Set up a URL object for the|
Webserver search engine on HTTP Server” on page 167|and an [‘Set up an options object for]
the Webserver search engine on HTTP Server” on page 165.|

6. Click Apply.

Build a document list from documents on this server: If you opted to build a document list from a
local directory, follow these instructions to complete your document list:

1.

Choose one of the two document list file name options:

Create a new document list file
Select this option to create a new document list file. Replace the asterisk (*) with a new name
for your document list file.

Use the document list in this file
Select this option to use an existing document list file. Select the document list file from the
list.

There are two additional options if you choose to use an existing document list file. These are:

Replace the document list file
Select this option to overwrite the existing document list file.

Append the new list to the document list file
Select this option to add any new information to the existing document list file. This option
will not delete existing information.
Enter the directory the document list will build from in the Build a document list from this directory
field. For example, /www/mydocs/public/info.

There are two additional options that you may select. These are:
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Traverse subdirectories in this directory
Select to include any documents in subdirectories of the directory you provided in the field
above.

Document filter
Select this option if you want the document list to be made of specific file types. For example,
entering *.htm* will only build a document list of file types htm and html.

3. Click Apply.

Build the document list by crawling a URL: If you opted to build a document list with the Web
crawler that will crawl a URL, follow these instructions to complete your document list:

1. Choose one of the two document list file name options:

Create a new document list file
Select this option to create a new document list file. Replace the asterisk (*) with a new name
for your document list file.

Use the document list in this file
Select this option to use an existing document list file. Select the document list file from the
list.

There are two additional options if you choose use an existing document list file. These are:

Replace the document list file
Select this option to overwrite the existing document list file.

Append the new list to the document list file
Select this option to add any new information to the existing document list file. This option
will not delete existing information.

2. Enter the Web crawler options:

URL  Enter the URL the Web crawler will visit to add documents to your document list. For
example, http:/fwww.ibm.com.

URL domain filter
Enter the URL domain filter the Web crawler will stay on. For example, ibm.com.

Maximum crawling depth
Enter the depth of the crawling from the starting URL. For example, entering a depth of 0 will
download only the starting URL page. Selecting a depth of 1, will continue the crawl to the
first layer of links from the starting URL.

Support robot exclusion
If you select Yes, any site or pages that contain robot exclusion META tags or files will not be
downloaded. Excluded files do not usually contain HTML or text. See [“Manage Web spiders)
[Web crawlers, and robots on HTTP Server” on page 166| for more information.

3. Choose crawling options:

Directory to store documents
Enter the directory to store the documents the Web crawler finds. For example,
[www/mydocs/public/crawl.

Document language
Select the language of the documents being retrieved by the Web crawler.

Proxy server for HTTP
Enter the proxy server for HTTP requests. Possible values include any valid server name.

Proxy port for HTTP
Enter the port number for the above proxy server. A port is required if a proxy server for
HTTP is specified.
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4.

Proxy server for HTTPS
Enter the proxy server for HTTPS requests.

Proxy port for HTTPS
Enter the port number for the above proxy server.

Maximum file size to download
Enter the maximum size for a downloaded file (in KB).

Maximum storage for files
Enter the maximum storage space for all downloaded files (in MB).

Maximum threads
Enter the maximum number of threads used during web crawling. Set this value based on the
system resources that are available.

Maximum run time
Enter the maximum amount of time the crawling session remains active in hours and
minutes.

Activity log file
Enter the action to take for an activity log file. This file contains information about the
crawling session plus any errors that occur. This file must be in a directory of the IFS. You can
choose to run a crawling session with or without an activity log file. You also have the option
of replacing the log file each time a crawling session is started or appending information to
the existing file.

There are two additional options if you choose to write an activity log. These are:

Create or replace the logging file
Select this option if the log file does not exist or you want to overwrite an existing log file.

Append to the existing logging file
Select this option to add any new information to the existing log file. This option will not
delete existing information.

Click Apply.

Build the document list from selected URL and options objects: If you opted to build a document list
with the Web crawler using selected URL and options objects, follow these instructions to complete your
document list:

1.

w

Choose one of the two document list file name options:

Create a new document list file
Select this option to create a new document list file. Replace the asterisk (*) with a new name
for your document list file.

Use the document list in this file
Select this option to use an existing document list file. Select the document list file from the
list.

There are two additional options if you choose use an existing document list file. These are:

Replace the document list file
Select this option to overwrite the existing document list file.

Append the new list to the document list file
Select this option to add any new information to the existing document list file. This option
will not delete existing information.

Select the [‘Set up a URL object for the Webserver search engine on HTTP Server” on page 167.|

Select the [“Set up an options object for the Webserver search engine on HTTP Server” on page 165

Select[“Set up validation lists for the Webserver search engine on HTTP Server” on page 172
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Validation list
Select Do not use a validation list if you know the server the Web crawler will visit does not
use a validation list for authentication. Otherwise, select Use this validation list for sites
requiring a userid and password and select the validation list to be used from the list.

5. Click Apply.

Set up an options object for the Webserver search engine on HTTP Server

This topic provides information about how to set up an options object for use with the Webserver search
engine with the IBM Web Administration for iSeries interface.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -ﬁ’ for more information.

An options object contains values that are used when remote web sites are crawled. If you select to edit
an existing object, the current values are displayed and can be changed. This object can be selected
together with a URL object to use when you select to build document lists by crawling remote web sites.
To create an options object, do the following:

1. Click the Advanced tab.

Click the Search Setup subtab.
Expand Search Engine Setup.
Click Build options object.
Choose options object options:
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Create an options object
Select this option to create a new options object. Enter the name of the new options object.

Select an options object to edit
Select this option to edit an existing options object. Select the options object from the list.
6. Click Apply.
7. Enter crawling options:

Proxy server for HTTP
Enter the proxy server for HTTP requests. Possible values include any valid server name.

Proxy port for HTTP
Enter the port number for the above proxy server. A port is required if a proxy server for
HTTP is specified.

Proxy server for HTTPS
Enter the proxy server for HTTPS requests. Possible values include any valid server name.

Proxy port for HTTPS
Enter the port number for the above proxy server. A port is required if a proxy server for
HTTPS is specified.

Maximum file size to download
Enter the maximum size for a downloaded file (in KB).

Maximum storage for files
Enter the maximum storage space for all downloaded files (in MB).

Maximum threads
Enter the maximum number of threads used during web crawling. Set this value based on the
system resources that are available.
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Maximum run time
Enter the maximum amount of time the crawling session remains active in hours and
minutes.

Activity log file
Enter the action to take for an activity log file. This file contains information about the
crawling session plus any errors that occur. This file must be in a directory of the IFS. You can
choose to run a crawling session with or without an activity log file. You also have the option
of replacing the log file each time a crawling session is started or appending information to
the existing file.

There are two additional options if you choose to write an activity log.

Create or replace the logging file
Select this option if the log file does not exist or you want to overwrite an existing log file.

Append to the existing logging file
Select this option to add any new information to the existing log file. This option will not
delete existing information.

8. Click Apply.

Your new options object can now be used when Web crawling remote sites.

Manage Web spiders, Web crawlers, and robots on HTTP Server
This topic provides information about how to manage Web spider, Web crawlers, and robots.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -& for more information.

Web spiders, Web crawlers, and robots are programs that traverse the Internet retrieving documents and
following links in those documents. You may have noticed entries in your log files that document
requests for /robots.txt files or requests for many of your Web documents. These requests may be from a
robot. Most robots adhere to the robot exclusion protocol. If you want to control what portion of your
Web site robots attempt to visit, you can either use a robots.txt file or the robots meta tag.

The robots.txt file

The robots.txt file must be placed in the document root directory of the server. The following is an
example of a robots.txt file:

User-agent: =
Disallow: /cgi-bin/

Note: Make sure that you do not alert hackers to important directories or files by listing them in the
robots.txt file.

Robots meta tag

The robots meta tag can be placed in HTML documents to tell the robot:
* Do not index a document

<META NAME="ROBOTS" CONTENT="NOINDEX">
* Do not follow links in a document

<META NAME="ROBOTS" CONTENT="NOFOLLOW">
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Set up a URL mapping rules file for the Webserver search engine on HTTP Server
This topic provides information about how to set up a URL mapping rules file for use with the
Webserver search engine with the IBM Web Administration for iSeries interface.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -lé for more information.

A mapping rules file is used to set the URL for documents found on a search. The file is built using the
configuration of the selected HTTP Server and the specified URL prefix.

In order to allow documents to be opened when found on a search, you will need an HTTP Server
configuration that contains at least one routing directive. The routing directive has two purposes. It
determines what URLs will be accepted, and it optionally maps those URLs to physical file names. These
routing directives are added to the mapping rules file and are used to set the URL for the documents
found on a search.

The format of the routing directive depends on the HTTP Server that is selected. If you have documents
in directory /root/clothing/ but want the URL to contain just /clothing as the directory, then you need a
routing directive in the HTTP Server configuration. If there is no routing directive that maps a URL to an
actual path, an error may occur attempting to display the document.

To create a URL mapping rules file, do the following:
1. Start the IBM Web Administration for iSeries interface.
Click the Advanced tab.
Click the Search Setup subtab.
Expand Search Engine Setup.
Select your search index from the Index list.
Click Build URL mapping rules file.
Select your HTTP Server instance from the HTTP servers list.

© N OkA DN

Enter a prefix to use for URL addresses. For example, http://www.ibm.com.

This optional prefix is the first part of the URL that is created for a document. For example, if you
enter a prefix such as http://www.ibm.com, the URL of a document found on a search would be
http:/fwww.ibm.com/clothing/doc1.htm. If this field is left blank, then the name of the server and port
would be assumed for the URL, for example, /clothing/doc1.htm. If the server is started on a TCP/IP
port other than the default of port 80, be sure to include the port number in the prefix as follows:
http://myserver.com:8282.

9. Accept the default entry in the Mapping rules file name field.

There are two additional options for you to choose.

Create or replace the mapping rules file
Select this option to overwrite the existing mapping rules file.

Append the new list to the mapping rules file
Select this option to add any new information to the existing mapping rules file. This option
will not delete existing information.

10. Click Apply.

Set up a URL object for the Webserver search engine on HTTP Server
This topic provides information about how to set up a URL object file for use with the Webserver search
engine with the IBM Web Administration for iSeries interface.
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Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -Iﬁ' for more information.

A URL object contains a list of URLs plus additional web crawling attributes. If you select to edit an
existing URL object, the contents of the current object are displayed. The URL object can be selected
together with an options object to use when you select to build document lists by crawling remote web
sites. See [“Set up a document list for the Webserver search engine on HTTP Server” on page 161 for more
information.

To create a URL object, do the following;:
1. Start the IBM Web Administration for iSeries interface.
2. Click the Advanced tab.

Click the Search Setup subtab.

Expand Search Engine Setup.

Click Build URL object.

Choose URL object options:

oo kW

Create a new URL object
Select this option to create a new URL object. Enter the name of the new URL object.

Edit this URL object
Select this option to edit an existing URL object. Select the URL object from the list.
7. Click Apply.

8. Enter document storage and language options:

Directory to store documents
Enter the directory where documents found on web sites are stored. Possible values include
any valid directory path name.

Document language
Select the language of the documents that are downloaded. The list provides all valid
language entries.

9. Enter URL list options:

Action
Click Add to add a new row.

Click Remove to remove an existing row.

URL Enter a URL in the form, for example, http:/ /www.ibm.com. If you enter a URL that
requires authentication, create a validation list using the Build validation list form. See m
[up validation lists for the Webserver search engine on HTTP Server” on page 172| for more
information.

URL domain filter
Enter a domain to limit crawling, for example, ibm.com.

Maximum crawling depth
Enter the depth of links from the starting URL to continue crawling. The starting URL is at
depth 0. The links on that page are at depth 1.

Support robot exclusion
Choose whether to support robot exclusion. If you select Yes, any site or pages that contain
robot exclusion META tags or files will not be downloaded.

10. Click Apply.
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Your new URL object can now be used when Web crawling remote sites.

Set up the Webserver search engine on HTTP Server (powered by Apache)
This topic provides information about how to set up the Webserver search engine for your HTTP Server
with the IBM Web Administration for iSeries interface.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -ﬁ’ for more information.

The Webserver search engine allows you to perform full text searches on HTML and text files. You an
control what options are available to the user and how the search results are displayed through
customized Net.Data macros.

Follow these steps to configure the Webserver search engine for HTTP Server (powered by Apache) using
the IBM Web Administration for iSeries interface.

Edit HTTP Server (powered by Apache)
1. Click the Manage tab.
Click the HTTP Servers subtab.
Select your HTTP Server (powered by Apache) from the Server list.
Select Global configuration from the Server area list.
Expand HTTP Tasks and Wizards.
Click Add a directory to the Web.

Using the wizard, create a new directory to serve static Web content, with directory
Iwww/MyServer/scripts/, and with an alias /scripts/, where MyServer is the name of your HTTP
Server (powered by Apache). See ['JKL Toy Company adds a new directory to HTTP Server|
[(powered by Apache)” on page 71{for more information.
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Note: The new scripts directory and the directory containing the files to be searched must have
*Public *RX authority or Net.data will return an error.

7. Expand Server Properties.
8. Click Container Management.
9. Click the Directories tab in the form.
10. Click Add under the Directory/Directory Match container table.
11. Select Directory from the list in the Type column.
12. Enter /QSYS.LIB/QHTTPSVR.LIB/ in the Directory path or expression column.
13. Click Continue.
14. Click OK.
15. Click URL Mapping.
16. Click the Aliases tab in the form.
17. Click Add under the URL to host file system mappings table.
18. Select Alias from the list in the Alias Type column.
19. Enter /htdocs/ in the URL path column.

20. Enter /www/MpyServer/htdocs in the Host directory or file column, where MyServer is the name of
your HTTP Server (powered by Apache).

21. Click Add.
22. Select ScriptAlias from the list in the Alias Type column.
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23.
24.
25.
26.
27.

28.
20.
30.
31.
32.
33.
34.

35.

36.
37.
38.
39.
40.
41.
42.
43.
44.
45.

46.

47.
48.

Enter /cgi-bin/db2www/ in the URL path column.

Enter /QSYS.LIB/QHTTPSVR.LIB/DB2WWW.PGM/ in the Host directory or file column.
Click Continue.

Click OK.

Select Directory \www\MyServer\scripts\ from the Server area list, where MyServer is the name
of your HTTP Server (powered by Apache).

Click Dynamic Content and CGIL.

Click the General Settings tab in the form.

Select Enabled for Allow CGI programs to be run.
Click OK.

Click Security.

Click the Control Access tab in the form.

Select All authenticated users (valid user name and password) under Control access based on who
is making the request.

Select Allow then deny from Order for evaluating access under Control access based on where the
request is coming from.

Select All client hosts under Client hosts allowed access to this resource.
Click OK.

Select Directory /QSYS.LIB/QHTTPSVR.LIB/ from the Server area list.
Click Dynamic Content and CGI.

Click the General Settings tab in the form.

Select Enabled for Allow CGI programs to be run.

Click OK.

Click Security.

Click the Control Access tab in the form.

Select All authenticated users (valid user name and password) under Control access based on who
is making the request.

Select Allow then deny from Order for evaluating access under Control access bade on where the
request is coming from.

Select All client hosts under Client hosts allowed access to this resource.
Click OK.

Create search index

1.

Click the Advanced tab.

2. Click the Search Setup subtab.
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10.
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Expand Search Engine Setup.

Click Create search index.

Enter an index name in the Index name field.

Click Apply.

Select Build a document list from this directory under Document list.

Enter the directory where the HTML and text files to searched are located. Example,
Iwww/MyServer/htdocs, where MyServer is the configuration directory of your HTTP Server
(powered by Apache).

Select Create a mapping rules file from this HTTP server under Mapping rules.
Select your HTTP Server (powered by Apache) configuration name from the list.

Enter a URL prefix in the Prefix to use for URL address field. Example, http://iSeries:Port, where
iSeries:Port is the name of your iSeries and port number.
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Note: Remember the search index name and mapping rules directory and file name. This
information will be used in the following steps.

12. Click Apply.

Copy sample_search.ndm and sample_html.html files
1. Open directory \QIBM\ProdData\HTTP\Public\HTTPSVR.

2. Copy sample_html.html to \www\MyServer\htdocs directory, where MyServer is the configuration
directory of your HTTP Server (powered by Apache).

3. Copy sample_search.ndm to \www\MyServer\scripts directory, where MyServer is the configuration
directory of your HTTP Server (powered by Apache).

Note: File sample_search.ndm must have *Public *RX authority or Net.data will return an error.

Edit sample_search.ndm
1. Open sample_search.ndm with a text editor.
2. Change the following lines found under %f{ ---- STEP 1 -----%}:

idxIndexName="Recipes”
Search index name: replace Recipes with the name of your search index.

nn

mapFile=
Map file directory and name: add /QIBM/UserData/HTTPSVR/index/Searchindex. MAP_FILE,
where SearchIndex is the name of your search index.

3. Save and close the file.

Note: The sample_search.ndm file has additional fields that allow you to modify the search results
displayed with the Webserver search engine. Read the documentation provided in the
sample_search.ndm file for more details.

Edit sample_html.html
1. Open sample_htmlLhtml with a text editor.
2. Change the following lines:
FORM NAME-="search” ACTION="/cgi-bin/db2www/qibm/proddata/http/public/httpsvr/
sample_search.ndm/output” METHOD="post">
Replace the ACTION attribute value with /cgi-bin/db2www/www/MyServer/scripts/

sample_search.ndm/output, where MyServer is the configuration directory of your HTTP
Server (powered by Apache)

<INPUT TYPE="hidden” NAME="frmIndexName” VALUE="Recipes">
Search index name: replace Recipes with the name of your search index.

<INPUT TYPE="hidden” NAME="frmMapFile” VALUE=" ">
Map file directory and name: add /QIBM/UserData/HTTPSVR/index/SearchIndex.MAP_FILE
to the VALUE attribute, where SearchIndex is the name of your search index.

3. Save and close the file.

Note: The sample_html.html file contains additional fields for the Webserver search engine. Only the
necessary information for the required fields are documented here.

Start the server

1. Click the Manage tab.

2. Click the All Servers subtab.

3. Click the All HTTP Servers tab.

4. Select your HTTP Server (powered by Apache) from the table.
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5. Click Start.

Test the Webserver search engine
1. Open a Web browser.

2. Enter http://iSeries:Port/sample_html.html to start the Webserver search engine, where iSeries:Port is
the name of your iSeries and port number.

3. Enter a search term.
4. Click Search.

Note: If the MAP_FILE is incorrectly built, the search results will not contain the correct URL and the
Web page will not be displayed.

Set up validation lists for the Webserver search engine on HTTP Server
This topic provides information about how to set up a validation list for use with the Webserver search
engine with the IBM Web Administration for iSeries interface.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -Iﬁ' for more information.

A validation list contains URLs, userids, and password sets. This list can be specified when you select to
build document lists by crawling remote web sites. To create a validation list, do the following:

1. Start the IBM Web Administration for iSeries interface.
2. Click the Advanced tab.

Click the Search Setup subtab.

Expand Search Engine Setup.

Click Build validation list.

Choose validation list options:
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Create a new validation list
Select this option to create a new validation list. Enter the name of the new validation list.

Edit this validation list
Select this option to edit an existing validation list. Select the validation list from the list.

7. Click Apply.

8. Enter validation list content options:

Action
Click Add to add a new row.

Click Remove to remove an existing row.

URL domain filter
Enter the URL domain filter. For example, ibm.com.

Userid
Enter the Userid to be used on the URL domain.

Password
Enter the password to be used for the Userid on the URL domain.

9. Click Apply.

Your new validation list can now be used when Web crawling remote sites.
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Security tasks
This topic provides step-by-step tasks for security.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See |IBM Service -lﬁ' for more information.

Related information

[“Security tips for HTTP Server” on page 3§
This topic provides tips to secure your HTTP Server.

Set up password protection on HTTP Server (powered by Apache)
This topic provides information about how to set up password protection for resources on your HTTP
Server with the IBM Web Administration for iSeries interface.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -ﬁ’ for more information.

You can protect Web resources by asking the user for a userid and password to gain access to these
resources. Group files can be used to classify users into groups (for example: users and administrators).
This allows you to limit access to those users that are defined in a group. If the user is listed in the
group, then the userid and password are validated in one of the following ways:

* Internet users in a validation list - This requires you to create a [validation list] that contains Internet
users. You can create a validation list and Internet users through the IBM Web Administration for
iSeries interface.

* [User profiles password protection|- This requires that each user must have a system user profile.

* [LDAP password protection|- This requires that you configure a LDAP server with the user entries.

Group file password protection: The following steps explain how to add password protection (using
groups) to a directory‘contexﬂ.

1. Create a group file with the following format:
groupname: userl[, user2[, user3...]]
groupname

Any name you want to use to identify the group you are defining. This name can be used
on subsequent group definitions within the same server group file.

userl|[, user2|[, user3...]]
This can be any combination of user names and group names. Separate each item with a
comma.

For example:

ducks: webfoot, billface, swandude
geese: goosedq,
bagel flock: ducks, geese

In the above example, notice that once the groups named ducks and geese are defined, they can be
included as part of the group named flock.

Click the Manage tab.

Click the HTTP Servers subtab.

Select your HTTP Server (powered by Apache) from the Server list.
Select the you want to work with from the Server area list.
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HTTP Server 173


http://www.ibm.com/servers/eserver/iseries/software/http/services/service.html
http://www.ibm.com/servers/eserver/iseries/software/http/services/service.html

© o N

10.
11.
12.

Note: Do not select Global configuration or Virtual Host. If the Authentication tab cannot be
selected, select a different context to work with from the Server area list.

Expand Server Properties.
Click Security.
Click the Authentication tab in the form.

Select Use Internet users in validation list or Use OS/400 profile of client under User
authentication method.

Note: Your selection should be based off of the incoming traffic your HTTP Server (powered by
Apache) will receive. If incoming traffic is from outside of your local access network, using
Internet users in a validation list would be more beneficial than using OS/400 profiles. If
incoming traffic is from a local access network, using OS/400 profiles would be more
beneficial than using Internet users in a validation list.

Enter an authentication name or realm. The realm name is displayed on the login prompt.

Add a user authentication method if necessary.

Click OK.

After configuring authentication, you must configure control access.

1.

Select the same context you work with previously from the Server area list.

2. Expand Server Properties.
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Click Security.

Click the Control Access tab in the form.

Select Specific users and groups.

Click Add under the User and Group names table.
Select Group from the list in the Type column.

Enter the name of the group in the Name column.
Enter the path/filename of the group file used above.
Click OK.

Note that changes to an existing group files take effect after the HTTP Server is restarted.

User profiles password protection: You can protect Web resources by asking the user for a userid and
password to gain access to these resources. An iSeries user profile can be used to authenticate users.

To configure password protection using a user profile, do the following:

1.

Click the Manage tab.

2. Click the HTTP Servers subtab.
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Select your HTTP Server (powered by Apache) from the Server list.
Select the you want to work with from the Server area list.
Expand Server Properties.

Click Security.

Click the Authentication tab in the form.

Note: If the Authentication tab cannot be selected, select a different context to work with from the
Server area list.

Select Use OS/400 profile of client under User authentication method.

Enter an authentication name or realm. The realm name is displayed on the login prompt.
Choose one of the two methods below:

Enter a user name in the OS/400 user profile to process requests field.
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Select a user name under OS/400 user profile to process requests. Select Default server profile to
allow the HTTP Server profile (QTMHHTTP) to process requests.

11. Click OK.

After configuring authentication, you must configure control access.

1. Select the same context you work with previously from the Server area list.
Expand Server Properties.

Click Security.

Click the Control Access tab in the form.

Select All authenticated users (valid user name and password) under Control access based on who
is making requests.

6. Click OK.
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LDAP password protection: You can protect Web resources by asking the user for a userid and
password (to gain access to these resources). A Lightweight Directory Access Protocol (LDAP) server can
be used to authenticate users.

LDAP is a directory service protocol that runs over TCP/IP, using non-secure or Secure Sockets Layer
(SSL). The LDAP directory service follows a client/server model, where one or more LDAP servers
contain the directory data. This allows any LDAP-enabled application to store information once (such as
user authentication information). Other applications using the LDAP server are then able to request the
stored information. The HTTP server (powered by Apache) can act as a LDAP server client, making
requests for information.

One of the advantages of using the LDAP server for authentication is that it allows the information to be
shared by multiple LDAP clients, and stores the information in a platform independent fashion. This can
help prevent information from being duplicated within a network.

The following steps explain how to add password protection (using LDAP) to a directory
1. Click the Manage tab.

Click the HTTP Servers subtab.

Select your HTTP Server (powered by Apache) from the Server list.

Select the context you want to work with from the Server area list.

Expand Server Properties.

Click Security.

Click the Authentication tab in the form.
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Note: If the Authentication tab cannot be selected, select a different context to work with from the
Server area list.

8. Select Use user entries in LDAP server under User authentication method.

9. Enter an authentication name or realm. The realm name is displayed on the login prompt.
10. Enter an LDAP configuration file.
11. Enter an LDAP group name or filter.
12. Click OK.

After configuring authentication, you must configure control access.

1. Select the same context you work with previously from the Server area list.
2. Expand Server Properties.

3. Click Security.

4. Click the Control Access tab in the form.
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5. Select one of the options for who can access this resource.

6. Select one of the options for who can access this resource under Users and groups who can access
this resource.

7. Select Allow access to all, except the following under Control access based on where the request is
coming from.

8. Enter any domain names or IP address you do not want to allow access to.
9. Click OK.

Set up SSL for the administration (ADMIN) server for HTTP Server

This topic provides information about how to secure your administration server configuration with
Secure Socket Layers with the IBM Web Administration for iSeries interface.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -lé for more information.

You can SSL enable the ADMIN server by doing the following:
1. Make sure that you have the following products and product options installed:
* IBM Cryptographic Access provider product (5722-AC3)
* Digital Certificate Manager Option 34 of 5722-551

2. To complete this task you must supply a digital certificate. For more information on how to obtain a
digital certificate, see [Digital certificate management]

3. Make sure you have proper authority to the directories and file. See [“User profiles and required|
[authorities for HTTP Server” on page 40| for more information.

Make sure that the ADMIN server is running.

Click the Manage tab.

Click the All HTTP Servers subtab.

Select ADMIN from the Server list.

Select Include /QIBM/UserData/HTTPA/admin/conf/admin-cust.conf from the Server area list.
Expand Tools.
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Select Edit Configuration File.

Note: The following changes must be made using the Edit Configuration File tool. Use of other
editing tools may result in errors.
11. Enter the following information into the configuration file or remove the "#" symbol to uncomment
these lines:

LoadModule ibm_ss1_module /QSYS.LIB/QHTTPSVR.LIB/QZSRVSSL.SRVPGM
Listen 2001

Listen 2010

SetEnv HTTPS_PORT 2010

<VirtualHost *:2010>

SSLEnable

SSLAppName QIBM_HTTP_SERVER_ADMIN

</VirtualHost>

12. Click OK.

13. Select Virtual Host *:2010 from the Server area list.
14. Expand Server properties, and select Security.

15. Click OK.

16. Click the Related Links tab.

17. Click Digital Certificate Manager.

176 iSeries: IBM HTTP Server


http://www.ibm.com/servers/eserver/iseries/software/http/services/service.html

18. Click Select a Certificate Store.

19. Select *SYSTEM.

20. Click Continue.

21. Enter a password in the Certificate store password field.

22. Click Continue.

23. Click Manage Applications.

24. Select Update certificate assignment.

25. Click Continue.

26. Select Server.

27. Click Continue.

28. Select QIBM_HTTP_SERVER_ADMIN application name.

29. Click Update Certificate Assignment.

30. Select the appropriate certificate.

31. Click Assign New Certificate to assign the certificate to the application name selected in the
previous step.

32. Restart the ADMIN server.

33. Restart your Web browser.

To use the ADMIN server, type http://[iSeries_hostname]:2001 for a non-secure connection or
https://[iSeries_hostname]:2010 for a secure connection.

Note: If you have trouble getting the secure connection working, check the ADMIN error log file located
in the (\QIBM\UserData\HTTPA\admin\logs\ directory for information.

Set up to secure against a Telnet denial of service attack for HTTP Server
This topic provides information about how to secure your HTTP Server against a Telnet denial of service
attack with the IBM Web Administration for iSeries interface.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See|IBM Service -lé for more information.

A Telnet attack could result in a denial of service to your HTTP Server. The configuration to protect
against attacks has default settings, but you may want to change them to suit your individual needs.

Your HTTP Server can detect a denial of service attack by measuring the time-out and frequency, or the
number of time-outs of certain clients” requests. If the HTTP Server does not receive a request from the
client, then your HTTP Server determines that a Telnet denial of service attack is in progress. This occurs
after making the initial client connection to your HTTP Server.

The HTTP Server’s default is to perform attack detection and penalization. However, this default may not
be right for your environment. If all access to your HTTP Server is through a firewall or proxy server or
Internet Service Provider (ISP), then the Telnet denial of service protection is built into each of these
entities. You should turn off the Telnet denial of service protection for this HTTP Server instance so that
the HTTP Server does not falsely detect a denial of service condition.

Secure against a Telnet denial of service attack for HTTP Server (powered by Apache):
1. Click the Manage tab.
2. Click the HTTP Servers subtab.
3. Select your HTTP Server (powered by Apache) from the Server list.
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4. Expand Server Properties.
5. Click System Resources.
6. Click the HTTP Connections tab in the form.

Note: The values provided are the current HTTP connections settings used by your Web server.
Continue only if you want to change the default values.

7. Enter new values for the provided fields.
8. Click Apply.
9. Click the Denial of Service tab in the form.

Note: The values provided are the current denial of service settings used by your Web server.
Continue only if you want to change the default values.

10. Enter new values for the provided fields.
11. Click OK.

See [“User profiles and required authorities for HTTP Server (powered by Apache)” on page 4(| for more
information if you encounter authority problems.

Tomcat tasks

This topic provides step-by-step tasks for the Apache Software Foundation Tomcat servlet engine.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -Iﬁ' for more information.

Related information

[“About Tomcat” on page 43|
This topic provides information about the Apache Software Foundation Jakarta Tomcat servlet engine.

Manage ASF Tomcat servers on HTTP Server (powered by Apache)
This topic provides information about how to manage your Tomcat server with the IBM Web
Administration for iSeries interface.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See |IBM Service -lé for more information.

Use the IBM HTTP Server Administrator interface to manage your HTTP Server (powered by Apache)
from using ASF Tomcat or stop an out-of-process ASF Tomcat server.

Enable and disable ASF Tomcat for HTTP Server (powered by Apache): You can enable or disable
(without discarding your configuration) the ASF Tomcat servlet engine by doing the following:

Click the Manage tab.

Click the HTTP Servers subtab.

Select your HTTP Server (powered by Apache) from the Server list.
Expand Server Properties.

Click ASF Tomcat Settings.

Check or uncheck Enable servlets from this HTTP Server.

Click OK.
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Start and stop out-of-process ASF Tomcat server: You can start or stop an out-of-process ASF Tomcat
server by doing the following:

Click the Manage tab.

Click the All Servers subtab.

Click the All ASF Tomcat Servers tab.

Select the ASF Tomcat out-of-process server you want to stop.
5. Click Stop or Start.
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Set up JSP files for out-of-process ASF Tomcat server on HTTP Server (powered
by Apache)

This topic provides information about how to set up a Java JavaServer Page (JSP) file for use with the
Tomcat servlet engine with the IBM Web Administration for iSeries interface.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See|IBM Service -lé for more information.

Follow the instructions to use a JSP file with out-of-process ASF Tomcat servlet engine on your HTTP
Server (powered by Apache).

Before you begin, review the [“User profiles and required authorities for HTTP Server” on page 40| topic.

Set up HTTP Server (powered by Apache) for ASF Tomcat:
1. Start the IBM Web Administration for iSeries interface.
Click the Manage tab.
Click the HTTP Servers subtab.
Select your HTTP Server (powered by Apache) from the Server list.
Select Global configuration from the Server area list.
Expand Server Properties.
Click ASF Tomcat Setup task from the task list.
Select Enable from Enable servlets for this HTTP Server option.
Accept the default workers definition file provided.
Click Next.
Select Enable from Enable "out-of-process” servlet engine connections option.
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Note: Do not select to enable an "in-process” servlet engine.
12. Click Add.
13. Enter the name of your ASF Tomcat server in the Worker name field.
14. Select Binary (AJP13) from Worker type.
15. Enter information based off one of the below conditions for Hostname:Port.

a. Enter localhost and a port number if your out-of-process ASF Tomcat server is on your iSeries.
For example, Tocalhost:8009.

b. Enter the name of the remote server host and the port number if your out-of-process ASF
Tomcat server is not on your local iSeries. For example, IBMiSeries:8009.

16. Click Continue.

17. Click Next.

18. Click Add.

19. Enter /app1/* for URL (Mount point).
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20.
21.
22.

23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.

Accept the default value for ASF Tomcat worker.
Click Add.

Enter the name of your JSP file with a forward slash "/" before it and .jsp after for URL (Mount
point). For example, /myjsp.jsp.

Accept the default value for ASF Tomcat worker.
Click Add.

Enter /servlet/* for URL (Mount point).

Accept the default value for ASF Tomcat worker.
Click Add.

Enter /app1 for URL (Mount point).

Accept the default value for ASF Tomcat worker.
Click Continue.

Click Next.

Click Finish.

Click OK.

Set up the out-of-process ASF Tomcat:

1.

Click the Manage tab.

2. Click the ASF Tomcat Servers subtab.
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11.
12.
13.

14.
15.
16.
17.

18.

19.

20.

21.
22.
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Expand Tomcat Tasks and Wizards.
Click Create ASF Tomcat Server.

Enter your worker name in the ASF Tomcat server name field. This is the name of the ASF Tomcat
server.

Click Next.

Accept the default value (QTMHHTTP) or enter a specific user id in Server userid.
Accept the default value for Java version (JDK).

Accept the default value for ASF Tomcat home.

Accept the default value for Java classpath entires.

Click Next.

Accept the default value for IP address.

Enter the port number you provided for your localhost or remote server host in Port.

Note: If no port number was given (you accepted the default localhost:8009), accept the default
value.

Select Binary (AJP13) for Server type.

Click Next.

Click Add.

Enter the name of your JSP file with a forward slash "/" before it and .jsp after for URL path. For
example, /myjsp.jsp.

Enter webapps/app1 for Application base directory.

Note: Do not select the Reloadable option.
Click Continue.

Click Next.

Click Finish.

Click OK.
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Place your JSP file in the correct directory: Using a file transfer method such as Netserver mapped
drives or FTP, transfer the JSP file to the following directory: /www/myserver/webapps/appl/jsp (where
myserver is your server’s name).

Start HTTP Server and out-of-process ASF Tomcat server:

Click the Manage tab.

Click the All Servers subtab.

Click the All HTTP Servers tab.

Select your HTTP Server (powered by Apache) from the table.
Click Start.

Click the All ASF Tomcat Servers tab.

Select your out-of-process ASF Tomcat server from the table.
Click Start.
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Test your configuration:
1. Start a Web browser.

2. Enter http://myserver:port/appl/jsp/myjsp.jsp, where myserver:port is the name of your iSeries and
port number and myjsp.jsp is the name of your JSP file.

Set up servlets for out-of-process ASF Tomcat server on HTTP Server (powered by
Apache)

This topic provides information about how to set up Java servlets for use with the Tomcat servlet engine
with the IBM Web Administration for iSeries interface.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See|IBM Service -lﬁ' for more information.

Follow the instructions to use a servlet with out-of-process ASF Tomcat servlet engine on your HTTP
Server (powered by Apache).

This topic assumes that you have an existing HTTP Server (powered by Apache) and you do not have a
Tomcat configuration. Before you begin, review the [“User profiles and required authorities for HTTP|
[Server” on page 40|topic.

Configure the out-of-process ASF Tomcat:
1. Click the Manage tab.

Click the ASF Tomcat Servers subtab.

Expand Tomcat Tasks and Wizards.

Click Create ASF Tomcat Server.

Enter your worker name in the ASF Tomcat server name field. This is the name of the ASF Tomcat
server. For example, mytomcat.

Click Next.
Accept the default value (QTMHHTTP) or enter a specific user id for Server userid.

A
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Accept the default value for Java version (JDK).

9. Accept the default value for ASF Tomcat home.
10. Accept the default value for Java classpath entries.
11. Click Next.

12. Accept the default value for IP address.
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13.

14.
15.
16.
17.
18.

19.
20.
21.
22.

23.
24.

25.
26.
27.
28.

Enter the port number you provided for Port.

Note: If no port number was given (you accepted the default localhost:8009) accept the default
value.

Select Binary (AJP13) for Server type.

Click Next.

Click Add.

Enter the name of your URL path for URL path. For example, /calc.

Enter the name of your application base directory for Application base directory. For example,
webapps/example.

Note: Do not select the Reloadable option at this time.

Click Continue.

Click Configure.

Click Add.

Enter the name of your servlet class file for Servlet classname.

If a jar file is used, enter the name of the servlet class in the jar file. For example, CalculatorExample.
Accept the default value for URL patterns.

Accept the default value for Startup load sequence.

If you are having trouble, one possible cause is incorrect authority and permissions. See
[profiles and required authorities for HTTP Server” on page 40| for more information.

Click OK.
Click Next.
Click Finish.
Click OK.

Configure HTTP Server (powered by Apache) for ASF Tomcat:

1.

Start the IBM Web Administration for iSeries interface.

2. Click the Manage tab.
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12.
13.
14.
15.
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Click the HTTP Servers subtab.

Select your HTTP Server (powered by Apache) from the Server list.
Select Global configuration from the Server area list.

Expand Server Properties.

Click ASF Tomcat Setup task from the task list.

Select Enable from Enable servlets for this HTTP Server.

Accept the default workers definition file for Workers definition file.
Click Next.

Select Enable for Enable "out-of-process” servlet engine connections.

Note: Do not select the Enable an "in-process” servlet engine option at this time.

Click Add.

Enter the name of the out-of-process ASF Tomcat server for Worker name. For example, mytomcat.
Select Binary (AJP13) for Worker type.

Enter information based off one of the below conditions for Hostname:Port.

a. Enter localhost and a port number if your out-of-process ASF Tomcat server is on your iSeries.
For example, Tocalhost:8009.

b. Enter the name of the remote server host and the port number if your out-of-process ASF
Tomcat server is not on your local iSeries. For example, IBMiSeries:8009.
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16. Click Continue.

17. Click Next.

18. Click Add.

19. Enter the name of the URL mount point for URL (Mount point). For example, /calc.
20. Accept the default value for ASF Tomcat worker.

21. Click Next.

22. Click Finish.

23. Click OK.

Place your servlet file in the correct directory: Using a file transfer method such as Netserver mapped
drives or FTP, transfer the servlet to one of the following directories:

* .class files

— /ASFTomcat/myserver/webapps/example/WEB-INF/classes (where myserver is your server’s name)
* Jjar files

— /ASFTomcat/myserver/webapps/example/WEB-INF/1ib (where myserver is your server’s name)

Start HTTP Server and out-of-process ASF Tomcat server:

Click the Manage tab.

Click the All Servers subtab.

Click the All HTTP Servers tab.

Select your HTTP Server (powered by Apache) from the table.
Click Start or Restart.

Click the All ASF Tomcat Servers tab.

Select your out-of-process ASF Tomcat server from the table.
Click Start.
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Test your configuration:
1. Start a Web browser.

2. Enter http://myserver:port/calc, to test the configuration, where myserver:port is the name of your
iSeries and port number.

Set up WAR files for out-of-process ASF Tomcat server on HTTP Server (powered
by Apache)

This topic provides information about how to set up a Web Archive (WAR) file for use with the Tomcat
servlet engine with the IBM Web Administration for iSeries interface.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -5 for more information.

Follow the instructions to use a WAR file with out-of-process ASF Tomcat servlet engine on your HTTP
Server (powered by Apache).

Before you begin, review the ['User profiles and required authorities for HTTP Server” on page 40| topic.

Configure the out-of-process ASF Tomcat:
1. Click the Manage tab.
2. Click the ASF Tomcat Servers subtab.
3. Expand Tomcat Tasks and Wizards.
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11.
12.
13.

14.
15.
16.
17.

18.

19.

20.
21.
22.

Click Create ASF Tomcat Server.

Enter a name for your ASF Tomcat server.

Click Next.

Accept the default value (QTMHHTTP) or enter a specific user id for Server userid.
Accept the default value for Java version (JDK).

Accept the default value for ASF Tomcat home.

Accept the default value for Java classpath entries.

Click Next.

Accept the default value for IP address.

Enter the port number you provided for your localhost or remote server host for Port.

Note: If no port number was given (you accepted the default localhost:8009) accept the default
value.

Select Binary (AJP13) for Server type.
Click Next.
Click Add.

Enter the name of your WAR file with a forward slash "/" before it for URL path. For example,
Jwarexample.

Enter webapps followed by a forward slash "/" and the name of your WAR file for Application base
directory. For example, webapps/warexample.

Note: Do not select the Reloadable option at this time.
Click Continue

The WAR file contains a web.xml file. The first time the WAR file is accessed, the files within the
WAR file are extracted into the correct directory.

Click Next.
Click Finish.
Click OK.

Configure HTTP Server (powered by Apache) for ASF Tomcat:

1.

Start the IBM Web Administration for iSeries interface.

2. Click the Manage tab.
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Click the HTTP Servers subtab.

Select your HTTP Server (powered by Apache) from the Server list.
Select Global configuration from the Server area list.

Expand Server Properties.

Click ASF Tomcat Setup task from the task list.

Select Enable from Enable servlets fro this HTTP Server.

Accept the default workers definition file for Workers definition file.
Click Next.

Select Enable from Enable "out-of-process” servlet engine connections.

Note: Do not select the Enable an "in-process” servlet engine option at this time.
Click Add.

Accept the default name or enter a new name of your ASF Tomcat server for Worker name.

Note: The name of the worker will be used below.
Select Binary (AJP13) for Worker type.
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15. Enter information based off one of the below conditions for Hostname:Port.

a. Enter localhost and a port number if your out-of-process ASF Tomcat server is on your iSeries.
For example, Tocalhost:8009.

b. Enter the name of the remote server host and the port number if your out-of-process ASF
Tomcat server is not on your local iSeries. For example, IBMiSeries:8009.

16. Click Continue.
17. Click Next.
18. Click Add.

19. Enter the name of your WAR file with a forward slash "/" before it for URL (Mount point). For
example, /warexample.

Note: This name will be used below.
20. Accept the default value for ASF Tomcat worker. Select the worker defined by you above.
21. Click Add.

22. Enter the name of your WAR file with a forward slash "/" before it and after it, followed by an
asterisk "*" for URL (Mount point). For example, /warexample/*.

This URL (Mount point) is necessary so the files contained in your WAR file can be accessed.
23. Accept the default value for ASF Tomcat worker.
24. Click Continue.
25. Click Next.
26. Click Finish.
27. Click OK.

Place your WAR file in the correct directory: Using a file transfer method such as Netserver mapped
drives or FTP, transfer the WAR file to the following directory: /ASFTomcat/[myserver]/webapps (where
myserver is your server’s name).

Start HTTP Server and out-of-process ASF Tomcat server:

Click the Manage tab.

Click All Servers subtab.

Click the All HTTP Servers tab.

Select your HTTP Server (powered by Apache) from the table.
Click Start.

Click the All ASF Tomcat Servers tab.

Select your out-of-process ASF Tomcat server from the table.
Click Start.
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Test your configuration:
1. Start a Web browser.

2. Enter http://myserver:;port/warexample, where myserver:port is the name of your iSeries and port
number and warexample is the name of your WAR file.

Triggered cache manager tasks
This topic provides step-by-step tasks for the triggered cache manager.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -5 for more information.
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Related information

[‘Triggered cache manager for HTTP Server” on page 46|
This topic provides information about the triggered cache manager, page assembly, and wrappers.

[‘Trigger messages for triggered cache manager on HTTP Server (powered by Apache)” on page 49
This topic provides information about trigger requests and trigger messages.

Set up triggered cache manager on HTTP Server (powered by Apache)
This topic provides information about how to set up the triggered cache manager for your HTTP Server
with the IBM Web Administration for iSeries interface.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See |IBM Service 'ld’ for more information.

The triggered cache manager (TCM) may be used with the [default configuration| or you may create your
own customized configuration}

Default configuration: The following provides an overview of the process of configuring the
‘

che manager| function with the default configuration.

You must write an application to send trigger messages to the triggered cache manager server. Messages
your application sends cause the server to update, delete, or publish items in one or more cache targets
(specified in the server configuration), using data retrieved from data sources (also specified in the server
configuration). For more information on how to write a program to send trigger messages, see |”Trigge1-‘|
Imessages for triggered cache manager on HTTP Server (powered by Apache)” on page 49

Ensure that LPP 5722-DG1 Option 1 is installed on your iSeries system and HTTP *ADMIN server is up
and running.

1. Start the IBM Web Administration for iSeries interface.

2. Click the Advanced tab.
3. Click the TCM subtab.
4. Click Create server.
5. Complete the following in the Create server form.
Field Description
Server Name Enter a name that you will later use to identify this server. For example,
JKLTCMServer
Autostart Select Yes.

This will cause your server to automatically startup when TCP/IP Services is started
on your iSeries system. If you do not want your server to startup automatically, select
No.

TCP Port Use the default value or enter a new TCP Port.

You will use this port to communicate with your new server. When the server is
started it will establish a listening port on every IP interface configured for TCP/IP
Services on your iSeries system. Enter a different port number if you do not want to
use this default. Servers cannot share ports so if another server is already configured to
use the default port (7049) then you must enter a different, unused port number for
this server.
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Field Description

Options Use the default, Create with default configuration, or select a new option.

If you would rather copy the configuration of a server you have already configured,
select Create based on existing configuration and then select that server name.

6. Click Create. The message, "Server 'JKLTCMServer’ has been created with default configuration
settings” will display at the bottom of your screen.

7. In the list on the left, click Work with servers.
8. Select the server that you just created (for example, JKLTCMServer).

9. Click Start. The message, "A request to start server JKLTCMServer’ has been submitted” will display
at the bottom of your screen. It may take a few minutes for the server to fully activate for the first
time (click Refresh periodically until you see the server listed as Active under the Status column).

You have just created and started a triggered cache manager server that uses the default configuration
settings provided by IBM. Servers using the default configuration settings are fully operational. IBM has
established the following settings for a default configuration:

* A host description named LOCALHOST is defined for IP address 127.0.0.1. To view host descriptions,
click Hosts in the list on the left.

IP address 127.0.0.1 is the loopback’ interface. The loopback interface is used by many application
servers to communicate with each other without using an actual physical network. In this case, the
triggered cache manage server uses the loopback interface to communicate with a data source and
potential cache target applications that may be added to the configuration (see the section titled
Custom configuration, below, for details on how to add custom configuration setting to the default
configuration).

* A data source description named LOCAL_HTTP is defined for a local HTTP server. To view data
source descriptions, click on Data sources in the list on the left.

The local HTTP server is assumed to use the default HTTP port (80) on the loopback interface
(described previously). The triggered cache manager server communicates with the local HTTP server
over the loopback interface to request Web pages it needs to send (or publish) to cache targets.

* A cache target description named LOCAL_DIRECTORY is defined for the local IFS (the iSeries
Integrated File System). To view cache target descriptions, click on Cache targets in the list on the left.

This description specifies the root (/) directory by default. The triggered cache manager server uses the
local system’s IFS as a cache target.

* Two trigger handler descriptions are set, one named PUBLISH, and the other named
UPDATE_CACHE. To view trigger handler descriptions, click on Trigger handlers in the list on the
left.

Both descriptions are set to establish trigger request handlers that manage the cache defined by
LOCAL_DIRECTORY using data obtained from the data source defined by LOCAL_HTTP. The trigger
request handler named UPDATE_CACHE simply updates cached items by copying them from data
source to cache target(s), whereas the trigger request handler PUBLISH may be used to perform
dependency parsing and page assembly prior to sending updated items to cache.

* An object dependency graph description named DEFAULT is defined for document publishing. To
view object dependency graph descriptions, click on Object dependency graphs in the list on the left.

By default, the trigger request handler PUBLISH (described previously) is set to use the object
dependency graph DEFAULT to record and query information pertaining to Web document
dependency parsing and page assembly.

Your application must send trigger messages to one of the request handlers (either UPDATE_CACHE or
PUBLISH). This type of application is referred to as an application trigger. When the server receives a
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trigger message from an application trigger, it places the request in queue for the specified request
handler and returns message code 1102 (indicating that the request was accepted). The server then
continues to process the request asynchronously.

Servers running with a default configuration may be used in conjunction with application triggers and a
local HTTP server (using port 80) to store dynamically produced Web pages as static files in the local file
system. An HTTP server may then be used to serve these static files rather than the dynamically
produced files, while application triggers ensure the cache of static files are updated only when necessary.

Custom configuration: The following section describes how to create customized configurations for the
triggered cache manager function}

1. Follow the steps outlined in the previous section, ['Default configuration” on page 186 to create and
start a new server.

2. Select the server that you just created (for example, JKLTCMServer).
3. Click Hosts.

4. Click Create New Description to add additional host descriptions to the configuration. If you don’t
want to add additional host descriptions, skip to step 5.

Note: Host descriptions must be added before certain data source types or cache target descriptions
may be added (steps 6d, 8d, and 8e).

a. Enter the server (or servers) host name or IP address you want this server to use as a data source
or cache target (for example, myserver.ibm.com).

b. Click Create.
c. To add more host descriptions, repeat steps 4 through 4b.
5. In the list on the left, click Data sources.

6. Click Create New Description to add additional data source descriptions to the configuration. If you
don’t want to add additional data source descriptions, skip to step 7.

Note: Data source descriptions must be added before trigger handler descriptions can be added (re:
steps 10c and 10d).

a. Do the following on the first Create data source description form.

Field Description

Name Enter a name for this description. For example fields for a file system data source, or
webDS for an HTTP Server data source.

Type Select File System to define a local IFS directory as a data source.
Select HTTP Server to define an HTTP server as a data source.

For HTTP server data sources, the server hostname or IP address is provided by selecting
a host description on the next screen. Host descriptions are not used when defining file
system data sources.

b. Click Next.

c. If File System was chosen previously, do the following on the second Create data source
description form. Otherwise, skip to the next step.

Field Directory

Directory Enter a directory name that is the data source. For example, /tcm/files

All files requested from this data source will be relative to the specified directory.
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Field

Directory

Threads

Use the default value or enter a new value.

When started, the server will run in a multithreaded process on the iSeries system. It
will use the number of specified threads to interact with the data source.

d. If HTTP Server

was chosen previously, do the following on the second Create data source

description form.

Field Description

Host Select the description that describes the HTTP server data source hostname or IP address.
Host descriptions were created in steps 4 through 4b. If there is no host description for
the data source you are describing, you must first create it by repeating steps 4 through
4b.

TCP Port Use the default value or enter a new value.

If the HTTP Server data source is not using the default HTTP port, enter it here.

Root Directory

Select the default, (/).

All URLs requested from this data source will be relative to the specified directory (path).

Keep Alive

Select No.

If you know the data source supports persistent HTTP connections, commonly referred to
as 'keepalive’ support, you may want to select Yes to avoid having the server disconnect
after each read request.

Timeout

Use the default value or enter a new value.

Zero (0) indicates the server should wait indefinitely for responses from the data source
after requests are sent. If you would rather the server eventually timeout rather than wait
indefinitely, enter the number of seconds it should wait before dropping connections. Just
remember that an HTTP server may take some time to respond to a request, especially if
it needs to dynamically produce the requested file. Be sure to specify a timeout value that
is acceptable, otherwise cache targets may not get updated.

Threads

Use the default value or enter a new value.

When started, the server will run in a multithreaded process on the iSeries system. It will
use the number of specified threads to interact with this data source.

A data source thread is dedicated to fulfill one read request at a time. When threads are
waiting for a response from a data source (see Timeout value above), it is not available to
send other requests. Be sure to specify enough threads to provide for a number of
simultaneous requests acceptable to the data source without overwhelming it.

e. Click Create.

f. To add more data source descriptions, repeat steps 6 through 6e.

7. Click Cache targets.

8. Click Create New Description to add additional cache target descriptions to the configuration. If

you don’t want to a

dd additional cache target descriptions, skip to step 9.
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a. Do the following on the first Create cache target description form.

Field

Description

Name

Enter a name for this description. For example fileCT for a file system cache target, or
webCT for an HTTP Server cache target, or routerCT for a router cache target.

This name is only used to refer to the description you are about to create. It is not used
for communication with the cache target.

Type

Select File System to define a local IFS directory as a cache target.

Select HTTP Server to define an HTTP server as a cache target. Select Router to define an
IBM model 2212 or IBM model 2216 caching router as a cache target.

For HTTP server and router cache targets, the server/router hostname or IP address is
provided by selecting a host description on the next screen. Host descriptions are not
used when defining file system cache targets.

Click Next.

If File System was chosen previously, do the following on the second Create cache target
description form. Otherwise, skip to the next step.

Field

Description

Status at
Startup

Select Enabled.

The server creates an internal handler for each cache target description at startup. These
handlers direct the server’s interaction with cache targets. This option indicates the initial
handler state when the server is started.

Requests sent to a disabled cache target handler always appear to be handled successfully
(when the handler actually does nothing). This allows you to take cache targets off-line
without having failed cache update attempts logged by your triggered cache manager
server. When cache targets go on-line again, their corresponding handlers may be
re-enabled.

Directory

Enter a directory name that is the data source. For example: /tcm/filect

All files requested from this cache target will be relative to the specified directory.

Threads

Use the default value or enter a new value.

When started, the server will run in a multithreaded process on the iSeries system. It will
use the number of specified threads to interact with this cache target.

If HTTP Server was chosen previously, do the following on the second Create cache target

description form. Otherwise, skip to the next step.

Field Description
Status at Select Enabled.
Startup

The server creates an internal handler for each cache target description at startup. These
handlers direct the server’s interaction with cache targets. This option indicates the initial
handler state when the server is started.

Requests sent to a disabled cache target handler always appear to be handled successfully
(when the handler actually does nothing). This allows you to take cache targets off-line
without having failed cache update attempts logged by your triggered cache manager
server. When cache targets go on-line again, their corresponding handlers may be
re-enabled.
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Field

Description

Host

Select the description that describes the HTTP cache target source hostname or IP address.

Host descriptions were created in steps 4 through 4b. If there is no host description for the
cache target you are describing, you must first create it by repeating steps 4 through 4b.

TCP Port

Use the default value or select a new value.

If the HTTP server cache target is not using the default HTTP port, enter it here.

Root
Directory

Use the default, (/).

All URLs posted to this cache target will be relative to the specified directory (path).

Keep Alive

Select No.

If you know the cache target supports persistent HTTP connections, commonly referred to
as 'keepalive’ support, you may want to select Yes to avoid having the server disconnect
after each post request.

Timeout

Use the default value or enter a new value.

Zero (0) indicates the server should wait indefinitely for responses from the cache target
after requests are sent. If you would rather the server eventually timeout rather than wait
indefinitely, enter the number of seconds it should wait before dropping connections. Just
remember that an HTTP server may take some time to respond to a request, especially if it
needs to dynamically produce the requested file. Be sure to specify a timeout value that is
acceptable, otherwise you cannot determine if the cache target received the request.

Threads

Use the default value or enter a new value.

When started, the server will run in a multithreaded process on the iSeries system. It will
use the number of specified threads to interact with this cache target.

A cache target thread is dedicated to fulfill one post request at a time. When threads are
waiting for a response from a cache target (see Timeout value above), it is not available to
send other requests. Be sure to specify enough threads to provide for a number of
simultaneous requests acceptable to the cache target without overwhelming it.

e. If Router was chosen previously, do the following on the second Create cache target description

form.

Field

Description

Status at
Startup

Select Enabled.

The server creates an internal handler for each cache target description at startup. These
handlers direct the server’s interaction with cache targets. This option indicates the initial
handler state when the server is started.

Requests sent to a disabled cache target handler always appear to be handled successfully
(when the handler actually does nothing). This allows you to take cache targets off-line
without having failed cache update attempts logged by your triggered cache manager
server. When cache targets go on-line again, their corresponding handlers may be
re-enabled.

Host

Select the description that describes the hostname or IP address of the router hosting the
web document cache target.

Host descriptions were created in steps 4 through 4b. If there is no host description for the
cache target you are describing, you must first create it by repeating steps 4 through 4b.

TCP Port

Use the default value or enter a new value.

If the router is not using the default port, enter it here.
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Field Description

Cluster ID Enter the fully qualified host name or IP address of the web server cluster for which the
router is caching documents.
This name applies to the name of the web document cache, not the router that is hosting
the cache. The router, specified by the Host field, may contain multiple caches for different
web server clusters. Use this field to specify which web document cache you want to
manage.

Cluster TCP | Enter the TCP port number associated with the cluster ID specified above.

Port
The server combines the cluster ID and the cluster TCP port to uniquely identify a cache
target hosted by the router.

Root Use the default, (/).

Directory
All URLs posted to this cache target will be relative to the specified directory (path).

Keep Alive Select No.
If you know the cache target supports persistent HTTP connections, commonly referred to
as 'keepalive’ support, you may want to select Yes to avoid having the server disconnect
after each post request.

Threads Use the default, 5.
When started, the server will run in a multithreaded process on the iSeries system. It will
use the number of specified threads to interact with this cache target.
A cache target thread is dedicated to fulfill one post request at a time. When threads are
waiting for a response from a cache target it is not available to send other requests. Be sure
to specify enough threads to provide for a number of simultaneous requests acceptable to
the cache target without overwhelming it.

f. Click Create.

g. To add more cache target descriptions, repeat steps 8 through 8f.

9. Click Trigger handlers.

10. Click Create New Description to add additional trigger handler descriptions to the configuration. If
you don’t want to add additional trigger handler descriptions, skip to step 11.
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a. Do the following on the first Create trigger handler description form.

Field

Description

Name

Enter a name for this description. For example simpleDocUpdate for an update cache trigger
handler, or docPublisher for a publish trigger handler.

The name you choose is used by your application triggers when sending messages to the
server. All trigger messages sent to the server must contain the name of the trigger handler
that is to process the request.
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Field

Description

Type

Select Update Cache to define a trigger handler that does simple cache updates.
Select Publish to define a trigger handler that does document publishing.

Update Cache trigger handlers perform simple data transfers. They retrieve objects from a
data source and copy them to cache targets.

Publish trigger handlers may use object dependency graphs and rule sets to perform
dependency parsing and page assembly (prior to doing cache updates). You may use the
DEFAULT object dependency graph description included in the default configuration, or
you may create and use a new one specifically for your handlers.

For more information, click on Publishing rules and Rule set in the list on the left, then
click on the help icon in the top-right corner of these pages. If you decide to create your
own publishing rules and rule set(s) you may do so, and then return to step 9 to add
publish trigger handler descriptions to reference your new rule set(s).

b. Click Next.

c. If Update Cache was chosen previously, do the following on the second Create trigger handler
description form. Otherwise, skip to the next step.

Field

Description

Data Source

Select the description that describes the data source for this trigger handler.

Trigger handlers go to one, and only one, data source to retrieve information. The same data
source, however, may be used by more than one trigger handler. Data source descriptions
were created in steps 6 through 6f. If there is no description for the data source you want
your handler to use, you must first create it by repeating steps 6 through 6f.

Cache
Targets

Select the descriptions that describe the cache targets for this trigger handler, or select no
descriptions to create a trigger handler that retrieves data but does not sent it to cache.

Trigger handlers can manage data for multiple cache targets. Moreover, the same cache
target can be managed by more than one trigger handler. Cache target descriptions were
created in steps 8 through 8g. If there is no descriptions for the cache targets you want your
handler to manage, you may first create them by repeating steps 8 through 8g, or continue
on to create this description and then come back to include them later.

Trigger
Queue
Collapse
Policy

Use the default value.

Trigger messages sent from application triggers to a server are always placed on a particular
trigger handler’s request queue. The handler then processes the requests asynchronously
according to the queuing policy specified within the message. It is possible for identical
trigger messages to be in queue, either due to the queuing policy or due to the server being
overwhelmed by requests. This setting defines how identical triggers in queue are to be
handled.

Cache
Request
Queue
Priority

Use the default value.

The same cache target can be managed by more than one trigger handler. Cache update
requests from trigger handlers are queued and processed according to priority. This setting
defines the priority this handler is to specify when placing cache update requests. The lower
the number, the higher the priority. The default is the lowest priority. Enter a lower number
if you want this handler to have a higher priority.

Threads

Use the default value or enter a new value.

When started, the server will run in a multithreaded process on the iSeries system. It will
use the number of specified threads to process requests sent to this trigger handler.
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Field

Description

Success/
Failures

Use the default value.

Trigger handlers can post success or failure messages to acknowledgment targets after
requests are handled. This setting allows you to specify the two acknowledgment target lists
this handler uses. One list is used to send success messages; the other is used to send failure
messages.

Default configuration settings do not include acknowledgment target descriptions. If you
want your trigger handler to post completion messages, you must first write an application
that listens for such messages (using HTTP POST method). You can then add an
acknowledgment target description to this server’s configuration and reference it here.

d. If Publish was chosen previously, do the following on the second Create trigger handler
description form.

Field

Description

Data Source

Select the description that describes the data source for this trigger handler.

Trigger handlers go to one, and only one, data source to retrieve information. The same data
source, however, may be used by more than one trigger handler. Data source descriptions
were created in steps 6 through 6f. If there is no description for the data source you want
your handler to use, you must first create it by repeating steps 6 through 6f.

Cache
Targets

Select the descriptions that describe the cache targets for this trigger handler, or select no
descriptions to create a trigger handler that retrieves data but does not sent it to cache.

Trigger handlers can manage data for multiple cache targets. Moreover, the same cache
target can be managed by more than one trigger handler. Cache target descriptions were
created in steps 8 through 8g. If there is no descriptions for the cache targets you want your
handler to manage, you may first create them by repeating steps 8 through 8g, or continue
on to create this description and then come back to include them later.

Default
Include
Object

Use the default value.

All document component must be triggered before they can be processed by a publish
trigger handler. This setting defines an object (by name) that is included during page
assembly when neither the source object nor the specified default object in a %fragment tag
has been triggered. The default value, none, indicates that such a global default include
object is not specified for this handler.

Object
Dependency
Graph

Select the DEFAULT description.

Publish trigger handlers only use one object dependency graph to record and query object
dependency information. The same graph, however, may be used by more than one publish
trigger handler.

Edge Type
to Traverse

Use the default value.

When publish trigger handlers query an object dependency graph to determine dependency
relationships between document components, they traverse a particular edge type (by
name). Other edge types, perhaps added by other handlers, are ignored. This setting defines
the name of the edge type this handler is to build and traverse. If not specified (the default)
a system supplied edge type is used.
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11.
12.
13.

14.
15.
16.

Field Description
Rule Set Use the default value.

Publish trigger handlers abide by a set of publishing rules when publishing documents. The
same rule set, however, may be used by more than one publish trigger handler. If not
specified (the default) the default publishing rule is used for all components.

For more information, click on Publishing rules and Rule set in the list on the left (after
creating this trigger handler description), then click on the help icon in the top-right corner
of these pages. If you decide to create your own publishing rules and rule sets you may
then change this trigger handler description to reference your new rule sets.

Threads Use the default value.

When started, the server will run in a multithreaded process on the iSeries system. It will
use the number of specified threads to process requests sent to this trigger handler.

Success/ Use the default value.

Failures
Trigger handlers can post success or failure messages to acknowledgment targets after

requests are handled. This setting allows you to specify the two acknowledgment target lists
this handler uses. One list is used to send success messages; the other is used to send failure
messages.

Default configuration settings do not include acknowledgment target descriptions. If you
want your trigger handler to post completion messages, you must first write an application
that listens for such messages (using HTTP POST method). You can then add an
acknowledgment target description to this server’s configuration and reference it here.

The Include object dependency information in acknowledgments option may be used.

e. Click Create.

f. To add more trigger handler descriptions, repeat steps 10 through 10e.
Click Work with servers.

Select the server that you just customized. For example: JKLTCMServer.

If your server is listed as "Active” under the Status column, click Stop. Otherwise skip to step 15.
The message, "A request to end server JKLTCMServer” has been submitted” will display at the
bottom of your screen. It may take a few moments for the server end (click Refresh periodically
until you see the server listed as "Not Active”).

Select the server that you just customized. For example: JKLTCMServer.
Click Start.

The message, "A request to start server 'JKLTCMServer” has been submitted” will display at the
bottom of your screen. It may take a few minutes for the server to fully activate for the first time
(click Refresh periodically until you see the server listed as "Active” under the Status column).

You have just created, configured, and started a triggered cache manager server using a custom
configuration. Your application triggers may now send trigger messages to the active server to request
that documents be updated, deleted, or published to the cache targets specified in the configuration.

WebDAV tasks
This topic provides step-by-step tasks for Web-based distributed authoring and versioning (WebDAV).

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is

recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See|IBM Service 'ld’ for more information.
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Related information

["WebDAV for HTTP Server (powered by Apache)” on page 64|
This topic provides information about Web-based distributed authoring and versioning (WebDAV).

Set up WebDAV for HTTP Server (powered by Apache)
This topic provides information about how to set up WebDAV for your HTTP Server with the IBM Web
Administration for iSeries interface.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See |IBM Service -lé for more information.

Web-based distributed authoring and versioning (WebDAV) is a set of extensions to the HTTP protocol
that allows WebDAV clients (such as Microsoft Web Folders) to collaboratively edit and manage files on
remote Web servers. See [*WebDAV for HTTP Server (powered by Apache)” on page 64| for more
information.

To configure WebDAV on your server, do the following:
1. Click the Manage tab.
2. Click the HTTP Servers subtab.
Select your HTTP Server (powered by Apache) from the Server list.
Select Global configuration from the Server area list.
Expand Server Properties.
Click Request Processing.
Click the WebDAV tab in the form.
Specify one of the following under WebDAV lock databases:

* Full path name for locking stream files: - the full path of the DAV lock database for the Root (/)
or QOpenSys streaming file system.

¢ Library/name for locking QSYS objects: - the library and file name of the DAV lock database for
QSYS objects.

9. Click OK.

10. Select the you want to work with from the Server area list. The server area you select will be
WebDAV enabled.

11. Click Request Processing.

12. Click the WebDAV tab in the form.

13. Select Enabled to Enable WebDAV.

14. Enter the appropriate file system under Repository provider.

© N oA

15. Enter any WebDAV restrictions you want enabled for this server area.
16. Click OK.

WebSphere tasks

This topic provides step-by-step tasks for managing WebSphere applications.
Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is

recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -Iﬁ' for more information.
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Manage WebSphere Application Server
V5R3 is shipped with a pre-configured WebSphere Application Server - Express Version 5 application

server instance referred to as the System Application Server Instance (SYSINST). This topic describes how
to start SYSINST.

The SYSINST has the following IBM supplied system administrative web applications pre-installed,
providing an easy-to-use web GUI interface to administration tasks:

* iSeries Navigator Tasks for the Web

* Access core systems management tasks and access multiple systems through one iSeries from a web
browser

* Tivoli® Directory Server Web Administration Tool

¢ Setup new or manage existing (LDAP) directories for business application data.

The SYSINST is not started by default when V5R3 is installed. Before you begin working with the above
functions, the Administration instance of the HTTP Server (port 2001) must be running on your system.

The above administrative web applications are accessible after the SYSINST is started. Perform these
steps to start the SYSINST.

Set up the system instance to start when the ADMIN HTTP server starts.

1. Using a Web browser, go to the IBM HTTP Server Configuration and Administration forms by
performing these steps:

a. Open this URL in your browser:
http://your.server.name:2001/

where your.server.name is the name of your iSeries server.
b. Enter a valid user ID and password for your iSeries server.
C. At the iSeries Tasks page, select IBM Web Administration for iSeries .
Click the Manage tab and the HTTP Server tab.
Select Admin from the Server drop-down list.
Under Server Properties, select General Server Configuration.
On the General Server Configuration page, click the General Settings tab.

IS S < A

Select Yes in the Start the system application server instance when the "Admin’ server is started
field.

7. The Stop the system application server instance when the "Admin’ server is stopped field displays.
It is recommended that you select Yes to stop the system application server instance when the
ADMIN server is stopped. Click OK.

8. Restart the administrative instance, and both the administrative HTTP server and the SYSINST are
started.

(Optional) Start the system instance independent of the ADMIN HTTP server.

If you have already set up the system instance using the previous steps, you can perform these steps to
start the system instance independent of the ADMIN HTTP server.

1. Using a Web browser, go to the IBM HTTP Server Configuration and Administration forms by
performing these steps:

a. Open this URL in your browser:
http://your.server.name:2001/

where your.server.name is the name of your iSeries server.
b. Enter a valid user ID and password for your iSeries server.
C. At the iSeries Tasks page, select IBM Web Administration for iSeries .
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2. Click the Manage tab and the Application Servers tab.
3. Select the system application server instance from the Instance/Server drop-down list.
4. Click Start to start SYSINST.

WebSphere Portal wizard worksheet
This topic helps you with the Create WebSphere Portal wizard in the IBM Web Administration for iSeries
interface.

Note: See the [“Requirements” on page 199|in this document for information on all required PTFs,
software, and hardware.

It is recommended that you use the Create WebSphere Portal wizard in the IBM Web Administration for
iSeries interface when configuring your WebSphere Portal server. This reduces the time required to
configure and start the Portal server and reduces the complexity of the many different features of the
Portal server. Information documenting the installation and configuration of the Portal server on iSeries is

located in the [WebSphere Portal Product Documentation| 'l& Web site.

The Create WebSphere Portal wizard. WebSphere Portal is a J2EE™ application that runs on WebSphere
Application Server. WebSphere Portal creates an environment that provides connectivity, administration,
and presentation services that allow portal users a means for doing business efficiently and with high
satisfaction. The wizard will help you create and configure the elements of a portal server. The following
elements are configured through the wizard:

WebSphere Application Server
The WebSphere Application Server is the engine that drives the WebSphere Portal. This is
the Web server that provides J2EE services for the portal environment. For more information
on WebSphere Application server, see [WebSphere Application Server for iSeries|

HTTP Server
The HTTP server routes the incoming URL requests to the proper locations. All dynamic
requests are routed by the HTTP server to the application server, which then displays the
required portlets.

WebSphere Portal
WebSphere Portal consists of the middleware, portlets, and development tools for building
and managing secure business portals. A portal is a Web site that provides end users with a
single point of access to Web-based resources. For more information on WebSphere Portal,

see the [WebSphere Portal Product Documentation| -lé Web site.

LDAP The LDAP server controls who has access to the portal server. In the portal environment, it
stores, updates, and retrieves user-specific data related to authentication such as users and
passwords. For more information on LDAP, see |[Directory Services (LDAP)|

Database
DB2 database is used by the WebSphere Portal as a repository for user customized portal
Web pages and portal configuration information. For more information on DB2, see
[Universal Database " for iSeries}

Portlet deployment
The wizard deploys portlets to your Portal server.

Before you begin

1. Make sure you have the required software and PTFs installed. See [‘Requirements” on page 199 |

2. Plan to set aside enough time for the wizard to complete the WebSphere Portal server configuration.
Depending on your iSeries server and if you are accessing remote iSeries servers for DB2 or LDAP,
the process may take an hour or more once you have clicked the Finish button in the wizard.

198  iSeries: IBM HTTP Server


http://www.ibm.com/websphere/portal/library
http://www.ibm.com/websphere/portal/library

Note: The installation of PTFs for products required by WebSphere Portal might require at least one
initial program load (IPL or restart) of the server, so plan appropriately

3. You must have a valid user ID and password on the local iSeries server. The user profile must at least
have *ALLOB]J, *IOSYSCFG, and *JOBCTL special authority to install and configure the WebSphere
Portal server.

4. You must have a database user profile, a user profile that owns the database, with at least *USER
authority on the iSeries server where the DB2 is located to use an existing database user profile. If
you have *SECADM authority, you can create a new database user profile through the wizard. If
using a remote iSeries server for the Portal server database, you must have a user profile with at least
*USER authority on the remote iSeries server.

5. Verify the following network setup requirements before installation:

* Static IP address: WebSphere Portal requires that you use a static IP address on the machine where
you are installing.

* Fully-qualified host name: WebSphere Portal also requires the use of a fully-qualified host name,
which is typically the host name of the iSeries server, along with its fully-qualified domain name.
To be sure that this is configured correctly, you can check with a simple ping before you start
installation. For example, you could enter the following command at a command prompt: ping
yourserver.yourcompany.com

Requirements

Minimum hardware requirements

You can use the [[BM Workload Estimator] "ﬁ’ for help with sizing all system configurations. It might be
possible to use systems that do not meet the recommended minimums in environments that support a
limited number of users and where longer server initialization times can be tolerated, but performance
may suffer.

* iSeries Model 810 with processor feature 2465
* 2 GB of memory

* 1.5 GB of disk space for installation of WebSphere Portal and WebSphere Application Server V5.0
Enterprise Enablement

* 500 MB of disk space for each WebSphere Application Server instance configured for use with
WebSphere Portal

Note: These requirements represent the recommended minimum requirements. Deployments which must
support many users or require shorter response times might require additional resources. These
minimum requirements are based on a non-cluster environment running a single WebSphere
Application Server instance. To run multiple WebSphere Application Server instances at the same
time, additional system resources are required.

Required software

The following software is required. Items noted with a CD number following their description are
included with WebSphere Portal. All other required and optional software must be obtained separately.

» 5722551 OS/400 V5R2 or 5722551 OS/400 V5R3

* 5722JV1 (Option *BASE) IBM Developer Kit for Java

e 5722JV1 (Option 5) Dev Toolkit for Java (Version 1.3), requires the *BASE option
e 5722551 (Option 12) Host Servers

* 5722551 (Option 30) Qshell Interpreter

¢ 5722551 (Option 33) Portable Application Solution Environment (PASE)

» 5722DG1 IBM HTTP Server for iSeries
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+ 5722TC1 TCP/IP Utilities

* 5733WS5 (Option *BASE) WebSphere Application Server V5.0 (CD 1-1)

* 5733WS5 (Option 1) WebSphere Application Server V5.0 Client development and runtime (CD 1-1)
e 5733WS5 (Option 2) WebSphere Application Server V5.0 Application server runtime (CD 1-2)

* 5733WS5 (Option 10) WebSphere Application Server V5.0 Enterprise Enablement (CD 1-12)

Note: The WebSphere Application Server V5.0.2 PTF Group must be installed, and the system must be
restarted prior to installing WebSphere Application Server V5.0 Enterprise Enablement.

Required PTFs

Note: The Create WebSphere Portal wizard in the IBM Web Administration for iSeries interface has a
built-in dependency checklist. If your system does not have all of the required PTFs installed, a
message displays with a link to a detailed list of missing requirements. The wizard does not allow

you to continue until the missing PTFs are applied.

See these websites for a complete list of all required PTFs.

+ See the [WebSphere Portal for iSeriesFlﬂjr website for a partial list of iSeries specific PTFs.

+ See the [WebSphere Portal product website] -lé for a partial list of required PTFs.

* Additional required PTFs are provided on CD 1-13. Refer to the Release Notes at -l&
for this list.

To determine if the correct PTF packages are installed, perform the following steps:

1. Sign onto your iSeries server.

2. Enter the Display PTF Status (DSPPTF) command on an OS/400 command line. The Display PTF Status
screen is displayed. This screen lists the PTFs that have been applied to your server.

3. Enter the Work with PTF Groups (WRKPTFGRP) command on an OS/400 command line. The Work with
PTF Groups status screen is displayed. This screen lists the PTF group level and what group PTFs
have been applied to your server.

Note: See the [[BM eServer  iSeries Support Fixes|'-ld' for instructions on ordering PTFs.

Planning worksheet

The planning worksheet lists the information needed for installing the WebSphere Portal server and its
components. Fill in the table with values appropriate for your iSeries server and do not assume the
default values listed within the table are correct. When possible, the Create WebSphere Portal wizard
provides iSeries and LDAP server system values for you. These values are noted in the planning
worksheet.

Form and field name Write your value here

Step 1: Create WebSphere Application Server for the Portal - Specify Name

The first step is to create a new WebSphere Application Server for your WebSphere Portal server. The wizard creates
a new WebSphere Application Server for you with the specified name. You cannot use an existing application server.
The name must be unique within your WebSphere Application Server installation. If the name you type is currently
used by another application server, the wizard displays a warning. The wizard creates the application server,
updates the virtual host information for the HTTP Server (that is specified in the next step), updates the Web server
plug-in, and creates the necessary JDBC providers and datasources that are required for WebSphere Portal.
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Form and field name Write your value here

* Application server name: Specifies a name for the application
server that identifies the application server. The name can be any
alphanumeric value. Names cannot contain a blank or any of the
following special characters: &!@%+*:/\#;2,="<>|+'"(){}[]. The
name must be unique. A default application server name is entered
for you. This default value is unique.

Example: WAS5Portal5

* Server description: Specifies a description for the application
server. This field is optional and is only used to identify your
application server throughout the IBM Web Administration for
iSeries interface. A default description is entered for you. This field
is optional.

Example: WebSphere Portal server WAS5Portalb, created by the portal
wizard

Step 2: Select HTTP Server Type

The application server requires an association with an HTTP Server. The HTTP Server routes incoming requests
from Web clients to the application server. Using an external HTTP Server is the recommended method for a
production Web server. The application server has its own internal HTTP Server, but it is recommended that it only
be used for development as it is not enabled for production-level security. Using an HTTP Server (powered by
Apache) gives you control of the security of your server. If you have a firewall, you can put the HTTP Server
(powered by Apache) outside the firewall so only specific requests are enabled to reach your application server,
providing for a greater degree of security.

Choose to create a new HTTP Server (powered by Apache) (option A) or use an existing HTTP Server (powered by
Apache) already configured on your iSeries server (option B).

* Option A: Create a new HTTP server (powered by Apache):
Enables you to create a new HTTP Server to be used with your
WebSphere Portal server. Select this option to create a new HTTP
Server to use with your WebSphere Portal server.

If you select this option, skip to [Step 3: Create a new HTTP Server|
[(powered by Apache) to continue.

* Option B: Select an existing HTTP Server (powered by Apache):
Enables you to select an existing HTTP Server previously
configured on your iSeries server. Select this option to use an
existing HTTP Server instead of creating a new HTTP Server. By
choosing this option, the existing HTTP Server is now associated
with your new WebSphere Portal server. Any other application
server that was previously configured to use this particular HTTP
Server will need to be reconfigured.

If you select this option, skip to [Step 4: Select an existing HTTP|
[Server (powered by Apache)|to continue.

Step 3: Create a new HTTP Server (powered by Apache)

The new HTTP Server is created with all the necessary directives to be ready for production. The server is
configured with the plug-in directives which routes URL requests from the HTTP Server to the application server.
The name of the HTTP Server must be unique. If the name you type is in use by another HTTP Server, the wizard
displays a warning.

* HTTP Server name: Specifies a name for the HTTP Server that
identifies the server. The name can be any alphanumeric value no
more than 10 characters long. Names cannot contain a blank or
any of the following special characters: &!@%x*:/\

#32,=~<>|+""() {} []. The name must be unique.
Example: MYHTTPSRVR
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Form and field name Write your value here

* HTTP Server description: Specifies a description for the HTTP
Server. This field is optional and is only used to identify your
HTTP Server throughout the IBM Web Administration for iSeries
interface. The default for this field is HTTP Server created by the
Create Application Server Wizard.

Example: This is the HI'TP Server for WebSphere Portal.

 IP address: Specifies the IP address the HTTP Server uses.
Possible values include any valid IP address or All IP
addresses. The default is A11 IP addresses. If All IP
addresses is selected, the HTTP Server listens on the
designated port for all IP addresses on the system. You can
only specify the IP addresses that are currently configured to
this iSeries. If you have multiple IP addresses configured for
this machine (for example, one for your external requests and
one for internal requests), you can limit this server to listen
to only one of them by selecting the desired IP address from
the list.

* Port: Specifies the TCP/IP port number the HTTP Server will
be listening on. The port number is used to link the
incoming data to the correct application service. The wizard
reviews the list of ports being used on the system and
recommends a port number currently not in use. The wizard
starts looking at port number 10000 for free ports. Most
browsers send request to port 80 by default. For production
situations, it is recommended to use port number 80. Specify
port 443 for secure HTTP (HTTPS) transactions. The wizard
does not configure SSL.

The wizard verifies that another server is not using any of
the ports in the specified range. The wizard checks the list of
active ports on the system. It also examines all the HTTP
Servers that are configured, any ASF Tomcat servers that
might be configured, and all WebSphere Application Servers
configured on this system. If another server is configured
using any of the ports in the specified range, an error
message is displayed and you cannot proceed.

Step 4: Select an existing HTTP Server (powered by Apache)

Select an existing HTTP Server from the table. The HTTP Server is configured to route URL requests to the
application server. The plug-in directives are reconfigured to point to the application server that is being created in
this wizard.

Note: If the HTTP Server is already configured for a different WebSphere Application Server, it is reconfigured for
the new WebSphere Application Server. An HTTP Server can route requests to only one application server. If the
HTTP Server is already configured for a different application server, it is reconfigured for the new application
server. Any application server previously configured for an existing HTTP Server no longer receives HTTP requests.

Step 5: Specify Internal Ports Used by the Application Server

A range of consecutive is reserved for the application server internal services only. The number you specify is the
first of a range of 12 to 13 consecutive numbers. For example, if you specify 10219, the numbers 10219 to 10230 or
10219 to 10231 are assigned. All of the consecutive ports must be free.
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Form and field name

Write your value here

* First port in range: Specifies the range of port numbers your
application server uses for internal services. The port number is
used to link the incoming data to the correct application service.
The default value is the first port number in the range of
consecutive ports that are not currently in use by your system.
Example: 10219
Note: Only one service can run on a port at a time. The wizard
verifies that the port range you specify is correct and the port
range is not in use. The wizard verifies that another server is not
using any of the ports in the specified range. The wizard checks
the list of active ports on the system. It also examines all the HTTP
Servers that are configured, any ASF Tomcat servers that might be
configured, and all WebSphere Application Servers configured on
this system. If another server is configured using any of the ports
in the specified range, an error message is displayed and you
cannot proceed.

Step 6: Create DB2 Database for Portal

The WebSphere Portal server requires a database to store information about user identities, credentials, permissions
for accessing portal resources, customized Web pages, and other customized portal information. The wizard creates
a DB2 database on the local iSeries server or on a remote iSeries server.

Choose to create a new collection, schema, or library on your local iSeries server (option A) or create a new

collection, schema, or library on a remote iSeries (option B).

* Option A: Create a new collection on this local iSeries: Enables
you to create a new database collection, schema, or library on a
local iSeries server database.

* Collection, Schema or Library name: Specifies the name of

your new collection, schema, or library. The name can be any

alphanumeric value no more than 10 characters long. The
name must be unique. The wizard recommends a unique
default value. If a collection, schema, or library with the
name specified currently exists, an error message is
displayed and you cannot proceed.

Example: PortalDB

* Option B: Create a new collection on a remote iSeries: Enables
you to create a new database collection, schema, or library on a
remote iSeries server database.

If you select this option, skip to [Step 8: Create a default URL path)
[portal path, and personalized path|to continue.

Note: You must have a user ID on the remote iSeries server that
has *USER authority to the Change Job (CHGJOB) command to
create a new collection, schema, or library.

* Collection, Schema or Library name: Specifies the name of

your new collection, schema, or library. The name can be any

alphanumeric value no more than 10 characters long. The
name must be unique. The wizard recommends a unique
default value. If a collection, schema, or library with the
name specified currently exists, an error message is
displayed and you cannot proceed.

Example: PortalDB
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Form and field name

Write your value here

* System: Specifies the IP address or the hostname of the

remote iSeries server where the database is to be created. If
the remote iSeries cannot be accessed, an error message is
displayed and you cannot proceed.

Example: myiseries.com

* iSeries userid: Specifies a valid iSeries user ID that can

access the remote iSeries server and database. Note that the
user ID is also the iSeries user profile that owns the remote
iSeries database after it is created. It is recommended that
you specify a special user ID whose only purpose is to own
the remote database. This prevents the remote database from
being associated with a specific user whose user ID might be
removed in the future. The specified user ID must have a
password associated with it. Do not change the user ID or
password for the remote database at a later date. If the
remote database owner user ID profile or password is edited,
removed or disabled, your WebSphere Portal server stops
working. It is recommended that you create a profile called
wpsdbuser.

* Password: Specifies the password for the iSeries user ID
typed in the iSeries userid field.

Step 7: Specify User ID to Own the Portal Database

The local database created for the WebSphere Portal server requires an iSeries user profile to own the database. It is
recommended that you specify a special user ID whose only purpose is to own the database. This prevents the
database from being associated with a specific user whose user ID might be removed in the future. The specified
user ID must have a password associated with it. Do not change the user ID or password for the database at a later
date. If the database owner user ID profile or password is edited, removed or disabled, your WebSphere Portal

server stops working. It is recommended that you create a profile called wpsdbuser.

Choose to use an existing user ID (option A) or create a new user ID (option B).

* Option A: Use an existing user ID on this local system: Enables
you to specify an existing user ID and password.

* User name: Specifies an existing user ID. The name can be
any alphanumeric value no more than 10 characters long. By
default, wpsadmin is used.

Note: You must provide a valid and existing iSeries user ID
and password, or an error is issued and you cannot proceed.

* Password: Specifies the password for the iSeries user name
typed in the User name field.
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* Option B: Create a new user ID on this local system: Enables you
to create a new user ID and password. The user ID is created with
*USER class authority.

Note: The create a new user ID on a local system option is
available only if the user currently signed on to the GUI has
*SECADM special authority.

¢ User name: Specifies the new user ID. The name can be any
alphanumeric value no more than 10 characters long. By
default, wpsadmin is used.

* Password: Specifies the password for the iSeries user name
typed in the User name field.

* Confirm password: Specifies the new iSeries user name
password a second time for confirmation.

Step 8: Create a default URL path, portal path, and personalized path

To access the WebSphere Portal server you need to provide a base URI for the default URL path. Provide a base URI
for the default URL path to access the WebSphere Portal server. The values are customizable to better suit the needs
of your organization. Any URL that starts with this URI is reserved for the WebSphere Portal server. In addition, the
WebSphere Portal server default home path is used to access the WebSphere Portal home Web page. The
personalized path is the path to the WebSphere Portal server user’s customized pages. Use the forward slash (/) to
distinguish different directory levels (example, /myportal/users/home). The wizard creates the directories for you.
Note: When specifying the Default URL path (context root), do not specify a value that is the same as a directory
existing in a portlet’'s WAR directory. For example, if you set the context root for WebSphere Portal to be /images
(/wps is the default value) and there is also a portlet with the directory structure /myPortlet.ear/myPortlet.war/images,
this could cause a conflict if the portlet encoded URI references to resources in its own /images directory. In this
situation, the portlet would be unable to display images because WebSphere Portal would look for the image
resources according to its own context root path instead of the directory path specified by the portlet’s WAR file.

* Default URL path: Specifies the context root or base URI for the
WebSphere Portal server. All URLs beginning with this path are
reserved for the WebSphere Portal server. This value is part of the
URL used to access WebSphere Portal from a browser. By default,
wps is used.

Example: http://hostname.yourco.com:9081/wps/portal

* Default home path: Specifies the default WebSphere Portal server
home path. This URL is used to access the WebSphere Portal home
page. This is the Web page for users who are not logged in. This
value is part of the URL used to access WebSphere Portal from a
browser. By default, portal is used.

Example: http://hostname.yourco.com:9081/wps/portal

* Personalized path: Specifies the personalized path URL. The
personalized path is the URL for user’s customized pages. This is
the portal Web page for users who have already logged into the
portal. This page cannot be accessed by anonymous users. This
value is part of the URL used to access WebSphere Portal from a
browser. By default, myportal is used.

Example: http://hostname.yourco.com:9081/wps/myportal
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Step 9: Configure Proxy Information

Some intranet security configurations require a proxy server for accessing content outside the Intranet. A proxy
server is used to enable users to access Web sites outside of firewalls, to provide better access time by using
caching, to provide logging and tracking of internet usage, or to limit port access. If you are unsure whether your
company uses a proxy server, contact your network administrator. If you specify to use a proxy server, all portlets
that use the Content Access Service (CAS) to retrieve data from sources that reside outside your local network use
this proxy server to retrieve data.

WebSphere Portal comprises a highly configurable framework of services to accommodate the different scenarios
that portals need to address. The framework enables convenient replacement of service implementations as well as
modification to the configuration of each service. Content Access Service is one of the services provided by the
configurable framework of services.

Portlets can access content from a remote system that is located on the other side of a firewall by invoking CAS.
Not all portlets use CAS. You may need to modify portlets individually to use your proxy server to obtain external
data. Some portlets included with the Business portlets, such as the Pinnacor portlets (My News, My Weather, My
Stocks, etc.) and the Financial Times portlets, do not use CAS. Refer to the "Troubleshooting Portlets” section of the

[WebSphere Portal InfoCenter|'.l5' for instructions on configuring these portlets to use a proxy. For more
information about the Content Access Service, refer to the sections entitled "Accessing remote systems” and "Portal

service configuration” in the [WebSphere Portal InfoCenter| 'Id" If you are unsure if your company uses a proxy
server, contact your network administrator.

Choose to not use a proxy (option A) or use a proxy (option B).

* Option A: Do not use proxy: Enables you to use the WebSphere
Portal server without proxy.

* Option B: Use proxy: Configures WebSphere Portal server for
portlets that use Content Access Service.

* Hostname: Specifies the hostname of your proxy server. A
hostname is a fully qualified Domain Name System (DNS)
domain name that can be resolved to one or more IP
addresses via the DNS domain name service. It represents a
logical host and must be resolvable to at least one fully
qualified Internet address in numeric (dotted quad) form or
often to a list of hosts with different IP addresses. The
wizard attempts to verify that the hostname and port are
valid by attempting to connect to the specified proxy server.
If the wizard is unable to connect, a warning is issued.
Before the portal server can use the proxy, you must make
sure the proxy server is running.

Example: myiseries.proxy.domain

* Port: Specifies the TCP/IP port number on which the proxy
server is listening.
Example: 78

Step 10: Deploy Default Portlets

WebSphere Portal includes a variety of portlets that you can deploy and use in your portal pages. The
Administrative portlets and Themes and Skins are deployed by default. Specify the portlets that you want to deploy
to your WebSphere Portal server.
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Administrative portlets: These portlets allow you the ability to easily and efficiently administer the content
and resources of your portal server, deploy new portlets, and control who has access to the portal server.

Themes and skins: These portlets easily customize the look and feel of your portal.

Business portlets: These portlets provide connectivity and integration to allow access to enterprise data,
external newsfeeds, weather, newsgroups, and other applications.

Portal Document Manager (PDM) portlets: These portlets streamline complicated document management
processes by providing a centralized location for documents and built-in methods for tracking changes and
comments from members of the work team. They provide protection for the documents by controlling who
has read or write access.

Lotus Collaborative portlets: These portlets provide access to a variety of Lotus Notes-based applications,
such as e-mail, calender, to-do list, discussion, team room, contacts, and notebooks, and other Lotus
applications such as knowledge management, instant messaging, quickplaces, and document management.

iSeries Access portlets: These portlets allow you to access information on your iSeries servers through a
Web browser. This option is disabled if you do not have the following 5722-XH2 PTFs applied:

— SI11914 (5722XH?2)

iSeries Access portlets include the following:
— 5250 portlet:
- Run commands and access full-screen 5250 character-based applications.
— IFrame portlet:
- Access any of the iSeries Access for Web servlets using the IFrame portlet.
— Integrated file system browsing portlets:
- Browse the iSeries integrated file system.
- View, edit, upload and download files.
— Printers, printer output, and output queues portlets:
- View printer status, start and stop the writer job associated with a printer.
- Hold, release, print, delete and view printer output files.
- Move printer output files to another output queue or printer.
- Hold and release output queues.
— Database tables and SQL portlets:
- View database tables, add and update records.
- View query results, customize format of results.
- Run SQL statements dynamically.
— Command portlets:

- Run CL commands.
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* Lotus Collaboration Center: These portlets provide users immediate access to a searchable directory of
people that is integrated with their workplaces and their e-meetings within the collaborative portal. Users
can find people in the directory, see their online status, and interact with them using instant messaging and
other actions provided by people links. In addition to search features, the People Finder provides views of
each person’s directory record and his or her place in the organizational context. This option is disabled if
you do not have WebSphere Portal - Express Plus, or if you have WebSphere Portal - Express Plus, but
chose not to install the Lotus Collaboration Center.

Note: After the portlets have been deployed, they may require user configuration before they are functional.

Refer to the [WebSphere Portal InfoCenter| 'Id’ for documentation regarding specific portlets.

If you select to deploy Lotus Collaborative portlets or Lotus Collaboration Center, continue to|Step 11: Configure]
[Lotus Collaborative Components|. Otherwise, to continue, skip to [Step 12: Secure server using LDAP|

Step 11: Configure Lotus Collaborative Components

Lotus Collaborative Components provide the building blocks for integrating the functionality of Lotus Domino,
Lotus Sametime®, and Lotus QuickPlace® into portals and portlets. To use Lotus Collaborative Components, you
must use the Lotus companion products. In addition, you can configure Lotus Collaborative Components to use
Domino Directory as the LDAP server. Specify the Lotus Collaborative Components that you want to deploy to
your WebSphere Portal server. The hostname and port number are required. The default port number for Lotus
Sametime is 1533. The default port number for Lotus QuickPlace is 80.

Note: The port number is used by the Domino HTTP server to serve the Lotus companion products. Contact

your Domino administrator to determine what port number should be used for each Lotus companion

product.

Lotus Collaborative Components are Java APIs that provide the building blocks for integrating the functionality of
Domino, Lotus Sametime, Lotus QuickPlace, and Lotus Discovery Server " into portals and portlets. Using Lotus
Collaborative Components, application developers can design and implement user interface extensions in portals
and portlets that extend the functionality of Lotus Software collaboration products. The primary goal of Lotus
Collaborative Components is to provide the data for portlets” user interface and to enable developers to execute
actions on installed Lotus products. Lotus Collaborative Components include no platform-specific code, hide the
configuration details of Lotus Software products installed in the enterprise, and (except for the PeopleService tags)
are user interface neutral. Application developers can add collaborative functionality to a portlet without having to
know the details of server configuration and with total control of user interface design and implementation. These
benefits make Lotus Collaborative Components effective for implementing mobile applications.

Step 12: Secure server using LDAP

Determine if your WebSphere Portal server requires security. If you want to control who has access to the
WebSphere Portal server environment, configure LDAP. The wizard enables global security for the application
server. Global security enables the LDAP server to provide the WebSphere Portal server with user information. The
LDAP server must be active and you must have the administrator user’s Distinguished Name (DN) and password.
The wizard updates the LDAP server with the required application server and WebSphere Portal server information
such as the WebSphere Portal administrator user and group. If you plan to use LDAP with WebSphere Portal server,
it is advised that you use the wizard now to configure LDAP for you. The wizard configures Single Signon (SSO)
for the application server. SSO allows the user to enter one name and password and access to more than one
application.

Choose to not secure your WebSphere Portal server with LDAP (option A) or secure your WebSphere Portal server
with LDAP (option B).

* Option A: No, do not secure this server: Enables you to use
WebSphere Portal server without LDAP (not secured).

« If you select this option, skip to [Step 16: Portal Administrative|
[Group and Administrative User] to continue.
Note: If you plan on using LDAP with WebSphere Portal server,
it is advised you use the wizard now to configure LDAP for you.

* Option B: Yes, secure this server using LDAP: Enables you to
use WebSphere Portal server with LDAP (secured server).
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* LDAP server host name: Specifies the LDAP hostname. The
LDAP server can be located either on this iSeries or on a
remote system. Specify the hostname for the local or remote
LDAP server that you want to use. By default, the wizard
retrieves the hostname for the LDAP server for this iSeries.
Edit the hostname if you wish to use another LDAP server
within your enterprise. The LDAP server specified here
must be running. The wizard attempts to connect to the
LDAP server. If a connection is not made, an error is issued
and you cannot proceed.

Example: MYSERVER.COM
Note: Only certain types of LDAP servers are supported by
WebSphere Portal. Refer to the [WebSphere Portal InfoCenter]

'.Ié for more information about LDAP servers.

* LDAP port: Specifies the TCP/IP port number on which the
LDAP server is listening. The wizard initializes the port to
the port being used by the IBM Directory Server if it is
configured or to the default port number. The default value
is port number 389 for TCP/IP connections and 636 for SSL
connections to the LDAP server. Edit the port number if
your LDAP server does not listen on port number 389 by
default. Check your LDAP server configuration to determine
the correct port number.

Step 13: Specify LDAP user and password

The wizard connects to your LDAP server and attempts to gather the proper configuration parameters for you. The

configuration for LDAP cannot continue without a valid LDAP administrator user and password for this
connection. The wizard verifies that the LDAP administrator Distinguished Name (DN) and password values

correspond to a valid LDAP entry. If the entry does not exist or an incorrect password is entered, an error is issued

and you cannot proceed.

LDAP administrator DN: Specifies the administration DN for the
LDAP server. The DN uniquely identifies an entry in the LDAP
server. The wizard tries to retrieve the administrator user DN
from the LDAP server. If the administrator DN is found, the value
is entered into this field. If the value is not found, this field is left
blank and you must enter the correct value in this field. Edit the
value if you want to change the administrator DN.

Example: cn=administrator

LDAP administrator password: Specifies the password for the
administrator DN.

Step 14: LDAP Configuration Parameters

The WebSphere Portal server uses LDAP to store user information for authentication purposes. Specify where the
administrator user and group reside in your LDAP directory. This is the same location that the repository of users

authorized to access the Portal Server resides. This can be existing list of users that have been defined in your

enterprise. The wizard connects to your LDAP server and attempts to gather the proper configuration parameters

for you.

* Information describing user entries
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* Parent DN: Specifies the user parent DN for the LDAP
server. This is the container where the Portal administrator
user (wpsadmin) and where all new Portal users will reside.
If a wpsadmin entry already exists in this LDAP server, it is
recommended that you specify the user parent DN
(container) where that wpsadmin entry is located. If no
wpsadmin Portal administrator exists in this LDAP server,
the wizard creates a new wpsadmin entry in the user parent
DN container that you specify. All new Portal users are
created in this user parent DN container. If your LDAP
server has a user parent DN container that is already
populated with LDAP users that are to have access to Portal
and if no wpsadmin Portal administrator exists in this LDAP
server, specify this populated user parent DN container. The
users already in this user parent DN container will now
have access to Portal. All new Portal users that are
registered via Portal will be created in this user parent DN
container as well. The wizard searches for the default user
parent DN cn=users, DC=myserver, DC=area,DC=co,DC=com. If
it is found, the value is entered into this field. If the value is
not found, select the user parent DN with Browse. Edit the
value if you want to change the user parent DN.

Example: cn=users,DC=myserver,DC=area, DC=co,DC=com
Note: For IBM Directory Server, when using the default
value (cn=users,DC=myserver,DC=area,DC=co,DC=com),
the wizard creates the cn=users container for you if it does
not exist. If you require a special user parent DN, create the
special user parent DN in your LDAP server before
proceeding. Refer to the WebSphere Portal InfoCenter for
more information on LDAP servers and their recommended
configurations.

The Browse button can be used to select a location within
your directory where user information is stored. This could
be a container that already holds user information. The
directory browser is provided as an aid for specifying the
location in the directory where user information will be
stored. Users are typically stored under suffixes that begin
with c=, o=, ou=, or dc=. For this reason, the directory
browser only displays suffixes that begin with these values.

* Object class: Select an object class that inherits, directly or
indirectly from the person class. A list of possible classes is
retrieved by the wizard.

* Naming attribute: Select a naming attribute. The possible
values are retrieved by the wizard based on the value of the
object class.

* Information describing the administrative group entry
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¢ Parent DN: Specifies the group parent DN for the LDAP
server. This is the container in which the Portal
administrator group (wpsadmins) must exist. If a wpsadmins
group entry already exists in this LDAP server, it is
recommended that you specify the group parent DN
(container) where that wpsadmins entry is located. If no
wpsadmins Portal administrator group exists in this LDAP
server, the wizard creates a new wpsadmins entry in the
group parent DN container that you specify. The wizard
makes the wpsadmin administrator a member of that group.
Unless you are using an IBM Directory Server and have
chosen cn=groups, DC=myserver,DC=area,DC=co,DC=com, the
group parent DN container must exist before continuing (it
is created for you in an IBM Directory Server). If you want
to create a special group parent DN, you need to create that
container first before continuing. The wizard searches for
the default group parent DN
cn=groups,DC=myserver, DC=area,DC=co,DC=com. If it is
found, the value is entered into this field. If the value is not
found, select the group parent DN with Browse. Edit the
value if you want to change the group parent DN.
Example: cn=groups,DC=myserver,DC=area,DC=co,DC=com
Note: For IBM Directory Server, when using the default
value (cn=groups,DC=myserver,DC=area,DC=co,DC=com),
the wizard creates the cn=groupscontainer for you if it does

not already exist. Also, for Domino LDAP servers, the use of

group Parent DN is not required. Therefore, if you
configure WebSphere Portal to use a Domino LDAP server,
the wizard provides a special value, *ROOT, that you may
use for your group Parent DN. This value indicates that the
wpsadmins Portal administrator group is to be located in the
root of the Domino LDAP server. This is the only LDAP
server type for which this additional support is provided.
(You are not required to use the *ROOT special value when
configuring a Domino server. You can specify to have the
wpsadmins Portal administrator group located in a group
parent DN container.) Refer to the [WebSphere Portal|

InfoCenter 'Id’ for more information about what common

group parent DNs are used based on your LDAP server
type. Some LDAP servers do not use group Parent DNs.

* Object class: Select an object class that contains the member,

uniqueMember, or memberURL class. A list of possible
classes is retrieved by the wizard.

* Naming attribute: Select a naming attribute. The possible
values are retrieved by the wizard based on the value of the
object class.

* Member attribute: The member attribute is retrieved by the
wizard based on the value of the object class.
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Step 15: LDAP Administrative Group and Administrative User

The WebSphere Portal server requires an administrative group and user entry in the LDAP directory. The wizard
defaults to wpsadmins and wpsadmin, respectively. The wizard creates the wpsadmins and wpsadmin LDAP
entries if they do not exist, and then adds wpsadmin to the wpsadmins group in your LDAP directory. The values
shown are used to create the LDAP Distinguished Name (DN) for these entries. Provide a password that can be
used to access the administrative functions of the installed applications in the future.

Note: wpsadmin is the WebSphere Portal administrator, the WebSphere Application Server administrator, and the
LDAP authentication user.

* Administrative group name: The administrative group name is
retrieved by the wizard and cannot be edited.

* Administrator name: The administrator name is retrieved by the
wizard and cannot be edited.

* Password: Specifies a new password for the portal administrator
ID.
Important: Keep the password for future reference. If the
administrator user is already in the selected LDAP directory, you
need to provide the password for that user to proceed with the
installation of the WebSphere Portal server.

» Confirm password: Specifies the password for the portal
administrator ID a second time for confirmation.
Note: Some LDAP servers, such as Microsoft Active Directory,
require a Secure Socket Layer (SSL) connection to create users. If
you are securing your WebSphere Portal server with such an
LDAP server and wpsadmin or wpsadmins do not already exist,
create a wpsadmin Portal administrator entry in the directory and
assign the necessary authority, because the Create Portal wizard is
not able to create the entry. Next, create a wpsadmins Portal
administrative group entry in the directory and add wpsadm into
this group. After you have successfully created the two entries,
enter the password twice.

Step 16: Portal Administrative Group and Administrative User

If you determine your WebSphere Portal does not require security (for example, you are not securing this server
with an LDAP server via the wizard), a WebSphere Portal server administrative group, administrator user, and
password are required when using the WebSphere Portal administration tools.

* Administrative group name: The administrative group name is
retrieved by the wizard and cannot be edited.

* Administrator name: The administrator name is retrieved by the
wizard and cannot be edited.

* Password: Specify the password for the administrative group and
administrative name.

* Confirm Password: Specify the new user ID password a second
time for confirmation.

Step 17: Web Server Single Signon (SSO) Configuration Parameters

The wizard configures single signon (SSO) to allow a user to access multiple Web servers without the need to
re-authenticate. Specify the SSO domain:

* Option A: Limit SSO domain to this Web server’s hostname:
Does not enable your WebSphere Portal to acquire information
from other Web servers without additional authentication.

To continue, skip to [Step 21: Configure Look-Aside Database.|
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* Option B: Include other Web servers in your SSO environment:
Enables your WebSphere Portal to acquire information from other
Web servers without additional authentication.

* SSO domain name: Specifies the DNS hostname that is
shared by all Web servers participating in your SSO
environment. The SSO domain name is case sensitive.
Example: domain.com

Step 18: Configure Lightweight Third Party Authentication (LTPA) for Web Server Single Signon (SSO)
Environment

Lightweight Third Party Authentication (LTPA) is the mechanism used to implement Web Server SSO. LTPA is a set
of tokens or cookies which provide a means to share authentication and access control information between Web
servers. The information in these tokens uniquely identifies the user. The application server creates the keys. The
keys must be exported from this application server to other Web servers in your SSO environment. Create a
password to encrypt and decrypt the LTPA keys.

* LTPA password: Specifies a new password for LTPA.
Important: Keep the password for future reference.

* Confirm password: Specifies the password for LTPA a second
time for confirmation.

Step 19: Configure Identity Token SSO for Web to iSeries Access

The wizard configures Identity Token support to enable single signon (S50) capabilities. This allows authenticated
WebSphere users to access iSeries server data and resources through an Enterprise Identity Mapping (EIM) mapping
operation.

Choose to not configure identity tokens (option A) or to configure identity tokens (option B).

* Option A: Do not configure Identity Tokens:If you select this
option, the wizard does not install the EIM Identity Token
Connector resource adapter plug-in into your WebSphere
Application Server instance. Web applications that normally
support using the WebSphere authenticated user and identity
tokens to access iSeries resources are not able to provide this type
of single signon capability. Select this option if you do not want
web applications to provide this function. Identity Token support
can be added at a later time by using the WebSphere Application
Server administrative console to install the resource adapter.

* If you select this option, skip to [Step 21: Configure Look-Aside|

* Option B: Configure Identity Tokens:If you select this option, the
wizard installs the EIM Identity Token Connector resource adapter
plug-in into your WebSphere Application Server instance. An EIM
domain must be configured and running on an LDAP server. In
addition, a user registry definition in EIM must be created that
represents the source WebSphere registry being used for
authentication, such as an LDAP user registry. For more
information on configuring EIM and Identity Tokens, see
[Enterprise Identity Mapping (EIM)| in the iSeries Information
Center.
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* LDAP server host name:Specifies the fully qualified TCP/IP
host name of the LDAP server hosting the EIM domain
controller. This value was set by the administrator when the
EIM Configuration Wizard in iSeries Navigator was run to
configure an iSeries server for EIM. Example:
myhost .mycompany.com.

* LDAP port:Specifies the TCP/IP port number on which the
LDAP server hosting the EIM domain controller is listening.
By default, an LDAP directory server using an unsecured
connection listens on port 389. This value was set by the
administrator when the EIM Configuration Wizard in iSeries
Navigator was run to configure an iSeries server for EIM.

* LDAP administrator DN:The (Distinguished Name) DN of
the user who is capable of performing searches on the
LDAP directory. If the LDAP directory contents are
restricted to certain users, you need to specify the DN of an
authorized user. This value was set by the administrator
when the EIM Configuration Wizard in iSeries Navigator
was run to configure an iSeries server for EIM. Example:
cn=administrator.

* LDAP administrator password:The password corresponding
to the LDAP administrator DN field. This field is case
sensitive. This value was set by the administrator when the
EIM Configuration Wizard in iSeries Navigator was run to
configure an iSeries server for EIM.

Step 20: Configure Identity Token EIM Domain information

The wizard has signed into specified LDAP server which is an EIM Domain Controller. Select the correct EIM
domain and source registry name that contains the repository of identity information.

* EIM domain name:The name of the EIM domain to use for
Identity Token EIM mapping operations. The wizard retrieves the
names of the EIM domains currently defined on the EIM domain
controller. This value was set by the administrator when the EIM
Configuration Wizard in iSeries Navigator was run to configure
an iSeries server for EIM. Example: EIM.

* Source registry name:The name of the EIM user registry that
contains WebSphere user identity source associations. The wizard
retrieves the names of the EIM user registries currently defined
for the selected EIM domain. This value was set by the Add a
new system registry request in the iSeries Navigator. For more
information, see|Add a system registry definition|in the iSeries
Information Center. Example: WebSphereLdapUserRegistry.

214  iSeries: IBM HTTP Server


http://publib.boulder.ibm.com/infocenter/iseries/v5r3/ic2924/info/rzalv/rzalvadminaddusrreg.htm#rzalvadminaddusrreg

Step 21: Configure Look-Aside Database

The WebSphere Portal server is configured to use an LDAP directory to store the user account information for
security. The information is referred to as user registry information and includes user and password information.
The LDAP directory can also be extended to contain additional user preference information such as e-mail addresses
and telephone numbers. The additional information is referred to as user repository information. If your LDAP
directory can be extended to contain both the user registry and user repository information, a look-aside database is
not required. However, if the LDAP directory cannot store all the profile information, the WebSphere Portal
database can be used as a look-aside database for storing the additional profile information. If you think that you
need the look-aside database, configure it now. If you choose to use the look-aside database at a later time, you
need to reconfigure your LDAP security configuration.

Choose to not configure the look-aside database (option A) or configure the look-aside database now (option B).

* Option A: No, do not configure the look-aside database:
Disables the look-aside database.

* Option B: Yes, configure the look-aside database: Enables the
look-aside database to extend your LDAP directory.

Step 22: Summary

The wizard summary page details information you specified for the WebSphere Application Server, the HTTP Server
(powered by Apache), the WebSphere Portal server, the WebSphere Portal server security, the deployed portlets, and
the WebSphere Portal server properties. It is recommend that you click the Printable Summary button for a
complete summary of the options and values you provided and that you print this page for future reference.

Step 23: Creation and Configuration

The wizard now configures and deploys your WebSphere Portal server. Note creation and configuration of your
WebSphere Portal server and its components may take some time to complete. You can monitor the progress from
the WebSphere Portal server introduction page that displays after the Finish button has been clicked.

To access your new WebSphere Portal on the Web, enter http://[iSeries]:[port] /wps/portal in a Web browser, where
iSeries is the name of your iSeries and port is the port number for your HTTP Server (powered by Apache).

Virtual host tasks
This topic provides step-by-step tasks for virtual hosts.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See |IBM Service 'ld’ for more information.

Related information

[“Virtual hosts on HTTP Server” on page 65|
This topic provides information about virtual host types.

Set up virtual hosts on HTTP Server (powered by Apache)
This topic provides information about how to set up virtual hosts on your HTTP Server with the IBM
Web Administration for iSeries interface.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See|IBM Service 'ld’ for more information.

Virtual hosts allow more than one Web site on one system or Web server. The servers are differentiated
by their host name. Visitors to the Web site are routed by host name or IP address to the correct virtual
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host. Virtual hosting allows companies sharing one server to each have their own domain names. For
example, www.companyl.com and www.company2.com can both be hosted on the same server. See
lhosts on HTTP Server” on page 65| for more information.

You can configure virtual hosts by doing the following:

Click the Manage tab.

Click the HTTP Servers subtab.

Select your HTTP Server (powered by Apache) from the Server list.

Select Global configuration from the Server area list.

Expand Server Properties.

Click Virtual Hosts.

Click either the Name-based virtual host tab or the IP-based virtual host tab in the form.

No o~ =

Name-based virtual hosts: The name-based virtual host allows one IP address to host more than one
Web site (hostname). This approach allows a single HTTP Server to service requests directed at many
different hostnames. This simplifies configuration and use, and requires no additional hardware or
software. The main disadvantage to this approach is that the client must support HTTP 1.1 (or HTTP 1.0
with 1.1 extensions) that include the server hostname information inside the HTTP document requests.
The latest versions of most browsers support HTTP 1.1 (or HTTP 1.0 with 1.1 extensions), but there are
still old browsers that only support HTTP 1.0. For more information on virtual hosts refer to the

directive.
1. Click the Manage tab.

2. Click the HTTP Servers subtab.

Select your HTTP Server (powered by Apache) from the Server list.
Select Global configuration from the Server area list.

Expand Server Properties.

Click Virtual Hosts.

Click the Name-based tab in the form.

Click Add under the Named virtual hosts table.

Select or enter an IP address in the IP address column.

© 0N O h®

Note: The IBM Web Administration for iSeries interface provides the IP addresses used by your
iSeries system in the IP Address list; however, you will need to provide the hostname
associated with the address you choose and register the hostname with your Domain Name
Server (DNS).

10. Enter a port number in the Port column.
11. Click Add under the Virtual host containers table in the Named host column.
12. Enter the fully qualified server hostname for the virtual host in the Server name column.

Note: Make sure the server hostname you enter is fully qualified and associated with the IP address
you selected.

13. Enter a document root for the virtual host index file or welcome file in the Document root column.
14. Click Continue.
15. Click OK.

IP-based virtual hosts: The IP-based virtual host requires one IP address per Web site (host name). This
approach works very well, but requires a dedicated IP address for every virtual host. For more

information on virtual hosts refer to the [<VirtualHost>| directive.

1. Click the Manage tab.
2. Click the HTTP Servers subtab.
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Select your HTTP Server (powered by Apache) from the Server list.
Select Global configuration from the Server area list.

Expand Server Properties.

Click Virtual Hosts.

Click the IP-based tab in the form.

Click Add under the Virtual host containers table.

9. Enter a valid IP address in the IP address or hostname column.

© N O~

10. Enter a valid port number in the Port column.
11. Optional: Enter a server name in the Server name column.
12. Optional: Enter the document root from where the files will be served in the Document root

column.
13. Click Continue.
14. Click OK.

Mass-dynamic virtual hosting: Use the Mass-dynamic tab to create a dynamic virtual host with a
Name-based or IP-based virtual host, or work with canonical names. A canonical name is the actual name
of an HTTP Server resource. For example, a canonical name of the HTTP Server powered by Apache) is
its true name rather than an alias. See directive <UseCanonicalName>|for more information.

The dynamic virtual host allows you to dynamically add Web sites (hostnames) by adding directories of
content. This approach is based on automatically inserting the IP address and the contents of the Host:
header into the pathname of the file that is used to satisfy the request.

The Mass-dynamic tab provides a subset of options that are more complex than those provided by the
other tabs. The options include specifying the root directory for serving files, and selecting the root
directory for CGI scripts. The availability of these settings are dependent on what server area you are
working with.

At the global configuration server area, all mass-dynamic settings are available. These include:
* Options on how to build self-referencing URL'’s.

* Options for the root directory for serving files.

* Options for the root directory for CGI scripts.

The mass-dynamic settings use strings and substrings to create a dynamic virtual hosts. For example, to
create a simple dynamic virtual host, the Root directory for serving files option is defined as
/usr/local/apache/vhosts/%0 and Use server name is selected. A request for http://www.ibm.com/
directory/file.html returns /usr/local/apache/vhosts/www.ibm.com/directory/file.html.

The string %0 is an interpolate (insert) string of the server name or IP address. The following defines the
interpolate string:

Interpolate (insert) strings

%% inserts a %

Y%p inserts the port number of the virtual host
%N.M inserts (part of) the name

N and M are used to specify substrings of the name. N selects from the period-separated components of
the name, and M selects characters within whatever N has selected. M is optional and defaults to zero if
it is not present; the period must be present if and only if M is present. The interpretation is as follows:
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Substring interpretation

0 the whole name

1 the first part

2 the second part

-1 the last part

-2 the next to last part

2+ the second and all subsequent parts

-2+ the next to last part and all preceding parts
1+ and -1+ the same as 0

For more information on mass-dynamic virtual hosts refer to[mod_vhost_aliag

Programming

This topic provides information on CGI, directives, APIs, and other programming topics.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See|IBM Service 'ld’ for more information.

Note: As of V5R3, the Web Programming Guide is now in HTML format. The contents of the guide are
found under this topic.

Application Programming Interface

This topic provides information on application programming interfaces (APlIs).

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See|IBM Service -l& for more information.

Application programming interfaces (APIs) for HTTP Server
This topic provides information about HTTP Server APIs for CGI applications, configuration APIs, server
instance APIs, group APIs, and triggered cache manager APIs.

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See |IBM Service -lé' for more information.

HTTP Server supports the APIs listed below in C++, Java, REXX, ILE C, ILE COBOL, and ILE RPG
programming languages. Although all APIs are supported in all of these languages, most ILE C CGI
applications will only need to use QtmhCvtDB, QzhbCgiParse, or QzhbCgiUtils. This is because ANSI C
can work with stdin, stdout, and environment variables directly. ILE C CGI applications use ANSI C
function calls to work with stdin, stdout, environment variables, and string functions for parsing stdin
and environment variable data.

CGI application APIs: To use these APIs in a CGI application, you must bind the CGI program to
*SRVPGM QZHBCGI in library QHTTPSVR. ILE C programs must include header file
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QSYSINC/H(QZHBCGI). CGI application programs must be written and compiled in Integrated
Language Environment® ILE C, ILE RPG, and ILE COBOL.

* [‘Get Environment Variable (QtmhGetEnv) AP1” on page 224|
¢ [‘Put Environment Variable (QtmhPutEnv) API” on page 226|
* ['Read from Stdin (QtmhRdStin) API” on page 227
* ["Write to Stdout (QtmhWrStout) API” on page 22§
* [“Convert to DB (QtmhCvtDB) API” on page 222|

* ["Parse QUERY_STRING Environment Variable or Post stdin data (QzhbCgiParse) API” on page 231
* [‘Produce Full HTTP Response (QzhbCgiUtils) API” on page 237|

* [’Send or Save CGI Stateful Data (QzhbCgiSendState) API” on page 236|

* [‘Receive CGI Stateful Data (QzhbCgiRecvState) API” on page 235

Configuration APIs: The configuration APIs are in *SRVPGM QZHBCONF in library QHTTPSVR. ILE C
programs must include header file QHTTPSVR/H(QZHBCONF). While each individual API lists its own
authorities, the following authorities are needed to run all configuration AP]Is:

¢ *OBJOPR, *READ, *ADD, and *EXECUTE to the QUSRSYS library

« *READ, *ADD, *DELETE, *EXECUTE, *OBJOPR, *OBJEXIST, and either *OBJMGT or *OBJALTER to the
QUSRSYS/QATMHTTPC file

* *READ, *ADD, *DELETE, *EXECUTE, *OBJOPR, *OBJEXIST, and either *OBJMGT or *OBJALTER to the
QUSRSYS/QATMHTTPA file

Note: The QUSRSYS/QATMHTTPA file is the administration (ADMIN) server configuration file.
+ [“Add Config Object (QzuiAddConfigObject) API” on page 427]

* [“Change Config Object Value (QzuiChangeConfigObject) API” on page 429

* [“Close Apache Config File (QzuiCloseConfig) API” on page 432|

[‘Find Config Object (QzuiFindConfigObject) API” on page 435|

* ["Open Apache Config File (QzuiOpenConfig) API” on page 440

* ['Remove Config Object (QzuiRemoveConfigObject) API” on page 442|

Server instance APIs: The server instance APIs are in *SRVPGM QZHBCONF in library QHTTPSVR.
ILE C programs must include header file QHTTPSVR/H(QZHBCONF). While each individual API lists
its own authorities, the following authorities are needed to run all server instance APIs:

* *OBJOPR, *READ, *ADD, and *EXECUTE to the QUSRSYS library

* *READ, *ADD, *DELETE, *EXECUTE, *OBJOPR, *OBJEXIST, and either *OBJMGT or *OBJALTER to the
QUSRSYS/QATMHINSTC file

* *READ, *ADD, *DELETE, *EXECUTE, *OBJOPR, *OBJEXIST, and either *OBJMGT or *OBJALTER to the
QUSRSYS/QATMHINSTA file

Note: The QUSRSYS/QATMINSTA file is the administration (ADMIN) server instance file.
* [“Change Apache Server Instance Data (QzuiChangelnstanceData) API” on page 430|

* [“Create Apache Server Instance (QzuiCreateInstance) API” on page 433
* [‘Get Apache Server Instance Data (QzuiGetInstanceData) API” on page 437
* ["Get Server Instance Names (QzuiGetInstanceNames) API” on page 43§|

* [‘Get Instance Type (QzuiGetInstanceType) API” on page 440|

Group file APIs: The group file APIs are in *SRVPGM QZHBCONF in library QHTTPSVR. ILE C
programs must include header file QHTTPSVR/H(QZHBCONF).

Note: Group file APIs are independent of HTTP Server type.
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* [’Create a new Group File (QzhbCreateGroupList) API” on page 239

* ['Read a Group File into Memory (QzhbOpenGroupList) API” on page 246|

* ["Free Group File from Memory (QzhbCloseGroupList) API” on page 23§

* ['Retrieve the next Group in the Group List (QzhbGetNextGroup) AP1” on page 243

* [“Locate a named group in a Group List (QzhbFindGroupInList) API” on page 240)|

* [‘Retrieve the Name of a Group (QzhbGetGroupName) API” on page 242

* [YAdd a new Group to the end of a Group List (QzhbAddGroupToList) API” on page 229
* ['Remove a Group from a Group List (QzhbRemoveGroupFromList) API” on page 248|

* ["Retrieve the next User in the Group (QzhbGetNextUser) API” on page 244

* [‘Locate a User in a Group (QzhbFindUserInGroup) API” on page 241|

* ['Retrieve the Name of a User (QzhbGetUserString) API” on page 245|

* [YAdd a new user to the end of a Group (QzhbAddUserToGroup) API” on page 230

* ['Remove a User or Element from a Group (QzhbRemoveUserFromGroup) API” on page 248|

TCM server operation APIs: The trigger cache manager server operation APIs may be used to start and
stop trigger cache manager servers. The APIs are callable service implemented as an ILE entry point
within the QZHTINOPS *SVRPGM in the QTCM *LIB. The QTCM/H(QZHTINCONF) header file
includes ILE C prototypes for these APlIs.

* [“Start Triggered Cache Manager Server (QzhtStrTCMServer) API” on page 426

* [“End Triggered Cache Manager Server (QzhtEndTCMServer) API” on page 367]

TCM basic configuration APIs: The trigger cache manager basic configuration APIs are a callable
service implemented as an ILE entry point within the QZHTINCONF *SRVPGM in the QTCM *LIB. The
QTCM/H(QZHTINCONF) header file includes ILE C prototypes for these APIs.

* [‘Create Triggered Cache Manager Server (QzhtCrtTCMServer) API” on page 362]

* [‘Get Triggered Cache Manager Server Status (QzhtGetTCMServerStatus) API” on page 368

[‘Delete Triggered Cache Manager Server Status (QzhtDItTCMServer) API” on page 365

[‘Retrieve Triggered Cache Manager Basic Configuration (QzhtRtvTCMBasicConfig) API” on page 390
[‘Change Triggered Cache Manager Basic Configuration (QzhtChgTCMBasicConfig) API” on page 305|

TCM trigger handler configuration APIs: The trigger cache manager trigger handler configuration APIs
are a callable service implemented as an ILE entry point within the QZHTINCONF *SRVPGM in the
QTCM *LIB. The QTCM/H(QZHTINCONF) header file includes ILE C prototypes for these APIs.

¢ [‘Add Triggered Cache Manager Trigeer Handler Description (QzhtAddTCMTriggerHandlerDesc) API”|

on page 288|

* [‘Retrieve Triggered Cache Manager Trigger Handler Description (QzhtRtvTCMTriggerHandlerDesc)
AP1” on page 419

* ["Change Triggered Cache Manager Trigger Handler Description (QzhtChgTCMTriggerHandlerDesc)
IAP1” on page 35

+ ["'Remove Triggered Cache Manager Trigger Handler Description (QzhtRmvTCMTriggerHandlerDesc)
API” on page 383

TCM data source configuration APIs: The trigger cache manger data source configuration APIs are a
callable service implemented as an ILE entry point within the QZHTINCONF *SRVPGM in the QTCM
*LIB. The QTCM/H(QZHTINCONF) header file includes ILE C prototypes for these APlIs.

* ["Add Triggered Cache Manager Data Source Description (QzhtAddTCMDataSourceDesc) API” on page|
70

* ['Retrieve Triggered Cache Manager Data Source Description (QzhtRtvTCMDataSourceDesc) API” on|

page 402]
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* ["Change Triggered Cache Manager Data Source Description (QzhtChgTCMDataSourceDesc) API” on|
page 322|

* ['Remove Triggered Cache Manager Data Source Description (QzhtRmvTCMDataSourceDesc) API” on|

page 374_J{

TCM cache target configuration APIs: The trigger cache manager cache target configuration APIs are a
callable service implemented as an ILE entry point within the QZHTINCONF *SRVPGM in the QTCM
*LIB. The QTCM/H(QZHTINCONF) header file includes ILE C prototypes for these APlIs.

* ["Add Triggered Cache Manager Cache Target Description (QzhtAddTCMCacheTargetDesc) API” on|
age 256|

* ["Retrieve Triggered Cache Manager Cache Target Description (QzhtRtvTCMCacheTargetDesc) API” on|
age 393|

* [‘Change Triggered Cache Manager Cache Target Description (QzhtChgTCMCacheTargetDesc) API” on|
age 308

* ["'Remove Triggered Cache Manager Cache Target Description (QzhtRmvTCMCacheTargetDesc) API” on|

page 372]

TCM acknowledgement target configuration APIs: The triggered cache manager acknowledgement
target configuration APIs are a callable service implemented as an ILE entry point within the
QZHTINCONF *SRVPGM in the QTCM *LIB. The QTCM/H(QZHTINCONF) header file includes ILE C
prototypes for these APIs.

* [“Add Triggered Cache Manager Acknowledgment Target Description (QzhtAddTCMAckTargetDesc)|
API” on page 249|

* [‘Retrieve Triggered Cache Manager Acknowledgment Target Description (QzhtRtvTCMAckTargetDesc)|
API” on page 385|

* [‘Change Triggered Cache Manager Acknowledgment Target Description (QzhtCheTCMAckTargetDesc)|
API” on page 297

+ ['Remove Triggered Cache Manager Acknowledgment Target Description|
(QzhtRmvTCMAckTargetDesc) API” on page 371

TCM host configuration APIs: The triggered cache manager host configuration APIs are a callable
service implemented as an ILE entry point within the QZHTINCONF *SRVPGM in the QTCM *LIB. The
QTCM/H(QZHTINCONF) header file includes ILE C prototypes for these APIs.

* ["Add Triggered Cache Manager Host Description (QzhtAddTCMHostDesc) API” on page 277

* ['Retrieve Triggered Cache Manager Host Description (QzhtRtvTCMHostDesc) API” on page 407
* [‘Change Triggered Cache Manager Host Description (QzhtChe TCMHostDesc) AP1” on page 33§|
* ['Remove Triggered Cache Manager Host Description (QzhtRmvTCMHostDesc) AP1” on page 376]

TCM object dependency graph configuration APIs: The QTCM/H(QZHTINCONF) header file includes
ILE C prototypes for these APIL

* [“Add Triggered Cache Manager Object Dependency Graph Description (QzhtAddTCMODGDesc) API”|
on page 279

* ['Retrieve Triggered Cache Manager Object Dependency Graph Description (QzhtRtvTCMODGDesc)|
AP1” on page 410|

* ["Change Triggered Cache Manager Object Dependency Graph Description (QzhtChgTCMODGDesc)|
AP1” on page 341

* ['Remove Triggered Cache Manager Object Dependency Graph Description (QzhtRmvTCMODGDesc)|
AP1” on page 378

TCM rule set configuration APIs: The triggered cache manager rule set configuration APIs are a
callable service implemented as an ILE entry point within the QZHTINCONF *SRVPGM in the QTCM
*LIB. The QTCM/H(QZHTINCONF) header file includes ILE C prototypes for these APlIs.
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["Add Triggered Cache Manager Rule Set (QzhtAddTCMRuleSet) AP1” on page 286|

* [‘Retrieve Triggered Cache Manager Rule Set (QzhtRtvTCMRuleSet) AP1” on page 416|
[‘Change Triggered Cache Manager Rule Set (QzhtChgTCMRuleSet) API” on page 350)
¢ ['Remove Triggered Cache Manager Rule Set (QzhtRmvTCMRuleSet) API” on page 381

TCM publishing rule configuration APIs: The triggered cache manger publishing rule configuration
APIs are a callable service implemented as an ILE entry point within QZHTINCONF *SRVPGM in QTCM
*LIB. The QTCM/H(QZHTINCONF) header file includes ILE C prototypes for these APlIs.

* ["Add Triggered Cache Manager Publishing Rule (QzhtAddTCMPublishingRule) API” on page 282

* [‘Retrieve Triggered Cache Manager Publishing Rule (QzhtRtvTCMPublishingRule) API” on page 413
* [‘Change Triggered Cache Manager Publishing Rule (QzhtChgTCMPublishingRule) API” on page 345
* ["'Remove Triggered Cache Manager Publishing Rule (QzhtRmvTCMPublishingRule) API” on page 380|

Convert to DB (QtmhCvtDB) API:

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service -5 for more information.

Required Parameter Group:

1 Qualified database file name Input Char(20)
2 Input string Input Char(*)
3 Length of input string Input Binary(4)
4 Response variable Output Char(*)
5 Length of response variable Input Binary(4)
6 Length of response available Output Binary(4)
7 Response code Output Binary(4)
8 Error Code I/0 Char(*)

The QtmhCvtDB API provides an interface for CGI programs to parse CGI input, defined as a series of
keywords and their values, into a buffer which is formatted according to a DDS file specification. CGI
input data, which comes to the CGI program as character data, will be converted by the QtmhCvtDB API
to the data type defined for the keyword by the corresponding field name in the input DDS file.
Language statements, such as the ILE C #pragma mapinc statement, provide the ability to map the
returned structure with field names defined in the DDS file. See the appropriate language user’s guide
for details.

Note: QtmhCvtDB API is not allowed in CGI mode %%BINARY %%.

The following DDS field types are handled:
* A - Alphanumeric (see note 1 below)

* P - Packed Decimal (see note 2 below)

* S - Zoned Decimal

* F - Floating Point

e T - Time

* L - Date

* Z - Timestamp

* B - Binary (see note 3 below)

O - DBCS
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The following DDS field types are not handled:
* H - Hexadecimal (see note 4 below)

* G - Graphic

* J-DBCS

* E-DBCS

Notes:
1. The VARLEN keyword is not supported.

2. When using a packed decimal field, the #pragma mapinc() must use _P the option, to create a
packed structure.

3. Input to Binary fields is converted to integer. The DDS file specification must declare zero
decimal positions (for example, “xB 0”, where x is 1-9).

4. ILE C converts hex DDS field data to character fields. Since the input stream to QtmhCvtDB()
is a text string, the “hex” data would be converted from text to character fields. Therefore,
using the A (Alphanumeric) field type to obtain the same conversion.

Required parameter group:

Qualified database file name
Input: CHAR(20)

The input variable containing the name of the database file defining field names and data types
for the keywords anticipated in the input to the CGI program. Typically, the database file is
generated using DDS to define the fields corresponding to the keywords anticipated in the CGI
inputs. The first 10 characters contain the database file name, and the second 10 characters
contain the library name.

Input string
INPUT:CHAR(*)

The input variable containing the string of CGI input parameters to be parsed. When the
environment variable REQUEST_METHOD indicates that the method is GET, characters up to the
first ? are ignored. The string must meet the format requirements for CGI input keyword strings.

Length of input string
INPUT:BINARY (4)

The input variable containing the length of the character string that contains the CGI input
parameters to be parsed. The length of the string must be greater than 0.

Response variable
OUTPUT:CHARC(¥)

The output variable which is to contain the structure mapped according to the database file
describing the input parameters anticipated by the CGI program.

Length of response available
INPUT:BINARY (4)

The input variable containing the total length of the buffer into which the CGI input parameters
will be parsed.

Length of response
OUTPUT:BINARY (4)

The output variable that contains the length of the response. If the response variable is too small
to contain the entire response, this parameter will be set to the size that is required to contain the
entire response.

Response code
OUTPUT:BINARY(4)
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A code that indicates the status of the request.
* 0 - All keywords have been translated according the database file.

* -1 - The database file contains definitions for structure fields for which the CGI input has no
corresponding keyword.

¢ -2 - The CGI input contains one or more keywords for which the database file contains no
corresponding field.

* -3 - A combination of the condition for response codes -1 and -2 has been detected.

* -4 - An error occurred while converting the CGI input string to the DDS defined data types.
The data may or may not be usable.

¢ -5 - This API is not valid when a program is not called by HTTP Server. No data parsing is
done.

¢ -6 - This API is not valid when operating in %%BINARY%% mode. No data parsing is done.

Error Code
I/0 CHAR(*)

The structure in which to return error information. For the format of the structure and for details
on how to process API errors, see the API error reporting topic in the iSeries Information Center.

Error messages:

CPF24B4 E
Severe Error while addressing parameter list.

CPF3C17 E
Error occurred with input data parameter.

CPF3C19 E
Error occurred with receiver variable specified.

CPF3CF1 E
Error code parameter not valid.

CPF9810 E
Library &1 not found.

CPF9812 E
File &1 in library &2 not found.

CPF9822 E
Not authorized to file &1 in library &2
Get Environment Variable (QtmhGetEnv) API:

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See |IBM Service 'ld’ for more information.

Required Parameter Group:

1 Receiver variable Output Char(*)
2 Length of receiver variable Input Binary(4)
3 Length of response Output Binary(4)
4 Request variable Input Char(*)
5 Length of request variable Input Binary(4)
6 Error Code 1/0 Char(*)
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The QtmhGetEnv API allows you to get the value set by the server for a particular HTTP environment
variable.

Required parameter group:

Receiver variable
OUTPUT:CHAR(*)

The output variable that contains the value set by the server for the requested environment
variable. In CGI input mode %%MIXED%%, this value will be in CCSID 37; otherwise, it will be
in the CCSID of the current job. Note that the QUERY_STRING in %%BINARY%% mode is not
converted by the server.

Length of receiver variable
INPUT:BINARY (4)

The input variable containing the length of the space provided to receive the environment
variable value.

Length of response
OUTPUT:BINARY (4)

The output variable that contains the length of the environment variable value. When the API is
unable to determine the value for the requested environment variable, the length of the
environment variable value is set to zero. When the size required for the environment variable
value is larger than the length of the receiver variable, the size required to receive the value is
returned.

Request variable
INPUT:CHAR(*)

The input variable containing the desired environment variable name.

Length of request variable
INPUT:BINARY (4)

The input variable containing the length (without trailing blanks) of the desired environment
variable name.

Error Code
I/O:CHAR(*)

The structure in which to return error information. For the format of the structure and for details
on how to process API errors, see the API error reporting topic in the iSeries Information Center.

Error messages:

CPF24B4 E
Severe Error while addressing parameter list.

CPF3C17 E
Error occurred with input data parameter.

CPF3C19 E
Error occurred with receiver variable specified.

CPF3CF1 E
Error code parameter not valid.

Note: The Environment Variable APIs provide the getenv() (Get Value of Environment Variable) function
necessary to retrieve environment variables in ILE C. Therefore, programs written in ILE C do not
need to use the QtmhGetEnv() API. This API, for ILE C, is more difficult to use (and is slower)
than the getenv() API on which it is based.
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Put Environment Variable (QtmhPutEnv) API:

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service 'ld’ for more information.

Required Parameter Group:

1 Environment string Input Char(*)
2 Length of environment string Input Binary(4)
3 Error Code I/0 Char(*)

The QtmhPutEnv API allows you to set or create a job-level environment variable. This is useful for
communication between programs running in the same job, such as your program and the Net.Data
language environment DTW_SYSTEM.

Required parameter group:

Environment string
INPUT:CHAR(*)

The input string of the form: QenvVar=value). Where QenvVar( is the name of the new or existing
environment variable, and (valueQ is the value you want to set the environment variable. Note
that they are both case sensitive. The server expects this value to be in the CCSID of the job.

Length of environment string
INPUT:BINARY (4)

The input variable that contains the length of the environment string parameter (without trailing
blanks). For example, the length of the environment string QenvVar=valued is twelve.

Error Code
I/O:CHAR(*)

The structure in which to return error information. For the format of the structure and for details
on how to process API errors, see the API error reporting topic in the iSeries Information Center.

Error messages:

CPF24B4 E

Severe Error while addressing parameter list.
CPF3021 E

The value specified for the argument is not correct.
CPF3C17 E

Error occurred with input data parameter.
CPF3CF1 E

Error code parameter not valid.
CPF3408 E

The address used for an argument is not correct.
CPF3460 E

Storage allocation request failed.
CPF3474 E

Unknown system state.
CPF3484 E

A damaged object was encountered.
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Note: The Environment Variable APIs provide the putenv() (Put Value in Environment Variable) function
necessary to set (or create and set) an environment variable. Therefore, programs written in ILE C
do not need to use the QtmhPutEnv() API. This API, for ILE C, is more difficult to use (and is
slower) than the putenv() API on which it is based.

Read from Stdin (QtmhRdStin) API:

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See [IBM Service 'ld’ for more information.

Required Parameter Group:

1 Receiver variable Output Char(*)
2 Length of receiver variable Input Binary(4)
3 Length of response available Output Binary(4)
4 Error Code I/0 Char(*)

The QtmhRdStin API allows CGI programs that are written in languages other than ILE C to read from
stdin. CGI programs read from stdin when the request from the browser indicates the method that is
POST. This API reads what the server has generated as input for the CGI program.

Important: CGI input data is only available from standard input when the client request is submitted
with method POST. There are no standard input data when the method is GET or HEAD. In
addition, the Content_Length environment variable is set only when the Request_Method is
POST.

The program reads all of the data in a single request. This is because the API treats each request as a
request for data starting at its beginning. The API handles each request as if it was the only request.

The length of the data returned by QtmhRdStin includes all the data from stdin. This includes
line-formatting characters that are normally a part of the POST data as defined by the CGI specification.

Note that the format of this data is different depending on the CGI input mode being used. For
%%MIXED%% mode, the data will have American National Standard Code for Information Interchange
(ASCII) hexadecimal encoded characters. For %%EBCDIC%% mode, all data including hexadecimal will
be in the CCSID of the job. The server performs no conversion for %%BINARY%% mode.

Required parameter group:

Receiver variable
OUTPUT:CHAR(¥)

The output variable that contains the data read from stdin. In CGI input mode %%MIXED%%,
this data is in the CCSID of the job except that the encoded characters “%xx"” are still represented
by the ASCII 819 octet. In %%EBCDIC%% mode, this data is in the CCSID of the job, including
the escape sequences. In %%BINARY%% mode, the data is in the code page sent by the browser.

Length of receiver variable
INPUT:BINARY (4)

The input variable containing the number of bytes that are to be read from stdin.

Length or response available
OUTPUT:BINARY (4)

The output variable containing the length of the data read from stdin. If there is no data available
from stdin, this variable will be set to zero.
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Error Code
I/0:Char(*)

The structure in which to return error information. For the format of the structure and for details
on how to process API errors, see the API error reporting topic in the iSeries Information Center.

Error messages:

CPF24B4 E
Severe Error while addressing parameter list.

CPF3C17 E
Error occurred with input data parameter.

CPF3C19 E
Error occurred with receiver variable specified.

CPF3CF1 E
Error code parameter not valid.

Write to Stdout (QtmhWrStout) API:

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See |IBM Service -lé for more information.

Required Parameter Group:

1 Data variable Input Char(*)
2 Length of data variable Input Binary(4)
3 Error Code 1/0 Char(*)

The QtmhWrStout API provides the ability for CGI programs that are written in languages other than ILE
C to write to stdout.
Required parameter group:

Data variable
Input:CHAR(¥)

The input variable containing the data to write to stdout.

Length of data variable
INPUT:BINARY (4)

The input variable contains the length of the data written to stdout. The length of the data must
be larger than 0.

Error Code
I/O:CHAR(*)

The structure in which to return error information. For the format of the structure and for details
on how to process API errors, see the API error reporting topic in the iSeries Information Center.
Error messages:

CPF24B4 E
Severe Error while addressing parameter list.

CPF3C17 E
Error occurred with input data parameter.

228  iSeries: IBM HTTP Server


http://www.ibm.com/servers/eserver/iseries/software/http/services/service.html

CPF3CF1 E
Error code parameter not valid.

Note: CGI programs written in the ILE C language do not require a special API to write data to stdout.
The following example shows how a CGI program might write to stdout:

fwrite(buffer,1,sizeof (buffer),stdout);

CGI programs are expected to produce data in the stdout that is formatted according to the CGI
interface specification. The QtmhWrStout API provides no line formatting; the user of the API must
perform prescribed formatting which includes the requirement for text line characters (such as new
line). Errors are not indicated for data that is not formatted per CGI requirements.

Add a new Group to the end of a Group List (QzhbAddGroupToList) API:

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See|IBM Service -lﬁ' for more information.

Required Parameter Group:

1 grplist Input Binary(4)
2 group Input Char(*)
3 group_len Input Binary(4)
4 grp Output Binary(4)
5 errcode I/0 Char(*)

Threadsafe: Yes

Use the QzhbAddGroupToList API to add a new group to an in-memory group list.
Authorities and locks: None.

Required parameter group:
grplist INPUT:BINARY(4)

The group list handle returned from a call to the QzhbCreateGroupList or QzhbOpenGroupList
APL

group INPUT:CHAR(¥)
The group name to add to the list.

group_len
INPUT:BINARY (4)

The length of the group name. The length must be greater than or equal to 1.
grp OUTPUT:BINARY (4)

The handle of the newly created group, or the handle of an existing group if the named group
already exists. Attempting to add a group that already exists is not considered an error by the
system.

errcode
I/O:CHAR(¥)

The structure in which to return error information.

Error messages:
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CPF3CF1 E
Error code parameter not valid.

CPF3C1D E
Input variable length in parameter &1 not valid.

HTPAO001 E
Input parameter &1 not valid.

HTPA203 E
Input group list handle in parameter &1 not valid.

Add a new user to the end of a Group (QzhbAddUserToGroup) API:

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics documented here are not available prior to this update.

See|IBM Service -lé for more information.

Required Parameter Group:

1 grplist Input Binary(4)
2 grp Input Binary(4)
3 user Input Char(*)
4 user_len Input Binary(4)
5 usr Output Binary(4)
6 errcode 1/0 Char(*)

Threadsafe: Yes

Use the QzhbAddUserToGroup API to add a new user to an in-memory group.
Authorities and locks: None.

Required parameter group:
grplist INPUT:BINARY (4)

The group list handle returned from a call to the QzhbCreateGroupList or QzhbOpenGroupList APL
srp INPUT:BINARY (4)

The group handle returned from a call to the QzhbGetNextGroup, QzhbFindGrouplnList, or
QzhbAddGroupToList APL

user INPUT:CHARC(¥)
The user name to be added to the group.

user_len
INPUT:BINARY (4)

The length of the user string. The length must be greater than or equal to 1.
usr OUTPUT:BINARY (4)

The handle of the newly created user, or the handle of an existing user if the named user already
exists in the group. Attempting to add a user that already exists is not considered an error by the
system.

errcode
I/O:CHAR(*)

The structure in which to return error information.
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Error messages:

CPF3CF1 E
Error code parameter not valid.

CPF3C1D E
Input variable length in parameter &1 not valid.

HTPAO001 E
Input parameter &1 not valid.

HTPA203 E
Input group list handle in parameter &1 not valid.

HTPA204 E
Input group handle in parameter &1 not valid.

Parse QUERY_STRING Environment Variable or Post stdin data (QzhbCgiParse) API:

Important: Information for this topic supports the latest PTF levels for HTTP Server for iSeries . It is
recommended that you install the latest PTFs to upgrade to the latest level of the HTTP
Server for iSeries. Some of the topics docume