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H: a7 IR EINZ S, csufx.4767.com B LT devices.pciex.14107a0314107b03.rte L& %
ABLUET,

4. REMOVE dependent software fin’ NO (2725 TW\W2 Z & %R L £9, F£7-. Preview Only f#
H NO o TWB I LEMRAL TSI,
5. Enter ¥—Z2HL X7,

AX N=RUz7ERELVVY I MU TEH

ZDORMEY 7T, CCA DA VAN —)VZBERFHRFZMHFITOVWTHAL 9,

N—=KDx7T

4767 PCle W55{ta 7 vt v ¥ —Z & AIaE7 IBM Power Systems ¥ —N—% A VA =L L X9,

VIMIzT7DA Y AR=)H, RS N—FaToy I —WiEL T, E0iAAHKE. DMA F ¥ 3%
WV, BLXEZDOMD I AT L - VY —ADFHEE2ITVET, 370k yY— -  N=KRo 7 BLTTFNAT
A+ RITAN—IZHATEA VAN LVFHZOWTIE, [1 =YD aT7uotyy— - N—KDVzT7HB X
(XY 7 bo =27 O] BT I,

VI7bhoxT
IBM AIX N—Y a3y 7.1 £7203 AIX X—=Y =V 7.2,

2. CCA Node Management (CNM) Z—7 1 U T 4 —ZE(TT2572DITMHELR Java 7 VXA LEREE
(JRE) 1.6.0 bAR%,

3. |http://www.ibm.com/security/cryptocards/pciecc2 /overview.shtml ® Web ¥ b5 &7 o —
RUY 79 x2T - N9 = csufxd767, ZDY 7 MU 7 - N Tr—IZik IROT7 714y
FBASTWVWET,

* csufx.4767.cca - 4767 CCA ¥ R—1+ - a5 A
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+ csufx.4767.com - 4767 ¥ R—h - FTur oA - @I —-F 1) T 1 —
+ csufx4767.man - Y R—b - AT L = aTI - R=Y

774 IVEFH

CCA Node Management (CNM) Z—F 4 VT 4 —IZXoT7 7 A IVHFAZEHU £7,

CCA Node Management (CNM) 2 —F « U T 1 —iF, 727 AfMILAZEST S HiE2RMEL T,
CNM 2—F 1 U7+ —DFETARET 7 1 VDGR THHE, FIEERIICIESI WD D& 72012,
CNM.jar 7 74 IVD 7 7 A VL, A B X OCETHEACHRELVET, FHEkZ, 7272 AGl#E0T
— R - T 7 ANVERETDH-DHIZ, csuap.def 77 TNV D T 7 A IVEHFAIZFHAWD BHIZHEL TL /2
[P

170ty —~0OVI b z7OAO-FEF7rO-R

FA L - 2 a—&—{Z IBM Common Cryptographic Architecture (CCA) ¥ R— b - 7075 L&A
Y A b= U7, Coprocessor Load Utility (CLU) ZffifHiLCa 7 aty¥— - AXVL—F 4 J - ¥
ATFLE CCA THVr—vavikasakyy—izu—FNLET,

YR—b - 70T LOEHRENEFLGE, CLU 2HLTHE LTRSS 0 - 27X bE2HD—
FUEY, £7. CLU 2fHL TRV X — - VT V2720 —RTH5ILHTEET,

DIy avizik, UFOFHHEHLEGEFNTVWET,
« CLU 2L T, 1 YAb—AInTWdasaty - ZORMEEML, 3702y P —NTE
FTEINTVWEY T RNI 2T RA VAN =ABIOET VA VA=V 57-dDIHN,
o UTOHRHEIIODWTHHT ISV a Yy,
- a7y —DRAEY—- - vIT AV
- aJuvy Y —RIOKEE
- CLU =5+« V71 —DFKICHH I NS R
- CLU OREYa—1~K

I

Dk arvTBBRTETI AN -ar—yavid, 774NV T4 LT M) — - RATT,

2. A7y —DTFNA A RTIAN=IZIoTREENETZT— - I— K&, 16 EROFEATIRRX
NET (X'8040xxxx' 72 E), FHIHIHT CLU =T 4 V71 —%2MHALTZOHF L FIEEH F DA
HILTOWRWESRIZ, IS0 —2RET2HREMNH O £ 7,

3. 7oty ¥ —DRERIH~ 2 ML (FCV) 1. CCA Node Management (CNM) L—F « U T 1 —
IZ&oTu—RNINET,

380

[46 R—YD TFNA R - RIAN—-TF— - T—F]] |

A7y Y —DF NS A - RIAN=F, a7y —BL0a oty Y — - N—=Foz7RKLY

AR — L DWBEDRNEE=X—L ET,

[17 R—=>Y D TCNM &L CNI 2—F 1 U 571 —Z2HLUZIES/L — ROEH ) |

HOERB LT IVRNVBEBLY R— MR OB S —EAZ2RMT LI Ea—&R =k, ZZ TS

J—REEHINTVET,

—_
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a7ty —-vYI7hkoz70O0—R
V7 wzryEa7oyY—icu—R9312F, 202 arvOFREEFEAL T EI W,

BWED .clu 774 NVZIZO20WTIK, 1 VA=V ULTWAEY 7 MY = 7TEAIZRMNENT WS README
T7ANVESBLTLEIW, README 7 7 A ViZiE, 205 O —FIE% IR F 72 138 FH § 23801
WHHLBEINTVWBEERD L £,

UFOH T Yy Z72MHL. MFOXATDIEIZHE-> TL7ZE W,

1. ax v K- 7ar 7T, Coprocessor Load Utility (CLU) 7 7 A VD A>7=T 1 L7 M —|ZZHE
L. CLU Z2FETL X7,

2. BEa ey —RNICEEETSY 7 by o T E2HAILET,

3. BEIZBLT, VI bhUT -2 ZAVE 1,2, BLU 3 ODNEEEHLET,

4. V70 xT - T AV N OEMRNIRNEDZYEEZREL £7,

T7#IN T4 LI MN)—DEFEE CLU DET
TI7ANVDE - TV M) —REFTEHIZE, a0y — - I—=F - 771 (*cu) BL
Coprocessor Load Utility (CLU) D A5727 4 L2 bV —%2FEDIF2HERH D 7,

FIAILN - FTa LI N)—DERE

AYYR - FOYTRT, =R - 77 AT 20 AT B5DIL. FI4LE - F4L 2 b)) —0a 70
yH—-a3—=F-F4L2Z M) — Jusr/lpp/csufx.4767/clu \ZZEL 9, CLU 771 IVHBTFT 7 # )
b FAL2 R —C Ao TOARVEAE, BT IHAOA XL —F 12 - YAF LM CLU 771V
DEiEROIT oD Z L 2R LTI W,

CLU D=E1T
A CLU 2 HLTWaEE1E, CCA 2HTET 7V —Ya v aFEFLRVTLEI N,
CLU 2—JT 4 VT4 —%2FF32I121F, avr K- 707 MZ csufdu 707504 A LET,

NI A =R —IHFERNT CLU 2—7 1 U T ¢ — It 20, av v FTITHARAD I N TEET,
CLU 2(HT 570N, BZ - 77 ANVHERET HZ2HERHDET, Zhid 1 EHONRIFA—X—T
HO, ATV MFZHAAL Z A TEEY, ~RIHEDI Ty —%2HH5EIE. 2 7oy ¥ —
DYV TNESEZOT - T7ANVZKE UTHHATLIONRRETT, YU TILESE. 270y Y —DiHZ
HDTITY N EOTRUDBOHEETEET,

CLU %, B#HEO s - 774 IEMLUET, #4007 - 77 A VP EELBEWGEIF, 77 - 774
HPMER I NE T,

H: 20X 27y a0, NERNT CLU 2HTA2ZepEEINnTWET, 370y y
—DIA—=K - T7ANVDAS7ZT 4 VI MN)—=IZEHLET, THHEDARLV—F 17 - AT LITH
Ylia&uiz A LT CLU #BKBLET, ERIK->TTr Yy 7 MR ELE T,

CLU BT NAA - RIANR=DPOHA YA L—VFEAITHLYy F—OHEFZIGEL LT, HEOA A b
—EARATOR Y Y= HBGAIE. CLU & NEFELwayoey S —0FS2ERLET, &5
(coprocessor_number) 1%, 0 WHIRED £T, TNS6DFFERED T 0ty ¥ — L MHAEIZBEN T 572
HIZIE, System Status (SS) IXY Y FAEMHHL T, 1 VA M—lHEADITORY Y —DENETNDHS
ZEAFLTLZE W, (HAODHNZDWTIE, Coprocessor Load Utility I¥ Y FD MYy Z7I1ZH 2
EZUTLEEN, )
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H: CLU =71 VT« —lk a7/oeyd—oifilEziEdse. zoar oy 4 —CEHT 5
ZeNTEET, CCA verb MO LEEFLUEMOT TV r—ay (ALy RiY) BEFINTVWS
Y. CCA pu—RIhar7akyH—iF €YV —] 1243 k=d, CLU BHEHTEEEA,

A 7

[14 ~—>® [Coprocessor Load Utility D] |
ZDx 2 avTid, Coprocessor Load Utility (CLU) ZBAS 572D I N5k, B LU CLU
DABERRIZOWTHIAL 9,

A7AEyY— -V IMIZT7DEIT XY NREDH

aTakyH ik 3D R Z AV R (RF AV N 1, £F AV N 20 BETET AV 3) Aib
T, BEZAYMNIPREAH D, VT MY 2T EREEARE, BEURAED ID (7 AV N 1 2K
) 2L ET.

ATAEyH DT AY MZOWTI, B J#2RL T ZE W,

1 V7bU2T - TAVFNOHAR

L7 AV W

1 [Miniboot] . ZWis L *a—F - o— RElH%2 &S
2 HAA AR T 1 2T L

3 CCA /3o 7 TV r—vay

a7y Y= S A N OBEONELRREZ T 5121, ST A<V REMHELET, &,
HED ST I0&EZRLTVWET,

Coprocessor Load Utility (CLU) version 5.2.19

Invocation :
Log File
Started

csufclu -c st -a 0 -1 log.out
: Tog.out
: Tue Apr 12 11:30:22 2016

Value of ListInfo.num: 1
Vital Product Data

Part Number : 00LU365

Secure Part Number : 00LU348

EC Number : ON36944

Serial Number : DV53H383

Description : IBM 4767-002 PCI-e Cryptographic Coprocessor
Manufacturing Site : 91

POST-0 Version i1

POST-0 Release : 16

MiniBoot-0 Version : 1

MiniBoot-0 Release : 2
ROM Status

Page 1 Certified : YES
Segment-1 State : INITIALIZED
Segment-2 State : RUNNABLE
Segment-2 Owner ID : 2

Segment-3 State : RUNNABLE
Segment-3 Owner ID : 2

Segment-1 Information
Segment-1 Image

1 5.2.20

P0123 MO121 PO123 FODOL 201601141340502A000022000000000000

5022

Segment-1 Revision : 50220

Segment-1 Hash
Segment-2 Information
Segment-2 Image

Segment-2 Revision :
: 5BAC 5496 012A 8E74 8D51 22A3 39E9 89E7 BC8D 1A43 C946 E267 0BC4 87CD F436 AFDB 515E 167A 32AC E16D 6F99 BB75 C8AF E531 BOF7 9AFO AC72 09F7 B8C4 4B45 037B 4583

Segment-2 Hash
Segment-3 Information
Segment-3 Image

Segment-3 Hash

1 5.2.20

: 5.2.20
Segment-3 Revision : 50220
: BF98 5EEB 74BF D622 2FB4 157D 8080 D385 8DCC FO10 1B57 33CB D828 OEDE D7B6 2EF6 FD62 DOD9 3FF4 FBA44 6FCO 64E4 66D8 36A3 D7F7 EF61 1CF7 5D07 448A 0A39 D7FE A9C5

: 47DE D8EE BB79 CF98 2250 DDBB 1CE9 45C4 6CAB 4243 BD11 E4BO D742 664C 978C 1702 C201 EFAE 4C97 A21A 73D1 F227 BAFD B5FE 5125 421C EEBC A9C3 4A12 7E32 645F 1588

1.0-1nx-2015-06-16-20 201602021548502A000000000220022000

50220

CCA 201602021548502A000000000000000000

5

Obtain Status ended successfully at Tue Apr 12 11:31:03 2016

Finished

: Tue Apr 12 11:31:03 2016

X 1. BEHED CLU RPGE

ST WED 7 4 =)V RDEREIZ, ROLEHTY,

74 —=J)VK

B2

PartNum

a7ovy ¥ —0HRES P/N),
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EC Num
a7ty —OHMEERES,

Ser Num
a7aty P —0EETOY) TILEE, ZhiE, REOMRE XY o — ROFFIZHHEI NS
IBM FIvxvs s YUTAESTEDHY A,

B REETI Yoy —0X A TEERT AN, BEER. EYha oy —2MEFHINT
WBHZ L EEERT L2012, 2O EMMORMIERZMETTE2HELH D FT,

ROM Status
a7 vty =32, INITIALIZED JREEIZ > TR T NIER b £ A, KDY ZEROIZED
D&, a7y b — 3 BERNLZRIAIRY FZ2BRELTED. UAIAND — e, BEEL 72
WIREBIZR > TWET, (37 vy =2 ELLFbhane, BEHURWHI AT RV MDBED
F9, N TFU =k, #HEINZAY T —KBFEEIKLE > TVBGEIZOAIEZ, 270k
v Y — 2 ZRIREREICSEDS, BRIZESTLEI WY,

ROM Status SEG2 / SEG3
UTORMZED, BT A 2 BIUTET AV 3 ODWLK DhDIRMEAEBPFEEL £,
+ UNOWNED: BHEHENhTWEEA, RNEEH A,
+ RUNNABLE: 22— RKZ2&FATHE Y, HiHAREIREETT,

FiE# ID $RRINET, EHED CCA ¥ R—F - TOTITLTIE, T AV 2 2T AV
N3 DA ID 2 BEYTohFET, [ZNUHNOFREH ID] &, TDYV 7 bz 7 HEHE
@ IBM CCA #fFa—RThVWI A2 RELTVWET, WTFhoEEE, KTELWY 7T
N7y —IZa—RINTVWEIL2HERLTLZIV, BHFAIEZIEIAHOY 7 v =7
i, A VAN IVEARBREADEF2) T4 — - VAT EZRLTWAELELRH D T,

Segment 1 Image
AV 1 OYT7 by THEDOATIE R, THPSHGS N3 Tty -0, £
HiZ Factory "G ENTWVET, T A=V B XOCHEN I SN/ZBGEF — %2 L HT 5 BEL1H
hEd,

DEiice—REnzarawyd—nigsE, 27 A b 1 OA4RiE CCA 2E&ATWSAHEMED
HOET, BIWETVRVIZERELTLEX W,

Segment 2 and Segment 3 Images
IN6DET AV D Owned RIIZH > TWBGEIE, A A—VHZHEWETLVAIVITIERLTLE
TV, IBM TiE, A A=YH CCA ¥H—F - 77 I L0 LTRIEINTHE Z L 2R
F7OIT, A A=V CCA 2EFAFT, BTBEETVAIMTHER LTI ZE N,

Segment Hash values
BT AV IOy Y afiid, [9 R=VODOK 1| ITREIN/ZfEE ML TWERELRD D £,

YIMNDZT - IO XY NODARABDER
—fizasa vy —NOY 7 T TR RATF 4V - Y AFAND CCA V7 R I xz7ERELVY
—Z - LRLTRITHIER Y R A,

IBM 2 oRIZHRDPH o 728562 RE, SEIEARELDZV V-2 - LRLVEFHLZVWESICLTLE
W,

Coprocessor Load Utility (CLU) ZBA#EL. &N T A —X—2{GE R AN L TLZI WV, TDHEITD
WL |8 R=YD [FT7 4V - F4 LI N)—DEFEL CLU OFEfT] FSRLTIZI W,
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1. a2 - 7740V % (mmnnnnnn LOG, Z Z T nunnnnnn (&3 70y H—D2 ) 7IVES) 2 AU E
hg—o

2. A% YR PL ZANULET,
3. HEOaTuvy Y-85 a0y —FS5E2ANLET,
4, README 7 7 A WVIZREINTWS CLU 7714 V&2 AN LET,

LAV EN 1,2, BEXU 3 IZ#Y A2V 7 b z27A0—RINBELE512, BEIZGUTHEVIRLTLFX
(AN

a7ty — - XY NORBDKREE
ZDXx v arvTld, a7akeyvY— - AV MDODANBERIET B72DIKEDIREFIEHIZOWTHAAL &
j—o

LA VN 1, 2, BEUO 3 DI—-F2O—-REZEFEBLUZE, CLU VA IV RE2HEHL TR AV
FNOWNEEMHERL, a7 0y Y=l o TEREINZIGEDT IV XNBLOZ LT EZMREL £7,

SN TWS IBM 4767 270t v ¥ — (PartNum) (ZJGU T, YRODaAv Y R2FIFLT, T—X - 7
7TANEE, Do T A (class-key) fEHIE 7 7 A VA ICESHMAET, T—X - 77 1)V% v.clu
i, a7y Y —OWBEFFITEMEINDS (TRTNALT) TEITERLTLLEI WY,

csufclu -c VA -1 nnnnnnnn.log -d datafile

i F 51, Coprocessor Load Utility (CLU) @ ST a2 <Y Fa{MHL CTHMETE £,

#* 2. CLU VA a< Y NIZfifIT %2 7 A8t (class-key) 7 7 1 )V

PartNum 7 7 A (class-key) FEHIE 7 7 1 L

00LV498 00LV498v.clu

[coprocessor_n] /XF A —R—FRED AT Oy Y —DA T a VIRETT, T 74V PTERIZRD X
ER

a7aeyt— VY IOz 7OF7A—RE CCA /—RptEOfk
ZOMEw T, 2ty Y —-Y 7 bz T7R270—RKL, CCA /—RZX¥ofLT, ¥F XYV
MDD EEZ NZEST B FIEIZOWTHAL £9°,

Coprocessor Load Utility (CLU) 2L T2 AV b 2 OFiAHEEARET L7 7 VENET L, ¥
TAVE 2 REET AV 3 OWMANRZ VT IN, I—-FPREINET, TOET AV N OMEEAR
BNV TEIN, a7y —IERENTWAEZTDR AV bDEF o) T —FET— XIHH LAY
ofhEnEd, prEE ID B2V T7EN, 7 A2 NORED UNOWNED IZEREINE T,

T AUEN 2 L 3 OFAEDOBEIZMHINGRED .clu 774 IVAIZOWTIK, ZHHADOY 7 Y =
T BRI X7 README 7 7 1 VA ZBIRL T 72X W, README 7 7 1 )ViZid, ZO—kFlE%
IR EZIFEETHEMERE WS N T VDAL D D £7°,

NRD7 7y arvizEITFTLTLEI N,

« CLU 77 ANV AT LI MY —IZEBELET,

e CLU 2—T7 4 VT —%FBLFT,

1. 37y —0BEEEZRET 57-ODOFIEIZDOWTIE, IBM #f5 Web ¥ b (http:/ /www.ibm.com/security / cryptocards /|
[pciecc2/overview.shtml) ® FAQ ¥ 22 a v A2 BT 2 LN TEET, TD MY ZITiE, 7 7 A#E (class-key) GFHE 7 7 1V
OHFVANDH D £7,
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o TurIFIMIWELT, BY - 774 INVEZNOaTuy—DYV ) TIILEBEESEMEHLET,

« ZMHHTIY b7 4 —LMH®D README 7 7 1 VOERIZHE->T, PL I Y REMALTEZ AV b
2 ZMELUET,

TE:

1. F7-. CCA FHHMLT o A2 EHTAZLIZED., V7 T 52BEETIZ. CCA 2¥uibd
5ZrHTEET,

2. IBM Tii@EH, a7mtwy ¥ —2 THHARORE L AROREIZT 5200, €7 AV 1 OTH
BEEF —2ET 52007 7 A VERMAAEIZLETA, 27 AV N 1 OLFEARERBULHIE S 1
TWET, ZORKEBRS L, HHAEERT NS A - F—DHEHBEAR—ADBF RS I, 371
Ty —PEAARTIZREARERD D £, AV 1 OMEEFX —DEICHERENHKE T, 271
yH—nimy ZREIZRDZAEMEIZISINTEREDRVE WS EEIX, BE Web %1 b
(http:/ /www.ibm.com/security /cryptocards/pciecc2 /overview.shtml) @ Support Form % {#H L T
MEzERETLEILICLD, IBM BB RT7 7 AV EAFTEET, MEHEAR—F, BHAA
VY —=ATTDOTHERLTLEZE W, fHLEZRIK VAN -TEEEA,

ESPUiliTEers

[26 <=2 T — Ko#IHL |

CCA / — R &ML U THIHIIREE I 5 FIEH,

Coprocessor Load Utility (CLU) O&HR

Oy avTld VIZ7hU 720 —RN953 70y —DAE) — - T AV MIDVWTHIALT
WEYT, a7ay =23V 7 YT - 0— FOMGEIZHHT 5 A%, CLU ORIBIZHH S s
BLU CLU EY I—NIZDOWTHHL £,

ZOt 7Y a B ENTWDEMERABERNGEIE, [ 17 R—=YD ICNM 8L CNI 21— 7 1|
(V7o —%MHLUEEENA — ROEH] e a it Axy 7L TLEI N,

a0ty —DAEY— - ETAV K
Ity —DAEY — - T RAU NI, HEORLZ LT AV MIREREINET,
AEY— - 2RV MO E TOBEEIX, LTFTDEBHTT,

F 3 AEY— - LT AV MO
AV b 2iAA
0 HARI—-F

HEAI-RIZ, a7oky -0t nNn—Foc7 avR—FZV b - A VR =Tz —A%EH
LEd, Z20a—Fik 270y b —ATE»SHMINABRIZEZETEEEA,
1 VI bz T EREEEN—F

ZORTAVIDY T M2 TIE ROEIZHRY ET,

e TTIZEZAYF 1 IZB—RENTWVWEY 7 b 7DEHREEHELET,
¢ ETAVE 2L 3ADTF-XBIUYV T Mz TOO—-NEEHLET,
s THTH—FINFITH, CLU 2—T 1 VT —2HHLCERTE X,
2 MARBT R —=F 4 VT VAT L

a7aky Y —DYR—b - TSI LRARV—F 4 VT VATFADREERTVWET, 20K
RU—F 4 VT - VAFLIE, AV 3 128—RXNE37 PV r—vavaYR—rLUEY, 2
Tuty Y —OTHHMmEE, €722 2 FETT,
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#£ 3 ATV — - LAV DK (HE)
R 75 SN e
3 FFVr—vay -V T ET

a7y Y —DYR—=F- - TaTITLITE, BTAVDN 3L VA=V TES CCA 7SV r—
vay - FarIanEENRNTVWET, 207 SV r—ravid, IBM CCA IZfE->THREL, 77

L AGIE, BEH, BIUORESEEL2EFUET, 370y b —0THEMEE, €27 AV b 3 &%
<7,

a7ty y— Yo7 hoxT7 - O— KROWKREE
THr oM., 370y —0REBIZIE. AV N 1 OBEY 7 v o7 OMEEIZ BE A B
MA->TWVWET,

A7y Y =D T AN 2 2R TAVE 3 AT=REOT—RTBHIZE, &I AV T EIZROTFIE

REWET,

1. [Establish Owner] I~¥ Y RZMHHL T, ¥ AV  OFAE&EZ#BIIL XS, FrEH& ID X, 20
ID IZBEMIF SN T VR VB, TTFDRT AV MIHEET 2 A0IZE > THRIFTE 5154
WZDAZITANONE T, ArEMHEL., —ErEhsde, a7 gy ¥ —Ii2k > T Surrender Owner
IV RPUBEINE FTAERREZT LD ET,

2. A—Rz2EZAYMIE-RNLET, 2 HOREL IV FEHEHTEEY,

a. ®w#IZ, Load a~¥ Y RZFHL XY, Load I~V R - T—XIZIE, IRD FAiE T AV MIELE
TEHREAMIZ L > THEET 2 HEDH 2 AFBEEHEN G ENE T, U FOWT N D5M 472
NG, 37y =322 0a—-NE2ZITANT, TDOET AV N OMGEE S 7z NG % L&
FLET,

o FEHAEMEEI TV S,

* Load I¥ Y RHNDEH ID OF—RH, ZOEIZ7AY b OaTakwy P -k TRREEI N
TWABITOFAEHEE —H L TWa,

¢ Load I¥ Y FADZEARMRT —XI&, MGEEIZMHHA S NzZEHEFE O RS & > THRIET E 5,

b. B AV MITTIZARELD 5541, Reload I~V RZ2HHLT, AV FNODI—K%
BT L eNTEEY, a7y —D7 7 vavid, MARENTWEIFHERZ, RIZEN
DT Ay MZBEEMT SN TIRL, R=7T v b - 27 A2 MZEREA ) S - QBB &
S THEET 2 MBENDH L% R< L, Load I¥ Y NEFEULUTY,

HMASAART RV —=F 4 7 - VAT LI, 370ty — N—FUuz7HEILT,. TOARL—F 1
T VATLAKRE R T AV N 3O TV =2 arDidiz, vFa ) T4 —EETFT—XIEE (SRDI)
ERETAHIENTEET, SRDI X, AETA. ¥ AV VY7 0zT70OR—R, £-EEITAV D
Surrender Owner I~ Y RO AR T2 ¥ afbEnEzd, €7 A2 hD SRDI I&, Reload I ¥V
REFHLTWD &Y afbdhEztA, CCA 7V r—yavid, SAR— - F— BEEHIEA
7 NV (FCV), 7272 AT —70, 8L OMRE RSA MEHEZ, £ 7 A2 b 3 [ZBEAT S
SRDI fH#e LTHEL XY,

IBM &, IBM fEDY 7 b7 27 IZBHLET, HlORVEX=RaTowy P —HDY 7 b7 7 %4t
L&D EULEERIZ. TORY KX —D Establish Owner 27 Y K& 2 — NELZLONFHBEAFHED, @Y%z
IO TIZ IBM IZ& > TELZEINTVWARBRERHD T, TNS5OHIRIZE D, AFORM: 2RI
LEd,

2AETIE, =N EE—FN LW HGEERFEALCWET, MOBRTIE, 20 SO ER, emergency burn (EmBurn), & U regu-
lar burn ¥ 721% remote burn (RemBurn) ZIEIEEHH O T,
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o FHEAINSFI—-—RDAZITOAEYY—IZB—RKTZ 3,
o WHEEEDAVR—PEIT I AR— MIEEST BZBUFOHIRIHIEIZRE S,

Coprocessor Load Utility D#3C

ZD+x 2 arTlE, Coprocessor Load Utility (CLU) % BHIAT 5 7-DIfifl N5k, B LU CLU
DEBEREIZOWTHIIL £ 7,

CLU &, UTOWKRETHAT2HELHD £,

e IOy Y —2HHLTVWAET V= aviIRTKRTTLILIZLD, Toa 7oy -0
Y=o TW0WRWI L 2HERLUET, HlRIX. CCA APl 2HT 2T _RTOT7 TV r—vavi
MTLUET,

e IO YY—DAEY =+ VT AVPMIA VA=V INTWVWEY 7T TDYY—A - L)L
Rz L £7,

e IR YV —DNORINEZTIVXNVELNEA Y-V OZYMEZHRLUET,

s Ak yY—- VT MU TO-HEOI—-RNBIUOHO-NLET,

s a7ukyHY—%VEky bLET,

ZDa—=F 4 ) T4 =% 5I1iE. ATFOFMEHIZE> TSI,

1. ARV—=F 17 - VAT LOBEfF LT s A LET,

2. AXVIFIFTC, CLU 77 AU AT 4 V7 M) —IZEHLET, 77400 - T4 L7 b)—i&
Jusr/1pp/csufx.4767/clu T,

3. csufclu 2—F 1 VT 1 —HDBIT, FHHETENITRA—R—%HkITTANLET,

MEIZNT A =R =% R L ane | HRVPBERGE, 2—T 4 VT4 —ldANZE kOB o7&

LET, A7vary - AT A-—F, KENCHENET, 2—T 1 VT 1 —HDED/INTA—R—DIE

ik, LFDEED TY,

-c cmd [-1 log file] [-a coprocessor number] [-d datafile] [-v]

ZDEE:

log_file
02 - 774V EHBNLET, 2—F 1) T4 —1F, BERINAZHELZFETTILIEEIIZ, 20
ASCII FF AN - 774 0MIZT Y MY —Z28IMU £,

omd  FEfFTHO—K— a9V REERT 2 XFOEKERZIEELX T,

coprocessor_number
FTNAA s RIAN—IZEoTHEIENa 70y b —FH52BELET, ZDONFTA—2—1F
TI7ANVKT 0 TY, I7oyd—ik 0. 1, BLF 2 LUTTNT A NTIAN—ITIRES
NFET, ST 721k VA a~v Y NIZXoTHELZY Y 7AESEHR. BLOREDI 7oy ¥
— % coprocessor_number \ZHIEIZFENT I B2 aTay ¥ =0T 7 v MZHIRE
YV TNESEHHATEEY, 2O02—T 4V T 1—l&k YATAL 1 HBIZDOEHRK S FOIY
Oy H—%2FR-FLET,
data_file
FORINIBEIHEHINE T =X - 7740V (RIA4T, T4L2Z R )=, BLXO7711%)
WAL £, data_file %% 3ANT 2121, ROWTIO HEEZFAL T ZEW0,
« VI7hUzT70Ou—-RELUTHED - FOGE, data_file £1E, 270y H—izu—F35Y7
MY ZT7 - ARA=YDT 7 A NHTY, YR—F - 7827550 README 7 7 1)U
data_file DS N TVWET,
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« a7vkyY—0gaE, a7y —RIIE VA IV RIZXoTHRESNET, data_file
£k, a7 oy Y —INEOMGEICHEH I NS 7 5 A (class-key) FEHHE 7 7 1 V4T3, #
i Web H b (http://www.ibm.com /security /cryptocards/pciecc2/overview.shtml) O
FAQ 27 Y aviZid, a7uky -2 20— RE2WRIAT22ODOFIHOHHELH H £9,
ZOFHPITIE, BT 7 A (class-key) GEHHE 7 7 A VHD Y A M EEENTWET, BHER
FERE 7 7 A VIEZ D Web ¥4 26X a—FTE £,

-v FMHEHERRLUES, —Woav v RNT, IRELEAEMIILET,

CLU T4 VL2 Y—M6, AR - 70T MT csufclu -h 272 FZ2AHLT, CLU OANJLT - A
Za—%2KRLET, CLU DAL T - A=a— 2, CLU A 7Y a vOifasilriifIntng
j—o

a7y P —RUEZEELTEORREEZT S - 77 A IVITRET 2121F, RO LS ITANL X,

csufclu -c¢ ST -1 nnnnnnnn.log

nannnnnn (X, A7 ARy Y =D ) TILBFSIZTEIeE2BHMOLET, YU TABESOMHIZBAETIE
B, FEFI TRy Y=l L TITONEZTRTOY 7 b2 7EHEDOL A ) —%2RFT 572010
VT NVEEFIMEHINET,

38D

[ T'Coprocessor Load Utility I~ > K |

Coprocessor Load Utility (CLU) l&, #H#on—&— - a< Y FE2HK—-—bLTVWET,

Coprocessor Load Utility I~ > k:
Coprocessor Load Utility (CLU) &, OO0 —4— - a< 2V F&HFR—-bFLTWVWET,

CLU iZ&koTHKR— P Ehdu—&K— - av v N2 XKL, UFOoLEHTT,

# 4 CLUBR—X—-2a<%V K

O—X—-:a<wY R A

PL: ¥/ 7Bnd—FR%2a70kyH¥—izu—RF¥3 T—=R 77 AIVONEDIRRIIK->T—HDO AT REMLEL
T AV NOFFAHERELL, ¥ AV N - Y7 U7 %0

Miniboot 2% > K REMBURN1, ESTOWN2, EMBURN2, —REAEFEO—RLET,

REMBURN2, SUROWN2, ESTOWN3, EMBURNS,
REMBURN3, & SUROWNS3 &, T—X - 77 A VIZEZE
NTWBIERPSHRSINET, §—D PL data_file 121k, #
BofiaHEr O — K353y NIZBETAEREMALALZ 2D
TEET,

RS: 2a7/0vy¥—%Vty bd3 avukyY—%Vty hLET, —ICIDIY Y FIIMHAZ
NEFEA, ZOAXVREEGFTIE, IRy =37 —
Ay -V hEFEGFLET, Z0ax vy N, a7awy¥—
ERAN VAT L VT Nz THREE K S 2GRN D
AR DY £ T, 20Ty REFETLTRHEERES{LY T
25 L%V Ry MREEIZT BRI, a7 oy —TEfELTW
BZFTRTCOERAN - VAT L VT b7 - TORAEZKRTT
LB FT,

SS: VAT LR EEET S A YVAP=AINTVWERKI Ty F—D—Y « F U N—,
VUTANES, BLUORIAV N 3 VYT ITLT - A A=VH
DO—WMEMBLET (ZN5H, CCA RED—HDT TV r—
v a vz & o THAI ATV ARVER), 2%
BRLUTLZIWN,
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F£ 4 CLUu—X—- a3V R )

A B

ST: 27ty ¥ —DRREIMET S O—REINTWBY 7 bz 7ORIEIELPOIVR—2V FD
VY= - LRVERFLES, ZORMIE, v5 - 771012
BiMEnEd,

VA: 3 7mvy 3 —0REMGET 5 O—RINTVWEY T bz 7ORPLIFADIVE—FV D

VY= - LNV ERBLEST, 7—Xik, a7 akeyd—0F
NWARA - F—IEoTHEAUINZA Y=V TEEIN, TDE
I—F4V)F4—DuY - TrAIVIEEINET,

=T 4 VT4 —IINEORAFBEEEHL T, data_file %787
A—=R—Z&ENZ 1 DB ED Y 5 A (class-key) FEHAE % i
FELEYT., TNSOFAED 1 22, 2oy —roHE

U7=RFgE, £33 —EOAREEZMEEL T, a7aky -2
WEAINTVWEWI L 2ERTIHERD Y T,

—fRIZ, =T 4 VT =RV T - Ty ANEREEATUR - T AN LS TIRCHR T Z 2D TE
F9, RMEVAT L ETA—=FT 1) T4 —%2BRT5-0DRAZ )T - TyA4VEHIFISVN - T 74
WEMERT 2561%, Tquiet] WX, -q (£721F -Q. /q 2 WF IQ) NTFIA—X—ZENLT, T4 A
TUAIHARREEEI NI SERLUET, 7740 P&, 2—F 4 VT 14— T4 AT L1171
VIR AYE—VERELET,

BEHED CLU ¥ AT LIRSS OFIE, CLU YATLDIREEZRLTWET,

Invocation : csufclu -c ss -1 ss.out
Log File : ss.out
Started : Wed Apr 13 11:36:58 2016

X 2. fE%ED CLU ¥ AT LRSS

Coprocessor Load Utility ®RE"Y J— K
ZDvs¥avTid, CLU "oRINAI—NiZEELET,

CLU A& T35, A2V T - T7ANVERIFZIATVY R - T7A4ILVTTAMNTCESLEEZELE
T, RENZMEHIZIZZTNFNERDL DD £,

0 OK, Z#id, CLU AUHZEYII5ET Lzl L2 ER L X7,

1 ATV RFFNRTRA—R—PEG T,

2 Iy Y —IZT7 VR ATEERA, ZOHEER. 270y — RIAN=DBELLAS VA
F—ILENTWB I ZHRAL TN,

3 BESMERENHWINTOVEREWVWS, =T VT —0uy - 77 A NLVEHERALTLIEI W,
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4 a7ty Y= VA= LEINTVWETA, ZDHEEIR. 370y Y- RI4X=DFEL
A VAR =ILENTWVWBI L EZHERLTLEX W,

5 s oy b —FE5NEEINTVET,
6 ZDaAXY RIZET—&X - 774 ILVDBRBETT,
7 ZOAR YV NIZE>THREINZT—X - 77 A VHBREEWIENTT,

CNM LU CNl 2—F7 1 V571 —%FALEZESE/ —RDODEE
BOERPB LT Y ZNVEBL{Y R— MR EOESY— AR EMTLIa v Ya—%—1F, ZZTIEKESt
J—REEHZEINTVET,

PR—bF - Tos I LTRESN TS CCA Node Management (CNM) 21—« U751 —& CCA

Node Initialization (CNI) Z—F ¢ V5 ¢ —lf, /—NIZX->T#HiI N3 CCA Sy —E A%ty
N7y TBXOEHET S720DY—IVTT,

DIy avitid, UFTOHENPEENTWET,

« =T 4 YT 4 —DHNES X OHIRGEDHA

o BMEPMBELR, 2—T1 VT —2HHTEZOOY T F YA

« CNM =7« V7 —EHBEREOMA AL Py 7 |19 X=VD [¥FV4: FA b - /=KD
[l Jz0e e EFLEBIC, ZOBMERILTIEZ W,

o TR AHIMT —ZDOERE X OEFH G CNM 2—F 1 U T 1 —D 7 7 & AR 2B 2 244
B E BHALTZI WV,

o BESHOEMHHE: CNM 2—F 1 VT4 =&k TEIFTTELIVWLK ODPDOBEFL R A2 IZOWTHH
AL TZZ W,

e CNI 2—F 1 VT 1 —%HLMD /) — FOML il 7 evfbEhizr7od—I vy —%iHLT
CNM 2—7+1 V51 —DOffiHZHELTEET,

INHDI—FT 1) T4 —I% Java TERINTWEH, Java 7V X1 L& (JRE) OFHPBET
3, F7z. Java Development Kit (JDK) H{HHTE X7,

CNM &S & U CNI OIE

CCA Node Management (CNM) L —7 « ) 7 1 —& CCA Node Initialization (CNI) 2—7 « U 7 «
— QMR- =k, X2V 7 —EEENE, TSV a VHEE, BV AT AERE
T, RHZIEEFHE-F - ARV X - EHEN T,

TE:

1. CNM 2—F 1 VU5 —I2i, oz CCA API Y—E 2Dty &I TVWET, TDa—
FA VT4 —ZHRHAUBIE. FNDPEMEEELZLTWANRE S, -3k 0 AEMAEHRHES &
VBB AETTEEDICHARL - 7TV —2a VBN RENE S nR2HRTEZ N TEET,

2. CNM =T 4 VT4 —2FHLUTERT ST 7 1IVIL, Java 7 VXA LB (JRE) DV Y — A ITHK
3256050 Fd, TS Java 7V X1 LE8EE JRE) OV ) —A%2ELHETLHL, CNM 1—7
AVT 4 =& >TERLZT7 7 AVDHEY ) —ATIEULSBEREL R 25680 H 0 £7,

3. CNM 2—F 1454 —lF, YUATHHTLIISICEH SN TWET, ~BLEHER2EL-0IZ
IZ. Enter F— TR T AEREALTLLZE W,

4, ZDA—=T A4V T4 =D [YAR— - F—DFH| WWHIZDOVWTIE, ~VT - NxViEgREIh T
A,
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5. ZHodDa—7F 1 YT 1 —If IBM Common Cryptographic Architecture (CCA) ¥ R— b - Ju 7
L APL ZfHLT, 370y —0560Y - A%2ERLEF, [IBM CCA Basic Services
Reference and Guide for the IBM 4767 PCle] ¥ =27 )LiZi%, CCA APl IZ& > THRMINTND
verb (IFOH UHREY — A3 70y =Yy —IFOH L & HIEIEN D) OEFEHY A MBREENT
WET, DAYV NI, Z0krvayTHPATLFIHEMEHL TERIND T XTI LT —ILOK
IR BERATREME D D B 0 2 BT 2720121k, ZOER, BLUFITHMEINTWAHEMOY—E
AEZLUTL I,

CCA /—REBEEI—FT )T 1 —DHE

CCA Node Management =—7 « Y 7 « —{&, IBM 4767 CCA W§5{t/ — KDty b7 v 7 L ERIfHE
H$27971400V - AV R—=Tz—RA%HT 5 Java 77V —>a v Td, ZO2—T14VT714—0D
ERKEEE. /ROy b Ty T TR AT — X OEREER, BLONE S — FOEHIZ KB
7% CCA YAX— - F—DEHTT,

F—=&R - FTVZME, BEEIToky P —lZun—RTEI¢E, TARZIMEETEIILETEET,
F—=R - F TV M, BAUARV—F 4T - VAT LE, HBEOH S Java 7 SV —varol
RV EMHT S, 1E5D IBM 4767 CCA / — KTl cE 7,

¥: CCA Node Management 2—7 « U 7« —%Z[#Ed 51213, csufenm I¥ 2 FE2FEITLET,
CCA /—F#Ifilta—7 1 U714 —DOFE

CCA Node Initialization ZT—5 14 )54 —l, CNM 2—5F 41 U514 —WHNT CNI =51 X— ZfHL
TEREINZAZ) TR 2FEITLET, ZhH6DAZ Y T I, CNI VAL 2IFENEd, CNI 2—7F
1 )T —lE, /=KDty "7y FITBER CNM 2—F 4V F 1 —HEER2ETTEI LN TEET,
BzIE, 77 AEHO— LB L TO 7 7y E R — RTBOICFHATEET,

CNI VA MZERTBEIZ, CNI 2—F 4 VT4 =KX= v J—KIZuB—F$55—X - AT7V=x
JRNDT A -ar—yaryEBEELVUET, CNI VA MEERLZZIZ, £D CNI YA RE (T—
., TaT 7 ANRED) TRTOMNET—X - 774V %, CNI =T 1 VT 1 —»HEEY b7y 7
DEOITHING ) — RIZEATEEST, V—A -/ —F&, ifdhiz CNI VA MEEFTTEIART
D/ —=FRiE, AUCARV—=T1 v - YATLE, BfEDH S Java 77V 5 —2a VO LRV EMEHAT
LRENRDHD T,

AL e

[22 "= TS F ) A: DES %7213 PKA Y AZX— - F—DEE] |

Dk rvavTiE, pradukyF—nsiloaraty—A0TF—XEE{LHE (DES) 7-1kA
BHgE7 LTV X2 (PKA) Y AR — - F—OEEIZEE L 2 FIEIZOWTHHL T,

[42 R=YD [CNI 2—F 1) F 4 =%l LMD ) — RDOFER |

CCA Node Initialization (CNI) =7« V5 1+ —H®D CNI VAL Z{EKT B 22L&, X—=7 v b -
J—=RETCNM =514V T4 —2FHFETIZ, T4 AZIREINTWEHEL T 72 AGHT—X %
oS, — Rice— RT3 2 eNTEET,

OFY)FA: CNM 8LV CNIl 2—F 1 YT 14 —DFEMA

IO+t a v Tk CCA Node Management (CNM) 1—7 1 U 71— KU CCA Node
Initialization (CNI) 2—7 ¢ V7« —Z2{HL T, /—FZFEKL, D/ —RNZHOa 7oy ¥ —iz
BT L HFEIZOWTEHIAL T,

INoDa—F4 VT4 —DFHIZ, AFTOYF U ATHHEINTNET,
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1. 7795 —avyORRRBIHERENET AN - J—FR2EKTE, CNM 2—F 4 V571 —%2{FHT
5-0D0FEAELILET, #lOTOI—F—ZZOFEIZHE-T, 2—F 1 UV Fs—a7oky ¥
—DRAZHKBLTLEE W,

2. BEN—YERMHHLUCEBRBEREH ) —NE2ERKLET, 2O F VA TIE, CNI VA MNEFEHLTX
—ry NEH ) — NS 2 L £9,

3. 1 20a7ukyY—nolloaraky Y —izvAX— - F—AEHELET, 2L, EHoa7o
v —%HWE, NT - kFaV T4 —DA VA N—IEREBEIZEELTIETT,

INSOYFIVAOHMIE, ZITHHTLIFIEZ D ISIFHTES A2 RTIETT, Y Fidd
FIZIGU T, E0ELWEROIIHINAEZ, ZORNEy 27EDMOE Y a v E2BIBLUET,

a7ty ¥ —0 CCA 77 AHIHI AT LEZRILU TWARWEEIX [29 R=YD [7 7+ ZHlE 0]
Bl L0 [29 "=YD 7 7 2 AHHY AT LONPREL g 2L T ZEWV, 22k, a—
V. #I# DEFAULT @ —), BXU0a—%— . 7Ta771)L mEDOHENRELEDV XS, ThonyF
VAT, 727 2RGHY AT LABPIIRETH 2 Z LM EINTVET,

H: ZhoDYFUAE BPHNOZODOATT, 1—Y—ida—F —[EH OB RS i U 7 Tz ¥
Mol ezbBEHLET, [IBM CCA Basic Services Reference and Guide for the IBM 4767 PCle
Cryptographic Coprocessors] T, tF 2 7HAEIZET 22U T LI W,

SF)FA: FAM - J—RKRODERK
ZDOVF)ATIE, BEY—ECAANDEHIRTY 72 A2 A[6RIZT 5012, —ADTasS5<v—n")—K%
twy bhTwvIUET,

HE: ZOYFVATIEZOBEE I~ Y NAPEFIEOMHHZHFNINTWSE 72O, EROMS/I — Nk
LFaTERBRIRNETEHD FHA,

HifeS M YR L~V D Java T V& A LABEE (JRE) %7213 Java Development Kit (JDK) % 1 > X b
—VLTWBZEDNBETT,

TAN - = REEHRT 121, LFOFMEIZHE-> T 7ZE W,

1. PFE=bF-TurZ5004 VAN UDFHHIZH->T, 3 7mEyH—L IBM KE{a7Tary ¥
— YK —b - TuTITLESI VALV LET,

2. csufenm IY Y F%ASUT, CCA Node Management 2—7 ¢ U7« —%BHL 9, CNM =
— T4 U)T 4 —DuTE AL VNIV RRINET,

3. CCA DAYAb—hEhkaduey¥—2EEHLEEIEF. CNM 2—F 1) T4 —i2&Da7n
oY —2MHTEINEELTLEIV, S5/ —F (Crypto Node)] A=a—06 [TXTXR
—DER (Select Adapter)] ZERU £, HARAT X TXZ—FS 1 25 8) DU A MPIERI
NEF, VAMPOTRXTR— (a7ayd—) ZZRLUET, [7TXT7X—0DER (Select
Adapter)] VA MNEMHHLTCT XTI X —2BRLURWVGBEIE, T740N - TXTR— (23 7vky ¥
—) BEHTNET,

4, a7uvyY—YrHKAb-av¥¥a-—x—HNoruyrxHELLET, S/ —F (Crypto
Node)] A=z—%5 [ (Time)] 227V vy 2 UET, $EROY T A=a—05 [T Set)) 27
Dy 2 U9, 2av iR LET,

5. CNM 2—7 1 V7«1 —%filLC., DEFAULT H—)LZ§RTOIAX Y N2 L ET,

a. [727% 2% (Access Control)] A =a2—755 [@—)L (Roles)] 227 Vv 7 L%,

b. [DEFAULT) T bV —%ifi&XnRL T, TW%E (Edit)) 22V v 2 U3, DEFAULT 1 —)b
TR I~ Y REMHATRETRVWIT Y R, mr Y RYicERINE T,
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c. [TRTEHA (Permit Al)] 227V v I ULET,
d. TE—F (Load)] 227V v 2L, [OK| ZERLT, EEINO—)LE2IT0Ly I —IZHY
o—RNUZET,
e. [f#fF (Save)] R&X V%2 27Vw L TR—ILDIY—%2HFEFEL., B—ILIZLHTZ2EEL 7,
6. FEBERIEINZ MV (FCV) 2370wy ¥ —iZue—RFULEd, [H5{/—F (Crypto Node)] A =2
—55 [H#ER (Authorization)] 227V v 27 ULET, ROV T A=a—056 [B—F (Load)] 27
w27 U, FCV ZHEELTHE—RL£T,

FCV 7740, {1 VA=) - T Ahiz—N—|ZfilEXN~ FCV 77 1)L T9, @H.
FCV O7 7 1 )V£1% fcv_tddkEcc521_ECDSA.crt 7RE T, ARV —T 4 V7 - VAT LIIHB T 74
MBI —T 4 VT —2FHLTHRRELET,

7. [SAX—-F— (Master Key)] A=a—MPoIYAX— - F—%A 2 Ar—)LLT, [DES/PKA ¥
AR — + ¥— (DES/PKA Master Keys)| F7zi1% TAES ¥ A& — - ¥— (AES Master Keys)] O\ 3
WhraesVyzU, NIV (Yes)] 22V v 2L T, a7y —NIU0HL  YAX— - F—%
ER L TRREL £9,

TEE#E (Auto Set)] A7V aViZkoTA VAN —VENEZITAZ— - F—1F, =V 2LT
VAFL TR —DAAL Y AR —RBELUTEBICEINE T, EHHADOEDIZIE, TUX
LB, 2 AU EOHMIE>TANSNBRRHOBE A=V 2L VA N—LTBRE, boLLaehk
FEEBHUTIYAR— - F—2MHILTLZIV, TUHDA TV a v, FidDA=Za—05687
IR AINET,

8. BWANL—V Ty VEOUELET, BAML =Y - 771 LOFHLIZ OV TIE,
[ (P2 b L — Y DERR X 72130k ST X W,

ANV =Y &, YER=b - 0T T340, 2—Y— (LT TV r—ray) OERLZAHITT
— XS LBIE (DES). Rivest-Shamir-Adleman (RSA) 7TV XA, KU Advanced Encryption
Standard (AES) W5 5#%RETE 2525tk 35 CCA HETT, ANV —VEMHHLZWEA
X, AL TWAHEODO X1 7 (DES. RSA (PKA), 7zl AES) IZ—HUZBANL—Y - 771V %
LT 2 EAH D £9, HIZIX, DES B#OAZMEHAL WAL, DES AL —Y - 77 1)L
DD BB TT A, D7 7 1 IV 2T 2083 dH Y £ A, DES e PKA BEFHHAL X
WiGEIE, DES A ML —Y - 77 4)Le PKA ANV = - 7 7 A )VOUH LA BETT A,
AES #EA ML =Y - 77 A VOMELIZBED D FHEA, 3 DIRTEZHHLZVWEAIX 3 29I R
T2 TE2HERH D T,

B v [30 *=YD Te— L ofEk |

[37 "=V T~ 2% — - F—DHFHu—FJ |

F )T ERERETD/ — ROEK
IOYVF VAT, WL — REMERT LN, 3 ADMA 1 ADT 27 ¢ AHEERE L 2 AOH
GIENLF) TS ET,

BHEIT ) —ReT7 72 AR AT L2y v Ty T UET, BEHHEYEITAR— - F—L BT T
RTOHEMSH (KEK) 20— RFUL %9, KEK &, /— R NETIELrOEEBXTE/-HOD TV AKR—H
BHELUTHHATE LT,

ZOYFVATIE, YAR— - =L EKHED, /—FHEOD DES (7— X 5L KEK % $—
MOEAVAN=VTEZERMIBENET, CCA DEERBETIE, FVKXL - YAR— - F—DHK
X RSA (Rivest-Shamir-Adleman) N7 27 /0¥ — 2O HiEZ M AL~ DES #OEAL Y, #N
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—YHEORBFHENRY K-S E T, EA—VEIETIE, RRA70FfTe#EAA—YERELAE LRV
CIZDWTEIHTE % 2 AOBEHHYE P ZehflEdnTtnixd, ZoFr7/ay—i2kyh, |
WOE] RV —NEEINET, TIZRAGBEY AT LAE, 6 1 HYZFLE 2 HYEDOX A7 20T
5Zriz&kh, —HEMAEERTSEISICEY NT Yy TINET,

ZOYF VAT, 77 AGEEHEIT CNM (15 — FEH) 2—F V7« —2fHL T, &—
7w b -/ —FRMH®OD CNI (Coprocessor Node Initialization) Y A b Z ¥ L ¥4, CNI Y X bz kD,
K=y h+/)—KTCNM 2—T+4 V71 —%2{iHTE 702 gH#iftanEd, HHEX X—7
v )= RDT7 7 AFIMEREER J O 2 ABEBHAYMEICL > TEITINDIZAZHD CNI U A b
EUEML £, GEHHEIX, NOLETTIE, a2V RIZZ—= v b J—ROMHEPLERZ L 23T
WAEBERHDEFT, RO LS REM2H £7,

o fEHE HIRINEE (T 7 AN - = DBFHINEGE

o T AHIMIERE R A NETINEGE

o RPEEMIHMHZE R A PETINLGE

e Bilm—eTu Ty ANEMET S ZTNUNOTRTORKEREDOGE

F:CNM =51 VUF14—& CNI 2—F 14U F+1—lf /—PFizkoTRMIEEINSE CCA Y —¥
A0ty N7y TBIOEHICFHAINEY —LTT,

EBHEZIZ, IFEIERT-NTAYVRZHTTLI21280, BTBERITY ROABMIHAREIZ RS
51 LET, B2 HNN=—YDOr— NPEROFNN—Y DO — R Wo2BEE LRIV NE, Zhvona
SUREMGHTAEM RO Z 2 —F —Du— LV TOMEMHTREIZRY £, a0k —D7 27k
A AT LA, HERDER —EHEH A OR) Y —2EMBTE L L5112, BEEE2DETEZLAHEET
ER

38 7

[28 X—=YD 7 7L AllT — X DIERS L OB |

FVE: A=y k- J—=FH®D CNI VA MO ZOXAZTIE, 727 AREEREIX CCA
Node Management (CNM) 1—7 « V75 —%fHL T, &—7 v+ /—FH®D CCA Node
Initialization (CNI) V) A b Z#fi L £ 97,

J—=REXy N7y TUTT 7 AT — R 2EKT 572012, 727 2 AGIHEHREIIA N2 FETTE X
ER
1. HENLXN7/z/—FKT, CNM 2—5+1 V51 —%2BKBLET,
2. UTF2EL, 22— v b J—KNHAT 7R AHEHT—R2 2R L TT 4 AZIZHBIELET,
o TR AREERES KORERHLYFEOHE R — L ea—Y— - Jur AL
s T 7 AN - v—VEEBRTET7AIE - B—)b
a. CNI VA MZMERLT, 370y P —2FAN - a2 —R—NOZav 28I hL v &—
ZREMPMLL £T,
1) 727X AlHT—2%2u— N9 5,
2) TURAGIHEHEELL TR A VTS,
3) BT 7 ANE -m—LEO—-NT5,
4) FEREHIHIRZ bV (FCV) 20— R§ 5,
5 wrA 795,
b. % 1 SEEHHMEDZDD CNI VA MEEKRL £,
1) %1 gAY ELLTr I A VT S,
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2) A=V DHE 1 YAXR— - F—%0— KT 5,
3) B 1 A=Y SHEERED— NI 5,
4 nrst73%35,
c 2 BEMEYEDZOD CNI VA NEERLET,
1) 52 EREMEL L TrS A VT 5,
2) BAN—YDE 2 YAX— - F—RO—RT5,
3) 2 N—=VORESHNERED— T 5,
4 mrsAEI7T5,
3. a7utvy¥—&¢ IBM Common Cryptographic Architecture (CCA) ¥ R—1+ - 707 L% X—7
Y J=RIZA VYA M=IVLET,
TR AHIET—2E CNI VA MIIREI N FCV 2#X—7 v b - J—RIZBELET,
L BEBHYEEED T, KRy -/ —=RKT, AFv 7 Ra 21 R=V) b 21 =V BLV
Rd TfER L7 CNI U 2 R 2347 L £ 7,

ZHZED, X=7y b )= NTHBMY —CRAZREET 2HEMATE E L7,

A S 155

[28 X=YD [ 7 7w 2Rl T — X DIER S L OB |

[42 R=YD [CNI 2—=F 1 VT4 —%MHLZMD /) — KDIER |

CCA Node Initialization (CNI) Z—5 ¢ )5« —H® CNI VA MZ{ERTEHZ 2L, Z—=7 v b -
J—=RFRETCNM =T 1 VT4 —2FTETIC, TAAZIHEEINTVWEHE T 7 AGl#HT— X %
ol El, — Rice— R332 N TEET,

F ) A BEANR=YDERME T — K
ZDXx 7 varvTld, BR=YEER B—RK, BLXUOBETEZRIEHIZOWTHHAL 7,

PSP ME X, =2 v b - J— RTCHHATAEZOOHA—Y 2EKL., — vy h - /J—Riza—FKL
9,

BRI DS A VA N = VHIS A DN =Y DBEFEEZRELE T, UM FOW D2DHEREZ SN E
ER

o BENR—VHRPRTERKLT, T4 ATy FTlHEXd 5

o BN—VRPETEKLT, KO T+ — L TIEET S

o PER—VE BHD) A VA=A VA= VHSTHEKRT S, 1 VA M=V (HRr—-FT5
PO = ReHETE72012) ZOHENR—YBRBEITR > 550, =Y OR% HGIE2 T LR
FhiEza b £8A.

CNM 2—F 4 VF 4 —2HLTHEETIILIZE>T, 202—FT1 )T 1 —DREOHEZRET LT
IV, ZDHT, BERTIFHEDHIEEZWG U, 727 2 AHIEEHE L1 U CHEf X 7z CCA
Node Initialization Z—5 1 V51— (CNI) YA RZTABMLTLZI W,

v+ ) F: DES E£7-1& PKA YR — - F—DEEH
Dk rvarTid, pradukyd—nsiloaraky Y —ADF—XEESEME (DES) £7-134A
FABET LTV XL (PKA) Y AKX — - F—OEBUZEE L ZFIHIZOWTEHRHL £7,

NAZ— - F—ld, aTuky F—HOBREDZDITEEID Share IZAFIEN L, T —Tl7%<
M) L WS HEEBEHINE T, ZOFEICDWTIE, [IBM CCA Basic Services Reference and
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Guide for the IBM 4767 and IBM 4765 PCle Cryptographic Coprocessors] ¥ =27 )LD kw7
lUnderstanding and managing master keys) TitHHI T\ d,

H: AES YA X — - F—DHEBIYFR—-FINhTVEEA,

YAR— - F—DHEHIZIZ, RDSH 2 BELIE 3 ED/ —FHRBETT,

© YAR—-F—-Y—RA-)—F

¢ VAR—-F— - RZ=Fy k=K

« Share &M (SA) /—F, SA /—RiEY—R -/ —REFEEZ—7 Y- J—ROELSTENEL
FHA,

CNM =T 1 VT 14— ZO7OvACHEELZIFIERT—REHEZ T —AR—-AZREETEZE

T, TNSIE (T4 AT Y NT) Fb#EARLZD, Bipd ) — N Tk (FIP) §5Z2 &0 TEFE3, 1 D

DT —RR=AET 7 #) T sa.db LIFEN, FBEAESI N7z SA # () CET2HREEAET,

RAR— - F=DPEHINERX =Ty - J—=RIiZH, T7ANVHIT csr.db EIEENDE T — X RX—ADDH
DEJ,

CNM 2—7 14 VT4 —%2HLT, AFROXRAZZHITTEET,

1. csufenm 272 R%& AJ LT, CCA Node Management 1—7 1 U7 1 —Z[EL£3, CNM
—TA4VT A —DORINRERRIN, ATV - TV RUBPRRINET,

2. TURAFEBE N, a—Y— - TuT Ml BIOYAZ— - F-L T, ZRBF[IKT/ —
Fety b7y 7UET,

Share ZHfGF /- IIEE T 22—V -T2z, V—RA -/ —=ReX—=r vy - J—=FT1208—)b
B 1 2 EDa—Y— - o7 7D RBETT, Share DUBEIIHIHD I~ RIZk > THb
N57-0, BRERGEIIT—IIZE 5T, BB Share OHG & 1 > A b =)Lz, 32 U 72 fEAHEE
BRIDEIOIMITEIENTEET,

TURL AR — - F—HEFOMFH, BPIOCZEHERE X2V T — - RV —2FETL2u—-)L
EREALTLEI Y, flziE, 1 AOFEAZRZIZ 1 200 =iz ¥ aDBikZ2FE L, HOMEA
F72Fu — VI RARBEOEREZFAILE T, YAX— - F—DffB|D Share DEfF& 1 VA b —)LiZ
OWTIE, HIOMEAF/-IZa— L2 R8IRL X7,

Master_Key_Process verb & Master_Key_Distribute verb DIz DWW TiE, [IBM CCA Basic
Services Reference and Guide for the IBM 4767 and IBM 4765 PCle Cryptographic Coprocessors] ~ =
ATNDHAZ Y ADE I a v MU T LI,

3. EBIRUZBEHED 1 N1 b6 16 N1 FOEEE ID (BID) 24/ — RIZA VA=) LET,

51t/ — F (Crypto Node)] A=a—%5 (Bl ID DOFKE (Set Environment ID)] 272 U v
7L, ID ZAJ1L., To—1NK (Load)] 227Uy LET, EID iZlZ, A-Z. a-2z. 0-9 ¢ @
(X'40'), AR—AXFE (X'20'). & (X'26'), BLY = (X'3D') OXFDAZEMHLTLZE W,

5ER7 16 XFD ID ZANUTLEI WV, W ID OFEIk, AR—AXFZFHLTZ Y M) —
BETLTLEIN,

4, V—A ) —FReZX—=7v b+ ) —FRTIYAX—+F—0 Share ® m & n HZMYPHREL £
T, TNODfEIFE, V—A /) —=K&Z=r"w b J=RTHEUTRITINERD FEA, i n 1. X
—y b J—=RIIVYAR— - F—ZHWBET LD VA =L EINDDIZHEZ Share DK
BT, m XZTDHRNETT,
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7.

24

g5t/ —F (Crypto Node)] A =z—7*5 [Share % (Share Administration)] > [Share
BDFE (Set number of shares)] #27 Vv 7L, ZNH6DfEEZASILT, TB—1F (Load)| %7
Vv 27 LUEY,

] ié“i&‘/ —NTZhoD@EzAER L., TNETNDOAFHEE SA #THIELET, 2—T 1 U T+
—D sa.db ToXN—AZ[FMLCT, INOOBEFMEERIET LI LN TEXT,

Share & (SA)
ZOHIE, ZTORBMKREBHREOHEERETE-ODIZEHEINET, SA ANy N
B EAEZ SA, V—A -/ —K, BLUOEX—» v b ) —RNIIBRHTIHELRD D T,

SA BMPMMESIND L, =T 1 VT« —l& SA BNV a2aD—ETHS 8 N1 MFEIT
16 Mrd 16 #EXFEZRMAEL T, B9, ZOHED IV —ZEFELTEVWTLEIYn, 0D
i, V=R -/ —FR&&Zx—="v /) —FIZ SA Nf#E2EHTEEDIZT—RRN—2IZ
BRI NNy Y afEERERT HDITHEITRD £T,

Coprocessor Share Signing (CSS)
ZORE, V- - /= FipSEAEE NI Share IZBAT S DICHAI RS, WEHR
T V=R = FARILREINE T,

Coprocessor Share Receiving (CSR)
Z DO#tIE, Share W SHEEZ X —7 v b - J — NIZZETE-0ICHINE T, SA RGEH
ADARH CSR #ix, Y —A /) —NT, % Share T&IZ[EHD Share W5tz 7 v 7
(5fk) oIt nE T, MERRIZ -7y b/ —FRNIREINET,

HEART DK SA. CSS, B LU CSR
51t/ — K (Crypto Node)] A =za—75 [Share ¥ (Share Administration)] >
[PEDIERK (Create Keys)] #2 Vv 27 L %9, [Share EHH (Share Administration
Keys)| . [CSS # (CSS key)| . F7z1% CSR # (CSR key)] 227V v 2o L9, [E
B (Create)] Z2 Vv 2L %7,

V=R /) —=R&R=y b J=RIEFESINTVS CSS #E CSR SO T ~)L % f2 1t
THRBRENH D £ (HlZIX. IBM4767.CLONING.CSS.KEY & IBM4767.CLONING.CSR.KEY), f#
T30, ZHHAOTY 7V 75— ary THEINTOWAMOBET L EE LWL S
T ARBELRHY ET,
Share {5/ — KT CSR #2 4K T 25481, 270y —D ) 7ILESEZIET 5%
ENbxd, HEI/— K (Crypto Node)J 2o DRI (Status)] 22V vy 27 LE9d,
CSR AT H L T I2E, VI TNESEANTEILERHD T,
SA /=R, V=R /=R, X=F v b/ =Rizadoky¥—0D SA N2 EHKLET, Z
ik, —EEHEEY X2V T — - RV —DFNTEITTIHEDH D, 2 BT AT,

1 NOfEAD SA NBIBENY 2% 4 VA b=V LET, [HEH{/—F (Crypto Node)] A=a1—
75 [Share % (Share Administration)] > [Share B Dk (Register Share
Administration)] %27 v 2 LT, ISA #/v P a (SA Key hash)] 227V v 27 L %7, SA #
DIEEHUZIF U 7Ny ¥ 2 ffe AJIS 2 Ehid D £9,

£ — ADEAAIL. EEED SA AR#E 1A=L LEY, [HS{L/ — K (Crypto Node)] %=
a2—75 [Share & (Share Administration)] > [Share BHMH D&k (Register Share
Administration)] 27V v 27 LT, [SA # (SA Key)l 22V v 2 ULET, 774 MT, RGHHE
I sa.db 77 A IVIZASTVET,

CSS #t& CSR #t%z SA /—NIZBELT, ThoDR2EEL X7,
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10.

11.

g5/ — K (Crypto Node)] FHY 77XV - A=a—7»5 [Share EFEHE (Share
Administration Keys)] . [#EDFEFE (Certify Keys)] [CSS # (CSS key)) . F7zik [CSR ##
(CSR key)| Z#ERL X7,

CSR #DGEIE. BEYIRENRAINTVWEZ LDOFEREL LT, A= v - a7okyy—n
VOTNESERMETELENH D £, FIEICIK, BHETE2HETIORBRRELZADZILEED
LRENHD T,

V=R« ) —=RT, HRDDBMAD, &EHANIZ Share DEGZHFA T 50—l a s A VT 5005
N Ed, P LdH m D Share ZHEEFTI2HENRH D ET, Thod, BT AX— - F—
@D Share 27290 £9,

51t/ — K (Crypto Node)] A =z—%"5 [Share 5 (Share Administration)] > [Share
DHfS (Get Share)] 227V v 7 U, Hf§3 % Share iz AL ET, [PV TNLEBLT—XR—
A ID DO (Observe the serial numbers and database identifiers)] ., Z#152%E L W& X,
[Share DHIfF (Get Share)] 22 Y v 2 L%, Share [H#IEZT 74V b T csr.db 77 1 IITA
NoNDIBENHY, T7A)NVIT sa.db 77495 CSR HEEHELZIEL £7,

BTX—T v b ) —FTHHT2720IT, current-master-key OMEEHEREZIMAEFL 3, [vAX
— - ¥— (Master Key)] # =a2—"5 [DES/PKA ¥ A& — - ¥— (DES/PKA Master Keys)| >
MMREE (Verify)] 22V v 27 UEd, [T (Current)] 227V v 27 LET,

R—=ry N+ J— KT, HERODBMEADN, BMEAIZ Share DA Y A b —)VEFA[THr0—)izas
AVTERBERHDET, FH~vAZR—  F—  LIZAR—IIV AR — - F—2HBET L=,
D7 m D Share #1 VA M —ILTEHEBERHD T,

51t/ — K (Crypto Node)] A =z—7"5 [Share 5 (Share Administration)] > [Share
DOu— R (Load Share)] #27 Vv 27 L, 1V Ar—)LT3% Share HEEIRLFT, V) TILESL
F—AR—=ZA ID BPIELWIZ L 2HRALT, VI TILHESLT—XZRXR—Z ID O (Observe
the serial numbers and database identifiers)] #2V v 7 L %9, Z# 5D Share HIEL WHE
&, TShare OHfS (Get Share)] 227 Vw2 LEd, X—=r v -/ —RT, HEOHZMEAN, &
fEAIZ Share DA YA RN—J)LEZFHFA[TAHO—)NIZO T AV TEIRENRH D £, Share [HHIZT 7 +
VT csrudb 77 AU SHUE I N, CSS HEIEHEIZT 7 4V M T saudb 77 A W SHES N
£9, THHOY —N—IZ CCA du—FaIhzEStha ey —P"E8»H 256, AL —
UMIEULKBEEET 57200121, ThoDa7Tayd—Il&2<{AUYAR— - F=»P1 VA P—)L X
NTVWBERENRDD 7,

m D Share H—FINz6, FFlvAX— - F— - LIYZAX—DOHN, Share ZHfF Lz &
DY —A )= FHADBTOYAZ— - F—LFEUTHEILEMAL TSIV, X=Tv -/
— KT, ¥AX—-F— (Master Key)] A =a2—»5 [DES/PKA ¥ A& — - ¥— (DES/PKA
Master Keys)] > [l New)] 227V v 27 ULET,

NAR— - F—DBGEEIZL D, YAZ— - F=DPHEHEINTVWL I ARSI ND L. HRDOD B0
ABYAR— + F—2FETEET, ZOT27¥a VLD HOTAX— - F— 3T RTHIBRE o,
BATDOR AR — + F—=PH VI AR — - F— - LIYZAR—IBFHINET, YAX— - F—I2koT
RSN EMHHT 2T TV 5= ay - Ju s I hik, ZOEHOKEL2ZIT 2 REEDLRH D
9, Lo T, YAX— - F—2FETHHAEIE, 89377V r—vay - Fus s Lonik
CHEELTITD L5 LTLEE W,

[Y A% — - %— (Master Key)] A =a2—7"5 [DES/PKA Y AX— - ¥— (DES/PKA Master
Keys)] > [E&E (Set)] 22 Vv 7L %7,
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CNM 1—5 41 ') 571 —HeEDFEH
ZDX¥ 7 arvTld,. CNM 2—F 4 ) F 4 — DX TEHEEZEHT A FIEIZOWTHHL £9°,

BEOI7Oty H—0FEIR
VAT LATCERTERERDO I TaRy Y —0dhs 1 2Oa 7ok y ¥ —2E RT3 FE,

T BV ATLIZ, CCA I—FDOE—RFINEBO I Tuy -0 2561k, EECHHAT 55
EDATuLy P —%2EIRT 50ENRHD 9, BRZTORVESIEX, 774V 037wy b —T#H
ET2Z 81t Ed, a7uky Yy —%#RT2L, ZOERIFITOZI—T 1V T4 — -y arn
M, ¥/-E320a2—FT4 V71— -y a yORmTHORREZITSOEFTEMLEELRDET,

a7utky ¥ —%ERT 5121, TS/ —F (Crypto Node)] A=a—»5 [7 X TR -0
(Select Adapter)] %27 Vv ULEd, 7TXTX—%FERLLWE, TT74IV N TRTR=DEHINZ
‘j—o

T

1. CLU =54 V5 =ik, a7akvy¥—ix 0, 1. BXU 2 &I ET, EOREDa S
OtvH—%, CCA 7TV Tr—yavPA VA R=LINTWEEAEEHNIE. SNTVWRWEGES
HHEFT, CNM =T 1 VT 1— (BLUV CCA API 2T 21 E»1D7 SV r—3y) Tl
CCA 77V r—=vavra—REhza7lakeyH =g 1, 2. BLU 3 L LTHEINET, Th
SOEM ID X, CCA 28 CCA 7 XV r—yarvho—RIpnTwsbarokyHF—iZonT, v
AR =NENTVWAEZITRTODITAy Y —2AFy U L7zEEIZ, CCA IZL->TEHIDYTOHNE
ER

2. CCAT7FVr—vaveid—T4v795&E23, a7 oy —2E0iRE-DI1Z, ¥F—7—FK
CRP01., CRP02, 8 & CRP03 MMfEENET, ZTHoHik, CNM 2—F 1 )T 14— A=a—TfH
HENTWwaES 1. 2. BLU 3 i2—HL T,

J — RO¥ER1E
CCA / — RZ2UIML L THIRIRAEIZ 4 2 FIIE,

BECHEALTCWS =V (T 74 b - B—)VE7ZFBE A4 Y - B—)l) T Reinitialize Device I ¥~
B (A7xy b X'0111") OFHPHFTINTVWEEEIE, CCA / — FEYIREBIZVANT 52 AT
EE9,

Reinitialize Device I~ > RZ2fifiT5 &, IROT 7 avifitbihvEd,

s YAR— - F— - VLIARXR—DIVIT

s BREINhTVAAREET LTI XL (PKA) NS L &R INTWS PKA AHED 2 )T
s B2 TuTrANDI) T, BLCHREADT 72 AHHOY AN T

CCA / — Nzt s 512k, THES{L/ —F (Crypto Node)] A=za—7»5 Tk (Initialize)] %
BEBRUEY, 727V arvzidds i >8Ekangd,

ESPULIERTTE

[29 "=YD [T 27+ Xl AT L OHHRE) |

PIHPRRBIZIE, AT 74V b - B—DH D £,

J—RonsxreEns4o

I—Y =ik a—H¥— - TJur A NVEEER—LET T4 72T 501, aTakwy—izas Aty
TARERHODET, ZNiE. T4 0 - g OO— I EFHET A —DFETT,

26 4767 PCle Cryptographic Coprocessor: AIX CCA ¥ H—b - TR I LD VA =)L - 14 K 53



07 Avd5ZiE. 774 (File)] A=a—m56 [NWNAT7 L —X - 1r 4 (Passphrase Logon)] %
EIRL £9,

0747352k 774 (File)] A=a—»5 0747 (Logoff)] ZERL £7,
i£: DEFAULT H—)LZR&E, 270y ¥ —~"D7 7 AFINAT7 LV —XDOFRFEZ L > THIBI N E T,

MERERIEINR 7 MLoO— R
a7atvv¥— FCV 20— K3 5FHE,

BEBERITI N2 MLV (FCV) 12, 23 7mt vy ¥ —NT CCA 77V r—rary2MHATacLTC, MHInS
i AN BB 7255 — A KMER LT 57212, IBM T 2S5 EETT, BIEDOHH
Tl TRTOI—Y— X[ —KEDOWSHREZ LT MMV DH D £3., Ld> T, IBM TIZBIE,

IBM Common Cryptographic Architecture (CCA) ¥R —F « 7B I AICH—OD FCV 2L T\ ZE
ER

CNM 2—F 4 VF 4 —%2HLT FCV 2a70kvyH¥—izu— KL X9, FCV 7 7 1 VDL
fcv_tddkEcc521 _ECDSA.crt T,

FCV #H0— N9 5121Z, AFROFIEEZFEFT LT ZE W,

1. TH5S{k/ — K (Crypto Node)] A=a—7»5 [HER (Authorization)] %:#ERL 7,

2. FEROYTA=a—»6 Te—NK (Load)] 227V w2 ULT, T4 A2 ED FCV 77 A IVEEEL %
T, 774NV ERBELT, NIV (Yes)] 227Vvy 2 LET, 2—T14 YT 4—n FCV Z0—RL
E I

3. [OKJ #22VUv 2o ULZET,

CCA Node Management 1—5 1 ') 5 1 —DHERR
CNM =74 VT4 —DF 7 # )V MiZKEKT 5 FIE,

CNM =51 VT4 —DEEANFNVIZED, 2—=F 1 VF 1 —2FHLTHERTE 771 VDT 1 L7 b
)— - RAZ/ETBIENTEET, L, —BIZZOI—F 1 VT 1 —E, BEASRIVITEE L 2N
ARBHUETA, RODIZ, TT7AHIVDL - RAR, ATV - T—X-3%x—Yv¥— (ODM) OT
VRV —ITREINE T, RS RVIE, X EIFRITAOT—RIEHE R UWERZ ST DI
HRGmE LTHHATE X7,

o0y o8&V AL VS —DREEE

a7uakyP—eHRAN AKX —ADIOYy 7EXIUOH VX% FAALT 5 FIHE,

avuy ¥ —id, HREZLELZD, NATV—X - R=20 707 7 A VEFETD ) 7' o B % A5
L7035, BEOZ7uy 78X A LV Vv A—%2HLET, 370y -2 VA M-V
5, D07V IBXVOHV VR —REFAN - VATLOZOY Y - ALY R= R LTIEE N,
7m0y 2 BRCAV Y X =2 AMET 2121 UFOFIHICRE > T 7ZE W,

M5/t — K (Crypto Node)] A=z —%5 (K] (Time)] 227V vy 27 L %7,
FROY T A=Za =m0 [FKE Set)) 22V v I LET,

oy 2 BLOA VX —% KA EAMET 272002, TEW (Yes)] EADUET,

[OK] #27 Vv 27 ULET,

=L
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CCA 77— 3 v DRRIEROEE

CNM 2—5 4 VU544 —- 270ty —2fHLT, CCA 77V 75— a ORREEEGET S ENT

EET,

CNM 2—FT 4 VT4 =D KR=FINBRHEXRAFNVIFIRODLE E D TT,

CCA 77V —vayv:
TIVr—2arvoR—yarye IV RHE2RRLET, £/, YAZX— - F— - LYUZRZ—DIR
MEFRRLUET,

TRTR—:
a7ty —D ) TILFES, ID. BEON—FTxz7 - LRLVERRLET,

AR bARMY—:
a7y — IR EINEEY 5 @Aoavy R8Oy Tavy RE2RRALUET,

W a7y —0nWIThhORI A VY =REIINZNE S, Bt ulizidEinio
—DHEMEIDERL, TR —ONNy T ) —DRNE KLU F97,

T 7 AR— b HIHE:
avaty b —HNICHEET 2HEERERIEIAN 2 ML (FCV) &> TREEI N, / — RBMEHT 21
SO RKBEEZRRALET,

RIMER AN RN ZRRT D121, UFICFIEICE > TLZS W,

1. THS{t/ — K (Crypto Node)] A=a—»5 DRPL (Status)] 227V v 2 LEd, CCA 77V T —
Ya v ORUARRINE T,

2. \EFORIIEHRE EIRT 2121k, FHoORX 2 HHL £,

3. [THUH (Cancel)] 227V vy 2 LT,

38 L

[36 XR=VD [v2Xx— - F—DFEH] |

RAR— - F—lFaTaky F—DIMIBIINIRIE T, m—A)L - ) — P CERET AHERE ST S

=OIZHINE T,

7O AGEIET—Y DEKRS L UEE

IBM CCA BE ka7 vty H— - JR—F - 707707 7 AFIHI AT ALIZ, 270y —%
T ABEE2EHLE T, 7272 A AT A%, CCA a~v Y FOMiHZHIRTAZ 212k ->T.
FNEITVWET,

INod CCA IV RDY AMIDWTIX, TIBM CCA Basic Services Reference and Guide for the
IBM 4767 and IBM 4765 PCle Cryptographic Coprocessors] % ZMU T I W, 7z, & verb Dtk D
Bf%Zd % [Required commands] 27 ¥ a v H SR T ZI W,

BHE I -V —ICE R ERENETE2ZeNTEET, TR —Hoa—F =i, fioa—¥—»
EATER\W CCA Y—EYRAZ[HHTEIENTEET, ZORI7Va ity 772 AGIHY AT LD
MEE7 72 AGIHT -2 2EHT5-00HHPEENTVET, BERIATVNE, ZOIATY RHRY
DESHRBECHENZHABENH D FT, —HDav Y N, EHETEAMEA. T 73T ORRMIZH)
ETBREDTA T T MIDARFATRETHLL WS 2R LET, —HKTiE, 22— —D1 VA b
—VEREDYF a2V T4 —25DB72DIHHINS ARENED H BHEREE > TR AREIZ LAV & 512,
RBEIRAI Y ROAZHFTHEIIZLTLZIN,

28 4767 PCle Cryptographic Coprocessor: AIX CCA ¥ H—b - TR I LD VA =)L - 4 K 53



Iy FOFMIZET 2HHIE, YR-—ML2WT TV —Ya Y OBERPSHEL XS, BIMOHTA XY
AIZDWTIE, TIBM CCA Basic Services Reference and Guide for the IBM 4767 and IBM 4765 PCle
Cryptographic Coprocessors] &S L TL 723\,

7 Ut AHEIEOBE
TR AFIEY AT LIE, A= a—F— - Ta 7 v A NI Tav Y NOMHZHIR X 7213 L
=

CNM 2—F 4 V54 —2FHLT, S0 YU THEALI—F—DONEMNE LI -T2 -V E2ERL Z
ER

O—)ZE D Y TOHONRE (T 74D - B—IZHFAINTOWRWRIE) 127 72 AT 57720101k, 2

—WlEEDI—Y— - JuTr AN EFHLTCI SO0y Y=l A VT3 0ERHD ET, TNTE
NOI—F— - Tar7r710E, 1 20— J)LIZEEMNITSNTEY, RO Tu 771 AARERLE—IV%
FHTEEY, a7oky Y-k, TOI—F—%{#iT5 707 7 A VICBEEMT SN AT7 L —-X%
LT A 23 LET,

H: Ta—¥—] LWHSHER AHE 7027 L0mAICEHAINET,

avuy P —ZiEnd, b 1 20u—)L (T7AIVbE-T—=)) BHOET, TI7ANLN -1
—VOFHIZIE, =Y — - Ty A NVRBBEDY FVA, -V —FHTE, 23Ry Y —izus g
YEFIC, ¥FE IS uey Y —0REEZIT T, TI7ANDL - BV THAINTWE Y- A% HH
TEHZEeNTEET,

WZIE, BEAY AT AZIZUTOE =LA EENTWAHREENH D £ 77,

o TR ARIERE: iR —Y— . TaT7 7y VEERL, BT —-0D7 7 AALETE X
ER

o PEHHME BEHALECEET, ZOEMIXK, B 1 TRRBEOHE =Y &2 AT BHERN % 61
?52Au;mﬂk’iofﬁﬁ75®ﬁ%§TTo

o MR-V — ANDIEXEZRET LD S/ —CARMHATE I, BHEHEIDD £
Aoﬂ#zuf4—ﬁﬁf L — 4 — ﬂ?énaﬁ/mnﬁhﬁtw%éu\?71»%-n—w
DOHFTEDEMIZRIEL TL7ZE W,

TE: PSP E F 72137 7 AHAEEE OO — UIZE D ST ONBEADEIZZ < H b FHA, —i
2, Bl A v Linnwa—YF—HOHFNRLENzH, T4 B— LV THEINIERZ2 L D2 —F -0
Fing <o,

7Ot REEHY R T LADHRRREE
EPREBIZ IR, MBI 740 - u—23dh v £9°,

CCA V7hYxy - HER—-r2ITORYF—DEITAV 3 12u—RUEE, £4E37 27k 26H#EY
AT LML U283, ERE—F -2k b7 7 AHHT — 2 DEfR e 0 — K2 HA T 200057 7 #
Vh o= VHERE, 7272 AEHET— ﬂ@ﬁﬁbiﬁho

I—Y—DBREBIZRERO—LETa T 740V (T 272 AGHT—2 D0 — RN & 5HOERIZHEREN
O—VE2EL) ZERLUZEZIEZ. T7A408 - 0= IZED LB THENTVWETRTOT 7 AEEZREL £
T, 0BT, FRFEL—Y I ETET 7L AMDOAZEML £7,

HE: K5/ —ReZD /) —RKPMEET LT —RIE, T740V b - 0=V BT7 7 RA§fHT—2DOa— R
I NTWAEIFZEFaT7TlED FHA,
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ESpTticge

Mé«—y@ﬁﬂ%?7j»b-ﬁ—»-:7yFM

ZOMEw 7T, 370y b —0WLBIZIENIT 722 AHIHT — X DBFLELRWGEDT 7 4V
b B—VORMEIZDOWTEALET, F72, HHARBICR > TWA T 72 Aflfla~x > FH Y AMLE
3—0

O—JLDERK
O—lid, ZOu—)LZEY Y ToNEZI—F—D7 7 AMEE ZDOMOE M2 EHL £,

O—VEERT 212, UTFOFIEEZETLUET,

1. [7 2% 2%l (Access Control)] X =a2—»5 B—)L (Roles)] #227 Vv 2 LFET, BIEEEIN
TWVW3a—)LDY A NPRERINKT,

2. [H#H (New)l Z:ERUL T, To—)LEH (Role Management)] 7+ Y FU2FRLEY, T
E2FNOTE TY AR (List)) 227V v 2328, BUEERSINLTVAHE—ILDOY A MIRD 7,

File  Crypto Node Master Key  Keys Key Storage Access Control  Help
Role ID
Comment ’

Required authentication strength 0

Walid times in GMT {Start - End) 00:00 |23:59

valid days  _ISun _IMon _ITue _IWed _IThu _IFri _ISat _ILoad Test Configuration
Disabled ACPs Enabled ACPs

000E Encipher - DES i Enzable

000F Decipher - DES =

0010 MAC Generate Enable Al

0011 MAC Verify

0012 Reencipher to Master Key

0013 Reencipher from Master Key
0018 Load First MK Part (FIRST SYM-MK)
0019 Combine Key Part into Intermediate MK (MIE_ Disable

| | Disable All|

0pen...| Save..| Load| List| cancel| Help|

3. To =4 (Role Management)] 7 1~ K7

3. MDNFA—R—ZfHLT, n—ILz2ERLET,

2 —J)L ID (Role ID)
O—LVOL4FIZEHT HDXTFAN) VT, ZOL4RFHE. 20— )LEBEMITF SN —Y
— - 7T AIMIIEENTVWET,

XY bk (Comment)
D=L 2T 220D T avOXFEAN) VT,

MBS FRGEREE (Required authentication strength)
A—Y—urstr3re, RBEINZEIEREDN. TOO —IVIZBRERRE L X)L L X
NET, TOFIRED, BERINTVEHFRE 7z R WGA, 2—PF—ldu /4 T&
FHA, BfE, "ATZ V=X ARDADR Y R—FINTWET, 50 OREZMHHL £,
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AL & ARIEH (Valid times and valid days)
WOL—Y=RRTAYTELR, NS ORHIFHEIFBTTOTERLTLI WV,
T 7R AHEHY AT L AL TWiaWgE&id, [IBM CCA Basic Services Reference and
Guide for the IBM 4767 PCle Cryptographic Coprocessors] ¥ =27 VDT 7 & ZFlHI 2T L
BT EEZSRLU TSI,

IR T N2 HME L ] I N2 HAME (Restricted operations and permitted operations)
O— LAl EZFTEINE ATV REEHETSEY A,

% CCA API verb IZik, 27 uty ¥y —n5o09 -t 22552012, 1 2B Eoav R
PRERIBERH D ET, VY- AZERTLZ2—Y %, verb 2EHTTEH-DITBERT
S5DAX Y REHFATHIO—=IVZHEHDYTONTWEIRELEDD 7,

CCA verb IFUOHIL & 2~ Y FIZDOWTFEL K&, TIBM CCA Basic Services Reference and
Guide for the IBM 4767 and IBM 4765 PCle Cryptographic Coprocessors] Y =27 V& SHL
TLEI W,

4. TIR{Z (Save)] #22 Vv 2 LT, b—L257 4 AZIZMEELET,
5. B—FK (Load)] 27V v Z LT, a7uky¥—izu—lzuo—RKLET,

BEO—ILOLTE
CNM 2—T 4 VT4 —%2FHT2L, T RATIBEEIN-a— L aToky Y —IZEEINZa—)L
DRE, BXU¥amary b —ItEIN-0—LVOHIREITS> 22BN TEET,

HE: OO = VIETART, o — NV 2ERTE-200F7 7L — b UTHATEET, BEINTY
Zu—)Lzfc e, Ta—I&EH (Role Definition)| 7 1 >~ K VIZHFOEHRNERINE T, Frtlo—
VIZEE DIEROAZEHEZIZIANTE2HENH T, TDH, Hilu—I ID 2BELTrS, H
— FEZIFRFELTLZZ W,

T A ATIFE SN0 — )L OfFE:
IR I avTiE, TAAZIIBEEEINTWAEBFEOO — )V 2HEET B FIEIZDOWTHIAL 9,

T A AZIEEIN-0— VA RETDIZIE, UTOFIEEZETLTLEI W,

1. 727X ZX## (Access Control)] X =a2—n5 Ta—J)L (Roles)] 227 Vv 2 LET, HIEEHEIN
TWVWHa—)LDY A NPRERINET,

< (Open)) 227V vy 27 L9, 77 A VOEREZRDZ 0 T IHAHINET,
T7A4NVEREEY, [B—IEH (Role Definition)] 7«1 ¥ RVIZTF—XBRRRINET,
O—)LEfEL 9,

[A1F (Save)] 227V w7 LT, B—)LET 1 AZILELET,

AFvav: Ta—NK (Load))] 227V vy 2 LT, e—La2a7aky Y —izu—RLZET,

S

a7atvy Y —IZEEI NSO - OFFEE:
ZDXxI7varTld, CCA 270ty —IZEINTVWEI O — IV E2HET S FMEIZOWTHEL 7,

a7y Y —IREINZa -V ERET BI2E, MTOFIEZFETLTLLZI W,

1. I 72% 2%l (Access Control)] A =za2—m5 TB—JL (Roles)] 22 Vw27 L %73, HEESHEIN
TWba—)LD) A MPRERREINET,

2. MWETLHIE—IVEBRMETRLET,
3. W (Edit)) 227V v 27 ULFd, [T—)LEH (Role Definition)| /SNFINIITF—Z MR RINET,
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4, O—LVERELET,
5. T&4F Save)] 22V v ULET, U—L2T14 AZIEELET,
6. A7varv:a—FK (Load)] 227Vv 2L FT, ayukyHY—izu—Lz2u—RFRLET,

a7avy ¥ — IR E XNz e — L OBk
It arvTid, CCA a7atkyd—1rs50—)La2HIRT5FIEIZOWTIHHL £7°,

HIE o—JL2HIRLUAZEESE, CNM 2—F 4 VT 1 —ixFoo—VIitEEMIFshiza—Y— - a7y
AV AR EEBICHIRE - IZFEH O ST LU ER A, O—LE2YIBRTAFC. o—ILIcEEMIF o T VWb a—
PF— - TOT7 7 A NVEHIREZITHEE DY TT B EBBETT,

a7y Y —ItRHE I N =V EHIRT 2121, MTOFIEZETLTLSZIW,

1. [7 2% A% (Access Control)] X =a2—75 TB—)L (Roles)] 22 Vv 2 LET, FAEEHEIN
TW3a—LDY A MPRERINKT,

2. HIbRd 28—V E2@HAZRLET,
3. THIER (Delete)] 22V v 2 Lxd, a—2HIREINET,

I—%— - TAa7 71 ILOER
I—H— . FurrA 0V BEODI—HF—2aFuy Y — 1z LML T,

a—H— - T T AV EERT B2 UTOFEIZRK>TLEX W,

1. 722Gl (Access Control)] A =z—7»5 7’07 7 1)L (Profiles)| 227V v 7 L9, BfE
EHEINTVWE TR T 7MIVDY A MDBERRINET,
2. THH (New)] ZEBRL T, 7077 A )LEH (Profile Management)] 7« ¥ RV %2 RL£7,
787 71 )ViEH (Profile Management)] 7« » RV D7 4 —)L R 2R T 5121%,
EZRLTLEEW,
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B CCA Node Management Utility (Version 5.2) -- CCA Version - 5.2.23 - Profile Management (on lincoln) =) @)/
File ) Node er Key ey ey Storage Acce

User ID i

Comment I

Activation Date 05/16/2016
Expiration Date 05/16/2016

DEFAULT

Role

Passphrase ’

Help

Confirm Passphrase

Passphrase Expiration Date [08/16/2016

Open...| Save..| Load| List| cancel| Help
4. T7a7 7 A VER (Profile Management)] 783V
3. aA—H—-TuTrAVEERLET,

I—H— - Tu 771D T7 14— RIFIUTFDOEENTT,
2 —4%— ID (User ID)
BEfta7aeyd—0a—¥— - 077 A IVIIEES N4,
XY b (Comment)
A—Y— - T 7 7 M NVELRTE20DF T avDOXFAN) VT,
EEMLH &35 T H (Activation Date and Expiration Date)
A—HY—Pa—HYF— . Fu7 74 NIa S AV TELRIAOHEBEHEDH,
T —)L (Role)
A—H— - TO T 7 AN EINET 7 AMEZERET 50— ) D4,
NAT L — XL ffEiR/XA 7 L — X (Passphrase and Confirm Passphrase)
A=Y =DMEEN ) —NZT 72 AT EHDICAN LR T NERSRWIFEA N V7,
NAT7 L —XDi 7 H (Passphrase Expiration Date)
NATV=ADiTH, =T 4 VT4 —EF 74V T, TNEHEAEAMNDS 90 HIZEE
L9, MiTHIZEEARTT, TRTONRZATL—XZEiTHRH>T, TDNAT L —
ADEGHEEEHELET, ZhiE, 777 VEKOTHE IXE R 97,
4. [fR7F (Save)] 227V v 7 LT, 7RI 7ANVET 4 AZIZAFLET,
5. #7vav: TB—XK (Load)] #227Vv 2 LT, uarrA)Vza7uokyy—izu—RKLET,

BEO7O0774ILOER

CNM 2—FT 4 VT« —%2HTIL, ToRZIIEEINZTu 7y v aS oy —ZfE SNz
a7y A NVOME, BXa 7oy —ItEEINZT O T A IVDOHIREITS N TEET,
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W o797 7 A VETART, Sl 707 7 A VEREKRT B-007F 7L — e UTHHATEET,
REINTWAR a7 7 VvERC e, 787 7 1)VEH (Profile Definition)] W « > K 7 IZEEFDIE
WRRRINET, FH T 7 7 A NVICEAEOEROAZEEEZIIANTE2HENHY T, TOHE,
7o 774 ID 2BELTHS, O—RFEALIMEGFLTLZI W,

F o4 AT EIN2—Y— - Tu7 71 ILOFRE:
DX T avTiH, THAZIIRE I N —F— - TOT7 7 A IV ERETAFEEIZOWVTHEL £9,

FAATIEEEIN-2—Y— - T Ty ANV 2HEETIITE. UTFOFEZEFLTLEE WD,

1. 7272 A% (Access Control)] A =a—75 707 7 )L (Profiles)] ZEIRL £7, FHETCHE
INTVWBTHTZ77AINLDY) A NBEREINET,

A< (Open))] 227 Vv 27 LET, 771 IVOEREZKRDL IOy T IAHINET,

3. 7y NVEEEEY, a—¥— . 70771 )LEH (User Profile Definition)| 7« >~ K725 —&
MEBERINET,

TuT7 ANV EREL 9,
[{R1E (Save)] #227 Vv 27 LT, 7u7 74V 2T AZITHRELET,
A7vayv. Tae—FK (Load)] 227Vw LT, u7JryA Va7 axkyY—iza— KL ET,

a7ty —IIfGEINZ2—Y— - Ta T 7 A IVOMEE:

ZDvr7varvTik, CCA a7ayHy—Noa—%—- - o7 7 IVE2HEETEFIEIZDOWVTHAL £
EP

avakyY—IIREINZI—Y— - O T 7 A INVERETHITIE. UTFTOFIEZETLTIZI W,

1. 7272 A% (Access Control)] A=a—5 a7 7 ) (Profiles)] 227V vy LEd, HHE
EHZINTWVWE 7O 774 NLVDY) A NBERRINET,

WMETA22—H— . T 77V EBFAFRKLUET,

3. [#W%E (Edit)) 22V vy 2 ULEd, 70771 )VEH (Profile Definition)] 7«1 > KT —X D&
REINET,

aI—F— - Tu 7y I VERELET,

[f#fF Save)] 227 Vv 2 LEd, U774 NVET A AZITMHEIELET,

d7varv. a—F (Load)] 22 Vw2 LET, TuryA)zaraky P —lzu—RKLET,
a7ty —IIfEINZa—Y— - a7 7 1 ILOHIR:
ZDxI7varTld, CCA a7y —IZEEINTWEa—Y— - T 771V 2HIRT 5 FIEIZD
WTHHLU £ T,

a7aky Y —IZBBEINEZTO T 7 A NVEHIBRT 51213, AFOFRIEZFETLTLEE W,

1. 7272 A%l (Access Control)] A =a—»5 7B 77 A1) (Profiles)] 227V v 27 LT, BHIE
EHEINTVWBEI—H— - 70774 VDY A MDBRRINET,

2. Yt Ada—HY— -7y I ERARTLUET,
3. [HIKk (Delete)] #27Vy 27 LEd, 2—H—- - Ta 774 LDHIRINET,
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I—Y— - T Iy NVDOERAIT IOV ey b EHFAO T A UERSTZDIZ. TR AGIEY AT
LiF, Ha—Y— - TaogryasrZeizalFridfzorBry v b EHERLTCVWET, 2—¥— - a7
7 A NDEBGRATEIED, 7B 7 7 A VIZERBINEFIRZ2BR % &, MED T 7 7 1 )VIXFEHAATIZ
Dij—o

KA EVEY bTBI2IE. AFTOFRIEZETLET,

1. 7 27% 24l (Access Control)| A =a—7»5 [T a7 74)L (Profiles)] 22V v 7 LET, BfE
EHINTWSIA—F— - 7774 LD) A MREREINET,

2. A—Y— - TuI7 7 VEEHARRLUET,

3. [FC Z2Vky ] 27Uy ULET, MERY 1 NUBRKRRINET,

4. HERELT NIV (Yes)) 227V w 2 LEd, A VilfTORKAY VY MY 0 ITREINET,

77 AEEY 2T ADOHEL
TR AR AT L ZHLT S, CNM 2—F 4V F 10—k, 378y ¥ —KND7 7t AT —
X272V 7 L, 72 A§HT—200—NIZhEZITY RE2TFT 7408 - B — LI L £9,

HE: Bt/ — RNz /) =R PRETEZT—XIE, T4 -0 =D T7 7 AfHT—2DOE— R
ZEAEINTWAEIZEFaT7TIEH D A,

D70 avEIEFIZETTAE, A VA=A INTWET 7 AGHlEHENREINE T, Lizho
TIDT77vavid, /—FBEFHTEEELRNESICT2AREMDH S, EEGEEETT, 1 VA M=
VEABRBOTIZIE, ZOBEOHEREZI 7oy b —Du -2 6RETELIBRNTL2H00H D &
T, ZOEAIL. CCA W5t/ — R2HHLT 272012k, a7aky ¥ —05 CCA V7 bo 7T 2K
ZUT, CCA VI NI ZTEHHA VAN —LVTIHEDNRDHD T,

7 72 AGEY AT LIS B2k, MRNOFIEZFETLET,

1. 7272 AHl#l (Access Control)] X =za—7o [FIH{L (Initialize)] Z 27V v 7 L £, HRY «
VRUDBKRINET,

2. HERRLT TEW (Yes)] Z#EIRL 9, 2—T 4 VT4 =T 7 AHIHS AT LZ2HEL £,

7#: CCA Node Management 1 —7 « U 7 1 — %[ 9 2121, csufenm I FZ2 AN L Xd, CNM
A=T4 VT4 —OUIRRRIN, AV - VY RUPRRINETS,

S ROEHE
CNM =7« V7«4 —%fHTHL, YAX— - F—OFH, 1 REESHE KEK) O, 25T
— XG5 LHE (DES). AR#EET L TY XL (PKA)., B LU Advanced Encryption Standard (AES) #2
FT7DVEy NEERETS ZENTEET, AT TE LFOLSITERINET,
VAR — - F—iF, EXTFAL (EELINLV) THIHI NS Kk KEK T, 272y ¥ -0k
Fay c ®BEVa-VRIEFEINE T, 3 BHOYAX— - ¥— (DES. PKA, BXU AES) Y KR—
FENTWET, ZHoid, MOHEZELF2T - BV -LVDOMMUREETE S LS. TNODHEE T Y
TE5-0IMiHENE T, DES 8L PKA YAX— - F—%, 3 {fD 56 £'v b DES #h 5K
INb 168 €y D PKA YAX— - F—T7F, AES YAX— - ¥—Id 256 v hOHTT,
1 X KEK &, 5t/ —RiZkoTHAEIND DES T, NIV AKR—MELIFENZZLEHD
£9., INolk, /=N THEINZIENOREE ST L2720 HHINET, 1 ¥k KEK
Z, YAZR— - F—rFEBKIZ, A=Y DSA VANV EINET, BA—YORERIX. Ao E, —F
B2V 74— RV V—%2ERLT 72012, 2 A\ODAVNZ X > THAMICHAET 22 enTEF
ER
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IE2°® DES #., PKA #., BX U AES #ix, A5+ 7 - 77 Al (MAC) #. DATA #H L
W% PKA 732 X OGSy — AT 2720 IS N ARSI | TT,

H: A=Y OEHIIREE TS OB SENOBTERL 5720, eI NTWARWE =Y 255 d
BEE1F. RBEINEZT—EABREDLISIHEHINEINICOWTHEPHE L TWEZ 20T HERLTL
V=

YRAY— - F—DEE
AR — - F—lFarakwy Y-S NIIRE T, a—Hh)L - J — N CHRET 2R ST 5
7-OIfFEHINE T,

CCA Tl 3 HDYAR— - F—+  LYAR—ZEHELTVET,

¢ current-master-key LY AKX —IZiE, =) - F—2WESB IOEET 5720ICBET a2y
— o THEHAINTVWEY AR — - F—HREINET,

*+ old-master-key L'V AX—IZIFHDY AR — - F—DREFI N, TOIYAX— - F—IL o TS
NEBEOESICHHINE T,

* new-master-key L'V AX =X, HHTAX— - F—DEED-DIZRBEINIZYAX— - F—IfH%E
RET B0 fHINE K —va v Td,

IBM Common Cryptographic Architecture (CCA) ¥ KF— b - 707 I LTIE 3 £y hOIYAX— - F
— - LYAR—ZMHHLTVWET, 1 £y Mk DES () #2E5ET2200E0D, 1 v ME PKA
i GEXTR) HERE ST 5220080, TLT 1 &Y ME AES (W) 2R S/LTE200EDT
ER

T

1. Master_Key_Distribution @ master-key-administration verb (&, AES YAX— - ¥—%2 ¥ K-t L
TWEH A, CCA Master_Key_Process & & ' Master_Key_Distribution ZfffH3 % 7175 LD
£, master-key-administration verb l&. ASYM-MK *—7 — K& L T#HME%Z PKA FENFR~ A
R— o F— LYAX—IZMANT/ZD, SYM-MK F—7—RZ2/HL T DES v AX— - F— - L
VAR—IZAFD, WADOF—7—FEHLT DES v AX— - F— - LYZAX—B LV
PKA WY AR — - F— - LYZAX—li Oty MIAIFZDTHEIENTEET, CNM 1—7
47 4=l BOTH A 7Y avafHLEY, lo7vr 7 42FHLTYAX— - F—%20—F
L. 20702750 SYM-MK F721% ASYM-MK ¥ AR — - F— - LY AR —=DWTNHIZRE L
THEZTOHGAEIEX, MBI CNM =T+ VT 1 —%2FHALTINSDY AR — - X—%2fHT 5
T TEBRLADET, AES YAX— - F—{&, DES BXU PKA YAX— - F— & 3BHRR <
BT 2 Z LITHERL TS ETW,

2. A VADM—IVFEAREIZ, CCA Du—REnizBESbaravry b —PNEED L5813, TNTHLD
a7y =TI AR — - F—%EHTLI2HER”HD ET,

3. A VAM—IVFABBEIZ, CCA Ou— RIS baruay ¥ —2EK8E OV —N=2H 5545
X, Zhonalaey =l FAUYAR— - F—%RA VANV TEIRERHD T,

EIPEAT 8

[28 X=2 D TCCA 77V — a v OIRBIFROEE |

CNM =74 VT 14— -a7atyy—%2fHLT, CCA 77V Tr—>a vORNEIRETEHZENT

I
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W7~ A X — - ¥ — DIRGE:

CNM Z—F 4 UF 4 —lF, YTAX—+F—  LIZAX—IIHEEINTVAERITAX— - F—DWRIFEZE%R
ERLUET, ZOFBSIEZEBAILUETH, EBEOF—(EIZETIEREZHSMIZUEEA,

YAR— - F—OMGEE S ERRT DI121F, ATFOFIHIZK > TS ZZ W,

1. IRAZ—-F—0DE—F (Load Master Key)] 71 Y K75, [YAX— - F— (Master Key)]
Z2Vv 2 UEY,

2. [<¥AX—-%— (Master Key)] A =2—7"5 [DES/PKA Y AX— - ¥— (DES/PKA Master
Keys)] £7-i% TAES ¥ A& — - ¥— (AES Master Key)] OW\WINh%2#IRL, [HREE (Verify))
27Vv I UET, Y7 A= a—RRRINET,

3. ROV TA=Za—NOEIYAX— - F—  LIZAXR—ZRERLET, TOLIZAXR—IZHEEINTNVD
BOMEEE S PR RINET,

YAR— - F—DOHBT—

CNM 2—F 4 V54 —l%, 270y Y —TvRAX— - F—Z2HEBWIIBETAIENTEET, YAX
— - X—DfElF, =T 4V T4 —DSIEFRRTEEHA,

HE: RHOMEDOY AR — - =2 L UL2GEEIE. TS n/-#2E5TE A,

VAR — - F—EHBMIZE - T30, UFOFMEI s T ZI W,

1. [*¥A&Z—+-F—0Du—F (Load Master Key)] 7«1 Y FU»o6, [YAX— - F— (Master Key)]
22Vv 2 UEY,

2. [<¥AX—-%— (Master Key)] A =2—7"5 [DES/PKA Y AX— - ¥— (DES/PKA Master
Keys)] £7-z1% TAES Y A& — - ¥— (AES Master Key)] OW\WIFNh%2#RL £7,

3. TH#HE (Auto Sed)] £7/21F 50X 4 (Random)] #EIRULET, a~vy FOMHAE2RkDS 0
VI MNBRHENE T,

4, TFW (Yes)] 227Uy 2 ULFd, a0ty —NvAX— - F—2FEHRLTRELET,

1. THEEE (Auto Set)] A7 avid, FAL - VAT AL - ATV —oES I NTORVWE N —
VEETDOT, [FXL Random)] A7 avia2B#EHLET,

2. YAR— - X—%REFIFHBHCT 25E61E. OETR SIS NBIETRTHRE ST 206
NhHoEd,

AL

[39 =Y EEFINHEOE S |

BRX—=Y SO AR — - F—Da—R:

AR — - F—%2a370y Y —ICRETHITIE, FHvAZ— - F— - LIZAR—IZROEEDH

EANLT, v AR — - F—2RELXT,

W~ A& — - F—2RET DI LFOFHIZH > T I W,

1. [¥ZA&—+%— (Master Key)] X =a2—7"5 [DES/PKA Y AX— - ¥— (DES/PKA Master
Keys)] £7zi% TAES ¥ A& — - ¥— (AES Master Key)] OW\WINh%z#ERL, [/X—Y (Parts)]

220wy 2 LEY, [YAZX—-F—0OO—F (Load Master Key)l 71 > Rudikrahzd (39
551,
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[P cCA Node Management Utility (Version 5.2) -- CCA Version : 5.2.23 - Load Master Key (onlincoln) (=)

File M : Help

" First Part | _Middle Part _Last Part

Master Key Part

New| Open..| Save..| Generate| Load| Cancel| Help]|

5. [RAR—+*%—0Ou—F (Load Master Key)] 71> K%

2.

38

M OHN—Y (HD/N—> (First Part), HHD/N—> (Middle Part). 7zidxED/\—
(Last Part)) D7 VA4 - KRR VEEIRLE T,

ROVWTNPDT I avEFEGFLTT—XEADLET,

o THH New)] 27V v 7 LT, AHENTIZI—IZHR->TWVWET—X%27VT7T 5,

« [P (Open)) 227V vy 2 LT, HirohdT —REMET 5,

o [4p% (Generate)] #27 Vv 27 LT, a7ty —DERLZILEE 71—V RIZANTT B,

« FHIT I[YAX— "+ F— - /X—Y (Master Key Part)] 74 —IVNIZT—XE2ANLET, &7+
—IV R 4 D 16 EBEZZIFANETT,

b—F (Load)] 227V vZ LT, FHvAX— - F— LIYAX—IZPENA—V2O—-FLXT,
(/17 (Save)] 22 Vv 7 LT, WN—VET 1 AZITHRFLET,

HYL T A AZIREEINIFER—VIIESEINERA, BX—YDA->T=T 14 A%, @FELZIZ
HEMMEEBIZANTEL Z 2R LT EZE W,

e X—=YSRE2ERT DI5EE. BRPD/—Y L HES—Y O™ GHRHETT, FEOS—YIidA
7 arTd,
BIRD AT Y THRMEDELT, BODEAA—=VEHFHRTAZ— - F— - LYVARXR—IZB—-RLZET,

H: D Eexa )70 — - R —DGEE, % DADPH % DHAN—Y % AT 20EPHD £
T, EEHE X2V T — - R Y—2FEET572012F, T RAREY AT AL 1 FHOHE
AN 2HERE 1 DOB—)WZEHID BT, TDBROBE =Y % AT 2HRZHOD —)LIZE D 4T
ZRENHYET, TOH, Fo2—YF-—Dus A+ LT, TNThOEN—Y %2 ANTEET,
YA X — - F— (Master Key)] XA =2 —7»5 [DES/PKA YAX— - ¥ — (DES/PKA Master
Keys)] £7z1% TAES YA X — - ¥— (AES Master Key)] OWIT N %HERL £7,
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8. [&E Set)] 27V w7 LEFT, LFROLIIZA—T A VT4 =BT —REEHELFT,
a. BT AR— - F— - LIZAX—=D5, HFOWIYAXR— - F— - LIAR—A~, RIZHEVWITAZ— -
F—Z2HIFRL X9,
b. HHXAXR— - F—  LIZAX—=P5, BUTIAR— - F— - LI AR—~,
i~ AR — - F—ZFTELHE, BUEA R L —VIZ Ao TWH#Z HIESLL £7,

Y v [ TERE S -8 0 HEE b |

BANL—YDEE
CNM —F 4 VT4 —l%, BOEAWLEA N —VSHEREAHHTREICLET., 2hoDa—F 1Y
T4 —BSREIX. BRENARBEE Y AT L EEE L THhERA,

TV r—=Yay - JTurILld, KENGEEEZ A7 2FETTH5DIZELTVWET,

AN =V, 2V —FF V-7 TV = avPER LT RVEMALT, #I7LIZ&
STT 7 ATHHDY) KT M) —TF, DES (T — RIGS(LHK) . PKA (AFA#ET L ITY X L) RSA
(Rivest-Shamir-Adleman) #, ¥ XU AES (Advanced Encryption Standard) #i&, Al% DAL — -
VAT LRI NET, £ AL —YDEHD PKA #HONEHA L —YVIERoNTWEY, 3
Tay—IEINZBIT. ZOFERTIHBA N YO EIFRRINEEA,

T

1. THHOY —N—IZ CCA Du—RInizEstba7oy -2 E8H 25513, BEANL—IUNIE
ULSBRET B2720121%. Zhona7uty Y —I1i2{AUYAX— - F—NA VA F—=LEINTWV5
BERH O £7,

2. CNM 2—F 4V F 1 —IdmK 1,000 HOHET )V Z2FRLET, 1,000 H2EBL 58T UHHEZ b
L—iehdigElk,. 7795 —vay - a2 FHUTERLTLEI N,

B LV — VDR E 3 T — 2SR (DES) . ARET LIV XL (PKA) 7213
Advanced Encryption Standard (AES) #D#A b L — Y & AEKE 72 130HL T 212iE. LN O FIE%E 5
fTUET,

1. THEAX ML —Y (Key Storage)] X =a—75 [DES # X kL — (DES Key Storage)] . [PKA
B b L — (PKA Key Storage)| . £7-1% [AES ## X I L'— (AES Key Storage)] % #L %
hg—o

2. MROYTA=Za—ho WML (nitialize)] 22V v 2 L%, [DES #Z L — 2Ok
(Initialize DES Key Storage)] . [PKA ##A h L — Y OHA{L (Initialize PKA Key Storage)] . %
7% TAES $#A + L — Y O4IH1L (Initialize AES Key Storage)] 7« » FUMRRKRINET,
WAL=V - 774 NVDRBE AT LTI ZI W,

YL (Initialize)] 22Uy 7 LET, ARV =Y - T—=& - £y FOAHDO AT &RD 2 71
YT MNP ENET,
5 77 ANVOEHEANUTRELES, AL —Y - 77 A UDRR b RIZERSNET,

E: FCARTD T 7 AVDBFET 2561, EREWRT L E5KRDLTn TP EINES, 20
B, ANV V2L T 5L 7 7 AADEEIN, TDT7 7 A VTP D D5G1E, T0oH
HEINL DT,

RESINBOEM T FHYAZ— - F—TAML—YHNOHEEHEMTTHIZE, AFOFIHEE FE
TLEY,
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1. [H#A ML —Y (Key Storage)] A =a—»5 [DES #Z L' — (DES Key Storage)] . [PKA
B2+ L —Y (PKA Key Storage)] . F7:i% [AES #X L — (AES Key Storage)] Zi#L &
‘j—o

2. MROYTA=Za—r5 IEH (Manage)] 227V v 27 L%d, [DES #A ML —VEM (DES Key
Storage Management)] . [PKA ##A kL — Y& (PKA Key Storage Management)] . 7z
TAES #2 b L — IV (AES Key Storage Management)] V1 » FUNKRINE T, ZDV 1~
R N3z, APV =Y HNOED T NLHRY A hINET,

3. [HE5{ (Reenciphen)] 227V v 27 L £, #IF, BIT~vAX— - F—  LIAX—DHTHMS
ftEhxd,

g S NBOHIFR: REINBEEZHIRT 2121, UITOFIHZETLET,

1. T#A ML —Y (Key Storage)] 7*5. [DES # X kL — (DES Key Storage)] . [PKA #X b
L'—Y (PKA Key Storage)| . £7zi% [AES ##A L — (AES Key Storage)] 227V v 7 L Z
ED

2. MROYTA=Za—p5 IEH (Manage)] 227V v 27 L%d, [DES #A KL —VEM (DES Key
Storage Management)] . [PKA #Z b L — Y (PKA Key Storage Management)] . X7z
TAES # 2 b L — I (AES Key Storage Management)] V1 » FUNRKRINE T, ZDV 1~
Rz, AbV=YHOBED I NVHRY A hEINET,

TANR—HHEEZTEL T, ANV—VNOHEDOY Ty h2VANTEILENRTEET, HlzX, 7
A VR —FHEZ xmac ZEAHLTYRARZYT7Lyvadde, ¥ 71y ME, mac TRTTEIR
L OBICHRINET (TAXVAZIET ALV RH— RKXETT),

. HIBRT 2O L 2T R LT,

4. THIER (Delete))] 227V v 2 ULET, WRA Y E—IUNERRINET,

5 TEW (Yes)] 22V w27 LET, REINZHEIEIRINEZ L 2HRAL T,

T AOVDPERK: T NIV EREKT 2121, ANOFIHZETL XY,

1. T#A ML —Y (Key Storage)] # =z —75 [DES #A hL — (DES Key Storage)] . [PKA
PEA ML —Y (PKA Key Storage)] . 713 TAES # X h L — (AES Key Storage)] 22V v 7
LEY,

2. #ROYTA=Za—r5 IEH (Manage)] 227V v 27 ULEd, [DES #A ML —VEM (DES Key
Storage Management)J . [PKA #Z L —VEH (PKA Key Storage Management)| . 7z(%

TAES #A b L — V& H (AES Key Storage Management)] 7« ¥ R UNERINET, DOV 1~
Rz, APV =Y HORD I ~VR) A EINET,

TANZR—HERZHELT, AML—VHDOEOY Ty v2)AMNTEHIENTEZTT, MIZIE 7
AN R—FHEZ «mac ZEASALTYVAMEY 7L wyadde, 78y ME, mac TRTTEIR
NEEDBICHIRINET (TAXRVAZIETAIV R A= RXFETY),

[F#l New)] 22V v 2 ULEd, #INNVDANERDL TV T IR INET,
4. TB—F (Load)) 227 Vv 27 L&Y, WINMBAPL—VIZo—FIhFT,

1 ’X DES KEK D{ER & RE

PERE S8 (KEK) 137 — X B S LM (DES) ¥ AKX — - F—D RN THE(bEh, a—h LV THHETL2H
IZ DES A ML —VIZE I X7,

W
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KEK OfESIZEHINIH A=V, SUXLZERLEZD, EXTFAMERELUTANLEZDTEE
T, IN6DNN—VIE, D) — RIzBELAEZD, a—H)L KEK ZFERL7Z0 T 27012, EXTFF
ANCTFAATERIEZTAATY MIIRETAZEHTEET,

E: S/ — REH (CNM) 2—F VT 1 =% /— NEOEDHXIZIL, DES KEK D&% HHR— b
LET, 77V 75— avid, AFER—AF7721E (AES) R— ADHOEAMHIZHELRY — Y A2t T 5
712, CCA API 2{FHT 2R TEFET,

1 {X DES KEK (£73fthd 2 EEO#EMEF—) Z/Ek L. RET2I12d URNOFMHIZH > T 7Z&

W,

1. (8 (Keys)] A=a—»5. [1 ik DES #i55# (Primary DES Key-encrypting keys)] %2 ! v
2 U9, [1 ik DES #ES5# (Primary DES Key-encrypting keys)] 7«1 » FURKRINET,

[HiH New)] 227 Vw27 32L0DTH, IRTDT—X - 74—V FEHEELT, IRTDITY
I RRVETTANIEEZ) Y MTEILNTEET,
2. mMHID/X—> (First Part), HfHD/X—> (Middle Part). *7z1dimf&D/¥— (Last Part) OHiH
5. AT 28—V DITIVF - RRVEZERLET,
3. URDOWTNIrDTZ¥arviaEFLT, [#3—Y (Key Part)] 7« — )V FIZ7F—X&E AL E
hg—o
« [BI< (Open)] 22V v 27 LT, TR1F (Save)] I~ RZEMHAL TUHENIZT + A2 LITRE L
7=. MHI» S 1F#AES 5 [HX—Y (Key Part)] . [Hilfl X2 h)L (Control Vector)] . B LU T
Z X)L (Key Label)] D7 —XZHHHIL£T,
« [/ (Generate)] 227 Vv 27 LT, 278y ¥—DEKLZEEE [HX—Y (Key Part)] 7
4 =V RIZANULET,
o FHT [FN—Y (Key Part)] 74—V RIZT—XEZANULET, & [H—Y (Key Part)] 7«
—ILRIE, 4 HiD 16 EHEZ T ANES,
4. BEOHIEAR Y MV EERL £7,
© T7A)NbD KEK FIfHIRZ MVEMAT 2, @)% [F740 b - 4 2 K—X— (Default
Importer)| 721X [T 74V} + T7 ZAKR—X— (Default Exporter)| 774 - RX YV ZERL %
ED
o HARLHIERY MVEMFHATSIZIE, [HALXL (Custom)] T V4 - RRVEBRUET, 2 £%
¥ - UT, flH~Z bV £72134640% T~ bV (Control Vector)] 7 1 —)b
FIZASIUE T, key-part Ev b (Ev b 44) BA VTR ->TED, HIFINRT bLDZANA N DME
BN T4 —iZR o TWRITNRR S RN LITHER L TLZE W,
HIEEARZ S IVZDOWTFEL K&, [IBM CCA Basic Services Reference and Guide for the IBM 4767
and IBM 4765 PCle Cryptographic Coprocessors] ¥ =27 V% ZHLU T 7Z3 W,
5. ANV —VUNTHEN—2 Vv 2@IT 272DV EADLET,
6. B—F (Load)] 227 Vv 27 LT#A—Y2a70otyd—lzu—RNL, #HROBL—2 2HA b
V—YIZRE L ET,

7. T{R4Z (Save)] 227V v 27 LT, BEE{IINTWERWHE S—Y & ZOH S — Iz BEA T & 7= FHE
RIZMVBIOCHEETINVOMEE T 4 AZITHFELET,

8. AFv 7R mo [ ichtoT, B ORN—VIERE T 1 A2 ITEET B AL —ViIZa— KU
£, HPOZN=VITIE, BTEUEI XV EFHLTIEEN,
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CNl 2—F 4 )71 —%FEALELMLD /) — RDERK

CCA Node Initialization (CNI) Z—75 ¢ )5« —H® CNI VA MZ{EKRTEHZ 2L, Z—=7 v b -
J—=RETCNM =51V T4 —2FHFETIC, T4 AZIREINTVEHEE T 7 AHHT—X %
DG S ) — Rice—R$B5ZeNTEXT,

CNI =74 VT 1+ —%FALT/—N&ky b7y 79212 UTFOFHEETLET,
1. csufenm ¥ K& AH LT, CCA Node Management 1—7 1 U T 1 —ZFELE9, CNM 2
— T4 )T 4 —DUuTE AL VYNNI ERRINET,
2. D) —RIZA VA MN=NTET 7RG T—Re#E, FANELIR=RTN - AF4T (T
AATY ) IR FLES, =Y b J—RTCNI 2—T1 )T+ —%2EfT5L, Zox
— T4 VT4 —FL2KEALTFA LI ) —  RATEI7AVERKLE T, WITHZRLET,
o fENIIN/Z/—K-T 1L Z Y — [IBM4767/profiles (21 —H— - T0 7 7 A IV HEFT S
EVCONI 2—F 4 VT4 —FX—= v - )—=K-F4L2Z K VU— /IBM4767/profiles ZMZL
7,

s FTAATY DN TFT4L2Z M= /profiles IZa2—H— - - a7 71 VEHFEFETSH L, CNI 2—F
ATt —FZ=7y b /) =K -F12LZ b= /profiles ZREL 7,
3. [774) (File)] A=a—7%»5 [CNI 75« Z— (CNI Editor)] 22V v 27 L%, Dk>
7% TCCA Node Initialization Editor] 7«1 » KUK RINFE T,

File Crypto Node MasterKey Keys KeyStorage  Access Control Help

Select Active Card el
Logon

Logoff 3

Initialize crypto facility —
Initialize access control facility

Auto set DES/PKA master key

Clear DES/PKA new master key register
Load DES/PKA master key part

Set DES/PKA master key

Add Rermowve

a

Mowve Down

New| Open..| Save..| werify| Cancel| Help|

6. [CCA Node Initialization Editor] 7 14 > Kv

74 Y R EHORAS 2, CNI VA MZEBMTE 2BRENRFRINET, TOXRT ViZiE, BT
CNI VARNZEEFNTVAHEENYAMNINET, VAMNADYAZX— - F—D2MRIE, DES &
" PKA YAZ— - F—%#ELFT,

4. DBELHREZENMU X9, CNI VA MIEREZEMT 211E MFOFIHZETLTIZSI W,
a. BEEZMEAZFORL £,
b.  DEM (Add)) 227 Vv 7 LET. TOKRED CNI YA MIEMSNET,
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T BIRUZZBEEDR T — R - ATV N A=Y, AN L=V - 7740, 2—H%— - Tn
T4, FEA— YY) 20—-RT23548, U—RI234X 797 b7 7 ANV EIE
ID DASERDZ Ty T IRERRINET,

5. [ E~®H) (Move Up)l 8L [FAHKE) (Move Down)| RX Y ZMHHL T, CNM 1—7 1
T4 —ZBHTEEELEUIETRZ KT S XS ICEREZMRAL X3, FIIEX. 727k AH#ET—&
ZO—RLULTWAGERETT,

6. [MREE (Verify)] 227V w2 LT, A7V bPEULLERE N2 L 2R L £,
[M%1F Save)] 227V w2 L%Ed, CNI VAL - 771 ILDLHET A L2 ) — - ar—3a 0
BIRERD BT T IBHEINET,

8 CNI VAL - T77ANVEMRELET, ZOYRAN - 77100I21%, CNI VA MNZHEINZT—
R XTIV MIEENTVETA,

9. CNI 2—JF A4 VT =B RIT 7y IVE, VY—A - KA EOour—yarvz235—-1) 0795,
=Y N+ RANDTF A LI M) — -0y —> a3 iab—0Fd, 7700 ERE—X7)L - A5
A TIBRIELUZGEE. TOAT 4 T72X—=7y b J—=RIZFHALET,

10. 2=y b/ —=F»5 csufeni IV K2 ANLT, CNI 2—F 14 VT4 —2fHTEZV A M2E
TLET,

CNI YA MZOZFUREENTVWIEAIK, (77 VAZBEETIZ) 272 F17IZ csuleni X
721% csuneni AN U ET, CONI 2—F 4 VT4 —DALTEHRT, ID XA TV —X%2ANTS
7= DRETIZDOWTEHHL £9,

CNI 2—F 1 VT 1—Ik, CNI VA PDIBEIZHS>T, FAMEFZFR—KXTI - AF 47153
JaotvwvY—iz7 71 0EO—-RLET,

CCA APl TERY 37D T7 7 ) r— 3> DK
Common Cryptographic Architecture (CCA) APl THTE 27 7V r—Ya v EERTE XY,

oI —F DY —RA - A—RF, VI Tz TIZEENTVWET, 270y —2YR—F- 7
OS5 TANTE20IC, GENEZY Y TLVEGHTLEZIENTEET,

B 2027 avTRBTE27740 -ar—yavid, 748 F4 L2 Y — -+ RATYT,

CCA verb DIE

TV —=vay - Jursshta—54 V71— 707 7L CCA verb ZFFUH LT, BE{a7
Oty Y —IZH—CAEREHLET, lverb) EWIHEEZ, 77V r—vay - Fasd s L00BTE
L5707 avERBBREBBELET, I, ARV—=TFT 1 V7 - VAT L - I=FN, aFokwy -0y
NAZA - KI4N— (PDD) 2 OHLET, 2D API 6727 AENEN—RI 7Y 7 bT T
. TS BRPRAEY 7V AT LTY,

verb EUH UL, C 7077 I VI SFBEOBMERCTERINTED, =2 b — - K12 M, verb
NIA—R—, BLIUFINEDNNTRA—RX—DEREEATVWET,

CCA ¥F¥aVs14— -7V r—=Yayv . -Jurss3vs - AvRx—=7x—A (AP) HIZ70u oI 49
LECEHTE S verb, 28 BELUTNT A =X —DFIRY A MZDWTIE, [IBM CCA Basic
Services Reference and Guide for the IBM 4767 PCle Cryptographic Coprocessors | ¥ =a 7 )V Z&ZHL T
7ZEW,
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C 7040 LEXTD CCA verb ODIEUH L
FTRTCOARV—=F 4 V7 - VAT LBRIET, €U C us 5 3I V7 SEMXE2MHL T CCA API
verb PO LZI—FT 4 V7 TB52eNTEET,

FTARTD CCA ¥F 2V F 41— API verb OFEEFOCHLO IO MR A T1E, Av X — - 771 IVIZEE
NTWET, 774NV EZTNSDOTF 7 AN MfFOr—3avidk, ROEBH TT,

AIX /usr/include/

IN5D verb HEZMAALIZIE., 7O FLANTROA VIS S5 —HREZ2HHALTLLEI W,
AIX #include "csufincl.h"

CCA X2V 51— API verb ~DOFUOHLZHETIZIE, KXFET verb T b)Y — - KAV EEI—
FAUITUTLKEIWV, NS5 AXA—R— 1D Fary<THL., FEINTHATLEI W, UHLDOREEIZ
B IaprXFEMITLEI W, RIZHlZRLU ET,

CSNBCKI (&return_code,
&reason_code,
&exit_data_length, /* exit_data_length */
exit_data, /* exit_data */
clear_key,
key_token);

HH: CCA WO LD 3 HHE 4 HHD/ST A—R— exit_data_length & exit_data (X, BIfE CCA W5
fta7oryy— - HRK—F- - 7O ILTEYFE-FINTVETA, TNHEDNT A=K —|Z Null
DT FVA - RAVR—%a—FT 4 7§25 FHEINETH, exit_data_length /X7 X — X —%flif
LT, 0 DRI ERBHEZIHRET S L 2HREL 9,

CCA 77 Uhr—>ay - 7OySLpaAvrRAILEY VY

CCA Ks5fbkamxyHY—- - HPR—F - - Jus54821F C EEDY—R - a—REBROY TV - T
027 L0D Make 77 T VDB EETNTVWET,

D7 7ANEZFDT 7 AN MR T —YavidBlFDOeE D T,

AIX  /usr/1pp/csufx.4767/samples/c.

CCA ZFHTAY UV r—yay - 7arsa2ay 1L, av A4 LVenNEZ7a97508% CCA 5
ATV =2V LET, OS54 TSN ZFOF 74 M r—ya ViFUTDOEBH T,
AIX /Jusr/1ib/1ibcsufcca.a.

B> 7 C IIL—F: MACDAERK

ZDREY ZTlk, CCA verb MOH LDEBDMEHGEERT 2D, CCA Efbay oy ¥ — - ¥
R—hr - TS LZEENTWEY YTV C FudSIVIEEL—F OV TNNIIDOWTHHL £
j—o

L Web ¥4 MZE VTV TJal I a03boxd, Y7L TasdsaonTnss, CCA FEit
DNNT =V AZHETSH ETRILET,

FOF LTI - e F Ui, FEAR - AR VST A L UREET— K (MAC) %ER LT, MAC
EMEEL £ T, MAC 24U THRAET 572012, b —F VIFFOZ L 2T0ET,
1. Key_Generate(CSNBKGN) verb ZFFUH LT, MAC & &K UF MACVER #~_7 Z/EE L £,
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2. MAC_Generate (CSNBMGN) verb #IFUH LT, MAC #12& 9D FF A b - A MYV ZIZ MAC %
U 9,

3. MAC_Verify (CSNBMVR) verb ZFFUH LT, MACVER #IZLDTF AN - ANV ¥ F MAC %
MGEEL 97,

verb & ZD/NT A =X —DFHHIZDWTIX, TIBM CCA Basic Services Reference and Guide for the IBM

4767 PCle Cryptographic Coprocessors] ¥ =a 7V &ML T EZIW, THoD verb &, BANDRIZY

ARSINTVET,

FH 5 BTN —F UL TIREHEING verb

verb IVRY— RV
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