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User and User Roles

Environment

JS22 running AIX 6.1 and Director Server 6.2.
JS20 & JS21 running AlIX 6.1.

LS22 running Windows Server 2003

Discovery and Inventory have been completed.
All systems have full access.
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Purpose

Demonstrate creating a user with specific roles. In this case it will be a
user that can create Event Automation Plans. The steps can readily be
adapted to suit your own requirements.

Steps

1. lassume you are logged in. Director has predefined groups that
you can make a user a member of, thus inheriting the roles that are
assigned to said group. To me you want to create a group so that
you have a blank sheet to start assigning only the roles you want.

First we need to create that group. For this we drop to the
command line in AIX. Enter smit groups and select Add a Group.
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2. The following screen is displayed. Give it a group name. Mine is
eventpl. Press Enter and you will get Command OK. Return to the
command line.
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3. You need to authorise the group with Director by issuing:
smcli authusergp eventpl
You should receive:

DNZCLI1033Il : The group eventpl was successfully authorized.



4. We now need to create our user. Enter smit user. Hit Enter for

the top option Add a User.

On the following menu enter a name for the user and input the

primary group and group set. | used borris for the user, staff for

the primary group and staff, eventpl for the group set.
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5. If you are logged into Director as root you will need to relog in order
to see the effect of adding the group eventpl and giving borris
membership. Once you are back in, click on Security followed by
Users. You can see the group and user displayed in the right pane.
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6. We now need to define what the user can access. Click on Roles
in the Security section. Now click on Create in the right pane.
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7. This brings us into the wizard. On the first screen we enter a name
and description. Click Next.
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8. There are a lot of individual options under each heading in
Available permissions. Some of these can be seen in Selected
permissions. The reason for mentioning this is that there maybe
something in there that you may want to remove. In my example |
just added everything for Automation and Systems Status and

Health by selecting them on the left and pressing Add.

The operations | would like this user perform need access to these
two areas. The first, Automation, is where you define an Event
Action and where you link the Monitor/Threshold to it via an
Event Automation Plan.

The second Systems Status and Health are where we can define
our thresholds.
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Click Next and then Finish. Your role is now defined.
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9. Navigate back to Users under Security. Highlight the radial next to
Borris and Press Assign Role.
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Here we select our role, click Next.
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In my example | want only AIX systems accessed by this user so |
toggled down though Groups by System Type and Operating
Systems. | then selected AIX Systems and pressed Add.
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Click Next and Finish.



10. To now log in with the user borris you need to set a password. The
thing that caught me out was you have to log in with the user to
your AIX image and change the password you have just set. Once
you have performed this step when you log in access is limited to
the areas we previously defined.

Welcome borris

IBM" Systems Director
| View: IAII tasks ;I | J Ewent fustarn... K\

Welcome
My Startup Pages

Event Autornation Plans

E Autarmation

: - Use event autarnation plans to autornate tasks based on recein
Event Actions .
Event Autornation Plans
Ewent Filters
Create.., Create Like... I Edit... I Delete I Ad

Command Automation

Select Marme & | Targets

H Settings - Log All Events Al Systermns
r

System Status and Health

trop Crirectar

10



