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� With current paranoia with PC “root kit” virus’ attacks,
you want to know:

– Has some[thing|body] been fiddling with your boot images?

– Can it now be trusted?

– If it was changed - was that us doing regular admin!

� This is what Trusted Boot does for POWER machines

� This session tells you

– How to get started

– How to monitor and notice changes

– How to test it is working
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10,000 feet overview but no “How To” details
http://www.ibm.com/systems/power/software/security/
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�POWER7 C model (or later) for firmware 740-xxx

�AIX 6 TL7 or AIX 7 TL1 (and VIOS 2.2.1.4)

– Sorry: no Linux or IBM i

�PowerSC documentation page 11-16 
� http://pic.dhe.ibm.com/infocenter/aix/v6r1/topic/com.ibm.aix.powersc/powersc_pdf.pdf
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� While booting the firmware, boot loader 
& AIX we save details in the VTPM

– Virtual Trusted Platform Module

� OpenPTS extracts the encrypted details

– Software  running on an AIX server

� Then compared with its saved valued
� If the same = Valid
� If different  = Need escalation

Trusted Boot Architecture

Hypervisor with Virtual Trusted Platform Module (VTPM)

OpenPTS

ssh

Saved boot details for each VTPM LPAR

Not all LPARs have 

to be involved

Low level resource in 

system firmware/Hypervisor

v

© 2012 IBM

6

Pow
erSC

 Trusted B
ootCheck you are capable?

�On the HMC, select the machine then Properties

True

1 2

3
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�Can also check Advanced panel 

�Note: Current maximum of 60 LPARs per machine
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�Make sure you click
this new option

�Allow this partition to
be VTPM capable
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�Shutdown the LPAR or you get
� Then switch on VTPM

� and restart the LPAR
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� Trusted Boot tool runs on an AIX LPAR

– Used to test the boot status image remotely via ssh

– Runs the OpenPTS software

�OpenPTS briefly:

– OpenPTS � Open Platform Trusted Services

– Open Source package from SourceForge

– Supplied/compiled by IBM for running on AIX
– You could download and/or compile for another platform like Linux but no IBM support

– Mostly the “openpts” command 

– Optional: Graphical user program via X Windows
[I recommended the GUI by using VNC]
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A. Install Collector Agent on all monitored AIX LPARs
B. Install Trusted Boot Viewer tool on new LPAR

C. Setup ssh on both
D. Setup VNC to access X Windows

� Assuming you don’t have native X Windows on your workstation already

E. Command line Enrol
F. Command line Verify and Display
G. Graphical User Interface

� Worked example and screen shots

H. Trouble Shooting
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A. On your AIX LPARs to be monitored (Collectors)

1.1. powerscStd.vtpmpowerscStd.vtpm 1.1 from you PowerSC 1.1.1 media

2.2. openpts.collectoropenpts.collector 1.0 from your AIX media

3.3. sshssh from your AIX media

B. On your Trusted Boot tool AIX LPAR (Viewer)

–– openpts.verifieropenpts.verifier 1.0 from your AIX 7 Expansion Pack

–– sshssh from your AIX media

All small items & straightforward with smitty installp

Reminder: POWER7 C models & AIX 6 TL7+ or AIX 7 TL1+

Pre-Req is NOT documented!     I used POWER6 & AIX 7 TL1
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�OpenPTS needs to regularly fetch the saved boot 
images details, so lets make it easy with ssh

�On the Trusted Boot tool AIX LPAR (as root)

– ssh-keygen # No passphrase

– Then copy ~/.ssh/id_rsa.pub

– To /tmp on each collector LPAR

�On all the monitored AIX LPARs (as root)

– mkdir ~/.ssh � in case it does not exist

– cat /tmp/id_rsa.pub >> ~/.ssh/authorized_keys
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You will have to decide if/how to access X Windows
� I decided to install VNCserver from perzl.org + pre-reqs
� Then UltraVNC viewer on Windows 7
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�My POWER7 Power 710 - C model

– Called indigo with LPARs indigo2, indigo3, …

– All AIX 7 TL1 SP 3 or 4

– My OpenPTS Mgr is on AIX 7 but on POWER6
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# openpts
OpenPTS (0.2.4/1)
OpenPTS command

Usage: openpts [options] {-i [-f]|[-v]|-r|-D} <target>
openpts -D

Commands:
-i [-f]               Enroll a target node and acquire [overwrite (-f)] the

reference measurement.
[-v]                  Verify target (collector) integrity against known

measurement.
-r                    Remove the target from the set of known reference

measurements.
-D                    Display the configuration (target/ALL)

Miscellaneous:
-h                    Show this help message
-V                    Verbose mode. Multiple -V options increase the verbosity.

Options:
-u                    Accept a measurement update during attestation, 

if there are any available.
-l username           ssh username [ssh default]
-p port               ssh port number [ssh default]
-c configfile Set configuration file [~/.openpts/openpts.conf]

#
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E) Command line – Enrol
Capture 1st VTPD - assumes currently safe

# openpts –i indigo2

# openpts –i indigo3

If ssh is not right,
it starts asking for passwords
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F) Command line – Verify
= check current VTPD is the same as the saved one

# openpts -v indigo2

Target: indigo2

Collector UUID: 5ad34db8-e224-11e1-af6b-16ac0a324902 (date: 2012-08-09-13:15:56)

Manifest UUID: 5b591fb0-e224-11e1-af6b-16ac0a324902 (date: 2012-08-09-13:15:57)

username(ssh): default

port(ssh): default

policy file: //.openpts/5ad34db8-e224-11e1-af6b-16ac0a324902/policy.conf

property file: //.openpts/5ad34db8-e224-11e1-af6b-16ac0a324902/vr.properties

integrity: valid

---------------------------------------------------------
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Command line – Testing it notices a boot image change

I ran “bosboot -a” on the LPAR = boot image is different 

# openpts -v indigo2

Target: indigo2

Collector UUID: 5ad34db8-e224-11e1-af6b-16ac0a324902 (date: 2012-08-09-13:15:56)

Manifest UUID: 5b591fb0-e224-11e1-af6b-16ac0a324902 (date: 2012-08-09-13:15:57)

username(ssh): default

port(ssh): default

policy file: //.openpts/5ad34db8-e224-11e1-af6b-16ac0a324902/policy.conf

property file: //.openpts/5ad34db8-e224-11e1-af6b-16ac0a324902/vr.properties

integrity: valid

A new reference manifest has been received, but an update exists

---------------------------------------------------------

New Manifest UUID: YDCfuOIpEeGXPhasCjJJAg== (date: 2012-08-09-13:51:53)

A new reference manifest exists. Update? [Y/n]

Y

Save new reference manifest
Accept the new VTPM as valid?
If you know it was changed = OK
So I typed the “Y”
If change was unexpected = Panic!
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# openpts -D
Show openpts config
--------------------------------------------------------------------
config file: //.openpts/openpts.conf
uuid: b0d1787e-e211-11e1-a2ef-26e184ad7002
target[0] uuid: 5ad34db8-e224-11e1-af6b-16ac0a324902
target[0] config: //.openpts/5ad34db8-e224-11e1-af6b-16ac0a324902/target.conf
target[0] hostname: indigo2
target[0] SSH remote user: root
target[0] rm.compid.0.SimpleName: IBM System P platform
target[0] rm.compid.0.ModelName: System P
target[0] rm.compid.0.ModelSystemClass: firmware
target[0] rm.compid.0.VendorID_Name: IBM
target[0] rm.compid.0.TcgVendorId: 0x1014
target[0] rm.compid.1.SimpleName: IBM AIX Operating system
target[0] rm.compid.1.ModelName: AIX
target[0] rm.compid.1.ModelSystemClass: os
target[0] rm.compid.1.VersionMajor: 7
target[0] rm.compid.1.VersionMinor: 1
target[0] rm.compid.1.VendorID_Name: IBM
target[0] rm.compid.1.TcgVendorId: 0x1014
target[1] uuid: 68082c7e-e224-11e1-8948-16ac09e73d02
target[1] config: //.openpts/68082c7e-e224-11e1-8948-16ac09e73d02/target.conf
target[1] hostname: indigo3
target[1] SSH remote user: root
target[1] rm.compid.0.SimpleName: IBM System P platform
target[1] rm.compid.0.ModelName: System P
target[1] rm.compid.0.ModelSystemClass: firmware
target[1] rm.compid.0.VendorID_Name: IBM
target[1] rm.compid.0.TcgVendorId: 0x1014
target[1] rm.compid.1.SimpleName: IBM AIX Operating system
target[1] rm.compid.1.ModelName: AIX
target[1] rm.compid.1.ModelSystemClass: os
target[1] rm.compid.1.VersionMajor: 7
target[1] rm.compid.1.VersionMinor: 1
target[1] rm.compid.1.VendorID_Name: IBM
target[1] rm.compid.1.TcgVendorId: 0x1014
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GUI under X Windows via VNC

Run with: /opt/ibm/openpts_gui/openpts_GUI.sh
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�Welcome information

�Add & Enrol
1

4

3

2
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� List Not Enrolled (I had ssh issues!)

�And ssh was asking for passwords – Ugh!
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�Once I fixed ssh and hit “Enrol” it looked better

List of Trusted hosts = Good
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�Ran bosboot on one LPAR – Can you tell which?

�Select the LPAR + Accept to move it back to Trusted
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�Select the LPAR + Accept to move it back to Trusted
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�One LPAR: ifconfig en0 down � off the network
� ssh fails after about a minute
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�Same LPAR: ifconfig en0 up
� Then Refresh   GOOD OPTIONGOOD OPTION

�All OK again
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�GUI Refresh runs openpts cmd for each host 
�So a simple script could be used

for i in `openpts -D | grep hostname | awk '{print $3 }'`

do

echo n | openpts -v $i | grep –v UUID | grep –v file: | grep –v ssh

done

Target: indigo2

integrity: valid

---------------------------------------------------------

Target: indigo3

integrity: valid

A new reference manifest has been received, but an update exists

---------------------------------------------------------

Keep current manifest

…

� “echo n” is used to answer the Yes/No question about accepting LPAR changes
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PowerSC Docs good table of issues & suggestions of what to do

1. Attestation did not complete.

2. The CEC firmware was changed.

3. The resources allocated to the LPAR changed.

4. The firmware changed for the adapters that are available in the LPAR.

5. The list of devices attached to the LPAR was changed.

6. The boot image changed, which includes the operating system kernel.

7. The LPAR is booted from a different device.

8. The interactive System Management Services (SMS) boot menu was called.

9. The trusted execution (TE) database was altered.

� PowerSC documentation - Table 4 - page 16 
� http://pic.dhe.ibm.com/infocenter/aix/v6r1/topic/com.ibm.aix.powersc/powersc_pdf.pdf
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1. Simple to implement & understand

2. Alerts you when the boot image or boot sequence changes

3. If expected change due to admin action = OK

4. If not – DO SOMETHINGDO SOMETHING

5. Confidence that you are in control of the machine


