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Special notices

This document was developed for IBM offeringsin the United States as of the date of publication. IBM may not make these offerings available in other
countries, and the information is subject to change without notice. Consult your local IBM business contact for information on the IBM offerings available in
your area.

Information in this document concerning non-IBM products was obtained from the suppliers of these products or other public sources. Questions on the
capabilities of non-IBM products should be addressed to the suppliers of those products.

IBM may have patents or pending patent applications covering subject matter in this document. The furnishing of this document does not give you any license
to these patents. Send license inquires, in writing, to IBM Director of Licensing, IBM Corporation, New Castle Drive, Armonk, NY 10504-1785 USA.

All statements regarding IBM future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only.
Theinformation contained in this document has not been submitted to any formal IBM test and is provided "AS |S" with no warranties or guarantees either
expressed or implied.

All examples cited or described in this document are presented asillustrations of the manner in which some IBM products can be used and the results that may
be achieved. Actual environmental costs and performance characteristics will vary depending on individual client configurations and conditions.

IBM Global Financing offerings are provided through IBM Credit Corporation in the United States and other IBM subsidiaries and divisions worldwide to
qualified commercial and government clients. Rates are based on a client's credit rating, financing terms, offering type, equipment type and options, and may
vary by country. Other restrictions may apply. Rates and offerings are subject to change, extension or withdrawal without notice.

IBM is not responsible for printing errorsin this document that result in pricing or information inaccuracies.
All prices shown are IBM's United States suggested list prices and are subject to change without notice; reseller prices may vary.
IBM hardware products are manufactured from new parts, or new and serviceable used parts. Regardless, our warranty terms apply.

Many of the pSeries features described in this document are operating system dependent and may not be available on Linux. For more information, please
check: http://www.ibm.com/servers/eserver/pseries/linux/whitepapers/linux_pseries.html

Any performance data contained in this document was determined in a controlled environment. Actual results may vary significantly and are dependent on
many factors including system hardware configuration and software design and configuration. Some measurements quoted in this document may have been
made on development-level systems. Thereis no guarantee these measurements will be the same on generally-available systems. Some measurements quoted
in this document may have been estimated through extrapolation. Users of this document should verify the applicable data for their specific environment.

Revised February 6, 2004
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Special notices (cont.)

The following terms are registered trademarks of International Business Machines Corporation in the United States and/or other countries: AIX, AIX/L,
AlX/L(logo), aphaworks, AS/400, BladeCenter, Blue Gene, Blue Lightning, C Set++, CICS, CICS/6000, ClusterProven, CT/2, DataHub, DataJoiner, DB2, DEEP
BLUE, developerWorks, DFDSM, DirectTalk, DY NIX, DY NIX/ptx, e business(logo), e(logo)business, e(logo)server, Enterprise Storage Server, ESCON,
FlashCopy, GDDM, IBM, IBM(logo), ibm.com, IBM Total Storage Proven, IntelliStation, |Q-Link, LANStreamer, LoadLeveler, Lotus, Lotus Notes, Lotusphere,
Magstar, MediaStreamer, Micro Channel, MQSeries, Net.Data, Netfinity, NetView, Network Station, Notes, NUMA-Q, Operating System/2, Operating System/400,
0S/2, 0S/390, OS/400, Parallel Sysplex, PartnerLink, PartnerWorld, Passport Advantage, POWERparallel, PowerPC, PowerPC(logo), Predictive Failure Anaysis,
PS/2, pSeries, PTX, ptx/ADMIN, RETAIN, RISC System/6000, RS/6000, RT Personal Computer, S/390, Scal able POWERparallel Systems, SecureWay, Sequent,
ServerProven, SP1, SP2, SpaceBall, System/390, The Engines of e-business, THINK, ThinkPad, Tivoli, Tivoli(logo), Tivoli Management Environment, Tivoli
Ready(logo), TME, Total Storage, TrackPoint, TURBOWAY S, UltraNav, VisualAge, WebSphere, xSeries, zZ/OS, zSeries.

The following terms are trademarks of International Business Machines Corporation in the United States and/or other countries: Advanced Micro-Partitioning,
AlIX/L(logo), AIX 5L, AIX PVMe, AS/400e, Chipkill, Cloudscape, DB2 OLAP Server, DB2 Universal Database, DFDSM, DFSORT, Domino,

e-business(logo), e-business on demand, eServer, Express Middleware, Express Portfolio, Express Servers, Express Servers and Storage, GigaProcessor, HACMP,
HACMP/6000, Hypervisor, i5/0S, IBMLink, IMS, Intelligent Miner, Micro-Partitioning, iSeries, NUMA Center, ON DEMAND BUSINESS logo, OpenPower,
POWER, Power Architecture, Power Everywhere, PowerPC Architecture, PowerPC 603, PowerPC 603e, PowerPC 604, PowerPC 750, POWER2, POWER?2
Architecture, POWERS3, POWER4, POWER4+, POWER5, POWERS5+, POWERS6, Redbooks, Sequent (Iogo), SequentLINK, Server Advantage, ServeRAID,
Service Director, SmoothStart, SP, System p5, /390 Parallel Enterprise Server, ThinkVision, Tivoli Enterprise, TME 10, Total Storage Proven, Ultramedia,
VideoCharger, Virtualization Engine, Visualization Data Explorer, X-Architecture, z/Architecture.

A full list of U.S. trademarks owned by IBM may be found at: http://www.ibm.com/legal/copytrade.shtml.

UNIX isaregistered trademark in the United States, other countries or both.

Linux isatrademark of Linus Torvalds in the United States, other countries or both.

Microsoft, Windows, Windows NT and the Windows logo are registered trademarks of Microsoft Corporation in the United States and/or other countries.
Intel, Itanium and Pentium are registered trademarks and Xeon and MM X are trademarks of Intel Corporation in the United States and/or other countries
AMD Opteron is atrademark of Advanced Micro Devices, Inc.

Javaand all Java-based trademarks and logos are trademarks of Sun Microsystems, Inc. in the United States and/or other countries.

TPC-C and TPC-H are trademarks of the Transaction Performance Processing Council (TPPC).

SPECint, SPECfp, SPECjbb, SPECweb, SPECjAppServer, SPEC OMP, SPECviewperf, SPECapc, SPEChpc, SPECjvm, SPECmail, SPECimap and SPECsfs are
trademarks of the Standard Performance Evaluation Corp (SPEC).

NetBench is aregistered trademark of Ziff Davis Mediain the United States, other countries or both.

Other company, product and service names may be trademarks or service marks of others. Revised July 20, 2005
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Notes on benchmarks and values

The IBM benchmarks results shown herein were derived using particular, well configured, development-level and generally-available computer systems. Buyers
should consult other sources of information to evaluate the performance of systems they are considering buying and should consider conducting application
oriented testing. For additional information about the benchmarks, values and systems tested, contact your local IBM office or IBM authorized reseller or access
the Web site of the benchmark consortium or benchmark vendor.

IBM benchmark results can be found in the IBM System p5, @server p5, pSeries, OpenPower and IBM RS/6000 Performance Report at
http://www.ibm.com/servers/eserver/pseries/hardware/system perf.html.

Unless otherwise indicated for a system, the performance benchmarks were conducted using AIX V4.3 or AIX 5L. IBM C Set++ for AIX and IBM XL
FORTRAN for AIX with optimization were the compilers used in the benchmark tests. The preprocessors used in some benchmark tests include KAP 3.2 for
FORTRAN and KAP/C 1.4.2 from Kuck & Associates and VAST-2 v4.01X 8 from Pacific-Sierra Research. The preprocessors were purchased separately from
these vendors. Other software packages like IBM ESSL for AIX and MASS for AlX were also used in some benchmarks.

For adefinition and explanation of each benchmark and the full list of detailed results, visit the Web site of the benchmark consortium or benchmark vendor.

TPC http://www.tpc.org

SPEC http://www.spec.org

LINPACK http://www.netlib.org/benchmark/performance.pdf

Pro/E http://www.proe.com

GPC http://www.spec.org/gpc

NotesBench http://www.notesbench.org

VolanoMark http://www.volano.com

STREAM http://www.cs.virginia.edu/stream/

SAP http://www.sap.com/benchmark/

Oracle Applications http://www.oracle.com/apps_benchmark/

PeopleSoft - To get information on PeopleSoft benchmarks, contact PeopleSoft directly

Siebel http://www.siebel.com/crm/performance_benchmark/index.shtm
Baan http://www.ssaglobal.com

Microsoft Exchange http://www.microsoft.com/exchange/evaluation/performance/default.asp
Veritest http://www.veritest.com/clients/reports

Fluent http://www.fluent.com/software/fluent/fISbench/fullres.htmn
TOP500 Supercomputers http://www.top500.0rg/

Ideas International http://www.idesinternational.com/benchmark/bench.html

Storage Performance Council  http://www.storageperformance.org/results

Revised July 5, 2005
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Notes on performance estimates

rPerf
rPerf (Relative Performance) is an estimate of commercial processing performance relative to other IBM UNIX systems. It isderived from an IBM

anaytical model which uses characteristics from IBM internal workloads, TPC and SPEC benchmarks. The rPerf model is not intended to represent any
specific public benchmark results and should not be reasonably used in that way. The model simulates some of the system operations such as CPU,
cache and memory. However, the model does not simulate disk or network 1/0 operations.

rPerf estimates are cal culated based on systems with the latest levels of AIX 5L and other pertinent software at the time of system announcement. Actual
performance will vary based on application and configuration specifics. The IBM @server pSeries 640 is the baseline reference system and has avalue
of 1.0. Although rPerf may be used to approximate relative IBM UNIX commercial processing performance, actual system performance may vary and
is dependent upon many factors including system hardware configuration and software design and configuration.

All performance estimates are provided "AS |S" and no warranties or guarantees are expressed or implied by IBM. Buyers should consult other sources
of information, including system benchmarks, and application sizing guides to evaluate the performance of a system they are considering buying. For
additional information about rPerf, contact your local IBM office or IBM authorized reseller.

Revised August 12, 2005
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Acknowledgements
= Jay Kruemcke — AIX Offering Manager

— Product slides
= |IBM AIX 6.1 Information center
—  http://publib.boulder.ibm.com/infocenter/pseries/vérl/index.jsp
= |IBM Redbooks
— AIX V6 Advanced Security Features Introduction and Configuration
— http://www.redbooks.ibm.com/abstracts/sq247430.htmI?Open
Introduction to Workload Partition Management in IBM AlX Version 6
—  http://www.redbooks.ibm.com/redpieces/abstracts/sg247431.htmI?Open
— IBM System p Live Partition Mobility
— http://www.redbooks.ibm.com/abstracts/sq247460.htmI?Open
— IBM AIX Version 6.1 Differences Guide
— http://www.redbooks.ibm.com/redpieces/abstracts/sg247559.html?Open
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Things to consider

= This familiarisation session is self-paced

= Text to enter into the system is undelined as shown below
— lslpp -L -b SystemMgmtClient
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Systems Director Console for AIX

= This section introduces you to the Systems Director Console for AlX

= The ‘console’ can be viewed through a normal browser with no other
software required on the ‘viewing’ system

= The console is fast, secure and flexible
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Systems Director for AlX

= On your laptop/desktop PC, open a browser and enter the address
of your AIX 6.1 image in the following form
— https://’vyour host’:5336/ibm/console

— For example if your system is 192.168.0.73
— https://192.168.0.73:5336/ibm/console
= This will open a welcome screen

= Log in as root
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Systems Director for AlX

@ Integrated Solutions Console - Mozilla Firefox: IBM Edition M=)
File Edit Wiew History Bookmarks Tools Help *
<:IF_| - - @ m | |:| https: {/buzz2: 5336 fibm/conscle flogon. jsp Q| T| B"] |*|:E:-:-g = |*~\,]
[ Windows Media [ 18M
IBM. Systems Director Console for AlX.

Welcome, enter your information.
User ID:
|rcmt |
Password:
|====:: |

Logi

¥

Done buzz2:5336 fa&
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Welcome to the console

'@ Integrated Solutions Console - Mozilla Firefox: IBM Edition
File Edit Wew History Bookmarks | Teels = Help

<:IF_| - - @ m ||:| https: {/buzz2: 5336 fibmjconsole flogin. do?action=secure

[ Windows Media [ 18M

IBM. Systems Director Console for AlX. Welcome raot Help | Logout

welcome

My Startup Pages

OS5 Management welcome [:.
Waealcome 7=0
Welcome To IBM Systems Director Console For ATX About

The IBM Systems Director Console for AIX provides an easy to use interface for administering
the web-enabled AIX management tasks, including previcus System Management Interface
Tool (SMIT) and Web-based System Management tasks. Use the OS5 Management navigation
tab to view your management task categories. Each category will display subcategories that will
lead to all of the tasks you can perform using the conscle. You may also navigate directly to
the tasks using the SMIT tool.

For more information about the conscle, AIX and System p. or hardware, refer to the following
u infarmation centers:
IBEM Systems Director Conscle for AIX Information Center.

Al¥ and System p Information Center.

System hardware Information Center.

Set Up FEE

Set Up IBM Systems Director Console For AIX

Az the conscole administrater you must set up the users and permissions for the system. To de

this you must verify the AIX user IDs for console users and grant them permission to use

specific conscle parts based on theair specified roles. If no user other than root is to have M
A= Lokl Y i icol

Done buzz2:5336 fa&
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Have a look at the health stats then open ‘OS Management’

@ Integrated Solutions Console - Mozilla Firefox: IBM Edition mE x|
File Edit Wiew History Bookmarks Tools Help *
<:IF_| - - @ m ||:| https: {/buzz2: 5336 fibmjconsole flogin. do?action=secure ﬁ| T| ﬁ"] |*|:E:-:-;e |*~1“]

[ Windows Media [ 18M

IBM. Systems Director Console for AlX. Welcome root Help | Logout |
Wwelcome J Health %
My Startup Pages
OS5 Management Select |  Metric | Trend | Previous | Latest | w
(%) Physical Memory = 99.00  99.00
) virtual Memory = 7088 7088
L) Paging Space =+ 33,00  99.00
Total CPU
O Utilization b L1-20 TEEL
E L) CPU 1 utilization =+ 6.70 6.70
@ CPU 0 utilization e 0.00 0.00
Chart Type:  Pie
[9<7 page 1 of 1 D203

| Process Name® | Process IDE | Pamllﬂ
< I | (]
Done buzz2:5336 fa&
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WPAR Management

This section shows how to create a system WPAR using the
console

How to start the WPAR

How to ‘connect’ to the WPAR

© 2007 IBM Corporation
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Use the console to administer WPARS

'@ Integrated Solutions Console - Mozilla Firefox: IBM Edition M=)
File Edit Wew History Bookmarks Tools Help *

¢| - - @ m ||:| https: f{buzz2:5336 fibmfconsole login. do?action=secure ﬁ| T| B"] |"|:

[} wWindows Media [~ IBM

IBM.. Systems Director Console for AlX. Welcome root Help | Logout

welcome [ﬂj Health X | --- select Action --- [»]

My Startup Pages
: Li=ain w

Security & Users

Role Based Access
Control

IL—I System Configuration

Manage the
Cl'vpl_:ographv Standard » Hetwork Configuration

=11 (PKC511)

System Environments - » | Paging Space Configuration

Print Spooling

Communications
Applications and
Services

System Storage 4
Management

sses B =l ol o ] Metric Detail

buzzz

armance B Resaurce Select | Metric | Trend | Previous Latest |
Scheduling |
Devices (®) Physical Memaory > 99.00  99.00

Advanced Accounting

Software Installatien and O Virtual Memaory A 7101 7102
laintenance

foware License
agement ) Paging Space = 99.00  99.00

waorNoad Partition
Administration M {] 11}

Done buzz2:5335 fa&
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Open the System WPAR administration page

'@ Integrated Solutions Console - Mozilla Firefox: IBM Edition
File Edit Wew History Bookmarks Tools Help

¢| - - @ m ||:| https: f{buzz2:5336 fibmfconsole login. do?action=secure

[} wWindows Media [~ IBM

IBM.. Systems Director Console for AlX. Welcome root Help | Logout

- §
welcome u Heslth = | \Workload Pa... %

My Startup Pages

[El OS5 Management

Security B Users
Role Based Access

Waorkload Partition Administration

Control

Manage the Welcome To Workload Partition Administration

Cryptography Standard

=11 (PKCS11) Workload Partition Administration provides you with tools you can use to perform common
System Environments tasks related to the workload partitions (WPAR). Use the task links on the right to quickly jump

to those tasks.

Print Spooling
Communications

APPI!CEUDHS 2nd FE'_]' List All Workload Partitions
Services
System Storage Use this tool to view workload partitions. Learn more =
Management i
Administer 5YSTEM Workload Partitions

Use these tools to manage system workload partitions. List System Workload
Learn more Partitions

Determination

ormance B Resource Change [/ Show System
Scheduling | Workload Partition

Drevices Characteristics

Advanced Accounting

Administer APPLICATION Workload Partitions

Software Installatien and T
Maintenancea Use these tools to manage application workload List Application Worklead

partitions. Learn more Partitions

Software License
Management Change / Show Application
iWarkload Partition: Workload Partition

M Characteristics M

Done buzz2:5335 fa&

© 2007 IBM Corporation




AlX 6.1 ‘test drive’

WPAR Setup

'@ Integrated Solutions Console - Mozilla Firefox: IBM Edition M=)
File Edit Wew History Bookmarks Tools Help *

@l - - @ m ||:| https: f{buzz2:5336 fibmfconsole login. do?action=secure ﬁ| T| B"] |"|:

[} wWindows Media [~ IBM

IBM.. Systems Director Console for AlX. Welcome root Help | Logout

E - -
welcome u Health Werkload Pa... * --- Salact Action --- [l-ll

My Startup Pages

[El OS5 Management

Security B Users

Role Based Access
Control

Waorkload Partition Administration

Manage the
Cryptography Standard
=11 [PKCS11)

System Environments

Workload Partition Administration > Administer SYSTEM Workload Partitions

Print Spaoling List System Workload Partitions
Communications
Applications and
Services

te a System Workload Partition or Specification File

Start / Stop / Reboot & System Workload Partiticn

SIS S System Workload Partition Software Maintenance

Change / Show System Workload Partition Characteristics

FRemove a System Workload Partition

termination
System Workload Partition Backup Manager

nce B Resource
cheduling

Devices

Advanced Accounting

Software Installatien and
Maintenance

Software License
Management

warkload Partition
Administration M

Done buzz2:5335 fa&
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WPAR Setup

‘U Integrated Solutions Console - Mozilla Firefox: IBM Edition

File Edit Wiew History

Bookmarks Tools Help *

@ -

- @ m ||:| https: f{buzz2:5336 fibmfconsole login. do?action=secure ﬁ| T| B"] |"|:E:-:-;5 |*~1“]

[} wWindows Media [~ IBM

welcome

My Startup Pages
[El OS5 Management

Security B Users

Role Based Access
Control

Manage the
Cryptography Standard
=11 [PKCS11)

System Environments
Print Spooling
Communications

Applications and
Services

termination
nce B Resource

Devices

Advanced Accounting
Software Installatien and
Maintenance

Software License
Management

warkload Partition
Administration

IBM.. Systems Director Console for AlX.

[

[

Welcome root Help | Logout

--- Select Action --- [»]

Health = | Workload Pa... *

Waorkload Partition Administration

Workload Partition Administration > Administer SYSTEM Workload Partiticns > Create a
System Workload Partition or Specification File

_Create a System Workload Partition

Create s System Workload Partition (Advanced)

Create a Specification File from a System Workload Partition

Create a System Workload Partition frem a Specification File

Done

buzz2:5335 fa&
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= WPAR Name: WPAR-1

— The example uses ‘WPAR-1’
as the name, you can choose
another if you wish

= Network INTERFACE: enO

— Or other suitable ‘en’ device

= Internet ADDRESS: | |
* Waorkload Partition Name WPAR-1
192.168.0.1
) . . HOSTNAME | |
— Using this address, you will be
able to ‘telnet’ into the WPAR e | |
fl’0m the AlX |mage but not Default Volume group name | |v |G|
from ‘outside’. In a ‘real’ o lobel teme Remolution Sett Ovee ®
. . opy Global Name Resolution Settings vas no
environment, use a suitable IP !
address for connectivity to the Network INTERFACE |en0 lv]a]
network Internet ADDRESS (dotted decimal)  [192.168.0.1 |
= Mask: 255.255.255.0 Network MASK 1255.255.255.0| |
Create the Workload Partition? @-,reg Dnn
Specification Cutput File | |
START Waorkload Partition? [no | w |

18 © 2007 IBM Corporation
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U Integrated Solutions Console -

Mozilla Firefox: IBM Edition

File Edit View History

Bookmarks  Tools

Help

@ -

© @ fl} ||:| https: /jbuzz2: 5336 fibm /console /secure/securelogon. do

a[x[»]

[} windows Media [ 1M

.

Welcame
My Startup Pages
B ©5 Management

Security B Users
Fole Based Access
Control

Manage the
Cryptography
Standard #11
(PKCS11)

System Environments
Print Spooling
Communications
Applications and
Services

System Storage
Management
Processes B
Subsystems

Problem
Determination

[l

Performance &
Resource Scheduling

Devices
Advanced Accounting
Software Installation
and Maintenance
Software License
Management
Workload Partition
Administration

Execution Ma

System Management
Intarface Tool (SMIT)

Web-based System
Manager

Health

IBM. Systems Director Console for AlX«

Welcome root Help | Legout

--- Select Action -

J Workload Pa... *

Workload Partition Administration

Workload Partition Administration = Administer SYSTEM Workload Partitions = Create a
System Workload Partition or Specification File > Create a System Workload
Partition

% Workload Partition Name |WPAR-1 |
HOSTNAME | |
Baze Directory | |
Default Volume group name | Iv |0-|
gggtpti\;iobal Name Resolution e yes ® no =
Network INTERFACE |eno [v]&]
Internet ADDRESS (dotted |192.168.0.1 |

decimal)

Network MASK |255.255.255.0I |

Create the Workload Partition? ®vyes Ono
Specification Output File | |
START Worklead Partition? [no [+

\r 0K || Launch DCEM || cancel || Reset || Show Command |

* Required Field

%] |

https: f{buzz2:53386 ibmfconsole /navigation. do?pagell =com.ibm.wsmit.node. WPAR &moduleRef=wSMIT_FrontEnd&currPage =true#

buzz2:5336 &
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Note: You will receivea
warning about the network
address, this can beignored in
the lab’

= The WPAR is created, now we need to start it

'@ Integrated Solutions Console - Mozilla Firefox: IBM Edition

Welcome
My Startup Pages

E ©5 Management

Security B Users

Role Based Access
Cantral

Manage the
Cryptegraphy Standard
=11 (PKC511)

System Environments
Print Spoeling

Coemmunications
Applications

em Storage
Management
Processes B
Subsystems

Sdvanced Accounting
Software Installation and
Maintenance

Software License
Management

Worklead Partition
Administration

o

Heslth % | workload Pa... %

Workload Partition Administration

b Command

File Edit View History Bookmarks Tools Help *
(?I - - @ ‘m ||:| https://buzz2: 5336/ibm/console login.do?action=secure ﬁ| Y| P] |'|=E:-:-;e |L\]
[0 windows Media (=) 18M

IBM. Systems Director Console for AlX. Welcome root Help | Logeut

--- Select Action ---

Command successful H m

Create a System Workload Partition

t.core.sec
rsct.core.sr
csm.client
rsct_core.rmc
rsct.core.sensorrm
rsct.core.auditrm
rsct.core.errm
rsct.core.fsrm
rsct.core_hostrm
rsct_core_lprm

2.5.0.0 ROOT APPLY
2.5.0.0 ROOT APPLY
1.7.0.0 ROOT LPELY
2.5.0.0 ROOT AEELY
2.5.0.0 ROOT RPELY
2.5.0.0 ROOT APPLY
2.5.0.0 ROOT APPLY
Z2.5.0.0 ROOT LPELY
2.5.0.0 ROOT AEELY
2.5.0.0 ROOT APPLY

Syncroot:
=3yncroot:
syncroot:

= irm et -

[v]

<]

Processing root part instaellation status.
Installp root packages sre currently synchronized.
Synchronizing BRPM root files.

Markina ansrcra ramidiramanta

]

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

5]

(|

https: ffbuzz2: 5336 ibm/conscle navigation. do?pagelli=com.ibm. wsmit.node. WP AR &moduleRef=wSMIT_FrontEnd&currPage =true#

buzz2:5335 [&%

© 2007 IBM Corporation




AlX 6.1 ‘test drive’

w Integrated Solutions Console - Mozilla Firefox: IBM Edition
File Edit Wiew History Bookmarks Tools Help

@I - - @ m ||:| https: {fbuzz2: 5336 fibm/console flogin. dovaction =secure

[ windows Media [ 18M

IBM. Syslems Director Console for AlX. ‘Welcome root Help | Logout

~ -~
Welcome u Health X
My Startup Pages

El OS5 Management

Security B Users
Role Based Access

Workload Partition Administration

Cantral

Manage the -

Crypt: hy Standard rkload Partitions > Create a
“lrvlpl_op?(ré; 1_";_\ anear kload fi | te a System Workload Partition
= L s

System Environments

Print Spoaling

Communications
Applications and
Services

System Stora

|
|
Base Directory | |
I

Default Volume group name | b IQr|
Copy Global Name Resclution Settings Oyes @ e
e B Resource
ulin |
e Network INTERFACE | [v]&]
Devices ]
Advanced Accounting Internet ADDRESS (dotted decimal) | |
Saoftware Installation and
Maintenance Network MASK | |
Software License
Management Create the Workload Partition? @YES O no
Waorkload Partiticn
Administratien M Specification Output File | | M
Done buzz2:5336 fa&
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'@ Integrated Solutions Console - Mozilla Firefox: IBM Edition M=%}
File Edit View History Bookmarks Tools Help *

¢| - - @ m ||:| https: /fbuzz2:5336 ibmjconsolelogin.do?action=secure &| 1r| P] |"|=E ogle |‘--t.,l

[} windows Media 7 1BM

IBM.. Systems Director Console for AlX. Welcome root Help | Logout

.S - .
Welcom= o] Heslth | Workload Pa.. % --- Select Action - (ine]

My Startup Pages

E OS5 Management

Security B Users

Workload Partition Administration

Role Based Access
Cantral

Manage the
Cryptography Standard
=11 (PKCS11)

System Environments

Print Spocling List System Workload Partitions
Communications
Applications and
Services _Start / Stop / Reboot 3 System Waorkload Partition
System Storage
Management

Workload Partition Administration > Administer SYSTEM Workload Partitions

Create 8 System Workload Partition or Specification File

System Workload Partition Software Maintenance

Change / Show System Workload Partition Characteristics

FEemove a System Workload Partition

System Workload Partition Backup Manager

Devices

Advanced Accounting

Saoftware Installation and
Maintenance

Software License
Management

Workload Partition
Administration M

Done buzz2:5336 (=
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'@ Integrated Solutions Console - Mozilla Firefox: IBM Edition
File Edit Wew History Bookmarks Tools Help

(fg_l - - @ m ||:| https: {/buzz2: 5336/ibm/console login.do?action=secure

[ windows Media [ 18M

IBM. Systems Director Console for AlX. Welcome root Help Logout

~ -
welcame u Health X
My Startup Pages

[E OS5 Management

Security B Users
Role Based Access

Waorkload Partition Administration

Control

Manage the . L . o .

Cryptography Standard Workload Partition Administration *> Administer SYSTEM Workload Partitions > Start f Stop
211 [PKCS11) / Reboot a System Workload Partition

- L 4

System Environments

Print Spocling
Communications Start 8 System Workload Partition

Applicatiens and
Services

Start & System Workload Partition in Maintenance Mode

Stop a System Workload Partition

Feboot 3 System Workload Partition

Devices

Advanced Accounting

Software Installation and
Maintenance

Software License
Management

warkload Partition
Administratien M

Done buzz2:5336 oy
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AlX 6.1 ‘test drive’

'@ Integrated Solutions Console - Mozilla Firefox: IBM Edition M‘
File Edit View History Bookmarks Tools Help *
¢| - - @ m ||:| https: /fbuzz2:5336 ibmjconsolelogin.do?action=secure &| 1r| P] |"|=E:-:-;e |‘--t.,l

[} windows Media 7 1BM

IBM.. Systems Director Console for AlX. Welcome root Help | Logout

.S - .
Welcom= o] Heslth | Workload Pa.. % --- Select Action - (ine]

My Startup Pages

E OS5 Management

Security B Users

Workload Partition Administration

Role Based Access
Cantral

M th
Cf::ti:ra;hv S Waorkload Partition Administration > Administer SYSTEM Weorkload Partitions > Start / Stop /

=11 [PKCS11] Eeboot a System Workload Partition = Start a System Workload Partition

System Environments

Print Spoeling

Communications * Inactive Workload Partitions [WPAR-1 Iv IQv|
Applications and
Services

System Storage
Management

* Required Field

Devices

Advanced Accounting

Saoftware Installation and
Maintenance

Software License
Management

Workload Partition
Administration M

https: //buzz2:5336/ibm/console/navigation. do?pagelD =com.ibm. wsmit.node . WPAR &moduleRef=wSMIT_FrontEnd&currPage =true= buzz2:5336 ﬁ

© 2007 IBM Corporation




AlX 6.1 ‘test drive’

The WPAR is Running ©

‘@ Integrated Solutions Console - Mozilla Firefox: IBM Edition M= x|
File Edit View History Bookmarks Tools Help *

¢| - - @ m ||:| https: /fbuzz2:5336 ibmjconsolelogin.do?action=secure &| 1r| P] |"|=E:-:-;e |‘--t.,l

[} windows Media 7 1BM

IBM.. Systems Director Console for AlX. Welcome root Help | Logout

.S - .
Welcom= o] Heslth | Workload Pa.. % --- Select Action - (ine]

My Startup Pages

El OS5 Management Workload Partition Administration

Security B Users

Role Based Access Start a System Workload Partition

Cantral

Manage the
Cryptography Standard Command successful
=11 (PKCS11)

System Environments

Print Spoeling

Communications
Applications and
Services

Clutput
Sterting workloed partition WBRR-1.

System Storag

ocounting &ll workload partition f£ile systems.

cading worklosd partition.

xporting workload partition dewvices.

Sterting workloed pertition subsystem cor WFAR-1.

0513-05% The cor WEAR-1 Subsystem has been started. Subsystem PID is Z25374.
WVerifying workload pertition startup.

Devices

Advanced Accounting
Saoftware Installation and
Maintenance

Software License
Management

Warkload Partition M
Administration M[ﬂ [ 1] ] m
https: //buzz2:5336/ibm/console/navigation. do?pagelD =com.ibm. wsmit.node . WPAR &moduleRef=wSMIT_FrontEnd&currPage =true= buzz2:5336 ﬁ
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AlX 6.1 ‘test drive’

WPAR

= The WPAR is started, to check, look at the system and try:
— Start in the Global Environment — ‘GE’ (‘parent’ AIX level)

— Jlswpar
— State should be ‘A’ (Active)

— lswpar —R

— Jlswpar -N
= To log into the WPAR (from the GE), use:-
— telnet ‘Address of WPAR-1’
— If the WPAR does not have an IP address, c1ogin WPAR-1 may be used to
connect in place of ‘telnet’

= Try:
— Changing the WPAR password
— Log out and back in to see what has changed
— The GE root password is unchanged
— When logged into the WPAR do a ‘ps__-ef’ and check what processes are visible —
just the WPARs! Then try a‘lsdev’
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AlX 6.1 ‘test drive’

JFS Snapshot Facllity

= This section shows how to create an ‘internal’ JFS2 filesystem
snapshot

= All filesystem operations must be performed in the GE
If you are logged into a WPAR, log out of the WPAR before doing the JFS2
Snapshot exercise
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AlX 6.1 ‘test drive’

28

JFS2 Filesystem Snapshot

= JFS2 Integrated Snapshot

Up to 64 Snapshots in the same logical volume as the source file system

Snapshots accessible under a well known directory name (.snapshots) at the

filesystem root
Useful for user initiated recovery after accidental deletion, including over

NFS

Traditional JFS2 logical volume based snapshot still supported (from AIX 5.2)

© 2007 IBM Corporation




AlX 6.1 ‘test drive’

JFS2 Internal Filesystem Snapshot

'@ Integrated Solutions Console - Mozilla Firefox: IBM Edition M=)
File Edit Wew History Bookmarks Tools Help *

@l - - @ m ||:| https: f{buzz2:5336 fibmfconsole login. do?action=secure ﬁ| T| B"] |"|:E:-:-;5 |*~1“]

[} wWindows Media [~ IBM

IBM.. Systems Director Console for AlX. Welcome root Help | Logout

E - -
welcome u Health Werkload Pa... * --- Salact Action --- [l-ll

My Startup Pages

[El OS5 Management

Security B Users

Role Based Access
Control

Waorkload Partition Administration

M th
c::pat?:Zra;hy Seandard Waorkload Partition Administration > Administer SYSTEM Workload Partitions

=11 (PKC511)
System Environments

Print Spaoling List System Workload Partitions
Communications
Applications and
Services Start / Stop / Reboot & System Workload Partiticn

System Storage E

Create a System Workload Partition or Specification File

System Workload Partition Software Maintenance

Change / Show System Workload Partition Characteristics

FRemove a System Workload Partition

Problem Dretermination
System Workload Partition Backup Manager
Performance B Resource

counting

stallation and

Software License
Management

warkload Partition
Administration M

https: {/buzz2: 5336 fibmj/console fnavigation.do?pagelD =com.ibm. wsmit.node. WP AR &moduleRef=wSMIT_FrontEnd&currPage =true# buzz2:5335 fa&
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AlX 6.1 ‘test drive’

Need to create a new filesystem for ‘internal’

'@ Integrated Solutions Console - Mozilla Firefox: IBM Edition
File Edit Wew History Bookmarks Tools Help

¢| - - @ m ||:| https: f{buzz2:5336 fibmfconsole login. do?action=secure

[} wWindows Media [~ IBM

IBM.. Systems Director Console for AlX. Welcome root Help | Logout

wWelceme [ﬂ

My Startup Pages

| Heaith % Wordosd Pa.. X [ System Stor... X

[El OS5 Management

Security B Users

Role Based Access
Control

Manage the Welcome To System Storage Management
Cryptography Standard

=11 (PKCS11) System Storage Management provides you with tocls you can use to perform common tasks
System Environments related to physical and logical volumes, file systems, directories, files, and backups. Use the
= task links on the right to quickly jurmp to those tasks.

System Storage Management

Print Spooling
Communications

Applications and rﬁi Logical Volume Manager

Services =
Use these tools to manage physical volumes (disks), Back Up a Wolume Group
# and legical velumes that can span multiple physical - —— Vol
valumes. Learn mare =store Files in 3 volums

Group Backup

ile Systems

e B Resource Use these tools to manage file systems. Learn more Backup = File System

uling
. Restore a File System
Devices
Advanced Accounting ‘HB Files & Directories
Software Installatien and
Maintenance Use these tocls to manage individual files or directories. |

Backup a File or Directory
Learn more

Software License Restore a File or Directory
Management
warkload Partition I-EJ System Backup Manager

Administration M Use these tools to plan, make, and restore system Back Ug the Systam M

Done buzz2:5335 fa&
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AlX 6.1 ‘test drive’

JFS2 Internal Filesystem Snapshot

'@ Integrated Solutions Console - Mozilla Firefox: IBM Edition M=)
File Edit Wew History Bookmarks Tools Help *

@l - - @ m ||:| https: f{buzz2:5336 fibmfconsole login. do?action=secure ﬁ| T| B"] |"|:

[} wWindows Media [~ IBM

IBM.. Systems Director Console for AlX. Welcome root Help | Logout

wWelceme [ﬂ

My Startup Pages

| Heaith % Wordosd Pa.. X [ System Stor... X

[E OS5 Management System Storage Management

Security B Users

Role Based Access ;
Control System Storage Management (Physical & Logical Storage] > File Systems

Manage the
Cryptography Standard
=11 [PKCS11)

. List All File Systems
System Environments

Srint Spooling = List All Mounted File Systems
Communications __prd / Change / Show / Delete File Systems

Applications and
Services

Mount a File System

System Mount a Group of File Systems

Unmount a File System

Unmount @ Group of File Systems

Verify @ File System
e B Resource
il L Backup = File System

Devices Festore a File System

Advanced Accounting List Contents of a Backup

Software Installatien and d bacle h
Maintenance Create an ack up a snapshot

Software License
Management

warkload Partition
Administration M M

Done buzz2:5335 fa&
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AlX 6.1 ‘test drive’

JFS2 Internal Filesystem Snapshot

'@ Integrated Solutions Console - Mozilla Firefox: IBM Edition M=)
File Edit Wew History Bookmarks Tools Help *

@ - - @ m ||:| https: f{buzz2:5336 fibmfconsole login. do?action=secure ﬁ| T| P] |*|C—:

[} wWindows Media [~ IBM

IBIH«S)'Btems Director Console for AlX. Welcome root Help | Logout

wWelceme

My Startup Pages

| Health XL Workload Pa... X (5’5‘““ Stor.. X --- Select Action --- (e

[El OS5 Management

Security B Users

Role Based Access
Control

System Storage Management

Manage the
Cryptography Standard
=11 [PKCS11)

System Environments

System Storage Management (Physical & Logical Storage] * File Systems = Add / Change
[/ Show [/ Delete File Systems

Print Spooling

Communications nhanced Journaled File Systems
Applications and
Services

Syste COROM File Systems

Journaled File Systems

Network File System (NFS)

e B Resource
uling

Devices

Advanced Accounting

Software Installatien and
Maintenance

Software License
Management

warkload Partition
Administration

Done buzz2:5335 fa& =
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AlX 6.1 ‘test drive’

JFS2 Internal Filesystem Snapshot

'@ Integrated Solutions Console - Mozilla Firefox: IBM Edition M=)
File Edit Wew History Bookmarks Tools Help *

@l - - @ m ||:| https: f{buzz2:5336 fibmfconsole login. do?action=secure ﬁ| T| B"] |"|:

[} wWindows Media [~ IBM

IBM.. Systems Director Console for AlX. Welcome root Help | Logout

wWelceme [ﬂ

My Startup Pages

| Heaith % Wordosd Pa.. X [ System Stor... X

[E OS5 Management System Storage Management

Security B Users

Role Based Access ;
Cantrol System Storage Management (Physical B Logical Sterage) * File Systems = Add [/
Change / Show / Delete File Systems > Enhanced Journaled File Systems

Manage the
Cryptography Standard
=11 [PKCS11)

System Environments

Add an Enhanced Journaled File System

Print Spoalin
R g #Add an Enhanced Journaled File System on a Previously Defined Logical Velume

Communications
Applications and
Services

Change / Show Characteristics of an Enhanced Journaled File System

[ Femowve an Enhanced Journaled File System
4

Manage Quotas for an Enhanced Journaled File System

Defragment an Enhanced Journaled File System

List Snapshots for an Enhanced Journaled File System

e B Resource Create Snapshot for an Enhanced Journaled File System

ulin
i e Mount Snapshot for an Enhanced Journaled File System
Devices
Advanced Accounting Femove Snapshot for an Enhanced Jeurnaled File System
Software Installation and Unmount Snapshot for an Enhanced Journaled File System (S

Maintenance
. Change Snapshet for an Enhanced Journaled File System
Software License
Management Rollback an Enhanced Journaled File System to & Snapshot

warkload Partition
Administration M M

https: {/buzz2: 5336 fibmjconsole fnavigation.do?pagelD =com.ibm.wsmit.node.D&moduleRef=wSMIT_FrontEnd&currPage=true # buzz2:5335 fa&
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AlX 6.1 ‘test drive’

JFS2 Internal Filesystem Snapshot

'@ Integrated Solutions Console - Mozilla Firefox: IBM Edition M=)
File Edit Wew History Bookmarks Tools Help *

@l - - @ m ||:| https: f{buzz2:5336 fibmfconsole login. do?action=secure ﬁ| T| B"] |"|:

[} wWindows Media [~ IBM

IBM.. Systems Director Console for AlX. Welcome root Help | Logout

Ea - - -
s [~) | Heaith % Wordosd Pa.. X [ System Stor.. X --- Select Action --- (el
My Startup Pages

[El OS5 Management

Security B Users

Role Based Access
Control

System Storage Management

Manage the
Cryptography Standard
=11 [PKCS11)

System Environments

System Storage Management (Physical B Logical Storage) = File Systems > Add [/ Change /
Show / Delete File Systems = Enhanced Journaled File Systems > Add an Enhanced
Journaled File System

Print Spooling

Communications
Applications and Volume Group Name |rﬂﬂt\fg Iv IQ.l
Services

System Storage

e B Resource
uling

Devices

Advanced Accounting

Software Installatien and
Maintenance

Software License
Management

warkload Partition
Administration M

https: {/buzz2: 5336 fibmjconsole fnavigation.do?pagelD =com.ibm.wsmit.node.D&moduleRef=wSMIT_FrontEnd&currPage=true # buzz2:5335 fa&
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AlX 6.1 ‘test drive’

JFS2 Internal Filesystem Snapshot

= Parameters required are:
Number of Units: 500 seems reasonable (MBytes that is)

35

MOUNT POINT: /testfs

— You can use something else if you wish

Mount automatically at restart: yes
Allow internal snapshots: yes
The rest are defaults

Volume group name
SIZE of file system

Unit Size
" Numbar of units

* MOUNT POINT

Mount AUTOMATICALLY at systam
restart?

PERMISSIONS

Mount OPTIONS

Block Size (bytes)

Logical Valume far Log
Inline Log size [(MBytes)
Extended Attribute Format

Enable Quota Management?

Enable EFS?

rootvg

Megabytes
500

[testfs

@ yes Ono

<]

@ read/writs D read anly

4096
default
no
G Wes G} no

Allow internal snapshots?

HE EEE
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AlX 6.1 ‘test drive’

JFS2 Internal Filesystem Snapshot

'@ Integrated Solutions Console - Mozilla Firefox: IBM Edition =%
Eile Edit View History Bookmarks Tools Help *

@ - - @ ‘m ||:| https: f/buzz2:5336/ibmjconsole login.do?action=secure £i| "| h'] |'|C-:-:-g& |L+\_]

i Windows Media [ IBM

IEIIH.Syslems Director Console for AlX. ‘Welcome root Help | Logout

s

Wwelcame --- Selact Action ---

| Hesalth '_chtlnad Pa... X (Systanstor... x

My Startup Pages
B OS5 Management

Volume group name rootvg

Security & Users SIZE of Fil 8
Role Based Access SUfE

Control Unit Size |Megab’y‘te§ IV|
Manage the

E:r',fpl_:ograph',.f Standard * Number of units |SDD |

#11 [PKCS511)

System Environments * MOUNT POINT |.|'testfs | il
Print 5 li

rintSpecling Mount AUTOMATICALLY at system

Communications restart? @yes Ono
Applications and

Services

= PERMISSIONS @read.-"write Oread only

System Storage

e et Mount OPTIONS | [v]a]
Processes B

Subsystems E Block Size (bytas) |4DEIS IV |
Problem Determination

Performance B Resource Logical Volume for Log | IV Ia|

Scheduling

Devicas Inline Log size [(MBytes) | |

Advanced Accounting Extended Attribute Format |‘:|E'FE"-||t IV |

Software Installation and
Maintznance Enable Quota Management? |r1c| Iv |
oftware License

Enable EFS? Oyes ®no

Cluster Syste Allow internal snapshots? @yes Ono

Management

Distributed Command
Execution Manager

System Management oK || Launch DCEM || Cancel || Reset || Show Command |

Done buzz2:5336 &%

© 2007 IBM Corporation




AlX 6.1 ‘test drive’

JFS2 Internal Filesystem Snapshot

'@ Integrated Solutions Console - Mozilla Firefox: IBM Edition M=)
Eile Edit View History Bookmarks Tools Help *

¢| - - @ m ||:| https: f/buzz2:5336/ibmjconsole login.do?action=secure ﬁﬁ| "| E"] |'|

i Windows Media [ IBM

IBM. Systems Director Console for AlX. Welcome root Help | Logout
Welcome iad | Health ,‘ Workload Pa... K [ System Stor_. X |--- Selact Action --- [i"
My Startup Pages
B 0S Management | _System storage Management 1Y
Security B Users
Fole Besed Access Add an Enhanced Journaled File System

Manage the
Cryptography Standard Command successful
#11 [PKCS511)
System Environments
Print Spooling
Communications
Applications and

S .
Ervices Outout

File system created successfully.
524088 kilobytes total disk space.
E Mlew File System size is 104857¢

System Storag
Managema

“roblem Determination

Performance B Resource
Scheduling

Devices

Advanced Accounting
Software Installation and
Maintenance

Software License
Management

Workload Partition
Administration

Cluster Systems
Management

Distributed Command
Execution Manager M

System Management V I( [ 1] I m

Done buzz2:5336 fha
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AlX 6.1 ‘test drive’

JFS2 Internal Filesystem Snapshot

= The filesystem must be mounted before the snapshot can be

created
= Log onto your system and mount /testfs

— mount /testfs
= ‘cd’ to /testfs and create some files —these are the files we will

‘accidentally’ delete...
— cd /testfs

— ps —ef >important ps file

— echo hello world > hw.txt

38 © 2007 IBM Corporation




AlX 6.1 ‘test drive’

JFS2 Internal Filesystem Snapshot

'@ Integrated Solutions Console - Mozilla Firefox: IBM Edition
Eile Edit View History Bookmarks Tools Help

¢| - - @ m ||:| https: f/buzz2:5336/ibmjconsole login.do?action=secure

i Windows Media [ IBM

IBM. Systems Director Console for AlX. Welcome root Help | Logout
Wwelcame i A A
i | Health * Worklcad Pa... [ System Stor... X
My Startup Pages
] OS5 Management System Storage Management

Security B Users

Role Based Access )
Control System Storage Management (Physical B Logical Storage] > File Systems = Add /
Change / Show / Delete File Systems > Enhanced Journaled File Systems

Manage the
Cryptography Standard
#11 [PKCS511)

System Environments

Add an Enhanced Journaled File System

Print Spoalin
g < Add an Enhanced Journaled File System on a Previously Defined Logical Velume

Communications

Applications and Change / Show Characteristics of an Enhanced Journaled File System
Services

Bemove an Enhanced Journaled File Systam
System Storage

Management Manzge Quotas for an Enhanced Journaled File System
Processes & Defragment an Enhanced Journaled File System
Subsystems "

Problem Determination List Snapshots for an Enhanced Journaled File System

Performance B Resource Create Snapshot for an Enhanced Journaled File Svstem

Mount Snapshot for an Enhanced Journaled File System

evices
Eemove Snapshot for an Enhanced Journaled File System

Advanced Accounting

Software Installation and Unmount Snapshot for an Enhanced Journaled File System
Maintenance

Change Snapshot for an Enhanced Journaled File Svstem

Software License
Management Rollback an Enhanced Journaled File System to a Snapshot
Workload Partition
Administration

Cluster Systems

Management

Distributed Command
Execution Manager —

System Management M M

Done buzz2:5336 fha
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AlX 6.1 ‘test drive’

JFS2 Internal Filesystem Snapshot

'@ Integrated Solutions Console - Mozilla Firefox: IBM Edition M=)
Eile Edit View History Bookmarks Tools Help *

¢| - - @ m ||:| https: f/buzz2:5336/ibmjconsole login.do?action=secure ﬁﬁ| "| E"] |'|:E

i Windows Media [ IBM

m
—
&

IBM. Systems Director Console for AlX. Welcome root Help | Logout

Fd - - .
Welcome wil Health ¥ Workload Pa... % [ System Stor._ ¥ --- Select Action --- [i"

My Startup Pages
B OS5 Management

Security B Users

System Storage Management

Role Based Access
Control

M th -
C::patsolzra;hy Standard System Storage Management (Physical B Logical Storage] > File Systems > Add / Change

11 [PKCS11) / Show / Delete File Systems > Enhanced Journaled File Systems > Create Snapshot for an
: ! Enhanced Journaled File System

System Environments

Print Spooling

Communications
Applications and _iCreate Snapshot for an Enhanced Journaled File Systemn in File System
Services

Create Snapshot for an Enhanced Journaled File System in New Logical Volume

System Storage
Managemen Create Snapshot for an Enhanced Journaled File System on a Previcusly Defined Logical

Volume
E
roblem Determination

Performance B Resource

Scheduling

Devices

Advanced Accounting
Software Installation and
Maintenance

Software License
Management

Workload Partition
Administration

Cluster Systems
Management

Distributed Command
Execution Manager

System Management M
https:/fbuzz2: 5336 fibm/conscle fnavigation.do?pagelD =com.ibm. wsmit.node. D&moduleRe f=wSMIT_FrontEnd&currPage =true = buzz2:5336 fha
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AlX 6.1 ‘test drive’

JFS2 Internal Filesystem Snapshot

'@ Integrated Solutions Console - Mozilla Firefox: IBM Edition M=)
File Edit View History Bookmarks Tools Help *

@ - - @ ﬁ ||:| https: ffbuzz2: 5336 fibm fconsole login. do?action=secure @|V| P] |'

[ windows Media [ 18M

Google | = ]

IBM. Systems Director Console for AlX. Welcome root Help | Logout
ry - - :
e || Hestth x{ Workiosd Pa... x [/5,512”, Stor.. % Sai=e e A Bk
My Startup Pages .

E OS5 Management

Security B Users

System Storage Management

Role Based Access

Control
Manage the . . . )
Cryptography Standard System Storage Management (Physical & Logical Storage] > File Systems > Add / Change /
=11 [PKCS11} Show / Delete File Systems > Enhanced Journaled File Systems * Create Snapshot for an
: ! Enhanced Journaled File System > Create Snapshot for an Enhanced Journaled File System
System Environments in File System
Print Spocling
Communications
Applications and
Services A File System Name |.-'tE'Stf'S Iv IQ-|
System Storage 1
Management

Processes B
Subsystems

ermance B Resource
Scheduling

Devices
Advanced Accounting
Software Installation and
Maintenance

Software License
Management

Workload Partition
Administration

Cluster Systems
Management
Distributed Command
Execution Manager

System Management

Done buzz2:5336 &%
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AlX 6.1 ‘test drive’

JFS2 Internal Filesystem Snapshot

= The lab’ uses ‘testfs_snap’ as the snapshot name
— You can use something else if you wish

'@ Integrated Solutions Console - Mozilla Firefox: IBM Edition (| [=1[<]
File Edit View History Bookmarks Tools Help *
¢I - - @ m ||:| https: f/buzz2: 5335/ibm console login. do?action =secure &|'| P] | |L\_|

[} windows Media =) 1BM

IBM. Systems Director Console for AlX. Welcome root Help | Logout
~ - - N
=l (|| Hesith XL Workload Pa.. X [ System Stor.. X --- Select Action --- ]

My Startup Pages

= ©OS Management

Security & Users

Role Based Access
Caontraol

System Storage Management

Manage the

Cryptography Standard Systermn Storage Management (Physical & Logical Storage] > File Systems > Add / Change /

=11 (PKCS11) Show / Delete File Systems > Enhanced Journaled File Systems > Create Snapshot for an
! Enhanced Journaled File System > Create Snapshot for an Enhanced Journaled File System
System Envircnments in File System

Print Specling

Communications
Applications and

File Syst N testfs
o ile Systen Name /tes

System Storage * Snapshot Name |testfs_sr|ap| |
Management

Processes B
Subsystems 4

OK || Launch DCEM || Cancel || Reset || ShowC 1 |

Performance & Resource £ s e
Scheduling Required Field
Devices

Advanced Accounting

Software Installation and
Maintenance

Software License
Management

Workload Partition
Administration

Cluster Systems
Management

Distributed Command
Execution Manager

System Management U
Done buzz2:5336 &
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AlX 6.1 ‘test drive’

The snapshot has been created

'@ Integrated Solutions Console - Mozilla Firefox: IBM Edition =)<
Eile Edit View History Bookmarks Tools Help *
¢| - - @ m ||:| https: f/buzz2:5336/ibmjconsole login.do?action=secure g| "| D‘] |'| |k\_]

i Windows Media [ IBM

IBM. Systems Director Console for AlX. Welcome root Help | Logout
e jad | Heaith % Workload Pa... % [ System Stor... ¥ | - Selact Action --- (]
My Startup Pages
B OS5 Management System Storage Management h]
Security B Users
Fole Besed Access Create Snapshot for an Enhanced Journaled File Syster
Manage the File System

Cryptography Standard
#11 [PKCS511)

System Environments [CoanTn ] S . i‘
Print Spooling

Communications
Applications and

Services | I Command

System Storage T L
Management Cutput 1
Processes B Snepshot for file system /testfs created on testis_snap

Subsystems E

Problem Determination

Performance B Resource
Scheduling

Devices
Advanced Accounting

Software Installation and
Maintenance

Software License
Management

Workload Partition
Administration

Cluster Systems
Management

Distributed Command
Execution Manager M

System Management V I( [ 1] I m

Done buzz2:5336 fha
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AlX 6.1 ‘test drive’

JFS2 Internal Filesystem Snapshot

From a ‘telnet’/’putty’ window, do:-
— cd /testfs

— rm *
= See what is there, all gone!:-
— 1ls
= OK, lost the important stuff -DOH! But have a look in:
‘ltestfs/.snapshot/testfs _snap
— c¢d /testfs/.snapshot/testfs_snap
- 1s
= Snapshot data is saved in:
— ['fsname’/.snapshot/’'snapshot_name’

— ‘“.snapshot’ is a hidden directory, you will not be able to see it with ‘Is’, do a
‘cd’ to the ‘.snapshot’ directory and it will be there.
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AlX 6.1 ‘test drive’

JFS2 ‘no log’ Feature

= This section shows use of the JFS2 ‘no log’ feature and provides
an example ‘load’ to demonstrate the performance difference
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AlX 6.1 ‘test drive’

JFS2 ‘no-log’

= JFS2 “no-log” Feature

— JFS2 standard metadata logging for filesystem integrity disabled via a mount
option

— Meant to enable faster migration of data to new storage

— Mount —o log=NULL during data migration phase, then unmount and mount with
standard logging
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AlX 6.1 ‘test drive’

JFS2 ‘no-log’

= Log into your system and get an idea of how the filesystem
performs
— time cp -R /opt /testfs
— Run it a couple of times and make a note of the time taken

and redo the test

— umount /testfs

— mount —o rw,log=NULL /testfs

— mount
— time cp -R /opt /testfs
— Run it a couple of times and compare with the original numbers

47

= unmount /testfs , remount with no logging, check the option is OK
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AlX 6.1 ‘test drive’

= This section shows the use of RBAC to allow a non-privileged user
to change the size of a filesystem.

= RBAC has many roles and this exercise only uses one of these, a
user can have multiple roles if required.
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Planned Role Based Access Control (RBAC)

AlIX

= Improved Administrative Security Resources

— Improved security by reducing the need for many root users
— Reduced administration cost thought delegaton | ||-=--- > A

device ~¥d a
fs S ) || PSR
network create “create boot image” > PRINT
oroc boot Halt “halt the system” !
aix ras config Info “display boot information
security w;siall Reboot “reboot the system”
sta “ "
system Shutdown shutdown the system” || >
wpar

BACKUP

auth = aix.system.boot.create

= Improved Program Security

—  Allows programs to do system level operations without running as root or having )
setuid root capability Binary

—  Only allow program to perform restricted set of needed operations o
Privilege X
Privilege Y
Privilege Z

System Level
Operations
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50

Log into your system and create a non-privileged user
— mkuser nonpriv
— The lab’ users ‘nonpriv’ , you can use something else if you wish
Give ‘nonpriv’ a password

— passwd nonpriv

— You will need this later
Try to change a filesystem from ‘nonpriv’

— sU — honpriv
— chfs —-a size=+128M /testfs
DOH!
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AlX 6.1 ‘test drive’

RBAC

'@ Integrated Solutions Console - Mozilla Firefox: IBM Edition M=)
Eile Edit View History Bookmarks Tools Help *

¢| - - @ m ||:| https: f/buzz2:5336/ibmjconsole login.do?action=secure ﬁﬁ| "| E"] |'|

i Windows Media [ IBM

IBM. Systems Director Console for AlX. Welcome root Help | Logout

Fd - - .
Welcome wil Health ¥ Workload Pa... % [ System Stor._ ¥ |--- Select Action --- [i"

My Startup Pages

[ OS Management System Storage Management m

Security B Users
EaleliasSiiiecss Create Snapshot for an Enhanced Journaled File Syster

Manage the File System

Cryptography Standard
#11 [PKCS511)

System Environments [CoanTn ] S . i‘

Print Spooling

Communications
Applications and

Services | I Command

System Storage T L
Management Cutput 1
Processes B Snepshot for file system /testfs created on testis_snap

Subsystems E

Problem Determination

Performance B Resource
Scheduling

Advanced Accounting

Software Installation and
Maintenance

Software License ) |
Management
Workload Partition
Administration

Cluster Systems
Management

Distributed Command
Execution Manager M

System Management V I( [ 1] I m

Done buzz2:5336 fha
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AlX 6.1 ‘test drive’

‘U Integrated Solutions Console - Mozilla Firefox: IBM Edition

Eile Edit View History Bookmarks Tools Help *

¢| - - @ m ||:| https: f/buzz2:5336/ibmjconsale login.do?action =secure&okaction: ﬁﬁ| "| E"] | |

i Windows Media [ IBM

Wwelcame
My Startup Pages

B OS5 Management

Security B Users

Manage the
Cryptography Standard
#11 [PKCS511)

System Environments
Print Spooling
Communications
Applications and
Services

System Storage
Management
Processes B
Subsystems

Problem Deter

Advanced Accounting

Software Installation and
Maintenance

Software License
Management
Workload Partition
Administration
Cluster Systems
Management

Distributed Command
Execution Manager

System Management

IBM. Systems Director Console for AlX.

‘Welcome root Help Logout

s

J Role Based ... %

Role Based Access Control

Welcome to Role Based Access Control

Role Based Access Control (RBAC) provides the ability to create and manage user roles which
restrict access to files and other resources based on the user's active roles. This application
supports the creation and management of roles, authorizations, privileged commands and
privileged devices. REAC provides an enhancement over legacy role managemeant.

[ Manage roles

Displays the Roles application to create, change or
delete roles.

Displays the Authorizations application to select
system or user defined authorizations. You may view
systemn authorizations. You may also create, change or
delete user defined authorizations to provide access to
rescurces, which may then be assigned to roles.

g Manage privileged commands

Displays the Privileged Commands application to
create, change or delete privileged devices.

i% Manage privileged devices

Displays the Privileged Devices application to create,
change or delete privileged devices.

M [ n ) Al

anage roles...
New role...

Manage user defined
authorizations...
New user defined
authorization...

View system authorizations... |

Manage privilaged
commands...
New privileged command...

Manage privileged devices...
New privileged device...

[v|

https:/fbuzz2: 5336 fibm/console fnavigation.do?page D =wRBAC_FrontEnd. navigationElement&moduleRef=wREAC_FrontEnd&ISC. TASKT...

buzz2:5336 fha
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AlX 6.1 ‘test drive’

The role required to administer filesystems is ‘FSAdmin’ —have a look at the default roles
that are defined on the system and available for assignment.

'@ Integrated Solutions Console - Mozilla Firefox: IBM Edition =%
Eile Edit View History Bookmarks Tools Help *

@ - - @ ‘m ||:| https: f/buzz2:5336/ibmjconsale login.do?action =secure&okaction: £i| "| h'] |'|C-:-:-g& |L+\_]

i Windows Media [ IBM

IEIIH.Syslems Director Console for AlX. ‘Welcome root Help | Logout

s

Wwelcame

f Role Based ... %
My Startup Pages

[ OS Management Role Based Access Control

Segurity B Users

Welcome .
e Based Access
Roles
anage the
Erypl_:ography ‘Standard Roles are similar to regular user IDs except that they contain authorizations to perform
=11 ([PKCS11] privileged tasks. Regular users who are assigned roles can assume those roles by logging
System Environments inta a specific role. Rales are made up of various privileges, autharizations... Below is the list
Print Spoaling of roles that are currently defined on the system, a tree view is alsa available. After selecting

o = role in the list or in the tree, you can edit the role's properties or delete the role.
Communications

Applications and

Services L New...

System Storage T

LIRS Select ‘ Mame -~ | Diescription =

Processes B 0

Subsystems E | AccountAdmin User and Group Account Administration

Problem Determination

Performance & Resource I:‘ BackupRestore Backup and Restore Administration

l:l DomainAdmin Remote Domain Administraticn
ed Accounting File System Administration
;are Installation and
aintenance D SecPolicy Security Policy Administration

Software License . i

Management l:l SysBoot System Boot Administration

;ﬁ;;lﬂ:il:iasﬂr:;:t;tion | i SysConfig System Configuration Administration b |

Cluster Systems O isso Information System Security Officar

Management

Distributed Cemmand i s3 System Administrator

Execution Manager

System Management ¥ =2 System Operator
Done buzz2:5336 %
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AlX 6.1 ‘test drive’

‘U Integrated Solutions Console - Mozilla Firefox: IBM Edition

Eile Edit View History

Bookmarks Tools Help

¢|.

- @ m ||:| https: ffbuzz2: 5336/ibm/console login.do?action =secure &okaction: ﬁﬁ| "| E"] | |

i Windows Media [ IBM

Wwelcame
My Startup Pages

B OS5 Management

Role Based Access
Cantraol

Manage the
Cryptography Standard
#11 [PKCS511)
System Environments
Print Spooling
Communications
Applications and
Services
System Storage
Managem

roblem Determination

Performance B Resource
Scheduling

Advanced Accounting

Software Installation and
Maintenance

Software License
Management
Workload Partition
Administration
Cluster Systems
Management

Distributed Command
Execution Manager

System Management

IBM. Systems Director Console for AlX.

‘Welcome root Help | Logout

- .
||| ReleBased ... ¥ Y| Security& ... X

Security B Users

Welcome To Security And Users

S58rs

Use these tocls to manage user login identifications.
Learn more

E ﬁ?’. Groups

Use these tools to manage collections of users who
share access to protected rescurces. Learn more

@ Passwords

Use these tools to manage user passwords. Learn more

| Login Controls

Use these tools to manage loegin controls for users or
ports. Learn more

Ml

Security and Users provides you with tools you can use to perfform commeon tasks related to
user authentication and access. Use the task links on the right to quickly jump to those tasks.

Add a User

Reset User's Failed Login
Count

Change / Show
Characteristics of a Group

FRemove a Group

Change a User's Password

Change / Show Password
Attributes for a User

Change / Show Login
Attributes for a User
Change / Show Login
Attributes for a Port

[v|

Done

buzz2:5336 fha
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AlX 6.1 ‘test drive’

RBAC

'@ Integrated Solutions Console - Mozilla Firefox: IBM Edition
Ele Edit View Bookmarks Tools Help *

¢|.

i Windows Media [ IBM

History

- @ m ||:| https: f/buzz2:5336/ibmjconsale login.do?action =secure&okaction: ﬁﬁ| "| E"] |'|:E

m
—
&

IBM. Systems Director Console for AlX.

Role Based ... ® | Security& ... X

‘Welcome root Help | Logout

Wwelcame iad --- Selact Action --- [i"

My Startup Pages
B OS5 Management

Security B Users

Secur

Role Based Access
Control

ity B Users

Manage the
Cryptography Standard
#11 [PKCS511)

Security & Users »> Usars

System Environments
Print Spooling

Communications
Applications and
Services

System Storage
Management

i

em Determination

Performance B Resource
Scheduling

Advanced Accounting
Software Installation and
Maintenance

Software License
Management

Workload Partition
Administration

Cluster Systems
Management

Distributed Command
Execution Manager

System Management M

Add 3 User
Change a User's Password

hange / Show Characteristics of & User
Lock / Unlock a User's Account
Besst User's Failed Login Count
Remowve a User

List All Users

https:/fbuzz2: 5336 fibm/console fnavigation.do?page D =com.ibm. wsmit.node. E&moduleRef=wSMIT_FrontEnd&currPage =true=

buzz2:5336 fha
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AlX 6.1 ‘test drive’

‘U Integrated Solutions Console - Mozilla Firefox: IBM Edition

Eile Edit View History

Bookmarks Tools Help

¢|.

- @ m ||:| https: f/buzz2:5336/ibmjconsale login.do?action =secure&okaction: ﬁﬁ| "| E"] |'|

i Windows Media [ IBM

Wwelcame
My Startup Pages

B OS5 Management

Security B Users

Role Based Access
Control

Manage the
Cryptography Standard
#11 [PKCS511)

System Environments
Print Spooling
Communications
Applications and
Services

System Storage
Management

Processe

Dietermination

Performance B Resource
Scheduling

Advanced Accounting

Software Installation and
Maintenance

Software License
Management
Workload Partition
Administration
Cluster Systems
Management

Distributed Command
Execution Manager

System Management

IBM. Systems Director Console for AlX.

‘Welcome root

- .
||| ReleBased ... ¥ Y| Security& ... X

Security B Users

Help

Logout

--- Selact Action --- []

Security B Users = Users > Change [ Show Characteristics of a User

* User NAME [nonpriv

[v]s]

* Required Field

[v]

https:/fbuzz2: 5336 fibm/console fnavigation.do?page D =com.ibm. wsmit.node. E&moduleRef=wSMIT_FrontEnd&currPage =true=

buzz2:5336 fha
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Select the role ‘FSAdmMiIn’

'@ Integrated Solutions Console - Mozilla Firefox: IBM Edition =%
Eile Edit View History Bookmarks Tools Help *
@ - - @ ‘m ||:| https: f/buzz2:5336/ibmjconsale login.do?action =secure&okaction: £i| "| h'] |'|C-:-:-g& |L+\_]

i Windows Media [ IBM

IEIIH.Syslems Director Console for AlX. ‘Welcome root Help | Logout

Fd ™ .
Wwelcame I Role Based ... X [ Security & . X --- Selact Action ---

My Startup Pages

B os M
S ADMINISTRATIVE GROUPS [v]a]

Security B Users

Role Based Access OLES FSAdmin AIQ|
Cantraol --Selact One or More—
ganage theh N Another user can SU TO USER? Accountadmin
ryptography Standar
=11 [PKC511) SU GROUPS Back”F’RESt‘?;E
System Environm <
Print Spaoali HOME directory - =
Initial PROGRAM SysBoot
SysConfig
= User INFORMATION isso
=2
anagement EXPIRATION date (MMDDhhmmyy) so
Processes B
Subsystems E Is this user ACCOUNT LOCKED? |false [+]
Problem Determination
Performance B Resource User can LOGIN? |tr|.|e Iv |
Scheduling ¥ Losm
ser can
REMOTELY(rsh,tn,rlagin)? e [v]

Advanced Accounting
Allowed LOGIN TIMES | |

Software Installation and
Maintenance

Mumber of FAILED LOGINS before user |D |

Seoftware License account is locked

Management

Waorkload Partition W | Login AUTHENTICATION GRAMMAR |curr|pat |

Administration

Cluster Systems valid = |ALL |

LRy s Days to WARN USER. before password |D |

Distributed Command expires

Execution Manager

System Management Password CHECK METHODS | |
https:/fbuzz2: 5336 fibm/console fnavigation.do?page D =com.ibm. wsmit.node. E&moduleRef=wSMIT_FrontEnd&currPage =true= buzz2:5336 %
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RBAC

'@ Integrated Solutions Console - Mozilla Firefox: IBM Edition M=)
Eile Edit View History Bookmarks Tools Help *

¢| - - @ m ||:| https: f/buzz2:5336/ibmjconsale login.do?action =secure&okaction: ﬁﬁ| "| E"] |'|:E

i Windows Media [ IBM

m
—
&

IBM. Systems Director Console for AlX. Welcome root Help | Logout
Wwelcame ™ .
o Role Based ... X Security & ... %
My Startup Pages
El OS5 Management HEra NuUrlLE OeSCrprors | | w
Security B Users Hard THREADS per process | |
Role Based Access
Control Hard NPROC per user | |
Manage the ) )
Cryptagraphy Standard File creation UMASK |22 |
#11 [PKCS511) a
W
System Environments GUDTIEIS===s | I I |
Print Spooling TRUSTED PATH? |r|cvsa|-c IVIG|
Communications
Applications and PRIMARY authenticstion methad |s¥sTEM |
Services L
System Starage T SECONDARY authentication method |NDNE |
Management
Processes B Projects | IV IG|
Subsystems E
Problem Determination Keystore Access |defa|_|lt IV |
Perfarmance B Resource .
Scheduling Adminkeystore Access Otile ® default
T Initial Keystore Mode |defa|.||t Iv |
SoF_t\.\'are Installation and Allow user to change Keystore Mode? |defElL||t Iv |
Maintenance
Keystore Encryption Algorithm |dE'FEI|.||t Iv |
| File Encryption &lgorithm |de‘FE|L||t Iv |

Administration

Cluster Systems
Management

Distributed Command
Execution Manager

System Management M

| Launch DCEM || Cancel || Reset || Show Command |

!Launch DCEMLite with constructed command ! s
Done buzz2:5336 fha
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RBAC

'@ Integrated Solutions Console - Mozilla Firefox: IBM Edition M=)
Eile Edit View History Bookmarks Tools Help *

¢| - - @ m ||:| https: f/buzz2:5336/ibmjconsale login.do?action =secure&okaction: ﬁﬁ| "| E"] |'|

i Windows Media [ IBM

IBM. Systems Director Console for AlX. Welcome root Help | Logout
Weleoms= 2 RoleBased ... % Security & . % | - Select Action - (ne]
My Startup Pages
B 0S Management | securityevsers Y
Security B Users
Flole Based Access Change / Show Characteristics of a User

Manage the
Cryptography Standard Command successful
#11 [PKCS511)
System Environments
Print Spooling
Communications

Applications and

S .
Ervices Outout

System Storag
Managems

Zroblem Determination

Performance B Resource
Scheduling

Advanced Accounting

Software Installation and
Maintenance

Software License
Management |

Workload Partition
Administration

Cluster Systems
Management

Distributed Command
Execution Manager M

System Management V I( [ 1] I m

Done buzz2:5336 fha
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RBAC

= Log into the system and check the roles of ‘nonpriv’

— lsuser nonpriv

— ‘nonpriv’ has the FSAdmin role
= Check the effective roles with:

— rolelist -e

— No roles are currently active
=  Switch to the FSAdmin role and check the effective roles
— swrole FSAdmin

— rolelist -—-e

— The role is now active ©
= Try the ‘chfs’ again
— chfs —-a size=+128M /testfs

60
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AlX 6.1 ‘test drive’

The End

= You have completed this basic familiarity exercise, have a look at
the AIX 6.1 differences guide Redbook and see what other great

features are in AlX!
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