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PowerSC - security and compliance designed to protect data
centers virtualized with PowerVM enabling Higher Quality Services

Client Benefits
Management
= Simplifies management and —
measurement of security §i
& compliance —n .. Secunity
. . 'Y L.
* Reduces cost of administrating =P~ ; i(abi
security & compliance rF Yy P
Operating Systems
= Improves detection and PowerSC ——
reporting of security exposures
* Reduces time and skills ' IBM*®
needed for the audit capability Systems Software

to satisfy reporting requirements
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= Provides “virtualization aware
security extensions
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PowerSC Editions PowerSC Editions Express  Standard
Security & Compliance v v
Automation
Trusted Logging v
= PowerSC Express Trusted B.OOt ’
~ Basic compliance for Alx | Trusted Firewall ## Y
Trusted Network v
« PowerSC Standard Connect & Patch Mgmt
— Security and compliance ** Requires POWER7 System with eFW7.4
for virtual & cloud # Supports IBM i & Power Linux
environments PowerSC GBP/core  Express  Standard
£91.75 £111.67
Small Blade up to 750 £15.53 £22.34
. £229.38 £281.41
Medium Power 770 £39.17 £56.28
£458.77 £558.35
Large Power780 & 795 £77.99 £111.67

Top=1st Year License + 1 year SWMA
Bottom=Subsequent years = SWMA
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IBM Power System : Secure Virtualization
Designed to provide a secure virtualized environment and lower overall TCO

-Power Systems Hypervisor has never had a single
reported security vulnerability; A perfect security

record.t No downtime forced by security patches.

] Customer Benefits
-Software based hypervisors such as VMware « Improved efficiency through
(93t security vulnerabilities) have a high number consolidation

« Secure sharing of common
resources such as processors,
1/0 and memory

» The Power Systems hypervisor is designed for security and isolation * Reduced IT costs
plus performance hence using a hardware based hypervisor & LPARs. | « Flexibility to instantly respond

+ Only hardware firmware (digitally signed by IBM) can be loaded into to workload changes

of security concerns.

the Power Systems hypervisor.

+ In addition to its proven security record, Power Systems have all of the
functionality and management control required to operate in a public
cloud environment:

+ Live partition mobility
» Proven resource isolation between partitions

» Power Virtualization including the hypervisor and the Virtual 1/O server

has be certified for EAL4+ Common Criteria

1 US Gov and Mitre tracking of Common Vulnerabilities and Exposures
4 http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=VMware ©2012 1BM Corporation
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=PowerVM
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Hands up those that think IT Security is exciting? Typically not many ©

= But it is absolutely important if it is your
bank account, credit card, pension, medical records, personal details ...!

Actually AIX has excellent security features you are/should be using already
= ssh/ sftp
= RBAC = Roll based Access Control
= Encrypted JFS2 filesystems
= Extended passwords & secondary challenge response additions
= aixpert, ARTEX, IP filters, permissions manager, user check .....
= Provided itis ... AIX 6 & 7 and up to date on TL/service pack

No amount of security software can fix users/sysadmin using telnet or ftp?

5 .@ .Q ©2012 IBM Corporation

1 Trusted Boot
Be sure that boot media & AIX has booted in a known-trusted state

2 Trusted Network Connect
When an LPAR attempts to join a VLAN, ensure a minimum AlX level

3 Trusted Firewall
Pass packets securely between LPARs without an external firewall

4 Trusted Logging
Secure audit files away and safe from malicious modification

5 Compliance Automation
Raise alerts if any of 100’s of settings of a security policy are violated

Just announced two more tools
6. Real-time alerts — no more preriodic script running/polling
] 7. Trusted Surveyor — checks all LPARs on a VLAN + reports changes

© 2012 IBM Corporation
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PowerSC Moves to “Known Good Model”

Only Allow Known Trusted Software to Run

Security Vulnerability Detection tends to work on a
“Known Bad Model” This reactive model blocks

intrusions based on historical break-ins .

PowerSC Trusted Boot employs a more efficient “Known
Good Model” which only allows trusted images to run.

Power Systems are “hermetically sealed” with tight
interlocks between the hardware, virtualization and

software.

©2012 IBM Corporation

PowerSC Standard Edition :;j—,,
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PowerSC — Trusted Boot and Trusted Execution

O/S

virtual
TPM

&)

How PowerSC works:

1.Measure the boot process and securely store
the results in a Virtual Trusted Platform Module
(VTPM)

2.Provide a sealed set of measurements to the
requestor

3.Verify these measurements against a reference
manifest

Measurements >

Overview

Challenge: Ensure that every virtual machine
image in your datacenter hasn’t been altered either
by accident or maliciously (commonly called a
RootKit attack).

PowerSC Solution: Trusted Boot forms the core
root of trust for the image, i.e. a foundation for
trust. Each stage of the boot process measures the
next, starting at the firmware.

« PowerSC offers the only solution on the market
to form a chain of trust for VMs all the way from
boot to OS!

« Improve QoS by reducing the risk of accidental
or malicious image tampering

« Reduce the time it takes to ensure that every
VM in your datacenter is running authorized and
trusted software.

©2012 IBM Corporation




Selling IBM STG Systems Software to
Business Partners

Trusted Boot Pre-Requisites

POWER7 C model (or later) for firmware 740-xxx

AIX 6 TL7 or AIX7 TL1 (and VIOS 2.2.1.4)
= Sorry: no Linux or IBM i
PowerSC documentation page 11-16

http://pic.dhe.ibm.com/infocenter/aix/v6r1/topic/com.ibm.aix.powersc/powersc_pdf.pdf

Trusted Boot Architecture

While booting the firmware, boot loader
& AIX we save details in the VTPM

= Virtual Trusted Platform Module
OpenPTS extracts the encrypted details
= Software running on an AIX server
Then compared with its saved valued
If the same = Valid
If different = Need escalation

Sesnsnsssnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnghonnnnnnnnfonnnnnnnnnfonnnnnnnn

: Not all LPARs have
ito be involved 2 ;
H A\ D ¢

Low level resource in Saved boot details for each VTPM LPAR
system firmware/Hypervisor

10 Hypervisor with Virtual Trusted Platform Module (VTPM)




Selling IBM STG Systems Software to
Business Partners

[ &) root's X desktop (red3aincc.

o red3.aixnce.ukibm. JiIi
[#] X Desktop

: [e] xterm

[@] OpenPTS %
File )

elcome
Add & Enroll
)

Trusted (0)

Update pending (0)
Unknown state (3) Haostname Status Reason Last Update
Error (0)

ot enroliedt (0]
Mot trustet (0)

GUI under X Windows via VNC

Run with: /opt/ibm/openpts_gui/openpts_GUI.sh

Setup ssh and Enrol you AIX LPARs

“Enrol” captures current VTPM encrypted settings = Master

Welcome i
Add & Enroll |
Al (2) A
Update pending (O] £
Unknaown state {0} i [ Hostharne Last Update
Error ©) .| [incigog Thu Aug 09 14:41.02 BST 2012
MNat enralled (0} indigo3 [Thu Aug 09 14:40:44 BST 2012
Mot trusted (0} H

\
List of Trusted hosts = Good

© 2012 IBM Corporation
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Modified a boot image -> it is noticed

Ran bosboot on one LPAR — Can you tell which?

[*] OpenPTS

File

relcame

Add & Enroll

AllE2)
Trusted (1)
Update pending (1)
Unknown state (0)
Errar (0}
Mat enrolled {0)
Mot trusted (0)

Trusted

indign2

Hostnarme [ Last Upciate
rThLl Aug 09 17:19:39 BST 2012

File

Welcome

Add & Enroll

Al2)
Trusted (1)
Update pending (1)
Unknown state (0}
Error (0)
Mot enrolled (0)
Mot trusted (0}

Update pending

4 | Attest | Recept Disenroll

[ Hosthame | Last Updare
i Fmgus [Thu Aug 05 17.20:21 BST 2012
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PowerSC — Trusted Network Connect and Patch

enhancements)

How PowerSC works:

« An image that does not meet trusted patch
levels will trigger an alert to the administrator

« It is not allowed access to the protected network
as it's a known weakness (missing security

« Can automatically update by NIM then allowed

Overview

Challenge: Ensure that images are trusted and at
the proper patch level when they connect to the
network.

PowerSC Solution: Trusted Network Connect and
Patch Management detects noncompliant virtual
machines during activation and alerts

Outicl administrators immediately. Offers automated
compliance

updating of AIX (via NIM)

« Reduce business risk by active notification of
down level systems via email and SMS.

« Lower admin costs by automatically spotting non
compliant systems within the virtual data center
and cloud environments

» Lower costs of demonstrating compliance.
Monitoring at virtual machine activation proves
compliance to patch policy

%

©2012 IBM Corporation
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from IBM for

.

. Integrity

Network
Installation
Manager (NIM)
N\ \ Measurement
Yes' \‘ ollector on start-up
. \. OK to start?

Not all LPARs have to be involved
'* TNC Server and Patch Manager can be the same machine

©2012 IBM Corporation

install, to policy level
allow on the network
\ \ :;
AIX start up
All communication uses ssh

Trusted Network Connect (TNC) Architecture
Internet:
.”% .| suma
" | ECC

TNG Server | TNC Patch Mgr o niral

Integrity N7 ** D‘ownloads updates

Measurement
Verifier k

PowerSC — Trusted Firewall

PowerSC Standard Editio
Internal Firewall

LPAR-to-LPAR remains
internal to the CEC

Overview

Challenge: No LPAR-to-LPAR firewall protection
so all network traffic must be routed via an

external Firewall and hairpin turn back into the

Power System. Customer needs to purchase high
bandwidth router based Firewall hardware

Power SC Solution: Provide a VIOS based
Firewall managed by VIOS
How PowerSC works

Provides network isolation and layer 2,3,4
firewalling between workloads

« Provides network firewall services within the local server
This Firewall will be provided within the VIOS &
between Virtual Networks

virtualization infrastructure to control network traffic
between virtual workloads

Improves performance by providing network firewall
services within the server, which does not require an

external firewall for VM-to-VM traffic on the same server
Reduces network resource consumption by eliminating

server

the need to use the external network for VM-to-VM
traffic when virtual machines are running on the same

©2012 IBM Corporation
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The Problem

B Y T PR PR

Web Server

ceodeccccccscst

T

VIOS

VM /LPAR SEA

Master
Firewall

Long route to
Firewall & back

Physical
Firewall
Device

Application
Server

VM /LPAR

Extra Latency

Physical Drives up physical

Firewall - network work traffic
Device

Database
Server

VM/LPAR

®eesesesesesecscscsesesesesesscscsesesesesesssscsssesesesesnne

seescscccscsccchecccccccfecccccccodececccccchene

R R R  E Y PR PR PR PP

Virtual Network

Physical Network or VLANs on same physical network

© 2012 IBM Corporation
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The Trusted Firewall Solution

R P R P Y

POWER base machine

ceodeccccccscst

T

: Web Server

: vios |:
: VM /LPAR SEA | :
Application
: Server Trusted | :
: Firewall | :
H VM /LPAR :
Database :
: Server K :
i | vm/LPAR

R R R  E Y PR PR PR PP

Virtual Net k
Virtual /0O Server 2.2“.1”.31 ewor

Any supported OS as it is internal to VIOS

Removes Load on

= 2 physical firewall
devices

= 4 external links
* 4 hop so reduced latency

= Physical I/O bandwidth
use

It is all good, if Trusted
Firewall is simple to setup
& configure & it is.

Keeping network traffic within the
POWER machine

© 2012 1BM Corporation
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1 Install to VIOS disk——» 4 Define & < - -
- smitty installp manipulate filters

- genvfilt

- Isvfilt

- chfilt

- rmvfilt

VIOS(AIX)

Trusted Firewall
ODM rules

2 Load device driver
Secure VM
- mksvm

5 Update rules to
Device Driver
- mkvfilt, = = =p'

2012 I1BM Corporation

3 Start Filtering
- vlantfw

Test Setup:

VIOS controlling the Trusted
Firewall

Terminal Edit Font Encoding Options Terminal Edit Font Encoding Options

Two LPARs using various
comms programs
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PowerSC Standard Edition :m,

PowerSC — Trusted Logging

Set:évwl

Challenge: Prevent malicious users from
“covering their tracks.”

%

external VM via the hypervisor. Centralized

logging ensures that even when virtual machines
Hypervisor ) are discarded the audit logs remain on the central

location for audit purposes.

h‘ r Power SC Solution: Move log events to a secure

(/ sjueng 6o

F.

1/

« Trusted Logging provides tamperproof secure

centralize_d _protection folr AlX audit anq systleml « Discourage malicious activity by ensuring
Iogs gnd is integrated with PowerVM virtualization individual accountability; trace actions to
. |m|t_eq access to the Secure VM (VIOS) to a authenticated individuals.

few privileged super users
+ Guest VM logs can be managed and backed up Reduce the time it takes to identify tampering
from a single location within each physical server and/or unauthorized changes

* Log scraping agents and reporting agents can Reduce the time it takes to demonstrate

be removed from guest OS Security Compliance by maintaining strict
control over audit logs.

.

3] ©2012 IBM Corporation

Trusted Logging Pre-Requisites

Virtual I/O Server 2.2.1.0

» Latest = currently 2.2.1.4 recommended
AIX 6 TL7+
AIX7 TL1+

= With all service packs recommended
Any hardware that runs the above

PowerSC documentation page 22 -24

http://pic.dhe.ibm.com/infocenter/aix/v6r1i/topic/com.ibm.aix.powersc/powersc_pdf.pdf

VIOS Documentation page 144 - 149

http://pic.dhe.ibm.com/infocenter/powersys/v3r1m5/topic/p7hb1/p7hb1.pdf

22 © 2012 IBM Corporation
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Logging Alternatives
1) Local default AIX Logging

Risks: Your nasty hacker could
- shuts down logging
- removes log
- edits log
- destroys the LPAR and
we will never work out how/why!

= No post-mortem analysis

23
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Logging more complex

Log
Repository

3) Commercial products
for log management with
active use of logs like

2 filter + alert & archive 2012 15 Caporation
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Trusted Logging Architecture

/dev/hdisk1

VSCSI used by

1 Logical Volume from VG Pool

2 whole local disk

3 File-backed from a storage pool
4 SAN LUN

5SSP LU

6 virtual tape

7 virtual optical

vSCSl
Over Memory

Not
NPIV LUN uses VFC

|
¥
1:
i
I;

Virtual Log /dev/viog1
Repository

25 ©2012 IBM Corporation

Logging less complex

Log
Repository

3) Commercial products
+ Trusted Logging
= ditto = simpler setup

26
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PowerSC Express & Standard Edition iE

How PowerSC works:

« A single dashboard monitors compliance and
generates audit reports

« Roll out master security setting profiles to all LPARs
« Checks and Reports non-conformance to the
prebuilt security profiles — highlighting vulnerabilities
or security violation activity

PowerSC — Security Compliance Automation

Overview

Challenge: Demonstrate compliance to
Regulatory standards by setting security
configurations on systems in a uniform manner.

PowerSC solution: Compare settings across all of
the systems in the datacenter against prebuilt
profiles, e.g. Payment Card Industry (PCI), DoD
STIG and COBIT.

« Lower Administration costs by setting security
configs in a repeatable manner

* Lower Admin costs by automating compliance
reporting

« Automatic remediation of servers that are out of
compliance

27
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AIX Profile Manager Architecture

A Systems Director plug-in simple & consistency across multiple systems

System Administrator

IBM® Systems
Director

XML Profiles

Env var XYZ="Yes”
AlIX security profile

tuneable N

23
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Security and Performance Profiles

XML paragraphs of setting used by 2 AIX commands

= ARTEX is the performance settings command

= aixpert is the security setting command

Capture the settings from a “reference” machine

Profiles for IT standard requirements supplied with PowerSC Express
You can use these manually on each AIX (man-power intensive)

PowerSC & AIX Profile machine to Systems Director (ISD) allows

= Mass roll-out of a master set of profiles

= Via simple ISD user interface or command line

= Regular checking & reporting of mismatches from the master settings
= Updating master settings by set, update, capture

29 ©2012 IBM Corporation

Example of Systems Director AIX Profile Manager

@ 1BM Systems Director - Mozilla Firefox: IBM Edition M=)
File Edt History  Bookmarks  Tools  Help

[ 3t Syste

€ [ 9.8.7:60 | https:/j9.8.7.60:342 [ I

N

IBM- Systems Director Welcome roat Problems ® ol complance o of | Help

[ i~ Novigate Re. X | AIX Profle... X\ MGontol % _WPAR Manager % (_Power sysie [¥] [ sele

AIX Profile Manager

Welcome to AIX Profile Manager This plug-in allovs you to deploy AITX Profils Manager template on ALX systems and to monitor your systems configuration status against the
deployed tamplates.

AIX Profile Manager Configuration Status (monoring 7 systems|

=

30
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Reference Slide
Compliance Automation — PCI profile as an example

Payment Card Industry Data Security Standard v2.0 w Security -
Standards Council
= Applies to any part of IT that processes, passes or stores credit card information.

(https://www.pcisecuritystandards.org/ )

= PCI-DSS requirements 70 pages document which describes 12 major security and security
configuration sections.

o Requirement 1: Build and Maintain a Secure Network
Requirement 2: Protect Cardholder Data
Requirement 3: Protect stored cardholder data
Requirement 4: Encrypt transmission of cardholder data across open, public networks
Requirement 5: Use and regularly update anti-virus software or programs
Requirement 6: Develop and maintain secure systems and applications
Requirement 7: Restrict access to cardholder data by business need to know
Requirement 8: Assign a unique ID to each person with computer access.
Requirement 9: Restrict physical access to cardholder data
Requirement 10: Track and monitor all access to network resources and cardholder data.
o Requirement 11: Regularly test security systems and processes
Requirement 12: Maintain a policy that addresses information security for employees and contractors
PowerSC PCI-DSS Coverage
= Approximately 126 XML rules to assist in the configuration in 7 of the 12 requirement areas.

O O O OO 0o 0o o o

IBM does not promise a profile will guarantee you are conformant
.~ it is just a very good start point & could save you man years of effort

© 2012 IBM Corporation

“But I've already written Scripts to check Security and Compliance”

A: Home Grown scripts are expensive to maintain and error prone:
= Who certifies to auditors that these scripts match security standards?
= Are scripts secure to modification or tampering?
= What is the cost of maintenance of scripts?
= Who monitors data security standards and ensures that the scripts are updated?
» |s there a standard set of scripts in the company or does every group roll their own?
= What happens when the author of the scripts leave the company?

= Do all administrators understand what the scripts do and what are the expected
results?

= How fast do you detect some one “fiddling”? 1 day, 1 month, next years audit?

32 ©2012 IBM Corporation
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PowerSC Reduces the Cost and Complexity
Trusted Boot and Trusted Execution

Before After
(25min - < 2min) x 12 = 276min X 500 =
Time per VM Time per VM " . Total
with manual with PowerSC Manual scans Time savings VMs per Datacenter
. ) run once/month perVM Datacenter "
scan virtual security Time per Year
= $166 X 500 =
Total
VMs per Datacenter
CostperVM Datacenter Savings per
Year

Assumptions:

*Before: Maintain a hash list of all trusted executables list 8 hours per year. Includes 25 min to login, compare trusted hash
list to system install list, monitor results and remediate a percentage of the systems.

«After: Run Attestation from central console on anyone particular system or all systems

Pocket the savings while you enjoy these additional PowerSC Advantages:

* Improved Systems performance compared with “Known Bad” model scans like
Symantec antivirus that slow your systems to a crawl.

» Reduced business risk with real time trusted execution compliance checks PowerSC

33 ©2012 IBM Corporation

PowerSC Reduces Cost and Complexity
Trusted Network Connect

Before
20 min X 52 X 500 = 520,000 min

Time per VM to
manually confirm Weekly VMs per X
SW level and install scans Datacenter Total Time
patch

After
480 min
Automatic monitoring

with minor policy
maintenance

Total Time Savings Total Time  Total Datacenter
(mins) Savings days Savings per Year

Pocket the savings while you enjoy these additional PowerSC Advantages:

« Actively detect compliance vulnerabilities

» Reduce your business risk from VMs that were paused or shutdown during a
maintenance update and then restarted and joined the network with unpatched
vulnerabilities.

PowerSC

34 ©2012 IBM Corporation
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PowerSC Reduces Cost and Complexity
Security Compliance Automation

Before After
(150 min - 10 min) X 12 = 1,680 min X 500 =
Time per VM to "
review 70-200 T_|me per VM Time savings VMs per Total
y with PowerSC Monthly Scans Datacenter
Security perVM Datacenter

virtual security Time per Year

Settings

$1,008 X 500 =

Total
Cost savings VMs per Datacenter
perVM Datacenter Savings per
Year

Assumptions:

*Before: manual process of setting or monitoring dozens of compliance configuration settings or maintaining home grown
scripts, error prone.

«After: completely automated showing exceptions

Pocket the savings while you enjoy these additional PowerSC Advantages:

* Smile when there’s an audit! Count on PowerSC to produce your compliance
report for every image in the AIX datacenter in under 10 mins.

« Use PowerSC templates to reduce errors in interpreting and applying complex
regulatory standards like PCI, DoD STIG, and COBIT.

35 © 2012 IBM Corporation

Learn more about PowerSC on the Web

http://www.ibm.com/systems/power/software/security/

IBM Systems > Power Systems > Software »

IBM PowerSC

Meeting needs for IT security compliance

Overview Features & benefits Solutions Platform offerings Resources

Power is security and compliance. IBM PowerSC™ provides a security and Contact IBM
compliance solution optimized for virtualized environments on Power Systems™
servers, running PowerVM™ and AIX®. Security control and compliance are some
of the key components needed to defend the virtualized data center and cloud
infrastructure against ever evolving new threats. IBM's business-driven approach to
enterprise security used in conjunction with solutions like PowerSC make I1BM the

s & Email 1IBM
ke ~ Find a Business Partner

— 4 Call IBM: 1-866-883-8901
Priority code: 101AR13W

premier security vendor in the market today. Browse Power Systems
- Hardware - Solutions

Highlights Learn more + Operating systems = Migrate to Power
= Simplify security management and compliance IBM PowerSC data - System software -+ Advantages

measurement sheet

> IBM security - Community = Support & services

* Reduce administration costs of meeting compliance o Get Adobe® - Success stories > Resources

regulations Reader® > News = Education
= Ensure virtualized environments meet same security

levels as physical servers Are you Vulnerable?
® Improve the audit capabilities for virtualized systems 7 I;VD? En”r”;ﬂ”r‘;‘e”‘a“ securty Healh sean o
= Reduce time and skills required for preparation of security audits Take 2 holistic approach to business-driven

security

*® Improve detection of security exposures in virtualized environments
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IBM DeveloperWorks PowerSC Hands-On Wiki Page

https://tinyurl.com/PowerSC

I NI N i - o
PowerSC POWER Security and Compliance Toolset

P Edit | attachments (5) | Info

@) Browse Space [} AddPage [ Add News

Added by naager, last edited by nagger on Sep 17, 2012 (view change)
Labels: (None) eprT

This is a "Work in Progress” for September - Trusted Firewall, Boot and Logging Getting Start are good. Still working on
PowerSC Security and Compliance (Systems Director AIX Profile Manager). Not started on the Trusted Network and Patch
yet.

PowerSC package for Security and Compliance

No don't stop reading .... it can be quite interesting really 11

+ Security is probably not as boring as you think it is, honest!

« This PowerSCis a new in 2011 product plus a update in 2012 but note it is set of 5 tools rather than one large package.
* Combined they do add up to a large boost in security and less work "hand hardening” your AIX systems.

« Below is a quick summary then each part is covered separately
Quick Overview Info:

1. Marketing information can be found at IBM's website htto
2. Downloadable PDF Brochure™

Summary

[software/security®

1. Security and Compliance Management (automated AIX System Hardening)

o Security and compliance automation - Reduces administration costs for complying with industry security standards

* Nigel Giriffiths on the AlXpert blog & follow on Twitter: mr_nmon
Redbook

* IBM, BP & Customer Team working on the PowerSC Redbook Sept/Oct 2012
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