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Worldwide IBM Security Systems Labs
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Portfolio Overview

IBM Security Identity Manager

• Automate the creation, modification, and termination of 
users throughout the entire lifecycle

• Identity control including role management and auditing 
and Privileged Identity Management 

Introduced IBM IAM capabilities 
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IBM Security Access Manager

• Automates sign-on and authentication to enterprise web 
applications and services 

• Entitlement management for fine-grained access 
enforcement

Manage Enterprise Identity Context Across All Security Domains
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Focused on helping organizations’ security to mature
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ISAM:  Ability to secure user access and protect from web attacks

Secure Access and Content Protection 

Portal and Corporate Web Applications 
(e.g.  SharePoint, WebSphere, .NET, SAP, more.)

Access Manager Proxy Appliance (AMP 5100)

Internal, External, Mobile 
Users Web Access

1
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Cloud Access

Access Management in a multi-perimeter world
Integrated Web Access and Content Protection in a Single Appliance

Cloud Access and Collaboration  

Access

Mobile Access

Mobile and Risk-based Access2 3
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ISAM : Consolidated, Consumable, Comprehensive platform for 
Web, Cloud and Mobile Security

Access Manager 
for Web 

Load Balancer 
ADC

F5, Cisco, Citrix

Today

Internet

Application
Servers

Web Application 
Firewall

Imperva, Barracuda, 
Federated Identity 

Security Policy 
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Future

Imperva, Barracuda, 

Fortinet
Manager  BG Security Policy 

Manager

Integrated Web, Cloud and Mobile Access and Application Protection Platform

Internet

Access Manager

Application
Servers

Access Manager

Options

For Mobile For CloudFor Web

All-in-One
Appliance

All-in-One
Appliance
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ISAM: Delivering software (virtual) and physical appliances for 
fast time to value and lower TCO

ISAM FOR MOBILEISAM FOR WEB ISAM FOR CLOUD
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• Context-based 
Authorization

• Strong Authentication 
Services

• *OAuth for Mobile Apps
• Built-in OTP with support 

for 3rd party providers
• *Worklight integration for 

OTP and RBA

• Web Reverse Proxy
• Web Application/Content 

Protection
• Built-in Policy Server
• Layer 4 and 7 load 

balancing for HA

• Federated SSO with 
support for SAML, OAuth, 
OpenID, WS-Federation, 
WS-Trust, etc.

• Security Token Service 
and identity mediation

• Fine grain authorization 
policy management

*Note: planned to be delivered in 
the December update
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SSO

Enterprise 
Applications/Data

User accesses data from 
inside the corporate network1

User is only asked for Userid 
and Password to authenticate2

Corporate Network

User accesses confidential data from 
outside the corporate network3

Strong Authentication, SSO, Session Mgmt. for secure user interactions

ISAM for Mobile
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User is asked for Userid /Password 
and OTP based on risk score4

Outside the Corporate NetworkStrong 

Authentication

� Built-in Risk scoring engine using user attributes and real-time context (e.g. Risk Scoring and Access policy based on 
Device registration, Geo-political location, IP reputation, etc. ) 

� Support mobile authentication with built-in One-Time Password (OTP) and ability to integrate with 3rd party strong 
authentication vendors, as needed. Example of supported OTPs are MAC OTP (email & SMS), HMAC OTP (TOTP & 
HOTP using client generators like Google Authenticator), RSA SecurID Soft and Hard tokens

� Offer Software Development Kit (SDK) to integrate with 3rd party authentication factors and collect additional contextual 
attributes from the device and user session
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Context based access and stronger assurance for transactions

User attempts high-
value transaction

Strong authentication 
challenge

Transaction completes

� Reduce risk associated with mobile user and service transactions

• Example: transactions less than $100 are allowed with no additional authentication; User attempts transfer of 
amount greater than $100 – requires an OTP for strong authentication

� Context based on HTTP POST Data  and JSON content
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Access Operations Grant/Deny

Ability to secure user access and content against targeted attacks

Portal, Web Applications 
(e.g.  Java, .NET, more)

B2B Partners, 
Citizens, Mobile 

users

Supply Chain

IBM Security Access Manager 

© 2013 IBM Corporation12

Access Operations Grant/Deny

An authorized user requests access to the portal and SSO Grant

Password is stolen, session is hijacked and HTTP content is compromised Deny

HTTP content contains common vulnerabilities such as SQL Injection, Cross site scripting, 
Cross-site request forgery

Deny 

IP Address has a low IP Reputation score and Geo Location allowed Deny

Enforce step-up authentication or context-based access to restore authorized user access Grant

� Extend threat protection to support X-Force based IP Reputation and Geo Location

Secure access and protect content against targeted attacks
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ISIM:  Identity Manager automates, audits, and corrects user 
access rights across your IT infrastructure

Tivoli Identity Manager

Identity
change

(add/del/mod)

Approvals 
gathered

Accounts 
updated

Accounts on 70 different types 
of systems managed.  Plus, 
In-House Systems & portals

ApplicationsApplications

Access 
policy 

evaluated

Detect and correct local privilege settings

Cost
Lower Costs

• Self-service 
password reset

• Automated user 
provisioning

Reduce 
Complexity
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Tivoli Identity Manager

HR Systems/ 
Identity Stores

Databases

Operating
Systems

DatabasesDatabases

Operating
Systems
Operating
Systems

Networks &
Physical Access

Complexity

Compliance

Complexity

• Consistent 
security policy

• Quickly integrate 
new users & apps

Address 
Compliance

• Closed-loop 
provisioning

• Access rights 
audit & reports

• Know the people behind 
the accounts and why they 
have the access they do

• Fix non-compliant accounts

• Automate user privileges 
lifecycle across entire IT 
infrastructure

• Match your workflow processes
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IBM Security Privileged Identity Manager

Centrally manage, audit and control shared identities across the enterprise

Key product highlights

� Control shared access to sensitive userids

– Check-in / check-out using secure credential vault

� Request, approve and re-validate privileged access

– Reduce risk, enhance compliance

� Automated password management

– Automated checkout of IDs, hide password from 

IBM Security 
Privileged Identity Manager

ISPIM 
Credential 
Vault

Privileged 
Session
Recorder

IBM Security 
Privileged Identity Manager
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– Automated checkout of IDs, hide password from 
requesting employee, automate password reset to 
eliminate password theft 

� Track  and record  usage of shared identities

– Provide accountability

� Optional visual recording of  user endpoint activity with 
on demand search and playback of stored recordings

– Heightened oversight to meet governance requirements

IBM security solution

� Privileged Identity Management (PIM) solution providing 
complete identity management and enterprise single 
sign-on capabilities for privileged users

Databases

Admin
ID
Admin
ID
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Ability to deliver effective privileged identity control

Admin
ID
Admin
ID

User’s credential is automatically checked out
of the vault and used to log user into privileged 

Configure Privileged Account1

2
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User activity is logged

of the vault and used to log user into privileged 
account. Credential is automatically checked in 
to vault upon logout

2

3

Identity Management in a multi-perimeter world

Controlling privileged user access across multiple domains
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Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response 
to improper access from within and outside your enterprise. Improper access can result in information being altered, destroyed or misappropriated 
or can result in damage to or misuse of your systems, including to attack others. No IT system or product should be considered completely secure 
and no single product or security measure can be completely effective in preventing improper access. IBM systems and products are designed to 
be part of a comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems, 
products or services to be most effective.  IBM DOES NOT WARRANT THAT SYSTEMS AND PRODUCTS ARE IMMUNE FROM THE 
MALICIOUS OR ILLEGAL CONDUCT OF ANY PARTY.
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ibm.com/security
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