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The world is becoming more digitized and interconnected,
opening the door to emerging threats and leaks...

DATA
EXPLOSION

CONSUMERIZATION
OF IT

EVERYTHING

IS EVERYWHERE

ATTACK
SOPHISTICATION

The age of Big Data — the explosion of digital
information — has arrived and is facilitated by
the pervasiveness of applications accessed
from everywhere

With the advent of Enterprise 2.0 and social
business, the line between personal and
professional hours, devices and data has
disappeared

Organizations continue to move to new
platforms including cloud, virtualization,
mobile, social business and more

The speed and dexterity of attacks has
increased coupled with new actors with new
motivations from cyber crime to terrorism

to state-sponsored intrusions

© 2012 IBM Corporation
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Targeted Attacks Shake Businesses and Governments

2011 Sampling of Security Incidents by Attack Type, Time and Impact

conjecture of relative breach impact is based on publicly disclosed information regarding leaked records and financial losses
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Motivation and sophistication is evolving rapidly

1995 — 2005 2005 - 2015
1st Decade of the 2" Decade of the
Motive Commercial Internet Commercial Internet

National Security - @ Nation-state actors

Espionage,
Political Activism

©® Competitors, hacktivists
: Organized criminals with

- @ Insiders, using inside information

. @® Script-kiddies or hackers

Adversary

© 2012 IBM Corporation
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IT Security is a board room discussion

\

Business
results

Sony estimates
potential $1B
long term
impact —
$171M /100
customers™

p\
| W

. .-.v"
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\\\\

Brand image

HSBC data
breach
discloses 24K
private banking
customers

— =

Epsilon breach
impacts 100
national brands

g_“_

Legal
exposure

TJX estimates
$150M class
action
settlement in
release of
credit / debit
card info

Impact of
hacktivism

Lulzsec 50-day
hack-at-will
spree impacts
Nintendo, CIA,
PBS, UK NHS,
UK SOCA,
Sony ...

S
3 |
> 4

o]
l

Zurich
Insurance PL¢
fined £2.275M
($3.8M) for the
loss and
exposure of
46K customer
records

© 2012 IBM Corporation
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Solving a security issue is a complex, four-dimensional puzzle

People Employees Consultants Hackers Terrorists Outsourcers Customers Suppliers

e
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Structured In motion

Applicati SHRENE Mobl,lev apps
ppiications applications 77 TPETTTTTT O TR EETTT e PP

It is no longer enough to protect the perimeter —
silo’d point products will not secure the enterprise

8 © 2012 IBM Corporation
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In this “new normal”, organizations need an intelligent view of their

security posture

Basic

Organizations
employ perimeter
protection, which
regulates access and
feeds manual reporting

Automated

Manual

b
Reactive

Proactive

Optimized
Organizations use
predictive and
automated security
analytics to drive toward
security intelligence

Proficient

Security is layered into
the IT fabric and
business operations

© 2012 IBM Corporation
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Security Intelligence is enabling progress to optimized security

Security Intelligence:
Information and event management
Advanced correlation and deep analytics
External threat research

Optimized . Advanced network
Role based analytics Secure app monitoring
i Data flow analytics engineerin
Ident'lt.y governance yt pr%cessesg Forensics / data
Privileged user Data governance Eraud dotoctt mining
raud detection
setilels Secure systems
L S Virtualization security
User provisioning L Application firewall
A t Access monltorlng Asset mgmt
ccess mgm
9™ Data loss prevention Source code Endpoint / network
Strong authentication Scanning security management
_ _ Encryption o _ Perimeter security
' Centralized directory Application scanning o
Access control Anti-virus

T



vy

(é';,? IBM Security Systems

IBM Security: Delivering intelligence, integration and expertise across a
comprehensive framework

IBM Security Framework

IBM Securlty SyStemS Security Intelligence

and Analytics

* Only vendor in the market with end-to-
end coverage of the security foundation

» 6K+ security engineers and consultants
» Award-winning X-Forcee research

» Largest vulnerability database in the
industry

Professional Services
Cloud and Managed Services

Advanced Security
and Threat Research

Intelligence . Integration . Expertise

Software and Appliances

© 2012 IBM Corporation
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Intelligence:

N

Leading products and services in every segment

Risk Analytics (Algorithmics)

GRC Platform (OpenPages)

Enterprise Governance, Risk and Compliance Management

Investigation Management (i2)

~

: 5

E 5

T

-

QRadar
SIEM

Identity & Access
Management Suite

Federated
Identity Manager

Enterprise
Single Sign-On

Identity Assessment,
Deployment and
Hosting Services

IBM Security Portfolio

Security Intelligence, Analytics and GRC

QRadar
Log Manager

QRadar
Risk Manager

IBM Privacy, Audit and
Compliance Assessment Services

IT Infrastructure — Operational Security Domains

Guardium
Database Security

InfoSphere Optim
Data Masking

Key Lifecycle
Manager

Data Security
Assessment Service

Encryption and
DLP Deployment

AppScan Enterprise,
Standard & Source

DataPower
Security Gateway

Security
Policy Manager

Application
Assessment Service

AppScan
OnDemand - SaaS

Network
Intrusion Prevention

SiteProtector
Management System

QRadar
Anomaly Detection

Managed Firewall,
UTM, and Intrusion
Prevention Services

Endpoint
Manager (BigFix)

Virtualization &
Server Security

Mainframe Security
(zSecure, RACF)

Penetration
Testing Services

Mobile Device
Management

~

Security
Consulting

Managed
Services

L/
[

X-Force
and IBM
Research

|

v12-03

S

Products Services

© 2012 IBM Corporation
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Analysts recognize IBM’s superior products and performance

Domain

Security
Intelligence,
Analytics and
GRC

Applications

Infrastructure

Endpoint Network

Report

Security Information & Event Management (SIEM)
Enterprise Governance Risk & Compliance Platforms
User Provisioning / Administration

Role Management & Access Recertification
Enterprise Single Sign-on (ESSO)

Web Access Management (WAM)

Database Auditing & Real-Time Protection

Static Application Security Testing (SAST)

Dynamic Application Security Testing (DAST)

Network Intrusion Prevention Systems (NIPS)

EndPoint Protection Platforms (EPP)

2011

2011

2011

2011*

2011*

2010

2011

2010

2010

Analyst Recognition

K g 2010 *
e 2011 ‘ .
iXq
2011 ‘
2010 *
e
g

2011 ‘

= 2010 *

X 2010 i?

e

=IDC * Leader (#1, 2, or 3 in segment)

Analyze the Future

Gartner W Challenger Fﬁ Leader H;i' Visionary %: Niche Player

@ ‘ " Leader Strong Performer ‘

Contender

* Gartner MarketScope

© 2012 IBM Corporation
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Expertise: Unmatched global coverage and security awareness

Security Operations Centers
& Security Research Centers
[T7] Security Solution Development Centers

—_— : :
T Institute for Advanced Security Branches

World Wide Managed
Security Services Coverage

IBM Research 10B analyzed Web pages & images
150M intrusion attempts daily

= 20,000+ devices under contract
3,700+ MSS clients worldwide
9B+ events managed per day
1,000+ security patents
133 monitored countries (MSS)

IBM Institute for 40M spam & phishing attacks

Advanced Security

46K documented vulnerabilities

Millions of unique malware samples

J

© 2012 IBM Corporation
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Intelligent solutions provide the DNA to secure a Smarter Planet

Security ' o &
Intelligence,

Analytics &
GRC

Security Intelligence.
Think Integrated.

Applications

Infrastructure

© 2012 IBM Corporation



Think Integrated.

Ahead of the Threat

Pre-Exploit Post-Exploit

Sukhdev Singh
CISSP ,CISSM, X Force Expert, Certified Enterprise Architect ..
Growth Markets, IBM Security Systems

© 2012 IBM Corporation
© 2012 IBM Corporation
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2012 IBM Chief Information Security Officer Assessment

To obtain a global snapshot of security leaders’ strategies and approaches, we
asked 138 security leaders in...

* Seven countries
* A wide range of industries
* ~20% from enterprises with
10,000+ employees
* ~55% from enterprises with
1,000-9,999 employees J’

P

4

© 2012 IBM Corporation
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Security leaders shared their views on how the security landscape is changing

Nearly two-thirds
say SEIl0oTr
exXxecutives are
paying Imore

cttentionto
security issues.

External threciis
are rated as a blgger

challenge than
imternal threats, new

Source: IBM Center for Applied Insights

technology or compliance.

2335 expect to
spend
INOI'e on

security over the
next two years.

*87% expect double-digit increases
*11% expect increases of > 50%.

More than one-half
say mobile
Security is their
greatest near-term

technology
concem.

© 2012 IBM Corporation
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X-Force research

One of the most renowned commercial security research & development
groups in the world

(A ——— | X-Force Research

The mission of the 14B analyzed Web pages & images
IBM X-Force® research and 40M spam & phishing attacks
development team is to: 60K documented vulnerabilities
13B security events daily

Research and evaluate threat and protection
issues

Deliver security protection for today’s security

Provides Specific Analysis of:

problems = :
, _ = Vulnerabilities & exploits
Eﬁgﬁé%%ggw technology for tomorrow’s security . Malicious/Un\{var)ted websites
= Spam and phishing
Educate the media and user communities = Malware

= Other emerging trends

© 2012 IBM Corporation
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We analyze them all...

* Most comprehensive
Vulnerability Database in the
world

— Over 65,000 unique vulnerabilities cataloged
— Entries date back to the 1990’s

* Updated daily by a dedicated
research team

* The X-Force database

currently tracks over...
— 8000 Vendors
— 17,000 Products
— 40,000 Versions

PUBLIC PRIVATE
RESEARCH RESEARCH

ADVISORIES PRODUCT HELP

© 2012 IBM Corporation
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Cyber breaches are having a growing impact
2011 Sampling of Security Breaches by Attack Type, Time and Impact

Attack Type
SOL Injection

URL Tampering
Spear Phishing

SecurelD

IT Securlty

Size of circle estimates relative impact of
breach in terms of cost to business

Jan Feb

2011 Sampling of Security Incidents by Attack Type, Time and Impact

conjecture of relative breach impact is based on publicly disclosed information regarding leaked records and financial losses

Gaming

Emtertainment
Eanlung
Banking .
Mational
Polm: Garﬁ‘h"g
Intermet
Services
Consumer Entertainment
Electronics . .
Enflertainrment Cantrsl
Govemment .
Defense Polu:l:
IT Security
Garmnl; .
Consurner cm""l
Electronics  Sovernment
Deehe nse J— .
G(Ilremmmt Contral
Govemment
March April May June July

Heaw
Ennsultlng Inglustry
Defense
gl
Market
Internet
Services
Falice
Aug Sep Oct

l c,mmrnem

Gowemment
cenual
Gowerniment
Enr\:nrnel'
Electrarics

Cniline S:ruix_a

Crnﬂ.:al

Central
Couermment | Gayvernment
Consulting
Central

“The Year of the Security Breach” —

IBM’s X-Force® R&D

© 2012 IBM Corporation
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Who is attacking our networks?

Attacker Types and Techniques 2011

o incisonminae S * Financially motivated
» Lack sophisticated technical skills targeted hacks

Off-the-Shelf | "==¢ tool chest of exploit and « DDoS attacks
tools and o PElotnat Builders * LulzSec and Anonymous
techniques (hacktivists)

Financially motivated malware activity
Spam and DoS

daldde
838608 WS

Advanced Persistent Threat
Organized, state sponsored teams
Discovering new zero-day vulns
Unprecedented attack techniques

e @

Sophisticated * Cyberwar

. & 0 @

Broad Targeted

)
¥

Source: IBM X-Force™ Research and Development

© 2012 IBM Corporation
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Key Messages from the 2011 Trend Report

" New Attack Activity
—Rise in Shell Command Injection attacks
— Spikes in SSH Brute Forcing
— Rise in phishing based malware distribution and click fraud

" Progress in Internet Security
— Fewer exploit releases
— Fewer web application vulnerabilities
— Better patching

* The Challenge of Mobile and the Cloud
— Mobile exploit disclosures up
— Cloud requires new thinking
— Social Networking no longer fringe pastime

© 2012 IBM Corporation
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SQL injection attacks against web servers

Top MSS High Volume Signatures and Trend Line - SQL_Injection
2011
1,800,000

1,600,000

N

1,200,000 [ N

1,000,000 fl

800,000

400,000

 fo]

200,000

0
Jan Feb Mar Apr May Jun  Jul Aug Sep Oct MNov Dec

—— SQL_Injection —— Linear (SQL_Injection)

Source: IBM X-Force® Research and Development

© 2012 IBM Corporation
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SQL Injection Attack Tools

Mtk [http:/fwww. zoogle. ondsearch?as_qminurl%3A. asp®3Fi d%3D+andtintit]eX3ARESNESNACKESHEFREGA ompl & te=18h1= zh-ChHbmewwindow=1orm=1C v | $53 | S1E | FIHF | /FIE | diit |

R HAY ®E =il W BE EEX v g o~ BR |
L_.’O ) le e EE . EEER | Gooc
‘ C - -sr_'hnol_show. asp71d=3290 A~
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Tew showFngLl’x. aip'?i 32593&$nidd;§§l assname=
. mployee/showjobsinfo. asp?id=
s BEUT2MFA  inurl: S [%‘:1[”] GECRS ektA b F
Ea oy BELEE . s
5L TR ST r * Automatic page-rank verification

AT — * Search engine integration for findin

MR BEES—4FHIFA ) I J J

e vulnerable” sites

oy k| P — '_‘JI‘:'J_JII.h L = o B g N o * . ign .

ShbsEsRL sTliFEemsin. seEhew. =emws | @Egh  roritization of resuls based on

B, BLERLERSE. S2EESHELESE. S ELENRE. & m £l .. Pprobability for successful injection

- N NE N N g &flih * Reverse domain name resolution

7id= - 22k - C TR

mmrwl:cg1EEI.J:'m:nfusenﬁrehfcnmpany.asp. id=05442 - 22k W ] Rt etc.

FITIERE - I
< >

1. % 1H3E 0. BEfTEEE

e o kﬂﬁ%ﬂ% £i2 |
== AEEE  ARIAE RERAA EART EANE MEE  AEFE igieg
[http: / Fwwe. enfinfo. asp?id=h 1509 g ] aHD §=8 + =HD 8=3  AND =R S FREHEDL AT #RL H
_http:,'rfwww. bertech. comfshownews. aspt 5281 s ] allll =3 + aND 3=3 AN el | S PR Et A HER AT
:http:rrfwww. ibertech. com/ProductShow. : BTI6 - allll 8= + aHD 8=3 KHD = FE h iR B A HER AT
_http:,'rjrwww. . comfsinonews/list. asp¥i 433 g 020 | afDl 8§=8 + oD 8=3 AND BER S T RAEEEE LR 8004021,
Ihttp: /fwww. gov. end qyml/ corporation v ZRTZ 0 ] afll =5 + aHD 8=3 AHD R FIFE FEAE RS (LiE s0040e21
http /S, comfO0new/list, a=p?id=Ee 4610 - I afD 8=5 + =HD 8=3 AHD BFH xEF Wl =] ]
[http:/ fuwe. .. com. en/products_list. asy 4751 ] afll 5=5 + afD 8=3 AND i F3Fim thSERERHE ( 3 [ a0040e21
http: ffaw. ha. com/CH/ show. asp?id=11% SOTE i | sHDE=5 + aNDE=3 AHD i FE R ERR A
|http:/fde « com{zfbrfzfnr. aspTid=T& | 515 s Yok 8=3 + XoR 8=G ¥OE =i F1Fim  E B I E] -
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Shell Command Injection attacks

Top MSS High Volume Signatures and Trend Line -
Shell Command _Injection

2011
900,000

800,000
700,000
600,000
500,000

400,000

300,000

:Duzzz ‘ M ﬂ*l th |
| AR A W/

0

Jan Feb Mar  Apr May Jun Jul Aug Sep Oct Nov Dec

—— Shell_Command_Injection —— Linear (Shell_Command_Injection)

Source: IBM X-Force® Research and Development

© 2012 IBM Corporation
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Anonymous proxies on the rise

= Approximately 4 times more anonymous
proxies than seen 3 years ago

= Some used to hide attacks, others to
evade censorship

= Signature detects situations where clients
are attempting to access websites through
a chain of HTTP proxies

* Could represent
— legitimate (paranoid) web surfing

— attackers obfuscating the source
address of launched attacks against
web servers

4505
400%
50%
J00%;
250%
200%
150%
100%%
S0%
0%

1,200,000

1,000,000

800,000

600,000

400,000

200,000

]

Volume of Newly Registered Anonymous Proxy Websites
2008 to 2011

H1 Hz2 H1 H2 H1 H2 Hi H2
2008 2009 200 2011

Source: IBM X-Force® Research and Development

Top MSS High Volume Signatures and Trend Line -

Proxy_Bounce_Deep
2011

I‘
I
11
il
|

| .

! ||.¥ il
: _LL—w— | ‘

-t " _ I‘l""l_'I_'J_L"_-IT-"IJ'_ A hl|l’“‘ J.'II

Jan Felb Mar | Apr May  Jun  Jul Aug Sep Cict New Dec
Proxy_Bounce_Deep

Source; |BM X-Foreel Kesearch and Development
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MAC malware

Bl rcnailer  Fike Eda Wiedos  Help -..I: 4 Wpd 454 P O

= 2011 has seen the most activity in the Mac _
malware world. -

— Not only in volume compared to previous
years, but also in functionality.

" |In 2011, we started seeing Mac malware with
functionalities that we’ve only seen before in
Windows® malware.

aTies

B Finser File Edii Wiew  Co Window  Help & o 4 % Tut SSLPM 0,

Source: 1BM X-Force®: Hesearch and Devslopment

Faveen Jear

Searned Mew
Sarned dinextonew
Statistics Vinnes deiscind: 73 T||'|'|||-|g Lami Virmees Detpcted: 11

sl
e

Source: |BM X-Force® Research and Devalopment .
e © 2012 IBM Corporation
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" New Attack Activity
—Rise in Shell Command Injection attacks
— Spikes in SSH Brute Forcing
— Rise in phishing based malware distribution and click fraud

" Progress in Internet Security
— Fewer exploit releases
— Fewer web application vulnerabilities
— Better patching

* The Challenge of Mobile and the Cloud
— Mobile exploit disclosures up
— Cloud requires new thinking
— Social Networking no longer fringe pastime

© 2012 IBM Corporation
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We Track All Public Exploits...

Public exploit disclosures up in 2010 down in 2011

Approximately 14.9% of the vulnerabilities disclosed in 2010

True Exploits Released 2006-2011

had public exploits, which is down slightly from the 15.7% 1200

2009. 1000

2011 has seen less public exploits than 1H 2010 800

The vast majority of public exploits are released the same 600

day or in conjunction with public disclosure of the 400

vulnerability. 2006 2007 2008 2009 2010 2011

True Exploits 504 1078 1025 1059 1280 778
Percentage of Total 7.3% 16.5% 13.4% 15.7% 14.9% 11.0%
2011 Exploit Timeframe

900
800
700
600
500
of roof?
300 u .
200
100

0

Same Day 1 Months 2 Months 3 Months 4 Months
Exploit Timing 0 Days 1 Month |2 Months |3 Months |4 Months \
0 Days 852 308 23 12 6

© 2012 IBM Corporation
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e Constructor/Turkojan
e \/.4 New features

Remote Desktop

Webcam Streaming

Audio Streaming

Remote passwords

MSN Sniffer

Remote Shell

Advanced File Manager

Online & Offline keylogger
Information about remote computer
Etc..

[ &ktif PC denemne |

Turkojan Client +4.0

[Onling: 0] 2

|English |*||__.f" Editar || rSettmgng} Sbot |

Order | Port: [15963 | |57 Stan

o4 passwords

E; BCCESIONes
B remote desktop
L&l webcamn streaning
W audio strearing

5] settings manager

1 manage keyboard

o5 exira

o0 communication
manage files

o commands

S3 ERMVE properties

2E
(‘_{5} gyztem information

TURK . JAN

= fun manager
% contact us
L% lozal tools Copyright CigiCigi Online

1997 - 2008 All rights reserved.
Made in Turkey

Connection 10 IP Address : Caomputer MHame : 0s:

B3 deneme A N R S ey wineP

Ready Status : Pazzive

© 2012 IBM Corporation
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Broenze Edition

by any antivirus
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Better patching

Vendor Patch Timeline
201

6 percent

Patched Same Day
58 percent

Unpatched
36 percent

znt

Lnpatched 9% 46.6% 44.6% §1.9% 45.1% 43.3% 36.0%

Source: IBM X-Force® Research and Development

© 2012 IBM Corporation
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Decline in web application vulnerabilities

* In 2011, 41% of security vulnerabilities affected
web applications e oot vomeres Web Application Vulnerabilities

— Down from 49% in 2010 e ———
— Lowest percentage seen since 2005

Wab Applicationg: [+ {; T H
41 poncott ES porcant

Web Application Vulnerabilities by Attack Technique
2004-2011

50%
45%
40%

Saurce: [BM X-Forcef Research and Developmenl

5%
0%
26%
20%
15%
0%

5%

0%

2004 2005 2006 2007 2008 2009 2mo 2m

B Cross-Site Scripting B SQL Injecticn B Other 1 File Inchude

Source: |IBM X-Force® Research and Developmant
© 2012 IBM Corporation
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Predict what the attacker will exploit

Exploit Effort vs. Potential Reward

High
\
34 X-Force alerts and Sophisticated Attack Widespread Exploitation
advisories in 2011 High value vulnerabilities Inexpensive to exploit
Harder to exploit Large opportunity
16 high value, cheap-to-
exploit
B PUin(.:Iy available E - Email attachments
exploits for most of = - X-Force Discoveries - Drive by download
them Du‘.'J - 0S5 updates help mitigate exploitation - Client-side remote code execution
12 harder to exploit but E - DoS attacks (increasing in frequency)
high value 2
—  This is a higher c
number that in
previous years
Not Targeted Widely Occasional Exploitation
Hard to exploit Inexpensive to exploit
L Low reward Low potential reward
W _
Difficult Exploit Effort to Achieve Easy

© 2012 IBM Corporation
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Key Messages from the 2011 Trend Report

" New Attack Activity
—Rise in Shell Command Injection attacks
— Spikes in SSH Brute Forcing
— Rise in phishing based malware distribution and click fraud

" Progress in Internet Security
— Fewer exploit releases
— Fewer web application vulnerabilities
— Better patching

" The Challenge of Mobile and the Cloud
— Mobile exploit disclosures up
— Cloud requires new thinking
— Social Networking no longer fringe pastime

© 2012 IBM Corporation
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Mobile OS vulnerabilities & exploits

Total Mobile Operating System Vulnerabilities

2006-2011
180
* Continued interest in Mobile 160
vulnerabilities as enterprise users e
request a “bring your own device” :2
(BYOD) strategy for the workplace -
&0
40
20
a

B Mobile 05 Vulnerabilities
Muobile Dperating System Exploits

2006-2011
= Attackers finding these devices .
represent lucrative new attack
opportunities :
a
2
0

B Mobile OS5 Exploits

ion
Source: IBM X-Foroe® Research and Developmend
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Challenges of cloud security

Securing access to cloud-based applications and services

= We saw a number of high profile Enterprise
cloud breaches in 2011 affecting IT organization
well-known organizations and
large populations of their

customers
= Customers looking at cloud PN [ey— / Tr;.‘lsted l:lal\rtner!
environments should consider: On-premise pfeil o

private cloud
s Federated identity

s Security events
* Data entitlements

— Cloud-appropriate workloads

— Appropriate service level
agreements (SLASs)

— Lifecycle approaches to
deployment that include exit
strategies should things not

work out ~ Dynamic I\ ‘_:- — /:

infrastructure

public cloud

© 2012 IBM Corporation
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» Attackers finding social networks ripe with valuable information they can mine to build
intelligence about organizations and its staff:

— Scan corporate websites, Google, Google News
* Who works there? What are their titles?
* Create index cards with names and titles
— Search Linkedin, Facebook, Twitter profiles
* Who are their colleagues?
* Start to build an org chart
— Who works with the information the attacker would like to target?
* What is their reporting structure?

* Who are their friends? '
* What are they interested in? ‘ ' ' 'f
* What are their work/personal email addresses? ‘ ‘ | ‘ ?

39 © 2012 IBM Corporation
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IBM’s own strategy: Ten essential practices for security leaders

Kristin Lovejoy
IBM Vice President, IT Risk

ealakes I-.Iyglenlc gaproachito 6. Control Network Access ‘
Managing Infrastructure
-

. . 7. Address New Complexity of @
“ 4. Secure Services, By Design Cloud and Virtualization

Maturity Based Approa -

d
%%9 8. Assure Supply Chain Security @

| 3. Secure the Workplace of E
the Future (Endpoint) "?ﬁq% g Compliance
%,
P %
““‘TV -1.,, ’/
S e rosete Protect Structured &
24. HDUR 2. Manage Incidents 9. Pro
Ry N Unstructured Data
1. Build a Risk Aware Culture & R
Management System 10. Manage the Identity Lifecycle @

© 2012 IBM Corporation
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IBM Security Systems

IBM Security Intelligence

@Labs

INTERNET
SECURITY @ watcHf1re @ OUNCF.BIJ'?‘%% scom
SYSTEMS"
| o ENCENTUATE Egﬂosm!!ln! “af::“esff-)ﬁoj) i - B’AGBMF%{K

Manage Access Rights

-
r Lo
Guardium e
- princeton
= - SAFLGUATIING DATABASES™ | AN iBa COMPANY softech
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Time
9:05am - 9:45am

Topic

Security Stream Kickoff-Security and compliance
Overview and X Force

Speakers

Joe Ruthven and
Sukhdev Singh

9:45am - 10:25am

Threat

Lekgale Mokota

10:25am - 10:40am

Break

10:40am - 11:10am

Q1 Labs Security Intelligence Strategy and Roadmap —
How to use Security Intelligence for detecting threats
and exceeding compliance mandates

Murray Benadie

11:10am - 11:40am

Driving Effective Application Security in the Enterprise:
An End to End Approach to Addressing One of the
Biggest Threats to a Business

Sukhdev Singh

11.40am - 12:10pm

Identity Intelligence: Enabling Secure Cloud and Mobile
Access

Kevin Mckerr (Puleng

)

12:10pm - 12:15 pm

Closing and Questions

12:15pm

Lunch and Networking

© 2012 IBM Corporation



Security Intelligence.
Think Integrated.

What is the IBM Vision
for Infrastructure
Security
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IBM Security: Delivering intelligence, integration and expertise across a
comprehensive framework

IBM el\l\l Il'i*\' :l’ﬂmﬂllll)rk
IBM Security Framework

\ly
\i_.‘ ZJ._ é
N e

%

Security Intelligence,

IBM Secunty Systems B Analytics and GRC

* Only vendor in the market with end-to-
end coverage of the security foundation

» 6K+ security engineers and consultants
= Award-winning X-Forcee research

» Largest vulnerability database in the
industry

Professional
Services

Cloud and Managed
Services

Advanced Security

Intelligence . Integration . Expertise Sl L R

Software and
Appliances

45 © 2012 IBM Corporation
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GRC Platform (OpenPages)

Enterprise Governance, Risk and Compliance Management

Risk Analytics (Algorithmics)

Investigation Management (i2)

3

Identity and Access
Management Suite

Federated
Identity Manager

Enterprise
Single Sign-On

Authentication and
Deployment Services

Identity Hosting
Services

3

=

IBM Security Portfolio

Operational IT Securitv Domains and Capabilities

Guardium
Database Security

InfoSphere Optim
Data Masking

Key Lifecycle
Manager

Encryption and DLP
Deployment Services

Hosted Web and
Email Security

AppScan Enterprise,
Standard and Source

DataPower
Security Gateway

Security
Policy Manager

Dynamic and Static
Application Security
Assessments

Application Security
Mgmt - SaaS

QRadar SIEM QRadar Log Manager QRadar Risk Manager

Risk & Compliance Services Privacy & Audit Services Managed and Cloud-based SIEM

Endpoint

Network
Intrusion Prevention

SiteProtector
Management System

QRadar
Anomaly Detection

Endpoint
Manager (BigFix)

Virtualization and
Server Security

Managed Firewall,
Intrusion Prevention,
UTM Services

Vulnerability Mgmt

Mainframe Security
(zSecure, RACF)

Infrastructure Testing
and Incident
Response

Mobile Device
Security Mgmt

Security
Consulting

Managed
and Cloud
Services

X-Force
and IBM
Research

Products

Services

© 2012 IBM Corporation
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In this “new normal”, organizations need an intelligent view of their

security posture

Basic

Organizations
employ perimeter
protection, which
regulates access and
feeds manual reporting

47

Automated

Manual

/
Reactive

Proactive

Optimized
Organizations use
predictive and
automated security
analytics to drive toward
security intelligence

Proficient

Security is layered into
the IT fabric and
business operations

© 2012 IBM Corporation
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Security Intelligence is enabling progress to optimized security

Security Intelligence:
Information and event management
Advanced correlation and deep analytics
External threat research

Security
Intelligence

Optimized
: Advanced network
Role based analytics Secure app monitoring
i Data flow analytics engineerin
Ident'|t?/ governance : yt pr%cessesg Forensics / data
Privileged user ata governance Eraud detect mining
raud detection
setilels Secure systems
L Virtualization securit
User provisioning Y Application firewall y
Access monltorlng Asset mgmt
Access mgmt . Source code )
o Data loss prevention . Endpoint / network
Strong authentication Scanning security management
| ) ) Encryption o ) Perimeter security
Centralized directory Application scanning o
Access control Anti-virus

T

48
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Advanced Threats: The sophistication of Cyber threats, attackers
and motives is rapidly escalating

1995 - 2005 2005 - 2015

1st Decade of the Commercial Internet 2" Decade of the Commercial Internet

Motive

Nation-state Actors;
National Security Targeted Attacks / Advanced
Persistent Threat

Espionage,

Political Activism Competitors, Hacktivists

Monetary Gain Organized Crime, using sophisticated tools

Revenge Insiders, using inside information

Ly 1)

Curiosity Script-kiddies or hackers using tools, web-based “how-to’s

/

> Adversary

© 2012 IBM Corporation
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Techniques used by attackers are bypassing traditional defenses

Advanced

- Using exploits for unreported vulnerabilities, aka a “zero day”

- Advanced, custom malware that is not detected by antivirus products
- Coordinated attacks using a variety of vectors

Persistent
- Attacks lasting for months or years
- Attackers are dedicated to the target — they will get in
- Resistant to remediation attempts

Threat

- Targeted at specific individuals and
groups within an organization, aimed
at compromising confidential information

- Not random attacks — they are actually “out to get you”

These methods have eroded the effectiveness of traditional defenses including firewalls,

intrusion prevention systems and antivirus - leaving holes in the network

© 2012 IBM Corporation
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Closer look at the attack vectors of today’s threats

1. User Attacks (Client-side)

- Drive-by Downloads: User browses to a malicious
website and/or downloads an infected file using an
unpatched browser or application

- Targeted Emails: Email containing an exploit or
malicious attachment is sent to an individual with the
right level of access at the company

2. Infrastructure Attacks (Server-side)

- SAQL Injection: Attacker sends a specially crafted
message to a web application, allowing them to
view, modify, or delete DB table entries

- General Exploitation: Attacker identifies and
exploits a vulnerability in unpatched or poorly written
software to gain privileges on the system

Despite the growing number of techniques used to gain access, one fact remains constant:

a remote attacker must gain access over the corporate network

© 2012 IBM Corporation
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What is the IBM Vision
for Infrastructure
Security

© 2012 IBM Corporation
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IBM Advanced Threat Protection

Our strategy is to protect our customers with advanced threat
protection at the network layer - by strengthening and integrating
network security, analytics and threat Intelligence capabilities

e

1. Advanced Threat Protection Platform

Evolve our Intrusion Prevention System to become a Threat
Protection Platform — providing packet, content, file and session
inspection to stop threats from entering the corporate network

2. QRadar Security Intelligence Platform

Build tight integration between the Network Security products,
X-Force intelligence feeds and QRadar Platform product with
purpose-built analytics and reporting for threat detection and

remediation 0e0

3. X-Force Threat Intelligence
Increase investment in threat intelligence feeds and feedback

loops for our products. Leverage the existing Cobion web and I I
email filtering data, but expand into botnet, IP reputation and
Managed Security Services data sets |

. —

© 2012 IBM Corporation
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The Requirements for an Advanced Threat Protection Platform

Security Intelligence

What are the threats Are we configured to protect What is happening What was the
affecting my business? against these threats? right now? impact?

Security Information and Event Management = Log Management = Configuration Monitoring = Vulnerability Management

Threat Intelligence and Research

What are the latest What websites are Who is infected or What network traffic is
vulnerabilities? malicious or suspicious? conducting attacks? associated with botnets?

Vulnerability Research = Malicious URLs = Spam / Phishing Emails = IP Reputation = Botnet Domains

Advanced Threat Protection

Is someone trying to break Is this file hiding an attack or Is this application What evidence do we have of
into my network? sensitive data? allowed on my network? an intrusion?

Intrusion Prevention = Content Inspection = Malware Analysis = Application Control = Network Forensics

—

PREDICTION / PREVENTION PHASE Exploit REACTION / REMEDIATION PHASE Remediation

) > @

Pre-Exploit Post-Exploit

© 2012 IBM Corporation



Area of Focus

Guard against sophisticated attacks using an Advanced Portfolio Overview
Threat Protection Platform with insight into users, content

and applications
IBM Security
*Delivers Advanced Threat Detection and Prevention
Q Security Intelligence to stop targeted attacks against high value assets
Yy and Analytics @ *Proactively protects systems with IBM Virtual Patch®
B = technology.
,3 i *Protects web applications from threats such as SQL
E g 3 Injection and Cross-site Scripting attacks
) =
= © e Integrated Data Loss Prevention (DLP) monitors data
© (3] =
5 4 g security risks throughout your network
§ % 2 *Provides Ahead of the Threat® protection backed by
© - ' world renowned IBM X-Force Research
a 78 3
& o
: o
Advanced Security IBM Security SiteProtector
and Threat Research *Provides central management of security devices to
control policies, events, analysis and reporting for
Software and Appliances your business

© 2012 IBM Corporation
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Introducing IBM Security Network Protection XGS 5000

NEW WITH XGS NEW WITH XGS

PROVEN SECURITY ULTIMATE VISIBILITY COMPLETE CONTROL

Extensible, 0-Day protectior+ Understand the
powered Who, What and When for all
by X-Force® network activity

Ensure appropriate
application and network use

IBM Security Network Protection XGS 5000
builds on the proven security of IBM intrusion prevention solutions by delivering

the addition of next generation visibility and control to help balance security and
business requirements

© 2012 IBM Corporation
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" is an optimized version of LabS
QRadar which complements SiteProtector to provide deep network
visibility and real-time insight to identify threats; upgradeable to full
QRadar SIEM BT S

* Market-leading network behavioral analytics improves

proficiency in threat detection empowering customers ( R
with proactive Threat Protection = SiteProtector as core for command & control
* QRadar Network Anomaly Detection for
= Meets the needs of new and existing SiteProtector/IPS customers enhanced analytics

* QRadar QFlow and VFlow collectors provide

who desire greater visibility into their network Network Awareness via deep packet

. . . . inspection
* |ntegration of network flow capture with behavioral analysis .
. ] L ) * Integrated policy management & workflows
and anomaly detection provides greater security intelligence: within SiteProtector facilitate a rapid response

— Traffic profiling for added protection from Low and Slow 1) e 2l UG IR s i,
and zero-day threats \ <

— Correlation of threat data, flow data and system and AppScan
NIPS |

application vulnerabilities for enhanced incident analysis q—
= Includes support for identity sources to associate user e | R

activity with incidents; and support for vulnerability data to correlate
attack with vulnerable assets

Scanner Server
* Appliance (2Q12) and VMware Image (future)
Desktop
Visibility Protection

Suspicious Behavior 2 Proactive Prevention



Infrastructure (Endpoint and Server)

Area of Focus

Ensuring endpoints, servers, and mobile devices remain
compliant, updated, and protected against todays threats IBM Endpoint Manager for Security and Compliance

*Addresses distributed environments with endpoint and
Governance, Risk and Compliance

security management in a single solution

= Security Intelllgence IBM Endpoint Manager for Core Protection
= and Analytics P ] ]
@ *Real-time protection from malware and other threats
(7]
2
> = g
3 ._g '§ IBM Endpoint Manager for Mobile Devices
S 8 g « Secure and manage traditional endpoints as well as
o 3 = iOS, Android, Symbian, and Microsoft devices
2 2 -
£ g
e - ° ] .
& @v"\a § IBM Security Server Protection
= » Multilayered protection against threats, supporting a
: broad range of operating systems
Advanced Security
and Threat Research
IBM Security Virtual Server Protection for VMware

Software and Appliances + Dynamic security for virtualization with VM rootkit
detection, auditing, network intrusion prevention

© 2012 IBM Corporation



1y
j‘;’ IBM Security Systems

IBM Security Virtual Server Protection for VMware
Customers get robust, efficient security for their virtualized data centers

= Customers transitioning to virtualized data Core Capabilities
Agentless Protection -- Powered by IBM Research

centers or cloud deployment architectures face and X-Force technology to provide deep packet

it i - inspection, firewall, network segmentation, and
aqc_“tlonal SeCUT:Ity threats — VSP can help rootkit detection with no in-guest VM footprint
mitigate these risks

Improve governance in the virtual data center by
. . .. ) reducing VM sprawl, quarantining insecure VMs, and
= Virtual Server Protection is integrated with the = maintaining real-time visibility across the

hypervisor and optimized for virtualized S

deployments to maximize data center capacity e e e P Rl

* Provides visibility into intra-VM network traffic along Move to IBM Virtual Server Protection
with traffic between the virtual and physical Manage risk with a solution optimized for

) your virtual data center environment
infrastructures
Web Server Host Desktop Web Apphcatlon

= Supports ESX 4.1 and 5.0 as well as 10Gb Ethernet

01011101010
11010011011
1110100100

= Create and manage security policies across multiple
VMware ESX servers

= Facilitate auditing and compliance requirements by
capturing and aggregating relevant events

Hypervisor

w g e § Wy
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IBM Security Endpoint Defense

Customers get proactive security for their critical systems, powered by X-Force

= Customers can protect their critical endpoints
with preventive technology and intelligence
from IBM X-Force

* Broaden situational awareness by monitoring
critical files, OS audit logs, ASCII text logs,
and the Windows registry for changes

" Inspect SSL-encrypted network
traffic for potential threats

* Enforce security policies based on
network location to ensure the right
level of protection for the mobile
workforce

Lists

» Supports Windows, Linux, and UNIX

* Facilitate auditing and compliance
by capturing and aggregating
security events

System Integrity/Compliance
Log Monitoring
Anti-Virus Compliance
Application White/Black

Attack Prevention
SSL Inspection
Application White/Black

System Integrity/Compliance
OS Audit Log Monitoring

Registry Monitoring
File Integrity Monitoring
(FIM)

Attack Prevention

Attack Prevention
Integrated Firewall
IPS via Protocol
Analysis

Agent Tuning

Core Capabilities

Host-level Protection -- Identify potential threats with
technology from IBM X-Force, while monitoring critical files, OS
subsystems, and applications

Proactive defense helps you to stay ahead of the threat, by
using a vulnerability-centric approach to protect against whole
classes of exploits

Centralize administration of security across a heterogeneous
environment by providing robust security across multiple OS
platforms

COMPLIANCE ZONE

APPLICATION(S) 0S| MODEL
. Lotus. Notes. /.'J o
m Application Layer
' ORACLE’ § Presentation Layer
] Session Layer
=
OPERATING SYSTEM [y
Registry Keys 5 Network Layer
User Monitoring E
Syslog = Data Link Layer
Rnsud int Memory Wimp
By Physical Layer

(_PROTOCOL ANALYSIS MODULE (PAM) )

NETWORK LAYER

© 2012 IBM Corporation
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IT Security Problem

Incident response efforts take too long,
impacting confidence in IT

We experience too much downtime due to
uncertainty over virus and malware outbreaks

Internal executive reporting is limited, unable to
demonstrate effectiveness of security systems

IT compliance reporting is slow and manual

Unique network traffic patterns and
unpredictable events cause planning and
availability issues

We don’t have efficient tools to proactively
analyze network traffic to find unusual user
behavior and other anomalies

Lack the ability to manage user access to web
and non-web applications and internet sites

IBM ATPP Helps. ..

Block malicious traffic
Block malicious traffic

Report on blocked threats
Provide comprehensive compliance reports

Write and import custom rules and utilize
freely available open source files

Integrated analysis of network flow data and
integration with SiteProtector

Controls to manage user access at granular
level and decrease bandwidth utilization
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SUMMARY: Advanced Threat Protection Platform helps protect
Customer Networks Today and Tomorrow

Security
Intelligence
Platform

Threat
Intelligence
and Research

Advanced
Threat
Protection
Platform

Network Risk

Manager

Log Manager Activity
Monitor

Vulnerability Data Malicious Websites Malware Information :

Management

. Content B Network
Intrusion Web Application E Anomaly

 d (=1"4=101110] o ————— E— (0] (] ¢11(0) § E—

R WU W :  Detection

0 1Q12: Launched IBM Security Network IPS Powered by X-Force
e 2Q12: Launch QRadar Network Anomaly Detection

e Future: Platform Expansion

-

Future

Future . IBM N.etwork
Security

This is just the beginning,
We have more exciting

things to tell you -
about next quarter !

© 2012 IBM Corporation
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Learn More about the Advanced Threat Protection Platform
Learn More about IBM Security http://www.ibm.com/security

Learn more what the Aberdeen Group has to say about Threat
Management http://aberdeen.reg.meeting-stream.com/threat_ management/default.aspx?cid=ibm

© 2012 IBM Corporation
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Security Intelligence.
Think Integrated.

Intermission

Next presentation to start promptly in 15 minutes
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Time

Topic

Speakers

10:40am - 11:10am

Q1 Labs Security Intelligence Strategy and Roadmap —
How to use Security Intelligence for detecting threats
and exceeding compliance mandates

Murray Benadie

© 2012 IBM Corporation
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Total Security Intelligence | An IBM Company

Q1Labs.com

Q1 Labs
&
QRadar SIEM

QRadar SIEM enables security
professionals to gain the visibility they need
to protect their networks and better protect
IT assets from a growing landscape of
advanced threats as well as meet current

and emerging compliance mandates.

August 2012
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Who Q1Labs is:

+ Innovative Security Intelligence software company
* One of the largest and most successful SIEM vendors
¢ Leader in Gartner 2011, 2010, 2009 Magic Quadrant

Award-winning solutions:

¢ Family of next-generation Log Management, SIEM, Risk
Management, Security Intelligence solutions

Proven and growing rapidly:

¢ Thousands of customers worldwide (1 customer - 14 Billion
events per day)

* Five-year average annual revenue growth of 70%+

Now part of IBM Security Systems:

¢ Unmatched security expertise and breadth of integrated
capabilities

Copyright © 2011 Q1 Labs, Inc. All Rights Reserved.
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Who Zenith Systems is:

Started in 2001
¢ Implemented solutions in most SA corporates

*

Focused on QRadar:

*

*

*

*

4 year relationship with Q1

Certified reseller

Comprehensive pre and post sales capability
IBM BP

Deployed in Many SA/African organisations:

*

*

RMB

First Rand

Post office

Allan Gray

Access Bank

Standard Chartered ZW

Copyright © 2011 Q1 Labs, Inc. All Rights Reserved.
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Security Intelligence

--noun

1. the real-time collection, normalization, and analytics of the
data generated by users, applications and infrastructure that
impacts the IT security and risk posture of an enterprise

Security Intelligence provides actionable and comprehensive
insight for managing risks and threats from protection and
detection through remediation

Q1Labs.com Copyright © 2011 Q1 Labs, Inc. All Rights Reserved.
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Q1Labs.com

Why it matters

it

G

6
7

happen)

Internal and External Threats
Compliance / legislation

80% of breach evidence contained in logs.
1. Volume Overwhelming (160 000 eps, 16 Billion / day)

. Lack of Integration /correlation Silos

. Skills Shortages

W
\\\\\"“h“\
\ TR

Cyber Crime is a global business (not if — when a breach will

Cyber Crime is One of the biggest threats to business and delivery

Copyright © 2011 Q1 Labs, Inc. All Rights Reserved.
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Q1Labs.com i : All Rights Reserved.



@ B Solving Customer Challenges with Total
Labs . :
o Security Intelligence

Detecting threats others miss

* Discovered 500 hosts with “Here You Have” virus,
which all other security products missed

Consolidating data silos

» 2 Billion logs and events per day reduced to 25 high
priority offenses

Detecting insider fraud

* Trusted insider stealing and destroying key data

Predicting risks against your business

» Automating the policy monitoring and evaluation
process for config. change in the infrastructure

Exceeding regulation mandates

» Real-time monitoring of all network activity, in addition
to PCl mandates

Q1Labs.com Copyright © 2011 Q1 Labs, Inc. All Rights Reserved.



QRadar: The Most Intelligent, Integrated,
Automated Security Intelligence Platform

Intelligent

Integrated Automated

Copyright © 2011 Q1 Labs, Inc. All Rights Reserved.



@ . Next-Generation SIEM:
Labs :
e Total Intelligence

) Suspected
Config/ AN = i . i
chonoaio B Next-Generation SIEM: Behavior and Context Incidents

Network A
@ Activity C//
- Virtual :>> c t r ASSEt Attacker Network 0 @5@
== Activity = ategory Discovery Statistical Profile Behavior OO
— sorvers Correlation Apnlicatl @)
- Credibilit i pplication
- e y Active VA IP Location User Logs Behavior )

S Rules-Based Identit ©

ecurity . . entity
z—z Systems Q Seve"ty Passive VA Correlation F|',:'Itl'el=.:’:|:asl —HiStory Q Q O
b ®)
U

g Act?:irty E—C/)
- APP".l:El'tion [—F\:)

Activity First-Generation SIEM: Rules & Correlation

Threats and Fraud Detected Massive Data Reduction
That Others Miss “With QRadar, Wayne State University now
QRadar gave Texas A&M a live window into all detects issues that would previously have gone
network activity. They were able to address issues unnoticed. QRadar prioritizes the events, indicates
that ranged from mitigating external the severity and credibility of an event.

AlM threats to enforcing internal policies.
Wayne State University

Q1Labs.com Copyright © 2011 Q1 Labs, Inc. All Rights Reserved.
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s Unified Platform for Scale & Ease of Use

Bolted Together Solution

o ——
—
—
——
—
—_—

e Scale problems

* Non-integrated reporting & searching
* No local decisions

* Multi-product administration

* Duplicate log repositories

> Operational bottlenecks

Q1Labs.com

QRadar Integrated Solution

| camp— 4
s

Highly scalable

Common reporting & searching
Distributed correlation

Unified administration

Logs stored once

> Total visibility

Copyright © 2011 Q1 Labs, Inc. All Rights Reserved.
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Log Radar ) Radar v Turnkey log management

LOg Manager Log Manager Free Edition SME tO Enterprise
Management @* * Upgradeable to enterprise SIEM
N\
* Integrated log, threat, risk & compliance mgmt.
* Sophisticated event analytics
SIEM

* Asset profiling and flow analytics
* Offense management and workflow

\& J

* Predictive threat modeling & simulation

Risk Cp— * Scalable configuration monitoring and audit
Management Radar ' | ° Advanced threat visualization and impact analysis

Risk Manager

\& /

Network

® .
Activity & Radar Radar * Network analytics .
A I SIEM QFlow * Behavior and anomaly detection
nomaly . * Fully integrated with SIEM

Detection

Network and * Layer 7 application monitoring
Application * Content capture
Visibility * Physical and virtual environments
A J

Q1Labs.com i 11 Q1 Labs, Inc. All Rights Reserved.
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Total Security Intelligence | An IBM Company

Log
Management

& One Console Security
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. = {Event Count) Local TCP Scanner Detected
ACthlty & Zoom: max 2010-0ct:07, 07:31 - 1331 ible Tunneling containing unknown Category Offenses
Remainder Paossible Tunneling containing unknown Unknown 13
Anomaly AT B AT | M3 SMB2 Validate Provider Callback RCE —_— ||| Eirewal Permit 10
IR P r TCP Reconnaissance 9

Detection e
Labs

Network and

Application Built on a Single Data Architecture

NS
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© Auto-discovery of log
sources, applications
and assets

© Asset auto-grouping
© Centralized log mgmt

© Automated
configuration audits

Q1Labs.com

© Auto-tuning

Auto-detect threats

Thousands of pre-defined rules
and role based reports

Easy-to-use event filtering
Advanced security analytics

Asset-based prioritization
Auto-update of threats
Auto-response

Directed remediation

Copyright © 2011 Q1 Labs, Inc. All Rights Reserved.
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QRadar SIEM
Technical Overview
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QRadar SIEM

Reduce the risk and severity of security
breaches

Remediate security incidents faster and
more thoroughly

Ensure regulatory and internal policy
compliance

Reduce manual effort of security
Intelligence operations

N S

Q1Labs.com Copyright © 2011 Q1 Labs, Inc. All Rights Reserved.



QRadar SIEM

@LabS‘

Total Security Intelligence | An IBM Company

Single browser-based Ul

Role-based access to
information & functions

Customizable dashboards
work spaces) per user

Real-time & historical
visibility and reporting

Q1Labs.com

Advanced data mining and drill

“ |

T T T TR T P
e —

—_————
e

Rada

o

[Trvestana « = | O B | A tem.. v Retresn Pauses 000040 B @
DefauitIDS /1PS-All: Top Alarm ) Most Flow Bias (Total Bytes)
Zoom: max 2010-0ct-05, 0054 - 02:06 Zoom: max 2010-0ct-08, 0047 - 02:06
Remaicer WHTTP: KT n st Offense Name tisaniide orer nony ou oy
MISC.CONEIANT-A0GIN Sz om 1S SUB2 Valdate Provider Callback RCE sty O osty n
WHTTFHOTHAILEXE-DOW. Juriper Networks . UNC Access from the Internetto 3 Local Host containing RemoteAceess VNG 80000000
75 ‘Scan Followed By Successful Loain preceded by Login Failures Followed By Success
fothe same Source IP preceded by Wultile Login Failures to the Same Destination
preceded by Multiple Loain Failures from the Same Source g oonoo N ha 4
E Exploithiaiware Events Acioss buliple Targets containing NETBIOS-DG SBv4 3 \M] W
— 4
3 swsuc NetrpPathCononicalize unicode paih tack attempt ¥ ||
Multple Login Failures for the Same User preceded b Login Failures Followed By o . : : : J
o100 o115 0130 045 0Z00 Success from the same Usemname ofo0  of1s  of30 0145 0200
Most Recent Offenses View in Network Actvite
Top Systems Attacked (Event Count) Offense Name tisaniude Top Category Types
PR Soi0-050s 0059 oree | || LecalWeb Scanner D Webimage GIE
o max [ st Potential P2P Traffi or VolP Detected preceded by Local TGP Scanner Detecled Category Offenses
gl vt containing unknown 3
Local Web Scanner D Webimage JFEG Weo o
85 143 SUB2 Valigate Provider Callback RCE =B 2
Local Web Scanner Detected containing Web HTTPWed Gnenoun 3
inner Sistem 2
Top Services Denied through Firewalls (Event Count) i——
Zoom' max Top Sources
b_a A AA‘ A s ' w0 Rre
0115 0130 o145 wrr s source Threat
100280252
Viewin Log Acivity 10.0.110.132
N 10.0.100.161
Top Systems Sourcing Attacks (Event Count) " . o0t100r
Zoam: max 20100605, 01:16 - 02:08 10.0.11083 ——
Remsincer w7104 188 200 nsse7s ———————————
o002 m100.110.20 002020 ot
0110 0115 0120 o125 0130 0135 01:40 0145 orso | [liEseiozsl Destuations,
= Destination Threat
View in Log Actity UCH00g0T
E 10.0.11083
® 10.010.10
o n 100100157
0200 10.0100.103

01:30 0145

View in Log Actvity

down

Easy to use rules engine with out-of-the-box security intelligence

© 2011 Q1 Labs, Inc. All Rights Reserved.




QRadar SIEM
Product Tour: Data Reduction & Prioritization

@ Labs

Total Security Intelligence | An IBM Company

System Summary

System Summary

Previous 24hr period of

network and security

Current Flows Per Second | Current Flows Per Second 1.4M .

Flows (Past 24 Hours)
Flows (Past 24 Hours)__ Flows (Past 24 Hours) 1.3M activity (2.7M logs)
New Events (Past 24 Hours) Current Events Per Second 17,384 l

Updated Offenses (Past 24 Hours)

D:ta Reduction Ratio New Events (Past 24 Hours) 677TM
Moet Rocont OFf Updated Offenses (Past 24 Hours) 538

05T Recen enses H

Data Reduction Ratio 10633 ° 1 QRadar correlation &

Offense Name

Local Web Scanner Detected containing
Web Image GIF
Potential P2P Traffic or VolP Detects,

Most Recent Offenses

& X|

analysis of data creates
offenses (129)

preceded oy Locdl [L.F scanner =
th?cf:ddc%nlt_:ii?rlwZﬁﬁkﬁﬁ? = Offense Name Magnitude
Local Web Si Detected taini -
G e Local Web Scanner Detected containing 1
1S SMB2 Validate Provider Callback - Web Image.GIF
= — Potential P2P Traffic or VoIP Detected Offenses are a complete
ocal Web Scanner Detected containing
Web HTTPWeb preceded by Local TCP Scanner history of a threat or
Default4DS / IPS-All: Top Alarm Signatures (Event C Detected containing Unknown — violation with full context
S ~oio0q| Local Web Scanner Detected containing )
Remaira mHTTP: HTTP on non-st WE b|r|"IElEIEJ PEG abOUt accompanylng
e o e ow. e e | WIS SMB2 Validate Provider Callback network, asset and user
75 RCE identity information
Local Web Scanner Detected containing
E Web HTTPWeb l
0 rFy AA‘ r Y

Q1Labs.com

01:45

Offenses are further
prioritized by business
impact

Copyright © 2011 Q1 Labs, Inc. All Rights Reserved.
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Total Security Intelligence | An IBM Company

QRadar judges “magnitude” of offenses:

* Credibility:

A false positive or true positive? —~

i 5 | Description Attacker/Src Magnitude a;i;t
c S ty:
e Verl y. I'?( 287 E{;J;:ldiﬁﬂ Scanner Detected , Suspicious - Internal - 10.100.50.81/ - ultiple (508)
AI arm Ievel Contra Sted Er . gemoteAFTP Scanner Detected , Excessive Firewall 21?_54_100152 L*al (©9)
- enies ACros...
With ta rg et vu I nera bi I ity g . gp?l-bE)tdemal- Potential Unresponsive Service or Multiple (49 - webAop-Serv
istribute...
3 208 Multiple ExploitMalware Types Targeting a Single 101005048 - Lockl (8)
E Source , Ex.. T
‘? Multiple ExploitMalware Types Targeting a Single
° R I . Ev 309 Source 10.100.50.p5 - Mulfple (2)
e evance' 3 286 Remote FTP Scanner Detected | Excessive Firewall 8124089 k10 - Renjote (226)
. . . Ev Denies Acros.. ’ T
Priority according to asset or (9., v cena conmuncaionvineor FPUPRURY PO R R
E Control Channel ...
network Value Er | 236 YOIP: Pingtel Xpressa Denial of Seny 0.104.1440 - Mulfiple (2)
Er 314 ast Detected 10.100.50.* Mu’iple {7)
. . Authentica_tion: Repeated Login Failures Single 10_100_100_\00 11100_150_%
P t h Host, Login F...
rl O rl IeS Ca n C a n g e Ove r Er 299 Authentica_tion: Repeated Login Failures Single 10.10050.64 Uitiple (3)
. . . Host, Login F...
time based on situational k. PR ————— Se—

\
awareness \_/

Q1Labs.com ight © 2011 Q1 Labs, Inc. All Rights Reserved.
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NS
e
\ TR

Clear, concise and comprehensive delivery of relevant information:

| Offense 3063 [8] Summary (@i Attackers Targets (™) Categories Annotations [l Networs Events " Flows ['|Rules Actions ¥ (= Frint 9|
Magnitude Relevance | o | Severity | 8 | Credibility | 3
Target Vulnerable to Detected Exploit v A
- preceded by Exploit Attemnpt Proceeded by Recon : }
EEEELTED preceded by Exploit'Malware Events Across Multiple TaM What WaS SETNERIE 1428 events in 3 calegories
preceded by Recon - External - Potential Network Scan
Attacker/Src | 202.153.48 66 the attaCkr) start 2009-09-29 16:05:01 ,
Target{s)yDest| Local (F17 Duration 1m 32s '
Network(s) Multiple (3} Assigned to Mot assigned W .t
N Vulnerability Correlation Use Case lllustr n of vulnerability data with ID'S alerts An attacker originating from China (201 aS I hg the
lotes
Conficker worm exploit (CVE 2008-4250), Who Was Successful?
Attacker Summary g Detsils </ reSponS|b|e7
Magnitude User Karen
Description 202.153.48.66 Asset Name Unknown
Vulnerabilities 0 MAC 7 Unknown
Location China Asset Welaht o
Top 5 Categories ([ Categories Where do | .
Name | Magnitude Local Target Count find them? HOW Valuable
Buffer Overflow — 8
Misc Exploit — 3 |3 g
e Bt How many 2 B are the targets
e e targets to the business”
IPIDNS Name M4 |nvolved? Chained User MAC Location S\ Weight
Windows AD Server 2 Unknown Unknown main 8
10.101.3.3 = Unknown Mo Unknown Unknown main 0
10.101.2.4 Unknown Mo Link main 0
DC106 Yes 4 No Adn] f main 10
10.101.2.11 Unknown SN—FNe_ DCA Are any o them main 0
Top 10 Events [1] Events VUInerabIe "
Event Name Magnitude tegory Destination Dst Port Time
Misc Exploit - Event CRE —— — Custom Rule E oit 10.101.3.15 445 09-29 16:06:33
NETBIOS-DG SMB vd srysve NetrpPathCo... < I — Snort @ 10.1.1.5 L Efer Cuarfou 10.101.3.10 445 09-29 16:06:28
MNETBIOS-DG SMB vd srvsvc MetrpPathCo... ~ Snort @ 10.1.1.5 . 10.101.3.15 445 09-29 16:05:33
Misc Exploit - Event CRE — - — Cusio ine-2 :: gradar-v Where |S a" 10.101.3.13 445 09-29 16:06:31
Metwork Sweep - QRadar Classify Flow — Flow Classification Engine-5= 10.101.3.10 445 09-29 16:05:01
Metwork Sweep - QRadar Classify Flow — Flow Classification Engine-5 = qrd the evldence? 10.101.3.15 445 09-29 16:05:01
Metwork Sweep - QRadar Classify Flow — Flow Classification Engine-5 - qrd " 10.101.3.10 445 09-29 16:05:01
Metwork Sweep - QRadar Classify Flow - Flow Classification Engine-5 = qr: 10.101.3.15 445 09-29 16:05:01




QRadar SIEM
Product Tour: Out-of-the-Box Rules & Searches

@ Labs

Total Security Intelligence | An IBM Company

1000’s of real-time correlation
rules and analysis tests

100’s of out-of-the-box searches
and views of network activity and
log data

*Provides quick access to critical
information

Default log queries/views

Quick Searches ¥ ?Add Filter H Save Criteria ‘- Save Results g, Cancel "\. False Fos

Compliance: Source IPs Involved in Compliance Rules - Last 6 Hours [:
Compliance: Username Involved in Compliance Rules - Last 6 Hours
Cefault-1DS £ IPS-All Top Alarm Signatures - Last 6 Hours

Event Category Distribution - Last 6 Hours

Ewvent Processor Distribution - Last 6 Hours

Event Rate (EPS) - Last 6 Hours

Exploit By Source - Last 6 Hours

Explaoits By Destination - Last 6 Hours

Explaits by Type - Last 6 Hours

Firewall Deny by DST IP - Last 6 Hours

Firewall Deny by DST Part- Last 6 Hours

Firewall Deny by SRCIP - Last 6 Hours

Firewall Permit By Log Source - Last 6 Hours

Firewall Permit by Source IP - Last 24 Hours

Flow Rate (FPS) - Last 6 Hours

Inbound Events by Country - Last 6 Haurs

Lagin Failures by Log Soudrce - Last 6 Hours

Offenses by Destination IP - Last 6 Hours .
Offenses by Rule Mame - Last 6 Haours

Offaneas by Snneee P - | ast B HAnrs

C u Sto m I Og fi e I d S | Top 10 Log Source Results By Event Count {Sum) D
8 ZDS?I\:”AJ% sting... m Iptables @ 192.168.2... m Custom Rule Engine-8... 20T0-Now23, 1521 - 17252
L J P rOVId eS fl eXI b I I Ity to eXtr’aCt |Og R | miptables @ 192.188.1 .. wlptables @ 192.168.5... System Notification- ..
. . R 104500
data for searching, reporting and i

dashboards. Product ships with
dozens of pre-defined fields for
common devices.

Q1Labs.com

95000

Sum

BES00
T

VP YY1 ) T Ve Y [P W VY ePY

Update Details

T T T T T T
14:30 14:445 16:00 1614 16:30 16:45 17:00 1714 17:30 17:45
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QRadar SIEM

@Labs

Total Security Intelligence | An IBM Company

* Detection of day-zero attacks that have no signature

* Policy monitoring and rogue server detection

* Visibility into all attacker communication

* Passive flow monitoring builds asset profiles & auto-classifies hosts
* Network visibility and problem solving (not just security related)

Top 10 Application Results By Source Bytes (Sum) D Top 10 A Results By D Bytes (Sum) D
Zoom: max 2010-0ct-05, 01:03-01:5¢ | | Zoom: max 2010-0ct-05, 01:17 - 02:01(
m Remainder w'Web, SecureWeb Web.Image.GIF m Web Appiication XJAV... m Remainder w'Web.Application XJAV... Web.Image. PNG w'Web Image. JFEG
mWeb.Image JFEG Web. Misc m DataTransier Windows. m Remoteticosss SSH m Web Application. Misc Web.Misc wVolF Skype m Remoteticoess SSH
mother wF2F BitTorrent VolF. Skype mother w 2P BitToment DatsTransfer Windows.

22500000 165000000

15000000 _ 110000000 A i
E E
w w

500000 -~ 55000000 A R 2 A A A
& " \ y
T T T T T T T T T T T T
01:10 01:15 01:20 01:25 01:30 01:35 01:40 01:45 01:50 01:55 01:20 01:25 01:30 01:35 01:40 01:45 01:50 01:55
[Hide Charts)
Application Source IP (Unique Source Network. Destination IP Destination Port Ne:::?:;?:" e e e Destination Bytes | .. Bytes (Sum) v Source Packets | Destination Packets Total Packets Count
ol Count) {Unigue Count) {Unigue Count} {Unigue Count} Count) 1 (Sum) (Sum) (Sum}) (Sum)
DataTransfer.Window| Multiple (24 Multiple (7 Multiple {(13) Multiple (2] Multiple (7 16319 315 531531708 547 851023 178 629 390 655 569 284 123
P2P.BitTorrent Multiple (20 Multiple (5 Multiple (85) Multiple (60 Multiple (3 44 216 868 191 621 654, 235838 522 127 854 161 966 289820 546
other Multiple (259} Multiple (9 Multiple (3 063 Multiple (2 877 Multiple (10} 37 349 699 168 802 101 206 151 800 93672 228533 322 205 6810
VolP.Skype Multiple (5] Multiple (4 Multiple (40} Multiple (40 other 131172 458 46819 290 177991748 195570 76007 271577 171
RemoteAccess.5SH | Multiple (10 Multiple (5 Multiple (7 22 Multiple (4 37 885 116 111228 020 149113136 101 404 261727 363131 122
Web.Misc Multiple (16 Multiple (5 Multiple (295 80 other 10726 080 20635741 31361821 33 634 23904 57538 2401
‘Web.Application.Misc| Multiple (9 Multiple (4 Multiple (31} 80 other 654743 23125 267 23780010 8193 15674 23 867 89
Web.Image.JPEG Multiple (13 Multiple (4 Multiple (60} 80 other 2418 857 18 538 204, 20957 061 15449 14150 29599 586
e F P e FELTETY) FETITNY) T1naa Fa1

Jisplaying 1 to 40 of 64 items [EL

o EIME

All Rights Reserved




QRadar SIEM

Total Security Intelligence | An IBM Company

* Flow collection from native infrastructure
* Layer 7 data collection and analysis

* Full pivoting, drill down and data mining on flow sources for
advanced detection and forensic examination

* Visibility and alerting according to rule/policy, threshold, behavior or
anomaly conditions across network and log activity

| Search... ¥ Quick Searches ¥ Y Add Filter || Save Citeria [ Save Results g Cancel % False Positive Rules ¥ sctions ¥ Display] Log Source |
Rules
Add Anomaly Rule...
Viewing events from 2010-11-23 12:47:00 to 201( Add Behavioral Rule... An Option:
Grouping By: Add Threshold Rule...
Log Source
Using SearchzTop Log Sources
Top 10 Log Source Results By Event Count (Sum} L D Top 10 Log Source Results By Count D
Zoom: max 2010-Mow-23, 15:21 - 17252 Zoom: max 2010-Mow-23, 12:47 - 18:47
SIM Audit-2 : sting... mlptables @ 192,168 2... m Custam Rule Engine-... SIM Audit-2 :: sting... mlptables @ 192,168 2... Custom Rule Engine-...
mlptables @ 192.168.1... wlptables @ 192,168 5... System Hutification- .. mlptables @ 192.168.1... mlptables @ 12 System Hotification-

104500 105000

hadahad ) aaddiel o dians Il bl 1 a Aol
GEA00
15:30 15:45 16:00 16:15 16:30 16:45 17:00 1718 17:30 17:45

Update Details Update Details
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QRadar SIEM
Product Tour: Compliance Rules and Reports
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Total Security Intelligence | An IBM Company

* Out-of-the-box templates for

Dizplay: IRuE : Group: Compliance j DGr
specific regulations and best

Rule Hame & Group Rule Catd raCt|CeS
Compliance: Auditing Services Changed on Com... Compliance Custom Rul p )
Compliance: Compliance Events Become Offens_.. Compliance Custom Rul

[}

Compliance: Configuration Change Made to Devi_.. Compliance Custom Rul COBIT’ SOX’ GLBA’ N ERC’
Compliance: Excessive Failed Logins to Compli... Compliance Custom Rul F|SMA’ PCl, HlPAA, UK GCSX
Compliance: Multiple Failed Logins to a Complia... Compliance Custom Rul
Compliance: Sensitive Data in Transit Compliance Custom Rul . . .
Compliance: Traffic from DMZ to Internal Metwoark Compliance Custom Rul ° EaS”y mOdIerd tO |nCIUde neW
oy Y v ey T s Yol s Ve M~ dlsfinitions

Group: |PCI - DMana e Grou Actions ¥ I_ Hide Inactiy H H
B — o roreTeaoTTae " R il  Extensible to include new
E‘@ Compliance = . .
| & comr I oporiams regulations and best practices
E} FISMA 1Z) to Internet
- Dotea s * Can leverage existing
- B0 GsxX-Memo22 - Admin (WeeKly) )
D HPA ' correlation rules
g EE::{C ng Applications or Senvices (Weekly
O sox -
1| 1] [ 3
PCl 2.3 -Trafficto Trusted Segments (Weekly)
PCI 7.1 - Access to Cardholder and Trusted Systems (Weekly)
PCl 6.6 - Attacks against Public Facing Applications or Senvices (Monthly

Copyright © 2011 Q1 Labs, Inc. All Rights Reserved.
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Complex threat detection

Malicious activity identification

User activity monitoring

Compliance monitoring

Fraud detection and data loss prevention

Network and asset discovery

Copyright © 2011 Q1 Labs, Inc. All Rights Reserved.



QRadar SIEM

Problem Statement

Finding the single needle in
the ‘needle stack’

Connecting patterns across
many data silos and huge
volumes of information

Prioritizing attack severity
against target value and
relevance

Understanding the impact of
the threat

Use Case: Complex Threat Detection

Required Visibility

Normalized event data
Asset knowledge
Vulnerability context

Network telemetry

Copyright © 2011 Q1 Labs, Inc. All Rights Reserved.




@L bs QRadar SIEM
1 SM Use Case: Complex Threat Detection

Offense 3063 @Sumrrmr_l.r ‘At'bal:tas @Ta:gedﬁ @C—E‘tﬂg{liﬁ Annntatinns ﬂNefnul(Ew_-nﬁ )
Magnitude 1/ Relevance 3 Sounds NaSty
Target Vulnerable to Detected Exploit e
. preceded by Exploit Attempt Proceeded by Recon . But how do we know this?
SEELL LI preceded by ExploitMalware Events Across Mulliple Targets £ lEllil 1428 events In 3 catg . . ] .
preceded by Recon - External - Potential Network Scan The evidence is a smgle click
Attacker/Src | 202058 / Start 2009-09-29 16:05:01 away.
Target(s)/Dest| Local (717} Duration 1m 32s
Network(s) Multiple (3) Assigned to Mot assigned
Not Yulnerability Correlation Use Case lllustrates a scenario involving correlation of vulnerability data with |
oles China (202.153 48 66) sweeps a subnet using the Conficker worm exploit (CVE 2008-4250). The first 4
Network Scan Buffer Overflow
Detected by QFlow Exploit attempt seen by Snort
7 —/
Destination Destination Low Level
Event Hame Source IP P Port Wm& P
O [ Metwork Sweep - QRadar Classify Flow 202.153.48.66 | Multiple (716) | 445 //F]Ew Classification E| Metwark Sweep
B | METBIOS-DG SMB vd srvsve MetrpPathConon| 202.153.48.66 | Multiple (8 445 ' Snort @ 10.1.1.5 Buffer Cwverflow
Port | Service OSI"[;DB Name Description ngel:_:u

Microsoft Windows Server
Semnvice Crafted RPC

445 unknown| 49243 | Request Handling
Unspecified Remote
Code Execution

Microsoft Windows Server Service contains a flaw that may allow a
malicious user to remotely execute arbitrary code. The issue is triggered
when a crafted RPC requestis handled. tis possible that the flaw may
allow remote code execution resulting in a loss of integrity.

Total Security Intelligence

Targeted Host Vulnerable Convergence of Network, Event and Vulnerability data

Detected by Nessus

Q1Labs.com Copyright © 2011 Q1 Labs, Inc. All Rights Reserved.



QRadar SIEM

Problem Statement

* Distributed infrastructure

* Security blind spots in the
network

* Malicious activity that
promiscuously seeks ‘targets
of opportunity’

* Application layer threats and
vulnerabilities

* Siloed security telemetry

* Incomplete forensics

Use Case: Malicious Activity Identification

Required Visibility

* Distributed detection sensors

* Pervasive visibility across
enterprise

* Application layer knowledge

* Content capture for impact
analysis

Copyright © 2011 Q1 Labs, Inc. All Rights Reserved.



QRadar SIEM

@ Labs
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Offense 2849 [6) Summary (@ Attackers (@) Targets ) Categories [=] Annotations Events [F|Rules Acticys ¥ 2 Print 9‘
\, IS5 /

Magnitude Remanoe\Whis offense ] | 3
. Malware - External - Communication with BOT Control Channel ) } H

Description | . \taining Potential Botnet connection - QRadar Classify Flow | CYet count | B events in 1 categories Pote ntl a I Botn et D eteCted ?
Attacker/Src | 10.103.6.6 (dhcp-workstation-103.6.6.acme.org) Start 2009-09-29 11:21:01 L. .
Target(s)/Dest| Remote (5) Duration 0s This is as far as traditional SIEM can
Network(s) other Assigned to Mot assigned g o)
Not Botnet Scenario This offense captures Botnet command channel activity from an internal host. The botnet node communicates with IRC

A= senvers running on non-standard ports (port 80/http), which would typically bypass many detection techniques. This sc...

First . - .
Source L Destination - ICMP Source | Destinat | Source | Destinat Flow
P]a;c'l:t Protocol | Source IP Port Destination IP Port Application TypelCot| Flags Flags QoS QoS o] IRC On Ort 80’)
1119 |tep_ip | 10.103.6.6 | 48667 | 62.64.54, o RC SPA F.SPA |BestEffof Class1 | gradar p .
ff qrad .
11:19 tep_ip 10.103.6.6 | 51451 62181 207 80 IRC SPA F.SPA | BestEffor Class 1 | gradar QFIOW enables deteCtlon Of a Covert
11:19 tep_i 10.103.6.6 | 47961 §2.211.73.232 | D — IA F.SPA |F5PA |BestEfion Class radar
olp SPA_|FSP. g channel.

Source Payload
108 packets,
8850 bytes

HICK IamaZombie

DSER TamazomiIcK IenaZonbie Irrefutable Botnet Communication

USER IamaZombFROTOCTL NAMESX

PROTOCTL. NAMESX . o Layer 7 data contains botnet command and control

JOIN #botnet_command channel instru Ctions .

JOIN #botnet_command channel

Destination Payload
70 packets,
5996 bytes

:Lexington.KY.US.Acce3sIRC.Net: Lexington.KY.US.AccessIRC.Net:

Q1Labs.com Copyright © 2011 Q1 Lab: Il Rights Reserved.



QRadar SIEM

Problem Statement

Monitoring of privileged and
non-privileged users

Isolating ‘Stupid user tricks’
from malicious account activity

Associating users with
machines and |IP addresses

Normalizing account and user
information across diverse
platforms

Use Case: User Activity Monitoring

Required Visibility

Centralized logging and
intelligent normalization

Correlation of IAM information
with machine and IP
addresses

Automated rules and alerts
focused on user activity
monitoring

Copyright © 2011 Q1 Labs, Inc. All Rights Reserved.



QRadar SIEM
O] P . ..

Total Security Intelligence | An IBM Company

N
e
\ TR

T

Otense 2854 5y @ e © e Dy o o o Yo Lo saen 2o 0] Autheentication Failures

Magnitude Relevance | 3 | Severity | 5 | Credibility | 3 .
Single Host Perhaps a user who forgot his/her
Desrbton | < hasnes st cventcount | 30 evets i categores password?
preceded by Authentication: Repeated Login Failures
Attacker/Src | 10.103.7.88 (dhcp-workstation-103-7-88.acme.org) Start 2009-09-29 10:33:34
Target{s)/Dest| 10.101.3.10 (Windows AD Server) Duration 4m 51s
Network(s) IT.Server.main Assigned to Mot assigned
Hotes Windows Authentication Use Case Demo data to demonstrate event-only Windows Authentication use case, including login

failures, login attempt to disabled account, etc. This attack is comprised of : - Event(s). Multiple authentication attempts from ...

>

o
]
= G Tom 13
Brute Force Password
5
2 4
£ 34 dsmith 7
=
L Attack
1
o T T v bjones 1
P > ] o4 3 1 1
$ S $ $ $ - Numerous failed login attempts
e Coa against different user accounts
’m Source IP Destination IP Event Name Log Source Category (Unique Event Count Count
\, (Unigue Count) | (Unigue Count} | (Unigue Count) | (Unique Count) Count) (Sum)
O | Tom N103.7.88 10.101.3.10 Multiple (4 windowsAuthSe_ | Multiple (4 19 13
@ | dsmith 1gh03.7.88 10.101.3.10 Multiple (4 windowsAuthSe . | Multiple (3
|m [ bjones 102.7.88 10.101.3.10 Logon Failure - . | WindowsAuthSe_. | Host Login Failed 1 1

et

</Evenl Name & Log Source Source IP Destination IP HOSt Compromised

Host Login Succeeded - Event CRE Custom Rule Engine-8 - gqradar-vm 10.103.7.88 10.101.3.10

N<Qat Login Failed-Event CRE " | Custom Rule Engine-8 :: gradarvm | 10.103.7.88 10.101.3.10 All this followed by a successful |ogin_
Host LM Custom Rule Engine-8 :: qradar-vm 10.103.7.88 10.101.3.10 .
Remote Access Login Failed- Event CRE | Custom Rule Engine-8 - gradarvm | 10.103.7.88 | 10.101.3.10 Automatically detected, no custom
Remaote Access Login Failed - Event CRE Custom Rule Engine-8 - gradar-vm 10.103.7.88 10101.310

— : tuning required.
Suspicious Pattern Detected - Event CRE Custom Rule Engine-8 - gqradar-vm 10.103.7.88 10.101.3.10

Suspicious Pattern Detected - Event CRE Custom Rule Engine-8 - qradar-vm 10.103.7.88 10.101.3.10

2011 Q1 Labs, Inc. All Rights Reserved.



QRadar SIEM

Problem Statement

Q1Labs.com

Validating your monitoring
efforts against compliance
requirements

Ensuring that compliance
goals align with security goals

Logs alone don’t meet
compliance standards

AN NN

Required Visibility
* Application layer visibility

* Visibility into network
segments where logging is
problematic

Copyright © 2011 Q1 Labs, Inc. All Rights Reserved.




Total Security Intelligence | An IBM Company

QRadar SIEM

| | | ] | |
S
e
\ TR

Offense 2862 [6| Summary @i§Attackers (@) Targets [ Categories [=] Annotations Jll Networks [15] Events
Magnitude ——— Relevance 2
~~

Descripti

Puolicy - Internal - Clear Text Application Usage
containing Compliance Policy Violation - GRadar Classify Flw

)vent count

1 events in 1 cateqc

Attacker/Src | 10. =103 Start 2009-08-29 15:09:C
Target{s)/Dest| 10.101.3.30 (Accounting Fileserver) Duration 0s

Hetwork(s) IT.Server.main Assigned to Mot assigned
Notes PCl Violation Use Case PCI D35S specifies that insecure protocols may not be used. This scenario der

identify such activity. In this offense the system has captured cleartext netwark activity (telnet and FTP) £

¥

PCI Compliance
at Risk?

Event Name

Log Source

Source IP

Source Port

Destination IP

Destination

Port

Compliance Policy Violation - G

Flow Classification Engine-5 :

101031212

1482

10.101.3.30 23

Compliance Simplified
Out of the box support for all major

compliance and regulatory standards.

N

Unencrypted Traffic

QFlow saw a cleartext service running on the

Accounting server.

PCI Requirement 4 states: Encrypt transmission
of cardholder data across open, public

networks

Q1Labs.com

© 2011 Q1 Labs, Inc. All Rights Reserved.



QRadar SIEM
Use Case: Fraud & Data Loss Prevention

Problem Statement Required Visibility
¢+ Malicious activity against * Ability to take and normalize
‘targets of choice’ telemetry across many diverse
* Privileged or knowledgeable sources
users internal to the network ¢ Correlation of host and asset
+ Fraud patterns that are ‘low profiles with IAM infrastructure
and slow’ by nature ¢ Integration of 3 party
* Associating suspicious intelligence sources

patterns across network,
security, application and host
layers in the infrastructure

Copyright © 2011 Q1 Labs, Inc. All Rights Reserved.



QRadar SIEM

@ Labs

Total Security Intelligence | An IBM Company

e e

. Magnitude
Potentlal Data LOSS? Description | Potential Data Loss/Theft Detected
Attacker/Src | 10.103.14.139 (dhcp-workstation-103.14.139.acme.arg)
Who? What? Where? Target(s)/Dest| Local (2) Remote (1}
Network(s) Multiple (3}
Tt Data Loss Prevention Use Case. Demonstrates QRadar DL
authentication ...
Attacker Summary gy Detsils ) Whof?
Magnitude User scott
- dhcp-workstation- An internal user
Description 10.103.14.138 Asset Hame 103.14.139.3cme.0rg
Vulnerabilities a0 MAC Unknown
Location MorthAmerica.all | Asset Weight 0
Username
Event Hame S_ouroe 1 Log Source (Unigue Count) (Unigue Category (Unigue Count) What?
{Unigue Count) Count)
O | Authentication Failed | 10.103.14.139 | OracleDbAudit @ 10.101.145.198 | Multiple (2 Misc Login Failed —— Oracle data
E | MiscLogin Succeeded | 10.103.14.139 | OracleDbAudit @ 10.101.145.198 | scott | LhscIT0in SueeesT®d
B | DELETE failed 10.103.14.139 | OracleDbAudit @ 10.101.145. 198 et System Action Deny
B | SELECT succeeded 10.103.14.138 | OracleDbAudit @ 10.101.145.198 | scott System Action Allow
W | Misc Logout 10.103.14.139 | OracleDbAudit @ 10.101.145.198 | scoit Misc Logout
O | Suspicious Pattern Deted 10.103.14.139 | Custom Rule Engine-8 = gradar-vm M/A Suspicious Pattern Detected
B | Remote Access Login Fa) 10.103.14.139 | Custom Rule Engine-8 - gradar-vm M/A Remote Access Login Failed

Mavigate

Information

Resolver Actions

THNC Recommendation

> | 1

> DMS Lookup i

> | I
Port Scan

Q1Labs.com

B Asset Profile
[5] Search Events
Search Flows

QRadar Has Completed Your Request

Goto APNIC results

[Cruerying whois.arin net]

[whoiz arin net]

Where?

Gmail

OreMame:  Google Inc.

OrglD: GOGL

Address: 1600 Amphitheatre Parloway
City:  Mountain View

Copyright © 2011

Labs, Inc. All Rights Reserved.




QRadar SIEM

Problem Statement

Integration of asset information
into security monitoring
products is labor intensive

Assets you don’t know about
pose the greatest risk

Asset discovery and
classification is a key tenet of
many compliance regulations

False positive noise
jeopardizes effectiveness of a
SIEM solution

Use Case: Network and Asset Discovery

Required Capability

Real-time knowledge of all
assets on a network

Visibility into asset
communication patterns

Classification of asset types

Tight integration into pre-
defined rules

Copyright © 2011 Q1 Labs, Inc. All Rights Reserved.
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Total Security Intelligence | An IBM Company

QRadar SIEM

Port | Risk/ Severity

Last Seen

First Seen

514

2009-09-29 20:00:12 (Passive)

2009-09-28 02:30:11 (Passive)

7676

2009-09-29 21:30:12 (Passive)

2008-09-28 02:30:11 (Passive)

77

2009-09-29 20:00:12 (Passive)

2009-09-28 02:30:11 (Passive)

7778

2009-09-29 20:00:12 (Passive)

2009-09-28 02:30:11 (Passive)

alalala|la

8009

2009-09-29 20:00:12 (Passive)

2008-09-28 02:30:11 (Passive)

Server Discovery

To discover servers (assets) in your deployment based on standard server ports, select the
desired role in the Server Type drop-down list box and click ‘Discover Servers”.

Database Se
ServorType: || DbeseSeners [
@ Al O Assigned O Unassigned
1433, 1434, 3306, 66, 1521, 1525, 1526, 1627, 1528, 1529, 1571,
Ports: 1575, 1630, 1748, 1754, 1808, 1809, 2481, 2482, 2484, 3872 3801,
3933 Edit Ports
Edit this BB to define typical database servers. This BB is usedin
Server Type conjunction with the Default-BB-FalsePositive: Database Server
Definition: False Positive Categories and Default-BB-FalsePositive: Database
Server False Positive Events building blocks. Edit Definition
Hetwork: Select an object... j

Matching Servers:

Approve Name IP Network &
] 10.101.139.151 Asia Bridges.all
] Patient Records DB 10.101.139.156 Asia.Bridges.all

1010114476 Asia.Holloway.all

10.102.150.115

Business.Staff

CRM Database

10.101.145.198

IT.MetServers

10.101.145.237

IT.NetServers

CRM

10.101.3.32

IT.Server.main

10.101.146.10

IT.other

I =

Q1Labs.com

Automatic Asset Discovery
Creates host profiles as network activity is
seen to/from

Passive Asset Profiling
|dentifies services and ports on hosts by
watching network activity

Server Discovery
|dentifies & classifies server infrastructure
based on these asset profiles

Correlation on new assets & services
Rules can fire when new assets and
services come online

Enabled by QRadar QFlow and
QRadar VFlow

2011 Q1 Labs, Inc. All Rights Reserved.



QRadar SIEM
Intelligent, Integrated and Automated

* Intelligent offense management

* Layer 7 application visibility

* |dentifies most critical anomalies
< /

Intelligent

Distrit { archi
* Highly scalable

* Analyze logs, flows, @
assets and more ) \ &

<

* Easy deployment
* Rapid time to value

* Operational efficiency
S 4

Integrated Automated

Q1Labs.com Copyright © 2011 Q1 Labs, Inc. All Rights Reserved.



QRadar SIEM

QRadar SIEM delivers full visibility
and actionable insight for

Total Security Intelligence.

4 : b

Deepest Content Broadest Greatest
Insight Correlation Scalability

Providing complete network and security
intelligence, delivered simply, for any customer

Copyright © 2011 Q1 Labs, Inc. All Rights Reserved.



Thank You!




(YL

s
(é';,? IBM Security Systems

Time

Topic

Speakers

11:10am - 11:40am

Driving Effective Application Security in the Enterprise:
An End to End Approach to Addressing One of the
Biggest Threats to a Business

Sukhdev Singh

© 2012 IBM Corporation




Think Integrated.

Driving Effective Application Security

Sukhdev Singh
CISSP ,CISSM, X Force Expert, Certified Enterprise Architect ...
Technical Leader , Growth Markets, IBM Security Systems

© 2012 IBM Corporation
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Enterprise Governance, Risk and Compliance Management

GRC Platform (OpenPages)

Risk Analytics (Algorithmics)

Investigation Management (i2)

T

T

£ 8

QRadar
SIEM

People

Identity & Access

Management Suite

Federated
ldentity Managar

Enterprize
Single 8ign-On

Identity Assessment,
Deployment and
Hosting Services

IBM Security Portfolio

Security Intelligence, Analytics and GRC

QRadar
Loy Manager

QRadar
Risk Manager

IBM Privacy, Audit and
Compliance Assessment Services

IT infrastruciure — Qperational Security Domains

Guardium AppScan Enterprise,
Database Security Standard & Source

Infoe3phere Optim

Data Masking

Key Lifecycle
Manager

Applications

DataPower
Sarcurity Gatsway

Security
Policy Manager

Data Security Application
Assesement Sarvice Assassment Service
Encryption and AppSean

DLF Deployment OnDemand - 5a85

MNetwork

Netwoark
Intrusion Prevention

SiteProtector
Mananameant Systam

QRadar
Anomaly Detection

Managed Firewall,
UTM, and Intrusion
Prevention Services

Infrastructure

Endpoint

Endpaint
WManager (BigFix)

Virtuatization &
Servar Sarcurity

Mainframe Security
(zSecure, RACF)

Fonetraton
Testing Services

Mobile Device
Management

Products Bsrvices

Security
Consulting

-~

)

Managed
Sarvices

L

A-Force
and1BMW
Research

© 2012 IBM Corporation



Application security challenges: vulnerabilities

In 2011, 41% of security vulnerabilities affected web
applications Web Application Vulnerabilities

vt e reery—y as a Percentage of Al Disclosures in 2011
=  Down from 49% in 2010
* Lowest percentage seen since 2005

Sk dppilaiors gy
P e Wal Apglications: b i
a1 paresnt B percant

Web Application Vulnerabilities by Attack Technique
2004-2011

45%

35%

25% Sowrow IBA X-Foroef Reseprch and Developsnenl
15%
10%
5%

2004 2005 2008 2007 2008 2009 2010 2011

B Cross-Site Scripting B S0L Injection N Other ¥ File Include

Source; [BM X-Force® Research and Development

© 2012 IBM Corporation



The Myth: “Our Site Is Safe”

We Audit It Once a
Quarter with Pen Testers

Applications are constantly
changing

We Have Firewalls

and IPS in Place

Port 80 & 443 are open
for the right reasons

We Use Network

Vulnerability Scanners We Use SSL Encryption

Neglect the security of the Only protects data between
software on the network/web site and user not the web
Server application itself

Owver the past 20 years, we have invested much resources and
efforts in network and infrasfructure security.
© 2012 IBM Corporation




BRITSENESS TIMES  SINGAPORE 04 AUG 2010

have overridden security
concerns. In some cases.
the business has bypassed
internal functions altogeth-
er and contracted directly
with cloud suppliers.”

The result? Corporate se-

ttractlng hackers, warns security bOdY

TOSAY FHILAY SUNE aa, saw r*ﬁg TODAY - FRIDEY 11 JUM 3010 - 5INGAPORE

W WORLD
Website flaw lets hackers access iPad user's data

SAN FRAMOISCO - A groua of
Bariers g oo Welnesday Thatir
B obraimed the rmal sddresses
of 114,000 swnees of 3G Appie

b Tl s e TR, W Micaael Kl im, a4
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wonld premp) el e 5 wibe

[ | T EUEE SR
Az ar the Ure
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=mil pubiE TEurrs by =cplosbng
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i b aclded L) TR Earane
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world.international
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e Exved un U B00=I0,
oA e thatil

il cE o L Loy mind

cut whers the fovke 8

A security strate-

Hackers break into Nasdag Web semce T

Suspicious files’ detected |

Monster attack steals user data

TUIE MAR, 2] 18 YR AFER

ING:‘LPOB_F

Desk, where 300 firms

O e et st Glitch spills UBS chents mfo

share info with directors

HEW YORE: [lackens beoke info 2 Hasdag
service that handies contidential commu-
nicalioFn lof soite WHY cutporalioe:, the
rompany &b - The labest vulnerabilily ex-
posed i lhe emputer syshems Ehst Wall
Slreet J!|¥n1- am,

S A

A comMpUEEr Program Was Us g o
access the employers’ sectc e w e
the website using stolen I-::lc
credentials.

IMF Hacked; No End in Sight to =
SECUI‘H}’ Hm‘mr Shows

¢lan Paul. PCwvarkd 2.2M1 222 FU

-

fm At

The recant anlin @ intrusion into Internaticnal Monetary Fund serdsers may have been
the wark of malcious hackers working for a forelgn government, accaording o online
reparts.

The IMF |s reportadly reluctant io disclosa whera It belaves the attacks cama from
Fraphiz Ciege Agums BINCE 187 of the world's 194 nallons (@5 recognized by he .5, Deparimant of Sale)
are membsrs of the fund. The Nack's parpetralors l:l:llaln-e-:l a 'Large quanbiy of

with the personal data of ttﬂ C-I{
hunlndrm:ls. of thousands ;Jf M'E] s a
stolen, says a security firm KIJ gﬂﬂ l . tES

e sy
bl

‘-'-HrlLr pusSomers saw details of oshers’ oaline s
accounts, birt bank cays mamber sflectad & sall 7

T
g afleoad, all b s v

W
a1 [ hests @nd b
o hagkit
tianal Irakager are
s ax iha rata, .
1 he'i wend lor mene madi-

v atrabs" he sl

Aomy o Wpdbaralay, CF

R A NI ML

PLA‘I STATION NETWORK, HACKER USING A SIMPLE
‘QQI INJECTION VULNERABILITY FOR ATTACK SONY

Playstation Network, The hacker organizstion which tock over a website of PBS NewszHour final
week end has returned to a initial adore — hacking Sony.

LulzSec voiced Thursday it hacked servers during Seny Pictures as well as Sony BMG. The
organisation posted what crop up to be a stolen e-mail addresses as well a3 passwords of about
o000 consurmers who'd purebred for a single of 5 Sony promotional sweepstakes: final year's
Seinfeld — We're Going to Dol Boca Vistal™ piveaway, a Jan competition Sony conducted with
AuntoTrader, as well as a Sony competition to foster 8 movie Green Hornet.

© 2012 IBM Corporation
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s009:  Hacker accused of stealing
130 million credit card numbers

ASHINGTON: A firrmsor piversment iIn-  rordieg 1o e athortios sarvees T Laliforma, (lhnces, Labea, th
gitganl Lnoen ol 4 i [ | wrirabw and the Bnsstaes. Sdosi H o Melhuriands dnd LKrdin

ke Informaalsn fom D0 mllon ovedl e |!.|.. L 1% e “Hader ¥, Laraulmd The WETTfee e Nl Foasislafl L%
e detdl card acoounls in what federal s .uu-lﬂrnu'hﬂ .'HL I 1 Al terney Evez Lishermann sald yeslendsy
r'l' wErnlors are raleme e ITeral ¢ s ol S 'rJrI in I:T iT i = an mlesview

1 '.':i:. IEsaall 3 ]1 ':|| waphaefed bl or e spkfing mt bo jdemn laxt yrar, Ik naftiw e r\-

i Idar Le Fadadyl The peal Weas 1} dih bhad
bure 1 [ V' r ILH1HJ o | B h

2012: Up to 1 5M credlt card numbers
stolen from Global Payments

A new Payments processor believes no names, addresses, or Social Security
mixed numbers were stolen in the security breach.

attack
type §?. by Steven Musll | Aprl 1, 2012 7:10 PM PDT clnet News
' A ¥ Follow

As many as 1.5 million Visa and MasterCard  Credit card numbers may have been exported,
accounts may have been compromised by the but no customer names, addresses, or Social
recent Global Payments security breach, the  Security numbers were accessed, the company
payment processor announced this evening.  said in a statement. The company believes the

© 2012 IBM Corporation



g

HACKERS ARE NOW ATTACKING
SOFTWARE APPLICATIONS

Applications can be CRASHED to reveal source,
logic, script or infrastructure information that
can give a hacker intelligence

Applications can be COMPROMISED to make it
provide unauthorized entry access or
unauthorized access to read, copy or
manipulate data stores, or reveal information
that it otherwise would not.

» Eg. Parameter tampering, cookie
polisoning

Applications can be HIJACKED to make it
perform its tasks but for an authorized user, or
send data to an unauthorized recipient, etc.

= Eqg. Cross-site Scripting, SQL Injection

7TEE Ry =

Jeremy Conwy creghsd o vided 10 3how how his POF hack wigrks

(SO

nterrotioml Standard
fer lsforiaten Securiy

~CssLp™

o Socwrn Sofpesrn Lficpos Proboiona |

Exploits not needed to attack via PDF files

POF Worm-Bemo - No JavaScript Reguired —

— T

Provided by sudosecure.net

I.|51n-g umch P Featureé To InTect EXISTInG M F

Javascript is Bisabled in acrobat Reader

1. open "empry.pdf”. just a morsal PoF file.
= warify Javateript 12 Digakled

7. open evil "owmit.pdf” )
= Promgted by Acrobat Reader, we control displa
- Must Click Through to work

3. Reopen "empty.pdf” ) )
= POF has baen modified with Lawnch ohject dire
user o sudosecurs, net

LL DOMNE!

© 2012 IBM Corporation
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Malware on Web Applications

Malware can be delivered in many ways:
=  E-mail, IM, network vulnerabilities...

Today, Malware is very often delivered via Web
Applications:

= Aims to infect those browsing the site

= |Installed via Client-Side (e.g. Browser)
Vulnerabilities & Social Engineering

Malicious content can be downloaded:
= From the web application itself

= Through frames & images leading to
other websites

= Through links leading to malicious
destinations

Legiimate Sites Hijacked to distribute Malware!
. McAfee, Asus, US Govt Staff Travel Site, Wordpress.ong, SuperBowl. ...

mitaerewa.ene

@ NEWS.com

Barl e, LUL &1y WM WL

Asus Web site harbors threat

Jar 3 Cvers

Foskmd o

B & nctesch @ o003 Fndmy 1ar Ak Uoiek Comouter

Ihe maEn Cuel ete o the | aWwENess tardusEre macsr kncwn for e AeuE brard
Eccn rigged by Faccz s to 3crvs uE maicces aeflwore that clBcmpta to cxpeiio
cxpers zad Tcay

Thire bl bt b oAn Bowisi b= e, o owmtcnbee D00 a0l we FrEn peape s | b
£IE 382, 8 viztms Jrowser will glencly Conrec e anxdher et stemetres o r

BIReai Write Wt

McAfee: Enabling Malware Distribution and Fraud

Vicidet W6 NeCONERG 36 one of I eaaing Prowicers of Onine SE00Ty
m:AfH- Eafa@ng 157 GOl Rome ahd Bulifess. 50063 10 Be Hrugging i tatuie ils
oun Vel Sled ahich 3 e Bme oF wilting this post alnw Sy ome Wik
engegh [&h S@evy 1O Covedly do whileves My wam On. &nd wilh, e ile
Dunmg fesss ihis seemend s dscosened the company sho clasms W kKeep you sale fom dendhy
el Cred card Yous soryware. SO8 vinuses B Oine J0aTS ° Pas Seweral Crosa-sbe sorping
(55 vuimeranildi-s an0 prowides e B30 guys = a Brllant - aiDet inori - Bunch ing pad fom
whith B0 urieash Tysr anacks

Why a Vulnerability on a McAfee Site is of Consequence

E gt 9ot much worss thas this This & 00t w6l ansthas embarassng incsdant sn (he Wat ™ nit
by & long shot
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/= Runtime Error - Windows Internct Explorer

ﬁvﬁ@ - Igl hitp: e R ferrors 404, aspxPasperrorpath = Default aspx d !{'_fl EH

Fie Edit Vien Favorites Tools  Help £) - 2.0minutes saved

W 5| ey | Owsnane . | v | Broimeerr x| (R B - - Greos- @R 0

=l
Server Error in /' Application.

Runtime Error

Descrigbion: & apiiatlin Srmir SCiamsd o0 15 SaVver TS Surmnt Guato Srrar SRingrs for IS anolhesteg provesh T il O SpnihsStn Srmr TRm ST ViR

Debad]a: T ke e geals o00s E000INC Sroramess e 0 B vzt 0n e 0is] stnrmzsine. e o et e 120 wilhin 3 ned Doty sonliaratoe Bt DREa R e R dneden o e bty
SRMEAAE 52100 "REMMEDAY" TH 40NE IeE GHINE 12 DEVICHADIE 07 AEMERE MALSINEs DIEaIE B2 Mol D O

+1-~ web, CenTig Configurarion Filte --»
aconf T rat T ons
<syiben, webs
acustoErrors modes Remotelnly" /o
/5 yETeT, vl
<femTimratim=

Muskem : T CarTeol B090F DBGR TOU AN 188 5] Can be molced be 2 cosion emor page tymoditing Te el i Redise?” atriie of be apolicalio s« cusmErnoEs configuration tac B peind D 3 cusinm esmor cage USL

<lmm ab, Confip Configuration FI118 -ax

<sconfigurat Tone
5 yetan, s

SLUSTOErrors mode="tn" GefaultRedd rect="myCus Toopage. e /=
</ 5ysTem, vk
«femf uretims

Why is your debug tool shown to the world?

=
Bone T T Qyintemet [®oo% =
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ad arbitrary files on web server: SL prvate keys and password fil

N RN S R ¢

S i Buy Sell My eBay Communi
¢ GOk yelcome Sign in or register

| | - Adwvanced Search

Categoriesv | Shops | eBay Motors g Safel

Hame = Business Centre » Changes in 2008 > Changes to Pricing

# Do not remove the following line, or various programs # that require network functionality will fail. 127.00.1 localhost.loca
lacalhost 1 locathosts.facaldomaing localhosts # Management server 10.3.194.141 car-man.ebaydevelopment.co.uk car-ma
Production database vip 10.3.164.17 PRODDE.ebaydevelopment.co.uk PRODDE # Serverfarm - BON 10.3.166.11 eby-pr-

whb1l ebaydevelopment.co.uk eby-pr-wb11 103.166.12 eby-pr-wbl2 ebaydevelopment.couk eby-pr-wiol2 10.3.166.13 eby-
wh1z.ebaydevelopment.co.uk eby-pr-wb12 102.165.14 eby-pr-wbild.ebaydevelopment.co.uk eby-pr-wbld 10.3.166.15 eby-¢
whb15 ebaydevelopment.co.uk eby-pr-wb15 103.166.16 eby-pr-wbis.ebaydevelopment.couk eby-pr-wiols 10.3.166.17 eby-f
wh17 ebaydevelopment.co.uk eby-pr-wb17 103.166.18 eby-pr-wbl8 ebaydevelopment.couk eby-pr-wb18 10.3.166.19 eby-f
whl9.ebaydevelopment.co.uk eby-pr-wb19 10.3.165.20 eby-pr-wb20.ebaydevelopment.co.uk eby-pr-wi20 10.3.166.21 eby-f
wh21.ebaydevelopment.co.uk eby-pr-wh21 103.165.22 eby-pr-wh22 ebaydevelopment.couk eby-pr-wh22 # Serverfarm - ef
10.3.166.31 eby-pr-wb3 1.ebaydevelopment.co.uk eby-pr-wb31 10.3.166.32 eby-pr-wb32.ebaydevelopmentco.uk eby-pr-wb3
10.3.166.33 eby-pr-wb33.ebaydevelopment.co.uk eby-pr-wb33 10.3.166.34 eby-pr-wb34.ebaydevelopmentco.uk eby-pr-wb3
# Do not remove the fallowing line, or various programs # that require network functionality will fail. 127.00.1 lacalthost.locs
localhost @1 locathost.localdomainG localhosts # Management server 10.3.194,141 car-man.ebaydevelopment.co.uk car-me
Production database vip 10.3.164,17 PRODDB sbaydevelopment.co.uk PRODDE # Serverfarm - BDON 10.3.166.11 eby-pr-

whill.ebaydevelopment.ca.uk eby-pr-wbil 10.3.166.12 eby-pr-whil2.ebaydevelopment.couk eby-pr-owb12 10.3.166.13 eby-¢
whil3.ebaydevelopment.co.uk eby-pr-wb13 10.3.166.14 eby-pr-wbld.ebaydevelopment.couk eby-pr-whid 10.3.166.15 eby-;
whi15.ebaydevelopment.co.uk eby-pr-wh15 10.3.166.16 eby-pr-wblé.ebaydevelopment.couk eby-pr-whi1s 10.3.166.17 eby-|
wh17.ebaydevelopment.co.uk eby-pr-wb 1T 10.3.166.18 eby-pr-whbls.ebaydevelopmentcouk eby-pr-whb1s 10.3.166.19 eby-;
wh19.ebaydevelopment.co.uk eby-pr-wb19 10.3.166.20 eby-pr-wh20.ebaydevelopment.couk eby-pr-wh20 10.3,166.21 eby-;
wh21l.ebaydevelopment.co.uk eby-pr-wh21 10.3.166.22 eby-pr-wb22 ebaydevelopment.couk eby-pr-wh22 # Serverfarm - gl
10.3.166.31 eby-pr-wb3 1.ebaydevelopment.co.uk eby-pr-wb31 10.3.166.32 eby-pr-wh32.ebaydevelopment.co.uk eby-pr-wb:
1103 16A 33 ebv-nr-wh3 3 ehavdevelnnmernt coouk ebv-nr-wh33 10 3 16/ 34 ebv-nr-wh3d ehavdevelnnment o ok ehy-ne-wh=
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Don't Try This At Home
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TN T T T [T T

© 2012 IBM Corporation



Why do hackers attack Apps?

Because they know you have firewalls

= 5o they need to find a new weak spot to hack through and steal or
compromise your data

Because firewalls do not protect against app attacks!
= Very few people are actively aware of application security issues

» Most IT security professionals, from network & sys-admin side, have little
experience or interest in software development. Programmers have little d/
experience or interest in security or infrastructure. ‘E_—" )
— IT security staff are also often overworked and are focusing on other issues ES

Because web sites have a large footprint; cloud makes it even bigger.

Because they can!

= Many organizations today still lack a software development security e
policy! g 7 o

— Many applications especially legacy ones still in use, were not built
defensively

— Applications today are hundreds of thousands of lines long
— ltis a nightmare to QA the application, and requires discipline

« So many people, even if aware, will skip or procrastinate this
tedious process

— Additional loss of control when outsourcing development work

SE1G IDCLINE - CHRT Re(RID

Ftmi b B | Bl

-
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Issues Affecting Application Development

No developer goes to work with the intention of writing bad code.

» Developers are often not trained or experienced in
secure coding techniques, and have never needed to
worry about this before

« Developers face pressures of demands for quality
and functionality, and are often short on timeline,
resources, information, budget, quality assurance

tools investment.

* Plus heavy demands on outsourcing parties ....

5. A s E-mali: SCOTTADAMS®AOL.COM

H,.I"L':- © 1995 United Feature Syndicate. Inc. (NTC)

OUR GOAL 15 TO WRITE 1 HOPE
BUGFREE SOFTWARE., THLS

T'LL PAY A TEN-DOLLAR DRIVES
BONUS FOR EVERY BUG THE RIGHT
YOU FIND AND FIN. BEHAVIOR.

TM GONNA
WRITE ME A
NEW sSUV
THLS AFTER-
NOON!
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3 Reasons why Hacks WORK

1. Weak Software
Buffer Overflows
«  OS/Application Vulnerabilities

2. Weak Configuration

+ Default Configurations

»  Weak Passwds

+ Failure to Harden

3. Weak People

+ Malicious CODE
+ Social Engineering
* Insider Threat

-
.
[

b

L

1'.': |

4

(LS
..-1_-‘ \ o
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Why should customers be doing application vulnerability scanning?

What is missing with point solutions?

= Vulnerability scanners
— Traditional vulnerability scanners don't cover web applications

» Penetration testing
— Effective at finding vulnerabilities but not scalable for ongoing tests
— Mot focused on remediation

= Network firewall and IPS

— Generic Web application protection (if any) so most custom web
applications not covered

— Most IPS solutions focus on exploits as opposed to web application
vulnerabilities

» Web application firewall
— Expensive point product to deploy and manage
— Can be effective, but difficult to deploy, tune and manage

— Building policies can be as time consuming as remediating the
vulnerability

Why are Web applications so vulnerable?

» Developers are mandated to deliver functionality on-time and on-budget -
but not to develop secure applications

» Developers are not generally educated in secure code practices

IBM Security Framework

Tacurty islbgarcs
Anslyiizs and GRC

and Threst Nesaar

* Product innovation is driving development of increasingly complicated
software

© 2012 IBM Corporation



Organizations need to take a proactive approach to Application
Security

» Embed and integrate security
testing early in the development
lifecycle to support agile delivery
demands

* Adopt a Secure by Design approach
to enable the design, delivery and
management of smarter software and

services

» Bridge the gap between “Security” and R —
“Development” through joint o\ PrmlectManager
collaboration and visibility, enabling \__ Security Analyst_ ) ) { _ Developer
regulatory compliance T Quality Y

( Architect \__ Professional __/

‘... Manager _/

© 2012 IBM Corporation



Security Testing Within the Software Lifecycle

% of Issue Found by Stage of SDLC

Coding

SDLC

Build

QA

Security

Production

Most Issues are
found by security
auditors prior to
going live.

L 4
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Security Testing Within the Software Lifecycle

SDLC

Coding

Build QA Security Production

Desired Profile
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% of Issue Found by Stage of SDLC
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o
Finding and Fixing Vulnerabilities with AppScan

Automates Application Security Testing

Same process for whitebox & blackbox

© o o

Scan applications Analyze Report
(identify issues) (detailed & actionable)

© 2012 IBM Corporation



Cost is a significant driver

80% of development costs are spent
identifying and correcting defects!*

Once released
as a product

During the

QA/TESTING $7,600/defect
During the phase . * I
aw suits, loss
During the BulLDphase $960/defect of customer trust,
CODING phase $240/defect damage to brand
$80/defect

"Mational Institute of Standards & Technology

Source: GBS Indusiry standard study

Defect cost derived in assuming it takes B hrs to find, fix and repair a defect when found in code and unit test.
Defect FFR cost for other phases caleulated by using the multiplier on a blended rate of S80/hr.

© 2012 IBM Corporation



The Need to Scale Security Testing

Phase 1 — Phase 2 — Phase 3 — Completely
Introducing Extending Integrated Automation
Automated Automation

Security

Testing
Development
People Team
Involved

Development
Team

QA Team

High

% Applications Tested

© 2012 IBM Corporation
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Scans sites _
Website
v
Vulnerability data
Securty Analyst sent 10 SeProtector A Request may or may not b
with can Mara t e
APPS gemen blocked depending on
*._ intrusion prevention policy
Sends to IPS sends .
development security events -,
for remediation to SiteProtector °
Management

IBM Security Network IPS

Criminal sends
malicious request

Web Developers

data is correlated with IPS
attack data

© 2012 IBM Corporation



More Intelligent Insight into Web Application Threats

Correlates vulnerability oo Gt e e

. e % H O B & s =Sl E LR 0
data with actual attacks S ’

S P e [H Event fnalysis - Event Name (Agent]) o sew SweWes
=B AT TR

Understand which attacks =g S AT et e

# Gangraphical

have a high probability of ) Onrizator B .

success =
. . o (CECOUErATCEE |
Increased insight helps in Do || T

tunlng IPS‘ WEb | SQL_Injection : — I Attac -l-.ﬂ.l.l.ﬂlu ..unﬂ‘" sFul (vulnerable)
protection module

T W o
L.1.1.1 - 265, 255,255 2649 HTTP_Shara_Port eSS % Diatarbad attack [ulh ROt soannied racanch
. e I L92.128.1.0 - 172 1601258 HTTF _sheds_PFeil_Ex= ¥ Detecbed attack (vuln not scanned recenthy
PrIGrltlze Vulnerablllty 3 [l ocabast HTTP testrg o Artack Ralure [ ched by Proen e aopdance]
HTTPE _Transkste F_Sorcekesd 8 Artack Fabore (bioched by Proven s sppdsncel
= = HTTF _Trakl_[mags [nchads CndEesc A sxtack Failons (oiocked b Praventis soplence]
rem ed | at"}n effﬂ rts ba SEd HTTP Ly _Ukoodser ket A atack Labss [blacksd by Proventis applence
HTTR _Lirgs_Pevmnds Cuzbzched eomrd
HTTP _LRL_BarksbishDotDat B Duabeched akbsck (vuln nok scanned racanth
expﬂsu e HTTP_LAL_dotpath Distechend somrd
HTTP_LAL_Many _Skdes @ Artark Fabre [blacked by Praven s aoplance]
HTTP _LRL repeated_char | Duzbachedd pvert
HTTP_LRL Fepaated (ot W sbacked stback [vuin not soarnsd recsnth
HTTP_LRLsran © Disbecked svert
HTTP wshphe A sxtack Falbre [Hiocksd b Proventis -I:vplancul
HTTP “Wincmys_E renylsbin H:h!l:hlﬂ‘.l'\ﬂ- nrkad bry Proventis Bl

\r Ly L.
‘-'Pﬂ" :hrr': fen I Ak 11" 'l-'l"r mﬂllf'.'l h‘\'rﬁh'l
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THINK- Proactive Security

What are you currently dnin%; around application security? How are you addressing
Web application attacks”

Would you like to reduce the attack surface related to Web application attacks by
finding and fixing them at the source?

Would you like a way to engage your developers to help them create more secure
applications and reduce your overall risk?

Would you be interested in finding out more about Web vulnerabilities in your
environment so you can work towards fixing them, and also have better
information to tune the Web protections within your IPS platform?

© 2012 IBM Corporation



Benefits
\.tg:i;#

AppScan - find and fix vulnerabilities to minimize risk and exposure

Intrusion Prevention — block Web application attacks in real-time while
vulnerabilities are being found

QRadar solutions to raise visibility and insight even further

© 2012 IBM Corporation



* Black Box vs White Box
* Dynamic vs Static

© 2012 IBM Corporation



Differences Between DAST and SAST Approaches

Scaninput

Assessment
Techniques

Where does it fit
in the SDLC

Results and output

Static Analysis

Source code

Taint analysis &
pattern matching

Application development

Results are presented by
line of code

. Dynamic Analysis

Live web application

Tampering with HTTP
messages

Anywhere in the SDLC where
you have a live app (dev. QA

deployment)

Results are presented as
HTTP messages (exploit
requests)

© 2012 IBM Corporation



How Black Box Scanners Work

Stage 1: Crawling as an honest user

http://mySite/

ihttp:h’mySiteflﬂgm. 1sp

ﬁhttp:f’fmySitex’feedback.j sp < \
ahﬁp:f’h

/ nySite/editProfile.jsp

ﬂhttp:x’fmySiteﬂDgDut. 1Sp

© 2012 IBM Corporation
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How Black Box Scanners Work

Stage 1: Crawling as an honest user
Stage 2: Testing by tampering requests

.0
0O

“Hacker in the Box”

© 2012 IBM Corporation



Black-box Analysis

e Accuracy

e Code coverage

e Source free

e HTTP awareness only

e Multi-component support

e Requires deployed application
e Few Prerequisites

e Works as a remote attacker

White-box Analysis

e Over approximation

Code/path coverage

Limited to given code

More than HTTP validations

® Support per language/framework
e No need to deploy application
e Support partial applications

e Integration/deployment issues

Challenges for each type of analysis differ!

© 2012 IBM Corporation



AppScan Enterprise
Server Reporting
Workflows

Compliance Officers
» Review compliance reports

R

Build automation
* Spurce code analysis for
security issues as part of
build verification

® Publish findings for
remediation and trending

Tools:
= AppScan Source for Automation
= AppScan Standard Edition CLI

Management

® Review most common security issues
= View trends

" Assess risk

AppScan Enterprise

Developers

" iew assessment results
» Remediate issues
» Assign issue status

Security specialists

» Conduct security assessments

» Publish findings for remediation and
trending

Tools:

= AppScan Standard Edition
= AppScan Source Edition

© 2012 IBM Corporation



Who can benefit: Application Security Testing and Risk Management

Penetration Testing Vulnerability (Risk) Secure
Management Development
Security consultants Small Security Teams & Enterprise Security Teams Secunty (development is the
Secunty Auditors user and influencer)
Use Clients recognize they dont have Client has 1-3 headcount Client has an_ﬂppﬁﬂl_: team to Client's security team has
case AppSec expertise and engage dedicated to AppSec. manage application risk across the convinced development execs to
consultants for “assessment” lifecycle. include security testing in one or
which typically includes Teams often get started after a ] ) more phases of SDLC:
penetration testing of deployed consultant's azzessment. Client TEZ“”'E rofsds’ecf_cn pr‘;'?'_”m'on apps « Coding
applications. zeeks to do its own testing rather SN presprodustion suet « Build
than rely on consultants for Risk management plan includes: « QATest
Consultants want a tool to annual pen-test. - Inventory of applications et _
automate testing and allow them . Scheduled, recurring scans of all * Pre-production security test
to concentrate on more advanced | Compliance (PCI) is often the applications
testing/attacks that are not easily ofiginal driver - Monitoring and tracking of Ohjgcti*.'_e to hu?ld_ secure
automated. vulnerabilities and resolution applications, minimize risk &
- AppSec feeds into Enterprise reduce remediation costs
Compliance {PCI) iz often the Security Inteliigence
ariginal driver for assessment
Buying + Advanced security testing » Ease of use (2asy scan sat up) - Central control with view of * Precise results with few false
] . application risk across enterprise positives
criteria * Coverage of latest web * Reports that summarize ] ] ]
applications (&JAX, Flash, web findings for compliance or be * Advanced secunty teting with * Language support; COBOL,
senvices) given to development precise results C++, Objective C, ABAP, atc
organization for remediation . . .
* Reports that summarize ALM integration * Ease of use for non-security
findings for clients - A_d'.ranced secun'_ty testing with . Application coverags: ERF, UsSers
high confidence in the results mainframe, choud, mobile
* |ntegration with development
= Integration with cther security processes — IDE, defect
solutions: SIEM, WAF, et tracking, test plans, etc.
foering AppScan Standard AppScan Standard AppScan Enterprise AppScan Enterprize
AppScan Source AppScan Source

© 2012 IBM Corporation
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#7 IBM Security Systems

Time

Topic

Speakers

11.40am - 12:10pm

Identity Intelligence: Enabling Secure Cloud and Mobile
Access

Kevin Mckerr (Puleng

)

© 2012 IBM Corporation




Security Intelligence.
Think Integrated.

=7 <

PULENG

D E NT I TY

pu-leng n.
Tswana, rain (used as greeting for good fortune)

A Tswana word that means a place of rain and a
symbol of knowledge and wealth.

© 2012 IBM Corporation
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o IBM Security Systems

|ldentity Management (IdM) describes
the management of individual
identities, their authentication,
authorisation, and
privileges/permissions within or
across system and enterprise
boundaries with the goal of
increasing security and productivity

while decreasing cost, downtime and

repetitive tasks.

© 2012 IBM Corporation
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Technical

-User Access
-Account Provisioning
-User Authentication
-ldentity Federation

-Password Management

Fiduciary Responsibility

Business

-Access to information & resources
-Unique Customer Experience
-Channel Convergence

-Single View of Customer

-Governance, Risk, Compliance

© 2012 IBM Corporation



IBM Security Systems

User Information

Username;

Email:

Fassword:

Confirm password;

| Create User|

© 2012 IBM Corporation












NUMBER
OF EMAILS
SENT
EVERY SECOND

DATA
CONSUMED BY
HOUSEHOLDS

EACH DAY

VIDED
UPLOADED TO
YOUTUBE EVERY
MINUTE

DATA PER
DAY
PROCESSED
BY GOOGLE

SOURCES: Cisco; comScore; MapReduce; Radicati Group; Twitter; YouTube

.,
temsmees
-,
.

THE WORLD OF

y

R
L

TWEETS ~ TOTAL MINUTES  DATA SENT PRODUCTS
PER SPENT ON AND RECEIVED ~ ORDERED ON
DAY FACEBOOK BY MOBILE AMAZON PER

EACH MONTH  INTERNET USERS SECOND

IN THE 21ST CENTURY, we live a large part of our lives
online. Almost everything we do is reduced to bits and sent
through cables around the world at light speed. But just
how much data are we generating? This is a look at just
some of the massive amounts of information that human
beings create every single day.
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IBM Security Systems

The data explosion - unwound

Time frame Data volume growth

In 2010 - 1200 exabytes of data
In 2011 - 1.8 zettabytes of data 9x since 2005

In 2020 - 35 zettabytes will exist 20x per year

| million terabytes =1 exahyte
1000 exabytes = 1 zettabyte

Data from The 2077 Digital Universe Study: Extraching Value from Chaos, by 1DC.

© 2012 IBM Corporation
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t's a sunny aay.
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IBM Security Systems

1

In short, If wou have the iImage
In your mind that a successful
cyhersecurty strategy 1S a
moat, your strategies, laws
and regulations will fall. A moat
does not protect from attacks
from wathin, which constitute
nearly B0 percent of all
cyhercrimes.

)]
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Challenges: Complexity and Scale

@

Canmtenls

‘ ..................... 2NN fﬁf{fﬁ B oo

.

CRRTAY i~ ey 7y A

IR - 00 -l

4 BROH -
Rt @ -

R i\ TP e

10,000 100,000 10M 1,000
Users Accounts User Entitlements Infarmation Resources
U / Each application has
i 10-100+ entitlement
Each user Each account types

has 10 accounts has 100 entitlements

© 2012 IBM Corporation
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{} RED ALERT

VWho has access
to what?
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RFP

-Consultant defines requirements + 6 months
-RFP Send out & Vendor Response + 2 months
-Evaluation & Testing + 3 months

-Selection & Contracting + 2 months

-Rollout + 3 — 6 — 9 months

-Response Time = 15 — 22 months

© 2012 IBM Corporation
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A new way is needed!!

-Packaged Solutions
-Specific function
-At a fixed cost and timeframe

-Delivering immediate countermeasures

© 2012 IBM Corporation
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SAML

Public Apps

Google  @webex  Cencur

JItimate w s;ﬂcﬁme ¢

SOFTWAR

leo ¥ A PRGS

BICMACHINES®

Private Apps

#1 Secure Cloud Apps for Your Employees

© 2012 IBM Corporation
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Your Clients
Your Cloud
Applications

]

&
F /7711

#2 Secure Your Client-Facing Apps

© 2012 IBM Corporation
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Your Partners
Your Cloud
Applications

o |
Browser

Browser

#3 Secure Your Partner-Facing Apps

© 2012 IBM Corporation
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Customers, Partners Third-party Affiliates

& Suppliers
Your Cloud

@5 Applications ’

#4 Third Party App Integration

4

5@‘@@ '
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Browsers
o ]

@oudDesktop

o o d
- o e

@oudDesktop o

Mobile Devices

#5 Internal Single Sign-on

» e oo o

| S p——p—————

Browsers
o |

@oudDesktop

Mobile Devices

© 2012 IBM Corporation
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Cloud Identity Providers

&SP
m
=

Your Cloud
Applications

nN
ag

Windows Live

#6 Social ldentity / Client Facing Apps

© 2012 IBM Corporation
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So;ial I.c‘i‘entity ' / Third-party Affiliates
roviders \
Windows Live ‘L
Yazool Google' :
m twitter¥ Social Identities

Clients

Your Cloud

Applications Third-party Service Aggregation

Mobile Devices Browsers

Client Access !

Partners

Access to Cloud Apps

Partner Access

Cloud Apps

AT Ty T T T T

How it fits together©

© 2012 IBM Corporation
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1.Who has access to what?

2.50rt out my passwords!
3.Enable Self Service



[ Editor's Pick] Smartphone Users Are Almost
33% More Likely To Become Victims of
Identity Theft Then the General Public, in the
US

CHARLES STEPHEMS o Mar 21, 2012 = B:00 am

FRODILT




Maimuardian Submitting your Return of Earnings
AFRICA'S BEST READ

LABOLUR ECONOMY MIMIMG EMER G

MEWS | CPIMCH (SIS A LTURE | EDCLI NI RULTIMEDIA | SPECIAL REPORTS | IM THE PAPER | ZAFIRD | THOUGHTLEADER

Six simple ways to prevent identity theft

13 5EP 2010 20:43 - FIOMA ZERBST
Kl Recommend O M Tweet 0

8 Identity theft 1s far more common than people think and it costs the
economy about R1-billion each year.

ORIGINAL

[dentity theft is far more cormmon than people think and it costs the econormy about B1-billion each year.

A the white-collar crime of choice, it's fairky easy to pull off,

Ads by Google There are about 20 cases reported in South Africa
. EveEry o3 , 50 follow these tips to be safe rather than
FPrevent Identity Theft ey g

500y

Prevent ID Theft
. . + Safeguard your ID book and passport—if you lose them

dentity Theft Protection or they are stalen, report the theft to the police
irmmediately and register for the South African Fraud Prevention Service's free protective registration
service, You will need to supply a case numhber.

e Check and double-check your bank statements and your credit card statements every month and

Your internet should be flying
BUSINESS CLASS!

JOIN LIP
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Roadrage
l.l ”e ws Al the news ahoutthe ‘ ‘ AMlChannels v m
hling a0z Aduanced Search

jol Home Crime & Courts Politics South Africa Africa World Opinion Back Page BJibEH (I _

Aids  Julius Malema  Zimbabwe  Secrecy Bill  e-olls

54 Time: Tue May 22 2012 21:08: 23 GMT+0200 (South Aftica Standard Time)

Identity theft 'costing SA millions’

June 4 2008 at 04:29pm Girls sell sex for just R25

By Natasha Joseph Prof maﬁ c:aught for damaging Zuma painting
Zuma painting defaced

|dentity theft could be costing South Africa more than R1-billion every yvear, according to a major credit Artist: Zurna painting notintended ta hur

bureau and a national insurance organisation. MEC blaws creditimit on India ip

The A Fraud Prevention Senvice, a non-profit organisation that works to combat fraud, identity theft
and financial crime, says it is getting up to 25 complaints daity.

In 2 statement issued on Tuesday, the Cansumer Profile Bureau said that ID theft had become "the
white collar crime of choice” because it was "so easy”

Armed with somebody else's personal details and D number, 2 fraudster could "0pen numerous
accounts and then go on 2 spending spree”, said the hureau's managing director, Fred Steffers.

Steffers said Alexander Forbes Insurance estimated that identity theft-related fraud had cost South
African businesses RZ27e-million in the first three months of this year.

steffers said the "identity theft fraud chain® usually started with the theft of personal documents: credit
rarde drier'e licenres aascsanrts o 15 bnnkee
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PANm | The Cloud Security Company

Panda has the formula to protect your company

o

Parligment condemns R42m Posthank SECURTY | =
hacking

Mews search

’—x—‘ The next wave of Intelligent

IKTERACTIVE INTELLHIENEE Busmess Cummunicaﬁnns
Daliberately Fagvtive

inin.com

SAPA  January 16, 2012 3 3 Comments ¥ Tweet 7 BLke 0 SIMPLICITY + PRoTECTIoN + EFFICIENCY
www.ForgetSecurity.co.za Moreinfo
The theft of R42 mitlion from 54 Post Office SAPA ] L . e .
financial Instittion Posthank was condemned by sapas Sapa, orthe South African Press Clpul Saed Anthine and Encipin Frotection for yo ¥ fusines:

Fatliament’s communications portiolio committes on Association, Is & non-governmental

news agency thatwas established in , [
Monday 1938, Sapa provides all forms of media, and is... : l'n tf'ﬂdb'ﬂﬂg
. , . All Night Uncapped!
The theft of R42 million from 5S4 Post Office financial & FoLLOW &4 Full Profile (% E-mail

institution Postbank was condemned by Parliament's
communications portfalio committee on Monday.

- W UNCAPPED

2012 IS THE YEAR
BOLT-ON

YOU START USING

Portfolio chairman Enc Khalwane said the bank's

security network needed to be tightened to prevent

such a "hi-tech cyber heist” s N
| | BLUUD s only

He appreciated the discovery of the theft and ; fig'

welcomed an investigation by the National . @Iantlc R5 9p/m

Intellinence Aoency and the nolice. }
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identity theft.:
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