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5D4(_#

TB?VhvKkCJXFX*DEnTE"Muo#

I1i

WebSphere Commerce PD0I11S539z\;4(I1i,I1iGvZwVL

q-rxV`DC'i#ViICZm`?D,}g,CJXF?D"K<?D,T

0ngFc[["[qMT>z7DP!*z?D#`M*0CJi1(-2)DI1

iCZCJXF?D,x`M*0C'i1(-1)DI1irCZ;cC>#Z

MBRGRPUSG mP,I1ikI1i`MX*#

CJi: `M*0CJi1(-2)DI1iCZ*CJXF?DxTC'xPVi#

CJiGCJXF_TD;v*X,(e*Xp*CJXF?Dx(eD;iC'#

CJiPI1JqDu~(#yZG+"C'ytDi/rC'D"a4,#}g,

F*0r=\m11DCJiGdC'#1r=\m1G+Di#

WebSphere Commerce |,m`1!G+,RT&Z?vG+P;v~=}CCG+D

1!CJi#G+ICwtTTyZC'Z>cPy4Pn/D`M+C'mS=C

JiP#}g,1!ivBP;vF*0t=\m11DG+M;vF*0t=\m
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11DT&CJi#>c\m19C WebSphere Commerce \mXF(4(",$M>

}>cDCJi#r=\m1rt=\m19C WebSphere Commerce i/\mXF(

TC'8(G+,rT>XTCJi8(C'#CJiITG~=DM/rT=D#

~=CJi: ~=CJiI;iu~(e#zcu~DyPK<GiI1#u~(#

yZC'DG+"8i/r"a4,#(eI1iPI1JqD~=u~Z MBRGRP m

D CONDITIONS PP#9C8(C'tTD~=CJi,cZT`FC'ZhCJ(,

x^kTvpC'wT=D8(M!{8(#|9E}KZC'tT|D1|BiI

1DX*#CJiDr%<rG:|,8(KX(G+D?vK,x;\CC'ZD

vi/P#NG+#4S;)D<rG:8(;P#1X(i/D;iI\G+.;

DC'EtZCJi#

T=CJi: ITT=XrI1iPmSC'rSI1iP}%C'#I9C

MBRGRPMBR m4jIb=VT=8(#T=CJiT=X|,8(DC',b)C'I

\2m2I\;2m+2tT#|9Cz\;E}d;zc~=(eDiPD|,u

~"+z9G*+dE}DvK#

C'i: `M*0C'i1(-1)DI1iGILR(eD5P2,K$D;iC'#

C'i`FZsMLjTd-#bKDrEHDKMa)DcV?#I*C'iDI

1I9KM5P:rz7D[[rd|1xD(&#}g,g{P!wiT>_6K

M-#:rCPiMPn|,rI+b)KM8(*F*0_6KMDCPcV?1

DI1i#`FX,I4(C'iT1x-#bKDKM#

Yw

(#,YwGTJ44PD/w#ZXFw|nDyZG+DYwP,YwG Execute,

J4G}Z4PD|n#ZS<DyZG+DYwP,YwGS<D{F,J4G

com.ibm.commerce.commands.ViewCommand#TZJ46pDCJXF,Yw(#3d

* WebSphere Commerce |n,xJ4(#G\#$D EJB(Enterprise Java Bean)

D6LSZ#}g,XFw|n com.ibm.commerce.order.commands.OrderCancelCmd T

com.ibm.commerce.order.objects.Order J44PYw#ns,Display YwCZ$n

}] bean J4#

>c\m1I9C WebSphere Commerce \mXF(+VPYwkYwi`X*,xG

CZ4(BYw#I(}Z XML D~P(eBYw,;s+|G0k}]b44(B

Yw#Ywf"Z ACACTION mP#

Ywi

YwiG`XYwDVi#YwiD>}G AccountManage i,Ci|,TB|n:

v com.ibm.commerce.account.commands.AccountDeleteCmd

v com.ibm.commerce.account.commands.AccountSaveCmd

;P>c\m1EI4("|BM>}Ywi#IS WebSphere Commerce \mXF(

T0(} XML 4jIKYw#Ywif"Z ACACTGRP mP#Z ACACTACTGP mP,

YwkYwi`X*#

J4`p

J4`pG8h*\CJXF#$D;`J4#J4Xk5V Protectable SZE"#J

4`pG Java `,}g)%"RFQ MDt#J4Gb)`D5}#}g,IDt\m

1 A 4(D Auction1 G;vJ4;IDt\m1 B 4(D Auction2 Gm;J4#

b=vJ4<tZJ4`p:Dt#
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":XZ Protectable SZD|`E",kND6IBM WebSphere Commerce Lr18

O7#

Z ACRESCGRY mP(eKJ4`p,RvZr`,P12F*J4#>c\m1I9C

WebSphere Commerce \mXF(+VPJ4`pkJ4i`X*#I9C XML 4(

BJ4`p#

J4

J4G53Ph*#$DNNTs#}g,RFQ"Dt"C'M)%G WebSphere

Commerce Ph*#$D;)J4#?vJ4<_PyP_#J4DyP(CZ7(y

JCDCJXF_T#CJXF_T2_PyP_,4i/5e#_TvJCZtZ

5PC_TD`,i/5eDJ4#O6i/5ey5PD_T2JCZJ4#

XFw|nJ4: TZXFw|nDyZG+DCJXF,_T-}J19\,9

Execute YwZXFw|nJ4O4P#b)_TbZ^F;P_P8(G+DC'E

\4PXFw|n#b)_TDCJi(#G_P%;G+DCJi,}g,z7-

m(_Pz7-mG+)#by,J4i+Gz7-mIT4PD;iXFw|n#

1TXFw|n?F5)yZG+DCJXF1,Xk7(|nDyP_#g{Q5

VK getOwner() =(,r(}T|nwCC=(4jIKYw#(#"45VK=(,

rK WebSphere Commerce KP1+(}4PTBYw.;4TKxP@@:

v 9C5P10&Z|nOBDPDLjDi/#

v g{Z|nOBDP;PLj,r9Cyi/w*yP_#

}] bean J4: "GyPD}] bean <h*#$#ZVPD WebSphere Commerce

&CLrP,h*#$D}] bean Q5VKXhDCJXF#Zz4(BD}] bean

1,Eav*#$24DJb#T*#$J4D7(!vZzD&CLr#g{*T

>DE"4\=TS<(CS<T&Z|,}] bean D JSP,4 Java Server Page)

DyZG+DCJXFDdV#$,r&11SrdSXT}] bean xP#$#

g{}] bean h*#$RI@"fZ,r&11S#$|#g{}] bean DfZ!

vZm;}] bean DfZ,r&+|;Pxm;}] bean #$#&1S#$D}]

bean D>}G Order }] bean#&dS#$D}] bean D>}G OrderItem }]

bean,r*;P Order }] bean,|M^(fZ#XZgN#$}] bean J4D|

`E",kND6WebSphere Commerce 5.4 Lr18O7#

}]J4: }]J4G8IY]DLqTs,}gDt")%"RFQ MC'#(#Z

s5 bean 6pT|GxP#$,+GIT#$NND`,;*C`5V Protectable S

Z#(}9CJ46pDCJXFli4#$}]J4#jIKYwD#{==G(

}5XXFw|nrNq|nD getResources() =(PD}]J4#XZ|`E",

kND6WebSphere Commerce 5.4 Lr18O7#

J4i

J4ij6;i`XJ4#J4iI|,LqTs,}gO,r;i`X|n#ZC

JXFP,J4i8(CJXF_TZ(CJDJ4#

ACRESGRP mP(eKJ4i#>c\m1I9C WebSphere Commerce \mXF(r

9C XML 4\mJ4iT0+J4kJ4i`X*#
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~=J4i: ~=J4i(ek3itT`%dDJ4#b)tT.;XkG Java `

{#d|tTI|,4,"Ljj6"[qH#}g,zI4(|,K&Z4v4,

(ORDERS.STATUS=P)DyP)%D~=J4i#1J42m Java `{.bD+2tT

1,~=J4i(#CZT+CZJ46pD_TPDG)J4xPVi#

~=J4iG9C ACRESGRP mD CONDITIONS P(eD#I9C WebSphere Commerce

\mXF(4(r%D~=J4i#I9C XML 4(=4=4SDi#

T=J4i: T=J4iG(}+;vr`vJ4`pk3vJ4i`X*x8(

D#bVX*GZ ACRESGPRES mPjID#(}PvJ4`pD Java `{xT=X

rimSJ4`p,9z\;TI\;;(2m+2tTDvpJ4xPVi#

X5

?vJ4I\_Pk.`X*D3`X5T0zc?vX5D;iI1#}g,yP

J4<_PX5yP_,J4DyP_zcCX5#d|X5I|,D5DSU=M

)%D4(_#b)J4X5Z7(-ITJ4DX(5}4P3)Yw1G\X*

D#}g,D5D4(_I\;\;>}|,+G2msFK1IT#`FX,4i

_I\v\;A!MK<D5,+G;\*"|r4Pd|Yw#

X5f"Z ACRELATION mP,2IT!qZCJXF_TPwv8(,=(G(}

9C ACPOLICY mD ACRELATION_ID P#1@@;vh*5VC'MJ4.dX

5D_T1,+TCJ4wC fulfills(Long Member, String relationship) =(4TK

w@@#+b)X5kX5iwHO1,P12+b)X5F*r%X5#

X5i: CJXF_TI8(C'XkTyCJDJ4zcX(X5,r__TI8

(C'XkzcX5iPy8(Du~#s`}ivB,;vX5Qc;#;x,g

{h*|*4SDX5,rI9CX5i#X5iJm8(`vX5,T0;vX5

4#b=_<G(}9CX549lxjID#X54GImor%X5(1SfZ

ZC'MJ4.d)"2ICZmoC'MJ4.dD;5PX5D;V9l#}

g,*KmoC'Xk_Pi/PD;vG+,xCi/TJ4_P}yP_X5.

bDd|X5,rXk9CX5i#ZK>}P,C'Mi/.dfZG+X5,x

i/MJ4.d2fZX5#

+X5kX5iwHO: s`}ivB,X5D9C&1zc&CLrDCJXF*

s,r*EnO,s`}X51SfZZC'MJ4.d#}g,_TIywC'X

kGJ4D4(_#;x,g{h*8(`vX5,r&19CX5i#}g,_T

IywC'XkGJ4D4(_ra;_#

9h*X5i4moC'MJ4.dDX54#ZX54P,C'MJ4.d;fZ

1SX5,}g,C'tZI)%y8(Dr=i/#ZKivB,C'ki/.d

_PS.X5,xCi/k)%.d_P:rX5#

X54: ?vX5i<I;vr`v RELATIONSHIP_CHAIN *Eu~iI,b)

u~4 andListCondition r orListCondition *XxPVi#X54G;vr`vX

5DrP#X54D$H!vZdy|,X5D}?#bIT(}liX54D XML

m>(P <parameter name= "X" value="Y"/> u?D}?x7(#TBG$H* 1 D

X54D>}#

<openCondition name="RELATIONSHIP_CHAIN">
<parameter name="RELATIONSHIP"
value="aValue"/>
</openCondition>
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TZ$H* 1 DX54, <parameter name="Relationship" value="something"> *

X8(C'MJ4.dD1SX5#5tTGm>C'MJ4.dX5DV{.#|

9XkT&Z protectable J4OD fulfills() =(D relationship N}#

1X54D$H* 2 1,|G;vI=vX5iIDrP#Z;v <parameter name=

"X" value="Y"/> *XfZZC'Mi/5e.d#ns;v <parmeter name= "X"

value="Y"/> *XfZZi/5eMJ4.d#TBG$H* 2 DX54D>}#

<openCondition name=RELATIONSHIP_CHAIN">
<parameter name="aValue1" value="aValue2"/>
<parameter name="RELATIONSHIP" value="aValue3"/>
</openCondition>

aValue1 DI\5|, HIERARCHY M ROLE#HIERARCHY 8(ZI1JqcNa9P,

C'Mi/5e.dfZcNa9X5#ROLE 8(C'Zi/5eP#1G+#

g{ aValue1 D5G HIERARCHY,rI\D5+|, child,C55XZI1cNa9

PC'5d1SS.Di/5e#g{ aValue1 D5G ROLE,rI\D5+|, ROLE

mD NAME PPDNNP'u?D5,C55X10C'Td#1KG+DyPi/

5e#

aValue3 u?G;vV{.,m>SZ;vN}D@@Plw=D;vr`vi/5e

MJ4.dDX5#K5T&Z protectable J4OD fulfills() =(D relationship

N}#g{TN} aValue1 xP@@15XK`vi/5e,R1b)i/5ePDA

Y;vzcIN} aValue2 y8(DX51,rzcb;?VD

RELATIONSHIP_CHAIN#

":IxP%vN}*XD%vX54yiIDX5iZ&\OH[Zr%X5#Z

KivB,Z_TP9CX5x;GX5ir|*=c#

J4M_TyP(

yP_T<tZi/5e#yPCJXFJ42PyP_,(#G;vi/5e;}

g,)%I5PLj(ZCLjPBKK)%)Di/yP#C'2IT5PJ4,

}g"aC'5P{T:DC'"aE"#Z7(D)_TJCZ3vJ41,J4

MCJXF_TDyP(G#X*#TZx(J4,&CtZdyti/5e0Cy

P_O6i/5eD_T#

CJXF_T`M

P=V`MDCJXF_T:

v j<_T

v #e_T

j<_T

j<_T_PL(DyP_#}g,g{j<_TIt=i/yP,r|+;JCZ

t=i/y5PDJ4M|DB6i/5e(g{fZ)y5PDJ4#IZZ

WebSphere Commerce Pyi/GyPd|i/DO6i/,rKyi/(I1j6*

-2001)y5PDNN_T,m[OJCZ>cPDyPJ4#by,yi/y5PD

j<_TP12F*>c6pD_T#
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;Iyi/y5PDj<_TF*i/6pD_T,r*|G;JCZ{v>c6

',x;JCZ_TyP_y5PDJ4,r|DNNB6i/5ey5PDJ4#

Lj\m1IT\m|T:Di/5e0dB6i/5eD_T#>c\m1IT^

DyP_T#

#e_T

#e_TDyP_G/,D##e_T/,XJCZ5PJ4Di/5e0dO6i

/5e#}g,hkyi/BP 10 vi/,R?vi/<#{7#Lj\m1;\^

DTd#1CG+Di/y5PDJ4#rP=VbyhCD=(:

1. y]yCJDJ4,P;v+/,JCZb 10 vi/PNNi/D#e_T##e

_TPDCJij<2ITG/,D#}g,g{C'T<CJi/ 3 y5PDJ

4,r#e_TDyP_+/,X|D*i/ 3,RCJi2+/,X+dwC6'

h*i/ 3,4C'Xk#1i/ 3 DLj\m1G+#

2. P 10 v_T,?v_TtZb 10 vi/PD;v#i/ 1 DCJi+8(C'

Xk#1i/ 1 DLj\m1G+#i/ 2 DCJi+8(C'Xk#1i/ 2 D

Lj\m1G+,TK`F#

Z;Vbv=8DEcG,_T;P;vom1>,x;G 10 v_-1>##e_T

ITI>c\m1\m#

Xh#e_T: #e_TDm;v&\G:TZ8(Di/5e,{GITXh#X

=OfD>},g{Z WebSphere Commerce >cPmSKZ 11 vi/5e,+b

vnBDi/5e;#{OfD#e_TJCZ|,rP;V=(IwK8(#Xk

Z ACORGPOL mPmS;vu?,8(#e_TD_Tj6MZ 11 vi/Di/5e

j6#b2IT(} WebSphere Commerce \mXF(,ZLj\m1>}r|B#e

_T1,ZX(i/DOBDPjI#

1Xhyi/DB6i/D#e_T1,C#e_T+T;JCZyi/6p#g{

ZB6i/6pT|*OqD_TXhK#e_T,r2&1Xhyi/6pD#e

_T#Xhyi/D#e_TD(;==G(}}]b,==GKPTB SQL od:

insert into ACORGPOL (acpolicy_id, member_id) values ( (select acpolicy_id from
ACPOLICY where policyname = ’policyToOverride’), -2001)

CJXF6p

WebSphere Commerce PP=vc:6pDCJXF:|n6p(2F*yZG+D)

MJ46p(2F*5}6pD)#
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|n6pryZG+DCJXF

|n6pryZG+DCJXFGV#HDCJXF#|7(0-I4P241#9C

yZG+DCJXF,I8(X(G+DyPC'I4P3)|n#hkP;vCJ

XF_T:t=I4Pt=|n#ZK_TP,t=|n.;G ModifyAuction |n#

ZO<P,Jack M Tom <Gt=,rK=K<I^DDt#

yZG+DCJXFCZXFw|nMS<#K`MDCJXF;<G|n+Td"

zwCD}]J4#|v7(GqJmC'4PX(DXFw|nrS<#

K6pDCJXFG?FD,RIKP1?F#yPDXFw|n<Xk\=|n6

pCJXFD#$#"R,IT1SwCrI(}4Tm;|nDX(rxt/(`

TZ(}*"xS<xt/)DNNS<,<Xk\=|n6CJXFD#$#

XFw|nD|n6pCJXF: ^[N1KPXFw|n,<XkfZ;vCJX

F_T,|ZhC'T|nJ44P Execute YwD(^#J4GXFw|nDSZ{

F#CJi(#kT%vG+#}g,I8(_P0M'zm1G+DC'I4P

AccountRepresentativesCmdResourceGroup J4iPDNN|n#

S<D|n6pCJXF: 11SS URL wCS<1,r_S|nX(rwCS<

1,CS<Xk_PCJXF_T#Z ACACTION mP,K`_TD viewname Xk8

(*Yw#;sXk9C ACACTACTGP m+KYwkYwi`X*#xKYwiXkZ

ACPOLICY mP\=`&|n6p_TD}C#

5}6prJ46pDCJXF

5}6prJ46pDCJXF_Ta)K8#HDCJXF,7(K0-ITD)

J44P24|n1#0fDyZG+DCJXF_TD>}Jmt=^DDt,I+

|+8w{*J46pDCJXF:t=I^DTd#1CG+Di/y5PDD

t#Z 23 P,Jack _Pt=i/ 1 Dt=G+,Tom _Pt=i/ 2 Dt=G+#

Jack ZR_Lj4(KR_Dt#Tom ZD@Lj4(D@Dt#Jack I^DR_D

t,x;\^DD@Dt#Tom I^DD@Dt,x;\^DR_Dt#
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\xT.,WH534P|n6pCJli#g{JmC'4P|n,r4PsxD

J46pCJXF_T47(C'GqICJ};V[DJ4#

J46pCJXFJCZ|nM}] bean#

|nDJ46pCJXF: |n6pCJXFlijIs,g{ZhKCJ(,rZ

TB=Viv.;PjIJ46pli:

v |n5V getResources() * K=(8(h*T10YwxPliDJ45};Zb

o V Z | nGY w # W e b S p h e r e C o m m e r c e K P1+ ? F 1 0 C ' _ P

getResources() 8(DyPJ4DCJ(^#1!ivB,getResources() 5X

null,4,|;4PNNJ46pDli#

v |nwC checkIsAllowed(Object Resource, String Action) * 1KP1wC

getResources() 1,|n`4w;*@h*liD)J4DivB,|nIT4Uh*

wCK checkIsAllowed() =(,T7(10YwMJ4TGqC=Z(#Yw(#

G1 0 | n D S Z { F # w C K = (1, g { C J ; \ x , r W v l # :

ECApplicationException( ECMessage._ERR_USER_AUTHORITY, ..)

}] bean DJ46pCJXF: gOfyvD5w,S<\=|n6p_TD#

$,xb)_T(#GyZG+D#}g,|n6p_TIT8(t=\m1TX(

DS<_PCJ(###h*x;=7# JSP OD}] bean <GkC'Td#Nt=

\m1G+Di/`XD#bG(}Ch*#$(1SrdS)DyP}]b5V

Delegator SZxjID#b)}] bean ;Pxw(@")}] bean,;sb)w(@

")}] bean 5V Protectable SZ#w}] bean +;Px|Tm,rK5Vb=v

SZ#by,^[N19C}] bean \mwD activate() =(wC}]

bean,WebSphere Commerce KP1<+7#P;v_TZh10C'Tw}] bean J

44P Display YwD(^#

CJXFgN@94Z(DYw

>?VbMKyZ_TDCJXFgN$wT7#C'vI4PQZ(DYw#

Z4PC't/DYw.0li(^

_T\mwG7(GqJm10C'T8(J44P8(YwDCJXFi~#CJ

XF_TT XML q=8(#5}4(Zd,+1!_T0kJ1D}]bmP#1t

/ WebSphere Commerce &CLr~qw1,CJXFE"_Y:fZZfP,rK_

T\mwIZ;wC4Pli1lYliC'D(^#g{(} WebSphere Commerce

\mXF(r(}0k XML _T}],Z}]bP|DKCJXFE",rh*|B

CJXF_Y:f#bI(}|B WebSphere Commerce \mXF(PDCJXF"a

m4jI#XBt/ WebSphere Commerce 2+<B|B_Y:f#

1C'T<4P\CJXF#$DYw1,+4PCJXFliT7#C'GQZ(

D#_T\mwiRJCZ5PCJ4Di/DyPCJXF_T#;s|lib)

_TT@@GqQZhC'T?jJ44PKYwD(^#g{fZAY;vbyD

_T,r_T\mw+ZhCJ(,qr|+\xCJ#

9CCJXF

XZNq(}g(F1!CJXF_T"(F=8T09C XML D~(FCJXF_

T)D|`E",kND6WebSphere Commerce CJXF8O7#
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@@CJXF_T

>?VICw@@CJXF_TD8O#Z>?VP,+rz9>;v=8,"(}

;vgN@@j<CJXF_TM#eCJXF_TD>}Tzw8<#?v?V<

TT`X_TT09C?v_TD=8Dhvw**7#XZj<_TM#e_TD

|`E",kNDZ 21 3D:CJXF_T`M;#

B<T<N==T>K=8:

i/cNa9

S<PI4=>cPPTBDvi/:

v yi/

v t=i/

v 1!i/

v ?E A i/

gzy{,yi/Gt=i/M1!i/D8i/#t=i/G?E A i/D8i/#

C'

Z<P,Don M Emily Q"a=t=i/#Abe"Billy M Carol Q"a=?E A i

/#Y1C' 3 4"a,+GvZCJXF?D,~=XtZ1!i/#

G+

Don _Pt=i/DK<1G+#Abe _P?E A i/DK<1G+#

CJi

TBCJiCZK=8:

v "aC':Ki~=X|,KQ"aDyPC'#

v t=K<1:Ki~=X|,K_Pt=i/K<1G+DyPC'#

v ?E A K<1:Ki~=X|,K_P?E A i/K<1G+DyPC'#
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D5

D5TsG\#$DJ4#D5DyP_(e*ZdP4(CD5Di/#

|BD5DCJXFhs
TBG|BD5DCJXFhs:

1. "aC'I|B{GGd4(_DD5#

2. ?E A K<1I|BI?E A y5PDD5,+;\|BIt=i/y5PDD

5#t=i/K<1I|BI?E A Mt=i/y5PDD5#

@@j<_T

>?V}<zjIj<_TT0@@b)_TD=8#

k|BD5`XDCJXF_T

TBGk|BD5`XD_Tq=MCJXF_T:

_Tq=:[Access Group, Action Group, Resource Group, Relationship]

_T 1:

[Registered Users, Execute Command Action Group, Update Document
Resource Group, - ]

bGIyi/y5PDyZG+Dj<_T#ZK_TP,"aC'I4P Update

Document |n#

_T 2:

[Registered Users, Update Document Action Group, document, creator ]

bGIyi/y5PDJ46pDj<_T#ZK_TP,g{"aC'GD5D4

(_,MI|BCD5#

_T 3:

[Approvers for Seller, Update Document Action Group, document, - ]

bGIt=i/y5PDJ46pDj<_T#ZK_TP,t=K<1I|Bt=

y5PDD5#

_T 4:

[Approvers for Division A, Update Document Action Group, document, - ]

bGI?E A i/y5PDJ46pDj<_T#ZK_TP,?E A K<1I|B

I?E A y5PDD5#

=8

=8 1:Billy "T|B{T:DD5: TBGK=8DCJXF@@:

|n6pDli:

1. 48(Ljj6,rK|nDyP_+hC*yi/#rK,;Pyi/5PD_

TE+CZ@@C'Gq_P|n6pDCJ(:_T 1 M 2 Gyi/y5PD#
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2. _T 1 Z(CJ(,r* Billy G"aC'CJiDI1,R{}ZT Update

Document |nJ44P Execute Yw#

J46pDli:

1. Update Document |n8(*#$D5J4#Billy DD5I?E A y5P#rK,

;PI?E A 0dO6i/y5PDG)_TEJC:_T 1"2"3 M 4#

2. _T 2 Z(CJ(,r* Billy G"aC'CJiDI1,{}ZTD5J44P

Update Document |nYw,"zckD5.dD4(_X5#

r* Billy ,1(}K|n6pMJ46pDCJXFli,rK{I|B{T:DD

5#

=8 2:Don "T|B Carol DD5: TBGK=8DCJXF@@:

|n6pDli:

1. 48(Ljj6,rK|nDyP_+hC*yi/#rK,;Pyi/5PD_

TE+CZ@@C'Gq_P|n6pDCJ(:_T 1 M 2 Gyi/y5PD#

2. _T 1 Z(CJ(,r* Don G"aC'CJiDI1,R{}ZT Update

Document |nJ44P Execute Yw#

J46pDli:

1. Update Document |n8(*#$D5J4#Carol DD5I?E A y5P#rK,

;PI?E A 0dO6i/y5PDG)_TEJC:_T 1"2"3 M 4#

2. _T 4 Z(CJ(,r* Don Gt=K<1CJiDI1,R{}ZTD5J4

4P Update Document |nYw#

r* Don ,1(}K|n6pMJ46pDCJXFli,rK{I|B Carol DD

5#

=8 3:Abe "T|B Emily DD5: TBGK=8DCJXF@@:

|n6pDli:

1. 48(Ljj6,rK|nDyP_+hC*yi/#rK,;Pyi/5PD_

TE+CZ@@C'Gq_P|n6pDCJ(:_T 1 M 2 Gyi/y5PD#

2. _T 1 Z(CJ(,r* Abe G"aC'CJiDI1,R{}ZT Update

Document |nJ44P Execute Yw#

J46pDli:

1. Update Document |n8(*#$D5J4#Emily DD5It=i/y5P#r

K,;PIt=i/0dO6i/y5PDG)_TEJC:_T 1"2 M 3#

2. _T 3 ;ZhCJ(,r* Abe ;Gt=K<1CJiDI1#

!\ Abe (}K|n6pDli,+Gr*{4(}J46pDCJXFli,rK{

;\|B Emily DD5#

=8 4:Y1C' 3 "T|B{T:DD5: TBGK=8DCJXF@@:

|n6pDli:

1. 48(Ljj6,rK|nDyP_+hC*yi/#rK,;Pyi/5PD_

TE+CZ@@C'Gq_P|n6pDCJ(:_T 1 M 2 Gyi/y5PD#
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2. _T 1 ;ZhCJ(,r*Y1C' 3 ;G0"aC'1CJiDI1#

J46pDli:

1. r*|n6pDli'\,rKy>;a4PJ46pDli#

r*Y1C' 3 4(}|n6pDli,rK{;\|B{T:DD5#

@@#e_T

K>}yZ0fD=8#

k|BD5`XDCJXF_T

1@@#e_T1,CZ@@j<_TDCJXF_T 1 M 2 T;JC,;x#e_

T 5 VZ!zKj<_T 3 M 4#XZ_T 1 M 2 D|`E",kNDZ 26 3D

:@@j<_T;#

_T 5:

[Approvers for Organization, Update Document Action Group, document, - ]

K_TGJ46pD#e_T#5PD5Di/DK<1I|BD5#

9h*+CN}m>DBCJiCZK#e_T#+TBCJimS=K=8:

v i/K<1:Ki~=X|,K_P ? i/K<1G+DyPC'#(1ZKP1&

C#e_T1,? N}+/,|D*_TyP_#)

=8

TB=8v9C_T 1"2 M 5#

=8 1:Don "T|B Carol DD5: TBGK=8DCJXF@@:

|n6pDli:

1. 48(Ljj6,rK|nDyP_+hC*yi/#rK,;Pyi/5PD_

TE+CZ@@C'Gq_P|n6pDCJ(:_T 1 M 2 Gyi/y5PD#

_T@@Zd,#e_T/,X+yP_Jq|D*5PJ4Di/,SEY|D

*Ci/DO6i/,rK_T 5 2+JC#

2. _T 1 Z(CJ(,r* Don G"aC'CJiDI1,R{}ZT Update

Document |nJ44P Execute Yw#

J46pDli:

1. Update Document |n8(*#$D5J4#Carol DD5I?E A y5P#rK,

;PI?E A 0dO6i/y5PDG)_TEJC:_T 1 M 2#_T@@Z

d,#e_T/,X+yP_Jq|D*5PJ4Di/,SEY|D*Ci/D

O6i/,rK_T 5 2+JC#

2. #e_T 5 WH&CZ5PJ4Di/:?E A#K1_T 5 >JOk_T 5a D

P*`F:

[Approvers for Division A, Update Document Action Group, document, - ] standard
resource-level policy owned by Division A.

3. _T 5a ;ZhCJ(,r* Don ;G?E A K<1CJiDI1#

4. #e_T 5 SE+&CZ?E A D8i/:t=i/#K1_T 5 >JOk_T

5b DP*`F:
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[Approvers for Seller, Update Document Action Group, document, - ] standard
resource-level policy owned by Seller

5. _T 5b Z(CJ(,r* Don Gt=K<1CJiDI1,R{}ZTD5J4

4P Update Document |nYw#

r* Don ,1(}K|n6pMJ46pDCJXFli,rK{I|B Carol DD

5#

=8 2:Abe "T|B Emily DD5: TBGK=8DCJXF@@:

|n6pDli:

1. 48(Ljj6,rK|nDyP_+hC*yi/#rK,;Pyi/5PD_

TE+CZ@@C'Gq_P|n6pDCJ(:_T 1 M 2 Gyi/y5PD#

_T@@Zd,#e_T/,X+yP_Jq|D*5PJ4Di/,SEY|D

*Ci/DO6i/,rK_T 5 2+JC#

2. _T 1 Z(CJ(,r* Abe G"aC'CJiDI1,R{}ZT Update

Document |nJ44P Execute Yw#

J46pDli:

1. Update Document |n8(*#$D5J4#Emily DD5It=i/y5P#r

K,;PIt=0dO6i/y5PDG)_TEJC:_T 1 M 2#_T@@Z

d,#e_T/,X+yP_Jq|D*5PJ4Di/,SEY|D*Ci/D

O6i/,rK_T 5 2+JC#

2. #e_T 5 WH&CZ5PJ4Di/:t=i/#K1_T 5 >JOk_T 5a

DP*`F:

[Approvers for Seller, Update Document Action Group, document, - ] standard
resource-level policy owned by Seller

3. _T 5a ;ZhCJ(,r* Abe ;Gt=K<1CJiDI1#

4. #e_T 5 SE+&CZt=i/D8i/:yi/#K1_T 5 >JOk_T 5b

DP*`F:

[Approvers for Root, Update Document Action Group, document, - ] standard
resource-level policy owned by Root

5. _T 5b ;ZhCJ(,r* Abe ;Gyi/K<1CJiDI1#

6. yi/;_P8i/,rKQj{X@@K#e_T 5#

!\ Abe (}K|n6pDli,+Gr*{4(}J46pDCJXFli,rK{

;\|B Emily DD5#
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Z 2 ?V WebSphere Commerce >c\m12+TNq

>?Vhv(#II WebSphere Commerce >c\m14PD2+TNq#
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Z 4 B v?>c2+T

*v? WebSphere Commerce >cD2+T,IZ WebSphere Commerce dC\mw

PtCNNTB&\:

v 9C0G<,11Zc"zZ3;S$D1NP4n/DC'"*s{GG<X5

3#XZj8E",kNDZ 36 3D:tCG<,1;#

v 9C0\k''1Zc,*sC'ZZ;NG<531|D\k#XZj8E",

kNDZ 36 3D:tC\k'';#

v 9C0\\k#$D|n1Zc,1C'}ZKPf0KP8(|nDks1,*

sC'dk\k#XZj8E",kNDZ 37 3D:tC\\k#$D|n;#

v 9C0}]b|B$_1Zc,|B WebSphere Commerce }]bPDS\}](}

g\kMEC(E")T0LR\?#XZj8E",kNDZ 38 3D:|BS\

}];#

v 9C0;f>cE>#$1Zc,\x|,8(*;JmDtTrV{DNNC'

ks#XZj8E",kNDZ 38 3D:tC;f>cE>#$;#

v (}tCCJG<,lY6pvT WebSphere Commerce DNN2+T~2#XZj

8E",kNDZ 40 3D:tCCJG<;#

"R,IZ WebSphere Commerce \mXF(D02+T1B-K%PtCTB&\:

v (}9C0J'_T13f4hC>cDJ'_T,T(ekJ'`XD9CPD

_T#XZj8E",kNDZ 41 3D:hCJ'_T;#

v 9C0\k_T13f4hC>cD\k_TTXFC'D\k!qXw(v1T

U WebSphere Commerce }]b4O$C'1)#XZj8E",kNDZ 42 3D

:hC\k_T;#

v 9C0J'x(_T13f4hC>cDJ'x(_TTuY#0C'J'2+D

za(v1TU WebSphere Commerce }]b4O$C'1)#XZj8E",kN

DZ 43 3D:hCJ'x(_T;#

v (}9C0t/2+Tli13f,t/2+TLr,CLrli">}I\|,

1ZD2+T~<DY1 WebSphere Commerce D~#XZj8E",kNDZ 44

3D:t/2+Tli;#

XZ`XEnDE",kND WebSphere Commerce *zozPDTBwb:

v dC\mw

v WebSphere Commerce dCD~

v \mXF(

v 2+T

XZ`XNqDE",kND WebSphere Commerce *zozPDTBwb#

v t/dC\mw

v r*\mXF(
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2+TS<

9C WebSphere Commerce D3)2+T&\.0,*szZI9CC&\.0*Lj

(eX*DS<#TBE"hvgN(eBPS<:

v G<,1(kND:G<,1;)

v \k''(kND:\k'';)

v \\k#$D|n(kNDZ 35 3D:\\k#$D|n;)

v ;f>cE>#$(kNDZ 36 3D:;f>cE>#$;)

XZ4(S<T0*"Lj0(D;cE",kND6Lj*"_8O7#

G<,1

*9CG<,12+T&\,h**Lj(e L o g i n T i m e o u t E r r o r V i e w M

ReLogonFormView S<#

LoginTimeoutErrorView
g{G<,1E";}7,r WebSphere Commerce +C'/@wX(r=KS<#g

{"zKiv,rI\Gr*PK[DK cookie#

m 1. LoginTimeoutErrorView tT
ECConstants.EC_LOGIN_TIMEOUT_ERROR_MSGCODE

1 ''1dhC*msD5#

2 G<1dhC*msD5#

3 ''rG<1dhC*msD5#

ReLogonFormView
ZC'a0''srC'T>KS<#|h*rC'a)m%TdkC'DG<j6

M\k#a;4%+wC Logon |n#9&P0!{14%+C'X(r=m;3f,

Zs`}ivBGLj0(3f#

ReLogonFormView ;PtT#

m 2. ReLogonFormView m%tT
ECUserConstants.EC_UREG_LOGONID C'G<j6#

ECUserConstants.EC_UREG_LOGONPASSWORD C'G<\k#

ECUserConstants.EC_RELOGIN_URL Za)D>$^'DivBT>D URL#s`}ivB,G

KS<D{F#

ECConstants.EC_STORE_ID Ljj6#

ECConstants.EC_URL ZydkD>$tZm;C'DivBT>D URL#s`}

ivB,b&GLjw3,rGCZLjG<3fPD,;

URL#

\k''

*9C\k''2+T&\,h**Lj(e ChangePassword S<#

ChangePassword
ZC'\kQ''DivBT>KS<#|&rC'a)m%Tdk10(Q''

D)\kMB\k#0a;14%wC ResetPassword |n#9&P0!{14%+C

'X(r=m;3f,Zs`}ivBGLj0(3f#
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m 3. ChangePassword tT
ECConstants.EC_PASSWORD_EXPIRED_FLAG

1 C'\kQ''#*K,CZ\k|D&\DS

<xVKS<(r*|GG`,D),h*Kt

T#CZ\k|DDS<IIC'wC,xZb

=VivB8(xKS<D JSP &G;yD#*

K7(T>DvS<,JSP &iRKtT#

null tT;G;Z URL O#bG}#D\k|DP*

ECUserConstants.EC_UREG_LOGONID 10C'G<j6#

ECConstants.EC_LOGIN_RETURN_URL ZI&X|DK\k.s,+/@wX(rAD URL#K

URL +;+]={*

ECConstants.EC_URL DYw|n#

m 4. ChangePassword m%tT
ECUserConstants.EC_UREG_LOGONID C'DG<j6#Q+10G<j6+]=S<P#

ECUserConstants.EC_UREG_LOGONPASSWORDOLD I\k#

ECUserConstants.EC_UREG_LOGONPASSWORD B\k#

ECUserConstants.EC_UREG_LOGONPASSWORDVERIFY B\ki$#

ECConstants.EC_URL ZI&X|DK\k.s,+C'X(rAD URL#Q+5+]=S<

P#

ECUserConstants.EC_RELOGIN_URL Z\k|D;I&DivB+/@wX(rAD URL#

\\k#$D|n

*9C0\\k#$D|n12+T&\,h**Lj(e PasswordReEnterErrorView

M PasswordReEnterFormView S<#

PasswordReEnterErrorView
KS<CZTB=8:

v C'4\a)}7D\kRQ"z#

v O$Q'\#

Z=VivB,C'<&1Pl((}103fOD4SLx=m;3f#

m 5. PasswordReEnterErrorView tT
ECConstants.EC_PASSWORD_REREQUEST_MSGCODE

0 1T<O$C'1"zJb#

null tT;G;Z URL O#C'4\a)\kRQ"z#

PasswordReEnterFormView
ZC'"T4P\\k#$D|n1T>KS<#|&rC'a)m%Tdk\k#

&P=vdkVNTdk\k#

m 6. PasswordReEnterFormView tT
ECConstants.EC_PASSWORD_REREQUEST_URL 9Cm%D0a;14%KPK URL#

ECConstants.EC_PASSWORD_REREQUEST_MSGCODE {"zk,|8(T>xC'D{":

1 dkD\k;%d#

2 4dk\k#

3 dkK;}7D\k#

Yw:+K URL w*N}+],N}{*:

m 7. PasswordReEnterFormView m%tT
ECConstants.EC_PASSWORD_REREQUEST_PASSWORD1 Z;v\k#

ECConstants.EC_PASSWORD_REREQUEST_PASSWORD2 Z~v\k#
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;f>cE>#$

*9C ; f > c E > ` F 2 + T & \ , h * * L j ( e

ProhibitedAttrsErrorView"ProhibitedCharacterErrorView M ProhibCharEncodingErrorView

S<#

ProhibitedAttrsErrorView
ZIZks|,{9DtTx4&mksDivBrC'T>KS

<#

ProhibitedCharacterErrorView
ZIZks|,{9DV{x4&mksDivBrC'T>KS<

ProhibCharEncodingErrorView
|kOvD ProhibitedCharacterErrorView `,#

tCG<,1

":**Lj9CG<,12+T&\,h*gZ 34 3D:G<,1;yv*Lj(

e LoginTimeoutErrorView M ReLogonFormView S<#

9CdC\mwD0G<,11Zc4tCr{CG<,1&\#1tCK&\1,

+S53P"zZS$1dNZ&ZGn/4,D WebSphere Commerce C',"ks

{XBG<#g{C's4G<I&,r WebSphere Commerce KPCC'T0"vD

-<ks#g{C'G<'\,rOz-<ks,C'T;&ZS53"zD4,#

k"bTZ WebSphere Commerce $_(}g\mXF("WebSphere 3WSYw"

Lj~qH),G<,1&\;rC'T>XBG<3f#xGXU/@w0Z,I

C'T:v(GqG<X$_#rK,Z$_DivB,;&mC'a;D-<k

s#

*tCK&\:

1. t/dC\mw"gBiz=5}D0G<,11Zc:WebSphere Commerce >
host_name > 5}Pm > instance_name > 5}tT > G<,1

2. *$nG<,1&\,k%wtC4!r#

3. Z051VNdkG<,15(k})#

4. *+ywD|D&C=dC\mw,k%w&C#

5. ZI&|B5}dC.s,+SU=;umwI&|BD{"#

6. S WebSphere Application Server \mXF(P,#9;sXBt/ WebSphere

Commerce Server 5}#

k"bG<,15TAk*%;f"Z instance.xml D~P,xdC\mwPD5GT

k*%;dkD#

tC\k''

":*9C\k''2+T&\,h*gZ 34 3D:\k'';yv*Lj(e

ChangePassword S<#
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9CdC\mwD0\k''1Zc4tCr{C\k''&\#1tC\k''

1,g{C'D\kQ}Z,r*s WebSphere Commerce C'Dd{GD\k#ZK

ivB,C'a;X(r=*s{G|D\kD3f#C'*\;CJ>cODNN

2+3f,XkH|D{GD\k#*tCK&\:

1. t/dC\mw"gBiz=5}D0\k''1Zc:WebSphere Commerce >
host_name > 5}Pm > instance_name > 5}tT > \k''

2. *$n\k''&\,k%wtC4!r#

3. *+ywD|D&C=dC\mw,k%w&C#

4. ZI&|B5}dC.s,+SU=;umwI&|BD{"#

5. S WebSphere Application Server \mXF(P,#9;sXBt/ WebSphere

Commerce Server 5}#

tC\\k#$D|n

":*9C0\\k#$D|n12+T&\,h*gZ 35 3D:\\k#$D|

n;yv*Lj(e PasswordReEnterErrorView M PasswordReEnterFormView S

<#

9CdC\mwD0\\k#$D|n1Zc4tCr{C0\\k#$D|n1&

\#1tCK&\1,WebSphere Commerce aZLx&mks(CksKP8(D

WebSphere Commerce |n).0,*sG<= WebSphere Commerce D"aC'd

kd\k#

/f:dC\\k#$D|n1,T>Z|n!qPmPD;)|nII;cC'r

Y1C'4P#+K`|ndC*\\k#$+^F;cC'MY1C'Tb)|n

DKP#rK,Z+|ndC*\\k#$1,&1ww#

*tCK&\:

1. t/dC\mw"gBiz=5}D0\\k#$D|n1Zc:WebSphere
Commerce> host_name > 5}Pm > instance_name > 5}tT > \\k#$

D|n

2. Z0#f1!n(P:

a. *$n0\\k#$D|n1&\,k%wtC#

b. Z0XT1VNPdkXTN}#(XTN}D1!5G 3#)

3. Z0_61!n(P:

a. S0\\k#$D|nPm10ZDPmP!q#{#$D WebSphere Commerce

|n"%wmS#y!qD|n+PvZ010\\k#$D|nPm10Z

P#

b. g{#{TNN WebSphere Commerce |n{C\k#$,kZ010\\k#

$D|nPm10ZP!qC|n,"%w}%#

4. *+ywD|D&C=dC\mw,k%w&C#

5. ZI&|B5}dC.s,+SU=;umwI&|BD{"#

6. S WebSphere Application Server \mXF(P,#9;sXBt/ WebSphere

Commerce Server 5}#
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":WebSphere Commerce ZIC|nPmP+vT>Z URLREG mP8(*QO$r

hCK https j>D|n#

|BS\}]

9CdC\mwD0}]b1Zcya)D0}]b|B$_1,|Bx(5}D

WebSphere Commerce }]bPDyPS\}](}g,\krEC(Ek)T0LR

\?#*9CC$_:

1. t/dC\mw"gBiz=8(D}]bu?:WebSphere Commerce>
host_name > 5}Pm > instance_name > 5}tT > }]b> database_name

2. CsjR|%w database_name "!qKP}]b|B$_

v !q|BK5}DyP}]b4(F!(5}DyP}]bDS\}]#

r* iSeries 'V%}]bdC,rKK!n;JCZ iSeries#

v (}SB-PmP!q}]b,"!q|B!(D}]b,4(FX(}]bD

S\}](1!5)#

3. S0Ywn1rP!q#{KPDYw,"Z0N}1VNPnkXhDE":

Yw N} XhDYw

|DLR\? IDLR\? dkZ4(10 WebSphere Commerce 5}1

9CDVPLR\?#

BDLR\? dkBDLR\?#bG 16 ;.yxF}V,

T)dC\mwXBS\10QS\}]#L

R\?AYXkP;vV8}VV{(a = f)

M;v}VV{(0 = 9)#NNV8}VV{

<XkT!4V8N=dk,,;V{Z,;

PP;\dkDNTO#

4. %w7(T!(D WebSphere Commerce }]brTyP WebSphere Commerce }

]bKP}]b|B$_#

5. ZI&|B5}dC.s,+SU=;umwI&|BD{"#

6. S WebSphere Application Server \mXF(P,#9;sXBt/ WebSphere

Commerce Server 5}#

tC;f>cE>#$

":**Lj9C;f>cE>2+T&\,h*gZ 36 3D:;f>cE>#$;

yv*Lj(e ProhibitedAttrsErrorView"ProhibitedCharacterErrorView M

ProhibCharEncodingErrorView S<#

9CdC\mwD0;f>cE>#$1Zc4tCr{C5}D;f>cE>#

$# 1tC1,;f>cE>#$\xNN|,8(*;JmDtTrV{.DC'k

s#ITZdC\mwDKZcP8({9DtTrV{.#2I(}JmX(|n

D8(tT5|,{9DV{.,S;f>cE>#$PE}C|n#1!ivB,

;f>cE>#$G{CD#
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/f:;f>cE>#$G^FT&\,r*|+^FyZdCD|nD4P# C&\

;li24tTrV{.Q(e*{9,rK1zdC|1,k7#{9DtT;G

I|n9CDG)tT#9k7#{9DV{.;G(#+]x|nDG)5#dC

K&\1kqbww#

*tCK&\:

1. t/dC\mw"gBiz=5}D0;f>cE>#$1Zc:WebSphere
Commerce> host_name > 5}Pm > instance_name > 5}tT > ;f>cE

>#$

2. 9C0#f1!n($n0;f>cE>#$1&\,gBy>:

a. %wtC#

b. *mS#{T WebSphere Commerce |n{9DtT,kCsjR|%w0{9

DtT1m"!qmSP#dk#{{9DtT#?PvI8(;vtT#

c. *S0{9DtT1mP}%tT,kZmP;vT>"CsjR|%w|,

CtTDP,"!q>}P#

d. *mS#{T WebSphere Commerce |n{9DV{.,kCsjR|%w0{

9DV{1m"!qmSP#mS#{{9DV{.#?PvI8(;vV{

.#

e. *S0{9DV{1mP}%V{,kZ0{9DV{1mP;vT>"Cs

jR|%w|,CV{DP,"!q>}P#

"b:1!ivBZ0{9DV{1VNP8(KTBV{.#b)V{.Zqb

D;f>cE>`F%wPn#CwE>`FjG:

v <SCRIPT

v &lt;SCRIPT

v <% M &lt;%

.

3. gB(}CX(|nD8(tTD5|,{9DV{.,49C0_61!n(S

;f>cE>#$PE}C WebSphere Commerce |n:

a. S0|nPm1rP!q|n#

b. dkC:EVtD;PtT(Z0E}tTDPm10ZP,{9DV{Tb

)tTGJmD)"%wmS#

c. *,,tT;p}%;v|n,kS0E}|nDPm10ZP!qC|n"

%w}%#

9IT(}!qtT"%w}%,4}%|nDX(tT#

4. *+ywD|D&C=dC\mw,k%w&C#

5. ZI&|B5}dC.s,+SU=;umwI&|BD{"#

6. S WebSphere Application Server \mXF(P,#9;sXBt/ WebSphere

Commerce Server 5}#

":

1. 1|nS;f>cE>#$PE}1,+9C HTML {E`kT8(tTD5xP

`k#}g,|n cmd1?user=<Thomas> `k* ascmd1?user=&#60;Thomas&#62;

2. 1Z0{9DV{1VNP8(V{.1,k"b:
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v 3;V{rPg{q- URL `kj<,rI}pCV{.*;*%vV{#}

g,V{. <%bb +*;*V{. <X,dP X G.yxFm>5* HEX ’bb’

(.xF 187)D%vV{#ZKivB,g{V{. <%bb Z URL P+],

;f>cE>#$+;a6qCV{.#

v 3;V{rPg{;q- URL `kj<,rI}pV{.*;'\#}g,V{

. <%gg +}p*;'\,r* HEX ’gg’ ;GP'D.yxF5m>#ZKi

vB,V{. <%gg +}pl#,<B^[tC;f>cE>#$kq,T|,K

V{.D URL ks;P`&#

>}:k<GTB>}:

v {9DV{.:<SCRIPT"<%

{9DtT:mycomment"description

|n 4,

cmd1?description=Available... \x

cmd2?userid=Thomas... S\

cmd3?mycomment=<SCRIPT>... \x

cmd4?password=<%...%>... \x

v g{#{Jm cmd1 |nDtT text |,{9DV{.(<SCRIPT"<%)xTd|t

T(}gtT txt)r;Jm,rITE} cmd1 "+ text 8(*}bDtT#

|n 4,

cmd1?text=<SCRIPT>... S\

cmd1?text=<%...%>... S\

cmd1?txt=<SCRIPT>... \x

cmd1?txt=<%..%>... \x

tCCJG<

1tC1,CJG<&\G<= WebSphere Commerce ~qwDyPxkks,r_v

G<<BCJe;Dks#CJe;D>}G:O$'\"4P|nD(^;;,r

_XBhC%4K>c\kfrD\k#tC1,CJG<9 WebSphere Commerce \

m1\;lYX6pvT WebSphere Commerce 53D2+T~2#

1"zO$'\rZ('\B~1,+TBE"G<=CJU>D~}]bm

ACCLOGMAIN M ACCLOGSUB P:

v M'zwz{

v KP|nD_Lj6

v M'zC'j6

v B~"z1d

v KPD|n

v *dKP|nDLj

v Td4PYwDJ4

v CJXFliDa{
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*tCCJG<,k4PTBYw:

1. t/dC\mw

2. !q wz{ > 5} > Instance_List,;sr*i~D~P#

3. !q AccessLoggingEventListener#

4. Z0#f1feP,$ntCi~4!r#

5. !q0_61fe"tCt/#

6. %w&C#

7. KvdC\mw#

8. XBt/ WebSphere Application Server#

*|DU>D~Ds!,r8(GqG<yPks,h*V$`-;Z WebSphere

Commerce 5}S?<PD WebSphere Commerce 5}D instance.xml D~:

1. Z`-wPr*5}D instance.xml D~#

2. (;TBZc,CZc;Z <LogSystem>/<activitylog> ZcP:

<accessLogging cacheSize="aa" logAllRequests="bbbbb" />

dP:

v aa G{}5,8(+u?4k}]b0+G<=ZfPDu?Dns}?#(#

OsD}5+<BTZCJG<DT\Dx#1!5G 32#

v bbbbb G true r false#5* true 48G<yPxkks#5* false 48

vG<CJe;#*@9}`Dr;X*DG<,(i9C false 5#v13I

>cfZO$Jbr2+T%}1E9C true#1!5G false#

3. jI|Bs,k#f WebSphere Commerce 5}D instance.xml D~#

4. XBt/ WebSphere Application Server#

ZTB>}P,CJG<Zr}]bmG<u?.0,ZZfP#f 3 vu?#"R,

|G<= WebSphere Commerce ~qwDyPxkks:

<accessLogging cacheSize="3" logAllRequests="true" />

hCJ'_T

WebSphere Commerce \mXF(D0J'_T13fJmzhCJ'_T# >3Pm

yPVPJ'_T,|,NN1!ivBf WebSphere Commerce a)D$(eJ'_

T# J'_T(ekJ'`XD_T,}g\kMJ'x(_T#ZK3fO:

v I(}%wB(4(BDJ'_T#

v IT(}ZPmP!q_T"%w|D4|DVPDJ'_TXw#

v IT(}ZPmP!q_T"%w>}4>}VPK'_T#

*4(BDJ'_T:

1. r*\mXF(#

2. S\mXF(D02+T1B-K%P,%wJ'_T#

3. ZJ'_T3fO,%wB(44(BDJ'_T#

4. Z0{F1VNPdkJ'_T{F(}g my_account_policy)#

5. S0\k_T1K%P,!q$HfZD\k_T#
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6. S0J'x(_T1K%P,!q$HfZDJ'x(_T#

7. %w7(#

;)4(KJ'_T,rI+_T8(xC'#k"bg{J'_TZ9CP(4Q

+K'_T8(xC')DivB;\>}J'_T#

m{ WebSphere Commerce *zozPDN<wb01!O$_T1#

hC\k_T

WebSphere Commerce \mXF(D0\k_T13fCz\;XFC'D\k!qT

c(e\kDXw,47#\k{O>cD2+T_T#>3PmyPVP\k_

T,|,NN1!ivBf WebSphere Commerce a)D$(eJ'_T#

\k_T(e\kXkq-DtT#\k_T?F5)TBu~:

v C'j6M\kGq\;%d#

v ,xV{DnsvVN}#

v NbV{Dn`vVN}#

v \kDns9CY|#

v V8V{Dn!}?#

v }VV{Dn!}?#

v \kDn!$H#

v GqIXB9CC'H0D\k#

v IT(}%wB(4(BD\k_T#

v IT(}ZPmP!q_T"%w|D4|DVPD\k_TXw#

v I(}ZPmP!q\k_T"%w>}4>}VP_T#

*4(BD\k_T:

1. r*\mXF(#

2. S\mXF(D02+T1B-K%P,%w\k_T#

3. ZJ'_T3fO,%wB(44(BD\k_T#

4. Z0{F1VNPdk\k_T{F(}g my_password_policy)#

5. 4h*|BTBZ]T^D:o_1!5PDNb5:

v C'j6M\k\q%d?(eC'j6M\kGq\;j+;y#SPmP!

qGrq#

v ns,xV{dkN}#(e\kP,xV{DnsvVN}#n!5G 2 v,

xV{#}g,g{5* 2,rC'^(dkng aaabc D\k#

v NbV{Dn`vVN}#(e\kP,;V{IvVDn`N}#n!5GV

{vV 1 N#}g,g{5* 2,rC'^(dkng abcaabc D\k#

v \kDns9CY|#(e\kIfZDns1d(Tl*%;)#n!5G 1

l#ZK1dN.s,+a>C'|D\k#

v V8V{Dn!}?#(e\kPh*fZDV8V{Dn!}?#n!5G 0

vV8V{#
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v }VV{Dn!}?#(e\kPh*fZD}VV{Dn!}?#n!5G 0

v}VV{#

v \kDn!$H#TV{*%;(e\kDn!$H#n!5G 1 vV{#

v GqIXB9C\k? (eGqIXB9CC'H0D\k#SPmP!qGr

q#

6. %w7(#

":

1. Z\k_T}Z9CP(4Q+\k_T8(xC')DivB;\>}\k_

T#

2. v1TU WebSphere Commerce }]bO$C'1E?F5)\k_T#

m{ WebSphere Commerce *zozPDN<wb01!O$_T1#

hCJ'x(_T

WebSphere Commerce \mXF(D0J'x(_T1Jmz* WebSphere Commerce

ZD;,C'G+hCJ'x(_T# >3PmyPVPJ'x(_T,|,NN1!

ivBf WebSphere Commerce a)D$(eJ'x(_T# J'x(_TZTJ'

t/KqbYwDivB+{CCC'J',TcuYYw#0J'2+Dza#

J'x(_T?F5)TBn:

v J'x(P5#bG{CJ'0^'G<"TD}?#

v ,x'\G<SY#bGZ=N"TG<'\.s,;JmC'G<D1dN#T

?v,xDG<'\,4dCD1dSY5(}g 10 k)4vSSY#

*hCJ'x(_T:

1. r*\mXF(#

2. S\mXF(D02+T1B-K%P,%wJ'x(_T#

3. 0J'x(_T13fPvKyPVPDJ'x(_T#ZK3fO:

v I(}%wB(4(B_T#

v I(}ZPmP!q_T"%w|D4|DVP_TDXw#

v I(}ZPmP!q_T"%w>}4>}VP_T#

TZB(DJ'x(_T,Z0J'x(_T13fP:

1. Z0{F1VNPdkJ'x(_T{F(}g my_policy)#

2. Z0J'x(P51VNPdkJ'x(P5#}g,dk 6(4 6 N"T)

3. Z0H}1d1VNPTk*%;dk,x'\G<SY#}gdk 10(4 10

k)#

4. %w7(#

":

1. k"bg{J'x(_TZ9CP(4Q+K'_T8(xC')DivB;\>

}J'x(_T#

2. v1TU WebSphere Commerce }]bO$C'1E?F5)J'x(_T#
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t/2+Tli

K&\;JCZ WebSphere Commerce iSeries f#

WebSphere Commerce \mXF(D0t/2+Tli13fJmzV$Xt/liD

2+TLrT0>}I\|,1ZD2+T~<DY1WebSphere Commerce D~#(

#2+TLrw*QwHw5KP,RZ1!ivBhC*?BKP;N#

*wC2+TliLr:

1. r*\mXF(#

2. S\mXF(D02+T1B-K%P,%w2+TliLr#

3. Z0t/2+Tli13fO,%wt/#

2+TliDa{,|(LrI!DyPYw,<4k02+TliU>10ZT0

;Z log S?<D sec_check.log D~P:

NT drive:\WebSphere\Commerce\instances\instance_name\log

2000 drive:\Program Files\WebSphere\Commerce\instances\instance_name\log

/usr/lpp/Commerce/instances/instance_name/log

/opt/WebSphere/Commerce/instances/instance_name/log

/opt/WebSphere/Commerce/instances/instance_name/log

ZG Windows =(O,I WebSphere Commerce T/hCD~mI(,T9

4Z(C';\CJtPD~#Z Windows =(O,h*gBV$hCmI(#K}

L7#;P Administrators iETtPD~_PA/4/4P(&:

1. Z Windows J4\mwP,CsjR|%w drive:\WebSphere D~P#

2. %wtTM2+T#1!ivB0Everyone1iTKD~P_PyPmI(#

3. %wmS#

4. T>;v0Z(!qC'"Fcz...)#ZK0ZP,!q Administrators i#

":K&I\P;)b<,},r*zI\4= Administrator w*;vC'vV,

+Gzh*mS Administrator i,x;G Administrator C'#

%wmS;s%w7(#

5. Z02+T1!n(P,QmSK Administrators i#h*}%0Everyone1#!q

Everyone "!{!Pm>0JmILPDmI(....1Dr

6. ZT>D02+T10ZP%w}%#

dC\mw PDI S\VN

dC WebSphere Commerce 5}1,(iz!q0PDI S\14!r#tC0PDI S

\1VNr8(&1T ORDPAYINFO M ORDPAYMTHD mPDE"xPS\#(}!qC

4!r,'6E"TS\q=f"Z WebSphere Commerce }]bP#
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Z 5 B tC WebSphere Application Server 2+T

>BhvKgNtC WebSphere Application Server D2+T#tC WebSphere

Application Server 2+T+9yP Enterprise JavaBean i~<bZ\=NNKS6L

wC#

": tC WebSphere Application Server 2+T1,?R(i

zDzwzcTB*s:

v zwZfAY* 1 GB#

v AY 384 MB Qs!CZ WebSphere Commerce &CLr#

*<.0

*<tC2+T.0,h*Kb+tC2+TD WebSphere Application Server gNi

$C'j6#WebSphere Application Server IT9C LDAP rYw53DC'"am

w* WebSphere Application Server C'"am#

XZKP WebSphere Application Server 2+TyXhDnB

gS^)|DE",kN<ISTB WebSphere Commerce Web >cq!DnB

WebSphere Commerce 5.4 TvD~D5:

Business

http://www.ibm.com/software/webservers/commerce/wc_be/lit-tech-general.html

Professional

http://www.ibm.com/software/webservers/commerce/wc_pe/lit-tech-general.html

9C LDAP C'"am1tC2+T

*Z+ LDAP Cw WebSphere Application Server C'"am1tC WebSphere

Application Server 2+T,kw*_8\m(^DC'G<=53,"4PTB=h#

*Z+ LDAP Cw WebSphere Application Server C'"am1tC WebSphere

Application Server 2+T,kG<=53,"4PTB=h#

*Z+ LDAP Cw WebSphere Application Server C'"am1t

C WebSphere Application Server 2+T,kw* wasuser G<=53,"4PTB=

h#

1. t/ WebSphere Application Server \m~qw"r* WebSphere Application Server

\mXF(#

2. ZXF(P4UgB=h^D+V2+ThC:

a. S0XF(1K%P,!q2+TPD#

b. Z0#f1!n(O,!qtC2+T#
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c. ZO$!n(O,!q0a?6Z}=O$(LTPA)1#n4 LTPA hC,"!

{!qtC%;"a4!r(g{z;#{9CK&\)#y]}Z9CD?<

~qwD`M,gBn4 LDAP hC!n(:

m 8. SecureWay C'

VN{ (e y>5 "b

2+T~qwj6 C'j6 user_ID v |;\G LDAP \

m1#

v k p9C 8 ( *

cn=xxx DC'#

v k7#KC'DT

s`k0LDAP _6

XT10ZP0C

'}Kw1VNP

8 ( D T s `f

]#

2+T~qw\k C'\k password

?<`M LDAP ~qw`M SecureWay

wz LDAP ~qwwz{ hostname.domain.com

KZ LDAP ~qw}Z9C

DKZ

KVN;GXhD#

y>(P{F QwyCD(P{F o=ibm,c=us

s((P{F Qw1s(=?<D

(P{F

KVN;GXhD#

s(\k 0s((P{F1D

\k

KVN;GXhD#

m 9. Netscape C'

VN{ (e y>5 "b

2+T~qwj6 C'j6 user_ID v |;\G LDAP \

m1#

v k p9C 8 ( *

cn=xxx DC'#

v k7#KC'DT

s`k0LDAP _6

XT10ZP0C

'}Kw1VNP

8 ( D T s `f

]#

2+T~qw\k C'\k password

?<`M LDAP ~qw`M Netscape

wz LDAP ~qwwz{ hostname.domain.com
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m 9. Netscape C' (x)

VN{ (e y>5 "b

KZ LDAP ~qw}Z9C

DKZ

KVN;GXhD#

y>(P{F QwyCD(P{F o=ibm

s((P{F Qw1s(=?<D

(P{F

KVN;GXhD#

s(\k 0s((P{F1D

\k

KVN;GXhD#

m 10. Domino™ C'

VN{ (e y>5 "b

2+T~qwj6 rL{F/C'j6 user_ID k7#KC'DTs

`k0LDAP _6X

T10ZP0C'}

Kw1VNP8(D

Ts`f]#

2+T~qw\k C'\k password

?<`M LDAP ~qw`M Domino 5.0

wz LDAP ~qwwz{ hostname.domain.com

KZ LDAP ~qw}Z9C

DKZ

KVN;GXhD#

y>(P{F QwyCD(P{F KVN;GXhD#

s((P{F Qw1s(=?<D

(P{F

KVN;GXhD#

s(\k 0s((P{F1D

\k

KVN;GXhD#

m 11. n/?<(Active Directory)C'

VN{ (e y>5 "b

2+T~qwj6 sAMAccountName user_ID v NbU(C'DC

'G<{#

v k p9C 8 ( *

cn=xxx DC'#

v k7#KC'DT

s`k0LDAP _6

XT10ZP0C

'}Kw1VNP

8 ( D T s `f

]#

2+T~qw\k C'\k password

?<`M LDAP ~qw`M Active Directory
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m 11. n/?<(Active Directory)C' (x)

VN{ (e y>5 "b

wz LDAP ~qwwz{ hostname.domain.com

KZ LDAP ~qw}Z9C

DKZ

KVN;GXhD#

y>(P{F QwyCD(P{F CN=users,

DC=domain1,

DC=domain2,

DC=com

s((P{F Qw1s(=?<D

(P{F

CN=user_ID,

CN=users,

DC=domain1,

DC=domain2,

DC=com

user_ID D5GT>{

F # | " G X k k

0 C ' G < { 1 `

,#

s(\k 0s((P{F1D

\k

bind_password |&1k02+T~

qw\k1`,#

d. XBt/ WebSphere Application Server \m~qw,;sXBr

* WebSphere Application Server \mXF(#

e. ZG+3d!n(O,!q WCS &CLr~qw"%w`-3d...4%#

1) !q WCSSecurityRole "%w!q...4|#

2) !P0!qC'/i14!r"mSZZ 46 3D2cPdkDC'j6#

f. %wjI#

3. XU\mXF(,#9"XBt/ WebSphere Application Server \m~qw#SV

Z*<,r* WebSphere Application Server \mXF(1+a>zdk2+T~q

wj6M\k#

4. r* WebSphere Commerce dC\mw"!q5} > instance_name > 5}tT

> 2+T,"%wtC4!r#53a>zdkZZ 46 3D2cPdkDC'{M\

k#%w&C,;sKvdC\mw#

5. #9"XBt/ WebSphere Application Server \m~qw#

9CYw53C'"am1tC2+T

*Z+Yw53C'i$Cw WebSphere Application Server C'"am

1tC WebSphere Application Server 2+T,kw*_8\m(^DC'G<,"4

PTB=h#

*+Yw53CwC'"am,h*w* root C'KP WebSphere

Application Server#w* root C'KP WebSphere Application Server,"4PTB=

h#

1. w* root C'G<#

2. 1w* root C'G<1,t/ WebSphere Application Server "

t/ WebSphere Application Server \mXF(#

export DISPLAY=fully_qualififed_host_name:0.0
cd WAS_HOME/bin
./startupServer.sh &
./adminclient.sh remote_WAS_host_name port
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dP fully_qualififed_host_name G}ZC4CJ WebSphere Application Server \m

XF(DFczD{F,remote_WAS_host_name G WebSphere Application Server D

+^(wz{,port G}Z(}dCJ WebSphere Application Server DKZ(1

!KZG 2222)#

3. Z WebSphere Application Server \mXF(P,gB^D+V2+ThC:

a. S0XF(1K%P,!q2+TPD#

b. Z0#f1!n(O,!qtC2+T4!r#

4. !qO$!n("!q>XYw53%!4%#

5. Z2+T~qwj6VNPdk2+T~qwj6#gBdkC'{:

VN{ y>5 "b

C'j6 user_ID G<19CD_8Yw

53\mX(DC'j6#g

{KzwtZ3vr,k9C

+ ^ ( C ' j6# } g :

DomainXYZ\user_id#k7#

r~qwPfZKJ',"R

|G\m1iDI1#

5 root

C'r_8 root C'(^DC

'j6#

iSeries ODC'j6&

1_8 *SECOFR (^#

2+T~qw\k password bGtZ_PG<1yCDY

w53\mX(DC'D\

k#

6. XBt/ WebSphere Application Server \m~qw,;sXBr*

WebSphere Application Server \mXF(#

7. ZG+3d!n(O,!q WC s5&CLr"%w`-3d...4%#

a. !q WCSecurityRole "%w!q...4%#

b. !P0!qC'/i14!r,Z0Qw1VNPdk=h 5 P9CDC'j6,

"%wQw#S0ICDC'/i1PmP!qCC'"%wmS+dmSA

0!(DC'/i1PmP#;sZ?vfeO%w7(1=Kv02+TP

D1#

8. r* WebSphere Commerce dC\mw"!q5}Pm → instance_name → 5}

tT → 2+T"!qtC2+T4!r#!qYw53C'"amw*O$==,

"dkZ=h 5 PydkDC'{M\k#%w&C,;sKvdC\mw#

9. #9"XBt/ WebSphere Application Server \m~qw#SVZ*<,?1r*

WebSphere Application Server \mXF(1,+a>zdk2+T~qwj6M\

k#
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{C WebSphere Commerce EJB 2+T

WebSphere Commerce LqfJm{C EJB 2+T#*{C WebSphere Commerce EJB

2+T,k4PTBYw:

1. t/ WebSphere Application Server \mXF(#

2. %wXF( → 2+TPD..."!{!q#f!n(ODtC2+T4!r#

3. r* WebSphere Commerce dC\mw,"!q5}Pm → instance_name → 5

}tT → 2+T"e}tC2+T4!r#

4. Kv WebSphere Application Server \mXF(#

5. #9"XBt/ WebSphere Application Server \m~qw#

WebSphere Commerce 2+T?p!n

WebSphere Commerce 'VwV2+T?pdC#BmPYKTzICD2+T?p!

n#

m 12. %z2+T=8

WebSphere Application Server 2+TQtC# v 9CYw53w* WebSphere Application

Server "am#

v 9C}]bw* WebSphere Commerce "a

m#

v 9C LDAP w* WebSphere Application

Server "am#

v 9C LDAP w* WebSphere Commerce "

am#

v 9C LDAP w* WebSphere Application

Server "am#

WebSphere Application Server 2+TQ{C,

WebSphere Commerce >c;Z@p=s#

v WebSphere Application Server "am;GX

hD#

v 9C}]bw* WebSphere Commerce "a

m#

v WebSphere Application Server "am;GX

hD#

v 9C LDAP w* WebSphere Commerce "

am#
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m 13. `z2+T=8

WebSphere Application Server 2+TQtC#

LDAP <UG?pD#

v 9C LDAP w* WebSphere Application

Server "am#

v 9C LDAP w* WebSphere Commerce "

am#

v 9C LDAP w* WebSphere Application

Server "am#

v 9C}]bw* WebSphere Commerce "a

m#

v z+h*hC LDAP,"+;v\mu?E

k LDAP "am#

WebSphere Application Server 2+TQ{C,

WebSphere Commerce >c;Z@p=s#

v 9C}]bw* WebSphere Commerce "a

m#

v WebSphere Application Server "am;GX

hD#

v ;'V%;"a#

v 9C LDAP w* WebSphere Application

Server "am#

v WebSphere Application Server "am;GX

hD#

":g{S@p=sYw WebSphere Commerce >c,rIT{C WebSphere

Application Server 2+T#g{z7(@p=s;PKPNNqbD&CLr,r

&1;{C WebSphere Application Server 2+T#
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Z 6 B a0\m

Web /@wMgS;W>c9C HTTP xP(E#r* HTTP G^4,-i(b4?

v|ny@"4Px^h*@K0"zDNN|n),rKXk*P;V=(IT\

m/@wKM~qwK.dDa0#

WebSphere Commerce 'V=V`MDa0\m:yZ cookie T0 URL X4#\m

1IT!qv'VyZ cookie Da0\m,r_!q,1'VyZ cookie M URL X

4Da0\m#g{ WebSphere Commerce v'VyZ cookie,r:o_D/@wX

k\;S\ cookie#g{,1!qKyZ cookie M URL X4,r WebSphere

Commerce +Z;N"T9C cookie \ma0;g{:o_D/@whC*;S\

cookie,r9C URL X4#

yZ cookie Da0\m

19CyZ cookie Da0\m1,Web ~qw+|,C'E"D{"(cookie)"M

=/@w#1C'"TCJ3)3f1,+K cookie "MX~qw#(}+ cookie "

MX4,~qw\;j6C'T0Sa0}]bPlwC'a0,xx,$C'a

0#yZ cookie Da0ZC'"zrXU/@w1ax#yZ cookie Da0\mG2

+DR_PT\ODEc#yZ cookie Da0\mG2+D,r*|9Cv(} SSL

w/Dj6jG#yZ cookie Da0\ma)KTxDT\f&,r* WebSphere

Commerce _Y:fzFv'VyZ cookie Da0(x;'V URL X4)#TZ:o

_a0,(i9CyZ cookie Da0\m#

g{;Z9C URL X4,R#{7#C'Z{GD/@wOtCK cookie,kZdC

\mwD0a0\m13fO!P Cookie S\bT#ba(*:o_,g{{GD/

@w;'V cookie,r_g{{GXUK cookie,G4{G+h*'V cookie D/@

w4/@ WebSphere Commerce >c#

vZ2+T-r,yZ cookie Da0\m9C=V`MD cookie:

v G2+a0 cookie

CZ\ma0}]#|,K9l cookie 1Da0j6"-LoT"10LjM:o

_W!uR#K cookie IZ SSL rG SSL ,SBZ/@wM~qw.dw/#P

=V`MDG2+a0 cookie:

– WebSphere Application Server a0 cookie yZ!~qLr HTTP a0j<#

WebSphere Application Server cookie Z`Zc?pP#f=Zfr}]bP#X

Z|`E",kS;ZTBX7D WebSphere Application Server InfoCenter PQ

w0session management1:

http://www.ibm.com/software/webservers/appserv/infocenter.html#

– WebSphere Commerce a0 cookie TZ WebSphere Commerce GZ?D,R;

#f=}]bP#

*!q9CNV`MD cookie,kZdC\mwD0a0\m13fO!q WCS r

WAS w* Cookie a0\mwN}#

v 2+O$ cookie
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CZ\mO$}]#O$ cookie (} SSL w/,RrOK1dAGTo=ns2+

T#K cookie CZ?14PtP|n(}gksC'EC(EkD DoPaymentCmd)

1O$C'#K cookie I\I4Z(C'ACDgUQ+!/#?1yZ cookie D

a0\m}Z9CP1,<UI WebSphere Commerce zIO$zk cookie#

*i42+3f,h*a0MO$zk cookie =_#

TZ cookie ms,ZTBivBwC CookieErrorView:

v C'Sm;;C9C,;G<j6G<#

v cookie Q;F5M/r;[D#

v g{ cookie S\hC*0true1xC'D/@w;'V cookie#

+ cookie CZa0\m

*Z WebSphere Commerce P9C cookie,k4PTBYw:

1. r*dC\mw#

2. !q5},;sr*a0\mD~P#

3. !qJ1Da05#

v Cookie S\bT

!qK4!r4liTZv'V cookie D>c,KMD/@wGqS\ cookie#

v Cookie a0\mw

!qG#{ WebSphere Commerce 9G#{ WebSphere Application Server \m

cookie#1!5G WebSphere Commerce#

– WebSphere Application Server a0 cookie yZ!~qLr HTTP a0j<#

WebSphere Application Server cookie Z`Zc?pP#f=Zfr}]bP#

XZ|`E",kS;ZTBX7D WebSphere Application Server InfoCenter

PQw0session management1:

http://www.ibm.com/software/webservers/appserv/infocenter.html#

– WebSphere Commerce a0 cookie TZ WebSphere Commerce GZ?D,

R;#f=}]bP#

4. %w_6!n(#!qJ1Da05#

v Cookie 76

(#;\|DKVN#8( cookie D76,|G cookie &;"M=D URL D

S/#

v Cookie Y|

;\|DKVN#1!5G1/@wXU1 cookie ''#

v Cookie r

(#;\|DKVN#8(;vr^F#=#Kr8(&Ci4 cookie D~q

w#1!ivB,v+ cookie "MX"vb) cookie D WebSphere Commerce

Server#1!ivB,v+ cookie 5X=#fb) cookie Dwz#8(r{#=

+2GK1!5##=XkTc*<,RXk|,AY=vc##=vk,vp

<c;vdkDZ]`%d#}g,0.ibm.com1GP'D,Rk a.ibm.com M

b.ibm.com %d,x;k www.a.ibm.com %d#XZr#=Dj8E",kND

Netscape D Cookie Specification M RFC 2109#

5. %w&C#
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6. XUdC\mw#

7. S WebSphere Application Server \mXF(P,#9;sXBt/5}#

URL X4

9C URL X41,Z5X=/@wr_qCX(rDyP4Ss=SKa0j6#1

C'%wb)4S1,+X4q=D URL w*M'zksD;?V"M=~qw#!

~qLr}f6p URL PDa0j6,"#f|CZ*CC'q!}7DTs#*9

C URL X4,;\+ HTML D~(_P .html r .htm )9{DD~)CZ4S#

*9C URL X4,Xk+ JSP D~CZT>?D#9C URL X4Da0Z:o_"

z1''#

":WebSphere Commerce _Y:fk URL X4;\-,$w#1 URL X4r*1,

h*{C WebSphere Commerce _Y:fi~#

9C URL X4a0\m

*8(&gN\ma0,k4PTBYw:

1. r*dC\mw#

2. !q5},;sr*a0\mD~P#

3. !qJ1Da05#

tC URL X4#!qK4!rT9C URL X4xPa0\m#

Cookie a0\mw#!q WebSphere Application Server#

4. %w&C#

5. XUdC\mw#

6. S WebSphere Application Server \mXF(P,#9;sXBt/5}#

* URL X4`4 JSP #e

g{#{9C URL X4,$a04,,k;*Z? HTML D~P|,A Web &C

Lrw?VD4S#K^FGX*D,r*Z? HTML D~P;\9C URL `k#

*9C URL X4,$4,,a0ZdC'ksD?v3fXk_P Java bMwIm

bDzk#g{Z Web &CLrM>cD;?VP_PC'I\Za0ZdCJDK

`? HTML D~,k+|G*;* JSP D~#b+0l=&CLr`4_,r*k9

C cookie ,$a0;,,9C URL X4,$a0*s&CLrPD?v JSP #eX

kT <A> jGOD?v HREF tT9C URL `k#g{&CLrPD;vr`v JSP

#e;wC encodeURL(String url) r encode RedirectURL(String url) =(,r+

*'a0#

`44S

9C URL X41,Z5X=/@wr_X(rDyP4Ss=SKa0j6#}g,

Z Web 3fPK4S:

<a href="store/catalog">

X4*

<a href="store/catalog;$jsessionid$DA32242SSGE2">
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1C'%wK4S1,+X4q=D URL w*M'zksD;?V"M=~qw#!

~qLr}f+ ;$jsessionid$DA32242SSGE2 6p*a0j6,"#f|CZ*CC'

q!}7D HttpSession Ts#

TB>}T>K Java zkITgN6k= JSP D~P:

<%
response.encodeURL ("/store/catalog");
%>

*X45X=/@wD URL,kZ+ URL "M=dvw.0,wC JSP #ePD

encodeURL() =(#}g,g{;9C URL X4D JSP #e_P:

out.println("<a href=\"/store/catalog\">catalog</a>")"

k+.f;*:

out.println("<a href=\"");
out.println(response.encodeURL ("/store/catalog"));
out.println("\">catalog</a>");

*X4X(rD URL,kwC encodeRedirctURL() =(#}g,g{ JSP #e_P:

response.sendRedirect (response.encodeRedirectURL ("http://myhost/store/catalog"));

r encodeURL() M encodeRedirectURL() =(G HttpServletResponse TsD;?

V#Zb=VivB,b)wCZT URL xP`k0+liGqdCK URL X4#

g{4dC,r|5X-< URL#

` 4 m % : * ` 4 C Z a ; D m % , k T m % # e D A C T I O N jGw C

response.encodeURL("Logon");#}g:

String strLoginPost = response.encodeURL("Logon");
<FORM NAME="Logon" METHOD="post" ACTION= <%= strLoginPost %> >
...
</FORM>

`4W3: xk3f((#Gw3);\|,r\#g{#{ZLjP9Cr\,I

T+^r\3f(_PALjD4S)w*LjDxk3f#;x,g{Lj759

Cr\RKM"T;H-}xk3fMCJb)xr\D3f,r{GDa0+*

'#g{KM9CO;34%(vZ_Pr\DivB)5X=xk3f""Bxk

3f,r2I*'da0#"Bxk3f+xh{GBDa0j6#w*O;34%

Dfz,;vX=xk3fD4SGXhD,Toz@9K`a0*'#
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Z 3 ?V 53\m12+TNq

>?Vhv(#II>cD53\m1(;X;(G WebSphere Commerce >c\m

1)4PD2+TNq#
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Z 7 B hCM|D\k

WebSphere Commerce PDs`}i~{C-}Yw53i$DC'j6M\k#XZ

|Db)\kDE",kNDYw53D5#>Bf0gNhCM|D WebSphere

Commerce i~D\k,b)i~;(}Yw53i$C'j6M\k#

C'j6"\kM Web X7lYN<

Z WebSphere Commerce 73P,4P\mYwh*;i;,DC'j6#TBPmh

vKb)C'j6T0|GXk_8D(^#TZ WebSphere Commerce C'j6,9

j6K1!\k#

Windows C'j6

Windows C'j6Xk_P\m1(^#g{}Z9C DB2®,r|*sC'

j6M\k{OTBfr:

v $H;I,} 8 vV{#

v ;\|,V{ A = Z"a = z"0 = 9"@"#"$ M _#

v ;JmTB._V{(_)*7#

v C'j6;ITGTBb8v%J,^[Gs4"!4rGs!4lO:

USERS"ADMINS"GUESTS"PUBLIC M LOCAL#

v C'j6;IT9CTBNN%J*7,^[s4"!4rGs!4lO:

IBM"SQL M SYS#

v C'j6;ITkNN Windows ~q{F`,#

v C'j6XkZ>XzwO(e,RXktZ>X\m1i#

v C'j6Xk_P#1?VYw53G+D_6C'(^#

zIT4P20,x^k_P#1?VYw53G+D_6C'(^,+G

DB2 20Lr+^(i$z*0\m~qw18(DJ'#(iNNCZ

20 DB2 DC'J'<_PbV_6C'(^#

X*E"

g{ Windows C'j6;_P\m1(^,r$HsZ 8 vV{,r4

Z>XzwO(e,r53+(*z"zms"+^(Lx20#

g{}Z9C DB2,rz+QKC'j6Cw DB2 }]bC'{(}]bC

'G<j6)#

g{h*4({OTOj<DC'j6,zIS Windows *zozPR=

XZ4( Windows C'j6DE"#
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iSeries C'r*m

Z20MdC WebSphere Commerce 1-#9CMa0=v iSeries C'r*

m:

v z4(DCZ20 WebSphere Commerce MCJdC\mwDC'r*m#

*20MdC WebSphere Commerce,Xk9C USRCLS(*SECOFR) iSeries

C'r*mr9C QSECOFR C'r*m#g{h*4(C'r*m,kN

D iSeries fD6WebSphere Commerce 5.4 208O7#

v Z4( WebSphere Commerce 5}1IdC\mw4(DC'r*m#KC

'r*m2F*05}C'r*m1#USRCLS(*USER) C'r*mZ?N4

( WebSphere Commerce 5}1IdC\mw4(#g{h*4(C'r*

m,kND iSeries fD6WebSphere Commerce 5.4 208O7#

dC\mwC'j6

dC\mw$_D<Ngf9z\;^D WebSphere Commerce DdC==#

1!DdC\mwC'j6M\kG webadmin M webibm#

IS WebSphere Commerce zwr_k WebSphere

Commerce Z,;xgODNNzw4CJdC\mw#

TZ iSeries,ISk iSeries ~qwZ,;xgODNN Windows z

w4CJdC\mw#

IBM HTTP Server C'j6

g{}Z9C IBM HTTP Server,I(}r* Web /@w"dkTB Web X

74CJ Web ~qww3:

http://host_name

g{Q-(F} Web ~qw,rI\h*Zwz{sfdk Web ~qwW3

D{F#

WebSphere Commerce 5}\m1

5}\m1C'j6M\kJCZTB WebSphere Commerce $_:

v WebSphere 3WSYw. *SKP Windows Yw53D6LzwCJ

WebSphere 3WSYw,kr* Internet Explorer Web /@w,"dkTB

Web X7:

https://host_name:8000/accelerator

v WebSphere Commerce \mXF(. *SKP Windows Yw53D6Lzw

CJ WebSphere Commerce \mXF(,kr* Internet Explorer Web /

@w,"dkTB Web X7:

https://host_name:8000/adminconsole

v Lj~q. IT(}r* Web /@w"dkTB Web X7CJzD0Lj

~q13f#

https://host_name:8000/storeservices

1!D5}\m1C'j6G wcsadmin,1!\kG wcsadmin#

":Pp}% wcsadmin C'j6,RKC'j6&;1_P5}\m1(^#

WebSphere Commerce *sC'j6M\kq-TBfr:

v \k$HXkAY* 8 vV{#

v \kXk|,AY 1 v}V#
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v \kP,;V{;\vV,} 4 N#

v \kP,;V{;\X4,} 3 N#

Payment Manager \m1

120 Payment Manager 1,WebSphere Commerce \m1j6 wcsadmin T

/8(* Payment Manager \m1G+#kq-6WebSphere Commerce 5.4 2

08O7PD8<+ Payment Manager r`P;* WCSRealm(g{P4jI

K=h)#

Payment Manager \m1G+9C'j6\;XFM\m Payment Manager #

"b:

v ;*>}rX|{G<C'j6 wcsadmin,2;*|D$H8(D wcsadmin

D Payment Manager G+,qr+<Bk Payment Manager /I`XD

WebSphere Commerce &\''#

v g{+ Payment Manager G+8(x WebSphere Commerce \m1,xs

V#{>}rX|{K\m1DG<C'j6,rXkZ>}rX|{CC

'j60}%\m1D Payment Manager G+#

X*E"

Payment Manager Q-*d|=v\mj6$H8( Payment Manager \

m1G+:

v ncadmin

v admin

*@9C'^bdq!K Payment Manager \m1G+,IT:

1. 9C WebSphere Commerce \mXF(Z WebSphere Commerce P

4(TO\mj6#

2. Z Payment Manager C'gfO,!qC'#

3. }%b=v\mj6D Payment Manager \m1G+#

9&*@t/"#9r>} Payment Manager 5}yhD Payment

Manager 5}\k#9h*|r Payment Manager 5}mS(;#g{

Payment Manager 5}GI WebSphere Commerce dC\mw4(D,

r Payment Manager 5}\kk WebSphere Commerce 5}G<\k(2

F*5}C'r*m\k)`,#g{ Payment Manager 5}GS iSeries

a09C CRTPYMMGR |n4(D,rGS iSeries Nq3f4(D,

r+a>za)\k#

|DdC\mw\k

Zzt/dC\mw1,IT(}ZdkC'j6M\kD0ZP%w^D4|Dd

C\mw\k#

r_,*|DdC\mwC'j6r\k,kP;A

WebSphere Commerce 2076BD bin S?<,"Z|n0ZPdkTB|n:
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config_env
java com.ibm.commerce.config.server.PasswordChecker -action [action type]

-pwfile [password file] -userid [user ID]
-password [userid password] [-newpassword [new userid password]]

dP,Yw`MG Add"Check"Delete r Modify#N}5wgB:

pwfile
8rf"\kDD~D76#1!76G WebSphere Commerce 2076BD bin

S?<# KN}\GXhD#

userid
dk#{mS"li">}r^DDC'j6#KN}\GXhD#

password
dk#{4("li">}r^DD\k#KN}Xkk userid N};p9C#

KN}\GXhD#

newpassword
9CKN}4|DX(C'j6D\k#KN}Xkk userid M password N}

;p9C#18(Yw`MG Modify 1,KN}GXhD#

hC IBM HTTP Server \m1\k

*hC IBM HTTP Server \m1\k,

1. P;AzwOD IBM HTTP Server 20?<#

2. dkTB|n:

htpasswd -b conf\admin.passwd user password

htpasswd -b conf/admin.passwd user password dP user M

password G#{TZ IBM HTTP Server 5P\m(^DC'j6M\k#

VZQ-I&XhCK IBM HTTP Server \m\k#

|D SSL \?D~\k

g{z}Z9C IBM HTTP Server,kq-BfD=h|D

SSL \?D~\k#

1. %w*<K% → Lr → IBM HTTP Server → \?\m5CLr#

2. S\?}]bD~K%P,!qr*#

3. P;AzwD IBM HTTP Server 2076BD ssl S?<#zD\?D~(D~

)9{* .kdb)&1ZKD~PP#g{;P,kq-Z 65 3DZ 8 B, :* IBM

HTTP Server DzztC SSL;PE(D8<4(BD\?D~#

4. S\?}]bD~K%P,!q|D\k#0|D\k10ZvV#

5. dkzDB\k,"tC+\k~X=D~P#

6. %w7(#zD\kQ-|D#

VZQ-I&X|DKzD SSL \?D~\m\k#

62 IBM WebSphere Commerce f> 5.4: 2+T8O



zI WebSphere Commerce S\\k

WebSphere Commerce JmzIS\\k#*zIS\D\

k,k4PTBYw:

1. *A WebSphere Commerce 20?<BD bin S?<#

2. S|nPKPTBE>:

wcs_password.bat password SALT merchant_key

./wcs_password.sh password SALT merchant_key dP

v password G?D>\k#

v SALT GCZzI\kDfzV{.#|ITZ\kC=|BDX(C'D

USERREG }]bmD SALT PPR=#

v merchant_key G4(5}ZddkDLR\?#

TZ iSeries,*|D:o_DS\\k,k9C CHGWCSPWD |n#kND F1 *

zozTq!KPK|nDj8E"#

zI Payment Manager S\\k

WebSphere Commerce JmzI Payment Manager DS\\k#*zIS\D\k,

k4PTBYw:

1. *A WebSphere Commerce 20?<BD bin S?<#

2. S|nPKPTBE>:

wcs_pmpassword.bat password SALT

./wcs_pmpassword.sh password SALT

dP:

v password G?D>\k#

v SALT GCZzI\kDfzV{.#|ITZ\kC=|BDX(C'D

USERREG }]bmD SALT PPR=#

TZ iSeries,*zI Payment Manager DS\\k,k9C CRTWCSPMPW |n#

kND F1 *zozTq!KPK|nDj8E"#
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Z 8 B * IBM HTTP Server DzztC SSL

>?V;JCZ iSeries =(#XZ iSeries E",kNDZ 68 3D:Z IBM

HTTP Server(iSeries)OtC SSL;#

C IBM HTTP Server 4( WebSphere Commerce 5}s,vZbT?DQtCK2

+WSVc(SSL)#ZT:o_*E>c.0,Xkq->BPD=h*zztC

SSL#

XZ2+T

IBM HTTP Server (}9CS\<u,*5q;Wa);v2+D73#S\GrXx

OE";WD`k,byE"ZISU=bk0G^(A!D#"M=9Cc(#=

r_\?T;WxP`k(S\),SU=9Cb\\?T;Wbk#b)\?I2

+WSVc(SSL)-i9C#

Web ~qw9CO$}L4i$5q-*TsDm],47#{G{OTFDm]#O

$|(:q!IEZ}=(F*O$PD(CA)))pD$i#TZ IBM HTTP Server

C',CA I\G Equifax® r VeriSign® Inc#2ICd| CA#

*4(zz\?D~,kjITB=h:

1. 4(CZzzD2+T\?D~#

2. SO$PDks2+$i#

3. +zz\?D~hC*10\?D~#

4. SU$i"bTzz\?D~#

Bf+Tb)=hwj8hv#

":

1. g{Q-Z9CIO$PD)pDzz\?D~,MI\ITx}b)=h#kD

A>BsYwv(#

2. Z4Pb)=h1,/@wI\aT>2+T{"#kP84i?u{"PDE"

"v(gNLx4P#

4(CZzzD2+T\?D~

*4(CZzzD2+T\?D~,kZ Web ~qwO4PTBYw:

1. #9 IBM HTTP Server#

2. +?<P;=zwD IBM HTTP Server 20S?<BD conf S?<#

3. 4( httpd.conf D8]1>#

4. ZD>`-wPr* httpd.conf#

5. k7#TKZ 443 !{TBwPD"M:

v
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#LoadModule ibm_ssl_module modules/IBMModuleSSL128.dll
#Listen 443#Listen 443#<VirtualHost host.some_domain.com:443>
#SSLEnable
#</VirtualHost>
#SSLDisableKeyfile "drive:/WebSphere/HTTPServer/ssl/keyfile.kdb"
#SSLV2Timeout 100
#</VirtualHost>
#SSLDisable

v

#LoadModule ibm_ssl_module modules/IBMModuleSSL128.dll
#AddModule mod_ibm_ssl.c
#Listen 443#<VirtualHost host.some_domain.com:443>
#SSLEnable
#</VirtualHost>
#SSLDisableKeyfile "keyfile"
#SSLV2Timeout 100
#</VirtualHost>
#SSLDisable

dP keyfile GTB;n:

/usr/HTTPServer/ssl/keyfile.kdb

/opt/IBMHTTPD/ssl/keyfile.kdb

/opt/IBMHTTPServer/ssl/keyfile.kdb

6. k7#TKZ 8000 !{TBwPD"M:

a. #Listen 8000

b. #<VirtualHost host.some_domain.com:8000>. z9XkZKPPf;+^(w

z{#

c. #SSLEnable

d. #</VirtualHost>

":(i@p=m~h9TQ* WebSphere Commerce $_dCDKZ(1!iv

BGKZ 8000)Db?CJ#XZgN4PKYwDE",kND}Z>cO

9CD@p=m~DD5#

7. #f|D#

8. *7# httpd.conf D~;|,o(ms,kP;AzwD IBM HTTP Server 20

?<BD bin S?<,"KPTB|n:

./apachectl configtest

apachectl configtest

9. t/ IBM HTTP Server#

SO$PDks2+$i

*i$zUZ0;=hP4(D2+T\?D~,h*4TO$PD(CA)(}g

Equifax r VeriSign)D$i#b;$i|,~qwD+C\?"k~qwD$i`X

*D(P{F,T0$iDrPEM''UZ#

g{#{9Cm;v CA,I1Sk.*5,KbPX&1q-D}LDE"#
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Equifax C'

*S Equifax ks2+~qw$i,kNDTB Web X7"q-a)D8<:

http://www.equifax.com

z&1Z 2 = 4 v*5UZ(}gSJ~SU= Equifax 2+~qw$i#

VeriSign C'

*S VeriSign ks2+~qw$i,kNDTB URL "q-a)D8<:

http://www.verisign.com

!\z}Z9CJCZ IBM HTTP Server D}L,+9Gk8rArXx,S

2+~qw(ICSS)D4S#q-a)D8<#SU=$i1,kg0;?VPyv

4(zz\?D~(g{94byvD0)#

!\z}Z9CJCZ IBM HTTP Server D}L,+9Gk8rArXx,S

2+~qw(ICSS)D4S#sfD3f+8vb)=hJCZ OS/2® M AIX =(#

b)8<2JCZ Solaris m~#

q-a)D8<#a;kss,zD$iM+Z 3 A 5 v$wUZ=o#1SU=$

i1,kg0;?VPyv4(zz\?D~(g{94byvD0)#

SU"hCzz\?D~*10\?D~

S CA &C=$i.s,zXkC Web ~qw9CzDzz\?D~#k4PTBY

w:

1. +SO$PDSU=D certificatename.kdb"certificatename.rdb M

certificatename.sth D~4F=zwD IBM HTTP Server 2076BD ssl S

?<P,dP certificatename Gzf,$iksa)D$i{F#

2. r*\?\m5CLr#

3. r* certificatename.kdb D~,"ZC=a>1dk\k#

4. !qvK$i,"%wSU#

5. %w/@#

6. !qf"SO$PDSUDD~DD~P#!q certificatename.txt D~"%w

7(#

7. vK$iPmrVZ&1Pv VeriSign certificatename $ir_ Equifax

certificatename $i#

8. Kv\?\m5CLr#

9. +?<P;AzwD IBM HTTP Server 2076BD conf S?<#

10. 4( httpd.conf D8]1>#

11. ZD>`-wPr* httpd.conf#

12. 7#ZZ 65 3D5PPvDP;P"Mt#

13. Qw Keyfile "keyfile path name" 18n,"|D76{F,9.8rZOv=

hP4(DD~#

14. #9"XBt/ IBM HTTP Server#
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bTzz\?D~

*bTzz\?,k4PTBYw:

1. Z/@wP*ATB URL:

https://host_name

":

a. g{zQ-(F} Web ~qw,rI\h*Zwz{sfdk Web ~qwW

3D{V#

b. qXdk https,x;G http#

g{\?G}7(eD,z+4=XZB$iD8u{"#

2. g{#{S\K$i,rZB(>c$ifeO!q@6S\K$i(1A}Z)

%!4%#

3. S Web /@wP+_Y:fMzm(r socks)~qwhCV4A-<4,#

VZ,zQ-Z~qwOtCK SSL#

CZ Payment Manager D SSL "bBn

1!ivB,WebSphere Commerce M Payment Manager .dG(} SSL xP(ED#

;x,g{gB1St/ Payment Manager C'gf:

http://host_name/webapp/Paymentmanager/

rG9CG SSL D(EwC Payment Manager #*7#(} SSL xP(E,&19

C

https://host_name/webapp/Paymentmanager/

r_ZTB?<P,+ indexSSL.html D~X|{* index.html:

v WAS_HOME\installedApps\IBM_PaymentManager.ear\PaymentManager.war

v

WAS_HOME/installedApps/IBM_PaymentManager.ear/PaymentManager.war

TK==,ILx9C http://host_name/webapp/Paymentmanager/ ?<,RX|{s

D index.html +X(r= https(SSL)#

Z IBM HTTP Server(iSeries)OtC SSL
>?VJCZ iSeries =(#

SSL G;v2+T-i#SSL 7#M'zM~qw.d+MD}]#V~XT#|CM

'z\;O$~qwDm],xC~qw\;O$M'zDm]#

}V$iGgSD5,|GO$rXxOD2+BqPyf0D~qwMM'z#}

V$iD"P_F*O$PD(CA)#iSeries 53IZZ?x73P4P)"~qwM

M'z$iD CA G+,",1w*-}~qw$i(I iSeries CA rng VeriSign®

DrXx CA )")O$D~qwKP#w* Web ~qw,IBM HTTP Server iSeries

f2IdC*ksM'z$iTO$tCK SSL DM'z#

68 IBM WebSphere Commerce f> 5.4: 2+T8O



XZgNZ IBM HTTP Server iSeries fOtC SSL Dj8E",kNDTB Web X

7:

www.ibm.com/software/webservers/commerce/servers/lit-tech-os400.html

XpX,ki4 Hints and Tips ?V#

T Payment Manager 9C SSL
g{Z4( WebSphere Commerce 5}.s4(53$if",rXk,1Zh

Payment Manager 5}M WebSphere Commerce 5}T53$if"DCJ(#}g,

TB|n+Zh Payment Manager 5}T V5R1 53DX*CJ(:

CHGAUT OBJ(’/QIBM/UserData/ICSS/Cert/Server’) USER(QPYMSVR) DTAAUT(*RX)
CHGAUT OBJ(’/QIBM/UserData/ICSS/Cert/Server/DEFAULT.KDB’) USER(QPYMSVR) DTAAUT(*R)

xTB|n+Zh WebSphere Commerce T V5R1 53DX*CJ(:

CHGAUT OBJ(’/QIBM/UserData/ICSS/Cert/Server’) USER(QEJBSVR) DTAAUT(*RX)
CHGAUT OBJ(’/QIBM/UserData/ICSS/Cert/Server/DEFAULT.KDB’) USER(QEJBSVR) DTAAUT(*R)

g{!q9C6L Payment Manager 5},rXk,1+ WebSphere Commerce 5}

M Payment Manager 5}dC*EN)"}V$iD6LO$PD#*Z=v6L&C

Lr.d("ENX5,kNDTB_6}L:

1. Z WebSphere Commerce zwO,9C0}V$i\mw1<v~qwDO$PD#

2. +$iD~+M= Payment Manager zwO#

3. Z Payment Manager zwO,9C0}V$i\mw1<k WebSphere Commerce

~qwDO$PD#

4. + Payment Manager &CLr~qwdC*EN<kD WebSphere Commerce ~

qwDO$PD#

5. Z Payment Manager zwO,9C0}V$i\mw1<v~qwDO$PD#

6. +$iD~+M= WebSphere Commerce zwO#

7. Z WebSphere Commerce zwO,9C0}V$i\mw1<k Payment Manager

~qwDO$PD#

8. + WebSphere Commerce &CLr~qwdC*EN<kD Payment Manager ~

qwDO$PD#

XZj8E",kNDTB Web X7,"iR Hints and Tips:

www.ibm.com/software/webservers/commerce/servers/lit-tech-os400.html
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Z 9 B * IBM SecureWay Directory Server(LDAP)tC

SSL

TBG* IBM SecureWay Directory Server M WebSphere Commerce dC SSL 2+

TD=h#

hC SecureWay
*hC IBM SecureWay Directory Server:

1. 4U SecureWay Directory Server z7205w,20 IBM SecureWay Directory

Server#7#20 GSKit i~#

2. 20jIs,wC IBM Key Manager(Z Windows OG drive:\Program

Files\IBM\GSK4\bin\gsk4ikm.exe)#

3. 4(BD CMS \?}]bD~#7#!PK+\k~X=D~P(}g

ldap_key.kdb)#

4. 4(T)p$i

5. +$ii!*T Base64 *`kD ASCII }]}]`M#

6. 4(BD SSLight \?}]b`(}g keyring.class)#

7. Z Singer $i?VP,mSZ=h 5 P4(D$iD~#

8. +/@wr**TBX7:http://hostname/ldap

9. %w2+T —> SSL —> hC"wTB|D:

v SSL 4,:SSL r*rv SSL

v O$=(:~qwO$

v 2+KZ:636

v \?}]b76MD~{:

/Keys/ldap_key.kdb

drive:\Keys\ldap_key.kdb

v \?jE:your_label($iDjE)

10. %w|B"XBt/ SecureWay#

WebSphere Commerce
ChC WebSphere Commerce k SecureWay Directory Server ;p$w,h*^D

instance.xml D~:

java.naming.security.ssl.keyring = keyring
’keyring’ is the name of the SSLight key database class (keyring.class)
This class file should put in the class path in WAS.

java.naming.security.ssl.authentication = ibm
’ibm’ is the password specified when create the SSLight key database class.

java.naming.security.protocol = ssl
LdapPort = 636
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<MemberSubSystem name="Member SubSystem"
ProfileDataStorage="LDAP"
AuthenticationMode="LDAP">

<Directory LdapAdminDN="cn=root"
LdapAuthenticationMode="SIMPLE"
LdapTimeOut="0"
LdapVersion="3"
EntryFileName="WC_Install_Dir/xml/ldap/ldapentry.xml"
LdapPort="636"
SingleSignOn="0"
LdapAdminPW="EaDPFd9VAf0="
LdapHost="yazhuang.torolab.ibm.com"
MigrateUsersFromWCSdb="ON"
JNDIEnvPropName1="java.naming.security.ssl.keyring"
JNDIEnvPropValue1="keyring"
JNDIEnvPropName2="java.naming.security.ssl.authentication"
JNDIEnvPropValue2="ibm"
JNDIEnvPropName3="java.naming.security.protocol"
JNDIEnvPropValue3="ssl"
display="false"
LdapType="SECUREWAY" />

</Membersubsystem>

XBt/ WebSphere Commerce#
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Z 10 B %;"a

>BEvKgN* WebSphere Commerce hC%;"a#

Hvu~

*tC%;"a,XkzcTBhs:

v Xk20MdCKVPD LDAP ~qw#*dC LDAP ~qw,kND6IBM

WebSphere Commerce f> 5.4 =Sm~8O7#

v Xk+ WebSphere Commerce 20"dC*9C LDAP#

v XktCK WebSphere Application Server 2+T#*tC WebSphere Application

Server 2+T,kNDZ 45 3DZ 5 B, :tC WebSphere Application Server 2

+T;#

tC%;"a

^F

Z+%;"aCZ WebSphere Commerce 1T|P;)X|^F#b)^FG:

v LTPA cookie IT(};,D Web ~qwKZ#

v zI\h*^D ldapentry.xml D~"mSTs` ePerson#bG ldapocs *

XDtT#

v h*^D instance.xml "7#Z LDAP i~PC'D(F4,*0on1#

v Nk%;"adCDzwXk+|GD531S,=#

v %;"avZITA!M"v WebSphere Application Server a?6Z}=O$

(LTPA)nFD&CLr.d\'V#

*tC%;"a,Xk4PTBYw:

1. tC WebSphere Application Server ZD%;"a#XZ|`E",kZ WebSphere

Application Server E"PDPQw0single sing-on1,ITSTBX7qC:

http://www.ibm.com/software/webservers/appserv/doc/v40/ae
/infocenter/index.html

!q Single Sign-On: WebSphere Application Server "jITB?V:

v * WebSphere Application Server dC SSO#

– ^D WebSphere Application Server 2+ThC#

":B;=Gj85wgNn4 LDAP VND,ITvTx;aPNNJb#

– + LTPA \?<vAD~#

2. Z WebSphere Commerce zwO,t/ WebSphere Commerce dC\mw#

3. *dCI1S53Zc,k4PTBYw:
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a. 9* WebSphere Commerce → host_name → 5}Pm → instance_name → 5

}tT → I1S53#

b. ZO$==B-K%P,!q LDAP#

c. tC%;"a4!r#

d. ZwzVNP,dk LDAP ~qwD+^(wz{#

e. Z\m1(P{FVNPdk\m1D(P{F#K{F&1kCZ LDAP ~q

wOD{F`,#

f. Z\m1\kVNP,dk\m1D\k#K\k&1kCZ LDAP ~qwOD

\k`,#7O7O\kVNPD\k#

g. jI?v#BDVN#

h. %w&C,;s%w7(#

4. XBt/ WebSphere Application Server#
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Z 4 ?V WebSphere Commerce *"_2+TNq

>?Vhvk WebSphere Commerce `L`XD2+TNq#b)Nq(#I

WebSphere Commerce Lr14P#

© Copyright IBM Corp. 2002 75



76 IBM WebSphere Commerce f> 5.4: 2+T8O



Z 11 B CJXF

mbCJXF

WebSphere Commerce &CLrDCJXF#MP}vw*En:C'"YwMJ4#

C'G9C53DK#J4GZ&CLrPC=,$rI&CLr,$D5e#}

g,J4ITGz7"D5r)%#zmK1DC'r*m2GJ4#YwGC'I

TJ44PDn/#CJXFG7(x(C'GqITx(J44Px(YwDgS

;W&CLri~#

Z WebSphere Commerce &CLrP,CJXFP=vw*6p#CJXFDZ;v6

pGI WebSphere Application Server 4PD#TK,WebSphere Commerce 9C

WebSphere Application Server 4#$s5 bean M!~qLr#CJXFDZ~v6p

G WebSphere Commerce 8#HCJXF53#

WebSphere Commerce CJXFr\9CCJXF_T47(GqJmx(C'Tx(

J44Px(Yw#CCJXFr\a)K8#HDCJXF#|k WebSphere

Application Server a)DCJXF;p(x"Gfz)$w#

WebSphere Application Server PJ4#$Ev

TB WebSphere Commerce J4I WebSphere Application Server (}CJXF#$:

v 5e bean

b) bean #bgS;W&CLrPDTsD#M#|GG6LM'zICJDV<

=Ts#

v JSP #e

WebSphere Commerce + JSP #eCZT>3#?v JSP #eI|,;vr`v}

] bean,b)}] bean S5e bean lw}]#M'zI(}`4 URL ks4k

s JSP 3f#

v XFwMS<|n

M'zI(}`4 URL ks4ksXFwMS<|n#"R,;vT>3(}9C

Q"aZ VIEWREG mPD JSP D~{rS<{F,I|,Am;3fD4S#

WebSphere Commerce Server (#dC*9CTB Web 76:

v /webapp/wcs/stores/servlet/*

CZTks!~qLrDks#

v /webapp/wcs/stores/*.jsp

CZT JSP !~qLrDks#

BmT>KT0fD Web 76dC,ks*KCJ WebSphere Commerce J4xI\

q-D>6#
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yPO(ks<&(r=ks!~qLr,;sIC!~qLr+|G(r= Web X

Fw#Web XFw5VTXFw|nMS<DCJXF#;xOfT>D Web 769

qbC'I\1SCJ JSP #e(76 1)M5e bean(76 2)#*K@9b)qb

%wCQ,XkZKP1\x|G#

I(}9CTB=(.;4@9T JSP #eM5e bean D1SCJ:

WebSphere Application Server 2+T

WebSphere Application Server a)K2+T&\#9CK=(,+yPs5 bean

=(M JSP #edC*vI053j61wC#*CJb) WebSphere

Commerce J4,XkZ+ URL ks+]= Web XFw.0+|7I=ks

!~qLr,C!~qLr+053j61hC*10_L#;s Web XFw

Z+ks+]=`&DXFw|nrS<0,7#wC__PXhDZ(#

WebSphere Application Server 2+Ti~+\x1SCJ JSP #eM5e bean

DyP"T(4;(}9C Web XFw)#

XZdC WebSphere Application Server 4#$ WebSphere Commerce J4D

E",kND6WebSphere Commerce 208O7#XZ WebSphere Application

Server P2+TDE",kND WebSphere Application Server D5PD05

3\m1wb#

XZ*(Fs5 bean =(dC WebSphere Application Server 2+TDE",

kND6WebSphere Commerce 5.4 Lr18O7PD:+BDs5 bean 0d

Is5&CLr;M:+^DsDs5 bean 0dIs5&CLr;?V#

@p=#$

1 WebSphere Commerce Server KPZ@p=sf1,rXxM'z;\1S

< 3.
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CJ5e bean#9CK=(,I|,Z3fPD}] bean a)KT JSP #e

D#$#}] bean I}] bean \mw$n#}] bean \mwlb JSP #

eGqIS<|n*"#g{;GIS<|n*",rWvl#R\xT JSP

#eDks#

WebSphere Commerce CJXF_Tri

WebSphere Commerce CJXF#MyZTCJXF_TD?F#CJXF_TJmC

JXFfrb?/ZLq_-zk,rK}%K+CJXFod2T`k*zkDX

*#}g,^h|,`FZTBDzk:

if (user.isAdministrator())
then {}

ICJXF_T\mw?F5)CJXF_T#\D45,1C'T<CJ\#$J

41,CJXF_T\mwWH7(C\#$J4yJCDCJXF_T,;syZ

yJCDCJXF_T,7(GqJmC'CJksDJ4#

CJXF_TGf"Z ACPOLICY mPD 4 *i_T#?vCJXF_T_PTBq

=:

AccessControlPolicy [UserGroup, ActionGroup, ResourceGroup, Relationship]

4 *iCJXF_TPD*X8(:JmtZX(C'iDC'TtZ8(J4iDJ

44P8(YwiPDYw,;*C'T};V[DJ4zcX5rX5iP8(D

u~#}g,[AllUsers,UpdateDoc,doc,creator] 8(yPC'<I|BD5,;*{

GGD5D4(_#

C'iG(eZ MBRGRP }]bmPDX(`MDI1i#C'iXkkI1i`M

-2 X*#5 -2 m>CJi,|Z MBRGRPTYPE mP(e#C'iMI1i`M.

dDX*f"Z MBRGRPUSG mP#

IT=Xr~=XywC'ZX(C'iPDI1Jq#g{ MBRGRPMBR mywC

'tZX(I1i,r"zT=8(#g{C'zc MBRGRPCOND mPywDu~

(}gzcz7-mG+DyPC'),r"z~=8(#9ITPiOu~(}g

zcz7-mG+R#NCG+AY 6 vBDyPC')MT=E}#

+C'|,ZC'iPDs`}u~<GyZzcX(G+DC'#}g,ITP;

vCJXF_TJmzcz7-mG+DyPC'4Pz7?<\mYw#ZKiv

B,r+ MBRROLE mP8(*z7-mG+DyPC'~=X|,ZC'iP#

XZI1iS53D|`j8E",kND WebSphere Commerce *zoz#

ActionGroup *X4T ACACTGRP m#YwiG8TYwDT=8(DiO#YwP

mf"Z ACACTION mP,R?vYwTZyZD;vr`vYwiDX5f"Z

ACACTACTGP mP#YwiD>}G0OrderWriteCommands1Ywi#CYwi|,

TBCZ|B)%DYw:

v com.ibm.commerce.order.commands.OrderDeleteCmd

v com.ibm.commerce.order.commands.OrderCancelCmd

v com.ibm.commerce.order.commands.OrderProfileUpateCmd

v com.ibm.commerce.order.commands.OrderUnlockCmd

v com.ibm.commerce.order.commands.OrderScheduleCmd
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v com.ibm.commerce.order.commands.ScheduledOrderCancelCmd

v com.ibm.commerce.order.commands.ScheduledOrderProcessCmd

v com.ibm.commerce.order.commands.OrderItemAddCmd

v com.ibm.commerce.order.commands.OrderItemDeleteCmd

v com.ibm.commerce.order.commands.OrderItemUpdateCmd

v com.ibm.commerce.order.commands.PayResetPMCmd

J4iG+X(`MDJ4iOZ;pDzF#ICTB=V==.;48(J4i

PJ4DI1Jq:

v 9C ACRESGRP mPD conditions P

v 9C ACRESGPRES m

s`}ivB,9C ACRESGPRES m+J4X*=J4iQ-c;K#9CK=(,

CJ4D Java `{+J4(eZ ACRESCGRY mP#;s,9C ACRESGPRES X

*m+b)J4k`&DJ4i(ACRESGRP m)X*#Z Java `{>m;cT(e

J4iI1DivB(}g,g{h*yZJ4D3vtT4x;=^FK`T

s),rIj+9C ACRESGRP mD conditions P4(eJ4i#k"b*KyZt

TTJ44PKVi,J49Xk5V Groupable SZ#

TB<mT>KJ4Vi8(D>}#ZK>}P,J4i 10023 |, ACRESGPRES

mPk.X*DyPJ4#9C ACRESGRP mPDu~VNP(eKJ4i 10070#

KJ4i|, Order 6LSZD5},b)5}2_P4,0Z1(8(2mDhsP

m)#

":IZ6WebSphere Commerce CJXF8O7PR= ACRESGRP m Conditions P

D XML E"Dj8Z]#
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ACACTGRP"ACRESGRP M ACRELGRP mD MEMBER_ID P&1_P

5 -2001(yi/)#

CJXF_TITI!X+ Relationship r RelationshipGroup *X|,*dZDv*

X#

g{CJXF_T9C Relationship *X,rC*X4T ACRELATION m#xg{|

|, RelationshipGroup *X,rC*X4T ACRELGRP m#k"bIT=v<;|

,,+Gg{|,K;v,r;\|,m;v#4T ACRELGRP mD RelationshipGroup

8(_PH4T ACRELATION mD Relationship E"|_DEH6#

ACRELATION m8(fZZC'MJ4.dDX5D`M#X5`MD;)>}|,

4(_"a;_MyP_#9C relationship *XD;v>}G:9C|47#)%D

4(_<U\;|B)%#

ACRESGRP

ACRESGRPES ACRESCGRY

AcResGrp_Id

AcResCgry_Id ResClassname

GrpName Conditions

10023

10023

10023

10023

10023

10023

10246 10246

10247

10248

10249

10250

com.ibm.commerce.contract.
commands.ContractCreateCmd

com.ibm.commerce.contract.
commands.ContractCreateCmd

com.ibm.commerce.contract.
commands.ContractCreateCmd

com.ibm.commerce.contract.
commands.ContractCreateCmd

com.ibm.commerce.contract.
commands.ContractCreateCmd

10247

10248

10249

10250

10070

AccountRepresentatives
CmdResourceGroup

SharedRequisitionList
ResourceGroup

null

<profile>
<andListCondition>
<simpleCondition>
<variable name="Status"/>
<operator name="="/>
<value data="Z"/>

</simpleCondition>
<simpleCondition>
<variable name="classname"/>
<operator name="="/>
<value data="com.ibm.commerce.order.
objects.Order"/>

</simpleCondition>
</andListCondition>

</profile>

AcResGrp_Id AcResCgry_Id

< 4.
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ACRELGRP m8(IkX(J4X*DX5iD`M#X5iG;vr`vX54DV

i#X54G`vX5DrP#X5iD>}G8(C'XkGJ4D4(_R9X

ktZJ4Py}CDr=i/5e#

X5i(rX5)8(GCJXF_TDI!?V#|(#CZ4(KzT:D|n

R4+b)|n^FZ3)G+DivB#Zb)ivB,zI\#{ZC'MJ4

.d?F;VX5#(#,g{+|n^FZ3)G+,rG(}CJXF_TD

UserGroup *Xx;G9C Relationship *X45VD#

kCJXF_T`XDm;vX*EnGCJXF_TyP_DEn#CJXF_T

yP_G5PCJXF_TDi/5e#KbCJXF_TDyP_G\X*D,r

*CJXF_TvIJCZICJXF_TyP_y5PDJ4#

TZ?v};V[DJ4,CJXF_T\mw+&CI5P=i/5erI1cN

a9PdO6i/5ey5PDCJXF_T,1AR=KZhmI(D_TrQl

iKyP_T+;P;vZhmI(#

k4T>KI1cNa9DTB<m#

TZJ40OrderA1,I&CIt=ryi/y5PDNNCJXF_T#g{CJ

XF_T\mwR=Ib=vi/PNN;vy5PD;v_TZhC'mI((y

ZCJXF_TPDDv*X),r|"4#9QwCJXF_T#+G,g{|4

R=Ib)i/y5PDNNCJXF_TZhC'T\#$J44PYwDmI

(,r\xCJ#

X5i

X5iJm8(`vX5#X5IT1SZC'M}ZV[DJ4.d,r_ITG

dS+C'X*=J4DX54#

< 5.
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":TZkX5i`XDTB?V,b6= WebSphere Commerce (5fP(;ICD

i/G RootOrganization"DefaultOrganization M SellerOrganization G\X*D#

}Cd|i/D>}vJCZ WebSphere Commerce Lqf#

+X5kX5iwHO: CJXF_TI8(C'XkTyCJDJ4zcX(X

5,r__TI8(C'XkzcX5iPy8(Du~#

s`}ivB,8(X5&1zc&CLrDCJXF*s#+G,g{C_TGX

k8(ZC'MJ4.dG1SD+5*;5PDX5,rXk9CX5i#

}g,g{XkZC'Mr=i/.d8(X*,dPDX5*sC'TCi/g]

X(G+rC'Gr=i/DI1,rXk9CX5iMX54#

g{vh*ZC'M};V[DJ4.d5)1SX*,rI9Cr%X5#}g,

ITGh*5)C'XkGJ4D4(_Div#

g{+`vr%X5iOp4,}gC'XkG4(_ra;_,rbI*X54R

Xk9CX5i#Kr%X5DiOIZ9C WebSphere Commerce (5fr

WebSphere Commerce Lqf1vV#

XZX5iD;cE": X54G`vX5DrP#X54D$H!vZdy|,X

5D}?#bIT(}liX54D XML m>(P <parameter name=“aName”

value=“aValue” /> *XD}?x7(#

;Pns;v <parameter name=“Relationship” value=“aValue”/> *XEXkIJ4

D fulfills() =(&m#d`DICJXF_T\mwwZ?&m#

1X54D$H* 2 1,Z;v <parameter name=“aName” value=“aValue” /> *X

m>C'Mi/5e.dDX5#ns;v <parameter name=“aName” value=“aValue”

/> *Xm>i/5eMJ4.dDX5#

g{h*(eX5i,Xk(}Z XML D~P(eX5iE"45V#I^D

defaultAccessControlPolicies.xml D~,r4(T:D XML D~#XZ4(b)

yZ XML DE"D|`E",kND6WebSphere Commerce CJXF8O7#

TB?VT>K;,`MDX5iD>}#

I%;X54iIDX5i: Business w*CJXF_TD;?V,I\h*?FC

'XktZ5J4D BuyingOrganizationalEntity Di/5e#b*s4(I$H* 2 D

;vX54yiIDX5i#X54D$H* 2 Gr*|I=v@"DX59I#Z;

vX5GZC'Md86i/5e.d#C'GCi/DS6#TZZ~vX5,C

JXF_T\mwli86i/5eGqTJ4zc BuyingOrganizationalEntity X5#

;T.,g{|GJ4Dr=i/5er5X0true1#

TB XML ,NGS defaultAccessControlPolicies.xml D~P!vD,|T>Kg

N(eK`MDX5i:

<RelationGroup Name="MemberOf->BuyerOrganizationalEntity"
OwnerID="RootOrganization">

<RelationCondition><![CDATA[
<profile>
<openCondition name="RELATIONSHIP_CHAIN">
<parameter name="HIERARCHY" value="child"/>
<parameter name="RELATIONSHIP" value="BuyingOrganizationalEntity"/>

Z 11 B CJXF 83



</openCondition>
</profile>

]]></RelationCondition>
</RelationGroup>

Business m;>}G?FC'XkTi/5e(Ci/5e5}ZV[DJ4Dr=

i/5e)_PM'zmG+#bV9CKI$H* 2 D;vX54iIDX5i#4

DZ;?V+iRC'Td_PM'zmG+DyPi/5e#;sTZb;i/5

e D/O , C J X F _ T \ m wli | G PGq A Y P ; v T J 4 z c

BuyingOrganizationalEntity X5#;T.,g{dPP;vGJ4Dr=i/5er5

X true#

TB XML ,NGS defaultAccessControlPolicies.xml D~P!vD,|T>Kg

N(eK`MDX5i:

<RelationGroup Name="AccountRep->BuyerOrganizationalEntity"
OwnerID="RootOrganization">

<RelationCondition><![CDATA[
<profile>
<openCondition name="RELATIONSHIP_CHAIN">

<parameter name="ROLE" value="Account Representative"/>
<parameter name="RELATIONSHIP" value="BuyingOrganizationalEntity"/>
</openCondition>
</profile>

]]></RelationCondition>
</RelationGroup>

I`vX54iIDX5i: *|,`vX54,ITiIX5i#5VKYw1,

Xk8(C'GXkzcyPX54(4 AND =8),9GC'XkzcX54PD

AY;v(4 OR =8)#

Business *K]>K`MDX5,TB XML ,NCZ?FC'XkGJ4D4(_,

RC'9XktZJ4P8(D BuyingOrganizationalEntity#8(C'XkGJ4D4

(_DZ;v4$H* 1#8(C'XktZJ4P8(D BuyingOrganizationalEntity

DZ~v4$H* 2#

<RelationGroup Name="Creator_And_MemberOf->BuyerOrganizationalEntity"
OwnerID="RootOrganization">

<RelationCondition><![CDATA[
<profile>
<andListCondition>
<openCondition name="RELATIONSHIP_CHAIN">
<parameter name="RELATIONSHIP" value="creator" />
</openCondition>
<openCondition name="RELATIONSHIP_CHAIN">
<parameter name="HIERARCHY" value="child"/>
<parameter name="RELATIONSHIP" value="BuyingOrganizationalEntity"/>
</openCondition>
</andListCondition>
</profile>
]]></RelationCondition>
</RelationGroup>

g{;9C AND =8,xGh*C'zc=vX54PDNN;v,r&+

<andListCondition> jG|D* <orListCondition> jG#

Professional Business *K5wICZ WebSphere Commerce (5f(T0 WebSphere

Commerce Lqf)PDX5i,k<G;vCZ?FC'XkGJ4D4(_ra;

_DX5i#bZTB XML ,NPwKT>#
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<RelationGroup Name="Creator_Or_Submitter"
OwnerID="RootOrganization">

<RelationCondition><![CDATA [
<profile>

<orListCondition>
<openCondition name="RELATIONSHIP_CHAIN">

<parameter name="RELATIONSHIP"value="creator"/>
</openCondition>
<openCondition name="RELATIONSHIP_CHAIN">

<parameter name="RELATIONSHIP"value="submitter"/>
</openCondition>

</orListCondition>
</profile>

]]></RelationCondition>
</RelationGroup>

CJXFD`M

P=V`MDCJXF,=_<GyZ_TD:|n6CJXFMJ46CJXF#

|n6(VF*0yZG+D1)CJXF9Cc:_T`M#I8(3;X(G+

DyPC'<I4P3)`MD|n#}g,I8(_P0M'zm1G+DC'I

4P AccountRepresentativesCmdResourceGroup J4iPDNN|n#r_,gTB<

myhv,m;>}_T8(yPDLj\m1<ITI StoreAdminCmdResourceGrp 8

(DNNJ4,4PZ ExecuteCommandAction iP8(DNNYw#

":19C\mXF(hCCJi1,zI MBRGRPCOND m Conditions PD XML

E"#XZ9C\mXF(hCCJiDE",kND WebSphere Commerce *z

oz#
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|n6CJXF_T<U+ ExecuteCommandActionGroup w*XFw|nDYwi#T

ZS<,J4i<UG ViewCommandResourceGroup#

yPDXFw|n<Xk\=|n6CJXFD#$#"R,IT;1SwCrI(

}4Tm;|nDX(rxt/(`TZ(}*"xS<xt/)DNNS<,Xk

\=|n6CJXFD#$#

|n6CJXF;<G|n+Td5)|nDJ4#|v7(GqJmC'4PX(

|n#g{JmC'4P|n,rI&CsxDJ46CJXF_T47(C'Gq

ICJ}V[DJ4#

k<GLj\m1T<4P\mNq1DiN#Z;v6pDCJXFli+G7(

GqJmCC'4PX(DLj\m|n#;)7(K5JOJmCC'4PK|n

(r*JmLj\m14P storeAdminCmds iPD|n),rIwCJ46CJXF

_T#K_TIywvJmLj\m14PCC'GdLj\m1Di/y5PDL

jD\mNq#

ACPOLICY

MBRGRP

ACACTGRP

ACRESGRP

MBRGRPCOND

PolicyName

MbrGrpName

GroupName

GrpName

Conditions

Member_Id MbrGrp_Id

MbrGrp_Id

AcActGrp_Id

AcResGrp_Id

MbrGrp_Id

AcActGrp_id AcResGrp_Id AcRelGrp_Id

StoreAdministrators
ExecuteStoreAdmin
CmdResourceGroup

StoreAdministrators

ExecuteCommandActionGroup

StoreAdminCmdResourceGroup

<profile>
<simpleCondition>
<variable name="role"/>
<operator name="="/>
<value data="Store Administrator"/>

</simpleCondition>
</profile>

-2001 -8

-8

10052

10018

-8

10052 10018 null

< 6.
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\.,Z|n6CJXFP,0J414|n>m,x0Yw1;G4P|n(;T

.,45}/|nTs)#CJXFli7(GqJmC'4P|n#`4X,ZJ4

6CJXFP,0J41G|nr bean CJDNN\#$J4,x0Yw1G|n>

m#

CJXF;%

K?VT>;);%<m,b)<mT>K WebSphere Commerce CJXF_Tr\P

CJXFgN$w#

TO<mT>KCJXF_T\mw4PDYw#CJXF_T\mwG7(GqJ

m10C'T8(J44P8(YwDCJXFi~#|(}QwIJ4yP_0d

O6i/y5PD_T47(#g{AYP;v_TZhCJ(,rZhmI(#

TBPmhvKOf;%<mPDYw#d3rGS<mD%?=W?#

1. isAllowed()

KKP1i~7(C'GqTXFw|nrS<_P|n6CJ(#

2. getOwner()

CJXF_T\mw7(|n6J4DyP_#1!5V5X&Z|nOBDP

DLj(storeId)yP_DI1j6(memberId)#g{Z|nOBDP;PL

jj6,r5Xyi/(-2001)#

RunTime
Framework

PolicyManager Command Resource

isAllowed(User,Action,Resource) : Command level

isAllowed(User,Action,Resource) : Resource level

validateParameters( )

getResources( )

performExecute( )

getOwner( )

getOwner( )

getApplicablePolicies( )

fulfills(Member, Relationship)

getApplicablePolicies( )

< 7.
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3. getApplicablePolicies()

CJXF_T\mwy]8(DC'"YwMJ44iR"&mI&CD_T#

4. validateParameters()

u<N}liMbv#

5. getResources()

5X50J4-Yw1TDr?DCJr?#

g{;PNN5X,r;4PJ46CJXFli#g{fZNN&\=#$D

J4,r&5XCJr?(I0J4-Yw1TiI)#

?vJ4<GI#$Ts(5V com.ibm.commerce.security.Protectable SZD

Ts)D5}#Zm`ivB,J4GCJ bean#

CJ bean I\;5V com.ibm.commerce.security.Protectable SZ,;xy]

Z 90 3D:Zs5 bean P5VCJXF;P|,DE",;*`&Ds5 bean

G\#$D,rTI"zCJXFli#

YwG;vV{.,zm*TJ44PDYw#Zs`}ivB,YwG|nD

SZ{F#

6. isAllowed()

KKP1i~7(C'Gq_PT getResources() 8(DyP0J4-Yw1TD

J46CJ(#

7. getOwner()

J45XdyP_D memberId#b7(K&CD)_T#v&CIJ4yP_0d

O6i/y5PD_T#

8. getApplicablePolicies()

CJXF_T\mwQwI&CD_T,;s&C|G#g{TZ?v0J4-Y

w1T<R=KAY;v_TZhC'CJJ4DmI(,rZhCJ(,qr

\xCJ#

9. fulfills()

g{I&CD_T_P8(DX5i,rTJ44PliTi4TZCJ4x

T,I1Gqzc8(D;vr`vX5#

10. performExecute()

|nDLq_-#

Protectable SZ
CJ4\ WebSphere Commerce CJXF_T#$DX|rXGCJ4Xk5V

com.ibm.commerce.security.Protectable SZ#KSZn#{XCZs5 bean M}

] bean,+G;PG)h*#$DX( bean Eh*5VKSZ#

9C Protectable SZ,J4Xka)=Vw*=(:getOwner() M fulfills(Long

member, String relationship)#

CJXF_TIi/ri/5ey5P#getOwner =(5XI#$J4DyP_D

memberId#ZCJXF_T\mw7(KJ4DyP_.s,|9q!I1cNa9

PyP_D?vO6D memberId#;s&CtZ4T-<D getOwner ksDyP_D

yPCJXF_TT0tZyP_DNNO6DyPCJXF_T#

+&CJCZ8(yP_DCJXF_TT0JCZI1JqcNa9PyP_DN

N|_6pO6DCJXF_T#
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fulfills =(vZx(DI1TZJ4zcXhDX515X true#(#I1G%vC

',+2ITGi/#g{z}ZCJXF_TP9CX5i,r|+Gi/#

Groupable SZ
CJXF_TD&CGX(Z;iJ4D#IyZ;)tT(}g`{")%4,r

storeId 5)xPJ4Vi#

g{J4+4}d`{.bD3vtTxPVi,TCZ&CCJXF_TD?D,

r|Xk5V com.ibm.commerce.grouping.Groupable SZ#

TBzk,Nm>K Groupable SZ:

Groupable interface {
Object getGroupingAttributeValue (String attributeName, GroupContext context)
}

}g,*5VvJCZ&Z4v4,(status = P(4v))D)%D_T,r Order

5e bean D6LSZ5V Groupable SZ,R attributeName D5hC*0status1#

Groupable SZD9C\Y{#

iRXZCJXFD|`E"

XZ WebSphere Commerce CJXF#MD|`E",kND6WebSphere Commerce

CJXF7#C8Oa)KTCJXFDj8Ev,"hvKgN9C\mXF(4

(r^D_T"YwiMJ4i#

5VCJXF

>?VhvgNZ(FzkP5VCJXF#

j6I#$J4

;cX,s5 bean M}] bean GzI\#{#$DJ4#;x,"GyPDs5 bean

M}] bean <&1\#$#ZVPD WebSphere Commerce &CP,h*#$DJ4

Q5VK protectable SZ#Zz4(BDs5 bean M}] bean 1,Eav*#$2

4DJb#T*#$J4D7(!vZzD&CLr#

g{|nZ getResources =(P5Xs5 bean,rs5 bean Xk\#$,r*CJ

XF_T\mw+Ts5 bean wC getOwner =(#g{Z`&DJ46CJXF_

TP8(KX5,r9+wC fulfills =(#

g{*TzT:DyPs5 bean M}] bean 5V protectable SZ(rK+J4CZ

#$.B),rzD&CLrI\h*m`_T#fE_T}?DvS,T\I\5

6R_T\m+dC|*'Q#

ZwJ4MStJ4.dwKm[ODxV#wJ4IyZdTmxfZ#StJ4

v1d`XDwJ4fZ1EfZ#}g,Z0db1WebSphere Commerce &CLr

zkP,Order 5e bean GI#$J4,x OrderItem 5e bean r;G#-rG

OrderItem DfZ@5Z Order * Order GwJ4x OrderItem GStJ4#g{C

'&_PT Order DCJ(,r|2&_PTC)%PDL7DCJ(#
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`FX,User 5e bean GI#$J4,x Address 5e bean r;G#ZKivB,

X7DfZ!vZC',rKNNTC'_PCJ(D2&TX7_PCJ(#

wJ4&1G\#$D,xStJ4-#G;h*#$D#g{JmC'CJwJ

4,rPmIZ1!ivB2&JmC'CJdStJ4#

Zs5 bean P5VCJXF

g{z4(DBs5 bean h*\=CJXF_TD#$,rXk4PTBYw:

1. 4(BDs5 bean,7#|S com.ibm.commerce.base.objects.ECEntityBean )

9#

2. 7# bean D6LSZ)9K com.ibm.commerce.security.Protectable SZ#

3. g{ bean k.;%DJ44}J4D Java `{.bD3;tTxPVi,rC

bean D6LSZ9Xk)9 com.ibm.commerce.grouping.Groupable SZ#

4. s5 bean `|,TB=(D1!5V:

v getOwner

v fulfills

v getGroupingAttributeValue

kXhyhDNN=(#AY,zXkXh getOwner =(#

b)=(D1!5VT>ZTBzk,NP#

************************************************************************
public Long getOwner() throws Exception, java.rmi.RemoteException
{

return null;
}
************************************************************************

************************************************************************
public boolean fulfills(Long member, String relationship)

throws Exception, java.rmi.RemoteException
{

return false;
}
************************************************************************

************************************************************************
public Object getGroupingAttributeValue(String attributeName,

GroupingContext context) throws Exception, java.rmi.RemoteException
{

return null;
}
************************************************************************

TBGyZ OrderBean bean Db)=(Dy>5V:

***************************************************************************
public Long getOwner() throws Exception, java.rmi.RemoteException
{

com.ibm.commerce.common.objects.StoreEntityAccessBean storeEntAB = new
com.ibm.commerce.common.objects.StoreEntityAccessBean();
storeEntAB.setInitKey_storeEntityId(getStoreEntityId().toString());
return storeEntAB.getMemberIdInEJBType();

}
***************************************************************************

***************************************************************************
public boolean fulfills(Long member, String relationship)

throws Exception, java.rmi.RemoteException
{

if (relationship.equalsIgnoreCase("creator"))
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{
return member.equals(getMemberId());

}
else if (relationship.equalsIgnoreCase (

com.ibm.commerce.base.helpers.EJBConstants.
SAME_ORGANIZATIONAL_ENTITY_AS_CREATOR_RELATION)) {

com.ibm.commerce.user.objects.UserAccessBean creator = new
com.ibm.commerce.user.objects.UserAccessBean();

creator.setInitKey_MemberId(getMemberId().toString());
com.ibm.commerce.user.objects.UserAccessBean ab = new

com.ibm.commerce.user.objects.UserAccessBean();
ab.setInitKey_MemberId(member.toString());
if (ab.getParentMemberId().equals(creator.getParentMemberId()))

return true;
}

return false;
}
***************************************************************************

***************************************************************************
public Object getGroupingAttributeValue(String attributeName,

GroupingContext context) throws Exception
{

if (attributeName.equalsIgnoreCase("Status"))
return getStatus();

return null;
}

***************************************************************************

5. 4((rXB4()s5 bean DCJ bean MzIDzk#

Z}] bean P5VCJXF

g{*#$}] bean,r|IT1SrdSX\CJXF_TD#$#g{1S#$}

] bean,rfZ&CZCX(}] bean DCJXF_T#g{dS#$}] bean,

r+#$;PxfZCJXF_TDm;}] bean#

g{4(DB}] bean 1S\CJXF_TD#$,r}] bean Xk4PTBYw:

1. 5V com.ibm.commerce.security.Protectable SZ#rK,bean Xka)

getOwner() 5VM fulfills(Long member, String relationship) =(#b)&

1Z bean D6LSZO5V#

1}] bean 5V Protectable SZ1,}] bean \mwwC isAllowed =(,y

]10CJXF_T7(C'Gq_P`&DCJXFX(#isAllowed =(ITB

zk,Nhv:

IsAllowed(Context, "Display", protectable_databean);

2. g{ bean k.;%DJ44}J4D Java `{.bD3;tTxPVi,rC

bean Xk5V com.ibm.commerce.grouping.Groupable SZ#

3. 5V com.ibm.commerce.security.Delegator SZ#KSZITBzk,Nhv:

Interface Delegator {
Protectable getDelegate();
}

":*K1S\#$,getDelegate =(&5X}] bean >m(4}] bean ;P

x|TmTCZCJXF?D)#

}] bean G&\1S#$9G&\dS#$.dDxp`FZwJ4MStJ4.d

Dxp#g{}] bean TsIfZZdTm.O,r&1S#$|#g{}] bean D

fZ!vZm;}] bean DfZ,r&+|;Pxm;}] bean #$#
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&1S#$D}] bean D>}G Order }] bean#\dS#$D}] bean D>}

G OrderItem }] bean#

g{4(DB}] bean dS\CJXF_TD#$,r}] bean Xk4PTBYw:

1. 5V com.ibm.commerce.security.Delegator SZ#KSZITBzk,Nhv:

Interface Delegator {
Protectable getDelegate();
}

":I getDelegate 5XD}] bean Xk5V Protectable SZ#

g{}] bean 45V Delegator SZ,r;\CJXF_TD#$4nd|#

ZXFw|nP5VCJXF

1 4 ( B D X F w | n1, B | n D5V ` & 1 ) 9

com.ibm.commerce.commands.ControllerCommandImpl `,R|DSZ&1)9

com.ibm.commerce.command.ControllerCommand SZ#

TZCZXFw|nD|n6pD_T,r+C|nDSZ{F8(*J4#*KC

J4\=#$,|Xk5V Protectable SZ#y] WebSphere Commerce `L#M,

bG(}CC|nDSZS com.ibm.commerce.command.ControllerCommand SZ)9,

RCC|nD5VS com.ibm.commerce.commands.ControllerCommandImpl )9xjI

D#ControllerCommand SZ)9 com.ibm.commerce.command.AccCommand SZ,s_

Y)9 Protectable#AccCommand SZG|n*K\|n6pDCJXF#$x&15

VDn!SZ#

g{|nCJ&\#$DJ4,r4(`M AccessVector D(C5}d?4#fJ4#

;sXh getResources =(,r*K=(D1!5VG5XU5,rK;"zJ4l

i#

ZBD getResources =(P,&15X|nITd5)YwD;5PJ4r0J4-Y

w1T#14T=X8(Yw1,YwD1!5G}Z4PD|nDSZ{F#

"R,(iC=(7(|GqXk5}/J4,r|GqIT9CVPD5}d?#

fTJ4D}C#liJ4TsGqQ-fZIPzZDx53T\#;sIZBX

Fw|nD performExecute =(P9C,; getResources =((gPX*)#

TBG getResources =(D>}:

private AccessVector resources = null;

public AccessVector getResources() throws ECException {

if (resources == null) {
OrderAccessBean orderAB = new OrderAccessBean();
orderAB.setInitKey_orderId(getOrderId().toString());
resouces = new AccessVector(orderAB);
}

return resources;
}

}g,k<G OrderItemUpdate |n#K|nD getResources =(5X Order M User

I#$Ts#r*48(Yw,r|1!9C OrderItemUpdate |nDSZ#
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getResources =(I5X`vJ4#"zKiv1,g{*4PYw,rXkR=;v

_T,C_TxhC'TyP8(J4DCJ(#g{C'T}vJ41PD=v_

PCJ(,rYw;\Lx(}v1PD}v+<h*)#

g { h * 4 P =SN}li r T X F w | n P D N}4 P b v , I9C

validateParameters() =(#bGI!D#

=SJ46li

"GZwCXFw|nD getResources =(1\GI\7(yPh*#$DJ4#

gPX*,Nq|n2I5V getResources =(T5X|nITd5)YwDJ4D

Pm#

wCJ46liDm;=(G9C checkIsAllowed(Object resource, String action)

= ( , T C J X F _ T \ m w w 1 S w C # K = ( I C Z S

com.ibm.commerce.command.AbstractECTargetableCommand `)9DNN`#}g,T

B`S AbstractECTargetableCommand `)9:

v com.ibm.commerce.command.ControllerCommandImpl

v com.ibm.commerce.command.DataBeanCommandImpl

checkIsAllowed =(2ICZ)9 com.ibm.commerce.command.AbstractECCommand `

DG)`#}g,TB`S AbstractECCommand `)9:

v com.ibm.commerce.command.TaskCommandImpl

TBT>K checkIsAllowed =(DXw{:

void checkIsAllowed(Object resource, String action)
throws ECException

K = ( Z ; J m 1 0 C ' T 8 ( J 4 4 P 8 ( Y w D i v B W v

ECApplicationException#g{ZhCJ(,rC=(4r%X5X#

0create1|nDCJXF

r*Z|nP getResources =(DwCZ performExecute =(.0,rKXkI!

;,Dl(CZTP44(DJ4DCJXF#}g,g{P WidgetAddCmd,r

getResources =(^(5X+*4(DJ4#ZKivB,getResources =(&5X

J4D4(_#}g,|nI|n$'4(,)%ZLjZ4(,C'Zi/Z4

(#

|n6CJXFD1!5V

TZ|n6CJXF,g{8(K storeId,r getOwner() =(D1!5V5XLjy

P_D memberId#g{48( storeId,r5Xyi/D memberId(memberId =

-2001)#

getResources() =(D1!5V5X null#

validateParameters() D1!5V24<;5X#

ZS<P5VCJXF_T

S<DJ46CJXFI}] bean \mw4P#ZTBivBwC}] bean \mw:

1. 1 JSP #e|, <useBean> jGR}] bean ;ZtTPmP#
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2. 1 JSP #e|,TB$nD=(:

DataBeanManager.activate(xyzDatabean, request);

":*(1SrdS)#$DNN}] bean <Xk5V Delegator SZ#*1S#$

DNN}] bean +;Px|Tm,rK9Xk5V Protectable SZ#dS#$D

}] bean &1;Px5V Protectable SZD}] bean#

TCJXFliDvT(";(iKP*)"zZTBiNP:

1. g{ JSP #e1SwCCJ bean,x;G9C}] bean#

2. g{ JSP #e1SwC}] bean D populate() =(#

g{+XFw|nDa{*"xS<(9C ForwardViewCommand),r;TS<4P

|n6CJXF#"R,g{XFw|n+ndsD}] bean(CZS<P)ECZl

&tTDtTPmP,;s*"xS<,r JSP #eICJ}]x;(}}] bean \

mw#bh*Z JSP #eP9C <useBean> jG#bITG9 JSP #e|P'JD

;V=(,r*|IvTT3)J4(}] bean)DNN``DJ46CJXFli,

(}XFw|nQZhKC'Tb)J4DCJ(#
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yw

>E"G*Z@za)Dz7M~q`4D#

IBM I\Zd|zRrXx;a)>D5PV[Dz7"~qr&\XT#PXz10

yZxrDz7M~qDE",krz1XD IBM zmI/#NNT IBM z7"L

rr~qD}C"GbZw>r5>;\9C IBM Dz7"Lrr~q#;*;V8

IBM D*6z(,NN,H&\Dz7"Lrr~q,<ITzf IBM z7"Lrr

~q#+G,@@Mi$NNG IBM z7"Lrr~q,rIC'TP:p#

Z>vfoPNNT IBM mILrD}C"GbZw>r5>;\9C IBM DmI

Lr#;*;V8 IBM D*6z(,NN,H&\Dz7"Lrr~q,<ITzf

IBM Dz7"Lrr~q#Zkd|z7aO9C1,}KG)I IBM w78(Dz

7.b,d@@Mi$yIC'TP:p#

IBM +>I\Q5Pr}Zjkk>D5Z]PXDwn({#a)>D5"4ZhC

'9Cb)({DNNmI$#zITCif==+mI$i/Dy:

IBM Director of Licensing

IBM Corporation

North Castle Drive

Armonk, NY 10504–1785

U.S.A.

PX+VZ(DBCS)E"DmI$i/,kkzyZzRrXxD IBM *6z(?E

*5,rCif==+i/Dy:

IBM World Trade Asia Corporation

Licensing

2-31 Roppongi 3-chome, Minato-ku

Tokyo 106, Japan

>un;JC*OuzrNNbyDunk1X(I;;BDzRrXx:

zJL5zw+>T04V41Dy!a)>vfo,;=PNNN=D(^[Gw

>D,9G,>D)#$,|((+;^Z)TGV(T"JzTMJCZ3X(C

>D,>#$#3)zRrXxZ3);WP;Jmb}w>r,>D#$#rK>

unI\;JCZz#

>E"PI\|,<u=f;;<7DX=r!"ms#K&DE"+(Z|D;b

)|D+`k>vfoDBf>P#IBM ITf1T>vfoPhvDz7M/rLr

xPDxM/r|D,x;mP(*#

>E"PTG IBM Web >cDNN}C<;G*K=cp{Ea)D,;TNN==

d1TG) Web >cD#$#C Web >cPDJO;G IBM z7JOD;?V,

9CG) Web >cx4DgU+IzTPP##
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IBM IT4|O*J1DNN==9CrV"zya)DNNE"x^kTzP#NN

pN#

>LrD;mI=g{*KbPXLrDE"To=gB?D:(i)JmZ@"4(

DLrMd|Lr(|(>Lr).dxPE";;,T0(ii)JmTQ-;;DE

"xP`%9C,kkBPX7*5:

IBM Canada Ltd.

Office of the Lab Director

8200 Warden Avenue

Markham, Ontario

L6G 1C7

Canada

;*qXJ1Du~Mun,|(3)iNBD;(}?D6Q,<IqCb=fD

E"#

>JOPhvDmILr0dyPICDmIJOyI IBM @] IBM M'-i"IBM

zJLrmI$-irNN,H-iPDuna)#

K&|,DNNT\}]<GZ\X73PbCD#rK,Zd|Yw73PqCD

}]I\aPwTD;,#P)b?I\GZ*"6D53OxPD,rK;#$k

;cIC53OxPDb?a{`,#Kb,P)b?G(}Fcx@FD,5Ja

{I\aPnl#>D5DC'&1i$dX(73DJC}]#

f0G IBM z7DE"ISb)z7D)&L"dvf5wrd|I+*qCDJO

Pq!#IBM ;PTb)z7xPbT,2^(7OdT\D+7T"f]TrNNd

|XZG IBM z7Dyw#PXG IBM z7T\DJb&1rb)z7D)&La

v#

yPXZ IBM 44=rrbrDyw<If1|DrUX,x;mP(*,|Gvv

m>K?jMb8xQ#

KE"vw*f.?D#dPDE"ZhvDz7IC.0aC=|D#

KE"|,U#L5KwPy9CD}]M(f>}#*K!I\j{X5w|G,

b)>}|,KvK"+>"7FMz7D{F#yPb){F<Gi9D,gk5

JL5s5y9CD{FMX7`F,?tIO#

>z7Pa)DEC(<q"LjM3W{F,v)QIEC(jGDyP_Zh(

}CEC(S\'6D(^DLR9C#

Lj

TBuoGzJL5zw+>Z@zM/rd|zRrXxDLjr"aLj:

400 AIX AS/400
DB2 IBM iSeries
OS/2 SecureWay WebSphere
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Domino G Lotus Development Corporation M/r IBM +>Z@zM/rd|zRr

XxD"aLj#

Netscape G Netscape Communications Corporation Z@zM/rd|zRrXxD"a

Lj#

Solaris"Solaris Operating Environment"Java"JavaBeans T0yPyZ Java DLjM

UjG Sun Microsystems, Inc. DLjr"aLj#

VeriSign M VeriSign UjG VeriSign, Inc. DLjM~qjGr"aLjM~qjG#

UNIX G The Open Group Z@zMd|zRrXxD"aLj#

Windows"Windows NT M Windows UjG Microsoft Corporation Z@zM/rd|

zRrXxDLjr"aLj#

d|+>"z7r~q{FI\Gd|+>DLjr~qjG#
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