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What this lab is about

This lab is provided AS-IS, with no formal IBM support.

In this lab you will use IBM Support Assistant 5 Beta (ISA 5) to diagnose JVM issues experienced by a
WebSphere Application Server 8.5.

A badly implemented web application will be used to simulate a hung thread scenario. Diagnostic data
such as Javadumps (javacore.txt files) and system dumps will be used to determine the code causing the
issue, and inspect the Java objects associated with the hung thread. The lab will also explain how to
correlate thread id between the various logs and dumps.

The lab demonstrates how ISA 5 facilitates team team-based collaboration, and provides server-level
diagnostic tools to carry out analysis. The ISA tools “Thread and Monitor Dump Analyzer (TMDA)” and
“Memory Analyzer” will be used.

http://www-01.ibm.com/software/support/acceleratedvalue/
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Lab requirements

List of system and software required for the attendee to complete the lab.

® WebSphere Application Server V8.5.0.1
® |BM Support Assistant V5 (Beta 2) with the following tools installed:
» WebSphere Application Server Configuration Visualizer
» Thread Dump and Monitor Analyzer — (ISA 5 desktop tool, and report)

» IBM Monitoring and Diagnostic Tools for Java™ - Memory Analyzer — (ISA 5 desktop tool, and
report tool)

» IBM Extensions for Memory Analyzer (Packaged with the Memory Analyzer ISA 5 desktop
tool)

What you should be able to do

At the end of this lab you should be able to:-

e Use ISA 5 to manage Java diagnostic data and utilize problem determination tools
e Diagnose a hung WebSphere thread using Thread and Monitor Dump Analyzer for Java
e Correlate thread information between WebSphere log, traces, Javadumps and system dumps

http://www-01.ibm.com/software/support/acceleratedvalue/
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Part 1: Lab Set Up

Login to the VMWare image with the username/password below:
Username :Administrator

Password : Impact2013AVP

NOTE:

Due to the physical memory on the VMware image being used for this lab please understand that certain
operations may take time to perform — please be patient. The expected duration of this lab is 55 minutes
and each part has an estimated duration. The final lab section is marked as optional so you can attempt
this if there is sufficient time.

http://www-01.ibm.com/software/support/acceleratedvalue/
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Part 2: IBM Support Assistant 5 Beta

Note:

The IBM® Support Assistant (ISA) is a free application that provides features for problem determination,
and a platform for obtaining diagnostic tools. The most recent release of ISA (version 5.0), which is
currently in beta, brings these capabilities into a server environment. This enables an administrator to
install a single instance of ISA that can be used by a group of users and accessed via a web browser.
Therefore resources, files, information, and server-level tools can be shared. This facilitates team based
collaboration and avoids the need for each team member to install diagnostic tools on their local
workstation.

ISA v5.0 can be installed from an EAR file into an existing WebSphere Application Server, or using a
simple “all-in-one” unzip install which contains everything required, including a lightweight application
server and Java runtime. This lab uses the latter approach.

In this part of the lab, you will use ISA to understand its key concepts, and test some of the core functions.

Validate that ISA is fully started. ISA was started in a command prompt window. Check that window and
look for “IBM Support Assistant is ready to run”. If this is not displayed wait for the startup to complete.

¢ Start IBM Support Assiskant 5 (2]
Starting IBM Support Assistant vh.@ Beta 2...

Server iza started.
Starting Memory Analyzer...
Server mat started.

Memory Analyzer started

Mow starting the IBM Support Assistant application
System resources and system load may affect the time required
to start the application. Please he patient...

IBM Support Assistant iz ready to run.
Open a browser to:
"http:-~localhost-18%11.-isa5 OR http:/7<hostname>:18?11-izab"

http://www-01.ibm.com/software/support/acceleratedvalue/
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Launch the browser and use the bookmarks to load the ISA web interface.

£ IBM Support Assistant - Mozilla Firefox M=l
File Edit Wiew History  Bookmarks Tools  Help

| :: IBM Support: Assistant | + |

6 e localhost: 10911 fisaSfinde. html# wve '-.lv Google ,| _

© ~ || Global Filter - Off | =

Cases b | X Scan this Case

A= . o = . :E
=] Files 4 Tools Ul Reports | 5l Owerview &U Symptoms ﬁ Global Knowledge Base Matches Data Collectar

E Tree Yiew | - ”D Q,
Name Filter [ | Filter Rreset
Navigator Mame Symptoms Knowledge Ba  First Timestam| Last Timestam| Size Type Modified (PST)
Note:

Like previous releases of ISA, the tool can be used to find problems, analyze data, and send information to
IBM support. As it is a multi-user installation, ISA provides a case management component to help
manage various problem determination activities that a team might require. A case is simply a container
for a logical grouping of files and information. A typical practice would be to group artifacts pertaining to a

single issue.

Create a new case by clicking the Cases button, and then Add.

Cases [k |

http://www-01.ibm.com/software/support/acceleratedvalue/
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IBM Support Assistant

eManagement

[ Delete

Caz * | SUmmary bal knowler

ooo Example Case

oo Testing

Hnowledge B

Case ID:

Summary:

Description:

Complete the summary and description, and click the green tick.

Case ID: [Mew] E] A

Summary: lab case 1

Description:
Lest case

Shrink the cases dialog by clicking Cases.

http://www-01.ibm.com/software/support/acceleratedvalue/
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Case Management
Add Celete

Cam - Summaty nbal Knowle

oooa Example Casze
oo Testing

000z lab caze 1

Having made a new case, diagnostic data can be added. This lab provides a sample WebSphere
Application Server SystemOut log file that contains some error messages. Open the file on from the desktop,
and note that it contains various WebSphere errors and Java stack traces.

ek, lag

M=] 3

File Edit Yiew Insett Format Help
Dl |E| S(a ] &2 (@-] B

FEREEXREEXEST Ztart Display Current Environment #*#*#ssssrsrss -
Web3phere Platform 7.0.0.23 [WND 7.0.0.23 cf231218.02] running with process name labNetworkd lablprody
Host Operating 3ystem is AIE, wersion 7.1
Java version = 1.6.0, Java Compiler = j9jitZ24, Java VM name = IBEM J9 VH
was.install.root = fusr/WehSphere/v?/ AppServer
user.install.root = Jjusr/UebIphere/v7?/LppServer/profiles/ App3rvr
Java Home = /usr/WUebh3Iphere/v7/AppServer/javas jre
ws.ext.dirs = Jusr/WUebSphere/v7/ AppServer/javas lib: fusr/Web3phere/v?/ hppServer/profiles/ AppSrvriclas
Classpath = fusr/Web3phere/v7/AppServer/profiles/ AppSrvr/properties: fusr/Wehiphere/ v/ AppIerver/ prop
Java Library path = /usr/UebSpherE/v?/LppServer/java/jre/lib/ppc:fusrfHebSphere/vT/AppServeerava/jr
FEHFFEEFEFFELSY End Dlsplay Current Environimment #F&&FFFSasrad
[12/3/12 0:35:15:218 E3IT] 000000le XhRecoveryDat L WTRMNO151I: Preparing to call xa recover on ZARe
[12/3/12 0:35:15:232 E3IT] 000000le JZCEAResource W J2CAO00E1W: Error creating XA Connection and Res

at com.ibm.ejs.jie.J2CIAResourceFactoryil.run (J2CEAResourceFactory. javai 253

at com. ibm.ws.security.util. AocessController . doPrivileged (AccessController. java: 118)

at com. ibm.ejs.j2c.J2CEAResourceFactory.getXAResource (JECEAResourceFactory. java: 190)

at com.ilbm.ws.Transaction.JTL. ZARecoverylhata. getXifminst (ZARecoveryData. java: 445)

at com.ibm.ws.Transaction.JTL. ZARecoverylhata.recover [EZARecoveryDhata. Java: 572

at com.ibm.tx.Jjta.PartnerlogTable.recover (PartnerlogTable. java:389)

at com.ibm.tx.]jta.RecoveryManager .. resync (RecoveryManager. jawva: 1530)

at com.ibm.tx.]jta.Recoverylanager .. performBResyne (RecoveryManager. java:2265)

at com.ibm.w=s.tx.jta.RecoveryManager. performBesync (RecoveryManager .. java:114)

at com.ibm.tx.]jta.Recoverylanager.run(Recoverylanager. java:2218)

at java.lang.Thread.run|Thread. java: 736

[12/3/12 0:35:15:256 E3IT] 000000le XARecoveryDat W WTEMOOOS5W: The XARescurce for a transaction par
cfName = JM3inull$JNSHManagedConnectionfo

configProps = [Deployed Resource Adapter Praoperties]

| TransactionResourceRegistration java. lang. 3tring dynamic _J:J
4 3
For Help, press F1 v

Close the text editor.

http://www-01.ibm.com/software/support/acceleratedvalue/
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Add this sample SystemOut log to the ISA case by dragging it from the desktop to the ISA file list in the

browser.
Add files... Cr drag files i . .
= brrozvasgerlteosalt;';o Marme Filter }:b | Eilter Reset
Navigator ame Symptoms Knowledge Ba  First Ti tam) Last Ti
+ 3 0002 o [pdtools

SyskemOut.log

Click the yellow box to dismiss the natification.

'i i) Successfully added the following {click this notification to
hide]): |
# Collector tool output impact2013Cell. jar

Click the refresh icon in the Navigator to see the files in the case.

Mavigator

[~ oo N

..........

Click the Status button. Notice the “Ticket” (case) has not been scanned.

O -

tam| Size Type

0 Bytes directory

http://www-01.ibm.com/software/support/acceleratedvalue/
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Scan this Case 0 - Global Filter - Off | -

ata Collector Status:

This ticket has not
[ been scanned. {code
1:| —
—_— User Action: =
Click "Scan this
Ticket" to start a
scan,

]
—+

Click the Scan this Case button.

Froblem &nalysis

Run Automated Analysis

Input Files and Folders

fEasBetaz TSAS isafcases, 0002

Farameters

Parameter Description

This parameter controls the type of scan.

force_rescan Default is an incremental scan, scanning only new files,
Check here to force a re-scan of ALL THE FILES within this case.

This parameter controls handling of previous failures,
By default, a scan will not run if a previous scan has failed,
ignaore_failed Check here to force a scan regardless of the previously failed one,
Mote: Even with this setting, the scan will be terminated if it runs longer than 1

hour,

Fun as background tasl:: .

¥Yalue

Click Submit to start the Scan.

Cancel

http://www-01.ibm.com/software/support/acceleratedvalue/
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Note:

Scanning the case may take up to 5 minutes. In the meantime, let's investigate the tools that are installed
into ISA 5.

Click the Tools tab. Note that only the tools that will be used in this lab have already installed, more
tools are available.

Note:
There are three key types of tools provided in ISA and each type has its benefits and compromises.

Report generator tools - process input data (e.g. log files or Java dumps) and generate a simple output
file, usually in the form of an HTML or .txt report. These tools are not interactive but they are simple to run
and have the benefit of consuming no local resources.

Web-based tools - run most of their analysis processing on the ISA server and provide a rich, interactive
experience in the browser based user interface. These types of tools are ideal for activities where you
want to off-load heavy processing of files to a more powerful server.

Desktop tools - typical desktop client-side applications that are launched via the ISA browser Ul. By
leveraging Java WebStart, the entire tool will be installed and run locally on your desktop. This type of tool
has a few drawbacks - a Java plugin is required for your browser, local system resources are required to
run the client tool, and you must have local access to the files you wish to analyze. However, some ISA
tools are only available as desktop tools.

71
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o - : = - T
=| Files | Tnols lln Reports | =] Owerview &LJ Syrnptoms ‘{ﬂ] Global Knowledge Base Matches | R Data Collector

|25 Enter kesmword | Eilter Reset
| Sort By | Tag:  all Tags e |
=ia Garbage Collection and Memory {

Visualizer (GCMV) [Desktop] Select a tool from the list to display
ris Garbage Collection and Memory {

Visualizer (GCMV) [Report - . . .
. d aiteper Read more about additional tools available to in
[ Heatth center « [
T HeapAnalyzer [Desktop] &3
T Memory Analyzer [Deskiop] + [
T Memory Anahyzer [Report] ¥ o
T Memory Analyzer Web Edition [Web] &
=is Thread and Monitor Dump Analyzer G

(TMDA) [Desktop] &
=ia Thread and Monitor Dump Analyzer &

(TMDA) [Report] & o
» WebSphere Application Server G
] # [

Configuration Visualizer

Note:

By now the scanning of the case should be finished, let's check the results.

Click the Overview tab. It shows useful system information determined from the log file(s) in the case.
(If the scan is not completed nothing will display and you will have to repeat this step until data is ready).

12
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=] Files 51 Taals lla Reports = Overview &U Symptorns ‘{;ﬂ Global Knowledge Base Matches H} Data collector

-
Collapse all | scan Coverage [N | B, Printable version

 General Information From a Scan of This Ticket

The info in the following sections was found by scanning the files in this ticket, that match the current filter, Please click the links to see the containing files.
Click Scan this Ticket if you wish to re-scan the ticket.

The most recent scan for this ticket contains information related to files uploaded up to: Thu Dec 20 07:20:35 PST 2012

Number of files included in the most recent scan: &

Number of symptoms discovered in the most recent scan: 3

First Timestamp discovered:: 12/03/12 00:35:15:218

Last Timestamp discovered:: 12/03/12 10:09:30:545

+ Product Wersions
webSphere Platform 7.0.0.23 [MD 7.0.0.23 cf2312158.02
» IWM Versions

1.6.0, Java Compiler = j9{it?4, Java YM narme = [BM 19 VM

» WebSphere Versions

wiebSphere Platform 7.0.0.23 [ND 7.0.0.23 of231218.02

» 05 Versions
&1%, version 7.1
w iFix Information

{no iFix information found}

w Database Information

Click the Symptoms tab. It shows a list of the errors encountered in the log file(s).

| Files B Tools | ln Reports || [E Overview ¥ Global knowledae Base Matches | i Data Collactar
Symptams Filter [ Enter keyword | Filter | Sean Coverage ' Showing 3 of 3 results —— Show Al
Mt

Global Sce Type Symptom Symptom Ocourrences | Mnowledge Base M: First Ocourren Last Occun

Errorhs WTRHOD05W: The XAResource for a transaction participant could not be recreated and transaction 63 10 120312 12M3M 2
d recovery may not be able to complete properly. The resource was J2CXAResourcelnfo 00:35:15:256 09:07:18:039

AdHoc CWZZZ000MW. Pozsible abnormal startup - did not find ‘open for e-husiness' 1 4 12i3nz 12i3nz
' R i 3 100330545 10:08:30:545

Errorhis J2CADDGAW: Error creating XA Connection and Resource javalang Exception: Parameter xaReszinfo 63 10 120342 120034 2
4 lacks an RA wrapper and an BA vwrapper could not be resalved uzing RA key. 00: 3515232 09:07:18:0M

Click the Global Knowledge Base tab. This compares the symptoms to a local database (XML file) to
suggest possible resolutions including APARs (IBM fix references) and Technotes. Click on a suggestion to
see a detailed description below.

13
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002 - IBM Support Assistant 5.0 - Mozilla Firefox

File Edit Yiew Hiskory Bookmarks Tools  Help

[ WebSphere Integrated Solutions Console I {10002 - IBM Support Assistant 5.0 x | +

L @ & localhost: 10911 fizas/inde:x. htmi#id=0002 h g c |

- Google

Cases b ‘ [0002] lab case 2 B | Scan this Case ‘ |0 - | Global Filter - Off |+

=] Files 21 Tools | [ Reports 3 Overview &E Symptoms @ Global Knowledge Base Matches Data Collectar

: | ;
Symptarns Filter [ 2 Enter keyword Filter Reset | Scan:Coverags ‘ Showing 17 of 22 results | Show Al
Global 5ot Type Knowledye Base Entry Symptom Toal I
PR1:5715: THE TRANSACTION MARNAGER FAILS TO GET : -
APAR AR RARESOURCE T ROLLEACH THE TRANSACTION. Multiple symptoms (2) matched by this entry LocalkBSe:a j

PHS1826: CSCPOOOTE, WTRNODOSW THE XARESCURCE 2 "
APAR FOR & TRANSACTION PARTICIPANT COULD NOT BE WTRHODO5W. The XAResource for atransaction participart could not be recrested and transaction recovery may

RECREATED. not be able to complete properly. The resource was J2CXAResourcelnfo :

PKE1814: MESSAGE "OPEN FOR E-BUSIMESS" IS MOT
BEING PRINTED IN &Y STEMOUT LOG

PHE3SE0; WL RETURNMING TARGET WWTH EMPTY
APAR EMDPOINTS CAUSES SIB EXCEPTIONS RESULTING I CWZZZ0001W. Poszible abnormal startup - did not find ‘open for e-business' LocalkBEe: 3

OWSITO0 9E OR CWSIA0241E ERRORS ;I

LocalkBSe: 16

il APAR CWZZZ0001W: Possible abnormal startug - did not find 'open for e-business' LocalkBSe:1

Knowledge Base Matches Symptom Occurrences | Syrnptom Details | Containing Files

Type: APAR il
Found by Tool: LocalKBSearch

Global Score: 1846

Label: PK23560: WM RETURNING TARGET WITH EMPTY ENDPOQINTS CAUSES SIB EXCEPTIONS RESULTING IN CWSITO019E OR CWSIAOD241E ERRORS

Match ID: 3

Symptom IDs associated with this Match: 85

Description:

Click on the link for more references:
http: i ibm.com/Search/70=PKE3560

Abstract:

WLM RETUENING TARGET WITH ENFTY ENDPOINTSI CAUSES SIE EXCEPTIONS RESULTING IN CWIITOO1SE OR CWIIAOZ41E ERRORS. _I
-

Build ID: 5.0.0,0_Reta?_20121016-1409 @ Copyright IBM Corp, 2011, 2012, All rights resarvad

To demonstrate one of the report generator tools, first switch to the “PlantsByWebSphere” case that has
been prepared for this lab by selecting it from the dropdown.

Cases | |

[0000] Exarmple Case

- i [0002] lab case 2
EZ] Files ke
[0003] PlantsByiwebSphere

14
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Cases b | [0003] PlantsBywebSphere e | Sean this Case | |._

— e . :
24 Tools s reports | 12 Qwverview 3% Symptoms ﬁl Global Knowledge Base Matches Data Collector

| E Tree Yiew |z|[[:| CASE:0DD3f* l

| Add filss... | o drag files int . .
il | brovesr to add Mame Filker |5 | Eilter Reset

Navigator Mame Symptoms Knowledne Ba First Timestam) Last Timestam| Size Tyt
[ 0003 QD(h Collectar tool output impact201 3Cell jar G MB jar
Note:

The case contains file “Collector tool output impact2013Cell.jar”. This is output from the WebSphere
collector tool which collects information about the WebSphere Application Server configuration — it is
frequently requested by IBM support when investigating PMRs.

To demonstrate one of the report generator tools, return to the Tools tab and select WebSphere
Application Server Visualizer. Then press the launch button.

15
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4%} 0003 - IBM Support Assistant 5.0 - Mogzilla Firefox M=] E3
File Edt ‘“iew History Bookmarks Tools Help
_‘ ‘WebSphere Integrated Solutions Console I {7} 0003 - 18M Support Assistant 5.0 x | +
(' & localhost: 10911 fisaS)inde::. htmlgview=rtoolstid=0003&tooId=com. ibm. wsvisualizer [ | | - Google

Cases b | [0003] PlantsByirebSphere - | Scan this Case | |0 - | Global Filter - Off +

-

Files lle Reports | =l Owerview &E Symptoms ﬁl Global Knowledge Base Matches Crata Collector

Q

5 Enter keyword Filter Reset H 7 7 7 H H
ST b WebSphere Application Server Configuration Visualizer version 100
| Sort By | Tag: |All Tags v | (@) Tool Help

Garbage Collection and Memory —_ -
T Yisualizer (GCMVY) [Desktop] v
T Garbage Collection and Memory v WebSphere Application Server Configuration Visualizer

Visualizer (GCMV) [Report] L

Generates an interactive HTML wisualization of & WebSphere

T Health Center v O

Application Ferver configuration, including Service Integration
T HeapAnahyzer [Desktop] gﬁ Buses and databases, dccepts any combination of zips or jars
containing configuration directories. Configurations from
mulitiple nodes fn a cell will be merged into a single

T Memory Analyzer [Report] ¥ visualization, and multiple cells can be displayed in the
autput,

T Memory Analyzer [Desktop] {E

T Memory Analyzer Web Edition [Web]

T Thread and Monitor Dump Anabyzer

(TMDA} [Desktop] No Screenshot Available

T Thread and Monitor Dump Analyzer g$
TMDA) [Report LU

TWehSphere Application Server 55 Tags: ||; Report Generatar Tool % As-is | Probdem dAres: WiebSphere Problemn drea: Configuration
Configuration Visualizer ]

Restrictions:

=
VS S R e G M S e S D s

Build I0: 5.0,0.0_Beta2_20121016-1409 © Copyright IBM Corp. 2011, 2012, All rights reservad

| (0] 4 | | Cancel |

Navigate to the file Collector tool output impact2013Cell.jar select it and press OK.

16
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Problem &nalysis

Run WebSphere Application Server Configuration
Visualizer (Version 1.0.0)

Input Files and Folders *

||.“ISAEBetaZ,“ISAEfisa,f'casestIZIEIS,"CDIIeu:in:nrtn:u:ul output impact201 3Cell jar Browse |
Farameters

Parameter Description Yalue

ReportMame Report Mame ItDleDg‘y.htm|

Fun as background task: L

Subrit Cancel

Click Submit

Click on the Reports tab, then click the Refresh icon a few times until the report is complete, as
indicated by a green tick icon.

=| Files 54 Tools Iy Reports = Overview &G Symp
= Enter keyward | Filter Reset
| sort ey |3, @ || o
---------------------------------------------------------- =
E = WebSphere Application Server ol :
' = Configuration Visualizer Ul o3 :

Collector tool autput impact 201 3Cel jar :

'
'
'
L

=| Files 54 Toals llp Reports = Overview &G =Y

o Enter keyward | Eilter Reset

| Sart gy %1 @ | |
bSphere Application Server .
9 Cpnfiguration Visualizer i35 084220

Collector tool output impact201 3Cell jar

17
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-

Select the completed report.

| Files (54 Tools lli Reports = Overview &a Sym
= Enter keyward | Filter Reset
| sert ey |4 |6 || o

-, WebSphere Application Server
- A
= Configuration Visualizer U PEA

Collector tool output impact201 3Cell jar

Note:

Take a look at the report in the right hand window. This visualizes the topology of WebSphere Application
Server. For example, in this lab the topology consists of a single cell containing two nodes — one

containing the deployment manager, and the second containing two application servers. Those servers

are part of a cluster called “PlantsByWebSphereCluster”. In addition, there are several datasources

defined in the configuration.

Try clicking on any of the topology components, the report is interactive and will pop up dialogues with

more detailed information.

http://www-01.ibm.com/software/support/acceleratedvalue/
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WebSphere Application Server Configuration Visualizer

0 gO& &
limpactz013Cell ‘I _ Legend
impactZ013CellManager impactZ0l13iNode LI . Ee_l_l -
[ 1
I g I I nodeagent I : L El_uft._ex_: |
1PlantsEyieb3phereCluster H

1
-~
! : type Application server -

narue server]
@ chisterM ame PlantsByWebiphereChister
node impact2013Hode
'""""'"""""""""""""""'b'éigai;é's'éé """"""""""""""" Core group  DefmltCoreGronp
chistarMame FlantsByWebSphereChister
serverType AFFPLICATION_SEEVER

|mm: ${USER_INSTALL ROOT}/databases/EJBTimers/5{SERVER}/EJE

H |DBB : S{WAS IHSTALL ROOT}fderby/PLAHNTSDE wersion 20

. DynamidcCache:

| [PBC: §(USER_INSTALL R0OT}/0Tis enchle ExcternalCacheGroup

' |DBD . PLAHTSDE name ExternalCacheGrouphls

| true . ) adapterBeantl amme

' N - - Esilnwalidator

H |DBE : S{APP IHNSTALL ROOT}/f5{CELL}/DefaultApplication.earfDef com b wehsphere ser

' — — -

Show all detail for browser search

79
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Part 3: Advanced Javacore Analysis with IBM Thread and Monitor
Dump Analyzer Tool

Note:

Java dumps (ala javacore files or thread dumps) are useful for analyzing hung thread scenarios. In this
section, you will use a javacore file help debug a “Possible Hung Thread” warning in the WebSphere log
file. The following ISA 5 tools will be used:

IBM Thread and Monitor Dump Analyzer — used to interpret Javacore files

Memory Analyzer — used to inspect the Java objects associated with the hung thread

IBM Extensions to Memory Analyzer— provides addition functions to correlate thread Ids in Javacore
files with other WebSphere traces

Launch the browser and use the bookmarks to load the WebSphere Integrated Solutions Console
(admin console) in a new tab.

Login using a blank user name.

Navigate to Servers->Server Type->WebSphere Application Servers. Select server1.

‘ View: | All tasks -

Welcome

Application servers

) Guided Activities

page to view 3 list of the applicstion servers in your envirenment and the status of each of these servers. You can also use this page to thange the

=l servers a specific application serven

Add 3 server H P

=) Gy Tepes Mew... || Delete || Templates... || Start || stop || Restart |[ Immedistestop || Terminate
WebSphere application servers ]

WebSphers prosy servers

On Demand Routers Select| Narme 2 Mode £ Host Name 2 Wersion 8 Cluster Name Status ()

“You can adrninister the following resources:

ebSphere Application Server Communi ity Edition servers

serverl impactz013Nade impactz013 ND 8.5.0.1 PlantsByWebSpharacluster 8
Generic sarvers f
WebSphere MQ servers [ zeruerz Impact2013Node impackz013 MD 8.5.0,1 PlantsBywebSpheracluster | 8
Web servers
Apache servers Total 2

Press the Start button and wait for the admin console to report the server has started.

=l Mes=sages=s

[ server impact2013Modefserverl started successfully, The collection may need to be refreshed to show the current
server status, Wiew WM lags for further details,
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Note:

Next you will use the Jmeter load generating tool to simulate some user requests to the Plants web
application. Some of these user requests will trigger a deliberate error which you will diagnose using ISA 5
tools.

Double click the Jmeter shortcut on the desktop.

Click File->Open and navigate to E:\Impact lab files\Jmeter scripts\Impact 2013-2.jmx. Click
Open.

A apache IMeter (2.8 r1393162) I
File Edit Search BRun Options Help

2, v = : (1l =
ERECEIFEETERRERIT o] [e]%] 5 B
& TestPiEn
WarkBench TestPlan
Name: Test Plan
Comments:
User Defined Variabhles
Mame: |
x
Look In: |ﬁ Jmeter scripts |V| E
[} impact 2013-1,jmx
[} impact 2013-2.jmx
File Name:  [Impact 2013-2.jrms |
Files of Type: |JMeter [jmx] |~]
| Open | | Cancel | =
pte
[_] Run Thread Groups consecutively (i.e. run groups one at a time)

21
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Click Run->Start. Wait a few moments until the number of threads has reached 6, as indicated in

the right hand corner of the Jmeter window.

=] E3

0 & 6/6 M

From the desktop, double click the Tail icon.

Close any open files in Tail.

Use Tail to monitor the SystemQut.log of the server1. The file is located at:

C:\IBM\WebSphere\AppServer\profiles\AppSrv01\logs\server1

Monitor the file for a hung thread warning message similar to that shown below. It may take up to 3
minutes to appear (you may read the “Note:” section below while you wait). Make a note of the thread title,

e.g. “WebContainer : n” — the actual value of “n” may very with the screenshots in this lab document.

Note: Be sure to watch the tail carefully as the error will scroll off the screen.

%) SystemDut.log

[2/11/13 6:09:55:578 P3T] 000000a7 SystemOut ==> STARTING SLON METHOD

at jawva.lang.Thread.sleep (Mative Method)
at jawva.lany.Thread.sleep (Thread. java:i896)

at sun.reflect.CGeneratedMethodiccessorles. invoke (Unknown Source)

at java.lang.reflect.Method. invoke (Method., java: 611)

[2/11/13 6:09:55:578 PST] 000000a7 Systemlut timestamp=1360591735578

[2/11/13 6:09:55:578 PST] 000000a7 Systemlut resume at=1360591605578

[2/11/13 6:09:58:015 PST] 00000097 Systemlut ==r» ENDING SLOW METHCOD

[2/11/13 &

[2/11/13 6:09:58:156 PST] 00000097 Systemlut performProductletail @ itemID=FOO015
[2/11/13 6:09:58:156 PST] 00000097 Systemlut ==» STARTING DELIBERATE LARGE SEISICN
[2/11/13 6:09:58:156 PST] 00000097 Systemlut ==» ENDING DELIBERATE LARGE SEISICN
[2/11/13 6:10:05:578 PST] 000000a7 Systemlut ==r» ENDING SLOW METHCOD

[2/11/13 6:10:07:218 PST] 00000073 ThresdMonitor WSWROE0EW: Thresd "WebContainer

at sun.reflect.DelegatingMethodiccessorInpl. invoke (DelegatingMethodiccessorImpl, java: 37

at org.apsche.wehbeans. intercept. InterceptorHandler. invoke (InterceptorHandler. java: 287
at org.apache.wehbeans. intercept . NormalScopedBeanInterceptorHandler. invoke (NormalZ3copedEBeanInterceptorHandler . java: 98)
at com.ibm.wvebsvhere.sawples. pbw. war.ShoppingBean §§ devassist 1l.performProductDetail (ShoppingEean $§ javassist 1.7aval

at com. ibm.webhsphere.sawples. pbw. war . ShoppingEean. deliberateHungThread (ShoppingBean, java: 415
at com.ibm.wehsphere.sawples. pbw. war . ShoppingBean. performProductletail (ShoppingBean, java: 182

1[=]
o)
o)
o)
o)
:09:58:125 P3T] 000000ma HtmlGridRends W PanelGrid shopping:]j idl164032580_ 461labef3 has not enough children. Child count
o)
o)
o)
o)
w

ar {000000296) has been actiwve for 147406 mil
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Note:

WebSphere Application Server has a built in heuristic for detecting threads that could be potentially hung.
To speed up this lab, some custom properties have been set to influence the behavior of the hung thread
detection with the goal of making it trigger more quickly than normal. In addition, automatic generation of
Javadumps on hung thread detection has been configured. The properties configured for the lab are

summarized in the table below. No action is required.

Custom WebSphere Property

Description

Default

Lab Setting

com.ibm.websphere.threadmonitor.interval

The frequency,
in seconds, at
which managed
threads in the
selected
application
server will be
interrogated

180
seconds

60 seconds

com.ibm.websphere.threadmonitor.threshold

The length of
time, in
seconds, in
which a thread
can be active
before it is
considered
hung. Any
thread that is
detected as
active for longer
than this length
of time is
reported as
hung

600
seconds

120 seconds

com.ibm.websphere.threadmonitor.false.alarm.threshold

The number of
times that false
alarms can
occur before
automatically
increasing the
threshold

100

0 (disabled)

com.ibm.websphere.threadmonitor.dump.java

Set to true to
cause a
javacore to be
created when a
hung thread is
detected and a
WSVR0605W
message is
printed

false

True

http://www-01.ibm.com/software/support/acceleratedvalue/
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After the hung thread warning has been made in the SystemOut log, switch to directory
“C:\IB \IBM\WebSphere\AppServer\profiles\AppSrv01”. Verify that a Javacore.txt file has been
automatically written by WebSphere Application Server in response to the hung thread notification.

Stop the Jmeter script by clicking Run->Stop. Close the Jmeter window.

Note:

When analyzing hung threads or other performance problems, it is often useful to have several Javadumps
over a period of a few minutes. This can show that while a thread has been active for a long time, its
current stack frame is changing meaning it is still busy processing its work, and actually not hung at all.

In the next steps you will request the JVM to write a 2" Javadump, and a system dump. There are several
ways to do this including:

1. wsadmin scripting interface
2. Health Center tool
3. WebSphere Administration Console (for WebSphere Application Server 8.0 and above)

In this lab, you will use the WebSphere Administration Console.

Launch the browser and use the bookmarks to load the WebSphere Integrated Solutions Console
(admin console).

Navigate to Troubleshooting->Java dumps and cores.

Jawva durmnps and cores

Java dumps and cores

Uze thiz panel to generate heap dumps, Java cores or systern durnps for a running process, The files resulting from thesze operations
are placed on the local file system.

1 Preferences

Heap durmp | Java core Systern durmp
[
Select Server Mode Host Mame Yersion Ix Type I | Status ()

“ou can administer the following resources:

il drnigr impact2z013cellManager impact2013 MO 2.5.0.1 servers | g

Il nodeagent impactZ013Mads irmpactz013 MO 5.5.0.1 zervers | gk

|- sarerl impactZ013Mads irmpact201z MD & .5.0.1 zervers | gk

[T |serverz impactZ013Made impactz013 M 2.5.0.1 servers | $8
Total 4

Select server1 and press Java core. Wait a few minutes for the response.

24
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= Messages

B 1ava core request was sent successfully to server serverl,

Select server1 and press System dump. Wait a few minutes for the response. A system dump takes
longer than the Java dump in the previous step.

=l Me=zszages

[ Systern durnp request was sent succassfully to zerver sarverl,

G The output file for the operation iz SANIEMVWebSphere\AppServer,profiles\AppSreddl
Voheoore, 20130207, 032006,7740,0002. drmip.

Note:

In previous versions of the IBM SDK shipped with WebSphere Application Server, it was necessary to
post-process a system core file using a command called jextract before the system core could be used by
tools such as Memory Analyzer. However, newer SDKs do not require this jextract step.

For reference, the IBM SDKs 1.6.0 SR9 or later, or any version of Java 1.7, no longer require jextract to be
run. A technote in the references sections correlates the WebSphere Application Server versions to the
SDK shipped.

This shows the SDKs which do not require jextract were shipped with WebSphere Application Server
7.0.0.15 and above.

25
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Navigate to Servers->Server Type->WebSphere application servers. Select the running server. and
press the Stop button.

Application servers

Application servers

Usze this page to view a list of the application servers in your environment and the status of each of thesze
servers, Wou can also use this page to change the status of a specific application =sarver

Preferences

Mew... | Delete | Termnplates... | Start Stop | Restar‘tl ImrmediateStop Terrninate

Select| Mame £ | Mode Host Mame 2 | Wersionm 3 | Cluster Mame Status ()

ou can adrinister the follawing resources:

[¥ | z=rverd impact2013Mode | impact2013 M 2.5.0.1 | PlantsByWebSpheraCluster

I- servers impactZ013Mode | impact2013 M 2.5.0,1 | PlantsBywebSpheraCluster | $8

r status feedback I

Server status feedback

Server status provides infarmmation about events that accur while the server stops,

» impact2013Mode: serverl e T T

FY
G server impact201 3Moderzerver stopped successfully [The collection may
need 1o be refreshed 1o show the current zerver statuz. Vieww WM logs for
further details.
-
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Launch the browser and use the bookmarks to load the ISA web interface.

%) IBM Support Assistant - Mozilla Firefox [_ O]
File Edit Wiew History  Bookmarks Tools  Help

| :: IBM Support: Assistant l + l

| €= | @ localhost: 10911 /isaSfindex. himl# 2 v & |[29~ cooge r\| P

®° IBM Support Assistant Got Feedback? | Help

Cases b hd Scan this Case | | @ w || Global Filter - Off | w

Files 1 Tools ﬂﬂ Reports Overview 35 Syrptomns i Global Knowledge Base Matches Data Collector

e rreevien o con g

Name Filter [ | Filter Rreset

| Navigatar | Mame | Symptoms Knowledge F_la. First T|mestam|. Last T|mestam|. Size [ Type Modified (PST)

Create a new case by clicking the Cases button, and then Add.

K= IBMSup
Cases [k ]

IBM Support Assistant

Management

[ Delete

r-=l__|
Cam * | Summary bal Knowlec

oao Example Caze

oo Testing

Knowvledige B

Case ID:

Summary:

Description:

27
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Complete the summary and description, and click the green tick.

Case ID: [Mew] w3

Summary: PlantsBywebSphere Hung Thread

Description:
Hung thread warning seen.

Shrink the cases dialog by clicking Cases.

Case Management

Add Delete

4 Cases

Cazm % Summary ibal Knowled
oooa Example Caze

onm PlantzByvebhsphere

ooz PlantzBywWebSphere Hung Thread

Add the two javacore.txt files, and one system dump file to the case by dragging the files from Windows
Explorer into the ISA files list. The location of the files is:

C:\IBM\WebSphere\AppServer\profiles\AppSrv01

28
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=] Files (31 Tools Ui Reports E Qverview 18 Symptoms fﬂ Global Knowledge Base Matches H]’ Data Collector

| 5 Tree Yiew |:||.D CASE:00027*

add filss... [ or drag il "
| les... | el Marne Filter [ | Eilter peset
Navigator Mame Symptoms Knowdedge Bs First Timestam| Last Tinestam| Size
[°5 0002 o

@ C:\IBM' WebSphere' AppServer' profiles’ AppSry01

File Edit Wew Favorites Tools Help | 1'{
Qback - &) -~ (¥ | - search |[ Folders ‘ B X ) ‘ -
Address Iﬂ—j C\IEMIWebSphere\AppServerprofiles\AppSrval j = =
Falders X | | Mame
1) lafiles ;I 2
Sl 33,
0 ks ] - &
h logs E orbtre.07022013.0315, 19.txt L
I3 optionalLibraries J C'WSter"D
15 plugins tltemp
= 15 profiles u:lworkspace
B 5 Bppsrvol grnnfiguratinn
+ in g5
nE =
Cases B | [000z] PlantsBywwebSphere F
S - i
=] Files [ Tools Il Reports | =
| % Tree view | ¥ |3 cASE:0002/*
| | 14 % |
Mavigator
[C 0002 '%'gh
Wait for the file add progress bar to read 100%, and for the yellow message box to appear.
29
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| Ky Successfully added the following (click this notification to
[ hide):
& core.20130207.032006.7740.0002.dmp
®* javacore.20130207.031900.7740.0001.txt

®* javacore.20130207.053039.7740.0003.txt

Cick the yellow box to dismiss the message

Note:
The files are now safely stored in the ISA folder where they can be accessed by a team of people.

The information in a Javadump is human readable, but the TDMA tool helps interpret the data. The
primary benefits this tool provides are:

1. Summary of the Javadump, including any warnings, thread histogram by type and state, memory
segment information, etc.

2. User interface for navigating thread stacks and monitors.
3. User interface for comparing multiple Javadumps and their respective thread stacks and monitors.

To make an initial assessment of the files, it can be convenient to run a TMDA report on the ISA server.

This avoids the need to download the files & TMDA tool to a local workstation. More detailed analysis can

be performed later using the desktop version of TMDA if required.

In the next steps you will generate a basic TMDA report to see high level details contained in the
Javadump file.

Ensure the relevant case is selected, then choose Thread and Monitor Dump Analyzer (TMDA) Report

from the tools tab. Click Launch.

http://www-01.ibm.com/software/support/acceleratedvalue/
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LU T ELUEsL | ds LSS 300

Go to output folder
Cases b [0002] PlantsByWebSphere Hung Thread -
=| Files lln Reports = averview &[‘j Syrmptorms ‘{E’_J] Global Knowledge Base Matches fir Data Collectar

[ Enter keyward | Filter Reset

Thread and Monitor Dump Analyzer (TMDA) [Report]

| Fort By | 1az| | Tag! all Tags bl | ':i:'TooI Help

=ia Garbage Collection and Memony { ]
Visualizer (GCMV) [Desktop]
'i‘ Garbage Collection and Memory 7 IBM Thread and Monitor Dump Analyzer for Java (TH0A)
Visualizer {(GCMVY) [Report] =
. THMOA compares each thread qump and monitor dump and sutomatically detects har
r Heakfy.enter v graph structve, and deadiocks,
T Heaphnalyzer [Desktop] §_‘}3 o
. This tool is provided in two versions:
r Memory Analyzer [Desktop] « @
T Memory Analyzer [Report] ‘{’ 1] ® 55 3 report generating version that reads javacore files and generates HTML
. o : : : ;
is Memory Analyzer Web Edition [Web] 5.}3 [ a5 an interactive GUF version running on the desicton
r Thread and Monitor Dump Anahbywzer o = v (move)
(TMDA) [Desktop] ¢
= Thread and Monitor Dump Anabyzer o 2
ih(TMDm [Report] # Uy Tags: ||, Report Generator Tool | % As-is  Probiern drea: Java
= WebSphere Application Server & e %
r Configuration Visualizer # o BestEcuons:

File Types Hint: Jlawva thread dump or javacore files

Problem Analysis X

Run Thread and Monitor Dump Analyzer (TMDA)
[Report] (Version 4.3.4)

Input Files and Folders *

Browse

Fun as background tasl: .

Subrmit Cancel

31
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Click Browse and select one of the Javacore,txt files.

Select a File

(7 o002
+ | [ javacore. 201 30207 031900.7740.0001 txd-oa_lSe_PD
2] core 20130207 032006 77400002 dmp
2] javacore 20130207 031800.7740.0001 b

V| D fjavacore.20130207.053039,7740.0003.1xt

(0] 4 Cancel

Click OK
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Froblem &nalysis

Run Thread and Monitor Dump Analyzer (TMDA)
[Report] (Version 4.3.4)

Input Files and Falders *

|f|SAEEietaEfISAEfisajcasestDDEfjavacure.2EI1SDED?.DESDSEI.?MEI.EIEIEIH.M Browse |

Fun as backaround task: |2

[ Submit | | Cancel |

Click Submit.

ki) The Thread and Monitor Dump Analyzer (TMDA) [Report]
tool request has been subrmitted. ——

Go to output folder -
ses b | [0002] PlantsByWebSphere Hung Thread - ["Scan this case | |1

[2 Files | 81 Tools | lis Reports | (5 averview | 48 symptorns | ¥ Global knowledae Base matches Data Collector

Click the yellow box (not the link) to dismiss it, then click the reports tab.

o Enter keyward | Filter Reset

|Son‘8y.‘ 121 & |

= Thread and Monitor Dump Analyzer
= (TMDA) [Report]

javacore 201 30207 .031300.7740.00017 txt

23062930

Click the refresh icon until the report's status shows a green tick. Then select the report.

v Enter kesword | Filter Reset Thread and Monitor Dump Analyzer (TMDA) [Report]

| sort ap: 1az| ClIl » R0 =Ti

- Thread and Monitor Dump Anahyzer 713 06:25:34

“ (TMDA) [Report] s . .
javacore 20130207 031900.7740.0001 txt Java Thread and Monitor Dump Analysis

Take a brief look at the report on the right hand side. You should be able to find the following
general information:
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Cause of thread dump — This helps determine if the JVM experienced a crash or out of memory. In
this case, the dump was triggered by a user signal, i.e. WebSphere’s hung thread detection and/or the
Health Center tool.

Java Version — The exact java version is displayed making finding IBM fixes easier.

System Classpath & User Arguments — Gives information about the Java environment and its
configuration.

Free & Allocated Java Heap Size — Learn if the heap is fully expanded, and what percentage
occupied it is.

Thread Status Analysis — Shows the status and number of running threads. In TDMA, the different
states are color coded. The meaning of each state is explained later in this lab.

Thread Method Analysis — Shows what code is being executed by each thread at the time of the
Javacore

Note:

To diagnose the hung thread problem presented in this lab, the more advanced and interactive features of
the desktop TDMA tool are required.

Choose Thread and Monitor Dump Analyzer (TMDA) Desktop from the tools tab. Click Launch.

34
http://www-01.ibm.com/software/support/acceleratedvalue/



IBM Software Accelerated Value Program

Impact”

Business. In Motion.

Cases bk

[000z2] FlantsBywebSphere Hung Thread

| Files 21 Tools | lln Reports
[Z Enter keyword | Filter Reset
| sort By | 1az| | T2g: | all Tags -]
= Garbage Collection and Memory —
i Visualizer (GCMV) [Desktop] {
T Garbage Collection and Memory ‘f
Visualizer (GCMV) [Report] L
li\ Health Center w @
r Heapfnalyzer [Desktop] 55
T Memory Analyzer [Desktop] w O
T Memory Analyzer [Report] ¥ o
T Memory Analyzer Web Edition [Web] & 5
T Thread and Monitor Dump Analyzer &
(TMDA) [Desktop] &
r Thread and Monitor Dump Anabyzer &
(TMDA} [Report] # o
T WebSphere Application Server ‘9§
uug

Configuration Wisualizer

G0 to output folder

[

= overview &G Symptoms ‘{‘;J] Global Knowledge Base Matches fi Data Collector

Thread and Monitor Dump Analyzer (TMDA) [Desktop]

IBM Thread and Monitor Dump Analpzer for Java (TMDA)

':i:'Tool Help

TMOA compares each thread dumnp and rnondtor dump and automatically detects har
graph structure, and deadiocks.

This tool is provided in fwo versions:

® 55 3 report generating version that reads javacore files and generates HTME
® 35 30 intergctive GUI version running on the desidop

{more)

Tags: Desktop Tool  *% As-is  Srobdem dres! lava

Restrictions:
File Types Hint: lava thread dump or javacore files
Execution History fStatus

Status | Start Time Input Files
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Froblem &nalysis

Run Thread and Monitor Dump Analyzer (TMDA)
| [Desktop] (Version 4.3.4)

| This tool is a desktop application. It will be launched using lava Web Start and will run on your
| workstation. Using the tool with files associated with ticket 0002 will require that you have access to the
files from the workstation. If a file is located on a remote server, you can download the file to a local

file systerm location or access the file through a shared storage area. Any existing local file may also be
accessed by the tool,

| In some cases, analysis of files on vour worlstation can noticeably degrade performance of other
applications running on your workstation,

{ Click 'Subrmit’ below to begin,

Cancel

Click Submit. The TMDA desktop tool will be downloaded and launched using Java Web Start —

this will take a few moments. In the meantime, read the note below in preparation for using the TMDA
desktop tool.

36
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il -
E1BM Thread and Monitor Dump Analyzer for Java [_ O]
File Analysis Yiew Help

(X X X Y@ B QD =@ @ v B & Foaane

Thread Dump List (=)
Mame | Timestamp | RunnahleTatal T... | Freefllocated He... | AF{SCHGC Counter | Maonitor Cantention
Console =)

Open"Open Javacore or Thread Cump

Note:

The SystemOut log file reported a “possible hung thread” warning, i.e. a thread that has been active for a
period of time longer than considered normal by the hung thread detection heuristic. The log file also
showed the name of the thread (something like “WebContainer : 5”) and a stack trace of the currently
executing code.

You can learn the naming convention of common WebSphere and JVM threads by referring to a technote
in the the references section. Threads starting with “WebContainer” are WebSphere threads dealing with
incoming HTTP requests that come from the client.
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The Java stacktrace showed that a ShoppingBean object in the PlantsByWebSphere application had
executed a Thread.sleep, meaning the thread did not end in a timely manner. However, it is likely that the
WebSphere Application Server will have many “WebContainer” threads that are handling incoming HTTP
requests, and many would be executing the ShoppingBean code. The remaining steps of this lab will
investigate why that particular thread encountered a (deliberate) problem.

In the TMDA tool. Select File->Open thread dumps

Navigate to C:\ISA5Beta2\ISA5\isa\cases\0002

S 0pen
LookIn: | (&5 000z = (@ (] @) (E] B
[ﬁ‘.metadata

[ javacore.20130207.031900.7740.0001 bd-jea_ISA_PD
| toolscontext

| core.20130207.032006.7740.0002.dmp

| javacore.20130207.031900.7740.0001 .t

__| javacore.20130207.053039.7740.0003 b4

File Marme: CASA5BetaISANIsawCases\0002

Files of Type: | All Files v

| Open || Cancel |

Select the first Javacore.txt file, and click Open (look at the last few characters of the filename to
determine which was created first).
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Select the Javacore.txt file in the Thread Dump List. Below you will see the general overview
information that you saw in the previous TMDA report.

Right click the file and choose Thread Detail from the popup menu.

Thread Dump List

| Timestamp | Runnahlefotal T... | FreefAllc

#% Thread Detail
£ Monitor Detail
4” Compare Threads

- @ Compare Monitors

X Close Thread Dumps
A Close All Thread Dumps

- T o - — oo P N alaTal]

& File name : CASASBetaIS!

BM Thread and Monitor Dump Analyzer for Java

File Analysis ¥iew Help

JOX X X @B - @ @& v B [Fioatabe

‘ Thread Detail : javacore.20130207.031900.7740.0001.txt
Marme & | State | MativelD | Method | ‘Waiting Threads : 0
IO Timer Thre 0x1f88 javalang/Thr. L; 4 4 ® Thread Status Analysis
Wpproximate Ti. Ox1ehd javalana/Thr. » »
AsyncPmiBBLIs x1fec javalangiObj Status Humber of Threads : 108 | Percentage
AsyncPmiBBLis 0x11f8 javalang/Ohbj
Attach ARl wat 1. Dx1eal comfibrmitonl... 0 (%)
BBSon - 0 0xAfd0 javalang/Obj
BBSon 1 Oxlfee javallang/Oh)... HE
Bundle File Cla... Oxtedc javalana/Ohy.. B3 (5%
Completion Pro 0x1010 comfibrmiinia
Concurrent Mar... Ox1ead MO JAVAETA.. 0 (%)
Connect Select.. 01730 suniniofchiwi..
Default: 0 ZE Parked 01144 sunimisciun 11 suspended 0 (%)
Default: 1 D1 0de javalana/Ohy...
Default: 2 ZE Parked 0x1484 sunimisc/Un.. Z Objectwait() 0 (%)
Default: 3 ZE Parked 0x13h0 sunimisc/Un
Default: 4 0%1330 comiimilora... v
Default: 5 0x1388 comfibrmijvrm/. 20 (%)
Deferrable Alar... &8 Parked Oxlefl sunimisc/Un
Deferrable Alar... &8 Parked Ox10cd sunimiscin.
Defarrable Alar.. &8 Parked 0xBel sunimisciUn n n @ Thread Method Analysis
Deferrable Alar... &8 Parked 0x118c sunimisciUn
Deferred Alarm ... Oxledd javalang/Ohy... Method Name Number of PesienbiE
Finalizer thread Ox1eal Mo JAVA GTA Threads : 108
Framewark Eve... Ox1eh0 javalang/Obj... .
5 Slave Dl 264 MO JAvA STA. javallang/Object wait{Native Method) 46 43 (%)
HaManager thr 1 576 sunimisciun Elocked by : 0 sunirisciUnsafe park(hative Method) 27 26 (%)
HAManagerthr. 0x410 sunimisciun...
Health Gerter .., D1 270 MO JAWA STA... JavallangThread sleep(haiie Mathor) i 8 th]
HungThreadDe O ec8 javallang/Thr corfibrfioiasynciAsyneLibrary. aio_getioev2(Native Method) [ 6 (%)
HunaThreadDe... Dxtecd javallana/Thr..
IPrafiler Ox1e0 MO JAWA STA.. NO JAVA STACK B B (%)
[ compaton el g‘?af:::;;’:ﬂ javaietiPlainSocketimpl socketactepi(ative Method) 5 5 (%)
LT: 71865 01110 jawametiFlain sunmis/chiwindows Selectarimpl$SubSelactar.pollD{Native Method) 3 (%)
LT=2.P=71965 0x11f0 javametiPlain.
LocalMotificatio... 02318 sunimisciUn.. comfibm/misciSignalDispatcherwaitF arSignal(Mative Method) 1 1(%)
MemaryPoalhi. %1 efe cornfibrilang . :
Messagesnnou 0x1760 javalangiOb) :Ait;r:\nbdr;ﬂflangfmanagememJMemoryNmmcanonThread.processtmcatanuop(Natwe 1 1 (%)
Mtl_Tx_Eventan... Ox1fe4 javalana/Obj..
Mon-Deferred A Oxfece javallang/Obj.. & comfibmiivmiDump.JavaDurnplmpl(Mative Method) 1 1(%) -
Parkar AR sunimisciln, |7 - b1
I3 < / T

Maximize the tool's windows and expand the columns in the TDMA “Thread Details” window to see
more information.
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Click the Name column heading to sort the threads by name. As we already know there is a problem
with a WebSphere web application, it seems reasonable to only investigate WebSphere threads, specifically
the “WebContainer” threads.

|

=}

File Analysis View Help

JX XX H5®BeDd -0

IBM Thread and Monitor Dump Analyzer for Java

e v 8 é[;_']FlnatabIe

-ﬁ Thread Detail : javacore.20130211.0641806.9068.0001.1xt

Mame & | State | MativelD | Method [ YWaiting Threads : 0
ThreadManager.JobsPro. | Ou2ded javalanoiObjectwait(M. . [ &4 "
TrLagger 0x2490 javallang/Objectwait(h... | » k
JpstreamPing Ox2afc javallangThread.sleep...

EtiNYorkDispatcher : 0 ZE Parked 27dc sunimisciUnsafe.parks...

LhiddonitorSleeper: 0 02474 javallanalObjectwait(hl...

Mz CAResourceAdapt.. Oxladd javallang/Ohjectwait(hl...

Mz CAResourcesdapt.. Ox21ed javallang/Ohjectwait(hl...

MeJCAResourceAdapt. 26 javalanoiObject wait(k. .

MoJCAResourcefdapt.. Ox1che javailang/Ohjectwait(M...

MoJCAResourceldapt.. 2aac javallang/Objectwait(h...

WT=0 0x1a30 javallang/Objectwait(hd...

ehCaontainer: 0 2E Parked 0x2608 sunimiscilunsafe.parki...

ehContainer ;1 _ 02768 sunimisciUnsafe.parki...

ehContainer 10 0x27a4 comfibmiiofasynciAsyn...

ehContainer: 11 &E Parked M2vac sunfmiscilinsate parki .

ehCaontainer: 2 2@ Parked 0x2758 sunimisciUnsafe.parki..

shContainer : 3 B¢ waiting on condition | 0x2750 javalans/Objectwaith...

ehContainer: 4 ZE Parked 0x25a30 sunimisciUnsafe.parks...

ehContainer: 5 0x2784 na/Thread.sleep...

ehContainer & 260c comfibmiiofasynciAsyn...

ehContainer: 7 2ade comfibhmiwebspherels... Blocked by 0

ehContainer: 8 02630 comiibmiwebspheresfs.. (%

ehCaontainer: 9 0x25e8 comfibmiiofasynciAsyn...

orker-0 1 aec javallang/Objectwait(h...

DTimer Ox25ed javallang/Objectwait(hd...
cam.ibm.son.mesh.Peear.. Ix1a5c suniniofchiindowsSe. .
java.net.multicastSocket... 12510 javainet’PlainDatagra...
poal-2-thread-1 ZE Parked 01504 sunimisciUnsafe.park...
server.startup 0 2@ Parked 0x2330 sunimisciUnsafe.parki.. r
sohinThreadPool @ 0 _ 0x2388 comfibmiiofasynciAsyn... A
-t T

The exact states of the “WebContainer” threads in your Javacore may vary. In the screenshot above,
the majority of thread states are purple in color and one is green. Purple threads are threads in state
“Condition Wait” and green threads are “Runnable”. An explanation of these states follows in the note below:

Note: Definition of Thread States

40
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R Runnable Green The thread is able to | Many threads that you may
run when given the expect to be “runnable” are
chance actually shown as “condition wait”

in Javacores from JDK 5 and
above. This is actually by design
as the JVM sets many threads to
“Condition Wait” as it writes the
Javacore.

See “Unexpected Conditional
Wait thread states in IBM
Javacore” in the references for
more details.

Cw Condition Wait Purple The thread is waiting. | Common methods at the top of
For example, the stack trace for threads in this
because: state include:

A sleep() call is made | Object.wait: Waiting for a notify
from another thread

The thread has been

blocked for 1/0 Thread.sleep: Operating system
call to sleep for X ms

A wait() method is

called to wait on a AsyncLibrary.aio_getioev2: Async

monitor being notified | I/0O waiting on new work

The thread is SocketlnputStream.socketRead0:

synchronizing with Socket established, processing or

another thread with a | waiting for data

join() call

S Suspended Salmon The thread has been
suspended by
another thread

Z Zombie The thread has been
killed

P Parked Cyan The thread has been
parked by the Java
concurrency API
(java.util.concurrent).

Select the web container thread that caused the hung thread warning in the WebSphere log file (refer
to your SystemOut.log to confirm the exact title which may vary from the one shown in this lab document).
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WehContainer : 5 T Waiting on condition PR javallanoThrea

Verify the state of the thread and confirm it is not deadlocked. Deadlocking would be a possible cause
of a hung thread and the JVM has automatic detection of this which would be reported in both the Javadump,
and by TDMA. If the thread was in deadlock it would be colored grey in TDMA, and be entitled “deadlocked”.
In this lab, the hung thread is actually in state “Condition Wait” (purple). In addition, note that the first line of
the Java stack shows “java/lang/Thread.sleep” which matches the stack trace shown in the SystemOut log file.

Note the information in the panels on the right hand side. This shows “Waiting Threads”, i.e. if the
currently highlighted thread held a Java monitor and other threads were waiting for it, they would be displayed
in this section. In this lab, no threads are blocked by the hung thread under investigation. In addition, the full
Java and native stack traces are shown in the rightmost panel.

Waiting Threads ; 0 ]
" Thread WebContainer : 5 ™
Name

State Wiaiting on condition

atjavallangThread.sleep{Mative Methad)

at javallangThread. sleep(Thread java:BYE)

at comiibmiwehsphere/samplesfphwiwariShoppingBean.deliberateHunaThread{ShoppingBean java:415)
at comiibmivwebspherefsamplesiphwiwar/ShoppingBean.performProductDetail(ShoppingBean. java 182)

at sunfreflect/MativeMethodAccessorlmplinvakelNative Method)

at sunfreflectMativeMethodAccessorimplinvoke{MativeMethodAccessarimpljava:60{Campiled Code))

at sunireflectDelegatingMethodAccessorimplinvoke{DelegatingMethodAccessorimpljava: 37 (Compiled Coc
atjavalangireflectMethod invoke{Method java:B11{Compiled Code)) J/
at orgfapacheiwebbeansfinterceptinterceptorHandler.invoke(nterceptarHandler java: 287)

at argfapacheiwebbeansfintercept™ormalScopedBeaninterceptarHandler.invokeiNMormalScopedBeaninters
at
comfibmiwebspherefsamples/pbwiwariShoppinoBean_%$5%_javassist_1.performProductCetail{ShoppingBea
at sunfreflectMativeMethodAccessorimpl.invoked{Mative Method)

at sunireflect/MativeMethodAccessorimplinvoke(MativeMethodAccessorimpljava.B0{Compiled Code))

at sunireflectDelegatingMethodAccessarimplinvokelDelegatinaMethodAccessarimpl java: 37 {(Compiled Co
atjavallangireflectMethod.invakeMethod java:611{Compiled Code))

Blacked by 0 at argfapacheleliparsenAstyalue.inokeldstvalue java: 266)

at argfapacheieliethadExpressionimplirvakeMethadExpressionlmpl java: 27 8)

at orgfapacheimyfacesiviewfaceletsielTaghethodExpression.invoke(TaghethodExpression.java:83)

at javaxfaces/icomponent’_MethodExpressionTalMethodBinding.invoke{_MethodExpressionToMethodBindin
at orgfapachefmyfacesfapplicationidctionListenerimpl processaction{ActionListenerimpl.java: 100}

at javaxfacesicomponentUICommand broadeastUCommand java:120)

at javaxfacesicomponentUViewR oot _hroadeastall{UNiewRoot java 87 3)

at javaxfacesicomponent’UViewR oot hroadeastEvents{UNiewRoot java: 279)

at javarfacesicomponentUlViewR oot _process{UNiewRoot java: 1 285)
atjavaxfacesicomponentUViewRoot. pracessapplicationUlViewR oot java:711)

Java
S TR | P T ST SRR 1 SOV P PR PO Y T NPT TG U SRRSO YT, PRPRRY U P T gy Ty i .
<X reasiasansli—y,

=
L]

Note:

It is clear that the when the Javadump was generated, the suspected hung thread was performing a
Thread.sleep. However, this might be part of its design and perhaps after a short Thread.sleep it would

2
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continue and finish its work, ending normally. A good way to see if a thread is actually progressing (albeit
slowly) is to use multiple Javacores over a period of time. If the stack trace for this thread never shows a
Java stack associated with incoming HTTP requests and only ever shows Thread.sleep, it will be
increasing likely that the thread will not complete in a timely manner, meaning an application defect has
been found.

Click File->Close all thread dumps, and close the “Thread Detail” window.

ﬂ
“File->Open thread dumps” and select both Javacore.txt files and click Open. TDMA will compare the

Javacore file written by WebSphere’s hung thread detection, and the other triggered manually a few minutes
later via the WebSphere administration console.

. javacar

e.20130211.064806.9063.0001 .t |:| Shap.20130211.040017. 7648

NSRRI | ) Snap.20130211.040130.7648
|| orbtre.08022013.0824.37 b4 || Snap.20130211.040136.7648
|| orbtre.11022013.0538.16.64 || Snap.20130211.040156.7648
np | orbtre.11022013.0644.46.64
Bk \ al

File Mame: 211.064206.9062.0001 4" "javacore 20130211 .064859.9062.0002 bt

Files of Type: | All Files v|

[ Qpen J [ Cancel J

Highlight both Javacores and right click. Select Compare Threads from the popup menu.

43
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Thread Dump List

nableTotal T...

7 Monitor Detail
+" Compare Threads

@ Compare Monitors

@ File ¢ X Close Thread Dumps

X Close All Thread Dumps
& Cause ofthread dump : Dump Reguested By User (001000000 Through «

apvenprofilesW@pp Sl Djavacore. 201

As before, maximize the windows and expand out the columns. Order the first column by name to
locate the “WebContainer” threads.

The two columns show the state of the threads a few minutes apart. You will probably find that some
or all of the “WebContainer” threads show a different stack in each column indicating the threads were
executing different code at each point in time. However, the thread that has been identified as a hang suspect
will definitely be highlighted in red meaning that TDMA also considers it a hang suspect. This is because it is
showing exactly the same Java stack in both Javadumps. Therefore the thread is still paused in a
Thread.sleep, confirming the suspicion that it really is hung and not just proceeding slowly.

WehContainer : & COmSibmiioSasynciAsyne. . sunfmiscilnsafe. parki...
WehContainer : &

WehContainer : 4 & sunfmiscilnsafe.parkl.. ¥ javailang/Object wait(M...

Note:

4
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To find more detail about this hung thread, it can often be useful to relate the thread to a system dump. In
addition this provides a correlation between the thread name seen in the Javadump, and the thread Ids
that would be traced by WebSphere’s logging and tracing mechanism. The technique to achieve this
mapping will be demonstrated later in this lab.

A system dump contains information about the Java threads whereas an IBM heap dump (.phd) does not.
The Memory Analyzer can present the same thread information when inspecting an IBM heap dump if both
the heap dump and a Javacore from the same point in time are loaded into the tool simultaneously.

However a system dump is the only format that includes the full details about Java field names and values.
Therefore this type of dump is the most useful for debugging Java issues, especially hung threads or other
performance issues as demonstrated in this lab.

Close the TDMA windows, pressing the Yes button to exit.

Return to the ISA 5 tab in the browser.

From the Tools tab, select Memory Analyzer (Desktop) and click Launch.

1 -
o Enter keyward | Filter Reset Memory Analyzer [Desktop]
| Sort By | |9, | Tag: | &ll Tags hd | {2 Launch (i) Tool Help
= Garbage Collection and Memory
r Visualizer (GCMV) [Desktop] J
‘i’ Garbage Collection and Memory v IeM Monitoring and iagnostic Tools for Jaus
Visualizer (GCMV) [Report] =
. Memaory Analyzer s & feature-rich Java hea;
r Health Center v leals and reduce memory consumetion,
HeapAnalyzer [Desktop] &5
T Memory Analyzer [Desktop] v O This ool is provided in three versions:
Memory Anabyzer [Report] v’” 1[I ® 35 3 report generating version that re
i, Memory Analyzer Web Edition [Web] g:ﬁ O Fnd generates some Hoped HTME rec
® 3 30 interactive GUT version running
=iu Thread and Monitor Dump Analyzer G ® 30 intersc...
(TMDA) [Desktop] &
75
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Problem &nalysis

Run Memory Analyzer [Desktop] (Version
1.2.0.201208221220)

This tool is a desktop application. It will be launched using Java web Start and will run on your
worlstation, Using the tool with files associated with ticket will require that yvou have access to the files
from the workstation, If a file is located on a remote server, you can download the file to a local file
systemn location or access the file through a shared storage area. Any existing local file may also be
accessed by the tool,

In some cases, analysis of files on your workstation can noticeably degrade performance of other
applications running on your workstation,

Click 'Submit' below to begin.

Cancel

Click Submit and wait for the Memory Analyzer tool to download and launch. Note that the window
does not take focus, so click the program on the taskbar.

I:l;' IEM Maonitaring and Diag. ..

Click File->Open Heap Dump.

Navigate to path below and and open the system dump you previously triggered via the WebSphere
admin console. The system dump file will end “.dmp”.

C:\ISA5Beta2\ISA5\isa\cases\0002

Note:

http://www-01.ibm.com/software/support/acceleratedvalue/
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Please be patient while Memory Analyzer parses the dump, approximately 3-5 minutes may pass with little
nothing reported by the progress bar.

A warning may be displayed about a missing snapshot. Dismiss this warning by pressing OK

Click Cancel on the Getting Started Wizard.

&E‘J_Eetting Started Wizard _ O]
Getting Started

Choose one of the common reparts below, Press Escape to close this dialog,

{* 1 eak Suspects Report:

Automatically check the heap dump faor leak suspects, Repaork
what objects are kept alive and why they are nok garbage
collected,

i Component Report

Analyze a set of objects for suspecked memory issuss:
duplicate strings, empty collections, finalizer, weak,
references, ekc,

8 Re-open previously run reports

Existing reports are stored in ZIP Files next to the heap dump.

v Show this dislog when opening a heap dump.

< Back: Mexh = | Einish I Cancel
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-

Click the Open Query Browser icon and select Java Basics->Thread Overview and Stacks

Q core. 20130211 ,064941,9065.0003,dmp &4

iom R | E-ES | Q

u i i 3
i Overview 52 List objects
.................. Show objects by class 4
™ Details 22 Path To GC Roots b
Sizes T4.3 MB Classes; | ?ﬂ Merge Shortest Paths to GC Foots ¥ pachable Objecks Hiskogram
Eclipse L4
~ Biggest Objects by | IBM Extensians '
Java Basics L4 References r
Java Collections ¥ |n] Class Loader Explarer
Leak Identification ¥ = Customized Retained Set
% Immediate Dominators Duplicate Classes B
= Show Retained Set EZ Finalizer Overview :
- Find Strings
% Search Queries, .. - B
“o GC Roots =
Hiskary » iGroup By Yalue —
%g Open In Dominakor Tree B
EE.9 ME N Il show As Histogram
Swskem Properties
f% Thread Details

ﬁ. Thread Crverview and Skacks
Waste in Char Arrays

Total: 74.3 MB
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%Java Basics / Thread stacks

Thread Stacks

@ Enter a class name pattern (java.util.*) Ly
Argurment | Yalue |
objects o | @

™ include dlass instance (F defined by a pattern)
mare options. ..

(7) Finish I Cancel

Click Finish to show all Threads

In the table, locate the ThreadPoolWorker thread with name “WebContainer” that was reported as hung.
Remember, the exact Id may differ from the screenshots in this lab.

1 Overview | ‘-F Thread Cverview and Stacks &3
Ohbiject | Stack Frame | Mame
= <Regex> =Reqexs
#2% com.ibm.ws.util. ThreadPool$worker @ 0x3100e10 HUMG] WebContainer § 7

Highlight the thread and right click it. Try launching Java Basics->Thread Details to inspect all details
about the thread.

£2 com.ibm,ws. Ukl ThreadPoolfaorker @ 0x307d6as ‘WebContair

¥ com.ibm.ws, util. Thre:
£g com,ibm.rmm, ptl.kcha
£5 com,ibm.rmm, ptl.kcha

EThn cmme e oo il TLo

¥ Thread Details

e

List objects
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i Overview '-%3— Thread Overview and Stacks [EE;_, Details: Thread Details 53

Thread Details

Thread Details
~ Thread [HUNG] WebContainer : 7

~ Thread Properties &J

Object / Stack Frame — com.ibm.ws.util. ThreadPool$worker @ 0x3100e10

Marne [HUNG] webContainer : 7
Shallow Heap 144
Retained Heap 193,764
Context Class Loader  com.ibm.ws.classloader.CompoundClassLoader @ 0x267e0bs
Is Daeman true
DTF1 Mame webContainer : 7
JMIERY 0x8d45500
Priority 5
State [alive, sleeping, waiting]
State value Oxcl
Mative id 7576
> Total: 12
entries

+ Thread Stack

[HUNZ] WebContainer : 7

at
at
at
at

Jawva. lang. Thread.sleep(JI]V [(Natiwve Method)

Java. lang.Thread.sleep(J)V [(Thread.java:59a6)

com. ibn. websphere . samples. phw. war . ShoppingBean. deliberateHungThresad (| V (ShoppingBean. java: 415)
com. ibm. websphere.samples. pbw. war . ShoppingBean. performProductDetail () Liavas lang/ 3tring: (Shoppis

Note:

Key point to note here is that the thread stack that is hung as shown above points to the method

“ShoppingBean.performProductDetail” which in turn calls the method
“ShoppingBean.deliberateHungThread” as being responsible for calling Thread.sleep.

Next, return to the “thread_stacks” window or tab and ensure the hang suspect thread is still

highlighted as shown below. Look at the information in the “Inspector” panel on the left hand side and note
that the thread has an attribute “isHung” which is set to true. The IBM Extensions for Memory Analyzer
have also annotated the Thread Stacks report with the text [Hung] to further emphasize this. This
confirms that the thread was still considered hung by WebSphere Application Server at the time the
system dump was triggered.

50
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i Cwerview | T2 Thread Overview and Stacks 532
Obiject [ Stack Frame | ame |
—*|
v <Regex= Frg
cormn.ibm, ws. util. ThreadPoolgy

lﬂ
]

“gzh com.ibm.rmm. ptl.kchan, receiver . PacketProcessor @ 0x1d36590 — Pk
'fg?_g- corn.ibr. . ptl.kchan. transmitter, PacketFireout @ 0x1d36138  Prl_Tehan_Fireout
'fg'?ju conn.ibrn, ws,util, ThreadPoolfwarker @ 0xZ6b3830 server,skartup ;1
£ com.ibm.rmm.mtl receiver Messagednnouncer @ 0x1d36445  Messageannouncer For com,ibm, rmm.mtl. receiver MStreamSetR@b2d4b17d
'7'-3'?_5 corn.ibrn, ws,util, ThreadPoolfworker @ 0xZFdSaba WebiZontainer : 3
'fg"l?} com.ibm, ws,util, ThreadPooldwWorker @ 0x2fdSa6s WebContaingr : 0
=1 —
|2, Inspector &2 B, B
@ 0x3100210
,D ThreadPoolarker

£ cam.ibm.ws. util

class com.ibrm.ws, okl ThreadPoolfworker @ Qxed66es
@sjava.lang.Thread

@ org.eclipse, osai.internal, baseadaptor, DefaulkClassLoader @. ..
+ .

10 144 (shallow size)

:

11193,734 (retained size)
o GCroot: Thread

Skatics | Attributes | Class Hierarch';.-'|'-.-'a|ue| L

Type | Mame | Yalue
ref firstTask_ null
ref wsThreadl...  java.lang.Object[44] @ 0x3035dad

lang skartTirme 1360767250781

isHumng

= threadrlom...  Jo0000a2
ref activedvasT... com.ibm,ws,ukl, ThreadPool$wasThread
ink rirmbermiFL n

In the “thread_stacks” window, expand the thread by clicking on the “+” next to it and look for the
method “ShoppingBean.performProductDetail” as seen in the stack earlier since it was responsible for calling
Thread.sleep. Inspect the local variables and their values — in this case an instance of ShoppingBean and a
RequestParameterMap as shown below.
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= '?'-f{»;i'- com.ibm.ws, ukil, ThreadPool$Warker @ 0x3100e10
at java.lang, Thread.sleep{ J0Y (Mative Method)
at java.lang. Thread.sleep 10V (Thread. java: 3960
ak com.ibm.websphere, samples. pbw . war , ShoppingBean. deliberateHung Thread{)V {ShoppingBean. java:41¢
Bt com.ibrm.websphere, samples, phiw, war, ShoppingBean, performProductDetaill iLiavaflangiString; {Shoppi]
u <local> com.ibm.websphere. samples. pbw,war, ShoppingBean @ 0x2d33120
L.L <local> org.apache.myfaces, context, servlet, RequestParameteriap @ 0x303e055

> Total: 2 entries

This technique normally gives a lot of information about what the thread was processing. For example if it
has opened a socket, the values will show the destination IP. Similarly, if the thread is performing a
database query, the internal structures will reveal the SQL. This is the reason a system dump is
recommended for debugging performance related issues such as hung threads.

In this scenario, looking for the HTTP request values could be of interest. Take a look at the
screenshot and expand your stack frame to find the request parameters, specifically the “key” itemID. Select
“value” below to see the value in the Inspector window on the left hand side.
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52



\
)

Impact”
IBM Software Accelerated Value Program Business. In Motion.

& mspectar 22 ‘B = O||E core.20130213,065809, 7844,0002 dmp E@]
L N iR [ E-R-|Q|E s
[t1] 5tringl]
H java.lang i Overview '%}3— Thread Cverview and Stacks B3 ]
JAE] dlass javalang.String[] @ Ox6a... ||| Object | Stack Frama
34 java lang. Object e <Regex>
(LDJ cam.ibm.oti,vm.Bootstraplass. .. = "?;?_} com.ibm.wes,util. ThreadPool$torker @ 0x3100e10
1116 (shallow size) at java.lang. Thread.sleep{ 1Y {Mative Method)
1 &4 {retained size) at java.lang. Thread.sleep{Tiv (Thread.java: 896)
o NoGC rook at com,ibm.websphere, samples pbw . war ShoppingBean. deliberateHungThread () (ShoppingBean.java:415)

bt » | =] at ch.ibm.websphere.samples.pbw.war.ShoppingBean.performProductDetail()Ljava,l'lang,l'String; (shoppingBean.java: 182) I
|_J <local> com.ibm.websphere, samples. pbiw, war, ShoppingBean @ 0x2d55120
Iell:e I [NDa]rne [ :E Iiuiei ] = u <local= org.apache.mvfaces.context.sewle 0x303e058
|_EL <class> class org.apache.myfaces. context . servlet.RequestParameteriap @ 0x1c83550
| = u _seryvletRequest iom.ibm.ws.webcontainer.srt.SRTServletRequest @ Dx2d06cEs
EL <class> class com.ibm.ws. webcontainer . srt, SRTServietRequest @ 0x2639b65
D _param5tack com.ibm.ws. webcontainer . util.UnsynchronizedStack @ 0x2d07ds0
D _requestContext com.ibm.ws,webcantainer, sit, SRTRequestConkext @ Ox2d07d498
EL _in com.ibm,ws webcontainer.srt, http, HebpInputStream @ 0x2d07db0
D _dispatchContext com.ibm.ws,webcontainer, webapp, RootwebapphispatcherContext @ Ox2dz4bfn
D _connContext com.ibm.ws.webcontainer.srt. SRTConnectionContextImpl @ 0x2d24chi
[ ] _request com.ibm,ws.webcontainer. channel, WCCRequestimpl @ 0x3012520
_srtRequestHelper cbm.ibrn.ws.webcontainer.srt.SRTServIetRequest$SRTSerVIetRequestHelper @ 0x3035540
EL <class> class com.ibm.ws.webcontainer srt. SRTServletRequest$SRTServietRequestHelper @ Ox1c805d0
D _method java.lang.String @ 0x7b5330 POST
D dispatcherType javax.servlet. DispatcherType @ Ox26529d3
u this$0 com.ibm,ws, webcontainer, srt, SRTServietRequest @ Ox2d06css
D _readerEncoding, _characterEncoding java.lang.String @ 0x2e0dbcd 1S0-8559-1
D _requestURI java.lang. String @ 0x3037a35 [FlantsEyvwebSphere/shopping. jst
|, _attributes java.util,HashMap @ 0x3039140
arva. kil Hashtable @ 0x3039170
«class > class java.util Hashtable @ 0x6a1540 System Class
elementData java,util,Hashtable$Entry[11] @ 0x3078598
@ <class > class java.ubil HashtabledEntry[] @ Ox6aZ248 System Class
D [10] java.util Hashtable$Entry @ 0x30755d0
D [7] java.util. Hashtable$Entry @ 0x30735e8
u [2] java.util HashtabledEntry @ Ox3078600
cﬁ_ﬁl <class > class java.util. HashtabledEntry @ 0x6a2220 System Class
D key java.lang.String @ Dx3l2l?868
tring[1] @

OHBHEEEBR

H HEEH®E B

]

Bl |

=]

0E®ED

7. Total: 3 entries
D [0] java.util. HashtabledEntry @ Ox3078618

[¥

The sequence of references may look quite complicated, but to someone familiar with the JSF framework
they would probably be quite familiar. You can see that by looking at JSF references relating to the
request, eventually you find a “_parameters” Hashtable that has an “item|D” with value “V0006”.

This may relate to a product Id in the ShoppingBean, and could determine the exact HTTP request that
caused this particular thread to become hung while other “WebContainer” threads did not.

Collapse the “ShoppingBean.performProductDetail” stack frame you were inspecting.
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In the stack frame of the same thread, scroll down and double click the 25 out of 51 entries (your
values may vary)

[+ at ]avax faces. cumpanent IIYiewR ook, J:IrDCESSI:L]EI'\-'EI)(,I'FaEES,I'EDHtEXt,I'FaEESCDHtEIt L]avaxp’Faces,l'eventll'PhaseId L]avax,ffacesll'campanent,l
iewy R ook, processapplication(Ljavaxfaces/context/Facesontext; W (UlViewR ook, java; 711)

=~ Total: 25 of 51 entries

Scroll down to a method earlier in the servlet lifecyle. Highlight the method
“com.ibm.ws.WebContainer.handleRequest”. Note that there are similar methods above and below, so be
sure to locate the correct method. In this method we should be able to find the HTTP request object, which
can help to determine the URI that was being processed by the Web Container thread.

ak com.ibm, 4 ntainet, handleRequest{Lcom/ibm) ere/servletfrequest IR equest

T =k meea ibes e iaheankaimar WS sk Aanksinar handlaDamnack ] camrdibefioshenbaralcavolab fvamnack  TOamnack || carsdikeafiuskhenbarafearolab

Expand the references until the variable “request” of type
“com.ibm.ws.channel.imp.HttpRequestMessagelmpl” is located. Of course it takes some experience to locate
the right data structures.

[=1 at com.ibm.ws webcontainet, WebContainer, handIERequesI:(Lu:0rn,I'|brn,I'websphere,l'servletfrequestIIRequest Leomyibrifwebsphere

[+ |_l <local= com.ibm.ws, webcontainer, WaebContainer @ Ox1cefa?0

= D <local> com.ibrm.ws.webcontainer.channel WCCRequestImpl @ 0x3095345

<class > class cam.ibm.ws, webcontainer.channel WCCReguestImpl @ Ox1a3ebds

D channel com.ibm.ws,webcontainet.channel. wWCChannel @ 0x2e950F8

D serverMame java.lang.String @ 0x2f8e130 luxor hursley.ibm.com

D link com.ibm,ws webcontainer, channel, \WCChannelLink @ 0x3094F33

D isc com.ibm.ws, http channel, |nb0und irmpl.HtkpInboundServiceContextImpl @ 0x3094fed

F

‘mie

D my¥ersion cnm.lbm.wsspl.http.channel.values.\-‘ersn:nn\-'alues @ 0x183be40

D myScheme com.ibm.wsspi. htkp.channel.values. Schemevalues @ 0x183d470

D myMethod com.ibm.wsspi.http.channel.values, Methodvalues @ 0x133deb0

D XCT_HTTPCF java.lang,String @ 0x1a3e000 HTTPCF

D XCT_HTTPINBOUNDREQUEST java.lang,string @ 0x1a3e060 InboundRequest

[LxCcT HTTPDUT?DUNDREDUEST iava.lana, String @ 0x1a3e0a0 OutboundReduest Llj

HHEHEEBME

4
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Refer to the Inspector window on the left hand side. The request parameter includes the URI
“/PlantsByWebSphere/shopping.jsf”

[l Inspector &2

@ 0x%3095430

D HtkpRequestMessagelmpl

B com.ibr.ws, htkp. channel.impl

class com.ibm.ws. http.channel.impl. HitpRequestMessageImpl @ 0x1a3dess
@Scum.ibm.ws.http.channel.impl.HttpEaseMessageImpl

@ org. eclipse,osgi.internal ,baseadaptor . Def aulbClassLoader @ 0xf56915

1 336 (shallow size)

I 4,152 (retained size)

o No G rook

Skatics | Attributes | Class Hierarchy|'u'alue| -~
| -

Type | Mame | value
ref rivyMethiod com. ibm.wsspi, htkp.channel values, Methodyalues., .

ref iy Scheme chemebalues, ..
ref myLRIBvtes [FlantsEy'ebSphere/shopping, jsf
ref ey LIRISEring [

nei —— T e -

Optionally. inspect some of the other “WebContainer” threads. They may have completely different

thread stacks to the hung thread. If you find one that has a similar stack, i.e. with
ShoppingBean.performProduct detail() close to the top, repeat the previous steps to locate the HTTP
request information again. You will find that no other threads are dealing with requests where the item id
is “V0006”. It is becoming increasing clear that the HTTP request that caused the hung thread was for a

PlantsByWebSphere item with an id of “V0006”.

Optional Steps:
Double click the desktop shortcut to ShoppingBean.java to inspect the programming error.

ShoppingBe. .,

Click Edit->Find and search for “V0006”.
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The deliberate error is indeed related to a product with Id “V0006”. When a request for this product is
received, the method “deliberateHungThread” is called which puts the thread to sleep for an hour.

} else if ("VOOO0&".equals (invID))

User clicked on the Strawberries, let's pause
a webcontainer thread for a berry long time

// Comment out the method call below to remove this deliberate mistake
this.deliberateHungThread() :

private vold deliberateHungThread|()

User clicked on the Strawberries, let's pause
a webcontainer thread for a berry long time

try {

System.ocut.println ("==>» STARTING LOMNG SLEEP from Thread Id="
+Thread. currentThread() .getId () +" Thread name="
+Thread. currentThread() .getName () )

S5leep for an hour
Thread.slesp (3600000} ;

System.ocut.println ("==>» ENDING LONG SLEEP from Thread Id="
+Thread. currentThread() .getId ()
+" Thread name="+Thread.currentThread() .getHame());

} catch (InterruptedException e)
e.printStackIrace ()
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Part 4: (Optional) Mapping a Thread Id in a Javadump to the output of
WebSphere logging or trace (10 minutes)

Note:

If you need to correlate a thread Id from a Javadump to the output of WebSphere logging or trace file,
there are different options according to the version of WebSphere Application Server being used. In a
default configuration, WAS logging and tracing both print out a "thread identifier" with each log entry. This
identifier has no relationship to the internal or native thread identifiers for that Java thread. Therefore, this
identifier by itself is only useful to correlate messages on the same thread within logs and trace, but not to
Javadumps. This behavior is by design, but thread identifiers may be aligned in future versions.

Correlation between Javadumps and WebSphere logging or trace can be achieved using one of these
methods:

Method #1

Thread identifiers may be correlated at any one point in time using a system dump, like the one used in the
previous section of this lab. The IBM Extensions for Memory Analyzer can be used to display an
additional column, the “WAS Thread ID”. You will try out this method in this part of the lab.

Method #2

You can also configure a server's trace output with the "Advanced" file formatting option to see more
detailed trace information for use in troubleshooting and problem determination. Below is an example of
the advanced format which prints the thread name with each trace entry:

[9/21/11 12:22:44:507 PDT] 00000022 | UOW=null source=com.ibm.ws.webcontainer.servlet
class=com.ibm.ws.webcontainer.servlet.ServlietWrapper method=init org=null prod=null component=null
thread=[WebContainer : 0]

Method #3

Beginning in WebSphere Application Server Version 8.0 you can configure the server to use the High
Performance Extensible Logging (HPEL) log and trace infrastructure instead of using SystemOut.log ,
SystemErr.log, trace.log, and activity.log files. If you are using HPEL, you can access all of your log and
trace information using the LogViewer command-line tool from your server profile bin directory.

With HPEL enabled on a server, the logViewer command can be used to print both log and trace entries in
the advanced format. In method #2, we had to explicitly change to advanced format. With HPEL, that
information is always recorded, but we use different formatting options with the logViewer command to
display the advanced format. For example:

<WAS_PROFILE_ROOQOT=>/bin/logViewer -format advanced
Prints:

[9/26/11 14:37:06:493 PDT] 00000026 | UOW= source=com.ibm.ws.webcontainer.servlet
class=com.ibm.ws.webcontainer.servlet.ServietWrapper method=init org= prod= component=
thread=[WebContainer : 0]

SRVEQ0242I: [WasSwat] [/swat] [/index.jsp]: Initialization successful.
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Note: Methods 2 and 3 assume that thread names are unique and unchanging, which is not always the
case. Method 3 is only available for WebSphere Application Server 8.0 and above.

For more information on these methods, see the references.

In the Memory Analyzer window, return to the “Thread Overview and Stacks” window. (If you have
closed this, open the report again with Query Browser (button) -> Java Basics -> Thread Overview and Stacks,
then click Finish)

Locate the ThreadPoolWorker thread with the thread name that was previously reported as hung in the
WebSphere logs, for example “WebContainer : 7.

I Overview '-?-'ﬁ.}j- Thread Cwverview and Stacks B3 l

Object [ Stack Frame | Mame -
}:b =Regex> <Fegex:=

Conkainer : 7

Ptl_Tchan_PacketProcessar

carn.ibr.prarm . pt bchan, bransmitter, PacketFireout @ 0x1d36135 | PH_Tchan_Fireout

com.ibm.ws.util. ThreadPooldWaorker @ 0x26b9330 server.skartup @ 1

caorm.ibrm.prarm. mtl receiver MessageAnnouncer @ 0x 1036445 Messagednnouncer for com,ibm,rmm.mtl receiver, M3tream3etR@bzd4b1 7

@ comn.ibr.ws.util, ThreadPool$worker @ 0x2fdS5ba WebiContainer ; 3

com.ibrm,ws,util, ThreadPool$worker @ OxzfdSasa WebConkainer @ 0

com.ibm.ws. Uil ThreadPooldworker @ 0x2fdS9ds wWebConkainer @ 1

com.ibrm,ws,util, ThreadPool$worker @ 0xz2fdS703 WebConkainer | 6

conn.ibrn,ws, kil ThreadPoolworker @ 0xzfdScad ProcessDiscovery ; O

com.ibrm,ws,util, ThreadPool$worker @ 0xz2fdS793 WebConkainer | 5

conn.ibrn,ws, kil ThreadPoolworker @ Oxzed6190 WebZonkainer ; 13

com.ibm.ws.util. ThreadPooldWarker @ 0x308eda0 WebConkainer ; 10

conn.ibrn,ws,ukil, ThreadPoal$worker @ Oxzed9efd WebZonkainer ; 14

@ comn.ibrn.ws,util, ThreadPool$Worker @ 0x3100d30 WebiContainer ; &

cor.ibrm,ws,util, ThreadPool$worker @ 0x3100cf0 WebConkainer | 9

com.ibm.ws. okl ThreadPooldWaorker @ 0x2ed6220 WebContainer ; 12

com.ibm,ws,util, ThreadPoolEworker @ Oxzed6zbl WebContainer @ 11

com.ibm.ws. Ukl ThreadPool$Wwaorker @ 0x2e727e0 WebContainer ; 15

com.ibrm,ws,util, ThreadPool$worker @ Oxz2fdSgza WebConkainer | 4

conn.ibrn,ws,ukil, ThreadPool$worker @ Oxzfds94a WebZontainer ; 2

i java.lang. Thread @ 0x51e9d5 P=83234:0=1:CT b

3:«3 com.ibr.rmm.intrn, util. TaskManager @ 0x1d360a0 Rrnrn_TaskManager -

2 | LlJ
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Scroll to the right to reveal the “WAS Thread ID” column. This additional column has been added to this
default report by the IBM Extensions for Memory Analyzer. (Note the column order has been rearranged in the
screenshot below)

| Mame | | was Thread ID | ative id | shallow Heap |

WebContainer @ 11 I (11NN ] '.-f.-flEu 144
WebContainer : 2 Ox00000091 7are 144
WebContainer : 3 Q00000092 To63 144
WebContainer @ 4 O=00000093 6E52 144
WebContainer 1 5 Ox00000094 7&a0 144
WebContainer @ 6 000000095 4656 144
WebContainer @ § 0x00000095 Fo0n 144
WebContainer @ 9 Q00000099 &a0s 144
W orker-0 Q0000001 d 4524 104
AOTimer 00000007 C 4560 104
HUNG] WebCarkainer ; 7 030000009 7592 [ 44
com.ibrm,.son,mesh, Peer-tcp-port-11004 Q00000052 4536 243
java,net, Multicast Sockebi@f 2 a9de 7o 00000007 & 5156 i
pool-2-thread-1 0x00000077 6724 96
carwar ckarkhim 1 M NNANnNAe E21A 144

The system dump shows the hung thread uses WAS Thread ID 0x00000097.

This can be correlated to any log statements in the SystemOut.log, e.g.:

[2/13/13 6:54:11:343 PST] 00000097 SystemOut O ==> STARTING LONG SLEEP

The same id would be present in a WebSphere trace file.
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Finally, to link the WebSphere logs to a thread in the Javadump, again you need the system dump to tie
this together. Either use the thread name, “WebContainer : 7” or the Native Id. Note that the thread name
is not necessarily constant and could be changed by the code. To use the Native Id, convert the Native Id
column from Memory Analyzer to Hex, and locate this in the Javadump. In this case, the value 7892 is
1ED4 in hex, and can be located in the Javadump:

3XMTHREADINFO  "WebContainer : 7" J9VMThread:0x15358400, j9thread_t:0x08EE1D40,
java/lang/Thread:0x03131050, state:CW, prio=5

3XMTHREADINFO1 (native thread ID:0x1EDA4, native priority:0x5, native policy:UNKNOWN)
3XMTHREADINFO3 Java callstack:

4XESTACKTRACE at java/lang/Thread.sleep(Native Method)

4XESTACKTRACE at java/lang/Thread.sleep(Thread.java:896)

4XESTACKTRACE at

com/ibm/websphere/samples/pbw/war/ShoppingBean.deliberateHungThread(ShoppingBean.java:415)

Optionally try to link together output from your hung thread in SystemOut.log with the Javadump, using
the system dump as described above.
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Reference Links

e IBM Support Assistant Information and Downloads:

http://www-01.ibm.com/software/support/isa/

e Verify Java SDK version shipped with IBM WebSphere Application Server fix packs
http://www-01.ibm.com/support/docview.wss?uid=swg27005002

¢ Problem determination for javacore files from WebSphere Application Server

http://www-01.ibm.com/support/docview.wss?uid=swg21181068

e Mapping Underlying Java Thread Identifiers to those in Logging and Trace
http://www-01.ibm.com/support/docview.wss?uid=swg21418557
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