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What this lab is about

This lab is provided AS-IS, with no formal IBM support.

In this lab you will use IBM Support Assistant 5 Beta (ISA 5) to diagnose JVM issues experienced by a
running WebSphere Application Server 8.5.

A badly implemented web application will be used to simulate common problems such as memory leaks,
unexpected garbage collection cycles triggered by System.gc(), large application objects and large
HTTP session sizes.

The lab demonstrates how ISA 5 facilitates team team-based collaboration, and provides server-level
diagnostic tools to carry out analysis. It also describes the data needed to debug the issues, and
introduces the Java problem determination tools available as part of the IBM Support Assistant including
Health Center, and Memory Analyzer.

The lab also uses the new health management self protecting and self healing features of WebSphere
Application Server 8.5 to dynamically monitor and manage servers, helping to preserve service even if
something is about to go wrong.
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Lab requirements

List of system and software required for the attendee to complete the lab.

WebSphere Application Server V8.5.0.1

IBM Support Assistant V5 (Beta 2) with the following tools installed:
» WebSphere Application Server Configuration Visualizer
» IBM Monitoring and Diagnostic Tools for Java™ - Health Center (ISA 5 desktop tool)
» IBM Monitoring and Diagnostic Tools for Java™ - Memory Analyzer (ISA 5 desktop tool, web
edition tool, and report tool)
» IBM Extensions for Memory Analyzer (Packaged with the Memory Analyzer ISA 5 desktop
tool)

What you should be able to do

At the end of this lab you should be able to:-

Launch and configure Health Center to monitor a running WebSphere JVM

Identify bugs in running code such as unnecessary calls to System.gc(), large object allocations and
memory leaks

Define a WebSphere Application Server health policy to automatically restart a server if a memory leak
is detected

Understand the basic techniques for debugging Java™ memory issues with Memory Analyzer, using
desktop, web and report editions

Analyze a heap dump to determine those objects consuming the most heap space

Use IBM extensions for Memory Analyzer to perform product specific memory analysis of a system
dump
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Part 1:Lab Set Up
Login to the VMWare image with the username/password below:

Username :Administrator
Password : Impact2013

Note:

Due to the physical memory on the VMware image being used for this lab please understand that certain

operations may take time to perform — please be patient. The expected duration of this lab is 55 minutes
and each part has an estimated duration. The final lab section is marked as optional so you can attempt
this if there is sufficient time, or skip other sections according to your interests.
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Part 2: IBM Support Assistant 5 Beta

Note:

The IBM® Support Assistant (ISA) is a free application that provides features for problem determination,
and a platform for obtaining diagnostic tools. The most recent release of ISA (version 5.0), which is
currently in beta, brings these capabilities into a server environment. This enables an administrator to
install a single instance of ISA that can be used by a group of users and accessed via a web browser.
Therefore resources, files, information, and server-level tools can be shared. This facilitates team based
collaboration and avoids the need for each team member to install diagnostic tools on their local
workstation.

ISAv5.0 can be installed from an EAR file into an existing WebSphere Application Server, or using a
simple “all-in-one” unzip install which contains everything required, including a lightweight application
server and Java runtime. This lab uses the latter approach.

In this part of the lab, you will use ISA to understand its key concepts, and test some of the core functions.

Launch the browser (Mozilla Firefox) and then use the bookmarks to load the ISA web interface as
shown below.

£2) Mozilla Firefox Start Page - Mozilla Firefox

Eile Edit Wienm Hizkory Bookmarks — Tools Help

| @ Moazilla Firefox Start Page Showve all Eookmarks Zkrl+Shift+B

Bookmark This Page CErl+D
Subscribe ko This Page...

G0 b0 a websike

= Bookmarks Toolbar 3
|2 |Recently Bookmarked (3
|2 |Recent Tags 3

Mozilla Firefox >

®®_IEM Support Assistant S
{_iPlants By WebSphere
WebSphere Integrated Solutions Console

Unsorted Bookmarks
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%) IBM Support Assistant - Mozilla Firefox M=l
File Edit ‘“iew History Bookmarks Tools Help
| :: IEM Support Assistant [T|
6 &% localhost: 10911 fisaS finde::. htmid b 8 ¢ '-.'V Google )_| ﬁ

b Scan this Case | |€p w || Global Filter - Off |+

Cases b |

s . —- i 2 iE]
= Files 4 Tools Ui Reports | =l Overview &; Symptoms @ Global Knowledge Base Matches Data Collector

| & Tree Yiew |v ”D Q@
Narne Filter [ | Filter peset
Navigator [ame Symptoms Knowledge Ba  First Ti tam) Last Ti tam) Size Type Modified (PST)
Note:

Like previous releases of ISA, the tool can be used to find problems, analyze data, and send information to
IBM support. As it is a multi-user installation, ISA provides a case management component to help
manage various problem determination activities that a team might require. A case is simply a container
for a logical grouping of files and information. A typical practice would be to group artifacts pertaining to a

single issue.

Create a new case by clicking the Cases button, and then Add.

T

Cases [k |
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IBM Suppﬁrt-AssEEant

ase Management
[
—-_—

Cam & Summaty

ooo Example Case

oo Testing

Case ID:

Summary:

Description:

bal kKnowlec

Hnowledge B

Complete the summary and description, and click the green tick as shown below.

Case ID: [Mew]

Summary: lab case 1

Description:

v]

test case

Shrink the cases dialog by clicking Cases.

http://www-01.ibm.com/software/support/acceleratedvalue/
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Case Management
Add Celete

Cam - Summaty nbal Knowle

oooa Example Casze
oo Testing

000z lab caze 1

Having made a new case, diagnostic data can be added. This lab provides a sample WebSphere
Application Server SystemOut log file as shown below on the Windows desktop. Open this file from the
desktop, and note that it contains various WebSphere error messages and Java stack traces.

ek, lag

M=] 3

File Edit Yiew Insett Format Help
Dl |E| S(a ] &2 (@-] B

FEREEXREEXEST Ztart Display Current Environment #*#*#ssssrsrss -
Web3phere Platform 7.0.0.23 [WND 7.0.0.23 cf231218.02] running with process name labNetworkd lablprody
Host Operating 3ystem is AIE, wersion 7.1
Java version = 1.6.0, Java Compiler = j9jitZ24, Java VM name = IBEM J9 VH
was.install.root = fusr/WehSphere/v?/ AppServer
user.install.root = Jjusr/UebIphere/v7?/LppServer/profiles/ App3rvr
Java Home = /usr/WUebh3Iphere/v7/AppServer/javas jre
ws.ext.dirs = Jusr/WUebSphere/v7/ AppServer/javas lib: fusr/Web3phere/v?/ hppServer/profiles/ AppSrvriclas
Classpath = fusr/Web3phere/v7/AppServer/profiles/ AppSrvr/properties: fusr/Wehiphere/ v/ AppIerver/ prop
Java Library path = /usr/UebSpherE/v?/LppServer/java/jre/lib/ppc:fusrfHebSphere/vT/AppServeerava/jr
FEHFFEEFEFFELSY End Dlsplay Current Environimment #F&&FFFSasrad
[12/3/12 0:35:15:218 E3IT] 000000le XhRecoveryDat L WTRMNO151I: Preparing to call xa recover on ZARe
[12/3/12 0:35:15:232 E3IT] 000000le JZCEAResource W J2CAO00E1W: Error creating XA Connection and Res

at com.ibm.ejs.jie.J2CIAResourceFactoryil.run (J2CEAResourceFactory. javai 253

at com. ibm.ws.security.util. AocessController . doPrivileged (AccessController. java: 118)

at com. ibm.ejs.j2c.J2CEAResourceFactory.getXAResource (JECEAResourceFactory. java: 190)

at com.ilbm.ws.Transaction.JTL. ZARecoverylhata. getXifminst (ZARecoveryData. java: 445)

at com.ibm.ws.Transaction.JTL. ZARecoverylhata.recover [EZARecoveryDhata. Java: 572

at com.ibm.tx.Jjta.PartnerlogTable.recover (PartnerlogTable. java:389)

at com.ibm.tx.]jta.RecoveryManager .. resync (RecoveryManager. jawva: 1530)

at com.ibm.tx.]jta.Recoverylanager .. performBResyne (RecoveryManager. java:2265)

at com.ibm.w=s.tx.jta.RecoveryManager. performBesync (RecoveryManager .. java:114)

at com.ibm.tx.]jta.Recoverylanager.run(Recoverylanager. java:2218)

at java.lang.Thread.run|Thread. java: 736

[12/3/12 0:35:15:256 E3IT] 000000le XARecoveryDat W WTEMOOOS5W: The XARescurce for a transaction par
cfName = JM3inull$JNSHManagedConnectionfo

configProps = [Deployed Resource Adapter Properties]

| TransactionResourceRegistration java. lang. 3tring dynamic _J:J
4 3
For Help, press F1 v

Close the text editor.
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Add this sample SystemOut log to the ISA case by dragging it from the desktop to the ISAfile list in the
browser.

add files... Or drag files into

o )
browserto add | Mame Filter | 5 | Filter Reset
. Mame Symptoms Knowvledge Ba  First Timest Last Timest; Size Type
Mavigatar ymit o | | Y
+| [CJ 0002 o [pctoals 0 Bytes directary

SyskemOut.log

Click the yellow box to dismiss the notification.

| k) Successfully added the following (click this notification to
i hide): i
# Collector tool output impact2013Cell jar

Click the refresh icon in the Navigator to see the files in the case.

Mavigator

7 oom DN

Click the Status button. Notice the “Ticket” (case) has not been scanned.

O -

http://www-01.ibm.com/software/support/acceleratedvalue/
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Scan this Case 0 - Global Filter - Off | -

ata Collector Status:

This ticket has not
[ been scanned. {code
1:| —
—_— User Action: =
Click "Scan this
Ticket" to start a
scan,

]
—+

Click the Scan this Case button as shown above.

Problem Analysis

Run Automated Analysis

Input Files and Folders

ASASBetaz/ IS AL isalcases,/ 0002

Parameters

Parameter Description

This pararmeter contraols the type of scan,

force_rescan Default is an incremental scan, scanning only new files,
Check here to force a re-scan of ALL THE FILES within this case,

This pararmeter controls handling of previous failures,
By default, a scan will not run if a previous scan has failed,
ignare_failed Check here to force a scan regardless of the previously failed ane.
Mote: Even with this setting, the scan will be terminated if it runs longer than 1

hour,

Run as backaround task: |

Yalue

Click Submit to start the Scan.

Cancel

http://www-01.ibm.com/software/support/acceleratedvalue/
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Note:

Scanning the case takes a few minutes. In the meantime, let's investigate the tools that are installed into
ISA5.

Click the Tools tab. Note that only the tools that will be used in this lab have already installed, more
tools are available.

Note:
There are three key types of tools provided in ISA and each type has its benefits and compromises.

Report generator tools - process input data (e.g. log files or Java dumps) and generate a simple output
file, usually in the form of an HTML or .txt report. These tools are not interactive but they are simple to run
and have the benefit of consuming no local resources.

Web-based tools - run most of their analysis processing on the ISA server and provide a rich, interactive
experience in the browser based user interface. These types of tools are ideal for activities where you
want to off-load heavy processing of files to a more powerful server.

Desktop tools - typical desktop client-side applications that are launched via the ISA browser Ul. By
leveraging Java WebStart, the entire tool will be installed and run locally on your desktop. This type of tool
has a few drawbacks - a Java plugin is required for your browser, local system resources are required to
run the client tool, and you must have local access to the files you wish to analyze. However, some ISA
tools are only available as desktop tools.

http://www-01.ibm.com/software/support/acceleratedvalue/
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| Files lln Reports | =] Owerview &u Syrnptoms ‘{ﬂ] Global Knowledge Base Matches | R Data Collector
|25 Enter kesmword | Eilter Reset
| Sort 8y | |4, | Tag!  all Tags W |
=ia Garbage Collection and Memory 1{7

Visualizer (GCMV) [Desktop] Select a tool from the list to display
ris Garbage Collection and Memory ‘#‘d

Visualizer (GCMV) [Report - . . .
. d aiteper Read more about additional tools available to in
[ Heatth center « [
T HeapAnalyzer [Desktop] &3
T Memory Analyzer [Deskiop] + [
T Memory Anahyzer [Report] ¥ o
T Memory Analyzer Web Edition [Web] &
=is Thread and Monitor Dump Analyzer G

(TMDA) [Desktop] &
=ia Thread and Monitor Dump Analyzer &

(TMDA) [Report] & o
T WebSphere Application Server gﬁ

llin

Configuration Visualizer

Note:

By now the scanning of the case should be finished, let's check the results. You can confirm this by clicking
the status button as shown below.

Scan this Case | i = || clobal Filter - Off | =

iStatus:

iThe scan was
isuccessful, (code 0)
iUser Action:
iNew files have arrived:

Click the Overview tab. It shows useful system information determined from the log file(s) in the case.

http://www-01.ibm.com/software/support/acceleratedvalue/ 12
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EERY

=] Files 51 Taals lla Reports = Overview &U Symptorns ‘{;ﬂ Global Knowledge Base Matches | i Data Collector

Collapse all | scan Coverage [N | B, Printable version

 General Information From a Scan of This Ticket

The info in the following sections was found by scanning the files in this ticket, that match the current filter, Please click the links to see the containing files.
Click Scan this Ticket if you wish to re-scan the ticket.

The most recent scan for this ticket contains information related to files uploaded up to: Thu Dec 20 07:20:35 PST 2012

Number of files included in the most recent scan: &

Number of symptoms discovered in the most recent scan: 3

First Timestamp discovered:: 12/03/12 00:35:15:218

Last Timestamp discovered:: 12/03/12 10:09:30:545

+ Product Wersions
webSphere Platform 7.0.0.23 [MD 7.0.0.23 cf2312158.02
» IWM Versions

1.6.0, Java Compiler = j9{it?4, Java YM narme = [BM 19 VM

» WebSphere Versions

webSphere Platform 7.0.0.23 [MD 7.0.0.23 cf2312158.02
» 05 Versions

&1%, version 7.1

» iFix Information

{no iFix information found}

w Database Information

Click the Symptoms tab. It shows a list of the errors encountered in the log file(s).

-

=| Files 21 Tools lls Reports =l overview ‘f;fl Global Knowledge Base Matches i} Data Collector
. - scan Coverage [N i
Symptoms Filter [ Enter keyword | Filter | 9 | Showing 3 of 3 results | Show all
[ yup—.

Global Sci Type Symptam Symptom Ocourrences | Knowledge Base M: First Ocourren Last Oocun

Errorhis WTRHOD05W: The XAResource for a transaction participant could not be recreated and tranzaction 63 10 12003M2 1200312
9 recovery may not be able to complete properly. The resource was J2CHKAResourcelnfo 00:35:15:256  09:07:18:039

AcdHoc CWZZZ00MW. Poszible abnormal startup - did not find ‘open for e-business' 1 4 12m3nz 12m3nz
i P P ; 10:09:30:545  10:09:30:545

Errorhis J2CAD061W: Error creating XA Connection and Resource javalang Exception: Parameter xaResinfo 63 10 120312 1200312
4 lacks an RA wrapper and an RA wrapper could not be resolved using RA key. 00:35:15:232 090718021

Click the Global Knowledge Base tab. This compares the symptoms to a local database (XML file) to
suggest possible resolutions including APARs (IBM fix references) and Technotes. Click on a suggestion to

see a detailed description below.

http://www-01.ibm.com/software/support/acceleratedvalue/
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0002 - IBM Support A:
File Edit Yiew Hiskory Bookmarks Tools  Help

| WebSphere Inkegrated Solutions Console

0002 - IBM Support &ssistant 5.0 o | + |

@ @ localhost: 10911 fisaSjindex . htmlgid=0002 c | | T Google s ﬁ

Cases b \ [0002] lab case 2 - ["Scan this Case | |'@. = '| Clabal Filter - Off | w
LEZ] Files 21 Tools | [ Reports E Overview &E Symptoms @ Global Knowledge Base Matches Data Collectar
: ] -
Symptarns Filter [ 2 Enter keyword Filter Reset | Scan:Coverags ‘ Showing 17 of 22 results | Show Al
Global 5ot Type Knowledye Base Entry Symptom Toal I
PR1:5715: THE TRANSACTION MARNAGER FAILS TO GET : -
APAR AR RARESOURCE T ROLLEACH THE TRANSACTION. Multiple symptoms (2) matched by this entry LocalkBSe:a j
PHS1826: CSCPOOOTE, WTRNODOSW THE XARESCURCE

APLR FOR: & TRAMEACTION PARTICIRART COLLD MOT BE WTRHODO5W. The XAResource for atransaction participart could not be recrested and transaction recovery may | ocalkESe: 16

RECREATED. not be able to complete properly. The resource was J2CHAResourcelnfo
PHE1814: MESSAGE "OPEN FOR E-BUSINESE" IS MOT " - N .
APAR BEING: BRINTED IM S STEMOUT Lo CWZZZ000MW: Possible abnormal startup - did not find 'open for e-business' LocalkBSe:1
PHEZSE0: YWLM RETURMING TARGET WATH EMPTY
APAR EMDPOINTS CAUSES SIB EXCEPTIONS RESULTING IN CWZZZ0001W. Fozsible abnormal startup - dicd not find 'open for e-husiness' LocalKBSe:3
CWEITO018E OR CWEIAD241E ERRORS ;I

Knowledge Base Matches Symptom Occurrences | Syrnptom Details | Containing Files

Type: APAR il
Found by Tool: LocalKBSearch

Global Score: 1846

Label: PK23560: WM RETURNING TARGET WITH EMPTY ENDPOQINTS CAUSES SIB EXCEPTIONS RESULTING IN CWSITO019E OR CWSIAOD241E ERRORS

Match ID: 3

Symptom IDs associated with this Match: 85

Description:

Click on the link for more references:
http: i ibm.com/Search/70=PKE3560

Abstract:
WLM RETUENING TARGET WITH ENFTY ENDPOINTSI CAUSES SIE EXCEPTIONS RESULTING IN CWIITOO1SE OR CWIIAOZ41E ERRORS.

=l

@ Copyright TBM Corp, 2011, 2012, All rights resarved

Build ID: 5.0.0.0_Beta2_20121016-140%

http://www-01.ibm.com/software/support/acceleratedvalue/ 14
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Part 3: Setup Health Center to Monitor a running WebSphere JVM

Note:

In this section the Health Center tool will be used to profile the code. Health Center is a free low-overhead
diagnostic tool for monitoring applications running on an IBM Java Virtual Machines. It consists of a
workstation client and a JVM agent. The agent uses a small amount of processor time (less than 3%) and
memory on the server. It is installed by default in an IBM JVMs at Java 5 SR8 or IBM Java 6 SR1 and

above.

The easiest way to attach the Health Center client to the agent is to configure the JVM to run the agent at
start up with JVM “-Xhealthcenter” generic argument. In this lab, that argument has already been

configured for both application server JVMs.

It is also possible to use a feature called “late attach” to connect the Health Center client to an already
running JVM “on the fly”, without having pre-configured any command line properties. This lab does not
demonstrate this technique, but more information can be found in the Health Center InfoCenter.

If not launched already, launch the browser and use the bookmarks to load the ISA web interface.

Switch to the Tools tab, select Health Center and click the Launch button.

=| Files 51 Tools i Reports

<% Enter keyword | Eilter Reset

| sortap: | |4, || Tag: All Tags

ia Garbage Collection and Memory
Visualizer (GCMV) [Desktop]

=ia Garbage Collection and Memory
Visualizer (GCMV) [Report]

T Health Center

T Heaphnalyzer [Desktop]

i’ Memory Analyzer [Desktop]
i' Memory Analyzer [Report]

T Memory Analyzer Web Edition [Web]
ia Thread and Monitor Dump Analyzer

{TMDA) [Desktop]

T Thread and Monitor Dump Analyzer

(TMDA) [Report]

ia WebSphere Application Server
Configuration Visualizer

= Owerview

&U Symptoms ﬂ Global Knowledge Base Matches Fib Data

Health Center

ﬁ Launch ':i:'Tcu:uI Help

The f8M Monitoring and Nagnostc Tools for
Jara(TM) - Health Center is g fohtweight too! that
monitors aotive T8M irtual Machines for Jauva with
minima! performance overhead and provides five
tuning recormmendations and observations,

The Heaith Center prowides Hthe following
perspectives:

® Clzsres - information about classes being
loaded

* Fnironment - gdetalls of the configuration
and spstem of the monftored application

(raore)

http://www-01.ibm.com/software/support/acceleratedvalue/
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Problem &nalysis

Run Health Center (Version 2.0.0.20120508)

This toal is a desktop application. It will be launched using Java Web Start and will run an yvour
worlcstation. Using the tool with files associated with ticket will require that vou have access to the files
from the worlkstation. If a file is located on a remote server, you can download the file to a local file
systemn location or access the file through a shared storage area. &ny existing local file may also be
accessed by the tool,

In some cases, analysis of files on your workstation can noticeably degrade performance of other
applications running on your workstation,

Clicl 'Submit' below to begin.

Click Submit. The Health Center client will be downloaded and launched using Java Web Start — this
will take a few minutes, then a new connection dialogue will appear. In the meantime, continue with the next
steps.

Bl Health Center: Connection wizard H=]

Enable an application for monitoring

(Select Cancel boimport an exisking file. )

This wizard guides wou through connecting the Health Center to a currently running Java application.
MOTE: Your application rusk be enabled Far monitaring befare Health Center can be connecked,

For inskructions on how to setup an application ko enable live monitoring, click on the link below before continuing.

Enabling an applicakion For monitoring:

< Back I Mexk = I Eimish Zancel

http://www-01.ibm.com/software/support/acceleratedvalue/
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Note:

In this lab, the Plants by WebSphere application will be accessed via the IBM HTTP Server. ltis
configured to load balance requests between the application servers, and maintain session affinity once a
HTTP session has been established. Multiple instances of Health Center can be started to monitor
multiple JVMs if necessary. However, for now, to keep things simple only one JVM will be monitored, and
the other JVM will be stopped.

Launch the browser and use the bookmarks to load the WebSphere Integrated Solutions Console
(admin console) in a new tab.

File Edit Miew  Histaory | Bookmarks Tools  Help
i::} 0001 - IBM Support Assiska Show Al Bookmarks Zkrl+5hift-+E

Bookmark This Page Chrl+D
Subscribe b This Fage... -

50 ko & Wehsite

|- Bookmarks Toolbar 3
[2|Recently Bookmarked 3
[2|Recent Tags *

Mozilla Firefox 3

o, IBM Support Assistant 5
{__|Plants By Web3phere

ebSphere Integrated Solutions Consale

IUnsaorted Bookmarks

Login using a blank user name.

Navigate to Servers->Server Types —WebSphere Application Servers.

= Servers
Add a server
all servers

=| Server Types

| ‘WebSphere application servers!

Select serveri.

http://www-01.ibm.com/software/support/acceleratedvalue/ 17
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Application servers

Use this page to view a list of the application servers in your environment and the status of each of these servers. You can also use this page to change the status of a
specific application server.

# Preferences

—
Mew.. | Delete || Templates... | Start I Stop || Restart | ImmediateStop | Terminate
1 |
5
Selectl Name £ |Nade < |HDSt MName £ |\.fersi0n e Cluster Name £ Status Q
‘fou can administer the following resources:
—
||7| serverl impact2013Node impact2013 ND 8.5.0.1 PlantsBy'WwebsSphereCluster | 8
[~ | server2 impact2012Node impact20132 MD 2.5.0.1 PlantsBy'WwebSphereCluster | 8
Total 2

Press the Start button and wait for the admin console to report the server has started.

= Messages

[0 server impact2013Mode/serverl started successfully, The collzction may need to be refreshed to show the current server
status, Wiew M logs for further details,

Application servers

Lse this page to view a list of the application servers in your environment and the status of each of these servers, You can also use this page to change the status of a
specific application server,

[# Preferences

Mew.. || Delste || Templates.. || Start | Stop || Restart || ImmediateStop | Terminats |

2l
Selectl Name & |Nude & |Host Mama |Versi0n & |CIusterName & Status ¢
You can administer the following resources:

[~ |serverl impact2013Node impact2013 MWD 2.5.0.1 PlantsBywebSphereCluster | =

[T | server2 impact2013Node impact2013 WD 8.5.0.1 PlantsBywebSphereCluster | 8
Total 2

Return to the Health Center client window. Click Next on the connection wizard.

http://www-01.ibm.com/software/support/acceleratedvalue/ 18
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Bl Health Center: Connection wizard M=l

JY¥YM Connection Details

Enter the details of the ¥ you want to connect ko,
(Seleck Cancel ko impaort an exisking File)

Hostname: I impactz013 j
Port: | 1939| ¥ Scan mest 100 ports For available connections
— Security

= Mo SECUrity Isernanme: I
™ MBean authentication T I

™ 551 conmection

: ; o 551 kewvstore location: I Browse, .., |
™ 551 connection with ME=an authentication
55l keystare password; I

= Back I Mext = I Einish Cancel |

The JVMs in this lab have been configured to run the Health Center agent on ports 1990 (server 1) and
1991 (server 2). Change the port to 1990 and Click Next to scan for these ports.

Highlight the Heath Center agent on port 1990 as soon as it appears and click Finish as shown below.

Bl Health Center: Connection wizard

Search for a JvM )
Select a detected WM,

Searching impact2013 on pork 1994

[ ]]

impackz013: 1990

impack2013:1991

= Back Mewxk = | Finish I Cancel

http://www-01.ibm.com/software/support/acceleratedvalue/ 19
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Switch to the connection tab and verify the connection status shows an active connection as shown
below.

Bl IE™ Monitoring and Diagnostic Tools for Java™ - Healt
File Edit Data Maonitored WM Wiew  Help

o9 ¥ |EB|lCce @ & m®

|2 status | T Connection &2 = 0

= impact2013:1990
11 MB received
= Last updated 02:33:40

http://www-01.ibm.com/software/support/acceleratedvalue/
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Part 4: Use Health Center to Investigate Application Errors

Note:

WebSphere Application Server is running the Plants by WebSphere sample web application which has
been modified with some deliberate programming errors.

First verify the Plants by WebSphere sample is running. Launch the browser and use the bookmarks to
visit the Plants by WebSphere site in a new tab.

|
Bookmarks  Tools  Help
Show all Bookmarks Ctrl+5shift+E
Eookmark This Page Chrl+D

Subscribe to This Page...

E Bookmarks Toolbar »
[ |Recently Bookmarked »
@Recent Tags L4

Mozilla Firefox 2

., IBM Support Assiskant S

Plants By WebSphere
WebSphere Integrated Solutions Console

Unsorked Bookmarks

Feel free to have a look around, but to avoid some deliberate mistakes do not click any products on the
Accessories tab.
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¥ Plants By WebSphere Promo - Mogzilla Firefox =] E3
File Edit Wiew History EBookmarks Tools  Help
[ i IBM Support Assistant X l ‘Websphere Integrated Solutions Consale I { ! Plants By WebSphera Promo x | + |
= | @ localhost!PlantsEyvWebSpherefpromo.jsf (e '-.l - Google ,_| _
PLANTS BY WEBSPHERE vour shopping cart is currently empty

Flowers Fruits & \egetables Accessories

They all start
with the right flowers.

and 've got them all

Preserve extra grass seed by keeping it dry, Tape
boxes and bags closed, or seal them into plastic
bags. Be sure to remove extra air from the bags.
Store all seed in a cool, dry area such as a garage
ar basement, Bonsai Tree Red Delicious Strawberries Tulips
$30.00 each $£3.50 {50 seeds) $£17.00 {10 bulbs)

m
WBDSIJ"BTB':' Flowers : Fruits & Vegetables : Trees : Accessories | Home @ Shopping Cart @ My Account : Login : Help

Note:

Next you will use the Jmeter load generating tool to simulate some user requests to the Plants web
application. Some of these user requests will trigger deliberate errors which you will diagnose using
Health Center.

Double click the Jmeter shortcut on the desktop.

jmeter.bat

Click File->Open and navigate to “E:\Impact lab files\Jmeter scripts\Impact 2013-1.jmx”. Click
Open.

http://www-01.ibm.com/software/support/acceleratedvalue/
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A apache IMeter (2.8 r1393162)

File Edit Search Run Options Help

D@ @ d &30 |+ =4 ® o
& TestPlan
WiorkBench Test Plan
| Mame [Tact Plan
Look In: [ Jmeter scripts | |E| |53 |13 B 5=
[ Impact 2013-1jmx|
File Mame:  [Impact 2013-1 jm
Files of Type: |JMeter [.Jjmx] -
Open Cancel

Click Run->Start. Wait a few moments until the number of threads has reached 2, as indicated in the
right hand corner of the Jmeter window.

=] B3

o 2/2 W

Switch to the Health Center window which should already be monitoring the WebSphere JVM (if not
make a new connection with File->New Connection). Click the Status tab.

http://www-01.ibm.com/software/support/acceleratedvalue/
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Note:

The Health Center status panel summarizes the main categories of data that Health Center is monitoring,
and also summarizes current recommendations. Note that the data categories to be collected can also be
customized from the Monitored JVM menu.

Il IBM Monitoring and Diagnostic Tools for Java™ - Health Center
File Edit Data Monitored WM Wiew  Help

[oM|D|ECedIomd L

[21 Status =3 l = O

® Classes @ Your application has loaded 223 dasses,

@ Environment & The option -XscraxackdM is nok a supported option,

) The mean occupancy in the nursery is 9%, This is low, so the
l]_]] Garbage Collection @ gencon policy is probably an optimal policy For this workload,

o Iio &4 Mo problems detected
(& Locking & Mo problems detected.
@ Method Trace & Currently tracing 1 methods

The current memory usage does not indicate any memory

Mative Mermory D i

Method names could not be determined For an unknown

1% Profiling &
k¢ Threads & vour application has 116 threads

Start by analyzing where the WebSphere JVM is spending most of its time to see if any optimizations
can be made. Click the Profiling link.

Note:

Health Center uses a “sampling based” method profiler. This means it takes a periodic sample of the
methods running and reports which are consuming the most time in the JVM.

Sort the table of data by “Tree %” by clicking the Tree % column heading.

http://www-01.ibm.com/software/support/acceleratedvalue/
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Note:

Within the Health Center, collections of methods are organized into structures called trees. You should
see that in this case, a “ThreadPool$Worker.run()” method represents the top of a tree which is
consuming a very high percentage of the JVM'’s time.

However, also note the value in the “Self (%)” column, which indicates that the method
“ThreadPool$Worker.run()” is actually using a low percentage of the JVM’s time. Therefore the problem
must be in some code called by the “ThreadPool$Worker.run()” method, i.e. further down the tree / method
call stack.

As incoming HTTP requests are handled by WebSphere using the “ThreadPool$Worker” class, this gives a
clue that there could be something wrong in a running web application.

‘gtb Method prafile &2 ‘ = 0O

Filker methods: I Apply | Glear |

Samples | Self (960 | Self | Tree (%) -~ I Tree | Method il
z 0,59 G6h,7 | — corn.ibr,ws, util, ThreadPool$wWorker .rund) —
] 0.0 56,0  E— corn.ibr.ws, util, ThreadPool, get Task{boolean)

El 265 | 55,5 - com.ibr.ws,util BoundedBuffer . take()

10 2,95 | 53,4 M com.ibr.ws,util, BoundedBuffer . waikGet_{long)
1 0,29 47,5 - com.ibr.ws,util, BoundedBuffer $GetQueuel ock, awaitdlong)

105 3.0 = 47,5 - java.util concurrent. locks . AbstrackQueuedsynchronizer s Conditionobject
0 0.0 159 =™ java.lang. Thread. runi)

23 6.7a 1! 159 = com.ibrn. ejs. ukil, am . AlarmiManager ThreadTSLM, run)

22 6,49 1 6,49 1 java.util concurrent. locks . LockSupport. parkManos(java. lang. Object, long
0 0.0 a1 com.ibrm.io. async, ResultHandler$2. rund)
] 1.77 a1 com.ibrm.io. async, ResulkHandler . runEventProcessingloopiboolean)
0 0.0 5.6 1 com.ibrm.ws.des, wri.common, JobsProcessor Thread, runi)
0 0.0 5.6 1 com.ibrm.ws.des, wri.common, JobsProcessor Thread, execuke Job{con. b
[ 2,36 | 501 1 java.util concurrent. locks . AbstrackQueuedsynchronizer , acquireQueued(j
n . 4.47 1 hd

rarn.ihm . ws okl ThitradPonl. e ibeliava. lann . Runnahleh _I_I
3

Reorder the table to see results for individual methods by clicking Self %.

Note:

Now you can see the individual method “deliberateSlowMethod” in the ShoppingBean class is using a
high percentage of the JVM'’s time. Note, the “Self” and “Tree” columns (without the % symbol) are a
graphical indication of the same data.

Select the expensive method in the table by clicking it once.
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Y method prafile 53 | =8
Filtet methods: I Apply | Clear |

Method

Note:

The “Invocation paths” tab shows what is calling the “deliberateSlowMethod”. The “timeline” tab shows
when the “deliberateSlowMethod” was invoked.

Also notice that Health Center has automatically identified the time consuming method and has highlighted
this fact in the “Analysis and Recommendations” section.

MlIBM Menitoring and Diagnostic Tools for Java™ - Health Center |_ O] x|
File Edit Dats Monitored M Wiew Help

o2 |E|lce T L amS ik

B status 83 l = Connection‘ = 0 (| @ Method profile 52 l ==
G Qasses @ Filter methods: I Aol || El=ar |
& Environment &

@ Garbage Collection &

- o {long, jav

| YO @ 23 226 | 226 | java.util.cancurrent locks, LockSupport. parkManos(java.lang. Object, long)

= . ) jrc} 226 | 561 1 com.ibm.ejs.util.am. AlarmManager Thread 5L, runi)

(%) Lodking 14 1.38 1.38 java.lang. String. hashCode()

a 13 1.28 159 ™ com. ibrn.ws. util. BoundedBuffer. waltGet_{long)

@ pethod Tracs ] i1 1.08 236 | jawva,util, HashMap, hash{java lang, Object)

Mative Memar 10 0,98 1.67 javax.Faces .component, UIComponentBase, isldvalid{java.lang. String)

@ 9 0,89 19.6 = conn,ibm,ws, util BoundedBuffer, takel)

-.@ Profiling & 9 0.89 256 | javax.Faces.component, _ComponentAttributesMap.getPropertyDescriptor(java lang, Str
& 0.79 1.67 jawa.util. concurrent locks. AbstractQueuedSynchronizer acquire Queved(java. util. concun

}5\2 Threads @ & 0.79 1.67 javax.faces.component. UIComponent . pushComponent ToEL {javax Faces. context . Faces:
7 0.65 305 | org.apache. myfaces, view.Facelets, tag. jsf . ComponentSupport. findChildBy Tagld{javax. f

= & 0.59 1.45 jawa.util.concurrent Concurrent SkipListMap, doRemaweFirstEntry()
[ Analysis and Recommendations 52 I | | A .50 14.4 ® | nrn.anarhe. myfares, view. farelate. ban.isf . Cnmnonent TanHandlsDeRnake annlv(iavilll
4 L3
& The method =

ShoppingBean. deliberateSlowMethod} is &% Invocation paths 2 I & Called methods| G T|me\|ne| [F] Method trace surmary =0

ronsuming approximately 26% of the CPU Methods that call ShoppingBean. deliberateSlowMethod()

cycles. Tt may be a good candidate for

optimization, = @ shoppingBean. deliberateSlowMethod

=@ ShoppingBean.performProductDetail {100%)
= m MativeMethodaccessorImplinyaked (100%)
- MativeMethodAccessorimplinvoks {100%)
-

|| 1remof szam | |

As the Plants sample is clearly suffering with at least one slow method, type
“‘com.ibm.websphere.samples” in the “Filter Methods” box and click Apply.

Note:

You can see only the “ShoppingBean.deliberateSlowMethod” in the Plants sample has a high value for
the “Self (%)”.
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G method prfile 52 l

Filter methods: Icom.ibm.websphere.samples|

Samplesl Self (%) -+

=0
Aply | Clear |
Tree (%) | Tree Methaod -~

4]

2623
g

SDSCoooooooooo oo

a0.9

| self |

a0.9
041
0.56
0.33
0.54
0.058
0019

51,5 -

0.64
0.56
033
0.5z

51,5 .

035
n.n7a

Press the Clear button.

com.ibm.websphere, samples, pbvs, war, ShoppingBean, deliberateSlowMethod()
com.ibm.websphere.samples, pbw . war, ShoppingBean, deliberateL argeCbjectAllacation()
com.ibri.websphere. samples, pbw war, ShoppingBean_$4_javassist_1.performshoppingy
com.ibri.websphere. samples. pbw, ejb. Catalogiar . getItemInventory(java.lang. String)
com.ibri.websphere. samples. pbw . ejb.EJSLocalMSFShoppingCattBean_foebesda.getSize
com.ibri.websphere. samples. pbw . war . ShoppingBean. deliberateSy skerGC()
com.ibm.websphere,samples. pbw, war, ShoppingBean, deliberatel argeSession(javax . Face
com.ibm.websphere,samples, pbw . war, ShoppingBean_$4 _javassist_1.performProductDe
com.ibm.websphere,samples, pbw, ejb. ShoppingCartBean_$4_jawassist_2.getSizel)
com.ibm.websphere,samples, pbvs, war, ShoppingBean, performShopping()
com.ibm.websphere,samples, pbw, ejb.EJSLocalMSLC atalogMgr_ced70688,getIkemInvent
com.ibm.websphere, samples, pbve, ejb. Cataloghgr, getIbemsBwCategorylink) [
com.ibr.websphere.samples, pbw, war, ShoppingBean, performProductDetail)
com.ibri.websphere. samples, pbw . war, ShoppingBean_$4_javassist_1.getProducts))
rarnih wehsnbere. samnles . ik war . ShonninaRean $% iavassist 1.nekCart _ILI
3

Optional Steps:

ShoppingBe. .,

Note:

Double click the desktop shortcut as shown below to ShoppingBean.java to inspect the
programming error.

Click Edit->Find and search for “deliberateSlowMethod”. Click Find Next to find the second
occurrence of the search string.

The “deliberateSlowMethod” is invoked every time the user clicks on the tulips. The
“deliberateSlowMethod” executes a tight loop which does not end until a 10 second wait time has passed.

You have found the first deliberate mistake.
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System.out.println{==> STLRTING SLOW METHOD') :

long timestamp = 3ystem.currentTimeMilli=s():
long target = timestasnp + :

System.out.printlnd "Cimestamp="+Cimestamp) ;
System.out.println{ "resume at="+targeth ;
while{timestamp < target) {

timestamp = 3ystem.currentTimeMillis()

Swstem.out.printlnd "==> ENDIMNG SLOW METHODT) 2

Return to the Health Center window and select the Garbage Collection link to monitor the performance
of garbage collection and memory usage

@@ Heap and pause times &3 Object allocations | ] Samples by request site | =] Samples by object =0
—Jsed heap (after colleckion)
----Heap size
--------- Pause time
400
- 120
w300 —iaa
= wn
L 80 o
= 200 60 &
o ) =2
g -
o 40
¥ 100 - K
& 20
0
500 1000 15:00
elapsed time {minutes)

Observe the current JVM heap size and used heap size after collection. After starting the load
generator, you will notice the heap size and heap usage has increased but by now should have leveled out.
There is currently no evidence of a memory leak.
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Note:

Garbage Collection (GC) affects the entire application and tuning GC correctly can potentially deliver
significant performance gains. Health Center identifies where garbage collection is causing performance
problems and suggests more appropriate command line options.

Observe the Analysis and Recommendations window. It warns of large object allocations which of
course are likely to trigger frequent garbage collections and may indicate the application code can be
optimized.

T analysis and Recommendations 53 =0

vihere épprnpriaf& = he||:7. ;I

& The application seems to be using some

quite large objects, The largest request which
kriggered an allocation Failure was For 10000 KE.

% The garbage collection is perfarming swskem

iforced) GCs, 13% of the GCs were syskem GiCs,

The use of syskem GCs is generally naok

recommended since they can cause long pauses

and do not allows the garbage collection algorithms j

Note:

Health Center allows you to view the size, time and code location of a large object allocation request that
meets specific threshold criteria.

To investigate this further, select Monitored JVM->Garbage Collection and allocation data collection

Bl IEM Monitoring and Diagnostic Tools for Java™ - Health Center

Fil= Edit Data | Monitored J¥M  Yiew Help

J D H | -] Gf Request a dump...
[ status 1 p Garbage Collection and allocation data collection. .

258 Trace Settings. ..

Diaka Collection Setkings. ..
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Bl GC Data Collection Settings Mi=] B3

Configure Collection of GC and Allocation Data

@ IUse these settings to control collection of verbose GC data and data for the analysis of object allocations requests

[ wWrite verbose GC data ko file

[ Enable collection of call stacks For sampled object allocation events

[~ Enable collection of object allocation events within thresholds
Lo bhreshold (Bytes) I High threshald (Bytes) I Indo |

Maimurn nurmber of stack entries to colleck per event 5 B

Finish I Zancel

Select the box Enable collection of object allocation events within thresholds, and set a threshold
to focus on the biggest objects. The threshold values can be entered in bytes, kilobytes or megabytes. Enter
2m for the low threshold and 10m for the high threshold.

v Enable collection of object allocation events within thresholds

Low threshold (bykes) [2m High threshold (bytes) |1I:|m| nda |

Click Finish.

Select the Object Allocations tab. Wait a few moments until large object allocation data is parsed by
the Health Center client — this could take up to 1 minute.
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@G) Heap and pause times [ Object allocations &3 } =] samples by request site ‘ 1 samples by object | =8
Filter by request site: I Apply | Clear |
Count - | % | Allocations I Averane size (KB) | Request site
& 0.0 mm 5000 jawa.lang.String. <init = (3tring. java;311)
64 Z0.0 == 5000  java.lang.StringCoding.decode (StringCoding. java:505)

64 z0,0 . 2500 com.ibm.websphere.samples, pbw.war, ShoppingBean, deI|herateLargeOb]ectF\IIO|:<

jawva.lang. StringBuilder . ensui acityImpl (StringBuilder.ja

Note:

Some large object allocations met the defined size threshold. They are associated with creating a very
large String.

Select the Call Hierarchy tab, then the java.lang.StringBuilder row in the table to see the stack trace
leading to this large String allocation.

[ summary |08 Call hisrarchy &3 ,,;1", Timeline = O

= lﬂ ijava.lang, StringBuilder . ensureCapacityImpl {StringBuilder java: 342) I
=- m java.lang, stringBuilder . append (StringBuilder.java; 208) (100%:)
= m java.lang.StringBuilder . append (StringBuilder. java: 183) (50.0%)
PE- m com.ibm . websphere,samples . pbw., warlShugEmgBean deI|berateLargeOb]ectAlIocatlod (ShoppingBean. java: 346) {100%)
(@} com.ibm.websphere.samples,pbw. war . ShoppingBean. performProductDetail {ShoppingBean. java: 1613 (100%)
I m com.ibm.websphere, samples. pbw war . shoppingBean . deliberatelLargecbjectallocation {ShoppingBean. java: 3463 (50.0%:)

Note:

Once again you will see the ShoppingBean class seems to be responsible, specifically a method named
“deliberateLargeObjectAllocation”. You have identified another deliberate error in the plants sample.

Optional Steps:

Double click the desktop shortcut for ShoppingBean.java to inspect the programming error.

_—
;

ShoppingBe. .,

Click Edit->Find and search for “deliberateLargeObjectAllocation”. Click Find Next to find the
second occurrence of the search string.
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Note:

The “deliberateLargeObjectAllocation” is invoked every time the user clicks on the grapes. The
“deliberateLargeObjectAllocation” creates a large Array and fills it with a String of characters.

The variables used are local to the method so once the request has finished; the large objects are eligible
for garbage collection. Therefore this is not a memory leak, but the creation of this large object makes
unnecessary work for the JVM’s garbage collector.

System.out.println ("==> STARTING LARGE
Handle to a lar

HashSet largeCbject = nmll;

largeCbject = new HashSet () :

long timestamp = Svstem.currentTimeMillis():
byte[] array = new byte:ZSEDbDO:;

Arrays.fill (array, (byte) 686):
largeCbiject.add (new String(array) + (timestamp)):

System.out.println ("==> ENDING LRRGE OBJECT ALLOCATICHN"):;

Return to the Heath Center window and click the Summary tab. This shows that System (forced)
garbage collection is being called by some application code running in the JVM. There may also be a warning
in the Analysis and Recommendations window, depending on how many times System (forced) garbage
collection has been called.

=1 summary 23

of5 Call hierarchy ,':,Ef\', Timneline

Y

I System (forced) garbage collection count a4

Minaor collections - Mean garbage collection pause 35.6 ms
Minor collections - Mean interval bebween collections 2325 ms
Minor collections - Number of colleckions 457

Minar collections - Total amount fipped 1554759 KB

Mumber of collections triggered by allocation Failure 463
Propartion of time spent in Garbage Colleckion pauses 3,93%

=]
(]

Note:

The Java code “System.gc()” forces a full garbage collection cycle. This is generally not recommended as
the garbage collector should manage its own schedule of garbage collection, and does not always need to
execute the compaction phase of GC which is the most CPU intensive. An application calling System.gc()
will always trigger the most expensive compaction phase.

http://www-01.ibm.com/software/support/acceleratedvalue/
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Health Center can be used to filter method innovations (for example, looking for System.gc). However, the

method profiling works on a sampling basis, so infrequent method calls might not appear in Health
Center's profiling results. Therefore, the best way to achieve this goal is to set a JVM trace, and use
Health Center to extract this information from the JVM.

The JVM has been pre-configured with the following command line property:

-Xtrace:print=mt,methods={java/lang/System.gc},trigger=method{java/lang/System.gc,jstacktrace}

This causes the JVM to print a stack trace each time the java/lang/System.gc is executed. Normally, this
output goes to the native_stderr.log. However, if the Health Center agent is also configured on the JVM
(with -Xhealthcenter, like in this lab), then the output is instead directed to the Health Center Client.

In the Health Center window, click File->Export JVM Trace

Bl IEM Monitoring and Diagnostic Tools for
File Edit Data Monitored WM Yiew  Help

-

Cpen from recent S CICI

]

Exit \cticr
Cpen File,..

Mew Connection, .. J
Load Daka...

Save Data...

Export the trace to “E:\trace.trc”

Open a command prompt, and issue command: E: ( to change to the E: drive).

Then issue the following command:

java com.ibm.jvm.format. TraceFormat trace.trc

http://www-01.ibm.com/software/support/acceleratedvalue/

33



IBM Software Accelerated Value Program !mp:ict

Command Prompkt

Error: j?jit.4436 not in dat file: dat files old or from incorrect UM.
Error: Jj?jit.2715 not in dat file: dat files old or from incorrect UM.
Error: j?jit.14352 not in dat file: dat files old or from incorrect UM.
L8 Error: j?9jit.13584 not in dat file: dat files old or from incorrect UM.
J?3it.5891 not in dat file: dat files old or from incorrect UM.
J?3it.3344 not in dat file: dat files old or from incorrect UM.
J?jit.11024 not in dat file: dat files old or from incorrect UM.
J?3it.516 not in dat file: dat files old or from incorrect UM.
I10.185?3 not in dat file: dat files old or from incorrect UM.
10.13715 not in dat file: dat files old or from incorrect UM.
I10.11115% not in dat file: dat files old or from incorrect UM.
[10.7818 not in dat file: dat files old or from incorrect UM.
J?2jit.372 not in dat file: dat files old or from incorrect UM.
I0.83086 not in dat file: dat filesz old or from incorrect UM.
J?3it. 12587 not in dat file: dat files old or from incorrect UM.
J?jit.2852 not in dat file: dat files old or from incorrect UM.
68 Error: I0.-1 not in dat file: dat files old or from incorrect UM.
78 Error: 10.11188 not in dat file: dat files old or from incorrect UM.
88 96 188

%% Humber of formatted tracepoints = SHASA75S

s*xx ] huffers were diszscarded during trace data generation

»*x% Formatting complete

»*x% Formatted output written to file: trace.trc.fnmt

C:stemp>

Note: This may take a few minutes.
Open the resulting trace.trc.fmt in an editor such as Notepad++

Search for java.lang.System.gc

E Efitrace.trcfmt - Motepad++
File Edit | Search Miew Encoding Language  Settings  Macro Run Plugir

a [ Find... Ckrl+F “a * =
Find in Files. .. Ctr+-shift-+F
= Find Next F3 |

Favas lang/ Svstem.go ()W Bytecode static method
Jstacktrace:
[1] Jjawva.lang.3ystem.ge (System. java:3i1lz)
[2] com.ibi.webhsphere.satples.phw. war.Shoppingbean.deliberateiystem>C (ShoppingBean. jav
[3] com.ibm.webhsphere.samples.phw.war.3hoppingBean.performProductetail (ShoppingBean. j

4] sun.reflect.Na = L
-

[5] sun.reflect.Na Fird ]
i ind in Fi
hwEE Context chan Replace] Find in Files ] Mark. ]

SystemsC Start: ne
Exclusive access:

GlokbalsC start: gl Counk |
Mark start

Find whak : | jawa.lang.System.gc j | Find Mext I

Find all in &ll Opened
Hark end Dacurnents

Class unloading st
Class unloading en
Sweep sStart

Sweep end

Find &ll in Current
™ Match whole word anly Docurnent

[ Matkch case Close |
v Wrap around

=

Compact Start: rea
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Note:
The formatted Java trace contains a stack trace for each time the java.lang.System.gc method was called.

Once again the source of the problem is ShoppingBean which calls a method “deliberateSystemGC”.
You have found another deliberate mistake in the plants sample.

Optional Steps:
Double click the desktop shortcut for ShoppingBean.java to inspect the programming error.

ShoppingBe. .,

Click Edit->Find and search for “deliberateSystemGC”. Click Find Next to find the second
occurrence of the search string. This “deliberateSystemGC” method is invoked every time the user clicks
on the gloves. The “deliberateSystemGC” method calls System.gc().

System.out.println("==>» STARTING SYSTEM.GC");

Syv=tem.goc() :

System.out.println ("==> ENDINGZ SYSTEM.ZC");

Switch to the Jmeter load generator window. Stop the load test by clicking File->EXxit.

Note:

In subsequent parts of this lab, you will manually trigger the final deliberate error in the plants sample, but
first you will set up a WebSphere Application Server Health Policy to help minimize the business impact of
the error.
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Part 5: WebSphere Application Server Health Management

Note:

WebSphere Application Server 8.5 provides significant new features for administration and operations
staff. This includes incorporating the Intelligent Management functions from IBM WebSphere Virtual
Enterprise which can minimize end-user outages, and use operational monitoring to control the production
environment. One such feature is health management which monitors the status of the application
servers, as well as sense and respond to problem areas before an outage occurs.

The health of an application server can be managed with a policy-driven approach that enables specific
actions to occur when monitored criteria are met. In this section of the lab, a health policy will be defined
which is triggered when memory usage exceeds a percentage of the heap size for a specified time, and
health actions will be defined to correct the situation.

Launch the browser and use the bookmarks to load the WebSphere Integrated Solutions Console

(admin console).

Navigate to Operational Policies->Autonomic Managers->Health Controller

‘ View: Iﬁll tasks

Welcane
Suided Activities
Sarvers
Applications
Jobsz
Seryvices
Resources
Runtime Cperations
Security
=] perational policies

Sarvice policies
Service policy topolagy
Health Policies
Custom Action
[=] Autonomic Managars
Application Placerment Controller

Autanomic Request Flow Manager

Environment

Svstem administration
Uszers and Sroups
Monitoring and Tuning
Troublezhaoting
Service integration

uDDI

Global Health Contraller Parameters

Global Health Controller Parameters

These parameters are used to configure the global Health Controller pararmeters, These para
Contraller in cooperation with the defined Health Policies,

Configuration Runtirne

General Propertes

2 Enable health monitering

Contral cycle length
|1 Minutes

Maxirnurm consecutive restars
[s

Restart tirmeout
|1 Minutes

Minimum restart interval

B

Prohibited restart times

Add Rernove

Start End Sun | Mon | Tue | Wed | Thu | Fri | Sat

r|l wE: oF| woFE: ol |o|lo|r|o|C

Apply | 0K | Rezet | Cancel |
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Note:

Note that health monitoring is already enabled. The Control cycle length specifies the time between
consecutive health checks, it has been set to the lowest possible value for this lab.

Navigate to Operational Policies->Health Policies.

Wephere.

wl Cellsimpactz013Ce

, Protile=Crmar
| Uiew:lAIItasks ;I I—

Health Palicies

Welcome
Health Policies
Guided Activities
A health policy defines runtirne behaviors to monitor and take corrective actions when these behaviors are

Sarvers determined to be present.
Applications Preferences
obs
Services == e

ClEleale
Eesources

Selectl Mame 2 Reaction mode Cescription
Runtime Cperations

Mone
Security

Tatal 0

=) Cperational policies

Setvice policies

Serwice policy topalagy

Health Policies

Custom &ction

[=] Autanomic Managers

Application Placement Controller
Autanomic Request Flaw Manager
Health Contreller

Click New and name the policy “plantsHealthPolicy”. Select the pre-defined health condition Memory
condition: excessive memory usage as shown below and then click Next.
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Create a new health policy. Define the general properties, including the health condition, and the servers,
clusters, and dynarmic clusters to be monitared.

Step 1: Define
health policy
general propertes

Define health policy general properties

# Marne
plantsHealthPalicy

Crescription

Health condition

o Predefined health condition

Merory condition: excessive memory usage vIl

. Custorn health condition

Mext Cancel

First set the condition which should trigger the policy. Set the JVM heap size % to 75%, and the

offending time period to 1 second (this is very aggressive, but we want the policy to be triggered quickly in this
lab environment).

Define health policy health condition properties

The mermory condition: excessive mernory usage will look for excessive memory
utilization far each server that is 2 mermber of the policy, It detects general mearmary
consurmption by detecting if 2 1WM's heap size has grown over a configured percentage
of the maximurn heap size for a configured period of time.

Health condition properties

# WM heap zize
-

# Offending tirme period

5  [Sommrae o

Next specify the actions the Health Manager should take if the policy is triggered. Select a Reaction
Mode of Automatic.
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Health management monitor reaction

Reackion mode

Press the Add Action button. Select the predefined action Take JVM heap dumps.

Take the following actions when the health condition breaches

||| Add Action... ||| Fernove Adction || Move Up || Move Down |

Create a new health policy, Define the general properties, including the health condition, and the zervers,
clusters, and dynamic clusters to be monitored.

Select action

Select action

|'| h p alt % pradefined heslth policy adion
condition p atties | Take WM heap durmps ;I|

S5tep 2.1: Select
= . Custorm health policy action

| Create new custorn action,.. v||

Previous Mest Cancel

Click Next
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Create a new health policy, Define the general properties, incuding the health condition, and the servers,
clusters, and dynamic clusters to be monitored,

Define health policy health condition properties

Step 2: Define The rmemory condition: excessive memory usage will look for excesszive merary
health policy health utilization for each server that iz a mermber of the policy. It detects general
condition properties rmermory consumption by detacting if a JWM's heap size has grown over a
configured percentage of the maximum heap size for a configured period of time,

Health condition properties

* WM heap zize
%

# Offending timme period

e | [semrae

Health management monitor reaction

Reaction mode
Autormatic ;I

Take the following actions when the health condition breaches

| Add Action... || Fermove Action || Mowve Up || Mowve Diown |
Select| Step | Action Ve Target node
server
|_ 1 F.estart server Sick server eelz lvesilg Sd:
sarver
r = 'gake WM heap Sick seryver Mode hosting zick
urmnps server

Pravious Mext Cancel

To ensure heap dumps are triggered before the server is restarted, select Take JVM heap dumps and
press the Move Up button.
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Create a new health palicy, Define the general praperties, incduding the health condition, and the zervers,
clusters, and dynamic clusters to be monitored.

Define health policy health condition properties

Step 2: Define The memory condition: excessive memaory usage will look for excessive memory
health policy health utilization for each server that iz a member of the policy, It detects general
condition properties rnemory consumption by detecting if a JWM's heap size has grown over a

configured percentage of the maxirnum heap size for a configured period of time.
Health condition properties

* WM heap size
"

# Offending time period

B | [seconds =]

Health management monitor reaction

Reaction mode

Take the following actions when the health condition breaches

| Add Adtion.., || Femove Action || Mowe Up || Mowe Down |

Select| Step | Adtion Target
ZEFYEr

Target node

r 1 Take JWM heap Sick server Mode hosting sick

durnps server
|_ 2 Restart server Sick server Heds liesdng s
Seruer

Previous Mext Cancel

Click Next
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Create a new health policy, Define the general properties, including the health condition, and the zervers, clusters, and dynarnic clusters to
be ronitored,

Specify members to be monitored

Select the merbers to monitar with this health policy, If vou defined health rules that anly apply to certain
rmembear types, this list of available members is autormatically filkered based on your previously defined
health rule far thiz health palicy,

Step 3: Specify Memberships
members to be
monitored Filtar by Select a mermber type ;Il
Auailable for memberzhip Mermbers of plantsHealthPaolicy:
——————————————————————————————————————————— Y g 5

Previous Mext Cancel

Select Filter by Clusters, and highlight PlantsByWebSphereCluster

Create a new health policy. Define the general properties, including the health condition, and the servers, clusters, and dynamic dusters to
be monitored,

Specify members to be monitored

Select the members to monitar with this health policy, If vou defined health rules that only apply to certain
member types, this list of available members is automatically filtered based on your previously defined
health rule far this health palicy.

Step 3: Specify Memberships
members to be
monitored Filter by Clusters ;Il
nfirmn
fvailable far membership Members of plantsHealthPolicy:
........................................... ~
w w

Previous Mesxt Cancel

To add all members of the PlantsByWebSphereCluster to the health policy, click Add
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Create a new health policy, Define the general properties, including the health condition, and the servers, clusters, and dynamic clusters ta
be monitored.

Specify members to be monitored

Select the members to monitor with this health policy, If you defined health rules that anly apply to certain
rermber types, thiz lizt of available merbers iz autoratically filkered baszed on your previously defined
health rule for this health palicy

Step 3: Specify Memberships
members to be
monitored Filter by Clusters ;”
nfirm
Available far memberzhip Mermbers of plantsHealthPaolicy:
------------------------------------------- - PlantsBywebSphereCluster (Clusters] =

Previous Mesxt Cancel

Click Next, then Finish
Click the Save link to save the changes to the Deployment Manager master repository.

Select System Administration->Nodes

Nodes

Use thiz page to manage nodes in the application server environment, A node corresponds to a physical computer systermn with 2 distind:
IP host address, The following table lists the managed and unmanaged nodes in this cell. The first node is the deployment manager
Add new nodes to the cell and to this list by clicking Add Hode,

Preferences

| Add Mode || Rermove Maode || Farce Delete || Svnchronize || Full Resynchranize || Stop |
BER]E=
Select| Marne 2 |Host Marme O |Version o |Discouerl,l Protocal O3 Statuz (B
You can administer the following resources:
impact2013CellManager irmpact2013 MD 2.5.0.1 TCR L5
- impactz012Mode impactz013 MD 8,5.0.1 TCP Wip

Tatal 2
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Select impact2013Node, and press Synchronize. (The Nodes may have already synchronized
automatically).

Navigate to Servers->Server Types ->WebSphere application servers. Select the running server
and press the Stop button.

application servers

Application servers

Usze this page to view a list of the application servers in your environment and the status of each of thesze
servers, Wou can also use this page to change the status of a specific application =sarver

Preferences

Mew... | Delete | Termnplates... | Start Stop | Restar‘tl ImrmediateStop Terrninate

o)

Select| Mame £ | Mode Host Mame 2 | Wersionm 3 | Cluster Mame Status ()

"t St ot

ou can adrinister the follawing resources:

[¥ | z=rverd impact2013Mode | impact2013 M 2,5.0.1 |PlantsBuWebSphereCluster | g

I- servers impactZ013Mode | impact2013 M 2.5.0,1 | PlantsBywebSpheraCluster | $8

Server status feedback I

Server status feedback

Server status provides information about events that occur while the server stops,

m impact2013Mode:servert T T &

e
[ server impact201 3Moderzerver! stopped successfully. [The collection may
need 1o be refreshed to show the current server status. YWiew JWM logs for
further details.
-

Wait for the server to stop, then Click OK
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Note:

In the next section of the lab, you will cause a memory leak which triggers the health policy and its
associated actions. To demonstrate how diagnostic data (heap dumps) can be collected, without a
significant impact to the application's users, all cluster members should be running.

Select Servers->Clusters->WebSphere Application Server Clusters.
Select PlantsByWebSphereCluster, and press Start. This starts both servers in parallel.

Wait for the servers to start which will take a few minutes. You may read ahead, but you must wait for
the servers to start before attempting any actions in the lab. You can check the status on the Servers->Server
Types->Application Servers page, by pressing the refresh icon.

Application servers

Application servers

Use this page to view a list of the application servers in your environrment and the status of each of these servers, You can also use this page to change the
status of 2 specific application server

Preferances

Mew. .. | Dealete Ternplates... Start Stop Restart IrmrnediateStop Terrminate

| [
GG
Select| Hame 2 Mode 2% Host Mame 2 Wersion O Cluster Marme & Status &

You can administer the following resources:

[~ | zerverd impactz013Mode impact2013 MD £.5.0.1 PlantsBywebSpheraCluster | Sp
[ | zerverz irmpact2013Made irmpack20132 MD 2.5.0.1 PlartzByiebSpheraCluster | Sp
Total 2
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Part 6: Trigger a the Memory Leak to activate the Heath Policy

Note:

In this section you will trigger a deliberate error in the application which leaks memory. This will trigger the
Health Policy defined in the previous section, causing heap dumps to be written, before the JVM exhausts
all the available heap space. As the application runs in a cluster of two application servers, the corrective
actions of the health policy (heap dumps followed by JVM restart) will have minimal impact to the user
experience. Having the health policy action restart the application server is more desirable than letting the
application server run completely out of memory, causing an out of memory exception. For example, when
stopping the application server in a controlled way, it will be 'quiesced' meaning current requests will be
completed before the server is stopped.

The heap dumps produced should be adequate to diagnose the memory leak in the next section.

Return to the existing Health Center window and click the connection tab - the connection will have
been dropped when server1 was restarted in the previous section.

Bl IEM Monitoring and Diagnostic Tools for 13

File Edit Data Monitored J¥M Yiew Help
o8| 2|l Cced s
|2 status | T Connection &2 = B

@ The reanechion te Mie meniered

== apefication was refused. The aoplication
may have stopped, or a nenwvork
Froblern may Save poromed’
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Click File->New Connection to re-establish a connection.
Bl Health Center: Connection wizard H=]

Enable an application for monitoring

(Select Cancel boimport an exisking file. )

This wizard guides wou through connecting the Health Center to a currently running Java application.
MOTE: Your application rusk be enabled Far monitaring befare Health Center can be connecked,

For inskructions on how to setup an application ko enable live monitoring, click on the link below before continuing.

Enabling an applicakion For monitoring:

< Back I Mexk = I Eimish Zancel

Click Next

Il Health Center: Connection wizard

JYM Connection Details

Enter the details of the WM vou want to connect ka.
(Select Cancel to import an existing File)

Hostname: | impact2013 =]
Pork: | 1989 |v Scan mext 100 porks for available connections
— Security

F Mo securit}.-' Isermnane; I
{~ MEean authenkicakion Bessal: I—
{551 conneckion
. ) L S5l kewstore location: I Erowse, .. |
" 551 conneckion with MBean authenkicakion
551 keystore password: I

= Back I Mext = I Einish Cancel
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Click Next

Highlight the Heath Center agent on port 1990 (server1) and click Finish.

Bl Health Center: Connection wizard H=] B3

Search for a J¥YM .
Select a detecked v,

Searching impact2013 on part 1994

[ [

impact2013:1990

impactz013:1991

< Back [ext = | Einish I Cancel

Note:

The goal of this section is to monitor the memory footprint, and see the health policy trigger its actions.
However, with two JVMs it is more difficult to know which one serviced the client request, and therefore
which JVM could be leaking memory.

To determine this, you will use two instances of Health Center, and connect to each JVM on different port
numbers. After further clicks on the Wheelbarrow, it should become obvious which JVM is experiencing
the memory leak. Note the IBM HTTP Server is configured with session persistence, so all requests in the
current session will be serviced by the same JVM.
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Return to the ISA tab in the browser. Launch a second instance of Health Center by selecting the Tools
tab, choosing Health Center and clicking the launch button.

=| Files 51 Tools Ui Reports = overview &U Syrmptors “[;ﬂ Global Knowledge Base Matches Fib Data
—+ .
S Enter kevword | Filter Reset Health Center
| Sort B laz| | Tag! | nll Tags N | i} Launch ':i:' Tool Help
ia Garbage Collection and Memory T{/

Visualizer (GCMV) [Desktop]
The f8M Monitoring and Nagnostc Tools for

= Garbage Collection and Memory
i Visualizer (GCMV) [Report] v Ullg Jaura(TM) - Health Center is g Mghtweight tool that
= monitors aotive T8M irtual Machines for Jauva with
r Health Center v rinimal performance overhead and provides lve
T Heap&nalyzer [Desktop] “Fﬁ tuning recormmendations and observations,
Tm A Deskt
ih emory Analyzer [Desktop] v The Heaith Center prowides Hthe following
i' Memory Analyzer [Report] + o perspectives:
P . &

Memory Analyzer Web Edition [Web
ih id vz [Web] g ® Clzsres - information about classes being
i. Thread and Monitor Dump Analyzer .95 loaded

{TMDA) [Desktop] . . : )

* Fnironment - gdetalls of the configuration

‘i’ Thread and Monitor Dump Analyzer 6@ and spstem of the monftored application

(TMDA) [Report] 1l
ia WebSphere Application Server &

Configuration Visualizer & o {more)

Click Submit

A second Health Center client will be launched using Java Web Start. This will take a few moments,
wait for the new connection dialogue to appear.

Problem analysis 4

Run Health Center (Version 2.0.0.20120508)

This tool is a desktop application. It will be launched using Java Web Start and will run on vour
workstation. Using the tool with files associated with ticket will require that you have access to the files
frorm the workstation. If a file is located on a remote server, you can download the file to a local file

system location or access the file through a shared storage area. Any existing local file may also be
accessed by the tool,

In some cases, analysis of files on vour workstation can noticeably degrade performance of other
applications running on your workstation.

Click 'Submit’ below to begin,
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Bl Health Center: Connection wizard H=]

Enable an application for monitoring

(Select Cancel bo import an exisking file, )

This wizard guides wou through connecting the Health Center to a currently running Java application,
MOTE: Your application must be enabled For monitoring before Health Center can be connected.

For instructions on how to setup an application to enable live monitoring, click on the link below before continuing.

£nabling an application for monitoring

< Bach I Mexk = I Eimish Zancel

Click Next.

Il Health Center: Connection wizard H=] E3
JYM Connection Details

Enter the details of the WM vou want to connect ko,
(Select Cancel to import an existing File)

Hostname: I impact2013 LI
Pork: | 1989 |v Scan mext 100 porks for available connections
— Securiby

* Mo SECUriEy Usermanis: I
= MBean authentication Bessal: I—
" 551 conneckion
. . L S5l kewstore location: I Browse, .. |
" 550 connection with MBean authenkication
S5l kewstore password: I

<= Back. I Mext = I Einish Cancel
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Highlight the Heath Center agent on port 1991 (server2) and click finish.

Il Health Center: Connection wizard [_ O]

Search for a JYM
Select a detected v,

Searching impack2013 on port 1997

impack
impack

201

= Back Mext = | Einish I Cancel

Ensure that the Plants by WebSphere application can be accessed through the browser as
follows.(Use the bookmark to access it if needed)

£ Plants By WebSphere Promo - Mozilla Firefox
File Edit Wew History Bookmarks Tools  Help

I 1BM Support Assistant > I wWahSphere Integrated Solutions Consals | [ Plants By WehSphers Proma 3 I + |
= | @ locahostiPlantsBywWebSpherefproma.jsF o | |.°]v Gongle /| s
PLANTS BY WEBSPHERE Your shopping cart is currently empty

Flowers Fruits & Vegetables Accessories

of SUmmer

They all start
with the right flowers..

and we've got them all

Freserve extra grass seed by kesping it dry, Tape
boxes and bags closed, or seal thermn into plastic
bags. Be sure to remove extra air from the bags.
Stare all seed in & cool, dry area such as a garage 4

or basement, Bonsai Tree Red Delicious Strawhberries

Tulips
$£30.00 each $£3.50 (50 seeds) £17.00 {10 bulbs)

Flowsrs @ Fruits & Wegetables : Trees : Accessories : Home : Shopping Cart @ My Account @ Login : Help
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Align the windows so both Health Center clients, and the browser can be viewed simultaneously.

PLANTS BY WEBSPHERE ‘Your shopping cart is currently empty

Flowers Fruits & Vegetables Accessories AT  LOGIN  HELP

fe-d

Il [BM Monitoring and Diagnostic Tools for Java™ - Health Center 0] x| M Monitoring and Diagnostic Tools for Java™ - Health Center HEE

file Edit Data Moniored WM Yiew Help Fle Edit Data Monitored WM Yiew Help
low|@|Eleeludim® gk |lod|&[Ejee D dEEdibhk
S 83 Bl comec.. | T 0| S Hespandp. 8 IOb]ectaIIoc.H ‘ = Samp\esby...‘ = Samplesby.”| = 0| | statws 52 |FL comnec... | © O €t Hezpandp. 2 IOb]ectaIIoc... | =| Samp\esby...‘ = Samp\esby...‘ L
® Classes @ ® Classes @
—Jsed heap (after collection) —sed heap (after collection)
@ Environment o —Heap siee @ Environment 6} —-Heap size
------ Pause time ~Pase time
@ Garbage Collection @ @ Gathage Collection @
Ao V] oo @ 800 o
£ Lotking @ £ £ Locking @ £ ik g
L [ 600 Fy [
o I o L i ' ——BD I
@ methodTiaee. @ £ " G method Tizee. @ £ e o
L ) " o 3
Native Memary @ ﬁ = Mative Memory @ ﬁ gt i i -~
T =0 3 AR
It Profiing & ; 1t Profiing [} om0 . t
e =y, -
K Threads V] i e i K Threads V] i ] |
= 100:00 120:00 140000 160:00 160:00 20000 Z20:00 = 10:00 2000 30000 4000 50000 6000 7000
[ analysis and Recom,.. 5| O elapsed time (inLtes) [ tnalysi andRecom,,. 22| = O elapsed time (rinutes)
@ The mean occupancy in the ﬂ @ The mean occupancy in the ﬂ
nursery s 8%, Tis i o, so the [ summary £ WOE:CaII h\erarchy| Q Timeline| T O | rursery s 9%, Thisis v, 50 the 1 summary 2% IOE:CaH h\erarchy| Q T\meline‘ =d
gencon policy is probably an optimal T | | 1/ | [sencon policy is probably an optimal T | | =
palicy Far this workload, policy For this workoad,
Concurrent colection count 1] Concurrent collection count 1]
GC Mode Default {gencon) GC Mode Defaulk {gencon) | |
lobal collactions - Mean garbage collection pause Oms oz Global colections - Mean garbage calection pause 132 ms
Global collections - Nurnber of collections 1] Global collctions - Mean interval between collections 11752 ms
Largest memary request 104 KB Global colections - Number of collections 1
j Minor collections - Mean garbage collection pause— 19.8ms j j Largest memory request 104 KB j
Connected b mpact2013:1990, 13 VB recsived, H 126M 0“41”‘ |@J Connected ko impact2013:1991, 17 MB recsived, H B84 of 141"‘” |@J

In both Health Center client windows, click the status tab, click the Garbage Collector link, and select
the Heap and Pause Time tab on the right hand side (if necessary).

Use the browser to access the Accessories tab and then click the Wheelbarrow product on the
Accessories page of the Plants by WebSphere application as shown below. This action triggers a deliberate
error which causes the application's memory footprint to increase.
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¥)Plants By Websphere Product Detail - Mozilla Firefox

File Edit ‘“ew History Bookmarks Tools Help

{ i Plants By WebSphere Product Detail x I i 0003 - IBM Support Assistant 5.0 * l WebSphere Integrated Solutions Console | + |

(' ¥ localhost /PlantsBy\websphereishopping. jsf

PLANTS BY WEBSPHERE

Home =Accessories

Wheelbarrow

Just like Grandpa used to have!

Shiny red wheelbarraw with epoxy coated steel bin and

wet surfaces, Large capacity - 3 Cu.Fk capacity, 150 Lb,

rmaxirmum load

wooden handles. Tire is solid with thick treads that grip rough,

ltem Selection:

Add to cart

ITEM# DESCRIPTION PRICE UANTITY
A0011 Assermnbled $29.00 |1

c|
I — FrUitS&vegEtablﬁ — — _

In the browser window, click the Accessories tab. Click the Wheelbarrow to view the product, then
return to the accessories page by clicking the Accessories tab. Repeat this step a further 3 times, giving a
total of 4 wheelbarrow views in this step. There is no need to add the item to the cart, just selecting it from

the tools menu will trigger the memory leak.

£} Plants By WebSphere Product Detail - Mozilla Firefox =] E3
File Edit Wiew History Bookmarks Tools  Help

‘ " IBM Support Assistant 3 | \WehSphere Integrated Solutions Console l (" Plants By WehSphere Product Detail x | + |

(' &% localhostPlantsBywebspherelshopping. isf {4 | |v Google )’| “ﬁ‘

PLANTS BY WEBSPHERE

l Flowers J Fruits & Vegetables ‘ Trees Accessories

Home =Accessories

Wheelbarrow

Just like Grandpa used to have!

Shiny red wheelbarrow with epoxy coated steel bin and
wooden handles, Tire iz salid with thick treads that grip rough,
wet surfaces, Large capacity - 3 Cu.Fh capacity, 150 Lb,

maxirmurm load

Item Selection:
ITEM# DESCRIPTION PRICE UANTITY
ADD11 Assembled f29.00 |1

Add to cart

‘Your shopping cart is currently smpty

[Kelcini HELRP
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Return to the Health Center windows and wait for them to refresh their data a couple of times (there is a
10 second pause between each refresh). Take a look at the Garbage Collection statistics, you should see the
used heap has increased significantly for one of the JVMs. It seems there is a large memory leak over a short
period of time in that JVM.

I IBM Monitoting and Diagnostic Tools for Java™ - Health Center 191 JE3| i 18M Monittaring and Diagnastic Tools for Java™ - Health Center [_[0[x
File Edt Data Montored v Wiew Help File Edt Data Monitored M Yiew Help
joR ool dimGnhy jodO Lol iEdonk
B Shabs X E{Cunnectmn =0 d‘G) Heapandpa.., 4 \ 3 Object aHucam‘ ] samples by .. ‘ = samples by .. ‘ =0 [.?_\ Status 3 \ [—ACmnectiun‘ =0 d‘G) Heapandpa.. Iobject dloca... ‘ =] samples by ... | 7 samples byum‘ =0
o Cases @ —Ised heap {after collaction) © Gt @ —Ised heap (after collaction)
——Heap size ——Heap size
@ Envircrmert [/ | — DPause tine @ Envirorment [ [ — Pause tine
250
@ Garbage Callection @ ________________________ @ Garbage Collection @ .......
’ —i2 i
d10 9 m of 9 :
el !l
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e —ay | 5 =
% Method Trace @ £ % ‘(b Method Trace @ N %
o o
z -0 E 2 0 2
i Matlve Memary @ TE: 100 Mative Memory @ TE:
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Note:

Health Center can also be used to trigger a heap dump which is useful for analyzing memory leaks.
However in general it is often beneficial to let the memory leak grow as large as possible, making the
problem as easy to diagnose as possible,

In the health center window where the memory increase was observed, click the status summary and
make a note of the port number and therefore server. Recall port 1990 is server1 and 1991 is server2.

Il IBM Monitoring and Diagnostic Tools for Jaya™ - Health Center

Fle Edit Data Monitored WM Yiew Help
o9 | = |Ejle e Uam® bk
[?._ Skakus E@l Skatus Surmary = [

@ Your application has loaded 6,991 classes and unloaded 0
classes.

® Claszes

@ Environment & The option -¥scraxaot4M is not a supparked option,

The mean occupancy in the nursery is 20%., This is low, so

m Garbage Collection & the gencon policy is probably an aptirmal policy For this
workload,
o Lo & Mo problems detected
&) Lockin &2 Mo problems detected,
\v@ Method Trace & Currently tracing 1 methods
B pative Memor ) I'I'hE current memory usage does not indicate any memory
Ll PR T ks,
Beflg @SS e oo
e Threads & ‘four application has 117 threads
El Connection 2 l = 0

| | impact2013:1991
f ci=n b updated 07:01:51

Lome dara was dogped becavse it was predured fasrer tian ohe ofenr oot conswme it Arpond’ §5.4% ofthe dara was fer.

Close both Health Center windows, disconnecting them from the JVMs.

From the desktop, double click the Tail icon.
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Close any open files in Tail.

Use Tail to monitor the SystemOut.log of the deployment manager and either server1 or server2 (the
one you have identified as having a memory leak). The files are located at:

C:\IBM\WebSphere\AppServer\profiles\Dmgr\logs\dmgr

C:\IBM\WebSphere\AppServer\profiles\AppSrv01\logs\serveri

C:\IBM\WebSphere\AppServer\profiles\AppSrv0i\logs\server2

£ Tail for Win32 - [System0Out.log]

File Edit Yew 3Settings FPlugins Tools  Window Help

@
 mjx (1714713 €:29:07:053 PST] 000000d=
[1/14/13 6:29:40:928 P3T] 000000da
E‘"" Workspaces [1/14/13 £:29:41:131 P3T] 000000d=a
=3 Non-Workspace Files  |11/14/13 6:29:45:194 PST] 000000ka
-~ E] CBMuwebsphen |rq9s94/93 f:29:45:725 paT1 oonnnobd

g |C 'l,IBM'I,Wel:uSphere'I,.ﬁ.ppServer'I,prDF|Ies'l,Dmgr'l,lu:ugs'l,dmgr'l,SystemOut |':"3|‘|th

In the browser, return to the Accessories tab and click the Wheelbarrow product one more time. This

[1/14/13 6:29:45:212Z PST] 000000kb
[1/14/13 6:29:46:678 P3T] 000000ed
[1/14/13 6:29:46:678 P3T] 000000eh

AetionServlet
serwvlet

TilezsRedquestP
WesrrnConfigFac
WarmConf igFac
WatmmContfigFac
WesrrnConfigFac
WsrenConfigFac
WarmmConfigFac

I org.apache.:
I com.ibm.ws.
I arg.apache.:

I

HHH H H

ARFMS007I
ARFM5007I
ARFMS007I
ARFMS007I
ARFM5007I
ARFHM5007I

should be sufficient to trigger the health policy actions as the JVM occupancy (after a garbage collection cycle)

will have exceeded 85%.

In the tail window, monitor the Dmgr log and wait for up to up to 60 seconds until the logs similar to
these are seen indicating that the Health Management controller has detected the condition as entered for the
policy earlier and will be taking the appropriate actions:

JVMMemorySubS W WXDH3004W: The memory consumption limit specified by policy
plantsMemoryHealthPolicy was exceeded by server server2 on node impact2013Node. The limit is 85 % and

the current heap size is 90 % of the maximum of 131072 KB.
HeapDumpTask | WXDH1014l: Heap dumps for server impact2013Cell/impact2013Node/server2 are being

issued automatically.

Note:

The health management controller is managed by the WebSphere High Availability Manager which means

it could typically be running on any node agent, or deployment manager. For this lab, the health
management controller has been configured to always start on the deployment manager, meaning it is
easier to locate its logging output. For details of how to configure where such controllers start, see the

references.
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Note:

The logs indicate the JVM has occupied more than 85% of the available heap space and the health policy
has been triggered. At this time, heap dumps are triggered and then the application server JVM is
restarted.

When the heapdumps are generated, you may notice that Health Center pops up three dialog boxes to
alert you. You can ignore these.

In the tail window, monitor the SystemOut log for the server identified previously (i.e. server1 or
server2).

Note:

If you timed it correctly, you will see the logs show the application server is busy restarting — you may have
to wait a few moments until the restart process begins. When it does, continue with the steps to see what
happens to further application requests from the browser client.

In the browser, click a product — preferably not the wheelbarrow! You can expect to see the warning
below:

(— localhostiPlantsEwiitebSphere fproduct. jsf C | |8— Google ). | ﬁ

Your shopping session has expired due to mactwity. Your shopping cart and all ttems m it has been lost. You may continue to shop. Any

new ttems placed m your shopping cart will be remembered.

Note:

The IBM HTTP Server plugin has detected that one of the application servers is unavailable, and has
routed the request to the other server in the cluster.

In this lab environment, HTTP session objects are not shared between the JVMs as session persistence
has not been configured, although this is possible using either memory to memory replication or database
persistence.

For this reason, the plants application displays a warning that the session data is unavailable, and to
continue the user should start a new session.
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Start a new session by returning to the plants application homepage using browser favorites or typing
URL http://localhost/PlantsByWebSphere

6 localhostjFPlantsEvWebsSpherefpromo. jsf

PLANTS BY WEBSPHERE

Flowers Fruits & Vegetables Accessories

C@ Pdens
OJI} g H mm e]_ﬁ

Click a few links to satisfy yourself that you can continue to use the application even though one of the
application servers is being restarted.

At the admin console for the Application Server, refresh the status of the servers as shown below to
ensure that the stopped server has restarted.

Mew... | Delete | Termplates... | Start | Stop F.estart ImrnediateStop Terminate |

03

ut

Select| Mame % | Mode Host Mame > | Wersion o | Cluster Mame Statuslgl

You can adrinistar the fallowing resources:

[T | z2ruerd irmpact2012Made | irmpack20132 MWD 2.5.0.1 |PlantzByWebSphereCluster | S

[ | zeruerz impactZ013Maode | impact2013 MD .5.0.1 | PlantzBywebSpherecCluster | S

Taotal 2

Use Windows explorer to verify that the health policy actions triggered some heap dumps. By default
they are written to the JVM'’s working directory as shown below:

“C:\IBM\WebSphere\AppServer\profiles\AppSrv01”.

@ C:\ IBM' WebSphere', AppServer' profiles’, AppSrv01

File Edit Wiew Favorites Tools Help | ,'
() Back = ) - i | ) search [ Folders | & (3 X ) | [
Address IL‘:? CHIBM\WebSphere\AppServerprofilest AppSrvol j =1 Go
Falders X || MName | -
El afiles ;I heapdump.20130108.082850.1?64.DDUI.th
[ lib heapdump.20130108.082854.1?64.0002.phd
£ links Eheapdump.20130108.082901.1?64.0003.phd
) logs orbkrc, 14012013,0629,06,Ext
(5 optionalLibraries orbkrc,03012013,0817.55.kxt
() plugins orbkrc,08012013,0639,50,Ext
= 5 profiles orbkrc, 10012013,0843.35.kxt
= 3 [appaErvni orbbre, 10012013.0842 .31 bk
. N m mebbes 100120172 (221 27 buk
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Note:

In the next section, these heap dumps will be used to diagnose the memory leak. While they represent a
Java heap that was only 85% occupied, this should be sufficient to identify the objects that have
contributed to the memory leak.
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Part 7: Using ISA and the Memory Analyzer to Analyze a Heapdump

Note:

IBM Memory Analyzer is a powerful and flexible tool for analyzing Java heap memory, using heap dumps
or system dumps.

ISA 5.0 provides three ways to use this tool — HTML report, web interface and desktop tool. This lab will
demonstrate all three.

You will use the heap dumps generated in the previous section. However, as every heap dump is different,
you may see some slight variation from the screenshots in this lab document, e.g. exact number of bytes
for the object size or number of objects in a data structure etc.

If you prefer, use the ready made heap dump in “E:\Impact lab files\heap dumps” — this files has
previously been opened by Memory Analyzer which creates “index files”. Using these files will slightly
reduce the amount of time required to complete the lab — it’s up to you.

Launch the browser and use the bookmarks to load the ISA web interface.

%) IBM Support Assistant - Mozilla Firefox
File Edit ‘“iew History Bookmarks Tools Help

| :: IEM Support Assistant | + |

6 @ localhost: 10911 fisaS/indes:, bkl W c

'-.'V Google ,_| #

Cases b | v Scan this Case | | @ = | | Global Filter - Off | =

= iy . ;|
= Files 4 Tools Ui Reports | BBl Owverview 18 Symptoms @ Global Knowledge Base Matches Data Collector

|. & Tree Yiew |z||[:| Q@

Narne Filter [ | Filter peset

[ame Symptoms Knowledge Ba  First Ti tam) Last Ti tam) Size Type Modified (PST)

Mavigator

Create a new case by clicking the Cases button, and then Add.

— _'ﬁ
5,'1_ w]}l LI

Cases [k |
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IBM Suppdrl*.&.ﬁs};t'ant

ase Management
-_—
Caz * | Summary

oao Example Caze

oo Testing

Case ID:

Summary:

Description:

Complete the summary and description, click the green tick.

Case ID: [Mew]

Summary: FlantsByWebSphere OQ0OM

Description:

In out of memory condition for the plantsCluster{

Shrink the cases dialog by clicking Cases.

bal Knowler

Knowvledige B
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Case Management
| Add | | Delete |

Cam =~ SUmmary
oooa Example Caze
oom Testing

oooz lab caze 1

bal Knowle

Add one of the heap dumps to the case by dragging the file from Windows Explorer to the ISA case.

The location of the heapdump file is:

C:\IBM\WebSphere\AppServer\profiles\AppSrv01

Cases b | [0003] PlantsByWebSphere QoM b

F2 Files | 81 Taols | b Reports | [E overview | &5 symptoms | Glabal knawledge Base Matches Data Collectar

‘_ = Tree View ‘:HD CASE:0003/*

Add files... ©r drag fil :
(St AL Marne Filter [ 5 | Eilter Reset
BT Name Symploms | Knowledge Ba First Tmestam{ Last Timestam| Size
[ o003 &

ZI heapdump.20130117.005630..

Wisw  Favorites  Tools  Help

[ Scan this Case | | @ ~ || clobal Fitter - off

profilerCyclesBetweeniaves=15 e
code cache

Ee=Mar kSweepCompact
load protection is enabled.

r cell impactz0l3Cell is { arfml
listening on host % (IPw4) port
Service has started chain WCInt
Q Service has started chain Hoopo
listening on host * (IPv4) port
Service has started chain Httpl
Service has started chain WCInt
Service has started chain SOAP.
Type Modified (PST) Service has started chain SOLP.
Service has started chain SOAP.
Service has started chain SOAP.
iner startChains 3RVEO3231: The
iz starting the Schedulers.
has completed starting the Sche
successtul ly

QbBack - S - (T | - search | Folders ‘ & 3 X 6 | ==

Address |E| C:\Impact lab Files\heap dumps

Folders

() laFiles
Db
153 links
1) logs
() optionalLibraries
) plugins
1) profiles

Build ID: 5.0.0.0_BetaZ_20121016-1403

X Mare -~ Swzel Type

= heapdurmp. 20130117 005656, 13,625 KB PHD File
hEapdumD.ZDISDl17‘005652..‘ 13,612 KE  PHD File
heapdump, 20130117, 005642, ., 13,612KB  PHD File

heapdump.20130117 .005643..
heapdump. 20130117 005637,

13,759 kB PHD File
14,053 KB PHD File
14,326 KB PHD File

hﬂ Successfully added the following (click this notification to ‘

hide):

. ® heapdump.20130117.005630.5356.0001 .phd

| [0003] PlantsBywebSphereQoM

Cick the yellow box to dismiss the message

| Scan this Case |
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Note:

To make an initial assessment of a heap dump, it can be convenient to run a report on the ISA server. This

avoids the need to download the heap dump or system dump to a local workstation. In the next steps you
will generate a HTML leak suspects report.

Launch.

Caszes Pk | [0003] FlantsByWebSphere QOM

=] Files 51 Tools | lln Reports

- Enter keyword | Filter Reset

| Sort By: laz | Tag: all Tags

is Garbage Collection and Memory
Visualizer (GCMV) [Desktop]

=is Garbage Collection and Memory
Visualizer (GCMV) [Report]

r Health Center
T Heap&nalyzer [Desktop]

Memory Analyzer [Desktop]

r Memory Analyzer [Report]

'} Memory Analyzer Web Edition [Web]

Ensure the relevant case is selected, then choose Memory Analyzer Report from the tools tab. Click

Overview 3% Symptoms ﬁl Global Knowledoe Base Matches

|
v

V¥ o
v O
% O
v O
¥ lin
o

Memory Analyzer [Report]

ﬁ Launch @Tu:u:ul Help

I8M Monitoring and Diagnostic Tools for Jave
Memory Analyzer iz a feature-rich Java heag
This tool is provided in three versions:

® 5z 3 report generating version that re

® 5c an interactive GUI version running
® an interac...
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Problem Analysis

Run Memory Analyzer [Report] (Version
1.2.0. 201208221 220)

Input Files and Folders *

| | | Browse .

Parameters

Parameter Description Value

Reportl Leak Suspects Generate Leak Suspects |+

Report2 Top Components (zenerate Top Components |+
rt 3 e.qg.

Report3 0 i

org.eclipse.mat.api:overview
Reportd Additional reportfoption

keep unreachable garbage

lkeep_unreachable_objects ot TR e

D not use any existing

reparse ; 2
indexes from a previous run

Run as background task: L

. Subrmit | | Cancel

Click Browse and select the heap dump in this ISA case.
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Froblem &nalysis

R
1

Ii

Ig

R

Select a File

[ 0003

A |Z| heapdump.20130117.005630.5356.0001.phd :

QK Cancel

Click OK (but don't press Submit yet)

Note:
The reports to run are already selected.

The leak suspects report is a key feature of Memory Analyzer. It has capabilities to look for probable
memory leak suspects including large objects or collections of objects that contribute significantly to the
Java heap usage, and displays this information in the form of a pie chart.

The top components report outlines the top memory consumers, i.e. the object at the top of the 'tree' which
is responsible for keeping other objects alive in the heap. Top consumers are not necessarily the cause of
memory leaks, but could provide information on potential memory inefficiencies in the components.
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The Top Components Report is not required for this lab, so de-select it.

FProblem &nalysis

1.2.0.201208221220)

Input Files and Folders *

Run Memory Analyzer [Report] (Version

|/ISABBetal/ISARisa/cases/ 1003/ heapdurnp.20130117.005630 5356.0001 phd

¥alue

Generate Leak Suspects |+

Browse |

; Mo Top Components repart |

FParameters

Parameter Description

Reportl Lealk Suspects

Report2 Top Components

Report3 E?’E?erglﬁpsé?l:nat.api:Dverview
Reportd additional reportfoption

keep unreachable garbage

keep_unreachable_objects objects in the heap

Do not use any existing

reparse . -
P indexes from a previous run

Fun as background tasl:: .

Click Submit.

Cases b | [0001] PlantsByWebSphere -

| submit | | Cancel |

submitted.
Go to output folder

EE] Files (51 Tools || lin Reports E Overview lE Symptoms ﬁl Global Knowledge Base Matches Data Collector

Click the yellow box (not the link) to dismiss it, then click the reports tab.

EB The Memory Analyzer [Report] tool request has been -
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IBM Suppcrl—Ass‘ihs-iant Got Feedback? | Help

Cases P ‘ [0003] PlantsByWebSphereO oM - [ Scan this Case | [0 - | Global Filter - Off |+

- - X |
Files =1 Tools =l Owverview sﬁ Syrnptorns ﬁl Global Knowledae Base Matches Data Collector

o Entar keyward | Filter Reset

\smsy: 12 16 |

%

The Reports view provides access to reports generated from tool executions.

Select a report from the list to view the report contents.

Note:

The Memory Analyzer tool running on the ISA server will parse the heap dump, and generate the
requested reports. This takes a few moments so please be patient.

Click refresh icon until the report is listed and the green tick appears. This can takes around three or

four minutes so please be patient.

Q IBM Support Assistant

Cases kb | [0003] PlantsByWebSphereOOM

— i . 4
Files 1 Taaols lln Reports | [E Overview 3% Syrmpl

o Entar keyword | Filter Reset

| sortay: |8, & | &

2 Memory Analyzer [Report] TATH301:5724
heapdump 201 3011 7 005630 .5356.0001 phd

Select the report, then click the Leak Suspects Link as shown below.
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-

=] Files (51 Toals Uls Reports | 15 Owverview 38 Symptoms @l Global Knowledge Base Matches Data Collector

% Enter keyword | Filter peset Memory Analyzer [Report]
| sortay: |3 16 | O O8 b
&) Memory Analyzer [Report] AMTHI01:37:24

heapdump 20130117 005630 5356 0001 phd

Dump f£ile
/ISA5BetaZ/ISAS/ isa/oases/0003// heapdunp . 20130117, 005630.5356.0001 . phd

Metadata file

Options
—output_folder="/DOCUME~1/ADMINI~1/LOCALS~1/ Temp/ 1/ com. ibm. java. diagno

Memory Analyzer wersion: 1.2.0.201208221z2z20

Analysis completed: January 17 2013 01:37

® Reportf heapdump.20130117.005630.5356.0001 Leak Juspects

® Log file(standard out stresm): £0117.013534.421553. log

# Log file(standard err stream): t£0117.013534.4215853-err. log

=] Files 8 Tools Ul Reports E overvisw 38 Syrnptaormns ﬂ Global Knowledge Base Matches [rata Collector

3 Enter keyword Filter Reset Memory Analyzer [Report]
| sortapr 1B & | & 0 a8 il

@ Memory Analyzer [Report] 2813071414

heapciump 201 30201 085755 9312.0001 phd e

Leak Suspects
System Overview

~ Leaks &
« Overview

(a) 467 ME

B (=) Problem Suspect 1

|:| (k) Remainder
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Examine the overview pie chart. It indicates that a problem suspect occupies around 40Mb of the
total heap occupancy. The exact statistics in your heap dump may vary.

- Overview

(a) 467 MB

. (@) Problem Suspect 1
|:| (k) Remainder

(k) 477 ME /

Total: 94.4 MB

Scroll down to examine the detailed description. It identifies an object called ShoppingBean which
responsible for a large percentage of memory, and that a single HashMap$Entry[] is involved.

+ @ Problem Suspect 1

The class "com.ibm.websphere.samples.pbw.war.ShoppingBean", loaded by

" system class loader>", occupies 49,004,464 (49.48%0) bytes. The memory is
accumulated in one instance of "java.util.HashMap$Entry[]" loaded by "<system
class loader>",

Keywords
corm.ibm. websphere, samples. pbyw . war. ShoppingBean
Jjava.util. HashMapfEntry[]

Details =
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Note:

The object syntax “HashMap$Entry[]” refers to a HashMap object that contains an array of type Entry. The
dollar symbol indicates that Entry is an inner class of HashMap. This appears to be the JVM's internal
representation of a data structure used in the Plants application code.

Click on the Details link to display the shortest paths to an accumulation point.

Note:

An accumulation point is simply a reference in the chain that is suddenly responsible for keeping lots of
heap space alive. In this case, the single HashMap at the top of the table has been identified as the single
object that is responsible for the large accumulation of further objects.

The shortest path to this accumulation point shows what is responsible for keeping that accumulation
object alive. In this case an instance of the ShoppingBean class references the HashMap$Entry[].

+ Shortest Paths To the Accumulation Point

Class Name Shallow Heap Retained Heap
[ iava.util.HashMap$Entry[131072] @ 0x67220b0 524,304 40,924,304
L iava util HashMap @ 0x36d3fc0 48 40,924,368
LM jiava.util HashSet @ 0x36bchad 16 40,924,384
-] 80 40,924,464

class com.ibm.websphere.samples.pbw.war.ShoppingBean @ 0429484e8 System Class ' '

Scroll down to view the accumulated objects.
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= Accumulated Objects

Class Mame Shallow Heap Retained Heap Percentage
class com.ibm.websphere.samples.nbw.war.ShoppingBean @ 0x29484e8 50 4b.5z4.464 44.57%
fm[liava.utilHashSet @ 0x36bchad 16 40,924,384 44 .57 %,
f..[Jiava.util HashMap @ 0x36d3fco a8 40,924,368 44,57%
b [[jiava.util. HashMap$Entry[131072] @ 0x67220b0 524,304 40,924,304 44.57%
:-----|__L1'a\-'a.uti|.HashMa|:$Entr\r @ 0x322c1bo 24 5,656 0.01%
jawa.util. HashMap$Entr OxZabbbfa 24 5,656 0.01%
java.util.HashMap$Entr OxZe2afls 24 4,848 0.01%
f-----uiava.utiI.HashMap$Entrv @ 0x3158810 24 4,548 0.01%
. [Jiava.util HashMap$Entry @ 0x32f4410 24 4,848 0.01%
f-----|__L1'a\-'a.uti|.HashMa|:n$Entr\r @ 0x34040f0 24 4,548 0.01%
jawa.util.HashMapdEntt 0x3932fb0 24 4,548 0.01%
:-----|_£1ava.uti|.HashMap$Entrv @ 0x3d46528 24 4,548 0.01%
:-----uiava.utiI.HashMaD$Entrv @ 0x3e31c0s 24 4,648 0.01%
E-----|__L1'a\-'a.uti|.HashMa|:$Entr\r @ 0x3fec28s 24 4,548 0.01%
java.util.HashMap$Entry @ 0x3ffedan 24 4,548 0.01%
b [ Jiava.util HashMap$Entry @ 0xd 200588 24 4,348 0.01%

Note:

This view shows the objects referred to by the HashMap$Entry[] accumulation point. You will see the
HashMap$Entry[] contains entries that total approximately 40Mb or 44% of the occupied heap space.
Each object is around 4Mb or more in size. Only the first 20 entries from the HashMap$Entry[] are shown
in this report.

Shallow heap refers to the size of an individual object in isolation, and retained heap includes all the
objects that are referenced (and kept alive) by that object.

Scroll down to view the “Accumulated Object by Class” table.

- Accumulated Objects by Class

Label Mumber of Objects Used Heap Size Retained Heap Size
lava.util. HashMap$Entry
First 10 of 37,170 37,170 §9:2,080 40,400,000
obijects
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Note:

This shows the total number of objects referred to by the HashMap$Entry[] accumulation point, in this case
over 37,000 objects with a retained size of over 40Mb. The exact statistics in your heap dump may vary.

Diagnosing the memory leak would require further analysis of the HashMap$Entry[], to determine exactly
what is stored in that data structure. However, the Memory Analyzer Report is static and it is not possible
to follow the links to examine the chain of references between the objects. To facilitate this, either the
desktop or web version of Memory Analyzer could be used. In the remainder of this lab section the web
version will be used. In the final section of the lab, the desktop edition will be used.

Click the ISA Tools tab. Select the Memory Analyzer Web Edition. Click Launch.

Cases b [0003] PlantsByWebSphere oM -
=| Files 51 Tools lln Reports =l Overview &U Symptoms ‘[‘il Global Knowledge Base Matches fif Data Collector
| %% Enter keywaord | Eilter Reset

Memory Analyzer Web Edition [Web]

|Son‘5y: 13 |Tag.‘ all Tags - | (1) Taol Help

=z Garbage Collection and Memory %(‘, =

vt
Visualizer (GCMY) [Desktop]

'i‘ Garbage Collection and Memory v IamM Monitoring and Diagrnostic Tools far Izua(TM) - Memaory Anal
Visualizer (GCMY) [Report] =

. Memory Anafyzer is 5 feature-roh Jauve heap analyzer that helps

I Health center + @

r HeapAnalyzer [Desktop] ‘9}? This tool is prowvided in thvee versions:

r Memory Analyzer [Desktop] w

® 35 3 report generating version that reads the qump, boild:

. — ® 35 30 interactive GUT version running on the deslitop
T Memory Analyzer Web Edition [Web] “’? & {mare)
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Memory Analyzer Web Edition [Web]

Launch Tool Help

IBM Monitoring a0 Problem analysis X

Mernary Analyzer

Run Memory Analyzer Web Edition [Web] (Version
s oot oo 1 1.0,201203301819)

®* 355 repord

. _ Input Files and Folders *
g5 0 fnten

(roore) | || Browse |
Tags: Web-b Hrea:
Restrictions: | submit | | Cancel |

¥ [TE o0l SUpports only GNe USeF SE5510M PEF DFOWEET,
®* Sorme links in the exported or downloaded reports will not wark when reports are opened outside the tool.

On the “Problem Analysis” window that pops up as shown above, Click Browse and select the same
heap dump in the ISA case as shown below. Then, Click OK.

Select a File X

- [ 0003
+ [T heapdump 20130117 005630 5356 0001 phd-analyzer_|S4_PD

| [E’heapdump.20130117.005630.5356.0001.phd

Click Submit. The browser window may remain blank for a few moments.

FProblem &nalysis X

Run Memory Analyzer Web Edition [Web] (VVersion
1.1.0.201203301819)

Input Files and Folders *

||.’IS.J-‘~.5EEetaEfISAEfisajcasestDDEIheapdump.Em3EI11?.DDEESD.5355.DDD1.phd Browse |

| Submit | | Cancel |
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%) Eclipse Memory Analyzer - Mozilla Firefox

Fle Edt Yiew Hstory Bookmarks Tools Help

Plants By WebSphere Shopping X I wWebSphere Integrated Solutions Consale | 0003 - IBM Support Assistant 5,0 : Eclipse Memary Analyzer x I + |

= & impact2013: 1091 2{mat/mat ?startup=ora.sclipse.mat.ui, rep, applicationfmainInputFile={15ASEet a2,/15A5 isafcases {0003 heapdump 201301 17,005630,5356,0001  phdoutput Folder ={1545Bet a2/ 1545 isafcases 0003 heapdump, 20 (<]

onitoring and Diagr C Me Edition - 1.1
Edit Window Help
E\ Inspectar 2

Opening...

Parsing heap dump from “ISASBeta2\ISASY sa\cases 0003V eapdump. 20130117 .005630 5356.0001 . phd"

| cancel |

Parsing heap dump fraom "y I eta2y] isal \ vheapdump

& Attributes| » &

Type  MWame Walue Processing DTF) Image from
fil....20130117.005630.5356.0001 phd

Always run in background

Rurn in Background Cancel Details ==

Wait for the heap dump to be parsed, this time the operation will be quicker as Memory Analyzer 'index
files' already exist on the filesystem from the previous analysis.
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Getting Started ‘Wizard

Getting Started

Choose one of the common reports below, Press Escape to close this dialog,

Leak Suspects Report

Automatically check the heap dump for leak suspects, Report what
| objects are kept alive and why they are not garbage collected.

Component Report

Analyze a set of objects for suspected memory issues: duplicate
strings, empty collections, finalizer, weak references, etc,

Re-open previously run reports

Existing reports are stored in ZIP files next to the heap dump.,

| Show this dialog when opening a heap dump.

Cancel

Select the Leak Suspects Report to generate the same report you generated previously with the
Memory Analyzer Report tool. Click Finish.
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aetalaance 2003000020 23se Moo i

iom e o ME -8 - Q)

i Overview ?3, default_report org.eclipse.mat.api:suspects X

Leak Suspects

Leak Suspects

System Overview
~ Leaks &

+ Overview

t5) 39 ME

B (=) Problem Suspect 1
D (b) Remainder

Click the details link and scroll down to the “Accumulated Objects” table.

To determine what is stored in each of these HashMap entries, click the accumulation point link, i.e.

the HashMapEntry with the array icon o

+ Accumulated Objects

Class Mame Shallow Heap Retained Heap Percentage

class camn.ibm.websphere.samples . pbw.war.ShoppingBean @ 0x2957bel a0 49,004,464 49.48%
E-----|:liew'a.uti|.HashSEt @ 0x3965258 16 49,004,384 49.45%
5-----D1ava.utiI.HashMan @ 0x3af9e20 43 49,004,368 49 48%
| s tava,.util HashMapsEntry[131072 0x3872a60: | 524,304 49,004,304 49.48%

o [ Jlava.util HashMap$Entry @ 0x3f19510 24 6,46 0.01%
b [iava.util HashMap$Entry @ 0x317d536 24 5,656 0.01%

;-----Diava.utiI.HashMaD$Entr\r @ Ox3agf400 24 5,656 0.01%

http://www-01.ibm.com/software/support/acceleratedvalue/



IBM Software Accelerated Value Program !ﬁfﬂgjgmg

Note:

The left Inspector panel show details for the HashMap, including its attributes as shown below.

@ 0x3572a60 -
[0 HashMap$Entry[]

tH java.util

Je] class java.util.HashMap$Entry[] @ Ox621048
@Sjava.lang.object

ddl java.lang.ClassLoader @ 0Ox0

11 524,304 (shallow size)

;[0 49,004,304 (retained size) -
Statics Punglam=ty —lass Higrarchy | Walue -
Type  Mame Walue

ref [O] java.util.HashMapfEntry @ Ox4fdfo =

ref [1] java.util.HashMap$Entry @ Ox6747
ref [2] java.util.HashMaptEntry @ 0x67 43
ref [2] java.util.HashMap$Entry @ 0x5328
ref [4] java.utillHashMap$Entry @ Ox41d5
ref [5] java.util.HashMap$Entry @ 0x67 48

Right click the object reference in the Inspector tab, and select List Objects->with outgoing
references to display all references from the selected HashMap object.

Note:

There are other more advanced ways to view outgoing references such as “Immediate Dominators” which
can help simplify the chain of references by showing only the most significant references, i.e. only those
that keep an object alive in the heap.
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i bl e -

fy Dw32872a60
[@ Hashmapgg| LSt abjects »| L4 with outgoing references
B java.uti Show objects by class ¥ | [F] with incoming references !

' k2 Path To GC Roots b -
del class java.u %= Merge Shortest Paths to GC Roots » 1 : .’a'h .
%java,lang,o Java Basics , class com.ibm.we
[ javalang.c| Java Collections r

Leak Identification 3 Accumulated Ob

1) 524,304 (sH _ . ¥
N %Immedmte Dominatars
+049,004,304 = ooy Retained Set N class Name
Statics CDD'!I.- » -~
LB LA Sear':h Queries... class coribrn.webspk
ref rol Tava. O Has Ao s ey o Uxdfdfal = .

Expand the top level HashMap object to show the thousands of entries that compose this HashMap.

12 heapdump 20130314.043611.6588.0001.,phd ¥

ioml R od | MEl v v E vea M

i O\rer\riew| default_report org.eclipse .mat.api:suspects [l s sRalBlas sl alsWe=1i=1a=1a1"=tT0.1
Class Mame
X <Regex>

[} java.uti.HashMap$Entry @ 0x2eB803d80
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12 heapdump.20130117.005630.5356.0001.phd £

im R owdE -G |QE S A

Class Mame
[} [6128] java.util HashMap$Entry @ Dx2dSf06

[} [24127] java.util HashMap$Entry @ 0x2d5f3
[} [1428] java.util HashMap$Entry @ 0x2dSfah
[} [20006] java.util.HashMap$Entry @ 0x2dSfa
[} [10747] java.util HashMap$Entry @ 0x2d5fd
[} [14289] java.util HashMap$Entry @ 0x2d6007
[} [6140] java.util HashMap$Entry @ 0x2d602¢
[} [20009] java.util.HashMap$Entry @ Ox2da60¢
D, [29462] java.util HashMapfEntry @ Ox2da0l
[} [20010] java.util HashMap$Entry @ Ox2d60c
[} [6142] java.util HashMap$Entry @ 0x2d613:
[} [20011] java.util.HashMap$Entry @ Ox2d61¢
D, [29464] java.util HashMapfEntry @ Ox2dE1Y
[} [10730] java.util HashMap$Entry @ Ox2do1f
[} [20014] java.util HashMap$Entry @ Ox2d62:
[} [6143] java.util HashMap$Entry @ 0x2d626(
D, [15340] java.util.HashMapfEntry @ Ox2dG62Y
[} [24648] java.util HashMap$Entry @ Ox2d62¢
[} [24649] java.util HashMapfEntry @ Ox2d62f
7 Total: 25 of 37,171 entries

i Overview default_report org.eclipse.mat.api:suspects
Shallow Heap Retained Heap

24 508
24 1,616
24 208
24 208
24 508
24 1,616
24 208
24 208
24 508
24 1,616
24 208
24 1,616
24 508
24 505
24 208
24 208
24 508
24 505
24 1,616

Scroll down and display some further entries by right clickin

g the “Total” and selecting “Next 25”. The

“Expand All” option is likely to take some time so avoid clicking that.

[} [246468] java.util HashMap$Entry @ Ox2d62¢
[} [24649] java.util HashMap$Entry @ Ox2d62f
m Total: 25 of 37,171 entries

Columns... 3
& Mavigation History & +Mext 25
io - +Custom expand
weryiewPane [+ Expand al

[ T

' " ' "

24
24

-
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Expand one of the HashMap entries. Notice that the HashMap entry refers to a ShoppingContainer

class in the plants sample (you will need to adjust the column widths).

[} [20011] java.util HashMap$Entry @ 0x2d61640
@ <classe class java.util.HashMap$Entry @ Ox6a1920 System Class
D cum.ibm.Websphere.SampIES.pbw.War.ShDppingBear‘Ii;ShuppingContainer @ Ox2d61658
[} java.utilHashSet @ Ox26bchas
[} java.util HashMap$Entry @ Dx6720dde
Z Total: 4 entries

24
20

16
24

1,616
80

784
40,024,384
508

Note:

The class name “ShoppingBean$ShoppingContainer” means the “ShoppingContainer” class is an inner

class of “ShoppingBean”.

This ShoppingContainer object is responsible for keeping 784 bytes alive in the heap. The HashMapEntry
actually keeps 1616 bytes alive in total, including the ShoppingContainer. All the other HashMapEntry
objects in the list follow an identical pattern. The exact statistics in your heap dump may vary.

Try expanding another HashMap entry. Their retained heap may vary, but they always contain a

ShoppingContainer of the same size.

[} [1488] java.util.HashMap$Entry @ Ox2dSfabo
Jdek =class= class java.utiHashMap$Entry @ 0x5a1920 System Class
[} com.ibm.wehsphere.samples.phw war.ShoppingBeantShoppingContainer @ Ox2dSfaes
[} java.utilHashSet @ Dx3sbchas
Z Total: 2 entries

24
a0
16
16

a0
500

40,924,354

Note:

You have established that objects from the plants sample seem to be involved with the memory leak - a
ShoppingBean is referring to a large HashMap that contains many instances of ShoppingContainer. Let's

look at the overall footprint of the entire plants sample.

. . .
Click on the icon on the Memory Analyzer toolbar to open a histogram.
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12 heapdump 20130117.005630 53560001 phd!

im e -&-(Q[H-E -S|

i Overview| default_report Drg.eclipze.mat.api:SUSpects| [ list_objects [context] Histogram
Class Mame Objects = Shallow Heap etained Heap

}—P::Regex:b <Mumeric:= <Mumeric: | <Mumerics

{3 java.lang.String 188,812 4,531,488 == 19,011,568

@ charl] 166,359 17,639,112 == 17,639,2=

& java.util.HashMap$Entry 117,958 2,830,992 == 45,496,444

@ byte[] 54,042 42,619,192 == 42,619,2E

& com.ibm.websphere.samples.phs 50,000 200,000 == 329,200,0%

Type “com.ibm.websphere.samples.pbw.*” in the “Rege>§: filter box and press the Enter key. The
Regex filter box is the first line of the table, starting with the icon ri=Rege:s

& heapdump 20130117,005530,5356.0001 phd &

il TwE-&- QBB G &
i Overview| default_report Drg.ecIiDSB.mat.api:5u5pen:t5| (4] list_objects [context] Histogram

St Ohjects fallow Heap~ etained Heap
IITI.ibITI.WEbSDhEI’E.SEFﬂD|ES.DbW.*lm “Mumerics -=::r'-l|_1rr|Eeri|::::=.

byte[] o4,042 42,619,192 == 42,619,28
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2 heapdump.20130117,005630.5356.0001 phdl &2

iom P E R FE T

i Overuiew| default_report Drg.eclipze.mat.api:zuspectz| (4] list_objects [context] Histogram x

Class Mame
com.ibm.websphere.samples.pbw *

& com.ibm.websphere samples.phw . war.ShoppingBean$sh
& com.ibm.websphere.samples.pbw.jpa.Inventory

& com.ibm.websphere samples.phw . warProductBean

& com.ibm.websphere.samples.phw.eijb.Cataloghgr

i com.ibm.websphere. samples.pbw . warShoppingBean

@ com.ibm.websphere.samples.pbhw . war.ShoppingBean_t§.
& com.ibm.websphere.samples.pbw.ejb El1SLocalNSLC atalo
& com.ibm.websphere samples.pbw.ejb.ShoppingCartBean
& com.ibm.websphere samples.phw jpa.Orderltemn

& com.ibm.websphere samples.pbw . warImageSerylet

& com.ibm.websphere samples.phw jpa.Order

® com.ibm.websphere. samples.pbw . jpa.Supplier

@ com.ibm.websphere.samples.pbw.ejb.ShoppingCartBean
& com.ibm.websphere.samples.pbw.ejb.EISLocalNSFShoppi

& com.ibm.websphere . samples.pbw.ipa.Orderltem$PE

Ohjects = Shallow Heap Retained Heap

<Mumericz| =Mumerics <Murmnericz
20,000 200,000 == 39,200,02C
13 1,040 == 862,936

1z 192 == 863,018

5 20 == 160

1 32 == 41,787,587

1 40 == 048

1 24 == 328

1 24 == S04

1 G4 == 176

1 16 == 495

1 120 == 480

1 43 == 152

1 16 == 215

1 24 == 424

1 24 == 128

Click the Retained Heap column heading to order the table by the largest retained heap.

'2 heapdump.20130201.085755.9312.0001.phdl

iM% wE-&-QHF-E | E

i Over\fiew| default_report: Drg.eclipse.mat.api:zumec:ts| [a] list_objects [context] M

Class Mame
= . *com.ibm.websphere.samples.pbys. *

& com.ibm.websphere. samples . pbw . warShoppingBean

& com.ibm.awebsphere . samples.pbw . warshoppingBeanshoppin
® corm.ibm.awebsphere samples.pbw warProductBean
& com.ibm.websphere. samples . pbw.jpa.Inventory

& com.ibm.websphere. samples . pbw . utils Ul

& com.ibm.websphere samples.pbw. warShoppingBean_$$_java:

Ohjects Shallow Heap kained Heap
<MNUMmErcs “Mumerics i

1 32 »= 49,867,587
60,000 960,000 == 47,040,08
12 192 == 863,016

13 1,040 »= 862,936

0 0 == 4,016

1 40 == 548
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Note:

In this heap dump there are 60,000 instances of ShoppingContainer with a shallow heap of 9Mb and a
retained heap of 47Mb. The cause of this memory leak is becoming increasingly clear, and it seems only
the ShoppingContainer and ShoppingBean classes are involved. The exact statistics in your heap
dump may vary.

Optional Steps:
Double click the desktop shortcut for ShoppingBean.java to inspect the programming error.

ShoppingBe. .

Click “Edit->Find” and search for “ShoppingContainer” to locate the definition of the inner class.

Click “Edit->Find” and search for method “deliberateMemorylLeak”, click “Find Again”.

Note:

You will find method “deliberateMemorylLeak” adds 10000 instances of the ShoppingContainer inner class
to a static HashMap every time the wheelbarrow image is clicked. The constructor of the
ShoppingContainer class fills a pointless array of size 750 bytes. This is the source of the memory leak.

http://www-01.ibm.com/software/support/acceleratedvalue/

83



IBM Software Accelerated Value Program !ﬁgﬂgj?@@

private wvolid deliberatelMemorvLeak{) {

sgo—_-—_—
S User clicked on the wheelharrow, let's £fill it with a

A4 memory leak.

f -
Jystem.out.printlnf == ISTLRTING MEMORY LELE"}):

int LEAE 3IZIE = ;

for {int i1 = 0O; i <« LEAK 3TZiE; i++}) {
leakObhiject.add{new ShoppingContainer{}:

System.out

.println{==> Aidded
+ LEAE 3IZE
+ " obhjects to memory leak. The leak now contains *F
+ leakChiject.zsize() + " ockhject=s. ")

Jystem.out.printlnd "==> ENDING MEMORY LELE™) :

clazz ShoppingContainer {

priwvate byte[] array;
ShoppingContainer({) {
array = new hbvte[ 1:
Lrrayvs.fill{array, {(bvte) |
X
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Part 8: (Optional) Using the IBM Extensions to Memory Analyzer for
Further Memory Analysis

This part of the lab as the title indicates is optional. However, this is available for you to do as time
permits.

Note:

“IBM Extensions for Memory Analyzer” have been installed into ISA. These were initially released by
IBM via the IBM Alphaworks site. They are now integrated with ISA 5 and have become a very useful
extension to the Memory Analyzer tool. They provide IBM product specific analysis of heap dumps by
applying knowledge of the internal data structures of the IBM products into useful reports. For example,
there is a WebSphere Application Server report to view the size and other details of the WebSphere
objects in the heap dump that hold the HTTP sessions. This enables the Memory Analyzer tool to be used
for more than just diagnosing memory leaks. Most of the IBM extensions require the additional data
only available in a full system dump, as opposed to a Java heap dump.

A heap dump is a dump of the state of the Java heap memory. This is very useful for analyzing the use of
memory by a Java application, and therefore very useful for diagnosing out of memory issues. A system
dump consists of all the memory that is being used by the JVM process; this includes the Java heap,
along with all JVM and user libraries (native memory). System dumps also contain field values of Java
objects. System dumps are often used in the diagnosis of other Java problem scenarios such as crashes,
as they show detailed information about the state of the JVM. Because a system dump contains all of the
memory allocated by the JVM process, system dump files can be very large.

In previous versions of the IBM SDK shipped with WebSphere Application Server, it was necessary to post-
process a system core file using a command called jextract before the system core could be used by tools
such as Memory Analyzer. However, newer SDKs do not require this jextract step. For reference, the IBM
SDKs 1.6.0 SR9 or later, or any version of SDK 1.7, no longer require jextract to be run. Atechnote in the
references sections correlates the WebSphere Application Server versions to the SDK shipped. This
shows the SDKs which do not require jextract were shipped with WebSphere Application Server 7.0.0.15
and above.

To save time, for this section of the lab, a system dump is provided in “E:\Impact Lab Files\IBM
Extensions”. The dump was generated as a result of an out of memory condition.

Close the browser tab showing the Memory Analyzer web edition, where you analyzed the IBM heap
dump.

In the ISA tab, click Tools, then select Memory Analyzer (Desktop)
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=

[ wWebSphere Integrated Solutions Console I {0003 - IBM Suppart Assistant 5.0 ¥ | ¢ Plants By WebSphere Shopping x I—

i é P localhost: 10911 fisas/findex. html# view=toolsfid=00032t oolld=cam.ibm. java. diagnostics. memory, analyzer, jws

Cases b | [0003] PlantsBywebSphere QOM -

e

E=] Files 51 Toals lin Reports | L= Owerview 3% Syrmptoms ﬁ Global Knowledge Base Matches Data Collector

B3] -
7 Enter keyword | Filter Reset Memory Analyzer [Desktop] Version 1.2.0.2012
| Sart By | Tag: All Tags A | D Launch @Tnol Help
Garbage Collection and Memory =
T Vizualizer (GCMV) [Desktop] {
'l‘ Garbage Collection and Memory v I8M Monitoring and Diagnostic Tools for Java(TM) - Memory
Visualizer (GCMV) [Report] il Analyzer
T Health Center v Memory Analpzer (s 3 fegture-yich Jars heap analyzer that
T HeapAnalyzer [Desktop] Eﬁ helps pou find memory leaks and reduce memory
- o,
T Memory Analyzer [Desktop] « 1] EORSURPHon
T Memory Analyzer [Report] 1{ [T} This toal is provided in three versions:
Memory Analyzer Web Edition [Web]
T ] Eﬁ ® 35 5 report generating Lersion that resds the Jump,
'Il Thread and Monitor Dump Analyzer Eﬁ bLuilds some index files and generates some zioped
(TMDA) [Desktop] HTMEL reporis,
'll Thread and Monitor Dump Analyzer 2 iy ® 55 an interactive GUT version ronning on the deskiton
(TMDA} [Report] o ® 55 interac...
-l- WebSphere Application Server g?
Configuration Visualizer Al frore)

Click Launch, and then at the Run Memory Analyzer[Desktop] version pop window as shown below
Click Submit.
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3

Reset Memory Analyzer [Desktop]
Launch Tool Help
Problem analysis 4
Run Memory Analyzer [Desktop] (Wersion
o 120 )
This tool is a desktop application. It will be launched using Jawa web Start and will run on your
workstation. Using the tool with files associated with ticket will require that yvou have access to the files
from the workstation, If a file is located on a remote server, vou can download the file to a local file
bl G systern location or access the file through a shared storage area. Any existing local file maw also be
- accessed by the tool,
T e
) In some cases, analysis of files on your workstation zan noticeably degrade performance of other
= “fd‘ applications running on your workstation.
55 B Srobisr
Click '"Submit' below to begin.
as inputi

Cancel

——oTTTrOT TS T TS

- = T
® 5 jextracted Jawva 1.4,

o
2 dump file (*.sdff): (e.g. core.200580514.143839.5904 txt.sdff)
® 5 durmp file and the associated =ML file from jextrackt (* . dmp and *.dmp.xml): {e.g0 core. 2008051

Wait a few minutes for the Memory Analyzer Desktop tool to launch. Once launched you will see the

following window. (If the window is not visible, select the IBM Monitoring and Diagnostic Tool on the taskbar

at the bottom of the windows desktop to bring up the tool.)

O IEM Monitoring and Diag. .. | J J (7] J ’E

@ 1BM Monitoring and Diagnostic Tools for Java - Memory Analyzer

=1
Eile Help - Yiews

5 | (5 Memory analyzer

E‘\ Inspector 33] 4:{) = 0O =0
Skatics | Attributes | Zlass Hierarchy | Yalue | rd
Tvpe I Mame I Yalue
[EF Maotes 2 | Bit Mavigation Histary =0
=l
all | G2j =l L

|| =omofsat @ |
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Click File->Open heap dump.

ad @ 16M Monitoring and Diagnostic Tools for Java - Memory Analy
e | File Help - Views
= Exit

Preferences -
- ‘g T 0

5

ﬁ Open Heap Dump, ..,

Navigate to the system dump in E:\Impact Lab Files\IBM Extensions\.

Open Snapshot 2 | x|

Look i |25 IBM Extensions j (& N5 e
My Recent Documents
é? Desktop
B My Documents )
";J My Computer on_Anal. zip
A 3% Floppy (4:)
g Local Disk [C:)
: L4 CD Diive D)
Diesktop e Impact 2013 Lab Files [E:)
5 Impact lab files

. ) viersions
\:J by Metwark Places

My Documents

iy Conputer

‘ LT
L File name: I j Open
F
[

Cancel

Files af hope: I.-’-‘AII K.nown Farmats

It

Select the dump file labeled core.20130303.050212.7744.0001.dmp and click Open. Please be
patient, parsing a system dump can take some time. Approximately 3-5 minutes may pass with little
nothing reported by the progress bar.
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@ IBM Monitoring and Diagnostic Tools for Java - Memory Analyzer o] x|
File Help - Yiews
ﬁ @ Memory Analyzer
B irspector X' | ‘2 = O|| B core.20130303.050212, 77440001 drnp 2@] = [
Opening...
Parsing heap dump from 'E:{Impact lab files\IEM Extensionscore. 20130303.050212,7744.0001 . dmp’
Statics | Attributes | Class Hierarchy ‘ Yalue | # @& Parsing heap dump from "E:\Impact lab files',IBM Extensions',co... [E[=] E3
Type [ tiame [ value \if) Pracessing DTF) Image from file E:...core. 20130303.050212.7744.0001 dmp
[ ]
Finding monitor objects missing from heap
Cancel Dietails ==
E? Motes 54 I ?ﬁ'- Mavigation History =
=
[l | v 4] v

J| 220M of 3E+SM |@ J Parsing heap dump F...1.dmp": (1% [EEE &

File narme:

Filez of wpe:

Icnle.2ﬂ1 30203.050212.7744.0001. dmp

j Open I

IAII K.niowan Farmats

- Cahicel
x| Cencel | )

On the “Getting Started Wizard” box, click Cancel to avoid generating the standard reports.
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@ I1B™ Monitoring and Diagnostic Tools for Java - Memory Analyzer

Fil= Help - ¥iews

5 | (5 Memary analyzer

[h Inspector 52 l <f;> = B3
Skatics | attributes | Class Hierarchy | Yalue | Ed
Tvpe | Mane | Yalue

Next, Click the reports icon

W

ol B L5 WEl o= O
@ Getting Started Wizard

=]
Getting Started

Choose one of the common reporks below, Press Escape ko close this dialog,
Fam

i+ Leak Suspects Report

Automatically check the heap dump For leak suspects, Report what objecks are kept alive and
why they are not garbage collecked,

i Component Reporkt

analyze a set of objects for suspected memory issues: duplicate sktrings, empty collections,
Finalizer, weak references, etc.

L Re-open previously run reporks

Existing reports are skored in ZIP Files next ko the heap dump.

Iv sShow this dialog when opening a heap dump.

= Back I [ExE = I Einish I| Cancel I

-

and select IBM Extensions->WebSphere Application Server-

>Class Loaders->Path to Leaking Application Class loader as shown below.

@ core, Z0130303,050212,7744,0001.dmp &3 l

ionl o | BEl-ER | Q)
i overview 2

'

List objects
Show objects by class
2 Path To GC Roots
Size: 133.7 MB Classes: %: Merge Shortest Paths ko GC Roots

Eclipse
~ Biggest Objects by |
Jawa Basics
5B Java Collections
1.7 MB

Leak Identification
% Imrnediate Dorninakors

"=, Show Retained Set:

lchable Obiects Histogram

CICS Transaction Gateway
Java SE Runtime
Ltilities

phere Application Server

Class Loaders
Database (JDEC)
Dynacache

HA& Manager

ication ClassLoader Leaks {deprecated)
Path to Leaking Application ers

Search Queties. ..

HTTP Sessions

Hiskary

Hung Threads
AlarmiManager

On the “Path to leaking Application Class Loaders” window, expand the classloader below by clicking on

the “+” as shown below.

@ core, 2013030305021 2,7744,0001 dmp  £3 \

il Feow [BE -S| Q| E A

i Overview Path to Leaking Application Class Loaders B2 ]

lass Mame | Shallow Heap | Retained ... -

:{=::> <Regex
'@ corn.ibm.ws classloader, CompoundClassLoader @ 0x2b9cc3s

=Murneric = =Mumeric =
180 4,024

Left click any of the class loader identified as leaking and select List Objects->with outgoing

references
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@ core, 20130303.050212,7744.0001 dmp &3 l

il R[S Q@S- A

1 Crwverview Path ko Leaking Application Class Loaders 33 ]

Zlass Mame

Shallow Heap | Rekained ...

> |

T <Regex>
=] '@ com.ibm

wZ2h0cc38

poundClassLoader @ 0

w5 classloader, Comy

<Mumeric =

<Mumeric =

4,024

T e : 3

o) o 3how objects by dass ¥ ] with incoming references

o o ks Path To GC Roots C 60 =770
@ u ?g: Merge Shortest Paths ko GC Roots 3 160 27,704
Td) o 1BM Extensions > 160 27,704
g Java Basics 3 160 27,704
@ < Jawva Cnllertinns 3 160 27,704

Expand the class loader references by clicking on the “+” as shown below.

Q core, 2013030305021 2,7744,0001 dmp  £3 \

ioml e b -& [ B s

i Overview | Path to Leaking Application Class Loaders l Q with outgoing references B2 ]
| Shallow Heap | Retained Heap

The resulting objects loaded by this class loader relates to the plants sample class

Class Mame
En <Regers =hurmeric = “Murneric =
@ com.ibr.ws. classloader, CompoundClassLoader @ 0x2b737E0 160 27,704

ELriDUtEs |

(com.ibm.websphere.samples.*) which gives a clear indication of the application that is leaking memory as

shown below.
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g core.20130303.050212, 7744.0001 . dmp &3 l = =
ioml Rl [WEI-E-|Q B -ed -]l

i Owerview |% Path to Leaking Application Class Loaders [ || with oukgoing references 532 l

Class Mame | Shallow Heap | Retained Heap | -
= @ com.ibm.ws. classloader . CompoundClassLoader @ 0x2b79780 160 27,704
E:l zclass> class com.ibm.ws.classloader, CormpoundClassLoader @ 0x12ece 19,097 19,793
|§l class com.ibm.websphere, samples. pbw.jpa. Orderltem @ 0xz26251e0 414 430
class com.ibm.websphere. samples. pbw. jpa. Orderltem$PE @ 0x2629330 299 315
class com.ibm.websphere. samples. pbw, jpa. Inventory @ 0x2629b80 531 547
class com.ibm.websphere. samples. pbw. jpa. Crder @ 0x2629be8 689 705
class com.ibm.websphere,samples. pbw. jpa.BackOrder @ 0x262c128 33z 345
class com.ibm.websphere, samples. pbw. jpa. Customer @ 0x262ce50 31z 328
class com.ibm.websphere. samples. pbw. jpa. Supplier @ 0x2630dd0 249 265
ﬁ—a—cmnmmtachejavamtﬂmmbm T 2eedS s 48 6,208
D packages java.util.Hashtable @ 0x2998565 45 123
D packageSigners java.util.Hashtable @ 0x2998598 48 152
D methodCache java.util.Hashtable @ 0x29985cs 48 104
D fieldCache java.util.Hashtable @ 0xZ9955F8 45 3,264
D constructorCache java.util.Hashtable @ 0x2998628 45 104
D assertionLock java.lang.ClassLoaderfassertionlock @ OxZb&3758 16 16
D lazyInitLock java.lang.ClassLoaderflazvInitLock @ 0x2b83795 i6 16
D pds java.util.HashMap @ 0=2b837a8 48 144
D localClassPath java.lang, String @ 0x2b837d8 CHIBMYwWebSphere\apps 24 495
E!l nativelibpaths java.lang.String[0] @ 0xZb&37F0 16 16
Eﬂ libraryClassLoaders com.ibm.ws.cassloader. CompoundilassLoader[0] 1 16 16
@ providers com.ibm.ws.classloader.SinglePathClassProvider[2] @ Oxz2bass 16 1,765
D reloadableParents java.util.Yectar @ 0xz2ba3320 24 72 —
D resourceRequestCache java,util. Collections$3ynchronizedMap @ 0x2b 16 3,360
D preDefinePlugins java.util. Arraylist @ 0xZb&3848 z4 7e =
=
J— il T T |
™
Next, Click the reports icon again and select IBM Extensions->WebSphere Application

Server->WAS Cache Analysis.

g core. 20130214, 125316, 9560.0001 . dmp &3 l
il Teoml M-SR O | E-ed -
i Overview % Path ko List objects 2 noing references 53 ]
Class Marne Sinen alces by dkes ’ bhallow Heap | Retained Heap |
T2 Path To GC Rooks 4

E:,_L com.ibm.ws.classlo. %: Merge Shortest Paths to GC Rooks 3 160 27ETE

[c) =class = class 3 21,834 22,514
[} annotationCe [  CICS Transaction Gateway 3
D packages jav Java Basics 3 Jawa SE Runtime »
D packagesigm Java Collections » Likilities 3
D methodCachy (Liselt TEfem i st » \webSphere Application 3 Channel Framewarlk (TCP)
[} fieldCache ja: Immediate Dominatars ‘WebSphere eXtreme Scale 3 Class Loaders >
[} constructorC ) 45 104 Database (JDBC) »
D assertionLocl ety BBl 55 & & Dynacache *
[} lazyInitLock €2 Search Queries... a a Ha Manager 3
D pds java.util.H 45 144 HTTP Sessions »
|} localClassPat History L3 24 496 Hung Threads 3
[} nativelibpaths java.lang. String[0] @ 0x25h6e00 16 16 Jr 3
@ libraryClasslLoaders com.ibm.ws.classloader. Compounc 16 16 Alarmflanager
@ providers com.ibm,ws . classloader, SinglePathClassProvid 16 1,768 EJE Container
D reloadableParents java.util. vector @ 0x25b76:0 24 7z PMI Data

D resourceRequestCache java,util Collections$Synchron 16 3,360 Statement Caches
D preDefinePlugins java. okl Arraylist @ 0x2Sh7 7ol 24 7z Thread Pool Analysis
D name java.lang.String @ 0xZ5b78058 jpatemp:war:pb- 24 1zZ0
@ class com.ibm.websphere.samples. pbw. jpa. Orderlkem @ S95 414 WAS Overview
Lc‘:l class com,ibm.websphere,samples. pbw, jpa. OrderTkem$PE 2683 299 WAS Security
E:l class com.ibm.websphere, samples . pbw, jpa. Inventary @ | 515 531 ‘Web Container Analysis
|'_c:] class com,ibm,websphere,samples, pbw, jpa. Order @ 0xzE 673 5639
E:_L class com.ibm.websphere. zamples . pbw. jpa.Backorder @ 316 332
class com.ibm.websphere.samples . pbw. jpa. Customer @ © 296 31z
@ parent, parent com.ibm.ws.classloader. CompoundClassl 160 4,008
>, Total: 25 of 26 entries
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g core,20130303.050212, 7744,0001. dmp by l
i %o E&-|Q

i Overview ‘% Path to Leaking Application Class Loaders | u with outgaing references [% was_cache_analysis £3

WebSphere Cache Analysis

WebSphere Cache Analysis

~ WAaS Gaches Found

g:ll:lr:::'_n Unknown Column: cacheName uUnknown Column: Unknown Column: 'E':ﬂ‘::-n unknown Column: uUnknown Column:
e : currentCacheSize cacheSizeLimit i o shallowHeap retainedHeap

address diskoffload
0x2158c60 com.ibrm . ws wssecurity sctClientCacheMap 1} 2000 disabled 328 15584
0x1d2e738 corn.ibrm workplace/ExtensionRegistry Cache 12 5000 disabled 328 43805
0x1d2&828 com.ibm ws wssecurity sctServiceCacheMap 0 2000 disabled 328 15584
Z Total: 3

entries

~ EJIS Caches Found

Unknown Unknown Unknown Unknown Unknown Unknown Unknown
Column: Column: | Unknown Column: evictionStrategy Column: Column:
address cacheMame entries softLimit hardLimit shallowHeap retainedHeap
0x2135508 EJB Cache 31 2053 2258 com.ibrn.ejs.util.cache BackgroundLruEvictionStrategy 64 170064
0x21556e8 wrapper Cache 33 4106 4516 com.ibrn.ejs.util.cache . SweepLruEviction Strategy Bl 114792
7 Total: 2

entries

Table Of Contents Created by Memory Analyzer

This illustrates the contents of the WebSphere caches such as dynacache. These types of caches reside
in memory. If the WAS cache report shows a high memory footprint, the size of the caches can be limited

with WebSphere administration, or the cache contents can be automatically off loaded to disk. For this lab,
there is no action required.

Click the reports icon and select IBM Extensions->WebSphere Application Server->Web
Container Analysis.
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g core. 20130303,050212,7744.0001.dmp  E3 ]

ioml Feow | E-E-|Q

i Overview %Path to List biects

Show objects by class

WebSphere Cache An Eé Path T GC Roats
%: Merge Shortest Paths to GC Roots

WebSpmm

Java Basics

+ WAS caches Fi Java Collections
Leak Identification

* r vRBd v v v v ¥

CICS Transackion Gateway
Java SE Runkime
Lkilitie:s

Adee

Unknown Column: QE M i e Unknown Column:
address = Show Retained Set currentCacheSize
0x2158ch0 % S GNEES heMap i}
0x1dZe73§ yZache 12
i 3

Ox1dzases RSy cheMap 0
> Total: 3

entries

+ EJ5 Caches Found

Unknown Unknown Colunmn: Unknown Unknown Unk
Column: cacheName ) Column: Column:
address entries softLimit
0x21a5505 EIB Cache 31 2053
[T [ I An

A

hoing references %was_cache_analvsis =

HTTF Sessions
Hung Threads

Class Loaders »
Database (IDBC) 3
Dynacache p fumn:
nit
HA& Manager 3
3
»

AlarmManager
EJB Container
PMI [rata

Unknown Colu
diskOffload

disabled
disabled
disabled

Statement Caches
Thread Poal Analysis
WAS Cache Analysis
WAS Orverview

WS Security

Column: evictionStrategy

~e]js.util.cache.BackgroundLruEwvic

PRSI L S TI Ty

This shows details of all the configured web applications. Observe that in this case only the Plants by
WebSphere application has any active sessions. In the next step, we will check the memory size of these

sessions.

g core.20130303.050212 774,001 drp 2 |

i III%UUI|>E-%' Q

1 Overview ‘% Path to Leaking Application Class Loaders | @ with outgoing references |% was_cache_analysis [% web_container_analysis [

Web Application Analysis

Web Application Analysis

v Web Application Details

IEInIknov.:n Unknown Column: Unknown Column: 'EI"Ik"O“:" 'EI"Ik"O“:" '&I"Ik'w“:" Unknown Column:  Unknown Column:
agdl:'l:alsnsl virtualHostName webGroupName wzll:::;:;ﬂame I:aﬂ:'r'" dgsLtl:']tl:I:;ed currentSessions overflowSessions
0x2667688 default_host JIBM_W3_SY3_RESPONSESERVLET/*  ibmasyncrsp false 0 0
| default_host [PlantsByWebSphere/* pbw-ear falze 31 0
> Total: 2
entries

Table Of Contents

Created by Memory Analyzer
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Click the reports icon & , select IBM Extensions->WebSphere Application Server->HTTP
Sessions->HTTP Sessions List. This shows details of all HTTP sessions including the size, session
attributes, timeout, user ID and session ID.

C || Y - Google

£ core,20130303,050212,7744,0001 dmp £ l S0 /—— ——

iowl %o [ - e
1 Overview % Was_cat List objects

Show objects by class Sean this ©

| v

WebSphere Cache An Eﬁ Path To GC Roots
o= Merge Shortest Paths to GC Roots

4
3
3
3
3
+
3
r
3

Eclipse n -
we b S p iM Extens CICS Transackion Gakeway 3
Java Basics Jawa SE Runkinme: 3
< WAS Caches F1 Java Collections Uitilities *
Leak Identification ! d  Class Loaders 4
Unknown % Immediate Dominators Unknown Unkn E::JEZ:SDBC) : L
Column: Unkn = Show Retained Set Column: Colun (
address currentCacheSize
BRI | Gomd % search Queries . L 3 HTTP Sessions Owerview F
0x1d2e?38  com. History 3 1z 5000 AlarmManager p
0x1d28828  com.ibm.ws wssecurity sctServiceCacheMap 0 2000 EJB Container
¥ Total: PMI Daka
3 Skatement Caches
entrie Thread Pool &nalysis |
s WAS Cache Analysis [ -
WRS Overview
= EJ15 Caches Found WAS Security
WRS Wersions |
Unknown  Unknown Unknown Unknown Unknown Web Container Analysis
Falumn. ralumn: ralumn: Moalumn: Falumn- Hinknamn Falumn eruicfinnGirafeny

Ensure the table of sessions is ordered by “Retained Heap”. (Click on the Retained Heap Column to
order it as shown below) Notice how some or most sessions for PlantsByWebSphere are around 23k.
while others are ranging from 9K to 24k.

1 Cverview %Path ko Leking Applcation Class Loaders | | with outgoing referenices E@)was_cache_analysilf...%mh;mta'ner._analysis %HTTP Sessions List [

(Jass Name | Shallow Heap" Retaned... * | Apphlame |SessionID

o Pegers merics 2T <Regec Penens
D o ibm, s, session stare, memary, MemarySessian @ 03580880 For memory stare phiw- 1z 8,912 default_host PlantsBy\Wehphere oTrmd4GI50pTiNT-26
D o ibm, s, session stare, memary, MemorySessian @ Ox72bced For memary store phw-+ 1z 16,448 defadlt_host/PlantsByWebSphere  QQXCHIFOI85KFZaR

L] ol Ll 1 " - . = mal ] A 1 I e - LA L el -l ad P
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g care, 20130305, 050212, 7744,0001 . dmp &3 ‘
TR SRR NN - K3 RRC

1 Cverview |E§3 Path to Leaking Application Class Loaders | | 4] with oukgoing references |g§) was_cache_analysis |E§, web_container_analysis [E@} HTTP Sessions List 53

Class MName | Shallow Heap | Retained ...+ | Apphame | Session]D
:{=::> <Regexs> <Mumeric = <Mumeric> | <Regex> <Regexs
[] com.ibm.ws.session.store. memory MemarySession @ 03550480 For memory stare phyw- 11z 9,912 default_host/PlantsEywebSphere  oTrm4a350p
[ com.ibm.ws.session.store. memary MemarySession @ 0x72bcedd for memary store pbw-¢ 1z 16,445 default_hast/PlantsEy'wWebsphere  QOwCHIFO1
[] com.ibm.ws.session.store.memary MemarySession @ 07260550 For memary stare phw- 1z 17,128 default_host/PlantsBwivebSphere 6Coa3Tgkah
[] com.ibm.ws.session.store. memory MemarySession @ 05403320 For memary stare phv-e 12 235,920 default_host/PlantsBywebSphere  uiDFYgngdxd
[ com.ibm.ws.session.store. memary MemarySession @ Ox3dzc1ed for memary store pbw-¢ 1z 23,925 defaul_host/PlanksByWwebSphere  TyeQa0ilvn
[] com.ibm.ws,session.store, memory, MemorySession @ 0x4aa09b8 For memory stare phy- 11z 23,936 default_hostfPlantsBywebsphere  OchLxdk]UE
[ com.ibrm.ws.session.store. memary MemarySession @ 03552888 For memory stare phiw- 11z 23,936 default_host/FlanksBywebsphere  sR1I6AI-Iun
[ com.ibm.ws.session.store, memary MemarySession @ 0x4550930 For memary stare phw- 112 23,944 default_host/FlanksBywebsphere  H3_r_LBIIgsl
[] com.ibm.ws,session.store, memory, MemorySession @ 0x324b958 For memory stare phyw- 11z 23,944 default_host{PlanksBywebsphere  8XBIIhnTowm
[ com.ibrm.ws.session.store. memary MemarySession @ 03067590 For memory stare phiw- 11z 23,944 default_host/FlanksBywebsphere  zmivbCpsan
[] com.ibm.ws.session.store. memary MemarySession @ 0x2d910F0 For mermary stare phw-¢ 1z 23,944 default_host/FlantsBywebSphere  iHFQUOPMMC
[] com.ibm.ws.session.store, memory, MemorySession @ Dx4fd&2cd For memory store ph-e 112 23,952 default_host{FlanksBywebSphere  oBDET-YM_E
[ com.ibrm.ws.session.store. memary MemarySession @ 03552958 For memory stare phiw- 11z 23,952 default_host/FlanksBywebsphere  eWnF7gDld
[] com.ibm.ws.session.store. memary MemarySession @ 0x39F52b8 For memary stare ph-¢ 1z 23,960 default_host/PlantsBywwebSphere  #j04623-Dut
[] com.ibm.ws.session.store. memory MemarySession @ 0x:324b9c8 For memary store pbw-¢ 12 23,960 default_host/PlantsBywebSphere  CYzgSgppiwt
[ com.ibm.ws.session.store. memary MemarySession @ 0x2d91080 For memary stare phiw- 12 23,960 default_host/FlantsBywebSphere  uyWISwRRal
[] com.ibm.ws.session.store. memary MemarySession @ 0e0f1170 for memary stare phw-g 1z 23,968 default_host/FlanksBywebSphere  SGRESYO0GE
[] com.ibm.ws.session.store. memory MemarySession @ 0x5a62d10 For memory stare phy- 12 23,968 default_host/PlanksBywebSphere  Cm2dHesiryz
[ com.ibm.ws.session.store. memary MemarySession @ 0x347caad for memary store pbw-¢ 11z 23,968 default_host/FlanksBywebsphere  «B_bILFUQQI
[] com.ibm.ws.session.store.memary MemarySession @ 03250078 Far memary stare phw- 112 23,968 default_host/PlanksBywebSphere  KMUDHSsI_c
[] com.ibm.ws.session.store. memory MemarySession @ 03027918 For memory stare phuw- 11z 23,968 default_host/FlanksBywebSphere 6 _npisglsDE
[ com.ibm.ws.session.store. memary MemarySession @ 0x60FL0e8 For memary stare ph-e 12 23,976 default_host/PlanksEryWebSphere  4Y8ui_viny
[] com.ibm.ws.session.store. memary MemarySession @ (x5azds0 For memary stare phw- 112 23,976 default_host{PlanksBywebsphere  hakk?iU_Tz
[] com.ibm.ws.session.store. memory MemarySession @ Dx4fddecd For memory store phw-e 12 23,976 default_host/PlantsBvwebSphere  -lxglalbGmks

[

[+

com. ibrm,ws,session. store, memory  MemorySession @ 0x392d720 For memory stare pbiv- 1z 23,976 default_host/FlantsByvwebsphere  bydyTILSPR?

rom.ihm.we. sessinn.stnre. mermnry . MermnrySeseinn /@ Medde10dAN For memney skara nb-r 17 73097 defanlt hackiPlankeRaAbiahSrheres | wh b 2N RF

#

Let's Highlight and then expand one of the 23k session objects. (For this example, the first 23k in the
ordered list was picked as shown below)

g rore,20130303,050212, 7744, 0001.dmp 23 l
iom o |- E -4 N
1 Overview |E§) Path to Leaking Application Class Loaders | | 4] with outgoing references |E§) was_cache_analysis |E§) web_container_analysis [E@) HTTP Sessions List &3

Class Name | Shallow Heap | Retained .., = | Apphlame | SessionID

:{::9 <Regexs <Mumeric = <Mumeric | <Regex: “Regex>
[] com.ibm.ws.session.stare. memory MemarySession @ 0x3580a80 For memary stare phi- 112 9,912 default_host/PlantsEyWwebSphere  oTrm4GIS0RTwY7-2600F
[] com.ibm.ws.session.stare,memary. MemaorySessian @ 0x72bceds for memary store phw-e 12 16,448 defaul_hostPlantsByWebSphere  QQxCHIFO185xFZqlxke
[} com.ibm.ws.session.stare.memary.MemorySessian @ 0x72bb8S0 For memary store phw-r 12 17,128 defaul_host/PlantsEy\WebSphere  6Coa3TgkahZImylkChivst
0 23,920 default_host/PlantsBy\WebSphere  ulDFYgngledzHLnmpwal
default_hostiPlants haphere A T(] 1
] 112 23,936 default_host/PlantsByWebSphere | OcbLyydkIUEupmGFctaD
[] com.ibm.wssession.store,memory MemorySession @ 03582828 For memary stare pbw-1 112 23,936 default_host/PlantsBy\WebSphere  sR16AID-IunElazRnntise
R [ com.ibm.ws. session. store. memory, MemarySession @ Ox4aa0930 For memary store phiw-t 17 773,944 | Aefanlt hnstiPlankaRvibehSnhere | HY v IRTTRENM wkS3500
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The session attributes have been automatically extracted from the WebSphere objects and presented
by the IBM Memory Analyzer extensions. Notice there is a key called “deliberateLargeSession” which
contains a very long String of letter “C”’s. This looks like another deliberate mistake in the Plants

application.
D #ll Qutgoing References of the Session Ohiject 0
Key=javax.faces.request, charset, Value=150-8859-1 74
Key=WebBeansConfigurationListener, Y alue=com.ibm,ws webbeans services, JCDIWeblistener @ 0x2b34c88 24
24

Key=isf_sequence, \Ialue=]'ava Iang Integer@ Oxdddhds 17

=delberatelarge’

¥ Total: 6 entries

24
24
245

516

Key=org.apache. mvfates WIEW, Fatelets DeFau|tFan:eIetsStateManagementHeIper SERIALIZED MIEW, 'u'alue =orq.apache myface: 24 12

Make a note of the “_sessionld” for the object. This can be seen on the “Attributes” tab as shown below

on the left under the Inspector tab.

& 1M Monitoring and Diagnostic Tools hor Java - Memory Analyzer

File Help - Yigws

T | (5 Memory Analyzer

ti:;‘ com.ibrm, ws, session, store,memary

&) class com.ibm.ws.session.store. memary, MemorySession @ 0x197hfca
@sjava.lang.object

o) org.eclipse.osgiinternal bassadaptor.Def aultClassLoader @ 0x13fbe3s

[, nspectar S@] ‘5. = O|| & core.20130303.050212. 7744.0001 .dvp S@]
8;)(403&;0. i|||%gnu._|pﬂ.%.|o‘|.@.|$|
EMOrY e 55100

i Overview |% was_cache_analysis [% HTTP Sessions List &3

Class Mame

10112 (shallow size)

3 23,920 (retained size)

g Mol roak

Statics | Attribukes | Class Hierarchy | Yalus &
Type | Mame: Yalug |
ref _shore pbus-ear at JPlantsByiwebaphere currenthy with .
ref storeCaIIback com |bm W, SESSinn, S reCaIIback @ Dx1c4fecﬂ
boolean  _isvalid true

boolean _ishlew False

lang _currenkiccessTime 1362315605093

lang _lastAccessedTime 1362315604575

long _creationTime 1362315585796

ink _wersion 0

ref _userhame ananymaous

ink _maxInactiveInterval 600

ink refCount 0

}:& <Regex>
com.ibrm.ws, session.stare. memary, MemarySession @ 0x3580a80 Far memary store pby
com. ibm.ws, session.store memory, MemorySession @ 0x72bcedd for memory store phy
com.ibrm.ws, session.stare. memary, MemarySession @ 0x72bb&50 Far memary store pby
com.ibrm.ws, session. stare, memary, MemorySession @ 0x403f320 For memory store phw
[ ] Al Outgaing References of the Session Object
Key=javax.faces.request.charset, Yalue=I150-8853-1
¥ey="ebBeansConfigurationListener, Yalue=com, bm.ws, webbeans  services, 1 DIwtebLi
Key=jsf_sequence,Value=java.lang.Integer @ Oxd44b4d 17
Key=deliberatel argeSession, Yalue=hyte[10240] @ 0x4040aa8 CCCCCCCCCCCCCCICK
Key=0org,apache.myfaces, view facelets, Def aultFaceletsatateManagementHelper, SERIAI
¥ Total: 6 entries
o, ibm.ws, session.store, memory, MemorySession @ Ox3d2c1ed for memory stare phy
com. ibm.ws, session.store. memory, MemorySession @ Ox4aa09b8 for memory store phy
com.ibrm.ws, session.stare. memary, MemarySession @ 0x3582585 For memary store pby
com. ibm.ws, session.store, memory, MemorySession @ Ox4aa0930 for memory store phy
cam, |bn'| WS, SEESian, Shore MEmary, MemorySessmn @ 0x324b958 For memory store pbu

0 = # =

HEHEEHBECILDCIC

# #

F =
e e

[+

Right click it and choose Copy->Value, as shown below.
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Statics | Attributes | Class Hierarchy | Yalue P [ Al outgoing References of the
T | I Wal I Key=javax.faces.request.charset,
pe ame alue ) R

[ Key='WebE Conf kionList:
ref _stare pbw-ear at jPlantsBywebSphere currenthy with ... = Ev_. FE =ans-on ";:"'ra_'.':'n Isl =r
ref _storeCallback o, ibm.ws, session, StoreCallback @ 0:x1c4feco Kew=isf_sequence,Value=java.lam

LIDF T Key=deliberatelLargeSession, value:
§ Go Inka )
boolean  _isvalid true Kev=nrq.apache.mvfaces, view.fac
boolean  _istew false . : . f
m List obiects ¥ | Z Total: 6 entries
long _currentAccessTime 13623156050 l ) v || com.ibm.ws.session.store.memor
long “lastaccessedTime 13623156045 ohow ohjects by class (1D, 45, SESSI0N, SLOrS. H
long “creationTime 13623155857! Tz Path T GC Racks b || com.ibm.ws.session.store.memory
i i carn.ibm, ws, session, stare, memar
ink —VETSIOn D ?g: Merge Shortest Paths ko GC Roots L4 I - - L
_fEF _'-ISB"NEIITI? ananymaus . 5 | com.ibm.ws, session, stare. memory
!'-'E _mafélnacttwelnterval SDD JERIES , (| comn.ibrm.ws. session. store. memary
in _refCoun| Java Basics P :
vef apphlame default_hostr I R 1] cnm.!bm.ws.sess!nn.store.memorg
ref _atkributes java.util, Hash o N || com,ibm ws, session, store. memary
ref _attributeMames javva,util. Hash Leak Identification | com.ibm,ws.session,stare.memory
ref _adaptation corm.ibm, ws, st QE Imriediate Daninatars | com.ibm,ws, session, store.memary
ref __app#.daptatmn rul = Show Retained Set | com.ibm,ws.session, store.memary
boolean  isCwerflow false =
boolean  invallnProgress false Copy =| Address 2rmnory
ref _goiounk rall _ % Search Cusries. .. = Class Hame EMmary
ref _smC com.ibm, s, o = m=n| I SO,
ref appMameAndIdstring | B value emoary
[ = Save Yalue To File J—
| =] Selection emary

A possible way to relate this unusually large session to the application code is to search the log files for the
session ID. If the application uses this in its logging, it may be possible to determine what the user did to

cause the large session.

L] corn.ibm,ws,session, store, memary

Note:

This lab provides a SystemQut.log file that correlates with the time the system dump was generated. This

will be used to search for more details about the large session size.

Launch Windows Explorer. Navigate to and right click file: E:\Impact Lab Files\IBM

Extensions\SystemOut.log, then select Edit with Notepad++ as shown below.

(S N g N e P Ry Y Nl B R P L H PRI R ) E o T RTRI ([ [ Y QRD LT ESSEU L ZIPE
2 care.20130214, 125316,9560,0001_PMI_Data.zip 8KE Compressed (zipp
core, 20130303, 050212, 7744,0001 . dmp 331,708 KE CMP File

532 KB Text Document
core.2C  Open reads 114 KB THREADS File
core,20  Prink ¢ indesx 7,208 KB  INDEX File
core,20  -Eip b Belindex 2,618 KB INDEX File
b with Notepad++ s.indez 2,008 KB IMNDEX File
core.20 Open With ¥ |bound indesx 11,121 KB INDEX File
core, 20 Send To N hkbound indes 11,121 KB IMDEX File
oore, 20 e 22,926 KB INDEX File
core. 20 Cub brnln.indesx 2,749 KB INDEX File
oore, 20 Copy brnutindes: 8,255 KB IMDEX File
core, 20 Create Shorteut 2ret.inde?c . 7,217 KB IMDEX File .
2] care.2C —— eb_Applicaki. .. 8KE Compressed (zipp
] core.2c Rename ebsphere_C... BKE Compressed (zipp

Properties
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After Notepad++ opens the systemOut.log file. Select “Ctrl + F” or Click Search >Find and search the
file for the Session ID you identified or copied earlier from the core dump. You should be able to copy the id
from your clipboard into the search window. It should then reveal a log statement that gives a clue about the
application’s actions as shown below.

[3/3/13 4:59:58:718 PST] 00000092 Systemiut
[3/3/13 4:59:58:734 P3T] 00000092 Systemut
[3/3/13 4:59:58:734 PST] 00000092 Systemiut
[3/3/13 4:53:59:171 P3T] 00000093 Systemdut
[3/3/13 4:59:59:718 PST] 00000092 Systemiut

performProductDetail @ itewmID=FO018
==> STARTING DELIEERATE LARGE SE3SICN for ID=ulDf¥gngdxdzHLnnmZpwsPut
==» ENDING DELIBERATE LARGE SESSICH
performProductlbetail : itemID=FOO015
performProductDetail @ itewmID=FOOL1S

Lo R o s

Optional Steps:

Double click the desktop shortcut as shown below for ShoppingBean.java

ShoppingBe. .

Click Edit->Find and and search for “STARTING DELIBERATE LARGE SESSION”.

The deliberate mistake is clear — for any user that clicks on the white poinsettia image, their session is loaded
with an attribute containing a 10k string of “C”s (ASCII code 67). Congratulations, you have successfully
located the final deliberate mistake in the plants sample.

private void deliberatelargeSession{ExternalContext externalContext) {

H
/¢ User clicked on the Uhite Poinsettis, let's mwake the session for this user
// bloowing big.

i

System.out, println( == STARTING DELIEERLTE LARGE SESSICH for ID="+{{Httpiession)externalContext.get3ession({true)).getId());
byte[] sesziondttr = new byte[ 1:
Arrays.filli{sessiondttr, {byte) o7);

{{HttpSessionjexternalContext.getSession{true)).sechttribute{ "deliberacelargedession”, sessionkttr);

System.out. println{"==> ENDING DELIEERATE LARGE SEZSICH");
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Part 9: (Optional) Using the WebSphere Application Server
Configuration Visualizer

This part of the lab as the title indicates is optional. However, this is available for you to do as time
permits.

Launch the browser and use the bookmarks to load the ISA web interface.

To demonstrate one of the report generator tools, first switch to the “PlantsByWebSphere” case that
has been prepared for this lab, and click the Files tab.

Cases | |

[0000] Example Case

- [000z] lab case 2
EZ] Files b
[0003] PlantsByiwebSphere

Note:

The case contains file “Collector tool output impact2013Cell.jar” as shown below. This is the output
from the WebSphere collector tool which collects information about the WebSphere Application Server
configuration — it is frequently requested by IBM support when investigating PMRs.

Cases b | [0003] PlantsBywebSphere e | Sean this Case | |._

— e . :
24 Tools Ui reports | 1] Cwverview 3% Symptoms @l Global Knowledge Base Matches Data Collector

| & Tree Yiew |:|[[“_‘| CASE:0003f* l |

| Add filss... | o drag files int . .
il | brovesr to add Mame Filker |5 | Eilter Reset

Mame Symptoms Knowledne Ba First Timestam) Last Timestam| Size Tyt

Mavigatar
ir Collectar tool output impact201 3Cell jar G MB jar
[ 0003 o
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To demonstrate one of the report generator tools, return to the Tools tab and select WebSphere
Application Server Configuration Visualizer as shown below. Then press the launch button.

%) 0003 - IBM Support Assistant 5.0 - Mogzilla Firefox [_1O]=]
File Edt ‘Wiew History Bookmarks Tools  Help

‘ WebSDhere Integrated Solutions Console | :: 0003 - I6M Support Assistant 5.0 = | + |
(' e localhost: 10911 fisaS/indes. html#view=tools2id=00038%koolId=com,ibm. wsvisualizer ¢ - Google J| #

Cases b | [0003] PlantsBywWwebSphere et | =can this Case | |Q - | Glabal Filter - Off w

EE] Files ﬂ Reports E. Overview le Symptoms G[""JI Global Knowledge Base Matches Data Collector

[ i . . . . . & .
S Enter keyword Filter Resst WebSphere Application Server Configuration Visualizer version 1.0.0
| Sart By | Tag: |All Tags b | (1) Tool Help
T Garbage Collection and Memory v e
= 2

Visualizer (GCMV) [Desktop]
T Garbage Collection and Memory v Websphere dpplication Server Configuration Lisualizer

Visualizer (GCMVY) [Report] L

5 Geonerates a0 inferactive HTML wisuslization of 3 Webiphers
T Health Cemter v Application Server configuration, including Service Integration
T HeapAnalyzer [Desktop] "5 = EBuses and databases, Accepts any combination of zips or jars
containing configuration directories. Configurations from

M A Deskt:
T lemory Anahyzer [Desktop] v multiple nodes in a cell will be merged into a single
T Memory Analyzer [Report] L' Uy wisualization, and multiple ceifs can be displaped in the
T Memory Analyzer Web Edition [Web] S output,

Thread and Monitor Dump &nahyzer = .
T (TMDA) [Desktop] e No Screenshot Available
T Thread and Monitor Dump Anabyzer 95

TMDA) [Report -
TWebSphere Application Server §§ Tags: |j; Report Generatar Tool %% As-is | Erobdem Area: WebSphere Problem Area: Configuration

Configuration ¥isualizer L

Restrictions:
Build ID: 5.0,0,0_Betaz z0121016-1409 @ Copyright IBM Corp, 2011, 2012, All rights reserved

Press the Browse button from the above window to select the input files.

Problem &nalysis X

Run WebSphere Application Server Configuration
Visualizer (Version 1.0.0)

Input Files and Folders *

| ||iBrowse
Parameters
Parameter Description Yalue
ReportMame Report Marme ItDleDgy.html
Run as backaround task: L
| Submit | | Cancel |
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Select a File

£ 0002

+ T pcitool=

.- [E|iCollector tool output impact2013Cell.jar !
|:| SystemOut log

(o] 4 Cancel

Select the file Collector tool output impact2013Cell.jar as shown above and press OK.

Froblem &nalysis X

Run WebSphere Application Server Configuration
Visualizer (Version 1.0.0)

Input Files and Folders *

||.“ISA5BetaEfISAEfisajcasestDDBICDIIemDrtn:u:ul output impactz11 3Cell jar Browse |
Farameters

Parameter Description ¥Yalue

Reporthame Report Marme ItDleDgy.htr‘M

Fun as backaground task: 4

Submit Cancel

Click Submit
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Click on the Reports tab, then click the Refresh icon a few times until the report is complete, as
indicated by a green tick icon.

=| Files 54 Tools Iy Reports = Overview &G Symp
= Enter keyward | Filter Reset
| sortay: |8, & || o
---------------------------------------------------------- =
E = WebSphere Application Server

' = Configuration Visualizer

Collector tool autput impact 201 3Cel jar

-] Files 21 Tools | ln Reports | [E overview | &5 sym

o Entar keyward | Filter Reset

| Sort By |1 B | |
) bSphere Application Server

Cpnfiguration Visualizer
Collector tool autput impact201 3Cel jar

10313 06:42:20

Select the completed report.

| Files 21 Tools | ln reports | B overview | &5 sym
= Enter keyward | Filter Reset
[sortays 13,10 &

- Web3phere Application Server
" Configuration Visualizer

Callectar tool output impact201 3Cel jar

10313 06:42:20

Note:

Take a look at the report in the right hand window. This visualizes the topology of WebSphere Application
Server. For example, in this lab the topology consists of a single cell containing two nodes — one
containing the deployment manager, and the second containing two application servers. Those servers
are part of a cluster called “PlantsByWebSphereCluster”. In addition, there are several datasources
defined in the configuration.
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Try clicking on any of the topology components, the report is interactive and will pop up dialogues with

more detailed information.

WebSphere Application Server Configuration Visualizer

o8& &
limpactz013Cell ] _ Legend
1
impactZ013CellManager impactZ0l13iNode LN Ee_l_l -
[ 1
I g I I nodeagent I : L El_uft._ex_: |
e
1PlantsEyieb3phereCluster I
1
' | =
: type Application server -
---------------------------------------- name serrarl b
@ chistarMame PlantsBEyWebSphereChister
node impact2013Hode
---------------------------------------------------------------------------------- C DefaltiCoreGrony
Datahases SIEETEL = e F

${USER_INSTALL ROOT}/databases/EJBTimers/5{SERVER}/EJE

|DBB §{WAS_INSTALL ROOT}/derby/PLANTSDB

|DBC ${USER_IHSTALL ROOT}/OTiS

|DBD : PLAHTSDB

: S{APP IHSTALL ROOT}/${CELL}/DefaultApplication.ear/Def

Show all detail for browser search

chistarMame FlantsByWebSphereChister
serverType AFFPLICATION_SEEVER
version 20
Dynamdc Cache:
enable ExternalCacheGroup

name ExternalCacheGrouphls

tme i . adapterBeant] amme
Esilnwalidator
contdm websphere ser
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Reference Links

IBM Support Assistant Information and Downloads:

o http://www-01.ibm.com/software/support/isa/

o ISA5: http://www-01.ibm.com/software/support/isa/teamserver.html

e Health Center

o http://www.ibm.com/developerworks/java/jdk/tools/healthcenter/

e Configuring a controller to start on a specific node or deployment manager

o http://www-01.ibm.com/support/docview.wss?uid=swg21425281

e Verify Java SDK version shipped with IBM WebSphere Application Server fix packs:
o hitp://www-01.ibm.com/support/docview.wss?uid=swg27005002
e WAS 8.5 Infocenter:

o http://www14.software.ibm.com/webapp/wsbroker/redirect?version=phil&product=was-nd-

dist&topic=welcome nd

e What's new in WebSphere Application Server 8.0 & 8.5

o http://www.ibm.com/developerworks/websphere/techjournal/1106 alcott/1106 alcott.html

o http://www.ibm.com/developerworks/websphere/techjournal/1206 alcott/1206 alcott.html
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