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Please Note

IBM's statements regarding its plans, directions, and intent are subject to change 

or withdrawal at IBM's sole discretion.

Information regarding potential future products is intended to outline our general 

product direction and it should not be relied on in making a purchasing decision.

The information mentioned regarding potential future products is not a 

commitment, promise, or legal obligation to deliver any material, code or 

functionality. Information about potential future products may not be incorporated 
into any contract. The development, release, and timing of any future features or 

functionality described for our products remains at our sole discretion.

Performance is based on measurements and projections using standard IBM 
benchmarks in a controlled environment.  The actual throughput or performance 

that any user will experience will vary depending upon many factors, including 

considerations such as the amount of multiprogramming in the user's job stream, 
the I/O configuration, the storage configuration, and the workload processed.  

Therefore, no assurance can be given that an individual user will achieve results 
similar to those stated here.



Our challenge today…
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Agenda
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1. AVP experience… Organisational Recommendations

• What do our clients say about BPM ?

• Observations and Organisational Recommendation

• Efficiently utilize the IBM Support Process

2. L2 Support experience…Technical recommendations
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What do our clients say about BPM?

� „BPM is like a black box for us“

� „It integrates several different island solutions“

� „BMP‘s purpose is to raise Quality and lower cost at once“

� „For us BPM is the layer to integrate several applications which
could never be connected without a Bus since each of them
speaks ist own language“

� „The funny thing on BPM is that it reduces the effective
complexity to integrate our applications but is itself the most
complex middleware ever seen, for me it hides and covers
integration complexity in it, which is great“
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AVP experience - Organisational Recommendations >

How can we master complextity ?



Observations and Organisational Recommendations

� Skillset required to understand & maintain a BPM setup is high

� Establish product related knowledge and skills

� Classroom courses @ ibm.com/training

� developerWorks articles and Technotes

� Redbooks and Redpapers

� Use a wide range of educational materials and offerings

� Pro-active news and updates via My Notifications service 

http://ibm.com/support/mynotifications

� RSS feeds for most IBM products

http://www.ibm.com/software/support/rss

� Customize notifications in the IBM Support Portal

http://ibm.com/support/entry/portal
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AVP experience - Organisational Recommendations >

Stay up-to-date and skilled
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Observations and Organisational Recommendations

� Customize your private portal according to your product focus

Enhanced search
helps to find
information quickly

Manage the
product list to suit
your preferneces

Choose a task to
see related content

Add portlets to
customize your
page

Additional support
related links as
fastpath

Flashes and alerts
for your products

News feed and
product related
announcements

L2 Support experience - Technical recommendations >

Utilize the IBM Support Portal



Observations and Organisational Recommendations

� Clarify responsibilities

�Operating your environment is your duty

�Fixing defects is IBMs responsibility

� Try to allocate a stable and well-skilled development team

� let developers interact with your operating team closely

�Application design based on operational aspects

� Do not hard-seperate your application support and 
infrastructural support team
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AVP experience - Organisational Recommendations >

Team structure considerations



Observations and Organisational Recommendations

� Allocate the ressources which best fit and have the best skills
for certain tasks

• If you‘d like to extend your environment (e.g. to switch your

WPS topology) and you are not 100% confident in doing it

yourself, engage IBM services or Labservices - they also have

the shortcut into IBM support as AVP has it

� Utilize AVP to get proactive support, interact most efficient with
the IBM support process, manage your support situation

� Utilize AVP to locate the best ressources in IBM
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AVP experience - Organisational Recommendations >

Utilize external ressources with the skill you need



Observations and Organisational Recommendations

� Does the initial sizing still fit to your requirements ?

�How realistic has the load estimate been before initial sizing

�After an environment has been taken into production, directly

verify if the initial scaling fits to the real life load

�Always keep your rollout-plan in mind and adjust your

environments scaling based on realistic load measurements

� Define your business-related view of load

�how many users (concurrent and peak) mean how much

memory consumption, CPU load, database transactions
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AVP experience - Organisational Recommendations >

Sizing considerations



Observations and Organisational Recommendations

� Documentation how the setup looks like
(machines, products, releases, HA components)

� Dependencies and interoperability with back-end systems

� Tested procedures for application deployment, configuration 
changes, maintenance, and history change log

� Formalize problem determination

• Communication with IBM support

• Data location and collection

• Analysis according to specific problem situations and scenarios

• Transmission and exchanging data with IBM support

� Establish coverage and urgency focal points in all divisions
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AVP experience - Organisational Recommendations >

Create and maintain an operations manual



Observations and Organisational Recommendations

� Key part of operational management and essential to track and 
plan changes in complex environments

� Helps to revert to working setups in case of bad configurations

� Can immediately be re-used for IBM support involvements

� Assists engineers for more discipline

� Establish communication and protocol sharing between different 
teams (infrastructure, development, and operations)

� Start early to setup production like environments
(development, staging, performance, and UAT systems)

• Same product and release levels (OS and base product stack) 

• Same cluster topologies and interfaces to external dependencies

• Same degree of complexity

• Similar hardware
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AVP experience - Organisational Recommendations >

Change control management



Efficiently utilize the IBM Support Process
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AVP experience - Organisational Recommendations >

What WE know about
the problem situation

What YOU know about
the situation

How a support situation looks for IBM



Efficiently utilize the IBM Support Process
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AVP experience - Organisational Recommendations >

� A finite number of engineers being able to take care of the 
problem according to the severity

� AVP utilizes the best support people to work on problems

Local L1
Frontend

ww L2 Team

ww L3 Team

Dev Team

Problem Source Identification
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IBM 
AVP 

Local L1
Frontend

ww L2 Team

ww L3 Team

Dev Team

Regular support + AVPRegular support

Regular support compared to AVP



Efficiently utilize the IBM Support Process

� Support needs the details!  

• Versions from the components involved.

• Whether the problem is reproduceable and how.

• Whether it was working before.

• Any recent changes in the environment.

• If applicable, any observations at the timeframe when the problem occurred.

� Support needs the traces and logs ...

• to see what is going on and where exactly it happened 

� Support needs to be able to verify your configuration and 
understand the set up quickly

• thus, you will be asked to provide the Project Interchange, participate into an 

AOS session, or provide any screenshots – or all of them. 

� Support needs this data to distinguish between observations 
made and sequence of events in the application
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AVP experience - Organisational Recommendations >

Communication, cooperation &
collaborartion is the key

AVP is specialist to support
you in all these tasks

Communication, cooperation &
collaborartion is the key

AVP is specialist to support
you in all these tasks

How to speed things up…



Efficiently utilize the IBM Support Process

� Clear communication speeds up the process of finding a quick solution

� Prepare before a problem occurs, ensure you have a topology diagram and a 

plan to collect diagnostic data (MustGather documents)

� Explain why certain traces or other diagnostic data is needed

� Establish baselines: How does the system behave differently from the 

expectations? 

� Detailed problem description - Since when? How often? Any recent changes?

� Provide business background - How many users? Affected use cases?

� Try to find a short term relief first while working on the solution. First priority is 

to get the environment stable and running again.

� Try to simplify the issue as much as possible - reduce complexity helps to 

isolate the problem
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AVP experience - Organisational Recommendations >

Methodology for Problem determination…



Agenda

1. AVP experience… Organisational Recommendations

2. L2 Support experience…Technical recommendations

• Operational Excellence - Theory and Practice

• BPM Development and Process Center

• BPM Runtime and Administrative tools

• Administrators best friends

• Developing custom management clients
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Operational excellence - Theory & practice

Good knowledge of …

� WebSphere Application Server (WAS) product stack

� WebSphere Process Server (WPS) product stack

� WAS system administration

� WPS/BPM system

applications and tools

Basic knowledge of …

� BPM 7.5 product portfolio

� WAS clustering concepts

L2 Support experience - Technical recommendations >

Starting up… what do you need ?
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Operational excellence - Theory & practice

� Well skilled system administrators are aware of all system 
components and back-ends and their behaviour

� System monitoring identifies all relevant problems, collects the
right diagnostic data and notifies right personal

� System remains continuously stable due to performance tuning 
as well as highly available hardware and software

� Well deployed and tested installations or applications covering 
all aspects of intermitted issues (e.g. network outage)

Is this situation realistic and what is required to
reach operational excellence?

L2 Support experience - Technical recommendations >

Common ideas of an optimal situation
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Operational excellence - Theory & practice

� BPM is one of the most complex SOA product suits and offers 
dozen of services and interfaces to back-ends

• DB2, Oracle, Microsoft SQL Server, Informix, …

• Adapters for SAP, Siebel, FTP, Flat Files, eMail, …

• Web services, EJB, JMS, MQ, SOAP/HTTP, SOAP/JMS, …

• Lombardi and WPS services interoperability

• You name it you have it

� Rich skill set required to maintain and understand the 
technology and product stack

� High efforts to continuously improve, tune and maintain a 
growing infrastructure (hardware and software)

L2 Support experience - Technical recommendations >

Real life challenges



21

BPM Development & Process Center

BPM – Process Center

Repository

• Applications

• Snapshots

• Assets

• Services

• Performance metrics

• Toolkits

Process Designer Integration Designer

L2 Support experience - Technical recommendations >

StagingTest

Production

Process Server Runtime

• Standalone

• Clustered

What is new in BPM V7.5 …?
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BPM Runtime & Administrative tools

Integrated Solutions

Console (ISC)

• Failed Event Manager

• Common Base Event Browser

• Service Integration Bus Browser

• Tivoli Performance Viewer

Administrative

Tooling & Applications

IBM Tools &

Custom Client Applications

• IBM Support Assistant

• IBM Health Center

• SIB Destination Handler

• JConsole

• ...

• Websphere Business Space

• BPC Explorer

• Process Center

• Business Rules Manager

• Process Admin Console

StagingTest

Production

Process Server Runtime

• Standalone

• Clustered

Advanced Monitoring and

Administration Solutions

• Tivoli Composite Application Manage for WebSphere (ITCAM)

(SOA, Transactions, Virtual Environments, Messaging, ..)

• WebSphere Monitor

L2 Support experience - Technical recommendations >

What is the right tool for the right job?
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Administrators best friends

� Less error prone (no manual interaction)

� Use rich set of WAS and BPM scripting frameworks
(e.g. wsadmin, Apache Ant, Jacl, Jython, Python, JMX, …)

� Time saving samples

• Start or stop complex environment topologies in specific order

• Collect troubleshooting data for IBM support

• Application build and deployment

• Setup of production like environments with same topology and 

configuration setups

• Create comprehensive backups of runtime and backends

� Includes OS specific capabilities (e.g. shell scripts) 

L2 Support experience - Technical recommendations >

Automation
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Administrators best friends

� Product specific logging

– Keep overview of product logs (WAS, WPS, BPC, DB, …)

– Which logs are most important for WAS and BPM?

• SystemOut.log and SystemErr.log logs

• FFDC (First Failure Data Capture)

• JVM/Verbose GC log files (Performance and OOM analysis)
TIP: Kepp the Verbose GC log enabled on all servers – performance impact max. ~2%

� Custom logging (e.g. Apache Log4J)

– Preferred for confidential or application specific data

– Can be correlated with product logs and is trace level specific

(should include time stamps and mask confidential data)

L2 Support experience - Technical recommendations >

Logging
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5

Administrators best friends

� Make a list of JVM repositories and their purpose

� Avoid excessive tracing on production environments

JVM Purpose Checkup

Deployment Manager Central point of configuration and 
application distribution

Configuration and application deployment issues

Node Agent Communication and configuration 
updates

Most important to determine communications 
issues between nodes (deployment manager, 
custom nodes)

Messaging Engine 
(ME) Cluster

Hosting ME for asynchronous 
communication

Status of the messaging engines – check for 
started and joined status messages of a ME. 
Remember there is only one ME active by 
default.

Application Target 
Cluster

Commonly hosting BPC/HTM 
container and custom applications

Execution status of BPM (BPEL, Lombardi 
processes) as well as custom applications.

Support Cluster Business Process Explorer, CEI and 
Performance Data Warehouse (PDW)

Processing of CEI messages and supporting 
application activities

Web Application 
Cluster (optional)

Business Rules Manager, BPC 
Explorer and Business Space

Administration of a BPM environment via 
deployed service applications

L2 Support experience - Technical recommendations >

Logging
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Administrators best friends

� Single point for failed events of end-to-end solutions

– Runtime faults of asynchronous SCA/JMS/MQ invocations

– Long-running BPEL process failures

(stopped activities, failed and terminated process instances)

– Business Flow Manager (BFM) infrastructure failures

(hold queue messages are represented as failed events)

– Failed events are administered through the Failed Event Manager 

application (integrated in the administrative console)

L2 Support experience - Technical recommendations >

Failed Event Management - Introduction
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Administrators best friends

� Management of failed events (SCA, JMS or BPC related)

1. Search (all or by criteria, e.g. date, component, source/destination, ...)

2. View failed events (payload, business data, and root cause exception)

3. Access to related components (e.g. BPC Explorer re-direction)

4. Modify content (e.g. incorrect payload content or format is root cause) 

5. Delete or resubmit

Note: Trace can be

enabled on demand

for resubmission to

further analyse a

related problem!

� Consider writing your own Failed Event handler

L2 Support experience - Technical recommendations >

Failed Event Management - main Features
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Administrators best friends

Module A

SCA Import

FEMgr DB

SCA System Bus

SCA Application Bus

Module B

SCA Export

WBI.FailedEvent destination *

Exception destination

MDB

Failed Event Manager application

Recovery subsytem

MDB

Sample invocation path and SCA message routing

Message routing
SCA module destination

Asynchronous cross-module invocation

Retry

Put message
on SCA queue

Retry failed and failed event is generated

Read message and 
process further

Other destinations (e.g. Adapter and JMS imports / exports)

* There is also an exception destination for non-SCA module specific queues (e.g. custom queues) but not shown in this simplified scenario

L2 Support experience - Technical recommendations >

When are failed events generated at runtime ?
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Administrators best friends

� Failed events pile up in the Failed Event Manager DB 

� Manuel resubmit required for all events
(if not scripted but root cause analysis is required)

� Application services can be enabled for Store and Forward QoS
via Integration Designer

� Asynchronous messages can be stored on additional queue to 
avoid creating failed events

L2 Support experience - Technical recommendations >

Store & Forward - Application QoS
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Administrators best friends

� Store and Forward control points can be managed via Business 
Space Solution Administration widget

� Check status of all enabled modules and services

� Initiate forward of all previously failed request messages at once

L2 Support experience - Technical recommendations >

Store & Forward - Application QoS
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Administrators best friends

� Use the out-of-the-box and customizable BPC Explorer

• Provides default views for processes and human tasks

(templates, running instances, insight view and visualization)

• Create custom views to track and monitor specific instances

� Life-cycle management

• Review and change process

and task states

• Repair instances by modifying

states and runtime variables

• Additional capabilities

� Migration to new versions

� Change ownerships

L2 Support experience - Technical recommendations >

Business process and Human Task monitoring
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Administrators best friends

� Define own views and custom queries to track instances

� Custom views are available in the
process and task views

L2 Support experience - Technical recommendations >

BPC Explorer - Custom views
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Administrators best friends

� Keep track and check regularly on completed, finished or 
terminated processes/tasks

• Remove or archive them to reduce the BPC database size

• Use product scripts to remove not needed processes and tasks

(e.g. deleteCompleted[Process|Task]Instances.py)

� Delete processes on completion
option during development

� BPC cleanup service (WPS V6.2+)

• Administrative console

• Plan for less workload intensive

business hours

L2 Support experience - Technical recommendations >

Process and task management best practices
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Administrators best friends

� Check regularly for stopped activities and their activity status

� Determine the root cause 
to be solved first

� Restart, complete,
skip, … activities

L2 Support experience - Technical recommendations >

Process review and repair
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Administrators best friends

� Common Base Events (CBE) to track events can be issued by: 

• BPEL processes and Human Tasks

• WebSphere Adapters

• Custom code utilizing the CEI infrastructure

� Configured on processes and tasks or via WebSphere Modeler

� In practive often used to track events and route them to a 
WebSphere Monitor to collect KPI metrics

• Duration of business processes and invocations

• Special event tracking and exceptional situations

• Rich set of predefined CBE available

• Can be customized for own data collection purposes

L2 Support experience - Technical recommendations >

Common Event Infrastructure (CEI)
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Administrators best friends

� Managed by CBE Browser in the administrative console

� CBE are stored in the event database by default that requires
special attention regarding growth and maintenance
TIP: Disable the event if store if not required

CBE Browser

� Browse and review CBE

� Filter and search events

� Event purge supported
only via scripts

L2 Support experience - Technical recommendations >

Common Event Infrastructure (CEI)
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Administrators best friends

� WAS infrastructure for asynchronous communication

� Used by many BPM related components

– Service Component Architecture (SCA)

– Business Process Choreographer (BPC)

– Common Event Infrastructure (CEI)

– Performance Data Warehouse (PDW)

– Lombardi Process Server

� Should be clustered in production environments for high 
availability (messaging engines do not scale)

� TIP: Keep the number of destinations and modules as small as 
possible or introduce an additional messaging cluster to reduce 
failover time and improve performance

L2 Support experience - Technical recommendations >

Service Integration Bus (SIBus)
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Administrators best friends

� Keep an overview of queue destinations and their message
depth to identify problems early (easier tree view)

� Use SIB Browser to get all data at a glance
(ME, buses, queue, destinations, message content, …)

SIB Browser

• View

• Edit

• Delete

• Dump

L2 Support experience - Technical recommendations >

Service Integration Bus (SIBus)
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Administrators best friends

� What should be monitored and kept empty?

• BPC and Human Tasks hold queues

(backup storage of BPEL long-running process messages)
TIP: Use the Failed Event Manager (WPS V6.2+)

• SIBus exception destinations

(last resort for underliverable messages stored due to system

overload or application errors)

• SCA module destination queues

(central queue of BPEL processes to route messages)

• Queues to external JMS/MQ back-ends

(connectivity between messaging back-ends and the BPM 

messaging providers/listeners)

L2 Support experience - Technical recommendations >

Service Integration Bus (SIBus)
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Administrators best friends

� Free IBM standalone or WAS scheduler task application

� View, move, copy, delete, backup/restore messages in SIBus

� Avoid manual actions (custom coding) and automate tasks even
via custom message handlers

Use cases

� Examine erroneous
messages

� Move messages back to
destination queue

� Load messages from
disk on queue for testing

� Exception destination
handler for notifications

L2 Support experience - Technical recommendations >

SIB Destination Handler tool
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Administrators best friends

� Sufficient and available operating system resources are the key
for a healthy system

• CPU and memory consumption

• Disk space, I/O and network utilization

� Plan HW/OS resource assignment carefully and keep a buffer
for exceptional situations (e.g. cross server cascading crashes)

Server 1

Cluster (Max Heap 1.5 GB)

1.1 GB

Server 2

1.2 GB

Server 3

1.3 GB

Server 1

Cluster (Max Heap 1.5 GB)

1.1 GB

Server 2

1.2 GB

Server 3

1.3 GB

Server 1

Cluster (Max Heap 1.5 GB)

1.1 GB

Server 2

1.2 GB

Server 3

1.3 GB

L2 Support experience - Technical recommendations >

Monitoring of hardware and OS resources
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Administrators best friends

� Portal solution and widgets (similar to portlets) for system 
administration, monitoring and custom purposes

• Module administration

� Integration module
status and administrable
artefacts

�Determine external

connections/interactions

• System and interation
module health

�SIBus, Store & Forward

• BPC processes
and tasks

L2 Support experience - Technical recommendations >

WebSphere Business Space
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Administrators best friends

� Light-weight JVM diagnostic and monitoring solution

• Real-time monitoring of JVM resources and behaviour

• Analyze JVM performance and receive recommendations

• In-depth analysis of JVM method invocations via 

profiling/sampling

• Anticipate and foresee issues and resource shortage

� Enablement of JVM monitoring in less than 10min

• On demand monitoring possible

• Supports IBM JVM only (cross-platform)

� Shipped as free tool with IBM Support Assistant (ISA)

L2 Support experience - Technical recommendations >

IBM MDD4J Health Center - introduction
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Administrators best friends

Metrics &
Data

Server 
connection

Realtime
analysis

L2 Support experience - Technical recommendations >

IBM MDD4J Health Center - overview



45

Administrators best friends

� Client/server architecture

• JVM agent installation and configuration files on JVM

• ISA integrated Health Center plug-in/tooling

� Small performance overhead on JVM (~5% to ~10%)

• Depends on data collection metrics, samplings and trace level

� Agents starts collection data either on-demand (with HC 
connection) or preventive

JVMJVM

Java application

MDD4J HC agent

IBM Support Assistent (JVM) IBM Support Assistent (JVM) 

MDD4J HC client

MDD4J framework

Network connection
via IP/Hostname + Port 

(local/remote JVM support) 

L2 Support experience - Technical recommendations >

IBM MDD4J Health Center
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Administrators best friends

� Garbage collection (GC) status, analysis, recommendations

� Foresee memory constraints and leaking behavior

Monitoring heap usage
and GC cycles

Tuning recommendations
Keep attention on the

report and potential

issues that should be

investigated

Out of memory caused

by memory leak?

L2 Support experience - Technical recommendations >

IBM MDD4J Health Center - metrics
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Administrators best friends

� Profiling of Java method invocation and execution

� Metrics for most often called methods and execution times 

Spending a lot of time
within method
executions

Drill down by reviewing the methods invocation
path and invoking methods

Two other methods invoke the top consumer
and one perfect hi(n)t

99.6% @ testApplicationFill.run

L2 Support experience - Technical recommendations >

IBM MDD4J Health Center - metrics
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Administrators best friends

� Motivation

• Configuration changes are often performed manually

(might lead to failures – we are all human)

• Automate administrative tasks as soon as possible

(e.g. deployment, start, stop, data collection)

• Reuse automated tasks also for environment configurations

(setup identical environments e.g. for staging, production)

� Manage your servers using standardized technologies

� Write custom scripts via wsadmin tool or Java clients

� System management and monitoring can be implemented 
without significant investment

L2 Support experience - Technical recommendations >

MBeans and JMX
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Developing custom management clients

� MBeans available for management, configuration as well as 
monitoring (e.g. WAS PMI)

� Scalable management and
access also in distributed
environments

� Simple API and easy integration

� Multiple connector protocols and
security standards supported

• SOAP

• RMI

• IPC

WebSphere JVM (instrumentation layer)

ISC / Admin ConsoleJMX API Clients

(wsadmin, JConsole, …)

JMX Framework Runtime resources

MBean

SOAP,RMI, 
or IPC

L2 Support experience - Technical recommendations >

MBeans and JMX
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Developing custom management clients

� As-is application shipped with the JDK

� Reference JMX implementation and
client to administer JVMs

� In-depth and dynamic analysis of JMX
interfaces as well as operations

� Collection and analysis of JVM runtime
data (memory, threads, classes, …)

Excellent tool for application analysis.
Supports your learning path towards
JMX clients and back-end
system interfaces!

L2 Support experience - Technical recommendations >

JConsole – Helps you to explore JMX interfaces
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Summary

We illustrated and discussed

� Real life challenges and how to handle them

� IBM support and AVP offerings

� Introduction of the BPM product stack and related tools

� Out-of-the-box solutions in BPM making your life easier

� Best practices of monitoring and operating a BPM environment

� Recommended tools and their capabilities

� Tips and traps operating a complex environment

L2 Support experience - Technical recommendations >



We love your Feedback!

� Don’t forget to submit your Impact session and speaker feedback! Your 

feedback is very important to us, we use it to improve our conference for you 

next year.

� Go to impactsmartsite.com from your mobile device 

� From the Impact 2012 Online Conference Guide:

– Select Agenda

– Navigate to the session you want to give feedback on

– AVP-2774 Operational Excellence in a WPS/BPM 7.5 Environment

– Select the session or speaker feedback links

– Submit your feedback

Thank You…
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