IBM, Host On-Demand

Welcome to IBM Host On-Demand Version 5.0 Help

Click any help topic in the Table of Contents to the left.

Click Basic Steps for Getting Started for basic steps to configuring and starting Host On-Demand.

2
Click (!/ in the top right hand corner of any help topic to return to return to this overview.

When you see this icon The associated information:

in the help:
Jj\ Disol . .
[ isplays this information (how to use help).
!E! Applies only to the Host On-Demand server.
%‘ Supplements important points in the main text.
_E:i_ Provides hints to help apply the techniques and procedures described in the main
text.
ALDAP Specifically relates to Lightweight Directory Access Protocol (LDAP) directory

service.
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Logging on as an administrator 2

To log on for the first time after the initial installation:

1. Type the default user ID: admin.
2. Type the default password: password.
3. Click Log On.

If you have logged on before, enter the current user ID and password.

The system administrator can:

e Perform local or remote administration of the Host On-Demand Server.

e Configure, start, stop, and run traces of the Redirector or other services.

e Create and manage group and user accounts to control access to Host On-Demand and
Database On-Demand.

e Create, change and delete host-session configurations for groups and users.

e Configure Host On-Demand to use Lightweight Directory Access Protocol (LDAP) to store
user, group and session configuration data.

e Select the server to use for license usage reporting.

e Change the administrator’s user ID and password.

e View the message-logs and traces of host sessions and the Redirector.



!E! Basic configuration steps 2

After installing a Host On-Demand Server, you'll need to make some decisions about what functions
to use. It's helpful to make these decisions before starting the Administration window so that you
can have the information necessary to configure those functions.

]
EW:li_The readme contains late-breaking product information.

Conceptual overviews

¢ Database On-Demand

Refer to the Getting Started for:

SSL security

Redirector

License use count or license use management
Download clients, locally installed clients, or both
Shared accounts, individual accounts, or both.

Once you have decided what functions of Host On-Demand to use, configure the server and clients.
Each section provides basic configuration steps to get you started. Use the online help for detailed
steps on completing the task.

e Configuring the server
o Host On-Demand
o Database On-Demand

e Configuring locally installed clients
o Host access
o Database On-Demand

!E!' Configuring the server for Host On-Demand

These steps assume you have already installed the Host On-Demand Server. Use the online help
for detailed steps on completing these tasks.
Steps 4, 5, and 6 do not apply if you have only locally installed clients.

1. Open the Administration window.
On Windows NT, click Start > Programs > IBM Host On-Demand > Administration >
Administration Utility (or click the link above). On other platforms, load
http://server_name/HOD/HODAdmin.html in your browser. You can open the Administration
window from any computer that has access to the Host On-Demand server.

2. Logon.
The default user ID is admin and the password is password.



3. Change your password.
Click Users/Groups. Click HOD (System Default Group). Right click admin in the list of users
and select properties. For security reasons, you should probably change the default
administrator password. Type in a new password in the New Password field and again in the
change password field. Click OK for the change to take effect.

4. Add groups.
Click New Group to add a group. A group consists of one or more users. Host sessions can
be defined for groups and users can be made members of one or more groups, reducing
configuration and administration.

Detailed steps

5. Add users.
Click New User to add a new user. Each user must have an ID to log on to Host On-Demand.

Detailed steps

6. Configure host sessions for users and groups.
Right click on a user or group and select Sessions. Select a session type. Sessions defined to
a group are available to all the users in that group.

Detailed steps

7. Enable security.
To use SSL for a session, open the properties for a session, click the Security tab and then
click Enable Security. Use the Certificate Wizard or Certificate Management to request a
server certificate or import an existing certificate that clients will need.

Detailed steps

8. Tell users how to start the download clients.
There are several ways that users can start the download clients:
o Start page, HODMain.html
o Client file name (for example, http://hod_server_name/hod/hod.html)
o Customized HTML page

9. If you are using SSL client authentication, send a client certificate file and password to each
user.

!E!' Configuring the server for Database On-Demand

The Database On-Demand client lets you extract data from an AS/400 database for use in a
workstation application. Use the online help for detailed steps on completing these tasks.

1. Open the Administration window.
On Windows NT, click Start > Programs > IBM Host On-Demand > Administration >
Administration Utility. On other platforms, load the HODAdmin.html file into a browser. You
can open the Administrator window from any computer that has access to the Host On-
Demand server. The default user ID is admin and the password is password.

2. Change your password.
Click the Users tab. Select admin from the User List and click Change. For security reasons,
you should probably change the administrator password.



Add groups (if needed).

Click New Group to add a group. A group consists of one or more users. Statements and
settings can be defined for groups and users can be made members of one or more groups,
reducing configuration and administration.

Detailed steps

Add users (if needed).
Click New User to add a new user. Each user must have an ID to log on to Host On-Demand.

Detailed steps

Define database options.
Right click the group or user and select Database > options to define database options for
each user and group.

Detailed steps

Define SQL statements for each user.

Load the database client, HODDatabase.html, into a browser. Log on as the user that you are
defining statements for. Define the SQL statements, save them, and then log off. Once
statements are defined, you can copy them to other users or groups from the Administration
window.

Detailed steps

Give users access to the database client.

There are several ways you can give USers access:
o Start page HODMain.html
o Client name, HODDatabase.html
o Customized HTML page

Configuring locally installed clients for host access

These steps assume you have already installed the Host On-Demand local client. A locally installed
client is installed on a workstation and not downloaded from the server. Use the online help for
detailed steps on completing these tasks.

1.

2.

Start the Host On-Demand client.
Click Start > Programs > IBM Host On-Demand > Host On-Demand.

Add sessions.
1. Click Default Sessions.
2. Right click the session you want to configure and click Copy.

Configure your session.

If you are connecting to a host through the Redirector, enter the host name or IP address of
the Host On-Demand server on which the Redirector is running. The port number should be
the same as the Local Port number defined in the Redirector for the host you are connecting
to. Each host configured in the Redirector has a different port number.

Enable security
Click the Security tab. To use SSL for this session, click Enable security.



Configuring locally installed clients to use Database On-Demand

The Database On-Demand client lets you extract data from an AS/400 database for use in a
workstation application. Use the online help for detailed steps on completing the task.

1. Start the database client.
Click Start > Programs > IBM Host On-Demand > Host On-Demand.

2. To change database options, click Options.

3. To define SQL statements, click New.



!E! Managing users and groups 2

To manage users and groups, select Users/Groups in the Administration window.

As an administrator, you can create accounts for users or allow users to create accounts.

The Users/Groups window enables you to manage user and group accounts for Host On-Demand
and Database On-Demand. A tree view of the defined groups and users is displayed. To see the
members of a group, select the group. To see only certain members of a group, use the filter by
removing the check mark from Disable User Filter. Once the the filter is enabled, the Filter window
appears when you select a group. Choose to display all users in a group or only users matching the
specified filter. For example, to display all users with IDs that begin with an L, enter L* in the UserlD
field and click Filter.

Right-click a user or group and select a task from the list.

Creating a group

Configuring a host session for a user or group

Creating a user account and adding the user to a group
Copying a user or group

Changing a user’s or a group’s account

Deleting a user or group

Viewing a trace of a user’s session

Changing the administrator user ID and password
Enabling users to create their own accounts

Managing accounts

Access to Host On-Demand and Database On-Demand function is managed according to user and
group accounts. User accounts contain specific information regarding a particular user, including
the user’s ID, password, description, group membership, database statements, and the host
sessions that will be available to the user or group. By defining a group account, you can apply
access settings to all users assigned to the group, making user management more efficient and
more flexible. In this way, a host session can be defined once for a group and then made available
to the group’s members. Of course, a host session can still be defined for an individual user, in
addition to sessions already defined for the user’s group.

As an administrator, you can:

Create, change, copy, and delete users and groups
Allow users to create new user accounts

Define host sessions for users and groups

View trace information for users

User accounts

User accounts provide password-protected access to Host On-Demand and Database On-Demand.
As part of the account, session configuration information is saved, along with changes that the user
makes during a session, such as changes to keyboard and color mapping or recorded macros.
Also, any changes to the Host On-Demand user desktop are saved (such as, adding new sessions



and deleting sessions). No changes are saved if Do Not Save Preferences is checked.

Group membership

You can arrange users into groups. A user must be a member of at least one group but can be a
member of several. In the latter case, the user will have access to the host sessions and database
statements that are assigned to all the groups of which the user is a member.

% If you are using Lightweight Directory Access Protocol (LDAP), then you can only be a member of one
group. However, you can nest the groups, that is, include a group within a group.

Default group (HOD)

The default group, HOD, is supplied. You can change its Description and add users to it but you
cannot change its name or delete it. If you upgrade from Host On-Demand 2.0, the users are added
as members of this group and their 2.0 sessions are converted to the 5.0 format and added to their
5.0 accounts. However, these sessions are available only to the users that own them, not to all
members of the group.

Upgrading from Host On-Demand 3.0

If you have upgraded from Host On-Demand 3.0, you can continue to use the 3.0 user and group
accounts, sessions and preferences, which are held in files in the pri vat e subdirectory of the Host
On-Demand root directory. The pri vat e directory is not removed when you install the new version
but you must make sure that it is in the correct place, based upon the following:

The default root directory in 3.0 was ondenand but, for 5.0, it is host ondenand. If you have
installed 5.0 in the original (3.0) root directory, you need do nothing more. However, if you have
installed 5.0 in a different root directory, you must move the pri vat e directory to the new root
directory.

Host On-Demand 2.0 group (HOD?2)

If you upgrade from Host On-Demand 2.0, icons for the default sessions from 2.0 are migrated and
their icons appear in the HOD2 group’s Configured Sessions window. You can use the sessions
without change; however, you might want to take advantage of the new features by modifying the
configurations. The HOD2 group does not have any members at first but you can add them in the
usual way.

Administrator account

An Administrator account is provided. The default user ID is admin and the password is password.
As an administrator, you can change the password but you cannot change the user ID and you
cannot delete this account. We recommend that you change the password for security reasons.

Host sessions

You can configure host sessions for groups or for individual users. It is preferable to define groups,
including their host sessions, then add users to the groups. All the users in the group then have
access to the sessions defined for the group and you do not need to define sessions separately for
each user. Users can customize their own sessions without affecting the session definitions in the
groups, for example, change the screen colors, remap the keyboard, or hide the toolbar. These



preferences (the attributes that are different from the definitions that the administrator made) are
saved in their accounts and do not affect the sessions of other users. The next time they start the
same session, their preferences will be active. If changes are made to the group sessions, the user
will inherit those changes, unless they have already customized those fields that are changed.

If you don’t want users to be able to make changes to the sessions, click Lock in the session
configuration window next to the fields you want to lock. Locking fields locks the startup values for a
session. In most case, users can not change values for those fields because the fields are
unavailable. However, functions accessed from the session menu bar or tool bar can be changed.

You can also disable functions that you do not want users to access. You can disable any of the
graphical interface items on pop-up menu and buttons in the Client window, the session menu, and
the session toolbar. Disabling functions is different from locking functions. You can lock the fields of
a function when you are configuring a session. Functions can be disabled when configuring a user
or group. When a function is disabled, it is removed from the toolbar or menus so users do not see
it. Functions cannot be accessed using the shortcut keys either.

Shared user accounts (Guest log on)

There is no specific Guest user ID built into Host On-Demand. However, you can create a user ID
(or more than one) that can be shared by multiple people. To do this, create a user ID and click Do
not save preferences in the Create User window so that shared users can access the sessions
provided for them, and can make changes that will be active only until they log off. If you do this,
changes made by one user will not affect others. Of course, you can use the group feature to create
groups for shared users by department or area, for example. You might also want to check the User
cannot change password check box for your guest ID or, don’t set a password at all.

User preferences

Unless Do not save preferences was checked when the account was created, preferences set
during a host session are saved. These include color and keyboard mapping, macros created or
changed, and the settings for the toolbars. These preferences are saved in the account of the
individual user and associated with the icon for the session to which they apply. As a result of this:

e Preferences saved by one user do not apply to any other user and cannot be copied or
transferred to any other user. For example, if user A creates a macro, only A can use it.

o If a user changes the keyboard or color mapping during a session, the change applies only to
that session or to copies of that session that are created after the change was made. The
same is true for any macros that a user creates or changes during a session. For example, if
a user creates a macro to transfer some files during a session named LONVMS3, that macro
cannot be used by a session named BIRMVM unless the latter is a copy of the former and
was made after the macro was created. Also, the macro cannot be used by anyone else.

o If an administrator remaps the keyboard when configuring a session, the changed layout
becomes the default for everyone who uses that session. If a user makes further changes
when using the session, those changes apply only to that user, not to everyone. The
differences between the default settings and the user’s settings are saved in the user’s
account.

e Every preference and macro saved in a user’s account is downloaded when the user logs on.
If the user customizes a given field, then none of the changes made by the administrator to
that field is inherited. However, you can export a session and distribute it to other users, who
can import it. In this case, all the session’s attributes are imported too.

Related topics



e Creating your own user account




!E! Changing the administrator user ID and

password

oakhwnE

Click Users/Groups in the Administration window.
Right-click the Administrator ID from the User list and click Modify.

Type the new User ID (you can do this only for the administrator account).

Optionally, change the description.
Optionally, type a password and its confirmation.
Click OK.



!E! Adding or changing a group 2

To change a group, right-click the group and select Properties.

To add a group:

1.
2.
3

©NOo O

Click Users/Groups in the Administration window.

Click New Group.

Type the Group ID. The first character must be a letter and you can use only equivalent to
English A-Z, a-z, 0-9, . (period), and - (hyphen). Group IDs are always converted to
uppercase characters.

Optionally, type a description of the group. Any character is allowed except | (vertical bar) or #
(number or pound sign).

@ LDAP If you are using LDAP, select the parent group from the Subgroup of list.

Click Apply.

Repeat steps 3 - 5 if you want to create another group.

Click Close when you finish.

Add members to the group by right-clicking a user and selecting Properties. Or, right-click a
user and select copy and then right-click the group and click Paste. The user is added to the
new group.



L. Enabling users to create accounts ?)

If you select Allow users to create accounts on the Users/Groups window, you must provide an
HTML file through which the accounts can be created. A sample file, NewUser.html, is located in the
publish directory (the default is /hostondemand/HOD). You can use the sample file or create
customized versions of it as described below.

Accounts created in this way allow the new user to change password and save preferences.

When the HTML file is loaded, a Create User Account window appears. The user must fill in the
information and click Apply to create each account.

To customize NewUser.html:

1. Open the file in a text editor.
2. Change or add to the value for the Groups parameter as necessary; you can include multiple
groups, separated by a comma. The value must be enclosed in double quotes.

@ LDAP If you are using LDAP, you cannot specify multiple groups.

3. Save the file with any name you choose.

You can create as many different files as you like, so that users can create accounts in different
groups.

NewUser.html is similar to the following:
<APPLET archi ve=hodusd. jar CODE="com i bm eNetwor k. HODUt i | . servi ces. confi g.

<PARAM NANE-CABBASE VALUE=hodusd. cab>
<PARAM NAME=" G oups" VALUE=" HOD' >

A customized file is similar to the following:

<APPLET archi ve=hodusd. jar CODE="com i bm eNetwor k. HODUt i | . servi ces. confi g.
<PARAM NANME=CABBASE VALUE=hodusd. cab>
<PARAM NAME=" Gr oups" VALUE="HOD, Sal es">

% This function allows a user who knows the URL to create any number of user accounts, so you might
want to control its use carefully.
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!E! anging a user’s or a group’s account 2
1. Click Users/Groups in the Administration window.
2. Select the user or group you want to change.
3. Right-click and select Properties.
4. Make the changes. For user account, you can change the two checkboxes as needed. If you

want to change group membership, make the appropriate selections. You cannot change the
ID.
Click OK.



Viewing a trace of a user’s session 2

You can look at a trace file that has been created by a user and saved to the server. Trace files are
saved in the pri vat e directory on the server as SVRLOGANDTRACE.[user_name].user.

1. Click Users/Groups on the Administration window.

2. Right-click a user and select Trace Facility.

3. You can copy the trace information into a text file so that you can study it or send it to IBM
Service.




!E! Adding or modifying a user 2

To allow users to create accounts for themselves or for other users, select Allow users to create
accounts on the Users/Groups window.

To modify a user, right-click the user and select Properties.

To add a user:

1.
2.
3

No

Click Users/Groups in the Administration window.
Click New User on the Users/Groups window.
Enter the required information.

User ID
Type the User ID. You can use only equivalent to English A-Z, a-z, 0-9, . (period), and -
(hyphen). User IDs are always converted to lowercase characters. IDs must be unique.
You cannot have a user ID and a group ID that are the same, even if one is in lower
case and the other is in upper.

Description
Type a description of the user. You can use any character except | (vertical bar) and #
(number or pound sign).

New Password
Type a password. You can use any character. A password is not required.

Confirm Password
Enter the password again.

Select one or more groups for the new user from the Not a member of list and click Add. A
user must be a member of at least one group.

If you are using LDAP, a user can be a member of only one group. Select the group that
you want the user to be a member of.

If you do not want the user to be able to save preferences (changes that the user might make
to a host session configuration), select Do not save preferences. This feature is useful for
user IDs shared by more than one person.

If you do not want the user to change the password, select User cannot change password.
If you are using native authentication, select Use Native Authentication and enter a user ID
to be used for the authentication process.

Click Apply. Repeat the steps above to create another user account.

Click Close when you finish.

¢ LDAP




!E! Copying a user 2

v

You can copy users from one group to another using the copy and paste options.

PobdPE

Click Users/Groups in the Administration window.

Right-click a user or group.

Click Copy.

Right-click the group that you are adding the user to and click Paste. The user is added to the
list of members for that group.



Deleting a user or group 2

PR

5.

Select Users/Groups in the Administration window.

Right-click the user or group you want to delete.

Select Delete.

If you are deleting a group and want to delete the user accounts of all the members of the
group, click Also delete all members of this group.

@ LDAP This option is not available if you are using LDAP.
Click OK.

If you delete a group, the group’s name is removed from the accounts of all the members of the
group. If this is the last group, the users are automatically made members of the default group,

HOD.

¢ LDAP

If you are using LDAP, you must delete the members and subgroups before you can delete the
parent group.



XLy Disabling graphical interface functions ?

To enable or disable functions for a group or user:

1. Click Users/Groups on the Administration window.
2. Right-click a group or user and select Disable Function.

When configuring users and groups, you can disable functions that you do not want users to
access. You can disable any of the graphical interface items on pop-up menu and buttons in the
Client window, the session menu, and the session toolbar. For example, you can remove items such
as Copy, Export Session, or Properties from the pop-up menu in the client window or the macro
button from the toolbar in the session window.

Disabling functions is different from locking functions. You can lock the fields of a function when you
are configuring a session. Locking fields locks the startup values for a session. In most case, users
can not change values for those fields because the fields are unavailable. However, functions
accessed from the session menu bar or tool bar can be changed.

Functions can be disabled when configuring a user or group in the Administration window. When a
function is disabled, it is removed from the toolbar or menus so users do not see it. Functions
cannot be accessed using the shortcut keys either.

Functions can also be disabled when creating a client HTML file using the Deployment Wizard.

Changes made to a user’s functions while the user is logged on do not become effective until the
user has logged off and then logs back on.

Inheriting from a group

Enabling and disabling functions can be set for each group and for each user within a group. A user
or group can be configured to use, or inherit, the settings for functions from a higher (parent) group.
However, settings for functions at the lower level groups or users take precedence over the higher
level groups. In other words, if you disable a function at a group level but enable it for a user in that
group, the function is enabled for only that user. Because of the inheritance factor, it's easier to set
functions at the group level, and then disable or enable specific functions for the users or groups
belonging to those higher level groups.

If you are using an LDAP server for storing configuration information, a user can be a member of
only one group. If you select Inherit for a function, whatever is set for that group is applied to the
user.

If you are using the Host On-Demand configuration server, a user can be a member of multiple
groups. If you select Inherit, and all the groups to which the user is a member of have the function
disabled, then the function is disabled for the user also. If at least one those groups has the function
enabled, then the function is enabled for the user.

Disabling functions using the Deployment Wizard

If you are using the Deployment Wizard to create client HTML files, you can disable or enable



functions. Session configuration is loaded from the HTML file and not the Host On-Demand

configuration server. Using the wizard, you can determine what functions should be enabled or
disabled.

Related topics

e Starting the Deployment Wizard




!E! Using native authentication 2

The native platform authentication service allows users to logon to Host On-Demand using the
same password as they would to logon to the operating system (Windows NT, AIX or OS/390)
where Host On-Demand is active. When a user logs on to Host On-Demand, their password is
validated against the system password, rather than a separate Host On-Demand password. This
gives the Administrator a single point of control for password administration, and the user a single
password to remember.

Requirements for using native platform authentication include:

o Native platform authentication service must be installed on a Windows NT, AlX, or 0S/390
Host On-Demand server. On Windows NT, native platform authentication requires Windows
NT Server or Windows Advanced NT Server (Lanman) with a non-null domain.

e On the Host On-Demand server, LDAP must be enabled and users must have Native
Authentication enabled.

e On Windows NT, the native user IDs must be enabled to allow batch logon.

To use native platform authentication on Host On-Demand:

1. Install native platform authentication service.

2. Start the native platform authentication service.

3. Configure current users for native authentication.

4. Enable Windows NT users for native authentication.

Installing native platform authentication

The files to support native platform authentication are installed with the Host On-Demand server. On
Windows NT, the following additional steps are required:

1. Using regedit, find the registry value for:

HKEY_LOCAL_MACHI NE\ SOFTWARE\ | BM GSK\ Cur r ent Ver si on\ Bi nPat h

For example: c:\ProgramFiles\IBM\GSK\bin. Add the value to the Path system variable.
System variables can be edited using the Environment tab of the System icon in the Control
Panel.

2. Define the environment variable hod_dir and set the value to the drive letter where Host On-
Demand is installed (hod_dir=c:).

3. Using Windows NT Explorer, locate the file odsrapd.reg in the Host On-Demand bin directory.
Add the registry settings defined in the file by double-clicking on the file.

4. Using regedit, find the registry value for:
HKEY_LOCAL_MACHI NE\ SOFTWARE\ | BM On- Demand Server for Wndows NT\2.0\ir

Edit the installpath value so that "%hod_dir%" is replaced with the drive letter where Host On-
Demand is installed. For example, if Host On-Demand is installed on the d drive, change:



ohod_di r % host ondermand\ pri vat e

to

d: \ host ondenmand\ pri vat e

5. Reboot your system.

Starting native platform authentication service
To start native platform authentication service:

Windows NT
The native platform authentication service is started from the Windows NT Services menu. By

default, this service is set to start automatically.

AlX and OS/390
On the computer where the native platform authentication service (ODSRAPD) is installed,

enter the following command:

odsr apd. sh [ paranet er s]

Parameters
-l
Enables logging. You can also specify -L, /I, or /L

-txx
Sets the socket timeout to some other value instead of the default 20 seconds. You can

also specify -T, /t, or /T . xxis the new timeout value.

-CXX
Specifies the number of requests the server will allow. You can also specify -C, /c,
or /C. xx is the new number of requests the server will handle.

Configuring current users for native authentication

Users' identities are verified as part of the log in process before they access host applications. For
each user, select to use native authentication for identity verification.

To use native platform for authentication, you must first install the platform authentication service on

the system used to authenticate users. The user’s ID and password should already be defined to

the operating system running the platform authentication service.

% To use native platform authentication on Windows NT, you must grant the users an additional
privilege before they can be authenticated.

To choose native platform authentication for a user:

Right-click a user and select Properties.

Check Use Native Authentication so that it is enabled.
Enter the user’s ID for the native platform.

Click OK to close the window.

PR



When a user logs on, the user ID and password are sent to the Host On-Demand service manager.
The service manager sends a request for logon information about the user to the LDAP server. The
LDAP server returns the requested user information and whether or not the user is configured for
native authentication. If the user is configured to use native authentication, the service manager
sends the authentication user ID and the password to the operating system for verification. If the
user is not configured for native authentication, the service manager compares the password that
was entered by the user with the password returned by the LDAP server.

Enabling Windows NT users for native platform authentication

1.

ogkwn

Open the User Manager on Windows NT. This is normally found under: Start > Programs >
Administrative Tools (Common) > User Manager.

Click Policies > User Rights from the menu bar of the User Manager.

Check Show Advanced User Rights.

In the Right field, select Log on as a batch job.

Click Add.

Select, from the Names field, users who will be using native platform authentication and click
Add. To add members of a group, select the group and click Members. As you add users, the
users’ names are displayed in the Add Names field.

When you are finished adding users, click OK to close the Add Users and Groups window
and save your changes.

Click OK to close the User Rights Policy dialog.

You can now exit the User Manager. All users that were granted the Log on as a batch job
right can be authenticated using the native platform authentication service.



Configuring host sessions 2

Both administrators and client users can configure host sessions. Administrators can configure host
sessions for groups or for users. Users can configure host sessions that have been provided to
them by their administrator; however, the administrator can lock some or all of the fields. Users can
also create and configure sessions.

!E! Creating a session

Click Start > IBM Host On-Demand > Administration > Administration Utility.

Log on as the administrator.

Click Users/Groups.

Right-click the user or group for whom you want to create a session and select Sessions.
In the Configure box, click the display or printer session you want to create.

On each tab, type or select the required information.

Click OK.

NogokrwnE

Lock

Locking fields locks the startup values for a session. In most case, users can not change values for
those fields because the fields are unavailable. However, functions accessed from the session
menu bar or tool bar can be changed.

Adding a session configuration

Click Add Sessions on the Client window.

Right-click the type of session you want to add.

Click Copy.

Type or select the required information.

Note: If a field is unavailable (shaded), it has been locked by a selection you made for
another field or your administrator has chosen to not allow changes to that field.

. Click OK.

6. Click Close to close the Add Sessions window. An icon is added to the Configured sessions
window.

PwdPE

The Add Sessions window contains those sessions configured for the groups of which the user is a
member.

Modifying a session configuration

1. Right-click the session’s icon.

2. Click Properties.

3. On each tab, change the required information.
4. Click OK when you are finished.

Related topics

e Copying a session
e Configuring a session for easy launch
e Deleting a session




!IE! Configuring a host session for a user or group  (?)

Click Users/Groups in the Administration window.

Right-click the user or group and select Sessions.

Click the appropriate button in the Configure list. Fill in the necessary information. If you want
to prevent the user from changing a field, click Lock.

Click OK. An icon for the session is added to the Configured Sessions window.

To make further changes, right-click the icon, then click Properties.

Click OK when you finish.

wN e
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[y Creating an HTML file for starting sessions ?)

You can create your own HTML files and provide them to users instead of the files provided with
Host On-Demand. Creating your own files provides users with an easy way of starting a session and
allows you to create customized sessions without having to go through the configuration windows.

You can find sample HTML files, sessionl.html and session2.html, in the doc/samples/html

directory.

%‘ Sessionl and session2 do not support new functions added to Host On-Demand V5. Use the
Deployment Wizard instead.

You cannot open more than one customized file in the same browser window at one time, though
you can use Run the Same to start more than one identical session. If you want to open more than
one customized file, you must use a separate browser window for each.

Related topics

Creating an HTML file to bypass logon and start a configured session
Creating an HTML file to configure and start a session

Disabling functions through HTML files

Creating buttons for sessions




Creating an HTML file to bypass logon and start a ?)
configured session

e Sessionl and session2 do not support new functions added to Host On-Demand V5.
Use the Deployment Wizard instead.

e These steps require you to have a session already configured. Make sure that the
session works correctly before you create the HTML file.

% e The user’'s account must be configured on the Host On-Demand server.

¢ If you create files for several users, each file must have a different name.

e Launching a pre-configured session using the sessionl.html file does not let you save
preferences. When you close the session, any changes you made are discarded.

To create an HTML file for a user:

1. Open sessionl.html with an ASCII text editor. Session1.html includes all the possible
parameters and can be found in the doc/samples/html directory.

2. Add or change the parameter values.

3. Save your changes and copy the file to the Web server published directory or the On-Demand
Server published directory.

4. Test the file to verify that it works correctly.

Creating buttons for sessions

The sessionl example uses a configured session. You can use the same steps to create a file that
displays sessions as push buttons instead of icons. The example that follows has buttons for 4
sessions in one row. The width and height have been adjusted, but you can use any values.

<APPLET ar chi ve="hod40.jar" CODE="com i bm eNet wor k. HOD. Sessi onLaunch

<PARAM NAME=CABBASE VALUE=h0d40. cab>
<PARAM NAME=" User " VALUE="or der s" >
<PARAM NAME=" Passwor d" VALUE="">
<PARAM NAME=" Enbedded"” VALUE="f al se" >
<PARAM NAME=" Rows" VALUE="1">

<PARAM NAME=" Col umms” VALUE="4" >
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Creating an HTML file to configure and start a 2
session

e Sessionl and session2 do not support new functions added to Host On-Demand V5.
Use the Deployment Wizard instead.
%‘ e A pre-configured session is not required. An HTML file created by these steps
configures and launches a session.
e You cannot use these steps to configure and launch a printer session.

1. Open session2.html with an ASCII text editor. Session2.html includes all the possible
parameters and can be found in the doc/samples/html directory.

2. Add or change parameter values as necessary.

3. Save your changes and copy the file to the published directory on your Web server.

4. Test the file to verify that it works correctly.



Disabling functions through HTML files ?)

To disable graphical interface functions, use the Disable Function accessed from the Administration
window or the Deployment Wizard.

Not only can you provide Host On-Demand functions in a customized HTML file, but you can also
create an HTML file that starts a session with some functions disabled. To do this, add the Disable
parameter to the <APPLET> tag in the HTML file.

For example, to disable the Cut/Copy/Paste function, add the following:

<PARAM NAME=Di sabl e VALUE=" CUTPASTE" >

You can disable more than one feature by separating the values with semicolons. For example, to
disable the Cut/Copy/Paste, 5250 Emulation, and Macro Record/Play features, add the following:

<PARAM NAME=Di sabl e VALUE=" CUTPASTE; EMUL5250; MACRO' >

The following functions can be disabled:
[Parameter Value|[Function

[  CLRMAP |[Color remapping

| CUTPASTE ||Cut/copy/paste

[ EMUL3270 3270 session

| EMUL5250 |5250 session
|
|

|

|

|

|

|
EMULCICS |[CICS gateway session |
EMULVT  ||VT session |
|

|

|

|

|

|

|

[ FILEXFER3270 |[3270 file transfer
| FILEXFER5250 |5250 file transfer
[ EMUL3270PRT |[3270 printer session
[ EMUL5250PRT |[5250 printer session
KEYMAP  |Keyboard remapping
MACRO |Macro record/play
SSL |lSecurity
USERAPPLET ||Startup-applets and run applet

Related topics

e Disabling graphical interface functions




Configuring SSL ?)

If you have clients outside your firewall connecting to any telnet server or Host On-Demand
Redirector inside your firewall, you should configure SSL connections to ensure your data is secure.
To configure SSL for servers and clients:

PobdPE

Obtain or create certificates for servers

Make server certificates available to clients

Configure clients to use SSL
Obtain or create certificates for clients needing to provide client authentication.




Configuring SSL on clients 2

!E! Download clients

You can configure security on the client workstation or from the Administrator window. If you are
configuring security on the client workstation, perform only steps 4 through 8.

To configure SSL for clients:

Open the Administration window (HODAdmin.html) and log on as the administrator.
Click the Users tab to open the list of defined groups and users.
Select a user or group and click Sessions to open the Configured Sessions window.
If you are creating a new session, click the appropriate button. If you are changing a session,
right-click the session icon, then click Properties.
Click the Security tab and then click Enable Security (SSL).
To enable server authentication, click Server Authentication. Read about known security
limitations when using the Internet.
7. To use client authentication, click Send a Certificate.
To specify a default location of the client certificate, enter a URL or path and file name. The
URL protocols that can be used depends on the capabilities of your browser. Most browsers
support http, https, ftp, and ftps.
To be prompted each time the server requests a client certificate, click Prompt Each Time.
8. Click OK.
9. If clients will use secure sessions to the Host On-Demand server, click the Redirector tab.
o If you are creating a new connection, click Add. If you are changing a connection,
highlight the entry and click Change.
o In the Add (or Change) Configuration window, choose the appropriate value for
Security. The most likely choice is Client-side because this provides secure sessions
between the client and the Redirector. Refer to the online help for more information.

PN PE
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Locally installed clients
At the client workstation:

Click Start > Programs > IBM Host On-Demand > Host On-Demand.

Right-click the appropriate session icon, then click Properties.

Click the Security tab and then click Enable Security (SSL).

To enable server authentication, click Server Authentication. Read about known security
limitations when using the Internet.

To use client authentication, click Send a Certificate.

To specify a default location for the client certificate, enter a URL or path and filename. The
URL protocols that can be used depends on the capabilities of your browser. Most browsers
support http, https, ftp, and ftps.

To be prompted each time the server requests a client certificate, click Prompt Each Time.

PwDPE
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!E! Setting security on the Redirector

To use secure sessions on a Host On-Demand Redirector, you must set a security level on the port



!E! Setting security on the Redirector

To use secure sessions on a Host On-Demand Redirector, you must set a security level on the port
used by the Redirector. On the server:

1. Log on as the administrator.
2. Click the Redirector tab.
3. If you are creating a new connection, click Add. If you are changing a connection, highlight

the entry and click Change.

4. Inthe Add (or Change) Configuration window, choose the appropriate value for Security. The
most likely choice is Client-side because this provides secure sessions between the client and
the server. Refer to the online help for more information.

Related topics

e Server authentication




K. Starting the Deployment Wizard ?)

Use the Deployment Wizard to create a client HTML file that can be downloaded to start a session.
The client HTML file can be used in to access the configuration server, but it's not required. The
Deployment Wizard takes you step-by-step through the decision making process necessary to
configure and deploy your Host On-Demand sessions. It replaces sessionl.html and session2.htmi
provided in previous releases.

To start the Deployment Wizard from the Start menu, click Programs > IBM Host On-Demand >
Administration > Deployment Wizard. To run the wizard from the CD, insert the CD into the system
and select Run Deployment Wizard from the Welcome screen.

There are several advantages to using the wizard for creating client HTML files: you don’t have to
remember all of the parameter names, more options are available, and it's easier to update the
client HTML files.

Many of the options available in the Wizard are not available from the Administration window. For
example:

Accessing configuration information
Choose where the client HTML file accesses configuration information: the server or the
HTML file.
Cached client options
Choose whether or not users should cache the client and configure cached client options.
Automatic logon for users
Add user IDs and passwords so users don’t have to log on.
Display options
Choose the window size of the applet and if session icons are displayed in the client window
or as a grid of buttons.
Set preloads
Select functions to download when the applet is downloaded.
Set run-time options
Configure and start a session to set options that run as part of the session, for example
macros, keyboard settings, and client authentication.

Running the wizard from a Windows installation

The Deployment Wizard runs on Windows Operating Systems only. When you install Host On-
Demand on Windows, the wizard is installed also and can be started from the Start menu. Or, you
can run the wizard from the CD. The recommended way is to run the wizard from an installation, not
the CD. When you run the wizard from an installation, the files created by the wizard are
automatically saved to the correct location and no further action is necessary. Users simply load the
client HTML file you created to start a session:

http:// hod_serverl/ hod_al i as/ client_HTM._nane. ht m

server_name is the host name or IP address of the Host On-Demand server, hod_alias is the alias
(or path) of the published directory, and client HTML name is the file name of the client HTML file.



Each time you run the wizard, a directory, a text file, and two HTML files are created. If you are not
using the Configuration Server, object files and a configuration file are created for every defined
session. You can copy the client HTML files from one installation to another. For example, if | create
a client file named newgroup.html, the wizard creates two files, newgroup.html and
autonewgroup.html, and a directory named /HODData/newgroup/ in the publish directory. The
auto*.html file is required to bookmark a session.

To use these client HTML files on another operating system, move both HTML files and
the /HODData/newgroup/ directory, including the files, to the publish directory of another installation.
Directories are case sensitive and must be maintained.

Transfer files in binary when transferring to the host system. For MVS and UNIX operating systems,
set file permissions for those files to 666, for example, chmod 666 newgroup.html.

File extensions for HTML files transferred to an MVS host system must be changed to html.ascii.
File extensions for text files located in the HODData subdirectories must be changed to txt.ascii.

Running the wizard from the CD

If you are running the wizard from the CD, it generates one zip file in the directory that you choose.
Extract the files from the zip file to the publish directory for the Host On-Demand server.

Editing client HTML files

Files created with the wizard should be updated in the wizard. If you create a file with the wizard,
manually edit the file and then bring it back into the wizard, your changes might be gone. The
wizard reads the information from the file and creates a new client HTML file. Only the information
for the options contained in the wizard are read into the new file.

Using the Configuration Server

If you choose to use the configuration server when creating a client HTML file, configuration
information, including sessions, is accessed from defined users on the configuration server. Every
time you load the client HTML file, the configuration server must be accessed.

If you choose not to use the configuration server, configuration information is defined in the client
HTML file. Sessions are configured while running the wizard and included in the HTML file.
Therefore, the client HTML file does not require accessing the configuration server but any updates
must be made through the wizard.

Selecting preloaded functions

Using the wizard, you can determine what functions should be preloaded. Preloaded functions are
functions that are downloaded as part of the initial download. Other functions are downloaded when
needed. This creates a smaller download client file and increases performance.

Once preloaded functions are downloaded, available functions are determined by what is enabled
and disabled when the user logs on. If disabled functions are included as preloaded functions, they
are still downloaded when users start a session. However, users won’t have access to them until the
function is enabled.



Choosing the cached client

The cached client is cached on your local disk the first time you download it. The next time you start
a session, the applet does not need to be downloaded from the server but checks the server to see
if any of the components on the server are more recent than those in cache. If not, the cached client
components are loaded from your cache. If there are later versions of the components on the
server, the new versions are downloaded and replace the versions on your workstation. If you
choose to use the cached client, the wizard takes you through the available options.

Disabling functions

Disabled functions are functions that users cannot access. You can disable any of the graphical
interface items on pop-up menu and buttons in the Client window, the session menu, and the
session toolbar. This option is available only when you are creating client HTML files that don't
require accessing the configuration server.




Session parameters

-
e Sessionl parameters
e Session2 parameters
e Saving preferences parameters
e 3270 and 5250 host print session parameters
e 3270 host print session only parameters
e 5250 host print session only parameters
e Disabling functions
e Cached client installation parameters
Sessionl parameters
Parameter Description Valid values Default
name value
User User ID The ID of the user. None
The user's
Password |Password password. None
The name of the session as typed in the configuration panel.
The case of the characters must match exactly (upper/lower). |The name of the
Launch . . . None
If the name includes one or more spaces, you must enclose it |session
in double quotes (" ").
true = Run
. . . . embedded within
Embedded Run the session embedded in an HTML file or in a separate the browser file false
window. _ ;
false = Runin a
separate window
XX_YY Locale
xx = language
Locale Sets the locale. code YY = country retr:Jrne\fiMby
code the J

Session2 parameters

Parameter Name

Description

Valid values

Default value

The name you want to
assign to this session

4 = CICS gateway

SessionName (appears at the top of the Any string None
window).
. Limits the number of
MaxSessions sessions a user can start. Integer None
Host Host name or IP address Host name or IP address None
of the target telnet server.
WorkstationID Name of this workstation. jUnique name for this workstation None
1=3270
. The type of session you |2 =5250
SessionType want to configure. 3=VT 1




The short name you want
to assign to this session

SessionID (appears in the OIA). It  |One character A
must be unique to this
configuration.
Session uses ResQ!Net.
When true, the
GUIEmulation Embedded parameter is |true, false false
ignored and the session
is run in a frame.
. Start Session or
ButtonText gﬁétogn the start session text string Start Session:
' SessionName
The port number on 23
Port which the target telnet Any valid TCP/IP port number
server is listening. (CICS 2006)
Enable TN3270E
TNEnhanced(32700nW)Suppon_ true, false true
SLPEnabled Enable SLP support. true, false false
String - 8 + 8 with "." as a delimitter
Net ID "." LU Name. Fully qualified
CP name: 1-8 byte character string
for each Net ID, and LU Name. The
SLPAS400Name SLP AS400 Name first character must be alphabetic(A-
Z) or a special character (@,#,%). The
remaining characters can be
alphanumeric (A-Z, 0-9) or special
characters(@, #, $).
String - alphanumeric or special
characters which include comma,
asterisk, equal sign, plus sign, colon,
semicolon, quotation marks, vertical
SLPScope SLP Scope bar, question mark, slash, backslash, *
left angle bracket (<), right angle
bracket, left square bracket (), right
square bracket and the number sign
(#).
SLPThisScopeOnly SLP this scope only. true, false false
SLPMaxWaitTime SLP maximum wait time. |integer 200
The name of the LU or
LU Pool, defined at the
target server, to which
you want this session to
LUName connect. If you do not The name of an LU or LU Pool None
specify this, the session
connects to the first
available LU.
2 =24x80
3 =32x80 (3270 only)
ScreenSize Igﬁﬁqlér:gﬁrtﬁggngﬁd 4 = 43x80 (3270 only) 2
© |5 =27x132 (3270, 5250 only)
6 = 24x132 (VT only)
The code-page of the
CodePage S/390 or AS/400 to which |A supported host code-page 037
the session will connect.
XYY Locale returned
Locale Sets the locale. xx = language code YY = country

code

by the JVM




DBCSiInputVisible DBCS input visible. true, false false
SSL Enable SSL encryption. |true, false false
... |Enable server
SSLServerAuthentication authentication by SSL. true, false false
The session connects
AutoConnect automatically when it true, false true
starts.
The session re-connects
AutoReconnect automatically if the link  |true, false true
recovers after failure.
The name of an applet to
StartupApplet start when the session  |[The name of the applet’s class file None
starts.
Show or hide the OIA
- (operator information true = On
OlAVisible area) in the session false = Off true
window.
Show or hide the keypad |true = Show the keypad
Keypad in the session window. |[false = Do not show the keypad false
Show or hide the toolbar [true = Show the toolbar
Toolbar in the session window. [false = Do not show the toolbar true
Show text that explains
true = Show the text
ToolbarText the purpose of each _ true
toolbar button. false = Do not show the text
Show or hide the status
true = Show the status bar
Statusbar bar at the bottom of the _ true
session window. false = Do not show the status bar
The terminal-type 1=VT220 7 _BIT
VTTerminalType (VT required by the serverto |2 =VT220_8 BIT 1
only) which the session will 3=VT100
connect. 4 =VT52
. . ; true = CR
VTNewLine (VT only) New-line operation false = CRLE true
true = Delete
VVTBackspace (VT only) |Backspace mode false = Backspace false
true = On
VTLocalEcho (VT only) |Local-echo mode false = Off false
true = Application
VTCursor (VT only) Cursor mode false = Normal false
true = Application
VTKeypad (VT only) Keypad mode false = Normal false
true = On
VTAutowrap (VT only)  |Auto-wrap false = Off false
The host name or IP
g:rI]CIZ)SServerName (CICS address of the CICS Host name or IP Address None
y Gateway for Java.
CICSGWCodePage The code-page defined |A supported CICS-Gateway code- 000

(CICS only) at the CICS gateway. page (auto-detect)
. . true = On
LightPenMode Light pen support false = Off false
Run the session o
. true = Run embedded within the
Embedded embedded in an HTML browser window false

file or in a separate
window.

false = Run in a separate window




Show the Macro true=Yes
MacroManager Manager toolbar. false=No false
0 = Off
1 = Minimum _
TraceLevel Trace level > = Normal 0 = Off
3 = Maximum
FontName Font name font name monospaced
0 = Plain
FontStyle Font style 1 =Bold 0 = Plain
2 = ltalic
FontSize Font size integer 12
Displays rule lines on the
Rule screen. true, false false
Changes the cursor to a
BlockCursor blinking solid block. true, false false
NumeralShape (BIDI NOMINAL NATIONAL
only) Numeral Shape CONTEXTUAL NOMINAL
TextType (BIDI only) Text type VISUAL, LOGICAL VISUAL
gﬁf;f)or'e”tat'on (BIDI |rext orientation LEFTTORIGHT RIGHTTOLEFT LEFTTORIGHT

Saving preferences parameters

You can save all the configuration information to a single configuration file and then use that

configuration file to configure the session when a downloaded client starts the session.

Note: Microsoft Internet Explorer and Netscape Navigator write the session preferences file to a
different directory on the client system. Preferences saved using one of the browsers will not be
loaded by the other.

Parameter
name

Description

Valid
values

Default
value

Save

Name of a local file in which preferences must be saved.

filename

Config

The name of a file on the server from which preferences must be read.
You cannot save changes here. The file can be either an absolute URL or
a relative file name to the Session2.html document URL.

filename

ConfigDefault

True: first time reads from the server, saves locally. After the first time,
reads from local file. False: reads from server and local files, and
combines. When both the Save and Config parameters are specified, the
ConfigDefault parameter is used. When set to true (the default) the config
file on the server will only be read if the config file on the local hard drive is
not found. If set to false both the config file on the server and on the local
hard drive will be read and combined into a single configuration object.

true,
false

true

ConfigOverwrite

True: Reads from server and local files; if conflict, server definitions
prevail. Additions saved locally. False: Reads from server and local files; if
conflict, local definitions prevail. Changes or additions saved locally. When
both the Save and Config parameters are specified and the ConfigDefault
parameter is set to false, the ConfigOverWrite parameter is used. When
both config files are read and combined into one configuration object,
collisions with data will occur. This parameter controls the outcome of
those collisions. If set to true, information in the server config file will be
used in the case of a collision. If set to false (the default), information in
the local config file will be used in the case of a collision.

true,
false

false

3270 and 5250 host print session parameters




Parameter Default

Description Valid values

name value
, ... |Choose whether the output should go to a printer or to a file.

printDestination When true, it goes to printer. true, false true

printerName The name of the port for the printer to be used. ﬁg%gghd printer LPT1

printFileName |The path and name of the file when the print destination is a file. ﬁg%gahd path none

When the print destination is a file, choose whether you want to
separateFiles |save each print job to a unique file or have jobs appended to true, false false
each other in one file.

The amount of time in seconds to wait for printing to start. If

Integer between

intervTime printing does not start within the time set, an Intervention 10 and 255 25
Required message pops up.
i Display a window that includes several items of information, and
graphicsVisible shows the printer, workstation and host system as icons. true, false true
3270 host print session only parameters
Parameter name Description Valid Default value
values
The size of the block of memory 1920,
: . reserved for print data that is being |2560,
printBufferSize sent to the printer. This applies only|3440, 1920
to LU3 sessions. 3564
Full
PDT resource path name with path
PDTFile directory name from the code base |[string to /pdfpdt/basic.hodpdt
directory where HOD is installed. |a PDT
file
Entries
charsPerinch The number of characters printed |defined |Taken from the DEFAULT_CPI? entry in
per inch inthe |the PDT if this entry exists.
PDT
Entries
. " .
linesPerinch The number of lines per inch. defined [Taken from the DEFAULT_LPI? entry in

inthe |PDT if this entry exists.
PDT

Integer |Taken from the
between|MAXIMUM_PAGE_LENGTH entry in the

The maximum number of lines per

maxLinesPerPage fni%e}r']gcwmg the top and bottomn land |PDT. If the entry is not found, the default
gins. 255 value, 66, is used.
Integer |Taken from the
. The maximum number of between|MAXIMUM_PRINT_POSITION entry in tl
maxCharsPerLine characters per line. land |PDT. If the entry is not found, the default

255 value, 132, is used.

Suppress the lines that contain only
non-printable characters. This
parameter applies only to an
suppressNullLines unformatted LU Type 3 job and
when bits 2 and 3 in the Write
Control Character (WCC) are not
B'00'.

Taken from the

true, COMPRESS_LINE_SPACING? entry in
false PDT. If the entry is not found, the default
value, false, is used.




Print Nulls as spaces (X'40’). This

Taken from the

. ) true, OVERRIDE_FORMATTED_PRINT? enti
printNullsAsSpaces parameter applies only to LU Type false in the PDT. If the entry is not found. the
3 sessions. default value, true, is used.
Suppress an automatic-new-line if
there is a Carriage Return (CR)
code at (Maximum Print Position) Taken from the
, MPP+1. This parameter applies true, NO_AUTO _NL _IF_CR_AT _MPP_PLUS
suppressAutoNewlineCR only to an unformatted LU Type 3 [false entry in the PDT. If the entry is not found
job and when bits 2 and 3 in the the default value, false, is used.
Write Control Character (WCC) are
B'00'.
Suppress an automatic-new-line if
there is a new-line (NL) code at
; . Taken from the
MPP+1. This parameter applies
. true, NO_AUTO_NL_IF_NL_AT_MPP_PLUS
suppressAutoNewlineNL _orgy todanhunfck);maztteddLg Typr)]e 3 false entr_y in the PDT If_the_entr_y is not found
job and when bits 2 an in the ' -
Write Control Character (WCC) are the default value, false, is used.
B'00'.
If the session is LU Type 3 and you
choose true, a form feed (FF) at the
first position on the first line is true Eﬁg};&on;éhshﬂ FEED AT FIRST PO
ignoreFFFirstPos |gn(;)red. Ifhthe session is IIEIL:J Type 1 falsé entry in the PDT 1 the e_ntry_is not found
and you choose true, an FF or a ' :
CR+EE combination at the the default value, false, is used.
beginning of a print job is ignored.
If you choose true, FF is executed,
takes a print position and is printed
as a blank in the first position on
the first line of the next page.
Therefore, the next print-position
. ' o Taken from the
. will be the second position of that 1y, IFORM_FEED_TAKES_POSITION? entr
FFTakesPrintPos line. If you choose false, FF is = = - :
. .. _|false the PDT. If the entry is not found, the
executed and the next print-position default value. false. is used
is the first position on the first line of ' '
the next page. That is, FF does not
take a print position. This
parameter applies only to LU Type
3 sessions.
If you choose true, FF is performed
wherever it appears. If you choose Taken from the
false, FF is performed only if it true FORM_FEED_ANY_POSITION? entry ir
formFeedPosition appears at column 1. When FF is falsé the PDT. If this is defined as Any, true is
not at column 1, it is printed as a used. If the entry is not found, the defaull
space character. This parameter value, false, is used.
applies only to LU Type 3 sessions.
Choose true to ignore all 3270
, attributes except non-printable true,
ignoreAttr attributes. This parameter applies |[false false
only to LU Type 3 sessions.
Use this parameter to determine
how the 3270 field-attribute byte is
drawn. If you choose 0 (None), the
field-attribute byte is drawn as a
space character without an
attribute. If you choose 1 (Here),
the field-attribute byte is used to
drawEieldAttr draw the current byte. For example, 01,2 0

if the current byte is defined as an




underscore field, the field-attribute
byte is drawn as a space character
with the underscore attribute. If you
choose 2 (Next), the field-attribute
byte is used to draw the next field-
attribute byte. This parameter
applies only to LU Type 3 sessions.

concatTime

The expiration time for the print-job
concatenation timer, which starts at
the end of a print job. If the next
print job arrives before the timer
expires, that job is treated as a
continuation of the previous job. If
the time expires, an end-of-job
command is sent to the printer and
the next job is treated as a separate
job. The value is specified in
seconds.

Integer

termTime

The expiration time for the print-job
termination timer, which starts at
the end of the print data. If another
print-data record arrives before the
timer expires, that job is treated as
the continuation of the previous
record. Otherwise, an end-of-job
command is sent to the printer and
the next print record is treated as
the beginning of a separate print
job.

Integer

SCSSense

If you choose true, a negative
response is sent to the host when
an incorrect SCS command or
parameter is received. If there is
more data in the job, printing
continues, though some of the
printed data may be incorrect. If you
choose false, printing continues but
no notification is sent to the host. If
there is a physical printer or
connection problem, a sense-code
is sent to the host even if you
choose false. This parameter
applies only to LU Type 1 sessions.

true,
false

true

inheritParms

If you choose true, the parameters
used in LU Type 1 print-job
processing, such as tab positions,
MPP or MPL, are inherited by the
next job. This parameter is used
when the host system sends a
formatting command such as Set
Horizontal Format for the first job,
but assumes that the second and
later jobs will use the format that is
set for the first job. This parameter

applies only to LU Type 1 sessions.

true,
false

false




If you choose true, a form feed is
not sent at the page boundary; a
newline (NL) is sent instead.

However, if a true,

tractor SET_AUTO_PERFORATION_SKIPlfalse false
command is defined in the PDT, a
form feed is not sent, regardless of
the setting of this parameter.
This parameter is useful only for
printers that do not support the
default code page. It defines the 850 for Latin-1 countries and the respect
printerFontCodePage  |ASCII code-page used for the Integer |country’s default ASCII code-page for ott
printer (hardware) font. It should be countries.
consistent with the character code-
points specified in the PDT file.
Choose whether to have a button
on the screen for the Program true
palKeyVisible Attention 1 key. The function of the falsé false
key depends on the host
application.
Choose whether to have a button
on the screen for the Program true
pa2KeyVisible Attention 2 key. The function of the falsé false
key depends on the host
application.
5250 host print session only parameters
Parameter name Description Valid values Default
value
The name of the queue where operational messages ,
messageQueue for the printer device are sent. String QSYSOPR
. The name of the library where the printer message . *
messageLibrary queue is located. String LIBL
The font ID used for a print file if a font is not specified
hostFont by the application. See session configuration panel on |Integer 11
which ID corresponds to which font.
Choose whether you want to use an object file to
useCustomizingObject|format print data instead of using the formatting true, false false
provided by the application.
i : The name of a user-defined AS/400 file that can be .
customizingObject used to format the data for this device. String NONE
s The name of the AS/400 system library that contains .
customizingLibrary the customizing object file. String *LIBL
The printer model string of the printer that will be used
printerModel for this session. See 0S/400 documentation for printer |String *IBM42011
models that are available on your OS/400.
FF - None
FE - Default used
for printer
00 - No Change
01 - Letter
02 - Legal
03 - Executive
g . . 04 - A4
drawerl Specifies the size of the paper in Source 1. 05 - AG 00




06 - B5

07 - Continuous
80 column form

08 - Continuous
132 column form
OE - A3

OF - B4

10 - Ledger

drawer2

Specifies the size of the paper in Source 2.

FF - None

FE - Default used
for printer

00 - No Change
01 - Letter

02 - Legal

03 - Executive
04 - A4

05 - A5

06 - B5

07 - Continuous
80 column form
08 - Continuous
132 column form
OE - A3

OF - B4

10 - Ledger

00

envelopeHopper

Specifies the size of the paper in the envelope feeder.

FF - None

FE - Default used
for printer

00 - No Change
06 - B5

09 - Monarch

OA - Number9

0B - Numberi10
0C-C5h

0D - DL

00

asciiCodePage899

Choose true if your printer supports ASCII code-page

899. This is not resident on most printers.

true, false

false

Disabling functions

The following functions can be disabled using the DISABLE parameter:

[Parameter Value|[Function

[CLRMAP |[Color remapping
|[CUTPASTE |[Cut/copy/paste
[EMUL3270 3270 session
[EMUL5250 5250 session
[EMULCICS

[EMULVT |IVT session

[FILEXFER3270

3270 file transfer

[FILEXFER5250

|l5250 file transfer

[EMUL3270PRT

3270 printer session

[EMUL5250PRT

5250 printer session

[KEYMAP

|
|
|
|
|
|[CICS gateway session |
|
|
|
|
|
|

|[Keyboard remapping




[MACRO |[Macro record/play |

[SSL |[Security

[USERAPPLET ||Startup-applets and run applet

Cached client installation parameters

Parameter name

Description

Default value

Valid values

CachedAppletNonNetworkLoad

When set to true
the cached client
recognizes that it
is being loaded
from a lan drive or
a CD, soitcan
present more
helpful error
messages and an
end of installation
message.

false

true, false

CachedClient

Must be set to
true in cached
client HTML
pages. Host On-
Demand uses this
parameter
internally to
determine if itis in
a cached
environment. The
Deployment
Planning Wizard
sets this
parameter
appropriately
when building
HTML pages.

false

true, false

CachedClientSupportedApplet

Applet that is
started by
HODCached.html.

com.ibm.eNetwork.HOD.HostOnDemand

valid class
name

DebugCachedClient

Allows the cached
client to output
debug
information.

false

true, false

DebugCodeModules

Determines if the
cached client
should load
debug
components
instead of normal
cached client
components.

false

true, false




Allows for
customization of
Installer.html file
S0 you can add

InstallerFrameHeight installation 250 integer
specific HTML to
the installation
page.
Allows for
customization of
Installer.html file
. S0 you can add ,
InstallerFrameWidth installation 600 integer
specific HTML to
the installation
page.
HABASE, HAPRINT, HA3270, HA3270B,
HA3270T, HA3270P, HA5250, HA5250B,
The list of HA5250T, HA5250P, HA5250E,
components to be HACICS, HAVT, HAVTT, HAVTB,
downloaded HATHAI, HADBCS, HABIDI, HAMACRT,
initially. If there is HAMACUI, HAXFER, HA3270X,
no parameter HA5250X, HASSL, HACLTAU, HASLP, list of
PreloadCodeModules specified, the HAHOSTG, HALUM, HACOLOR, components
default will be the HAKEYPD, HAKEYMP, HACP,
Host On-Demand | HODBASE, HODIMP, HODTH, HODBI,
default cached HODSSL, HODAPPL, HODMAC,
client. HODIMG, HAHINDI, HA5250H,
HAFNTIB, HAFNTAP, HAFNTAR,
HAFNTHE, HAFNTTH, HODHLL
Sets the
percentage of 0 (nooneis

UpgradePercent

users who can
upgrade when a
new version of
Host On-Demand
is available.

100

upgraded) - 100
(everyone is
upgraded
immediately)

UpgradePromptResponse

Allows the
administrator to
answer the
upgrade prompt
now, later, or
background
without displaying
the prompt to the
browser. When
this parameter is
set to prompt, the
browser displays
the choice.

prompt

now, later,
background,
prompt

UpgradeURL

Specifies a URL
that is used to
determine
whether a user
should be
upgraded when a
new version of
Host On-Demand
is available. If the
retrieved

<none>

URL, or file
name relative
to code base




document
contains the word
upgrade, the user
is upgraded




Host On-Demand Service Manager ?

The Host On-Demand Service Manager provides support for persistent user configuration, error
logging, and the Redirector. The Service Manager is a Java application and must always be
running.

When you log on as the administrator, you may see the following error message:

The Host On-Demand client is unable to contact the Host On-Denmand Service N
for one of the follow ng reasons:

e The Service Manager is located on the other side of a firewall,
which does not allow the connection.

e Your browser’s proxy configuration prevents contact.

¢ A network problem has prevented the connection.

e The Service Manager is not started, or is not operational.
Please contact your system administrator.

This message indicates the service manager is not running on the server.

e On Windows NT, the service manager runs as an NT Service. From the Start menu, open
Control Panel > Services and start the service manager. Make sure that its Startup mode is
Automatic so that it starts every time the operating system starts.

e On other platforms, the service manager runs as a Java application. Make sure this
application starts every time the operating system starts.

Starting the service manager

In the Windows environment, the service manager starts automatically (through the Startup Folder
in Windows 95 and Windows 98 and as an automatically started service in NT) after installation. It
can also be started manually from the Start menu under Administration in the IBM Host On-Demand
folder on Windows 95 and Windows 98, or from the Services control panel on Windows NT.

In other environments, you must manually start the service manager as a Java application. Sample
command files for OS/2, NetWare, AlX, UNIX, and AS/400 are provided in
\hostondemand\lib\samples\CommandFiles. After customizing the file, run it to start the service
manager.

Stopping and restarting the Service Manager
On a Windows NT server:

Click Start > Settings > Control Panel.

Open the Services folder.

Highlight IBM eNetwork On-Demand Service Manager.
Click Stop.

When the service has stopped, click Start.

ahwnNE

On a Windows 95 or Windows 98 client:



1. Press Ctrl+Alt+Del once to open the Close Program window.
2. Highlight the Jre task and then click End Task.
3. Restart the Service Manager through Host On-Demand Administration in the Start menu.

On a UNIX server:
1. Determine the process ID of the Service Manager by entering the following command:
ps -ef | grep NCServiceManager
The system responds with a line similar to the following:

root 20130 22944 0 Feb 16 pts/1 0:20 java
com i bm eNetwor k. HODUt i | . servi ces. admi n. NCSer vi ceManager /usr/ | ocal / hos

The number following r oot is the process ID (20130 in the example above).

2. Enter Kill -9 20130 at the command prompt.
3. When the Host On-Demand service manager has stopped, restart it in the usual way.



!E! Tracing on the server

Starting and stopping a trace

For a user

To capture a user trace to be viewed in the Host On-Demand administrator window, log on to the
Host On-Demand client as the user. Follow the steps for starting and stopping a trace on the Host
On-Demand client. Make sure you set the save location to Server.

1. Click Settings.
2. Select Server for the save location.
3. Click OK.

For a service
To capture a service trace:

1. Click Services.

2. Select the service and click Start Trace. Make sure the service is started.

3. Take the necessary steps to reproduce the problem. Trace messages for the service are
logged.

4. Stop the trace by clicking Stop Trace.

Viewing a log or trace file

Tracing and logging are always on for the server. Both log and trace messages are captured and
displayed in the console. If tracing is turned on for a service, trace and log messages for that
service are also displayed. If tracing is turned off for all services, only server messages are
displayed.

To view the server trace file, click the Services tab and then click Server Log.

To view a service trace file after tracing has been started, click the Services tab and then click
Server Log.

To view a user’s trace file on the server after a trace is captured and saved to the server:

1. Click Users/Groups.
2. Right-click a user and select Trace Facility.

To refresh the messages in the console, click File > Refresh.
Related topics

e Setting trace levels
e Log and trace messages




Setting trace levels 2

Choose the amount of information you want to trace by selecting a trace level for each component:

1. Click Trace on the toolbar.
2. Select the function and component.
3. Select the trace level.

The tracing level applies to the selected component only. Select trace level O for no tracing. Trace
level 1 captures the least amount of information and trace level 3 captures the most information.



v

Log and trace messages format 2

[ message type] [ message nunber][time stanp][function nane][conponent]
[correl at or] nessage text

message type

indicates the type of message logged: 1=Information, 2=Warning, 3=Error, and 4=Trace
message number

increasing message record number
time stamp

date/time the event was logged
function name

function that logged the event
component

component that logged the event
correlator

a key that groups log records
message text

text of the log or trace message

Related topics

e Using the trace facility
e Setting trace levels
e Viewing a log file




Host On-Demand Redirector ?ﬂ\

e Adding a host to the Redirector.
e Changing the session configuration to connect to the Redirector instead of the host.

The Redirector allows clients to connect to telnet servers that are not installed on the same system
as the Host On-Demand server. On Windows NT and AlX, it also provides the support for Secure
Sockets Layer (SSL) security between clients and the server.

The Redirector acts as a transparent telnet proxy that uses port remapping to connect Host On-
Demand to other telnet servers. Each defined server is given a local-port number. Instead of
connecting directly to the target telnet server, a Host On-Demand session connects to the Host On-
Demand server. The Redirector maps the local-port number to the host-port number of the target
and makes a connection.

Redirectors can be connected to each other (in a cascaded configuration). In that case, SSL
security is also available between the Redirectors.

The following scenario shows how the Redirector works. Secure connections are possible between
the client and Host On-Demand server.

TH Server and Web Server on different machines,
non-signed spplet

Web Serwver TH Server

Client TCPAP Hest: TCR/IP Host
WEBHOEST THHOET
oD Confi R exli C oni
Haost Server: WEBHOST Heost Name
HaostPaort Nao.: 12345 or IP Address: TNHOST
+ Host Port: 23-% -
P Local Port: 12345 TH Server listening
must match onport23

The Redirector gives Host On-Demand secure access to a wide range of hosts. Typically a Java
applet, such as Host On-Demand, is made secure by preventing access to all local and network
resources except the host that directly supports the applet.

The Redirector sets security for each host. Security choices are no data-stream modification (pass-
through), client-side encryption, host-side encryption, and encryption on all data flowing between the
Host On-Demand emulator session and the secure server (both).



XL, Configuring a host as a Redirector ?

To add a host to the Redirector:

PobdPE

o

Click Services in the Administration window.

Click Redirector Service.

Click Add.

Enter the target host's destination address. Make any necessary changes to the port numbers
or security.

Click OK to save the connection and add it to the Redirector window.

Destination Address

Enter the host name or IP address of the target telnet server. If the IP address is likely to
change, use the host name.

Destination Port

Enter the port number on the telnet server through which it will communicate with the
Redirector. Many hosts use the default, which is 23, for Telnet connections.

Local Port

Enter the port number through which the Redirector will communicate with clients. The local
port is part of the Redirector’s intercept procedure, which allows an emulator to connect to
telnet servers that do not reside on the same host as the Web server.

Use the standard default port numbers or devise a new numbering scheme. When devising a
new numbering scheme, use port numbers that are not already defined for other TCP/IP
applications. Because most well-known port numbers are less than 5000, pick a port number
between 5000 and 65535 to avoid conflicts.

Security

Select a security level. Security through the Secure Sockets Layer (SSL) protocol must be set
for each host configuration. The choices are:
e Pass-through - no modification to the data stream between the client and host
e Client-side - provides encryption of data transmitted between the Redirector and the
emulator
e Host-side - provides encryption of data transmitted between the Redirector and a
secure server
e Both - provides encryption of data transmitted, through the Redirector, between the
emulator and a secure server
If you are using the Express Logon Feature, this option must be set to Pass-through.

Related topics

e Redirector overview




{L. Changing a host defined to the Redirector ?

To change a host that has been defined to the Redirector:

Click Services in the Administration window.

Click Redirector Services.

Highlight the host configuration you want to change.
Click Change.

Make the necessary changes.

Click OK to save your changes.

oakhwnE

Destination Address
The host name or IP address of the target Telnet server. If the IP address is likely to change,
use the host name.

Destination Port
The port number for the Telnet server through which it will communicate with the Redirector.
Many hosts use the default, which is 23, for Telnet connections.

Local Port
The port number through which the Redirector will communicate with clients. The local port is
part of the Redirector’s intercept procedure, which allows an emulator to connect to Telnet
servers that do not reside on the same host as the Web server.

Use the standard default port numbers or devise a new numbering scheme. When devising a
new scheme, use port numbers that are not already defined for other TCP/IP applications.
Because most well-known port numbers are lower than 5000, pick a port number between
5000 and 65535 to avoid conflicts.

Security
Select a security level. Security through the Secure Sockets Layer (SSL) protocol must be set
separately for each host configuration. The choices are:
e None
e Client-side - provides encryption of data transmitted between the Redirector and the
emulator
e Host-side - provides encryption of data transmitted between the Redirector and a
secure server (host)
e Both - provides encryption of data transmitted through the Redirector, between the
emulator and a secure server (host)

Related topics

e Redirector overview
e Adding a host to the Redirector
e Deleting a host from the Redirector




!E! Deleting a host from the Redirector

To delete a host from the Redirector:

Click Services in the Administration window.

Click Redirector Service.

Select the host configuration you want to delete in the Redirector window.
Click Delete, then confirm.

PobdPE

Related topics

e Redirector overview
e Adding a host to the Redirector




Configuring a session to connect to the Redirector  (?)

1. Click Add Sessions at the bottom of the Host On-Demand window.
2. Right-click the icon for the type of session you want to add.
3. Click Copy.

4. Enter the Destination Address for this session. This is the host name or IP address of the
Host On-Demand server on which the Redirector is running.

5. Enter the Destination Port for this session. The port number should be the same as the Local
Port number defined in the Redirector for the host you are connecting to. Each host
configured in the Redirector has a different port number. The default for 3270, 5250 and VT
connections is 23. The default for CICS connections is 2006.

6. Enable Security (SSL) if necessary. If you enable it, be sure that the Redirector has enabled
client-side security for this connection. Click the Security tab and then click Yes for Enable
Security.

7. Click OK.
8. Click Close to close the Add Sessions window.

9. Double-click the session icon to start the session.

Session configuration example

In this example, a host connection is added to the Redirector running on a Host On-Demand server
with the host name hodserver:

Destination Address
RALVM13
Destination Port
23 (default)
Local Port
12173 (assigned when you add a host connection)
Security
Client-side (for secure sessions)

Your session configuration will then use these values:

Destination Address

hodserver (the host name of the server in which the redirector service is running).
Destination Port

12173 (Local Port number assigned above)

Related topics



e Redirector overview
e Adding a host to the Redirector




Database On-Demand overview ?ﬂ\

Database On-Demand is a Java applet that performs SQL requests through a JDBC driver. Some
Database On-Demand features are:

e A wizard-like interface to aid in constructing SQL statements.

e Executable statements, and results that can either be displayed on screen or saved to a file in
various formats. Supported formats are:

ASCII text

Comma-separated variable (CSV)
Lotus 1-2-3 (WK1)

Microsoft Excel (BIFF3 and BIFF4)
HTML

O O O O O

e Statements can be saved for later use. These statements can then be distributed to other
Host On-Demand users or groups of users by the administrator.

e The administrator can control Database On-Demand behavior and configuration for a user or
a group of users.

o Configuration, administration and data are stored and managed on the server. The
administrator does not need to install or configure at a user’s workstation.

e The AS/400 JDBC driver is shipped and packaged with Database On-Demand. Other user-
installed JDBC drivers can also be used.

If you are using a proxy server to connect to an AS/400, you can decrease the download time when
loading the Database On-Demand applet. To do that, edit the HODDatabase.html applet and
replace the following jar and cab file names:

Replace With
hoddba.jar | [hodpxdba.jar
hoddba.cab| |hodpxdba.cab

This smaller jar file contains only the classes needed for running Database On-Demand when
connecting through a proxy server.

Example uses of Database On-Demand
Dynamic queries

Database On-Demand can be used as a dynamic query tool. Without knowing SQL, you can use
the SQL statement builder to create an SQL statement or to modify an existing SQL statement. The
statement can then be executed or saved for later use.

Saved SQL statements



Saved SQL statements can be distributed to a user or a group of users. You can simply select the
saved SQL statement you want to run, then click Run to view the results.

File download

Query results can be saved in many file formats and later imported into your personal productivity
program, such as a spread sheet or word processor.

Web page publishing

Database On-Demand supports the writing of query results in HTML using an HTML template file. A
template is an HTML document that contains special tags indicating where the query results should
be imbedded. The resulting Web page contains everything in the template file, including the query
results in the specified location.

Security

Applets running under browsers have limited access to system resources, such as local file access
and network access. Database On-Demand requests special permissions from the browser to
perform these operations. Browsers display a window asking you to grant or deny these requests. If
you deny the request, the applet is not granted the privilege, and the operation fails. Therefore, you
have control over what the applet can do from your system.

Using other JDBC drivers

Other JDBC drivers can be used with Database On-Demand; however, due to some browser
security restrictions, these conditions apply:

e JDBC drivers that access data locally will not work with Database On-Demand.
e Network JDBC drivers work with Database On-Demand only if the database resides on the
same server as the Web server serving the Database On-Demand Web page and applet.

Related topics

e Configure database options
¢ Administer saved SQL statements




!E! Configuring an OS/400 proxy server ?

To use a proxy server, you must enable the proxy server on the Host On-Demand server. One
advantage of using a proxy server is that only one port is opened through the firewall when
transferring files to an AS/400 system. All the data flows through the specified configured port. The
default port is 3470. When a proxy server is not enabled, multiple ports are used.

To configure an OS/400 proxy server:

Click Services in the Administration window.

Select OS/400 Proxy Server.

Click Yes to enable a proxy server.

Enter a server port and a maximum number of connections.
Click Apply.
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Limitations

e When SSL is enabled, server authentication is used for encrypting data between the client
and the host for transferring files to an AS/400. However, if you enable both SSL and a proxy
server, encryption is done only from the proxy server (Host On-Demand server) to the host
(AS/400): data is not encrypted on the client side (from the client to the proxy server).

¢ If you are trying to avoid opening any ports on the firewall by using the configuration servlet,
you still must enable the configured proxy server port for 5250 file transfer and Database On-
Demand.

e Transferring SAVF type of files is not supported with the proxy server enabled.

Related topics

e Using Database On-Demand




!E! Configuring database options 2

To configure the database options for a group or user:

1. Click Users/Group in the Host On-Demand Administration window.
2. Right-click the group or user and click Database > Options.

You can configure database options to specify the behavior of Database On-Demand for a specific
user or group of users. Some of the options allow or restrict certain functions; other options set
default values.

When options are modified for a selected group, all users in that group inherit those settings. When
a user is a member of multiple groups, the most-permissive option is granted.

When options are modified for a selected user, the new settings override settings for the group or
groups to which the user may belong. This gives the administrator the ability to allow or restrict
certain functions at the user level.

Individual options are grouped into the following categories:

General
Statements
Tables
Drivers

User Options

General

e Allow creating SQL Statements
Allows you to create new SQL statements.

e Allow saving SQL Statements
Allows you to save SQL statements that you create or modify. This option is valid only if Allow
creating SQL Statements is selected.

e Allow deleting SQL statements
Allows you to delete previously saved SQL statements. You can delete only your own saved
SQL statements.

e Allow manual editing of SQL statements
Allows you to manually edit the generated SQL statement prior to saving it.

e SQL query timeout

Used as a timeout value when executing an SQL statement. Choose a number between 0
and 3600 seconds. Choose 0 for no timeout.

Statements



e Allow select statements
Allows you to generate statements that use the SQL select clause

e Allow select unique statements
Allows you to generate statements that use the SQL Select Unique clause

e Allow insert statements
Allows you to generate statements that use the SQL Insert clause

e Allow delete statements
Allows you to generate statements that use the SQL Delete clause

e Allow update statements
Allows you to generate statements that use the SQL Update clause

Tables

You can select the table types that you want to include.

e Show All table types
Shows all defined table types

e Table
Show tables

e View
Shows views

e System table
Shows system tables

e Alias
Shows aliases

e Synonym
Shows synonyms

e Global temporary
Shows global temporary tables

e Local temporary
Shows local temporary tables

Drivers

The Drivers tab allows you to register JDBC drivers not provided as part of this program package.
You can also remove previously-registered drivers.



User Options

The User Options tab is used to restrict a user’s ability to modify certain options. An administrator
can grant a user the ability to modify all options, or the ability to modify only selected option groups.

e Allow user to configure Database On-Demand options
Allows madification of ALL options.

e Allow user to see general options page
Allows madification of the General options.

e Allow user to see tables options page
Allows madification of the Tables options.

e Allow user to register JDBC drivers
Allows madification of the registered JDBC drivers.

e Allow user to configure default logon properties
Allow the User options.

Related topics

o Database On-Demand Overview




!E! Statements ?)

Click Statements to manage SQL statements previously saved by a group or user. An administrator
can copy a statement to another group or user, rename a statement, or delete a statement.

To administer saved SQL statements for a group or user:

1. Click Users/Group in the Host On-Demand Administration window.
2. Right-click the group or user and click Database > Statements.

All saved queries for the selected group or user display. If there are no saved queries, an
informational message appears.

The administrator can now:

e Copy a statement
e Rename a statement
e Delete a statement

Copy a statement
An administrator can copy saved SQL statements from a user or group to another user or group.

When a saved statement is copied to a group, all members of the group have access to the saved
statement. Users can run or open the saved statement, if allowed. Users can also save changes to
the modified query; however, the changes are saved only to the user’s copy of the saved statement,
not to the statement saved at the group level.

To copy a saved SQL statement:

From the Administer Statements tab, select the statement you want to copy.
From the Groups and Users tab, select the destination group or user.

Click Copy to >>.

Modify the Statement Name, if desired.

Click OK.

uokropnpE

Rename a statement

An Administer Statements can rename a saved SQL statement. After a statement is renamed, the
original statement name is no longer valid.

To rename a saved SQL statement:

From the Administer Statements window, select the statement you want to rename.
Click Rename.

Modify the statement name.

Click OK.

PN PE



Delete a statement

An administrator can delete a saved SQL statement. After a statement is deleted, the original
statement is no longer accessible. The delete action is final.

To delete a saved SQL statement:

1. From the Administer Statements window, select the statement you want to delete.

2. Click Delete.
3. Click Yes to confirm the delete operation.

Related topics

e Database On-Demand Overview
e Database On-Demand SQL Statements




Database On-Demand SQL statements ?

Database On-Demand provides an interface for creating, modifying, and running SQL statements. A
set of tabbed tabs is used to guide you through the process of building and executing a valid SQL
statement.

The following tabs are used to build and execute the SQL statement:

Condition
Columns
Sort
Output

.

Results

If you see this message when logging on:
%j ava. | ang. NoCl assDel FoundError: com i bn as400/ access/ AS400JDBCSt at enment

you must rename the Netscape jit*.dll file so that it is not a dll file type. This file is located in the \program
files\netscape\communicator\program\java\bin\ directory.

Logon
Click the Logon tab to connect to the target database. All fields are required.
e Database URL
Type the URL for the database you want to work with. Consult your JDBC driver

documentation for the format of the database URL. For example, the AS/400 Toolbox for
Java JDBC driver requires:

j dbc: as400: // as400nanme
where as400name is the fully-qualified network name of the database host.

To use a proxy server when connecting to the AS/400 database, include the proxy server
name and port number:

j dbc: as400: / / as400nane; pr oxy server=HODSer ver Name: pr oxySer ver Port

e Userid/Password
Type your user ID and password for the specified database.

e Driver description
Select the JDBC driver used to communicate with the specified database.

e Class name
This field contains the class hame of the driver associated with the descriptive name in the



Driver field.

Tables

Click the Tables tab to specify the tables you want to access in your SQL statement, and the type of
SQL statement that you will generate.

1. Select the SQL statement type you want to use.
2. Select the table(s) you want to access. You can select multiple tables.
3. Click Next.

Click View schema(s) to add tables from additional schemas. A schema is similar to a database or
library. For AS/400 schemas, the defaults are what is in the default library list for the user profile.

Click Refresh to update the list of tables that are displayed. New tables that were added to the
schema are displayed in the Table list; deleted tables are removed. Refresh does not reset any
selections that have been made.

Join
Click the Join tab to:

e Join fields from multiple selected tables
e Join a table alias
¢ Remove a join

This tab is used only if two or more tables are selected.
Joining fields

1. Select a column from the first table.
2. Select a column from the next table.
3. Click Join.

A line connects the joined columns and changes color when the join is enabled. Note that the
information area keeps you informed of the join status and will let you know if a requested join is not
valid. You cannot, for example, join columns with mismatched data types.

By default, a join request is assumed to be an inner join. An inner join joins only the rows where the
values of the two columns match. Click Options to request other types of joins. You can select:

e Left outer join
This is an inner join that includes any rows in the left-most table that are not already included
in the inner join.

e Right outer join
This is an inner join that includes any rows in the right-most table that are not already
included in the inner join.

When you are working with multiple joins, use the left and right arrow buttons (< >) to navigate
between joins. The selected join is indicated by a line.



Joining a table alias

You can join a table column with an alias column. An alias is an alternate name for a table. Using an
alias allows you to join two columns in the same table, or to create a more meaningful name for the
column.

1. Select a column from the table.

2. Click Alias. This creates an alias for the selected table and displays the table columns. The
two lists of columns will be the same.

3. Select a column in the alias.

4. Click Join.

Removing a join

1. Select the joined columns.
2. Click Unjoin.

The join line disappears.

When you finish with the Join tab, click Next.

Condition
Click the Condition tab to:

e Specify one or more SQL conditions.
¢ Remove a SQL condition.

Specifying an SQL condition

1. Select the table you want to use from the Selected table(s) drop-down list. The Selected
tables(s) list includes only the tables that are selected on the Tables page.

2. Select the column from the Columns list.

3. Select an operator from the Operator list.

4. Specify values. You can type values in the fields, or you can click Find and select from the
Value Lookup list. To remove a selected value from the Value Lookup list, click Clear.

The Value Lookup window allows you to find values for a condition.

1. Type a character string in the Search for field and click Find now.

2. Check Case sensitive if you want to search for upper and lower characters exactly as typed in
the Search for field.

3. Select a Maximum hits value. This controls the number of values returned for each search.

4. Select a value or values from the list and click Use value.

5. Click OK.

Click Cancel to close the Value Lookup window without adding any of the selected values to the
Condition tab.

To specify additional SQL conditions:



1. Click Find on another column to display a second condition tab. This tab is labeled
Condition 2.
2. Follow the preceding steps to specify the second condition.

Click Find on another column for each additional condition until you have specified all the conditions
for the SQL statement.

Removing an SQL condition
Select the appropriate condition tab, then click Delete.

When you finish with the Condition tab, click Next.

Columns
Click the Columns tab to select the columns you want to include in the query results.
1. Select a table from the Selected table(s) drop-down list.

2. Select one or more columns from the Columns list.
o Click Select all to select all columns in the list.
o Click Deselect all to deselect all columns in the list.

3. Select Add to add selected columns to the list.
Use the Add<< and >>Remove buttons to move column names from one list to another.

When you finish with the Columns tab, click Next.

Sort

Click the Sort tab to specify the column(s) used to sort the results.
1. Select a table from the Selected table(s) drop-down list.

2. Select one or more columns from the Columns list.
o Click Select all to select all columns in the list.
o Click Deselect all to deselect all columns in the list.

3. Select Add to add selected columns to the Columns to sort on list.
Use the Add>> and <<Remove buttons to move column names from one list to another.

You can select Ascending or Descending from the Sort Order field for each of the lines in the
Columns to sort on list. Columns sorted in ascending order have leading characters of a-through-
z; descending order columns have leading characters of z-through-a. Columns are sorted in
ascending order by default.

The sort rules apply in the order they appear in the Columns to sort on list. The primary sort
column is at the top of the list, the secondary sort column is second in the list, and so on, until there



are no more lines in the list. If you want to adjust the order in which the sort rules apply, use the
following buttons:

e To make a column’s sort order earlier:
Select the column in the Columns to sort on list, then click Move up.

e To make a column’s sort order later:
Select the column in the Columns to sort on list, then click Move down.

When you finish with the Sort tab, click Next.

Output
Click the Output tab to direct the output (results) of the SQL query to your display or to a file.

1. Display
Choose Display if you want the output to be directed to the display. The results of the query
appear on the Results tab.

2. File
Choose File if you want the output to be directed to a file.

When you finish with the Output tab, click Next.

You can specify whether you want the results of the SQL statement directed to the Results tab or to
a file. The main selection options are Display or File.

1. Display
Directs the output to the display. The query results appear on the Results tab after you run
the SQL statement.

You can limit the number of rows displayed on the Results tab by adjusting up or down the
Display Options - Maximum number of rows to display field. The maximum number of
rows that can display is 1000. If you have queries that generate more than 1000 rows, it is
recommended that you direct the query output to a file rather than to a display. If the query
generates more rows than the maximum specified in this field, the additional rows are
ignored.

2. File
Directs the output to a file.

Several fields are required when you save the results to a file.

o File name:
Specify the file name, a drive and a directory path name for the target file. Click Browse
to select a file name, a path name, and a drive, if you desire.

o File Type:
Select the format for the stored results.

n ASCII Text



Stores the results in plain text format.

s Comma separated variables
Separates columns separated by commas. Many spreadsheet and database
programs allow this format to be imported. It is commonly abbreviated as CSV
Format.

s Lotus 1-2-3(WK1)
Select Lotus 1-2-3(WK1) if you are using the file with Lotus 1-2-3.

m Microsoft Excel(BIFF3)
Select Microsoft Excel(BIFF3) if you are using the file with a version of Microsoft
Excel that supports importing of data in BIFF3 format.

= Microsoft Excel(BIFF4)
Select Microsoft Excel(BIFF4) if you are using the file with a version of Microsoft
Excel that supports importing of data in BIFF4 format.

= HTML
Select HTML if you will be using the file with a program that supports HTML
formatted files. HTML files are typically displayed using Web browser programs
such as Microsoft Internet Explorer or Netscape Navigator.

3. Select Overwrite if file exists if you want to create a new file each time this query is run.

4. Select Append to file if file exists if you want to append the results of the SQL query to an
existing file each time the SQL query is run. Append to file is only valid for ASCII text and
CSV file formats

SQL
The primary use of this tab is to allow you to run the generated SQL statement. You can also:

e Review or edit the generated SQL statement.

e Copy the generated SQL statement to the clipboard. Once copied, the contents of the
clipboard can be pasted into any other application that accepts textual data from the
clipboard. This is useful if you have another application that will execute a SQL query, but
does not provide for easy generation or testing of a SQL query.

e Save the SQL statement for reuse at a later time. This statement is available to you each time
you log on to the Database On-Demand applet. You can use this to save common SQL
statements that you run multiple times. Queries for getting monthly reports of sales or
generating lists of customers who made purchases in the last six months are examples of
gueries that are good candidates for saving.

Results

Click the Results tab to see query results directed to the display.

Query results appear on this tab after you click Run on the SQL tab or in the Database On-Demand
Access window. Each row is represented as a row in the table.



You can change the sort order of any column by clicking on the column header in the table. Clicking
again restores the table to the previous ascending or descending order. You may also change the
displayed width of any column by dragging the column margin to the right to increase the size or to
the left to decrease the size.

Insert

This tab displays only if you select an Insert SQL statement type on the Tables tab. Insert allows
you to insert a new row in your database.

When you finish with the Insert tab, click Next.
The Insert column information is as follows:

1. Column 1 indicates the name of the column in the database row. This can be something
generic such as FIELD1 or FIELD2 or it can have a descriptive meaning such as NAME or
AGE.

2. Column 2 indicates the type of data that exists in this column in the database. For example,
CHAR(4) indicates that up to four characters can be placed in this column.

3. Column 3 is prefaced with an equal sign (=). This column is used to enter the data you want
to update in your database column when you create this new row. For example, if your
database contains automobile parts, and there is a field called PART# with a type of DOUBLE
(8), you would type 10345 to represent a new part number for a steering wheel.

Update

This tab displays only if you select an Update SQL statement type on the Tables tab. Update allows
you to modify data in an existing database row.

When you finish with the Update tab, click Next.
The Update column information is as follows:

e Column 1 indicates the name of the column in the database row. This can be something
generic such as FIELD1 or FIELD2, or it can have a descriptive meaning such as NAME or
AGE.

e Column 2 indicates the type of data that exists in this column in your database. For example,
CHAR(4) indicates that up to four characters can be placed in this column.

e Column 3 is prefaced with an equal sign (=). This column is used to enter the data you want
to update in your database column when you create this new row. For example, if your
database contains automobile parts, and there is a steering wheel part number listed
incorrectly as 01234 instead of 10345 in a field called PART#, you would type 10345 on the
PART# line containing in the first column.



Getting started with Database On-Demand ?

The Database On-Demand client lets you extract data from an AS/400 database for use in a
workstation application.

To start Database On-Demand:

1. Load the Database On-Demand client, HODDatabase.html, into a browser.
2. Type your user ID and password for the Host On-Demand server that you are accessing.
3. Click Log On.

The Database On-Demand window opens and you can start working with SQL statements. This
window displays a view of all your previously-saved statements and allows you to create, open, run,
and delete existing SQL statements.

Creating a new SQL statement

Opening an existing SQL statement
Running an existing SQL statement
Deleting an existing SQL statement

If you are loading the Database On-Demand client on a UNIX operating system, and you cannot
see the logon text you enter, try changing the color of the desktop:

1. Start the application Desktop Style from the toolbar.
2. Start the application Colors and select a different color setting.

Creating a new SQL statement

To create a new SQL statement and save the statement for later use:
1. Click New. The logon tab displays.
2. Type the URL for the AS/400 database:
j dbc: as400: // as400nanme
To use SSL when connecting:
j dbc: as400: // as400nane; secur e=t rue

To use a proxy server when connecting to the AS/400 database, include the proxy server
name and port number:

j dbc: as400: / / as400nane; pr oxy server=HODSer ver Name: pr oxySer ver Port

3. Type your user ID and password (if required) for the database.

4. Select the JDBC driver you want to use to access the database. (See Logon tab for more
information for this tab.)



Click Connect to connect to the database.

Once you are connected, a series of new tabs appears at the top of the Logon tab (Table,
Join, Condition 1, Columns, and so on). Use these tabs to create your SQL statement.

When you are satisfied that the SQL statement is correct, click Save SQL on the SQL tab to
save the statement. Once saved, this SQL statement appears as an entry on the Database
On-Demand window for later use.

Opening an existing SQL statement

You can view and edit the options used to create an existing SQL statement. This allows you to
make changes to commands without reconstructing them each time. For example, if you are
running a SQL statement that pulls all the payment records received for the current month, you
might want to change the month options in the SQL statement at the beginning of each month. If
you open and edit your existing SQL statement, you do not have to build a new SQL statement
each month.

To open an existing SQL statement:

1.

2.

Click the icon for the SQL statement that you want to open.

Click Open.

The logon tab displays. If necessary, fill in the required information and click Connect.
Once connected, a series of new tabs appears at the top of the Logon tab (Table, Join,
Condition 1, Columns, and so on). These tabs contain the information used to create the

original SQL statement. You can change the supplied information, execute the new SQL
statement, and save the results.

Running an existing SQL statement

To run an existing SQL statement:

1.

2.

Click the icon for the SQL statement you want to execute.

Click Run.

Enter your ID and password (if they were not saved with the selected SQL statement). Type
the information and click Connect. If you saved the ID and password with this SQL statement,

skip the next step.

Your SQL statement results are displayed or sent to a file. (See Output tab for more
information.)

After running the SQL statement, you can modify it by changing one or more of the options on the
various tabs. Click Run SQL on the SQL tab to rerun the SQL statement.

Deleting an existing SQL statement



You may need to remove SQL statements that have been previously saved. You can delete an
existing SQL statement but remember that once statements are deleted they cannot be recovered,;
you must build a new statement.

To delete an existing SQL statement:

1. Click the icon for the SQL statement you want to delete.

2. Click Delete.

3. Click OK.
You must log on as an administrator to delete statements at the Group level.
Related topics

¢ Database On-Demand overview
e Setting Database On-Demand options for users




Setting Database On-Demand options for users ?)

Click Database On-Demand Options to customize the behavior of Database On-Demand for
individual users. Some of the options define how SQL statements are created, and some of the
options define default values.

User options are grouped into the following categories:

General
Tables
Drivers

Logon

An administrator can restrict end-users from modifying options. In this case, end-users do not see
the window that includes the restricted option set.

General

e SQL query timeout
Select the number of seconds that the driver will wait for a SQL statement to execute. Select
a value of 0 to specify no wait limit.

e Start Trace Facility
Trace is used to assist in problem determination.

Some host systems use schemas to separate databases or files into groups. For example, you may
have separate employee database files (referred to as tables) for each department. These files
might be named deptl.employee, dept2.employee, dept3.employee. If you select Use Schema,
these tables are displayed with the schema names deptl, dept2, dept3 as part of the table name. If
you do not select Use Schema, then only the employee portion of the table name is displayed,
preventing the ability to distinguish between multiple tables with the same name.

The value for the SQL query timeout ranges from 0 to 3600 seconds (1 hour). If you experience
timeouts due to slow communications networks or slow hosts, you may want to increase the value
of this parameter. Specify O for no timeout.

Tables

Click this tab to customize the type of table from which you will select when constructing your SQL
statement. Select the box next to the table type(s) that you want to display.

JDBC drivers support the ability to limit the table types returned from the database. You can specify
which table types should be included.

You can choose to show all table types, or you can specify one or more of the following table types:

Table
View
System table
Alias



e Synonym
¢ Global temporary
e Local temporary

Drivers

Click the Drivers tab to register JDBC drivers other than the one provided as part of this program
package. You can also remove a driver which has previously been registered.

To register a new driver:
1. Type a description in the Driver description field. This field allows you to associate a
descriptive phrase with a specific driver. For example, AS/400 JDBC Driver or My favorite

Java Database Driver.

2. Type the class name for the driver you want to associate with the descriptive phrase in the
Class name field. Make sure that your class name exactly matches the class hame of the
driver, including upper and lower case characters.

3. Click Register Driver.

The registered driver and description appears in the Registered Drivers section of the
window. This indicates it has been registered or will be registered when you click OK or Apply.

To remove a previously registered driver:
1. Select the description of the driver you want to remove from the Registered Drivers section.

2. Click Remove.

Logon

Click the Logon tab to set default logon values for the database URL, user ID, and driver to be used
when creating new SQL statements. You can also set a default value for the password.

e Database Name
Type the URL of the database you want to use. The JDBC driver specifies the proper format
of this URL.

e UserID
Type the user ID that is used to access the specified database.

e Driver description
Select the JDBC driver the SQL commands will use to communicate with the host. The
descriptive name of the driver as defined on the Drivers tab, not the actual class name,
displays in this field.

e Save password
Select this option to use a default password.

e Password



Type the password for the user ID. If you selected Save password, the password is saved for
future use.

Related topics

¢ Database On-Demand overview
o Database On-Demand SQL statements




!E! License Usage ?)

A Host On-Demand server keeps a count of the number of concurrent users at any given time. This
enables you to determine and validate the number of Host On-Demand licenses that you need. A
License Use Management (LUM) server enables you to manage and control licenses for Host On-
Demand and other software products.

Choose the server that you want clients to report by clicking Licenses in the Administration window.
Clients can be switched to report to either type of server at any time. However, the clients that are
already connected are not switched until they have logged off or closed the browser and
reconnected.
., Ifyou are using a License Use Management server, import the license file lib\licusemgmt.lic to the
- LUM server using the Basic License Tool. Refer to the LUM product documentation for overview and
configuration information.

The number of concurrent users is based on a user’s ID and IP address. Locally installed clients are
not included in this count. Any of the following combination of sessions is counted as a single use:

e HACL or Beans sessions
e Emulator sessions
o Database On-Demand sessions

A license is considered to be in use from the time a session is started until it is closed, regardless of
any pattern of usage during that period. If more than one session is active from the same
combination of IP address and user ID, only one client is counted.

To take advantage of the license usage support with Host Access Class Library (HACL) and Host
Access Bean programs, you must install a Host On-Demand server (from which the programs must
be downloaded) and properties must be passed to the ECLSession constructor or Session Bean.
Valid properties are:

e The type of server that will manage usage. The property name is defined by the constant
ECLSession.SESSION_LUM_LICENSING, and the value must be LUM or HOD.

e The identity of the License Use Management server. The property name is defined by the
constant ECLSession.SESSION_LUM_SERVER, and the value must be the host name or IP
address of the License Use Management server.

e The port number of the License Use Management server. The property name is defined by
the constant ECLSession.SESSION_LUM_PORT.

e The identity of the Host On-Demand server. The property name is defined by the constant
ECLSession.SESSION_SERVICE_MGR_HOST, and the value must be the host name or IP
address of the Host On-Demand server.

e The identity of the user. In multi-user environments, use the User ID property to further refine
license-usage counting. This property hame is defined by the constant userid, and the value
must be a string that uniquely defines a user in a multi-user environment.

Related topics



e Enabling license usage counting
e Considerations for selecting a report interval time




!E! Enabling license usage counting ?)

To view information about license usage or enable usage counting, click Licenses in the
Administration window. Information from the latest count is displayed when you open the License
window or when you click Refresh.

License Use Statistics

This information applies only when clients are reporting to this Host On-Demand server. Refer to the
License Use Management server documentation about reviewing statistical information for clients
reporting to a License Use Management server.

Start date
The date and time that the first check was performed.

Highest number of clients logged on
The highest number of concurrent users logged on since the start date, and the date and time
that this occurred. The overall information is saved in a file named LicenseOverallHistory.txt
in the \private directory. This file contains one entry per day showing the highest number of
users each day since the start date and is continuously appended until it is deleted or
renamed.

Highest number of clients since midnight
The highest number of users since midnight and the date and time that this occurred.

Number of clients at last report interval
The number of users when the last count was performed and the date and time this occurred.
The information is saved in a file named LicenseRecentHistory.txt in the \private directory.
This file contains entries for the last 12 counts.

License Use Count
Configure the Host On-Demand server so that clients downloaded from this server report to a Host
On-Demand server or a License Use Management server.

% You must click Apply to activate any changes that you make.

Enable
Enables clients downloaded from this server to report to a Host On-Demand server or to a
License Use Management server. To stop clients from reporting to a server, clear the check
box.

Clients Report to
Select whether you want clients to report to a Host On-Demand or a License Use
Management server.

Host Name/IP Address
Type the host name of the Host On-Demand or License Use Management server that clients
must report to.

Report Interval
Select the amount of time for clients to wait between reports. Clients begin using the new
interval once the previous interval has expired.



Related topics

e Considerations for selecting a report interval time

e License usage overview




!IE! Considerations for selecting a report interval ?)

Choose the smallest value possible for the report interval. This provides the most accurate count of
concurrent users and, for most users, does not create any performance problems in terms of
network traffic or server CPU usage.

If you are not sure what report interval to choose, the following considerations might help you to
decide:

e In most cases, set the report interval to a value that is less than the average amount of time
that the typical user is connected to the Host On-Demand server. If your server has plenty of
bandwidth or if you do not have many sessions running concurrently, this is your only
consideration and you should set the report interval to the minimum value allowed.

¢ If your network is severely constrained for bandwidth or your Host On-Demand server is
constrained by its processor, you might want to increase the report interval time. Each client
workstation that downloads and uses any part of Host On-Demand provides a check-in signal
to the server once at each report interval. The longer the interval, the less network and server
traffic is generated.

At the end of each report interval, the Host On-Demand server counts all the workstations
that have reported. The reports are very small as well as the CPU resources required to count
the number of workstations.

e Any client recognized at the report interval is recorded as having accessed the Host On-
Demand server at some point during the report interval, even though the client is no longer
connected when the count is made.
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!E! Understanding directories

Enterprise customers often need to manage Host On-Demand user and group configuration
information for a large number of users. For reasons of performance or administrative convenience,
the information for these users may be distributed and managed across multiple Host On-Demand
servers. Unfortunately, the user information is not shared among the Host On-Demand servers or
among those servers and other applications.

However, a directory service, such as that provided by a Lightweight Directory Access Protocol
(LDAP) server, can enable this kind of information sharing. For example, a single LDAP directory
can store configuration information for multiple Host On-Demand servers. Configuration information
is stored in directory entries in an LDAP directory; these entries are uniquely identified by a
distinguished name (DN).

With Host On-Demand, you can use an LDAP directory instead of using the Host On-Demand
server’'s private data store to store user, group, and session information. This option is available
from the Directory tab of the Host On-Demand administration window.

Migrating to LDAP has significant implications for your group and user configuration information. Make
sure you understand these implications before you migrate.

Additional general information about LDAP and the IBM SecureWay Directory can be found at the
IBM SecureWay Directory Website. The IBM redbook Understanding LDAP, which can be
downloaded from that page, is especially helpful.

Directory

A directory is a specialized database that stores information about objects and their relationships to
each other.

For example, in a directory of users, each object might be a person with a user ID and password.
These objects may also have application-specific information associated with them, such as group
memberships, keyboard mappings, macro definitions, and session parameters.

Lightweight Directory Access Protocol (LDAP)

The Lightweight Directory Access Protocol (LDAP) is an open standard that provides an extendable
architecture for storage and management of directory information. Widely accepted and fast-
growing, LDAP has become the de facto industry standard for accessing directory information over
a TCP/IP network.

Distinguished Name

A distinguished name (DN) consists of one or more relative distinguished names (RDNSs) arranged
in a hierarchical, tree-like structure to uniquely identify a single directory entry. This tree-like
structure is organized from more general to more specific, going from the root of the tree to the
leaves, and is called a directory information tree (DIT). The arrangement of the RDNs in the DN
reflects this tree-like structure. From left to right, the RDNs are arranged from most specific to least
specific and are separated by commas.


http://www.software.ibm.com/network/directory/

For example, cn=Chri s Sm t h, o=I BM c=USis a DN that consists of three RDNs that uniquely
identify Chris Smith. c=US is an RDN that branches from the root of the DIT, o=I BMis an RDN that
branches from RDN c=US, and cn=Chri s Smi t h is an RDN that branches from RDN o=| BM

Each RDN is derived from the attributes of the directory entry. In the simple and common case, an
RDN consists of an attribute value pair that has the form attribute name = value. For more
information, refer to the documentation for the LDAP directory service for your environment.

Related topics

e Setting up and using LDAP
e Specifying the LDAP directory information
e Migrating to an LDAP directory




!E! Setting up and using LDAP 2

Before you can use LDAP, you must:

1. Select an LDAP directory

2. Install the Host On-Demand schema extensions

3. Create a suffix to store Host On-Demand configuration information
4. Create an administrator distinguished name and password

To set up and use LDAP:

Click Services in the Administration window.

Select Directory Service (LDAP).

Specify the LDAP Directory Information.

Optionally, select Migrate Configuration to Directory Service.
Click Apply.

ahrwNE

After you click Apply, the Host On-Demand server attempts to connect to the LDAP server using the
information you provided. If communication to the LDAP server cannot be established or if the
LDAP administrator does not have the required privileges within the specified Host On-Demand
suffix, the process fails. An error message then appears that describes the problem. After correcting
the problem, click Apply again. A status message appears at the bottom of the Directory tab when
the new directory settings have been successfully applied.

Limitations

e Host On-Demand requires JDK1.1.6 or later when using LDAP on Host On-Demand servers
for non-Windows platforms.

e Enabling LDAP causes the Host On-Demand service manager to stop. This is due to Just In-
Time (JIT) compiler problems in JDK1.1.8 when running on AlX 4.3.3. Disable the JIT by
replacing any statement that uses the java command withjre -nojit.

e You cannot change your user password with LDAP enabled if you are running Host On-
Demand on a Linux client and connecting to a Linux server.

Migration

If you select Migrate Configuration to Directory Service, migration will be attempted when you
click Apply. A dialog box with a progress indicator will appear while migration is being performed. To
cancel migration, click Cancel; migration will stop after it finishes processing the current user or

group.

& Migrating to LDAP has significant implications for your group and user configuration information. Make
sure you understand these implications before you migrate.

Related topics

e Specifying the LDAP directory information
e Implications of migrating to LDAP
e Understanding directories




!E!' Specifying the LDAP directory information

This task is part of setting up and using LDAP.

To configure Host On-Demand to use an LDAP directory, complete the following fields on the
Directory tab in the Host On-Demand administration window:

Destination Address
Type the IP address of the LDAP directory. Use either the host name or dotted decimal
format. The default is the IP address of the Host On-Demand server.

Destination Port
Type the TCP/IP port on which the LDAP server will accept a connection from an LDAP client.
The default port is 389.

Administrator Distinguished Name
Type the distinguished nhame (DN) of the directory administrator that allows Host On-Demand
to update information. You must use the LDAP string representation for distinguished names
(for example, cn=Chri s Snit h, o=l BM c=US).

Administrator Password
Type the directory administrator’s password.

Distinguished Name Suffix
Type the distinguished name (DN) of the highest entry in the directory information tree (DIT)
for which information will be saved. Host On-Demand will store all of its configuration
information below this suffix in the DIT. You must use the LDAP string representation for
distinguished names (for example, cn=HCOD, o=I BM c=US).

Directory schema

An LDAP directory server is shipped with a predefined schema. The object classes that a directory
server can store and the attributes that these objects can contain are defined by its schema. The
schema defines which object classes can be created and where they may be located within the DIT.
In addition, the schema defines the syntax of an object’s attributes and specifies which attributes
are required and which are optional.

Related topics

e Migrating to an LDAP directory
e Implications of migrating to LDAP
e Understanding directories




!-IE! Migrating to an LDAP directory )

This task is part of setting up and using LDAP.

E Migrating to LDAP has significant implications for your group and user configuration information. Make
sure you understand these implications before you migrate.

To migrate users and groups to an LDAP directory, click Directory Service in the Administration
window and click Migrate Configuration to Directory Service.

If a group or user already exists in the LDAP directory, the information from the Host On-Demand
data store is not written for that particular group or user. Also, if a user is a member of multiple
groups in the Host On-Demand data store, the user will be assigned to only one of those groups in
the LDAP directory.

During migration, log messages are written to standard output, which is typically the browser’'s Java
console. Additionally the log messages are saved in a log file (hodl dap. | og) in the private
directory of the Host On-Demand server.

If the migration program ends prematurely, for example, because of a network failure, you can
select this option and run the migration program again. After successful migration, the Migrate
Configuration to Directory Service check box is automatically cleared. Simply select it and click
Apply, and the migration process will begin again.

Notes:

e Migrating on an AS/400 can be a lengthy process, sometimes taking up to 40 minutes to
complete. Host On-Demand will only show that the system is busy. Please be patient.

e Defining a large number of users can significantly slow down Host On-Demand server. It is
recommended that you limit the maximum number of users in any one group to be in the
range of 50 to 100.

¢ If the administrator log on fails when enabling LDAP using a Netscape LDAP server, disable
UID uniqueness, restart the HOD Service Manager and re-enable LDAP.

To disable UID uniqueness in Netscape LDAP Server:

1. Go to the Configuration tab and expand the plugins item. The last item should be UID
uniqueness.

2. Select UID uniqueness and you will see a checkbox labeled "Enabled".

3. Clear the UID unigueness checkbox.

4. Restart the LDAP server.

Related topics

e Specifying the LDAP directory information
e Understanding directories
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!E! Implications of migrating to LDAP

This section contains important information about using Host On-Demand with LDAP. You
should read and understand this section before using LDAP.

LDAP enables you to manage Host On-Demand configuration information by arranging those users
into a hierarchical tree of groups. A group can have one of more subgroups as children and each
subgroup inherits all of the sessions defined by the parent group. A user can be an immediate
member of any one group and inherits sessions from all the groups in its inheritance tree. This
means that you can define sessions in a high-level group for a large number of users and
subgroups and then customize them in lower-level groups for smaller numbers of users. It also
means that no user can belong to more than one group.

Will migrating to LDAP change my present group structure and user configurations?

Yes. Because your Host On-Demand private data store is not arranged hierarchically, migrating
your configuration information to an LDAP directory changes the relationship between your users
and groups. Specifically, all groups and their sessions become children of the root group of the
LDAP directory and all users become members of one of the groups they were members of before
migration (refer to the migration log for details). Also, because of this change, users that are
members of multiple groups will lose configuration information as a result of migration.

What happens if | choose not to migrate my configuration information?

None of the users, groups, and sessions that are defined in the private data store will be accessible
from the logon window or the administration window. If it does not already exist, Host On-Demand
will create a single administrator User ID named "admin" with a password of "password."

What happens to the configuration information in the private data store when | migrate?

It is preserved and is not modified by the migration process. However, it does not reflect the latest
updates either. When you use an LDAP directory, changes to configuration information will only be
updated in that LDAP directory.

Once | have migrated and started using LDAP, how do | switch back to using the Host On-
Demand private data store?

Clear the Use Directory Service (LDAP) box on the Directory tab, and click Apply. This will disable
use of the LDAP directory and Host On-Demand will begin retrieving user and group information
from the private data store.

Is there anyway to migrate my configuration back to the Host On-Demand private data store?
No, migrating from an LDAP directory to the Host On-Demand private data store is not supported.
Related topics:

e Setting up and using LDAP
e Specifying the LDAP directory information
e Migrating to an LDAP directory




e Understanding directories




!IE! Server authentication 2)

When you define a secure connection, Host On-Demand offers three options on the Security tab:
Enable Security (SSL), Server Authentication (SSL), and Send a Certificate (client authentication).
to enable server and client authentication you must first enable SSL.

The Security (SSL) option creates a standard SSL connection; that is, the client contacts the server
and checks to make sure that the server has a valid certificate. This type of connection ensures that
all data exchanged between client and server is encrypted, and is therefore not readable by a third
party on the Internet. However, this option by itself does not guarantee that the client is
communicating with the correct server.

To illustrate the risks involved with this level of security, consider the following scenario. There are
two servers, S1 (hod.S1.com) and S2 (hod.S2.com), and one client, C. Both servers have valid
certificates from a CA that the client trusts. C wants a secure session with S1, but S2 wants to
eavesdrop on their communication, and is physically located in such a place that it can do so. The
scenario goes as follows:

1. C sends a request for an SSL session to S1.

2. The request (and all subsequent traffic) actually goes through S2. Instead of forwarding C’s
request to S1, S2 responds directly to the request by sending its own certificate to C.

3. Creceives S2's certificate and checks its list of trusted CAs. Since S2's certificate is signed
by the same CA as S1's certificate, C accepts the certificate and creates a secure session
with S2.

4. Having completed the secure session with C, S2 requests and creates its own SSL session
with S1.

5. From this point, C sends encrypted information to S2. S2 decrypts the information, re-
encrypts it, then sends it to S1. It does the same for information flowing in the opposite
direction. The result is that, although all data is encrypted when it flows over the Internet, S2
is able to read it, and even change it.

To help avoid this danger, the Server Authentication (SSL) option is provided. When this is switched
on, the client, after making sure that the server’s certificate can be trusted, checks whether the
Internet name in the certificate matches the Internet name of the server. If they match, the SSL
negotiation will continue. If not, the connection ends immediately.

For this check to be valid and give a positive result, two conditions must be met:

1. The client must be locally-installed. A client downloaded using http cannot be trusted for
server authentication. If server authentication is of vital importance, you should use only
locally-installed clients or use https on your We