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How to send your comments

Your feedback is important in helping to provide the most accurate and highest quality information.
+ To send comments on articles in the WebSphere Application Server Information Center
1. Display the article in your Web browser and scroll to the end of the article.

2. Click on the Feedback link at the bottom of the article, and a separate window containing an e-mail
form appears.

3. Fill out the e-mail form as instructed, and click on Submit feedback .

* To send comments on PDF books, you can e-mail your comments to: wasdoc@us.ibm.com or fax
them to 919-254-5250.

Be sure to include the document name and number, the WebSphere Application Server version you are
using, and, if applicable, the specific page, table, or figure number on which you are commenting.

When you send information to IBM, you grant IBM a nonexclusive right to use or distribute the information
in any way it believes appropriate without incurring any obligation to you.
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Changes to serve you more quickly

Print sections directly from the information center navigation

PDF books are provided as a convenience format for easy printing, reading, and offline use. The
information center is the official delivery format for IBM WebSphere Application Server documentation. If
you use the PDF books primarily for convenient printing, it is now easier to print various parts of the
information center as needed, quickly and directly from the information center navigation tree.

To print a section of the information center navigation:

1. Hover your cursor over an entry in the information center navigation until the Open Quick Menu icon
is displayed beside the entry.

2. Right-click the icon to display a menu for printing or searching your selected section of the navigation
tree.

3. If you select Print this topic and subtopics from the menu, the selected section is launched in a
separate browser window as one HTML file. The HTML file includes each of the topics in the section,
with a table of contents at the top.

4. Print the HTML file.

For performance reasons, the number of topics you can print at one time is limited. You are notified if your
selection contains too many topics. If the current limit is too restrictive, use the feedback link to suggest a
preferable limit. The feedback link is available at the end of most information center pages.

Under construction!

The Information Development Team for IBM WebSphere Application Server is changing its PDF book
delivery strategy to respond better to user needs. The intention is to deliver the content to you in PDF
format more frequently. During a temporary transition phase, you might experience broken links. During
the transition phase, expect the following link behavior:

» Links to Web addresses beginning with http:// work
» Links that refer to specific page numbers within the same PDF book work
* The remaining links will not work. You receive an error message when you click them

Thanks for your patience, in the short term, to facilitate the transition to more frequent PDF book updates.

© Copyright IBM Corp. 2011 ix
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Chapter 1. Scripting for batch applications

You can use wsadmin scripts to remove the common batch container from your deployment target or
redeploy the common batch container on your deployment target. You can use the
JobSchedulerCommands command group to show or modify job scheduler attributes, and to create,
modify, remove, or list job scheduler custom properties.

Scripting batch applications

After you install the product, you can use scripts to complete various tasks.

removePGC.py

You can use the removePGC.py Jython script to remove the common batch container from your
deployment target.

Purpose

The removePGC.py script is provided with the product. The removePGC.py script removes the common
batch container from your deployment target or removes it when your deployment target is the only target.

Location

At installation, removePGC.py is copied onto the installation target machines in the <install root>/bin
directory.

Usage

To run removePGC.py script with the wsadmin utility, use this command:

wsadmin -lang jython -f removePGC.py <option>

You might have to modify the wsadmin command to wsadmin.sh or wsadmin.bat, depending on your
operating system environment.

To see a list of all available operations, use the following command:
wsadmin -Tang jython -f removePGC.py --help

Operations

- - Tist
Lists the targets that have the common batch container.

Example

Use following command to list the targets which have the common batch container:
wsadmin -lang jython -f removePGC.py --list

For example:

>> wsadmin -Tang jython -f removePGC.py --list

INFO: Grid Execution Environment was found on following targets:
cell=myCell,cluster=Endpointl
cell=myCell,cluster=Endpoint2
cell=myCell,node=myNode01,server=serverl

© IBM Corporation 2010



redeployLRS.py
You can use the redeployLRS.py Jython script to redeploy the job scheduler on your deployment target.

Purpose

The redeployLRS.py script is provided with the product. The redeployLRS.py script redeploys the job
scheduler on your deployment target.

Location
At installation, redeployLRS.py is copied onto the installation target in the <install root>/bin directory.
Usage

To run redeployLRS.py script with the wsadmin utility, use this command:
wsadmin -lang jython -f redeployLRS.py <option>

Modify the wsadmin command to wsadmin.sh or wsadmin.bat, depending on your operating system
environment.

To see a list of all available operations, use the following command:
wsadmin -lang jython -f redeployLRS.py --help

Administrator scripting interfaces

This reference information provides examples of how to complete various tasks using the administrative
scripting interfaces.

Scripting interfaces

Use the following scripting interfaces to automate tasks that you might normally accomplish with the
administrative console.

« [“JobSchedulerCommands command group for the AdminTask object’]

JobSchedulerCommands command group for the AdminTask object

You can use the Jython or Jacl scripting languages to configure the job scheduler with the wsadmin tool.
The commands and parameters in the JobSchedulerCommands command group can be used to manage
configuration attributes and custom properties.

Use the following commands to manage the job scheduler:
* [“showJobSchedulerAttributes”|

* [‘modifyJobSchedulerAttribute” on page 3]

» |“createJobSchedulerProperty” on page 4l

* |“modifyJobSchedulerProperty” on page_4'|

* |“removedobSchedulerProperty” on pagﬂ

» |“listdJobSchedulerProperties” on page §|

showJobSchedulerAttributes

The showJobSchedulerAttributes command shows all configuration attributes of the job scheduler.
Target object

None
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Required parameters

None

Optional parameters

None

Return value

The command returns a list of all attributes of the job scheduler.

Batch mode example usage
* Using Jacl

$AdminTask showJobSchedulerAttributes
* Using Jython

AdminTask.showJobSchedulerAttributes( )

Interactive mode example usage
» Using Jacl:

$AdminTask showJobSchedulerAttributes

* Using Jython:

AdminTask.showJobSchedulerAttributes( )

modifyJobSchedulerAttribute

The modifyJobSchedulerAttribute command modifies a configuration attribute of the job scheduler.
Target object

None

Required parameters

-name

Specifies the name of the attribute to modify. (String)

The following attributes are supported.
datasourceJNDIName (default value is jdbc/Irsched)
databaseSchemaName (default value is LRSSCHEMA)
deploymentTarget (default value is none)
endpointJobLogLocation (default value is ${GRID_JOBLOG_ROOQOT})
enableUsageRecording (default value is false)
enableUsageRecordingZOS (default value is false)

I

Optional parameters

-value
Specifies the value of the attribute. (String) If not specified, the default value for the respective
attributes is assigned.

Return value

The command returns the job scheduler object ID.

Chapter 1. Scripting for batch applications 3



Batch mode example usage
* Using Jacl:

$AdminTask modifyJobSchedulerAttribute
{-name datasourceJNDIName -value "jdbc/ds"}

* Using Jython:

AdminTask.modifyJobSchedulerAttribute('[-name datasourceJNDIName -value jdbc/ds]')

Interactive mode example usage

* Using Jacl:

$AdminTask modifyJobSchedulerAttribute {-interactive}
* Using Jython:

AdminTask.modifyJobSchedulerAttribute ('[-interactive]')

createJobSchedulerProperty

The createJobSchedulerProperty command creates custom properties for the job scheduler.
Target object

None

Required parameters

-hame
Specifies the name of the custom property to create. (String)

-value

Specifies the value of the custom property. (String)
Optional parameters
-description

Specifies the description of the custom property. (String)
Return value

The command returns the properties object ID.

Batch mode example usage

» Using Jacl:

$AdminTask createJobSchedulerProperty {-name bjsPropl -value "bjspropl"}
* Using Jython:

AdminTask.createJobSchedulerProperty('[-name bjsPropl -value bjspropl]')

Interactive mode example usage

» Using Jacl:

$AdminTask createJobSchedulerProperty {-interactive}
* Using Jython:

AdminTask.createJobSchedulerProperty ('[-interactive]')
modifyJobSchedulerProperty
The modifyJobSchedulerProperty command modifies custom properties for the job scheduler.

Target object
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None

Required parameters

-name
Specifies the name of the custom property to modify. (String)

-value
Specifies the value of the custom property. (String)

Optional parameters

-description
Specifies the description of the custom property. (String)

Return value
The command returns the properties object ID.

Batch mode example usage

» Using Jacl:

$AdminTask modifyJobSchedulerProperty {-name bjsPropl -value "bjspropl"}
* Using Jython:

AdminTask.modifyJobSchedulerProperty('[-name bjsPropl -value bjspropl]')

Interactive mode example usage

* Using Jacl:

$AdminTask modifyJobSchedulerProperty {-interactive}
* Using Jython:

AdminTask.modifyJobSchedulerProperty ('[-interactive]')

removeJobSchedulerProperty

The removedJobSchedulerProperty command removes custom properties of the job scheduler.
Target object

None

Required parameters

-hame
Specifies the name of the custom property to remove. (String)

Optional parameters

None

Return value

The command returns the properties object ID.

Batch mode example usage
» Using Jacl:
$AdminTask removeJobSchedulerProperty {-name bjsPropl}

* Using Jython:
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AdminTask.removeJobSchedulerProperty('[-name bjsPropl]"')

Interactive mode example usage

» Using Jacl:

$AdminTask removeJobSchedulerProperty {-interactive}
* Using Jython:

AdminTask.removeJobSchedulerProperty ('[-interactive]')

listJobSchedulerProperties

The listJobSchedulerProperties command lists all of the custom properties the job scheduler.
Target object

None

Required parameters

None

Optional parameters

None

Return value

The command returns a list of all of the custom properties of the job scheduler.

Batch mode example usage
» Using Jacl:

$AdminTask 1istJobSchedulerProperties
* Using Jython:

AdminTask.TistJobSchedulerProperties( )

Interactive mode example usage
» Using Jacl:

$AdminTask 1istJobSchedulerProperties

* Using Jython:

AdminTask.TistJobSchedulerProperties( )
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Chapter 2. Scripting for Data access resources

This page provides a starting point for finding information about data access. Various enterprise
information systems (EIS) use different methods for storing data. These backend data stores might be
relational databases, procedural transaction programs, or object-oriented databases.

The flexible IBM® WebSphere® Application Server provides several options for accessing an information
system backend data store:

* Programming directly to the database through the JDBC 4.0 API, JDBC 3.0 API, or JDBC 2.0 optional
package API.

* Programming to the procedural backend transaction through various J2EE Connector Architecture (JCA)
1.0 or 1.5 compliant connectors.

* Programming in the bean-managed persistence (BMP) bean or servlets indirectly accessing the
backend store through either the JDBC API or JCA-compliant connectors.

» Using container-managed persistence (CMP) beans.

» Using the IBM data access beans, which also use the JDBC API, but give you a rich set of features and
function that hide much of the complexity associated with accessing relational databases.

Service Data Objects (SDO) simplify the programmer experience with a universal abstraction for messages
and data, whether the programmer thinks of data in terms of XML documents or Java objects. For
programmers, SDOs eliminate the complexity of the underlying data access technology such as, JDBC,
RMI/IIOP, JAX-RPC, and JMS, and message transport technology such as, java.io.Serializable, DOM
Objects, SOAP, and JMS.

Configuring data access with wsadmin scripting

Use these topics to learn about using wsadmin scripting to configure data access.
About this task

This topic contains the following tasks:

Procedure

+ [“Configuring a JDBC provider using wsadmin” on page §|

[‘Configuring new data sources using wsadmin” on page 9

+ [“Configuring new connection pools using wsadmin” on page 11|

[‘Changing connection pool settings with the wsadmin tool” on page 11|

[‘Configuring new data source custom properties using wsadmin” on page 16|

[‘Configuring new Java 2 Connector authentication data entries using wsadmin” on page 18|
+ [“Configuring new WAS40 data sources using wsadmin scripting” on page 19

« [“Configuring new WAS40 connection pools using wsadmin scripting” on page 20|
[‘Configuring custom properties for a Version 4.0 data source using wsadmin scripting” on page 21|
[‘Configuring new J2C resource adapters using wsadmin scripting” on page 22|
[‘Configuring custom properties for J2C resource adapters using wsadmin” on page 24|

« [“Configuring new J2C connection factories using wsadmin scripting” on page 25|

- [“Configuring new J2C administrative objects using wsadmin scripting” on page 28

* [‘Configuring new J2C activation specifications using wsadmin scripting” on page 27|

. “‘Managing the message endpoint lifecycle using wsadmin scripting” on page 36|

|“Testing data source connections using wsadmin scripting” on page 31|
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Configuring a JDBC provider using wsadmin
You can configure a JDBC provider using the wsadmin scripting tool.

Before you begin

Before starting this task, the wsadmin tool must be running. See the topic Starting the wsadmin scripting
client for more information. .

Procedure
1. There are two ways to perform this task. Perform one of the following:
» Using the AdminTask object:

— Using Jacl:
$AdminTask createJDBCProvider {-interactive}

— Using Jython:

AdminTask.createJDBCProvider (['-interactive'])
* Using the AdminConfig object:

a. ldentify the parent ID and assign it to the node variable. The following example uses the node
configuration object as the parent. You can modify this example to use the cell, cluster, server, or
application configuration object as the parent.

— Using Jacl:
set node [$§AdminConfig getid /Cell:mycell/Node:mynode/]
— Using Jython:

node = AdminConfig.getid('/Cell:mycell/Node:mynode/")
print node

Example output:
mynode (cel1s/mycel1/nodes/mynode|node.xml#Node 1)
b. Identify the required attributes:

Fast path: For supported JDBC drivers, you can also script JDBC providers according to the
same pre-configured templates that are used by the administrative console logic.
Consult the article Creating configuration objects using the wsadmin tool for details.
— Using Jacl:
$AdminConfig required JDBCProvider
— Using Jython:
print AdminConfig.required('JDBCProvider')
Example output:

Attribute Type
name String
implementationClassName  String

c. Set up the required attributes and assign it to the jdbcAttrs variable. You can modify the following
example to setup non-required attributes for JDBC provider.
— Using Jacl:

set nl1 [1ist name JDBC1]
set impICN [1ist implementationClassName myclass]
set jdbcAttrs [Tist $nl $imp1CN]

Example output:
{name {JDBC1}} {implementationClassName {myclass}}
— Using Jython:
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nl = ['name', 'JDBC1']

imp1CN = ['implementationClassName', 'myclass']
jdbcAttrs = [n1, impICN]

print jdbcAttrs

Example output:
[['name', 'JDBC1'], ['implementationClassName', 'myclass']]
d. Create a new JDBC provider using node as the parent:
— Using Jacl:
$AdminConfig create JDBCProvider $node $jdbcAttrs
— Using Jython:
AdminConfig.create('JDBCProvider', node, jdbcAttrs)
Example output:
JDBCl(ceHs/myceH/nodes/mynode|resources.xm] #JDBCProvider_1)

2. Save the configuration changes. See the topic Saving configuration changes with the wsadmin tool for
more information.

What to do next

If you modify the class path or native library path of a JDBC provider: After saving your changes (and
synchronizing the node in a network deployment environment), you must restart every application server
within the scope of that JDBC provider for the new configuration to work. Otherwise, you receive a data
source failure message.

Configuring new data sources using wsadmin
You can configure new data sources using the wsadmin scripting tool.

Before you begin

Before starting this task, the wsadmin tool must be running. See the topic Starting the wsadmin scripting
client for more information.

In WebSphere Application Server, any JDBC driver properties that are required by your database vendor
must be set as data source properties. Consult the article Data source minimum required settings, by
vendorVendor-specific data sources minimum required settings in the Troubleshooting and support PDF to
see a list of these properties and setting options, ordered by JDBC provider type. Consult your database
vendor documentation to learn about available optional data source properties. Script them as custom
properties after you create the data source. In the Related links section of this article, click the
"Configuring new data source custom properties using scripting" link for more information.

About this task

There are two ways to perform this task; use either of the following wsadmin scripting objects:
* AdminTask object
» AdminConfig object

AdminConfig gives you more configuration control than the AdminTask object. When you create a data
source using AdminTask, you supply universally required properties only, such as a JNDI name for the
data source. (Consult the article JDBCProviderManagement command group for the AdminTask object for
more information.) Other properties that are required by your JDBC driver are assigned default values by
Application Server. You cannot use AdminTask commands to set or edit these properties; you must use
AdminConfig commands.
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Procedure
» Using the AdminConfig object to configure a new data source:

1. ldentify the parent ID, which is the name and location of the JDBC provider that supports your data
source.

— Using Jacl:
set newjdbc [$AdminConfig getid /Cell:mycell/Node:mynode/JDBCProvider:JDBC1/]
— Using Jython:

newjdbc = AdminConfig.getid('/Cell:mycell/Node:mynode/JDBCProvider:JDBC1/")
print newjdbc

Example output:
JDBC1(cells/mycell/nodes/mynode|resources.xml#JDBCProvider 1)
2. Obtain the required attributes.

Fast path: For supported JDBC drivers, you can also script data sources according to the same
pre-configured templates that are used by the administrative console logic. For more
information, see the topic Creating configuration objects using the wsadmin scripting
tool.

— Using Jacl:

$AdminConfig required DataSource
— Using Jython:

print AdminConfig.required('DataSource')
Example output:

Attribute Type
name String

Tip: If the database vendor-required properties (which are referenced in the topic Data source
minimum required settings, by vendor) are not displayed in the resulting list of required
attributes, script these properties as data source custom properties after you create the data
source.

3. Set up the required attributes.
— Using Jacl:

set name [list name DS1]
set dsAttrs [Tist $name]

— Using Jython:

name = ['name', 'DS1']
dsAttrs = [name]

4. Create the data source.
— Using Jacl:
set newds [$AdminConfig create DataSource $newjdbc $dsAttrs]
— Using Jython:

newds = AdminConfig.create('DataSource', newjdbc, dsAttrs)
print newds

Example output:
DS1(cells/mycell/nodes/mynode|resources.xml#DataSource 1)
» Using the AdminTask object to configure a new data source:
— Using Jacl:
$AdminTask createDatasource {-interactive}
— Using Jython:
AdminTask.createDatasource (['-interactive'])

10  Scripting various types of applications



» Save the configuration changes. See the topic Saving configuration changes with the wsadmin tool for
more information.

What to do next

To set additional properties that are supported by your JDBC driver, script them as data source custom
properties.

Configuring new connection pools using wsadmin
You can use wsadmin scripting tool to configure new connection pools.

Before you begin

Before starting this task, the wsadmin tool must be running. See the topic Starting the wsadmin scripting
client article for more information.

About this task

Perform the following steps:

Procedure
1. Identify the parent ID:
» Using Jacl:

set newds [$AdminConfig getid /Cell:mycell/Node:mynode/JDBCProvider:JDBC1/DataSource:DS1/]
* Using Jython:
newds = AdminConfig.getid('/Cell:mycell/Node:mynode/JDBCProvider:JDBC1/DataSource:DS1/")
Example output:
DS1(cells/mycell/nodes/mynode|resources.xml$DataSource 1)
2. Creating connection pool:
» Using Jacl:
$AdminConfig create ConnectionPool $newds {}
* Using Jython:
print AdminConfig.create('ConnectionPool', newds, [])
Example output:
(cells/mycell/nodes/mynode | resources.xml#ConnectionPool 1)

3. Save the configuration changes. See the topic Saving configuration changes with the wsadmin tool for
more information.

Changing connection pool settings with the wsadmin tool
You can use the wsadmin scripting tool to change connection pool settings.

About this task

The wsadmin tool runs scripts. You can use the wsadmin tool to manage a WebSphere Application Server
installation and configuration, application deployment, and server runtime operations. The product supports
the Jacl and Jython scripting languages. To learn more about the wsadmin tool see the topic Starting the

wsadmin scripting client.

To use the wsadmin tool to change connection pool settings:
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Procedure

1. [Launch a scripting command| There are several options for you to run scripting commands, ranging
from running them interactively to running them in a profile.

To change connection pool settings, you use the getAttribute and setAttribute commands, run against
the various settings objects.
For example, to change the connection timeout setting, the commands are:

$AdminControl getAttribute $objectname connectionTimeout
$AdminControl setAttribute $objectname connectionTimeout 200

where:

« §is a Jacl operator for substituting a variable name with its value
» getAttribute and setAttribute are the commands

» connectionTimeout is the object whose value you are resetting

2. For Jacl code examples of each of the connection pool settings, see the topic Example: Changing
connection pool settings with the wsadmin tool.

Example

Example: Changing connection pool settings with the wsadmin tool. Using the wsadmin
AdminControl object, you can script changes to connection pool settings.

The wsadmin tool runs scripts in the Jacl and Jython languages only. You must start the wsadmin scripting
client to perform any scripting task. For more information, see the topic Starting the wsadmin scripting
client.

For more information about the AdminControl scripting object, see the topic Using the AdminControl object
for scripted administration.

Connection Timeout

The Connection timeout can be changed at any time while the pool is active. All connection requests that
are waiting for a connection are changed to the new value minus the time already waited, and are
returned to the wait state if there are no available connections.

For example, if the connection timeout is changed to 300 seconds and a connection request has waited
100 seconds, the connection request waits for 200 more seconds if no connection becomes available.

$AdminControl getAttribute $objectname connectionTimeout
$AdminControl setAttribute $objectname connectionTimeout 200

For more information about this setting, see the topic Connection pool settings. The Connection pool
settings topic is in the Administering applications and their environment PDF.

Maximum Connections

The maximum connections can be changed at any time except in the case where stuck connection
support is active.

If stuck connection support is active, an attempt to change the maximum connections is made. If the
attempt fails, an I11egalState exception occurs. See the topic Connection pool advanced settings for
more information.

If stuck connection support is not active, the maximum connections are changed to the new value. If the
new value is greater than the current value, the number of connections increases to the new value and
any requests waiting are notified. If the new value is less than the current value and Aged Timeout or
Reap Time is used, the number of connections decreases to the new value depending on pool activity. If
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agedTimeout or Reap Time are not used, no automatic attempt made to reduce the total number of

connections. To manually reduce the number of connections to the new maximum connections, use the

Mbean function purgePoolContents.

$AdminControl getAttribute $objectname maxConnections

$AdminControl setAttribute $objectname maxConnections 200

For more information about this setting, see the topic Connection pool settings.
Minimum Connections

The minimum connections can be changed at any time.

$AdminControl getAttribute $objectname minConnections

$AdminControl setAttribute $objectname minConnections 200

For more information about this setting, see the topic Connection pool settings.

Reap Time

The reap time can be changed at any time. The reap time interval is changed to the new value at the next

interval.

$AdminControl getAttribute $objectname reapTime
$AdminControl setAttribute $objectname reapTime 30
Unused Timeout

The unused timeout can be changed at any time.

$AdminControl getAttribute $objectname unusedTimeout

$AdminControl setAttribute $objectname unusedTimeout 900

For more information about this setting, see the topic Connection pool settings.

Aged Timeout

The Aged Timeout can be changed at any time.
$AdminControl getAttribute $objectname agedTimeout

$AdminControl setAttribute $objectname agedTimeout 900
For more information about this setting, see the topic Connection pool settings.

Purge Policy

The purge policy can be changed at any time.

$AdminControl getAttribute $objectname purgePolicy
$AdminControl setAttribute $objectname purgePolicy "Failing Connection Only"

For more information about this setting, see the topic Connection pool settings.
Surge Protection Support

Surge connection support starts if surgeThreshold is > -1 and surgeCreationinterval is > 0. The surge
protection properties can be changed at any time.

$AdminControl getAttribute $objectname surgeCreationInterval
$AdminControl setAttribute $objectname surgeCreationInterval 30
$AdminControl getAttribute $objectname surgeThreshold
$AdminControl setAttribute $objectname surgeThreshold 15

For more information about this setting, see the topic Connection pool settings.
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Stuck connection Support

An attempt is made to change the stuckTime, stuckTimerTime or stuckThreshold properties. If the attempt
fails, an I11egalState exception occurs. The pool cannot have any active requests or active connections
during this request. For the stuck connection support to start, all three stuck property values must be
greater than 0, and the maximum connections value must be > 0.

If the connection pool is stuck, you cannot change the stuck or the maximum connection properties. If you
are stuck, there are active connections.

$AdminControl getAttribute $objectname stuckTime
$AdminControl setAttribute $objectname stuckTime 30
$AdminControl getAttribute $objectname stuckTimerTime
$AdminControl setAttribute $objectname stuckTimerTime 15
$AdminControl getAttribute $objectname stuckThreshold
$AdminControl setAttribute $objectname stuckThreshold 10

For more information about this setting, see the topic Connection pool advanced settings.
Test Connection Support (This is only supported for a DataSource)

The test connection support starts when the testConnection property is set to true, and the interval is > 0.
The test connection properties can be changed at any time.

$AdminControl getAttribute $objectname testConnection
$AdminControl setAttribute $objectname testConnection 30
$AdminControl getAttribute $objectname testConnectionInterval
$AdminControl setAttribute $objectname testConnectionInterval 15

For more information about this setting, see the topic Test connection service.

Connection Pool Partition Support

$AdminControl invoke $objectname freePoolDistributionTableSize
$AdminControl invoke $objectname numberOfFreePoolPartitions
$AdminControl invoke $objectname numberOfSharedPoolPartitions
$AdminControl invoke $objectname gatherPoolStatisticalData
$AdminControl invoke $objectname enablePoolStatisticalData

For more information about this setting, see the topic Connection pool settings.
Show Pool Information Support

The show pool operations can be changed at any time.

$AdminControl invoke $objectname showAl1PoolContents
$AdminControl invoke $objectname showPoolContents
$AdminControl invoke $objectname showAllocationHandlelList

Purge Connection Support

PurgePool can be changed at any time.

$AdminControl invoke $objectname purgePoolContents normal
$AdminControl invoke $objectname purgePoolContents immediate

For both data sources and connection factories, if the normal option is selected, the purged pool behaves
as follows after the purge call:

» Existing in-flight transactions continue to work.
» Shared connection requests are honored.
* Free connections are cleaned up and destroyed.

* In-use connections (connections in transactions) are cleaned up and destroyed when returned to the
connection pool.
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» close() calls issued on any connections obtained prior to the purgePoolContents call are done
synchronously (they wait for the jdbc driver to return before proceeding).

* Requests for new connections (not handles to existing old connections) are honored.

For data sources based on the built-in WebSphere relational resource adapter, if the immediate option is

selected, the purged pool behaves as follows after the purge call:

* No new transactions are allowed to start on any connections obtained prior to the purgePoolContents
call. Instead, a StaleConnectionException is thrown.

* No new handles are allowed to be handed out on any connections obtained prior to the
purgePoolContents call. Instead, a StaleConnectionException is thrown.

» Existing in-flight transactions continue to work, but any new activities on the purged connection cause a
StaleConnectionException or an XAER_FAIL exception.

» close() calls issued on any connections obtained prior to the purgePoolContents() call are done
asynchronously (no wait time).

* Requests for new connections (not handles to existing old connections) are honored.
* The number of connections are decremented immediately. This might cause the total number of

connections in the application server to be temporarily out of sync with the total number of connections
in the database.

For data sources not based on the built-in WebSphere relational resource adapter and all connection
factories, if the immediate option is selected, the purged pool behaves as follows after the purge call:

+ close() calls issued on any connections obtained prior to the purgePoolContents() call are done
asynchronously (no wait time)

* Requests for new connections (not handles to existing old connections) are honored.
* The number of connections are decremented immediately. This might cause the total number of

connections in the application server to be temporarily out of sync with the total number of connections
in the backend resource.

Pool Control Support

Pause and resume can be changed at any time.

$AdminControl invoke $objectname pause
$AdminControl invoke $objectname resume

Example: Accessing MBean connection factory and data sources using wsadmin

Wsadmin commands are used to access connection factory and data source MBeans. MBeans can
retrieve or update properties for a connection factory or data source.

To get a list of J2C connection factory or data source Mbean object names, from the wsadmin
command-line use one of the following administrative control commands:

$AdminControl queryNames =:type=J2CConnectionFactory,*
$AdminControl queryNames x:type=DataSource,x

Example output from DataSource query:

wsadmin>$AdminControl queryNames =*:type=DataSource,=*

"WebSphere:name=Default Datasource,process=serverl,platform=dynamicproxy,node=
systemlNode01,JDBCProvider=Derby JDBC Provider,j2eeType=JDBCDataSource,J2EESe
rver=serverl,Server=serverl,version=6.0.0.0,type=DataSource,mbeanIdentifier=cell
s/systemlNode01Cel11/nodes/systemlNode01/servers/serverl/resources.xml#DataSource
1094760149902 ,JDBCResource=Derby JDBC Provider,cell=systemlNode01Cell"

By using the J2C connection factory or data source MBean object name, you can access the MBean. The
name follows the webSphere:name= expression. In the following example, for the first set, the default data
source name is set on variable name. For the second set, the object name is set on variable objectName.
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Example using the Default DataSource:

- wsadmin>set name [list Default Datasource]
Default Datasource

- wsadmin>set objectName [$AdminControl queryNames =*:name=$name,+*]

"WebSphere:name=Default Datasource,process=serverl,platform=dynamicproxy,node=
systemlNode01,JDBCProvider=Derby JDBC Provider,j2eeType=JDBCDataSource,J2EESe
rver=serverl,Server=serverl,version=6.0.0.0,type=DataSource,mbeanIdentifier=cell
s/systemlNode01Cel1/nodes/systemlNode01/servers/serverl/resources.xml#DataSource
1094760149902, JDBCResource=Derby JDBC Provider,cell=systemlNode01Cell"

Now you can use the objectName for getting help on attributes and operations available for this Mbean.

$Help attributes $objectName
$Help operations $objectName

To get or set an attribute or to use an operation, use one of the following commands:

$AdminControl getAttribute $objectName "attribute name"
$AdminControl setAttribute $objectName "attribute name" value
$AdminControl invoke $objectName "operation"

Attribute, operation examples:

Get and set an attribute maxConnections. If you get no value, a null value, or

a java.lang.IllegalStateException, the connection factory or data source for this
MBean has not been created. The connection factory or data source is created at first
JNDI Tookup. For this example, the Default DataSource must be used before get,

set and invoke will work.

wsadmin>$AdminControl getAttribute $objectName maxConnections
10

wsadmin>$AdminControl setAttribute $objectName maxConnections 20

wsadmin>$AdminControl getAttribute $objectName maxConnections
20

Using invoke
wsadmin>$AdminControl invoke $objectName showPoolContents

PooTManager name:DefaultDatasource
PoolManager object:746354514
Total number of connections: 3 (max/min 20/1, reap/unused/aged 180/1800/0,
connectiontimeout/purge 1800/EntirePool)
(testConnection/inteval false/0, stuck timer/time

/threshold 0/0/0, surge time/connections 0/-1)
Shared Connection information (shared partitions 200)

No shared connections

Free Connection information (free distribution table/partitions 5/1)

(2) (0)MCWrapper id 5c6af75b Managed connection WSRdbManagedConnectionImpl@4b5
a775b State:STATE_ACTIVE_FREE

(2) (0)MCWrapper id 3394375a Managed connection WSRdbManagedConnectionImp1@328
5f75a State:STATE_ACTIVE_FREE

(2) (0)MCWrapper id 4795b75a Managed connection WSRdbManagedConnectionImpl@46a
4b75a State:STATE_ACTIVE_FREE

Total number of connections in free pool: 3

UnShared Connection information
No unshared connections

Configuring new data source custom properties using wsadmin
You can configure new data source custom properties using the wsadmin tool scripting tool.
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Before you begin

Before starting this task, the wsadmin tool must be running. See the topic Starting the wsadmin scripting
client article for more information.

About this task

Perform the following steps to configure a new data source custom property:

Procedure
1. ldentify the parent ID:
» Using Jacl:

set newds [$AdminConfig getid /Cell:mycell/Node:mynode/JDBCProvider:JDBC1/DataSource:DS1/]
* Using Jython:

newds = AdminConfig.getid('/Cel1:mycell/Node:mynode/JDBCProvider:JDBC1/DataSource:DS1/")
print newds

Example output:
DS1(cells/mycell/nodes/mynode|resources.xml$DataSource 1)
2. Get the J2EE resource property set:
* Using Jacl:
set propSet [$AdminConfig showAttribute $newds propertySet]
* Using Jython:

propSet = AdminConfig.showAttribute(newds, 'propertySet')
print propSet

Example output:
(ce]]s/myce]1/nodes/mynode|resources.xm]#JZEEResourcePropertySet_S)
3. Get required attribute:
» Using Jacl:
$AdminConfig required J2EEResourceProperty
* Using Jython:
print AdminConfig.required('J2EEResourceProperty")
Example output:

Attribute Type
name String

4. Set up attributes:
» Using Jacl:

set name [Tist name RP4]
set rpAttrs [list $name]

* Using Jython:

name = ['name', 'RP4']
rpAttrs = [name]

5. Create a J2EE resource property:
* Using Jacl:
$AdminConfig create J2EEResourceProperty $propSet $rpAttrs
* Using Jython:
print AdminConfig.create('J2EEResourceProperty', propSet, rpAttrs)
Example output:
RP4(cells/mycell/nodes/mynode|resources.xml#J2EEResourceProperty 8)
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6. Save the configuration changes. See the topic Saving configuration changes with the wsadmin tool for
more information.

Configuring new Java 2 Connector authentication data entries using
wsadmin
You can configure new Java 2 Connector (J2C) authentication data entries with the wsadmin scripting tool.

Before you begin

Before starting this task, the wsadmin tool must be running. Starting the wsadmin scripting client article for
more information.

About this task

Perform the following steps to configure a new J2C authentication data entry:

Procedure
1. Identify the parent ID:
» Using Jacl:

set security [$AdminConfig getid /Cell:mycell/Security:/]
* Using Jython:

security = AdminConfig.getid('/Cell:mycell/Security:/")
print security

Example output:
(cells/mycell|security.xml#Security 1)
2. Get required attributes:
» Using Jacl:
$AdminConfig required JAASAuthData
* Using Jython:
print AdminConfig.required('JAASAuthData')
Example output:

Attribute Type
alias String
userld String
password String

3. Set up required attributes:
» Using Jacl:

set alias [list alias myAlias]

set userid [1ist userld myid]

set password [list password secret]

set jaasAttrs [l1ist $alias $userid $password]

Example output:

{alias myAlias} {userId myid} {password secret}
* Using Jython:

alias = ['alias', 'myAlias']

userid = ['userId', 'myid']

password = ['password', 'secret']

jaasAttrs = [alias, userid, password]
print jaasAttrs

Example output:
[['alias', 'myAlias'], ['userId', 'myid'], ['password', 'secret']]
4. Create JAAS auth data:
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» Using Jacl:
$AdminConfig create JAASAuthData $security $jaasAttrs
* Using Jython:
print AdminConfig.create('JAASAuthData', security, jaasAttrs)
Example output:
(cells/mycell|security.xml#JAASAuthData_2)

5. Save the configuration changes. See the topic Saving configuration changes with the wsadmin tool for
more information.

Configuring new WAS40 data sources using wsadmin scripting
Use scripting to configure a new WAS40 data source.

Before you begin

Before starting this task, the wsadmin tool must be running. See the [‘Starting the wsadmin scripting client|
[using wsadmin scripting” on page 549 article for more information.

About this task

Perform the following steps:

Procedure
1. Identify the parent ID:
» Using Jacl:

set newjdbc [$AdminConfig getid "/JDBCProvider:Apache Derby JDBC Provider/"]
* Using Jython:

newjdbc = AdminConfig.getid('/JDBCProvider:Apache Derby JDBC Provider/")
print newjdbc

Example output:
JDBC1(cells/mycell/nodes/mynode|resources.xml$JDBCProvider 1)
2. Get required attributes:
* Using Jacl:
$AdminConfig required WAS40DataSource
* Using Jython:
print AdminConfig.required('WAS40DataSource")
Example output:

Attribute Type
name String

3. Set up required attributes:
» Using Jacl:

set name [list name was4DS1]
set ds4Attrs [list $name]

* Using Jython:

name = ['name', 'was4DS1']
ds4Attrs = [name]

4. Create WAS40DataSource:
» Using Jacl:
set new40ds [§AdminConfig create WAS40DataSource $newjdbc $dsdAttrs]
* Using Jython:
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new40ds = AdminConfig.create('WAS40DataSource', newjdbc, ds4Attrs)
print newd40ds

Example output:
was4DS1(cells/mycell/nodes/mynode|resources.xml#WAS40DataSource 1)
5. Save the configuration changes.

Configuring new WAS40 connection pools using wsadmin scripting
You can use scripting to configure a new WAS40 connection pool.

Before you begin

Before starting this task, the wsadmin tool must be running. See the topic on starting the wsadmin tool for
more information.

About this task

Perform the following steps to configure a new WAS40 connection pool:

Procedure
1. Identify the parent ID:
» Using Jacl:

set new40ds [$§AdminConfig getid /Cell:mycell/Node:mynode/
Server:serverl/JDBCProvider:JDBC1/WAS40DataSource:was4DS1/]

* Using Jython:

new40ds = AdminConfig.getid('/Cell:mycell/Node:mynode/
Server:serverl/JDBCProvider:JDBC1/WAS40DataSource:was4DS1/")
print newd0ds

Example output:
was4DS1(cells/mycell/nodes/mynodes:resources.xml$WAS40DataSource_ 1)
2. Get required attributes:
* Using Jacl:
$AdminConfig required WAS40ConnectionPool
* Using Jython:
print AdminConfig.required('WAS40ConnectionPool")
Example output:

Attribute Type

minimumPool1Size Integer
maximumPool1Size Integer
connectionTimeout Integer
idleTimeout Integer
orphanTimeout Integer

statementCacheSize Integer
3. Set up required attributes:
* Using Jacl:

set mps [list minimumPoolSize 5]

set minps [Tist minimumPoolSize 5]

set maxps [list maximumPoolSize 30]

set conn [Tist connectionTimeout 10]

set idle [list idleTimeout 5]

set orphan [1ist orphanTimeout 5]

set scs [list statementCacheSize 5]

set 40cpAttrs [Tist $minps $maxps $conn $idle $orphan $scs]

Example output:
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{minimumPoo1Size 5} {maximumPoolSize 30}
{connectionTimeout 10} {idleTimeout 5}
{orphanTimeout 5} {statementCacheSize 5}

* Using Jython:

minps = ['minimumPoolSize', 5]
maxps = ['maximumPoolSize', 30]
conn = ['connectionTimeout', 10]
= ["idleTimeout', 5]
= ['orphanTimeout', 5]
scs = ['statementCacheSize', 5]
cpAttrs = [minps, maxps, conn, idle, orphan, scs]
print cpAttrs

Example output:

[[minimumPoo1Size, 5], [maximumPoolSize, 30],
[connectionTimeout, 10], [idleTimeout, 5],
[orphanTimeout, 5], [statementCacheSize, 5]]

4. Create was40 connection pool:
» Using Jacl:
$AdminConfig create WAS40ConnectionPool $newd0ds $40cpAttrs
* Using Jython:
print AdminConfig.create('WAS40ConnectionPool', newd0ds, 40cpAttrs)
Example output:
(cells/mycell/nodes/mynode:resources.xml#WAS40ConnectionPool 1)
5. Save the configuration changes.

Configuring custom properties for a Version 4.0 data source using
wsadmin scripting
You can use scripting and the wsadmin tool to configure custom properties for a Version 4.0 data source.

Before you begin
Before starting this task, the wsadmin tool must be running. See the topic on starting the wsadmin tool.

About this task

Perform the following steps to configure custom properties for a Version 4.0 data source:

Procedure
1. Identify the parent ID:
» Using Jacl:

set new40ds [$§AdminConfig getid /Cell:mycell/Node:mynode/
JDBCProvider:JDBC1/WAS40DataSource:was4DS1/]

* Using Jython:

new40ds = AdminConfig.getid('/Cell:mycell/Node:mynode/
JDBCProvider:JDBC1/WAS40DataSource:was4DS1/")
print new40ds

Example output:
was4DS1(cells/mycell/nodes/mynodes |resources.xml $WAS40DataSource 1)
2. Get required attributes:
* Using Jacl:
set propSet [$AdminConfig showAttribute $newd0ds propertySet]
* Using Jython:
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propSet = AdminConfig.showAttribute(new40ds, 'propertySet')
print propSet

Example output:
(cells/mycell/nodes/mynode|resources.xml#J2EEResourcePropertySet 9)
3. Optional: Set up attributes for the server name and port number.
Attention: This step describes optional attributes that might be required by your J2EE Resource
Property. Other attributes might be required.
» Using Jacl to set up the server name:

set name [list name "serverName"]
set value [list value db2was.austin.ibm.com]
set rpAttrsl [Tist $name $value]

* Using Jython to set up the server name:

name = ['name', 'serverName']
rpAttrsl = [name]

» Using Jacl to set up the port number:

set name [list name "portNumber"]
set value [Tist value 50000]
set rpAttrs2 [Tist $name $value]

» Using Jython to set up the port number:

name = ['name', 'portNumber']
rpAttrs2 = [name]

4. Create J2EE Resource Property:
» Using Jacl:
$AdminConfig create J2EEResourceProperty $propSet $rpAttrsi
$AdminConfig create J2EEResourceProperty $propSet $rpAttrs2
* Using Jython:
print AdminConfig.create('J2EEResourceProperty', propSet, rpAttrsl)
print AdminConfig.create('J2EEResourceProperty', propSet, rpAttrs2)
Example output:
serverName(cells/cell_name |resources.xml#J2EEResourceProperty 1236708692906)
serverName(cells/cell name|resources.xml#J2EEResourceProperty 1236708728281)

5. Save the configuration changes.

Configuring new J2C resource adapters using wsadmin scripting

Use the wsadmin scripting tool to configure Java 2 Connector resource adapters with Resource Adapter
Archive (RAR) files. A RAR file provides the classes and other code to support a resource adapter for
access to a specific enterprise information system (EIS), such as the Customer Information Control
System (CICS®). Configure resource adapters for an EIS only after you install the appropriate RAR file.

Before you begin

A RAR file, which is often called a Java Connector Architecture (JCA) connector, must comply with the
JCA 1.5 and 1.6 Specification. For resource adapters to support JCA Version 1.6, there is added support
for Java annotations in RAR modules. For more information on annotation support and metadata, see the
topic, JCA 1.6 support for annotations in RAR modules.

Meet these requirements by using a supported assembly tool (as described in the Assembly tools article)
to assemble a collection of Java archive (JAR) files, other runnable components, utility classes, and so on,
into a deployable RAR file. Then you are ready to install your RAR file in Application Server.

There are two ways to complete this task. This topic uses the AdminConfig object to install resource
adapters. Alternatively, you can use the installJ2CResourceAdapter script in the AdminJ2C script library to
install a J2C resource adapter in your configuration, as the following example demonstrates:
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AdminJd2C.instal1J2CResourceAdapter("myNode", "C:\temp\jcal5cmd.rar", "J2CTest")

The scripting library provides a set of procedures to automate the most common administration functions.
You can run each script procedure individually, or combine several procedures to quickly develop new

scripts.
Procedure
1. Launch the wsadmin script. See the topic Starting the wsadmin scripting client article for more
information.
2. ldentify the configuration ID of the node to which the resource adapter is installed, as the following
examples demonstrate:
» Using Jacl:
set node [$AdminConfig getid /Cell:mycell/Node:mynode/]
* Using Jython:
node = AdminConfig.getid('/Cell:mycell/Node:mynode/")
print node
Example output:
mynode (cel1s/mycell/nodes/mynode|node.xml#Node 1)
3. Identify the optional attributes.
The J2CResourceAdapter object does not require specific arguments. Use the following command to
display the optional attributes for the J2CResourceAdapter object:
» Using Jacl:
$AdminConfig defaults J2CResourceAdapter
* Using Jython:
print AdminConfig.defaults('J2CResourceAdapter')
The following displays the command output that displays each optional attribute and the data type for
the attribute, and denotes the default attributes:
Attribute Type Default
name String
description String
classpath String
nativepath String
providerType String
isolatedClassLoader boolean false
archivePath String
threadPoolAlias String Default
singleton boolean false
hACapability ENUM RA_NO_HA
isEnableHASupport boolean false
propertySet J2EEResourcePropertySet
jaasLoginConfiguration JAASConfigurationEntry
deploymentDescriptor Connector
connectionDefTemplateProps ConnectionDefTemplateProps
activationSpecTemplateProps ActivationSpecTemplateProps
j2cAdminObjects J2CAdminObject
adminObjectTemplateProps AdminObjectTemplateProps
j2cActivationSpec J2CActivationSpec
properties Property
4. Set up the attributes of interest.

Determine the attributes to configure for the J2C resource adapter. In the following examples, the
commands set the RAR file path to the rarFile variable and the name and description configuration
options to the option variable:

» Using Jacl:

set rarFile c:/currentScript/cicseci.rar
set option {-rar.name RARl -rar.desc "New resource adapter"}
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* Using Jython:

rarFile = 'c:/currentScript/cicseci.rar'
option = '[-rar.name RARl -rar.desc "New resource adapter"]'

5. Create a resource adapter.

Use the installResourceAdapter command for the AdminConfig object to install the resource adapter
with the previously set configuration options, as the following examples demonstrate:

» Using Jacl:

$AdminConfig installResourceAdapter $rarFile mynode $option
* Using Jython:

AdminConfig.installResourceAdapter(rarFile, 'mynode', option)
Example output:
RARl(ce11s/myce11/nodes/mynode|resources.xm]#JZCResourceAdapter_l)

6. Save the configuration changes. See the topic Saving configuration changes with the wsadmin tool for
more information.

Configuring custom properties for J2C resource adapters using
wsadmin
You can configure custom properties for Java 2 Connector resource adapters using the wsadmin tool.

Before you begin

Before starting this task, the wsadmin tool must be running. See the topic Starting the wsadmin scripting
client article for more information.

About this task

Perform the following steps to configure a new custom property for a J2C resource adapters:

Procedure
1. Identify the parent ID and assign it to the newra variable.
» Using Jacl:

set newra [$AdminConfig getid /Cell:mycell/Node:mynode/J2CResourceAdapter:RAR1/]
* Using Jython:

newra = AdminConfig.getid('/Cel1:mycell/Node:mynode/J2CResourceAdapter:RARL/")
print newra

Example output:
RARI(cells/mycell/nodes/mynode|resources.xml#J2CResourceAdapter 1)
2. Get the J2EE resource property set:
» Using Jacl:
set propSet [$AdminConfig showAttribute $newra propertySet]
* Using Jython:

propSet = AdminConfig.showAttribute(newra, 'propertySet')
print propSet

Example output:
(cells/mycell/nodes/mynode|resources.xml#PropertySet_8)
3. Identify the required attributes:
» Using Jacl:
$AdminConfig required J2EEResourceProperty
* Using Jython:
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print AdminConfig.required('J2EEResourceProperty")
Example output:

Attribute Type
name String

4. Set up the required attributes:
» Using Jacl:

set name [Tist name RP4]
set rpAttrs [list $name]

* Using Jython:

name = ['name', 'RP4']
rpAttrs = [name]

5. Create a J2EE resource property:
» Using Jacl:
$AdminConfig create J2EEResourceProperty $propSet §$rpAttrs
* Using Jython:
print AdminConfig.create('J2EEResourceProperty', propSet, rpAttrs)
Example output:
RP4(cells/mycell/nodes/mynode|resources.xml#J2EEResourceProperty 8)

6. Save the configuration changes. See the topic Saving configuration changes with the wsadmin tool for
more information.

Configuring new J2C connection factories using wsadmin scripting
Use the wsadmin scripting tool to configure new Java 2 Connector connection factories.

Before you begin

Before starting this task, the wsadmin tool must be running. See the topic Starting the wsadmin scripting
client article for more information.

About this task

Perform the following steps to configure a new J2C connection factory:

Procedure
1. Identify the parent ID and assign it to the newra variable.
» Using Jacl:

set newra [$AdminConfig getid /Cell:mycell/Node:mynode/J2CResourceAdapter:RAR1/]
* Using Jython:

newra = AdminConfig.getid('/Cel1:mycell/Node:mynode/J2CResourceAdapter:RARL/")
print newra

Example output:
RARl(ce]1s/myce]1/nodes/mynode|resources.xm]#JZCResourceAdapter_l)
2. There are two ways to configure a new J2C connection factory. Perform one of the following:
» Using the AdminTask object:
a. List the connection factory interfaces:
— Using Jacl:
$AdminTask listConnectionFactoryInterfaces $newra
— Using Jython:
AdminTask.listConnectionFactoryInterfaces(newra)
Example output:
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javax.sql.DataSource
b. Create a J2CConnectionFactory:
— Using Jacl:

$AdminTask created2CConnectionFactory $newra { -name cfl
-jndiName eis/cfl -connectionFactoryInterface
avax.sql.DataSource

— Using Jython:

AdminTask.createdJ2CConnectionFactory(newra, '['-name', 'cfl',
'-jndiName', 'eis/cfl', '-connectionFactoryInterface',
'avax.sql.DataSource']")

* Using the AdminConfig object:
a. lIdentify the required attributes:
— Using Jacl:
$AdminConfig required J2CConnectionFactory
— Using Jython:
print AdminConfig.required('J2CConnectionFactory')
Example output:

Attribute Type
connectionDefinition ConnectionDefinition@

b. If your resource adapter is JCA1.5 and you have multiple connection definitions defined, it is
required that you specify the ConnectionDefinition attribute. If your resource adapter is JCA1.5
and you have only one connection definition defined, it will be picked up automatically. If your
resource adapter is JCA1.0, you do not need to specify the ConnectionDefinition attribute.
Perform the following command to list the connection definitions defined by the resource
adapter:

— Using Jacl:
$AdminConfig 1list ConnectionDefinition $newra
— Using Jython:
print AdminConfig.list('ConnectionDefinition', $newra)
c. Set up the required attributes:
— Using Jacl:

set name [Tist name J2CCF1]
set jname [1ist jndiName eis/j2ccf1]
set j2ccfAttrs [Tist $name]

— Using Jython:
name = ['name', 'J2CCF1']
jname = ['jndiName', 'eis/j2ccfl']
j2ccfAttrs = [name,jname]
d. If you are specifying the ConnectionDefinition attribute, also set up the following:
— Using Jacl:
set cdattr [list connectionDefinition $cd]
— Using Jython:
cdattr = ['connectionDefinition', $cd]
e. Create a J2C connection factory:
— Using Jacl:
$AdminConfig create J2CConnectionFactory $newra $j2ccfAttrs
— Using Jython:
print AdminConfig.create('J2CConnectionFactory', newra, j2ccfAttrs)
Example output:
J2CCF1(cells/mycell/nodes/mynode|resources.xml#J2CConnectionFactory 1)
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3. Save the configuration changes. See the topic Saving configuration changes with the wsadmin tool for

more information.

Configuring new J2C activation specifications using wsadmin scripting

You can configure new Java 2 Connector activation specifications using scripting and the wsadmin
scripting tool.

Before you begin

Before starting this task, the wsadmin tool must be running. See the topic Starting the wsadmin scripting
client topic for more information.

About this task

Perform the following steps to configure a J2C activation specifications:

Procedure
1. Identify the parent ID and assign it to the newra variable.
» Using Jacl:

set newra [$AdminConfig getid /Cell:mycell/Node:mynode/J2CResourceAdapter:RAR1/]
* Using Jython:

newra = AdminConfig.getid('/Cell:mycell/Node:mynode/J2CResourceAdapter:RAR1/")
print newra

Example output:
RARI(cells/mycell/nodes/mynode|resources.xml#J2CResourceAdapter 1)
2. There are two ways to configure a new J2C administrative object. Perform one of the following:
* Using the AdminTask object:
a. List the administrative object interfaces:
Using Jacl:
$AdminTask listMessagelListenerTypes $newra
Using Jython:
AdminTask.listMessageListenerTypes(newra)
Example output:
javax.jms.MessagelListener
b. Create a J2C administrative object:
Using Jacl:

$AdminTask createJ2CActivationSpec $newra { -name acl
-jndiName eis/acl -messagelListenerType
javax.jms.MessagelListener}

Using Jython:

AdminTask.createJ2CActivationSpec(newra, ['-name', 'col',
'-jndiName', 'eis/aol', '-messagelistenerType',
'javax.jms.MessageListener'])

* Using the AdminConfig object:
a. Using Jacl:
$AdminConfig required J2CActivationSpec
Using Jython:
print AdminConfig.required('J2CActivationSpec')
Example output:
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Attribute Type
activationSpec ActivationSpec@

b. If your resource adapter is JCA V1.5 and you have multiple activation specifications defined, it is
required that you specify the activation specification attribute. If your resource adapter is JCA
V1.5 and you have only one activation specification defined, it will be picked up automatically. If
your resource adapter is JCA V1.0, you do not need to specify the activationSpec attribute.
Perform the following command to list the activation specifications defined by the resource
adapter:

Using Jacl:
$AdminConfig 1ist ActivationSpec $newra
Using Jython:
print AdminConfig.list('ActivationSpec', $newra)
c. Set the administrative object that you need to a variable:
Using Jacl:

set ac [$AdminConfig list ActivationSpec $newra]
set name [Tist name J2CAC1]

set jname [Tist jndiName eis/J2CACI]

set j2cacAttrs [Tist $name $jname $cdcttr]

Using Jython:
ac = AdminConfig.list('ActivationSpec', $newra)
name = ['name', 'J2CAC1']
jname = ['jndiName', 'eis/j2cacl']
j2cacAttrs = [name, jname,cdattr]
d. If you are specifying the ActivationSpec attribute, also set up the following:
Using Jacl:
set cdcttr [list activationSpec $ac]
Using Jython:
cdattr = ['activationSpec', ac]
e. Create a J2C activation specification object:
Using Jacl:
$AdminConfig create J2CActivationSpec $newra $j2cacAttrs
Using Jython:
print AdminConfig.create('J2CActivationSpec', newra,j2cacAttrs)
Example output:
J2CAC1(cells/mycell/nodes/mynode|resources.xml#J2CActivationSpec_1)

3. Save the configuration changes. See the topic Saving configuration changes with the wsadmin tool for
more information.

Configuring new J2C administrative objects using wsadmin scripting
You can use scripting and the wsadmin tool to configure new J2C administrative objects.

Before you begin
Before starting this task, the wsadmin tool must be running. See the topic on starting the wsadmin tool.

About this task

Perform the following steps to configure a J2C administrative object:
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Procedure
1. ldentify the parent ID and assign it to the newra variable.
» Using Jacl:
set newra [$AdminConfig getid /Cell:mycell/Node:mynode/J2CResourceAdapter:RAR1/]
* Using Jython:

newra = AdminConfig.getid('/Cell:mycell/Node:mynode/J2CResourceAdapter:RARL/")
print newra

Example output:
RARI(cells/mycell/nodes/mynode|resources.xml#J2CResourceAdapter 1)

2. There are two ways to configure a new J2C administrative object. Perform one of the following:
* Using the AdminTask object:

a.

List the administrative object interfaces:
Using Jacl:

$AdminTask 1istAdminObjectInterfaces $newra
Using Jython:
AdminTask.listAdminObjectInterfaces(newra)
Example output:
com.ibm.test.message.FVTMessageProvider
Create a J2C administrative object:

Using Jacl:

$AdminTask createJ2CAdminObject $newra { -name aol -jndiName eis/aol
-adminObjectInterface com.ibm.test.message.FVTMessageProvider }

Using Jython:

AdminTask.createJ2CAdminObject (newra, ['-name', '@ol', '-jndiName', 'eis/aol',
'-adminObjectInterface', 'com.ibm.test.message.FVTMessageProvider'])

« Using the AdminConfig object:

a.

C.

Using Jacl:

$AdminConfig required J2CAdminObject

Using Jython:

print AdminConfig.required('J2CAdminObject")
Example output:

Attribute Type
adminObject AdminObject@

If your resource adapter is JCA V1.5 and you have multiple administrative objects defined, it is
required that you specify the administrative object attribute. If your resource adapter is JCA V1.5
and you have only one administrative object defined, it will be picked up automatically. If your
resource adapter is JCA V1.0, you do not need to specify the administrative object attribute.
Perform the following command to list the administrative objects defined by the resource
adapter:

Using Jacl:

$AdminConfig list AdminObject $newra

Using Jython:

print AdminConfig.list('AdminObject', $newra)

Set the administrative objects that you need to a variable:

Using Jacl:

set ao AdminObjectId

set name [list name J2CA0I]

set jname [jndiName eis/j2caol]
set j2caoAttrs [Tist $name $jname]
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Using Jython:

ao = AdminObjectId

name = ['name', 'J2CA0I1']

set jname = ['jndiName', eis/j2caol]
j2caoAttrs = [name, jname]

d. If you are specifying the AdminObject attribute, also set up the following:
Using Jacl:
set cdattr [1ist adminObject $ao]
Using Jython:
cdattr = ['adminObject', ao]
e. Create a J2C administrative object:
Using Jacl:
$AdminConfig create J2CAdminObject $newra $j2caoAttrs
Using Jython:
print AdminConfig.create('J2CAdminObject', newra, j2caoAttrs)
Example output:
J2CA01(cells/mycell/nodes/mynode|resources.xml#J2CAdminObject 1)
3. Save the configuration changes.

Managing the message endpoint lifecycle using wsadmin scripting

Use the Jython scripting language to manage your message endpoints with the wsadmin tool. Use this
topic to query your configuration for message endpoint properties, and to deactivate or reactivate a
message endpoint.

About this task

The Java EE Connector Architecture (JCA) allows the application server to link inbound requests from
messaging resource adapters to message endpoints. The message endpoint managed bean (MBean) is a
Java Management Extensions (JMX) framework MBean that the application server associates with a
message endpoint instance.

Use this topic to manage situations where messaging providers fail to deliver messages to their intended
destinations. For example, a provider might fail to deliver messages to a message endpoint when its
underlying Message Driven Bean attempts to commit transactions against a database server that is not
responding. To troubleshoot the problem, use the wsadmin tool to temporarily disable the message
endpoint from handling messages. After troubleshooting the issue, use the wsadmin tool to reactivate the
message endpoint.

Also use this topic if you are connecting to WebSphere MQ and you have used the
WAS_EndpointinitialState custom property in the activation specification to make a message endpoint start
out in a deactivated state. Use the wsadmin tool when you are ready to activate the message endpoint.

The steps in this topic display how to use the AdminControl object and the wsadmin tool to invoke a
Message Endpoint MBean to:

» Display properties of the a message endpoint
» Temporarily deactivate a message endpoint
* Reactivate a message endpoint

Note: Starting in Version 7.0, you can use the AdminControl object and the wsadmin tool to deactivate
message endpoints to pause the endpoints from receiving messages, and to reactivate message
endpoints to resume message handling. If you are connecting to WebSphere MQ, you can also use
the WAS_EndpointInitialState custom property in the WebSphere MQ messaging provider activation
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specification to make a message endpoint start out in a deactivated state. Previously, the
application server only activated and deactivated message endpoints when the application or
resource adapter was started and stopped.

Procedure
» Display properties of a message endpoint.

Use the following command to display a list of all message endpoints in your configuration:
AdminControl.queryNames ('*:type=J2CMessageEndpoint,*")

For the previous example, the command returns the following information for the
JMSMDB_MessageEndpoint:

WebSphere:name=JMSMDB_J2CMessageEndpoint,

process=myServer,

platform=dynamicproxy,

cell=myNode01Cell,

node=myNode01,

version=6.1.0.0,

type=J2CMessageEndpoint,
mbeanIdentifier=cells/myNode01Cel1/nodes/myNode@1/servers/myServer/resources.xml#example#example.jar#JMSMDB_J2CMessageEndpoint,
spec=1.0,

Server=serverl,

diagnosticProvider=false,

j2eeType=JCAMessageEndpoint,

J2EEApplication=example

J2EEServer=myServer,

J2CResourceAdapter=SIB JMS Resource Adapter,
MessageDrivenBean=example#example.jar#JMSMDBActivationSpec=3727AS1

» Temporarily deactivate the message endpoint.
Use the following commands to cache the instance and deactivate the message endpoint:

objectName=AdminControl.queryNames ('*:name=JMSMDB_MessageEndpoint, ')
AdminControl.invoke(objectName, 'pause')

The command returns the following output:
Message Endpoint JMSMDB_J2CMessageEndpoint is deactivated

* Reactivate the message endpoint, or activate a message endpoint that started out in a deactivated
state.

Use the following commands to cache the instance and reactivate the message endpoint:

objectName=AdminControl.queryNames ('*:name=JMSMDB_MessageEndpoint,*')
AdminControl.invoke(objectName, 'resume')

The command returns the following output:
Message Endpoint JMSMDB_J2CMessageEndpoint is activated

Testing data source connections using wsadmin scripting

You can test connections for data sources with the wsadmin tool and scripting. After you have defined and
saved a data source, you can test the data source connection to ensure that the parameters in the data
source definition are correct.

About this task

You can use the testConnection command for the AdminControl object to test data source connections for
a cell, node, server, application, or cluster scope. This topic provides an example that tests the data
source connection for the application scope.

Procedure
» Test the data source connection for a cell, node, or server scope.
1. Start the wsadmin scripting tool.
2. ldentify the DataSourceCfgHelper MBean and assign it to the dshelper variable.
— Using Jacl:
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set ds [$AdminConfig getid /DataSource:DS1/]
$AdminControl testConnection $ds
— Using Jython:
ds = AdminConfig.getid('/DataSource:DS1/")
AdminControl.testConnection(ds)
Examples of output:
WASX72171: Connection to provided datasource was successful.
DSRAO174W: Warning: GenericDataStoreHelper is being used.

WASX7015E: Exception running command: "$AdminControl testConnection
$ds1"; exception information:

com. ibm.websphere.management.exception.AdminException
javax.management.MBeanException
java.sql.SQLRecoverableException: java.sql.SQLRecoverableException: Io
exception: The Network Adapter could not establish the
connectionDSRAOOIOE: SQL State = 08006, Error Code = 17,002

3. Test the connection using testConnectionToDataSource.

The following example invokes the testConnectionToDataSource operation on the MBean, passing in
the classname, userid, password, database name, JDBC driver class path, language, and country.

— Using Jacl:

$AdminControl invoke $dshelper testConnectionToDataSource
"COM. ibm.db2.jdbc.DB2XADataSource db2admin db2admin
{{databaseName sample}} /sqllib/java/db2java.zip en US"

— Using Jython:

print AdminControl.invoke(dshelper, 'testConnectionToDataSource',
'COM. ibm.db2.jdbc.DB2XADataSource dbuserl dbpwdl
"{{databaseName jtestl}}" /sqllib/javal2/db \"\" \"\"')

Example output:
WASX72171: Connection to provided data source was successful.
» Test the data source connection for an application scope.
1. Start the wsadmin scripting tool.
2. Get the data source for the application of interest.

Use the AdminConfig object to determine the configuration IDs of the myApplication application and

DSA1 data source, as the following examples demonstrate:
— Using Jacl:

set appID [$AdminConfig getid /Deployment:myApplication/]
set ds [$AdminConfig Tist DataSource $appID]

— Using Jython:

appID = AdminConfig.getid("/Deployment:myApplication/")
ds = AdminConfig.list("DataSource", applID)

3. Test the connection using testConnection.

Use the AdminConfig object to test the connection for the data source of interest, as the following

examples demonstrate:
— Using Jacl:

$AdminControl testConnection $ds
— Using Jython:

AdminControl.testConnection(ds)

The command returns output that indicates whether the connection is successful, as demonstrated in

the following sample output:

WASX74671: Connection to provided datasource on node myNode processnodeagent was successful.
WASX72171: Connection to provided datasource was successful.

» Test the data source connection for a cluster scope.

In the following example, the Clusterl server cluster contains cluster members on the nodel, node2, and

node3 nodes. The Clusterl server cluster contains the DSC1 data source.
1. Start the wsadmin scripting tool.
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2. Get the data source configuration ID for the cluster of interest.

Use the AdminConfig object to determine the configuration IDs of the Clusterl cluster and DSA1 data
source, as the following examples demonstrate:
— Using Jacl:

set cluster [$AdminConfig getid /ServerCluster:Clusterl/]
set ds [$AdminConfig 1ist DataSource $cluster]

— Using Jython:

cluster = AdminConfig.getid("/ServerCluster:Clusterl/")
ds = AdminConfig.list("DataSource", cluster)

3. Test the connection.

Use the AdminConfig object to test the connection for the data source of interest, as the following
examples demonstrate:

— Using Jacl:
$AdminControl testConnection $ds
— Using Jython:
AdminControl.testConnection(ds)

The command returns output that indicates whether the connection is successful, as demonstrated in
the following sample output:

WASX74671: Connection to provided datasource on node nodel process nodeagent was successful.
WASX74671: Connection to provided datasource on node node2 process nodeagent was successful.
WASX74671: Connection to provided datasource on node node3 process nodeagent was successful.
WASX72171: Connection to provided datasource was successful.

JDBCProviderManagement command group for AdminTask object

You can use the Jython or Jacl scripting languages in interactive mode to configure data access and data
sources with scripting. The commands and parameters in the JDBCProviderManagement group can be
used to create or list data sources and Java database connectivity (JDBC) providers.

The JDBCProviderManagement command group for the AdminTask object includes the following
commands:

« [“createDatasource’]
[“createJDBCProvider” on page 36|
[‘deleteDatasource ” on page 37
[‘deleteJDBCProvider’ on page 38|
+ [“istDatasources” on page 38|
[listJDBCProviders” on page 39|

createDatasource

The createDatasource command creates a new data source to access the back end data store. Application
components use the data source to access connection instances to your database.

Target object

JDBC Provider Object ID - The configuration object of the JDBC provider to which the new data source
will belong.
Required parameters

- name
The name of the data source. (String, required)

-jndiName
The Java Naming and Directory Interface (JNDI) name. (String, required)
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-dataStoreHelperClassName
The name of the DataStoreHelper implementation class that extends the capabilities of the selected
JDBC driver implementation class to perform data-specific functions. WebSphere Application Server
provides a set of DataStoreHelper implementation classes for each of the JDBC provider drivers it
supports. (String, required)

configureResourceProperties
This command step configures the resource properties that are required by the data source.
(Required) You can specify the following parameters for this step:

name
The name of the resource property. (String, required)

type
The type of the resource property. (String, required)

value
The value of the resource property. (String, required)

Optional parameters

-description
The description of the data source. (String, optional)

-category
The category that you can use to classify a group of data sources. (String, optional)

-componentManagedAuthenticationAlias
The alias used for database authentication at run time. This alias is only used when the application
resource reference is using res-auth=Application. (String, optional)

-containerManagedPersistence
Specifies if the data source is used for container managed persistence for enterprise beans. The
default value is true. (Boolean, optional)

Examples

Batch mode example usage:
» Using Jacl:

$AdminTask createDatasource "DB2 Universal JDBC Driver Provider (XA)(cells/myCell|resources.xml#
JDBCProvider_1180538152781)" {-name

"DB2 Universal JDBC Driver XA DataSource" -jndiName sI -dataStoreHelperClassName

com. ibm.websphere.rsadapter.DB2UniversalDataStoreHelper

-componentManagedAuthenticationAlias myCellManager@l/al -xaRecoveryAuthAlias myCellManager0l/al
-configureResourceProperties

{{databaseName java.lang.String dbl} {driverType java.lang.Integer 4} {serverName java.lang.String
dbserverl} {portNumber java.lang.Integer 50000}}}

» Using Jython string:

AdminTask.createDatasource('DB2 Universal JDBC Driver Provider(XA) (cells/myCell|resources.xml

#JDBCProvider_1180501752515)", '[-name

"DB2 Universal JDBC Driver XA DataSource 2" -jndiName ds2 -dataStoreHelperClassName

com. ibm.websphere.rsadapter.DB2UniversalDataStoreHelper
-componentManagedAuthenticationAlias myCellManager@1/al -xaRecoveryAuthAlias myCellManager0l/al
-configureResourceProperties

[[databaseName java.lang.String dbl] [driverType java.lang.Integer 4] [serverName java.lang.String
dbserverl] [portNumber java.lang.Integer 50000]]]"')

» Using Jython list:

AdminTask.createDatasource('DB2 Universal JDBC Driver Provider(XA) (cells/myCell|resources.xml#
JDBCProvider_1180501752515)", ['-name',
DB2 Universal JDBC Driver XA DataSource 2', '-jndiName', 'ds2', '-dataStoreHelperClassName',
‘com. ibm.websphere.rsadapter.DB2UniversalDataStoreHelper', '-componentManagedAuthenticationAlias',
‘myCellManager01/al',
'-xaRecoveryAuthAlias', 'myCellManager01/al', '-configureResourceProperties', '[[databaseName
Jjava.lang.String dbl]
[driverType java.lang.Integer 4] [serverName java.lang.String dbserverl] [portNumber java.lang.Integer 50000]]'])

Interactive mode example usage:
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» Using Jacl:
$AdminTask createDatasource {-interactive}
* Using Jython:

AdminTask.createDatasource('-interactive')

Note: Be aware of the following issues with the createDatasource command:

* When you create a data source that supports container-managed persistence, the
createDatasource command creates two objects in the configuration of the target scope: the
intended data source and a CMP connector factory that is used expressly by the container. You
must apply the remove command separately to the intended data source and the CMP connector
factory objects in order to delete the data source from the configuration.

The following script illustrates how to use Jacl to remove the CMPConnectorFactory object from
the configuration when you delete a data source that supports container-managed persistence:
# The following script removes a data source from the configuration,

# including the associated CMP connector factory

#

# Set this variable to the ID string of the data source to remove

set ds_to_remove "configID_of my data_source_to_remove"

puts "Data source to remove='$ds_to_remove'"

# Find and remove the CMPConectorFactory associated with the datasource to remove
foreach cmp_cf [$AdminConfig 1ist CMPConnectorFactory] {
set cmp_ds [lindex [$AdminConfig showAttribute $cmp_cf cmpDatasource] 0]
if { [string compare $cmp_ds $ds_to_remove] == 0 } {
puts "Found CMPConnectorFactory for data source $ds_to_remove"
puts "Removing the CMPConnectorFactory '$cmp cf'"
$AdminConfig remove $cmp_cf
puts "'$cmp _cf' is removed."
break
}
}

puts "Removing the data source '$ds_to_remove'"
$AdminConfig remove $ds_to_remove
puts "'$ds _to remove' is removed."

#$AdminConfig save

* The createDatasource command will not complete successfully if you are creating a data source
on a JDBC provider that does not exist or does not contain the providerType attribute. This error
can be caused if you created the JDBC provider with the AdminConfig create JDBCProvider
method of the JMX API. This method creates the JDBC provider, but it does not add a
providerType attribute.

The createDatasource command will issue the following error:
"ADMFOOO6E: Step configureResourceProperties of command createDatasource is not found"

To resolve this issue, use commands from the JDBCProviderManagement group, which provides
the AdminTask commands createJDBCProvider and createDatasource. The AdminTask
commands are designed to be used together.

The AdminConfig JMX API methods "create JDBCProvider" and "create Datasource," which
support Version 5.1 and later, are also designed to be used together. Scripts that use the JMX
API methods should not use the AdminTask commands.

* The createDatasource command will not complete successfully if the JDBC provider object ID,
which you specify when you create the data source, does not match the ID of the JDBC provider.
If the JDBC provider object ID and the ID of the JDBC provider do not match, you can obtain the
correct ID from the results of the createJDBCProvider command. Then, specify this ID when you
use the createDatasource command. If you have already created the JDBC provider, use the
listdDBCProviders command to list the correct ID.
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createJDBCProvider

The createJDBCProvider command creates a new Java database connectivity provider (JDBC) that you
can use to connect to a relational database for data access.

Target object
None

Required parameters

-scope
The scope for the new JDBC provider. Provide the scope in the form type=name. Type can be Cell,
Node, Server, Application, or Cluster, and name is the name of the specific instance of the cell, node,
server, application, or cluster that you are using. The default is none. (String, required)

-databaseType
The type of database that will be used by the JDBC provider. For example, DB2°, Derby, Informix®,
Oracle, and so on. (String, required)

-providerType
The JDBC provider type that will be used by the JDBC provider. (String, required)

-implementationType
The implementation type for this JDBC provider. Use Connection pool data source if your application
runs in a single phase or a local transaction. Otherwise, use XA data source to run in a global
transaction. (String, required)

Optional parameters

-classpath
Specifies a list of paths or JAR file names that form the location for the resource provider classes.
(String, optional)

-description
The description for the JDBC provider. (String, optional)

-implementationClassName
Specifies the Java class name for the JDBC driver implementation. (String, optional)

-name
The name of the JDBC provider. The default is the value from the provider template. (String, optional)

-nativePath
Specifies a list of paths that form the location for the resource provider native libraries. (String,
optional)

-isolated
Specifies whether the JDBC provider loads within the class loader. The default value is false. You
cannot specify a native path for an isolated JDBC provider. (Boolean, optional)

Examples

Batch mode example usage:

» Using Jacl:

$AdminTask createJDBCProvider {-scope Cell=my02Cell -databaseType DB2 -providerType "DB2

Universal JDBC Driver Provider"

-implementationType "XA data source" -name "DB2 Universal JDBC Driver Provider (XA)"

-description "XA DB2 Universal JDBC Driver-compliant

Provider. Datasources created under this provider support the use of XA to perform 2-phase commit processing.
Use of driver type 2 on WAS z/0S is not

supported for datasources created under this provider." -classpath
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${DB2UNIVERSAL_JDBC_DRIVER_PATH}/db2jcc.jar;
${UNIVERSAL_JDBC_DRIVER_PATH}/db2jcc_license_cu.jar;${DB2UNIVERSAL_JDBC_DRIVER_PATH}/
db2jcc_license_cisuz.jar -nativePath ${DB2UNIVERSAL_JDBC DRIVER _NATIVEPATH}}

» Using Jython string:

AdminTask.createJDBCProvider('[-scope Cell=myCell -databaseType DBZ -providerType "DB2 Universal JDBC Driver Provider"
-implementationType "XA datasource" -name "DB2 Universal JDBC Driver Provider (XA)"
-description "XA DB2 Universal JDBC
Driver-compliant Provider.
Datasources created under this provider support the use of XA to perform 2-phase commit processing. Use of driver
type 2 on WAS z/0S is not supported for datasources created under this provider." -classpath
${DB2UNIVERSAL_JDBC _DRIVER_PATH}/db2jcc.jar; ${UNIVERSAL_JDBC_DRIVER_PATH}/db2jcc_license_cu.jar;
${DB2UNIVERSAL_JDBC _DRIVER_PATH}/
db2jcc_license_cisuz.jar -nativePath ${DB2UNIVERSAL_JDBC_DRIVER NATIVEPATH}]')
* Using Jython list:
AdminTask.createJDBCProvider(['-scope', 'Cell=myCell', '-databaseType', 'DB2', '-providerType',
'DB2 Universal JDBC Driver Provider',
'-implementationType', 'XA data source', '-name', 'DB2 Universal JDBC Driver Provider (XA)',
'-description', 'XA DB2 Universal
JDBC Driver-compliant Provider. Datasources created under this provider support the use of XA to perform 2-phase
commit processing. Use of
driver type 2 on WAS z/0S is not supported for datasources created under this provider.', '-classpath',
'${DB2UNIVERSAL_JDBC _DRIVER_PATH}/db2jcc.jar;
${UNIVERSAL_JDBC_DRIVER_PATH}/db2jcc_license_cu.jar;${DB2UNIVERSAL_JDBC_DRIVER_PATH}/
db2jcc_license_cisuz.jar', '-nativePath', '${DB2UNIVERSAL_JDBC DRIVER_NATIVEPATH}'])

Interactive mode example usage:
» Using Jacl:

$AdminTask createJdDBCProvider {-interactive}

» Using Jython:

AdminTask.createJDBCProvider('-interactive')

deleteDatasource

The deleteDatasource command deletes a data source for an existing JDBC Provider at a specific scope.
Target object

DataSource Object ID - The configuration object of the DataSource to delete.

Required parameters

None.

Optional parameters

None.

Examples

Batch mode example usage:
» Using Jacl:

$AdminTask deleteDatasource "DB2 Universal JDBC Driver Provider (XA)(cells/myCell|resources.xml
#DataSource_1170538153781)"

* Using Jython string:

AdminTask.deleteDatasource('DB2 Universal JDBC Driver Provider (XA)(cells/myCell|resources.xml#
DataSource_1170538153781) ')

Result:

The DataSource is deleted at the specific scope. Also, if DataSource is a DB2 data source configured as a
Type 4 JDBC driver and enabled for Client Reroute, the JNDI name specified in either the Client reroute
server list JNDI name field or the clientRerouteServerList/NDIName data source custom property is
unbound.
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To save the changes made by the command, invoke the save command of the AdminConfig object. If the
changes are not saved, the Client reroute server list JNDI name must be rebound by issuing a test
connection on DataSource or by restarting the server.

deleteJDBCProvider

The deleteJDBCProvider command deletes a JDBC provider and its data sources from a specific scope.
Target object

JDBCProvider Object ID - The configuration object of the JDBCProvider to delete.

Required parameters

None.

Optional parameters

None.

Examples

Batch mode example usage:
» Using Jacl:

$AdminTask deleteJDBCProvider "DB2 Universal JDBC Driver Provider
(XA) (cel1s/myCel1|resources.xml#JDBCProvider 1180538152781)"

* Using Jython string:

AdminTask.deleteJDBCProvider('DB2 Universal JDBC Driver Provider (XA)(cells/myCell|resources.xml#
JDBCProvider_1180538152781) ')

Result:

The JDBCProvider is deleted at the specific scope. If JDBCProvider is a DB2 universal database provider,
for each data source of JDBCProvider configured as a Type 4 JDBC driver and enabled for Client Reroute,
the JNDI name specified in either the Client reroute server list JNDI name field or the
clientRerouteServerListINDIName data source custom property is unbound.

To save the changes made by the command, invoke the save command of the AdminConfig object. If the
changes are not saved, the Client reroute server list JNDI names must be rebound by issuing test
connections on the data sources of JDBCProvider or by restarting the server.

listDatasources

Use the listDatasources command to list data sources that are contained in the specified scope.

Target object

None

Required parameters

None.

Optional parameters

-scope
The scope for the data sources that will be listed. Provide the scope in the form type=name. Type can
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be Cell, Node, Server, Application, or Cluster, and name is the name of the specific instance of the cell,
node, server, application, or cluster that you are using. The default is AT1. (String, optional)

Examples

Batch mode example usage:

» Using Jacl:

$AdminTask 1istDatasources {-scope Cell=my02Cell}

* Using Jython string:
AdminTask.listDatasources('[-scope Cell=my02Cell]")
» Using Jython list:

AdminTask.listDatasources('-scope', 'Cell=my02Cell')

Interactive mode example usage:
» Using Jacl:

$AdminTask listDatasources {-interactive}

* Using Jython:

AdminTask.listDatasources('-interactive')

listdDBCProviders

The listJDBCProviders command lists JDBC providers that are contained in the specified scope.

Target object

None

Required parameters
None.

Optional parameters

-scope

The scope for the JDBC providers that will be listed. Provide the scope in the form type=name. Type

can be Cell, Node, Server, Application, or Cluster, and name is the name of the specific instance of the
cell, node, server, application, or cluster that you are using. The default is A11. (String, optional)

Examples

Batch mode example usage:

» Using Jacl:

$AdminTask 1istJDBCProviders {-scope Cell=my02Cell}
* Using Jython string:
AdminTask.1istJDBCProviders('-scope Cell=my02Cell')
* Using Jython list:

AdminTask.1istJDBCProviders(['-scope', 'Cell=my02Cell'])

Interactive mode example usage:
* Using Jacl:

$AdminTask TistJDBCProviders {-interactive}

* Using Jython:

AdminTask.1istJDBCProviders('-interactive')
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Chapter 3. Scripting for Mail, URLs, and other Java EE
resources

This page provides a starting point for finding information about resources that are used by applications
that are deployed on a Java Enterprise Edition (Java EE)-compliant application server. They include:

» JavaMail support for applications to send Internet mail
* URLSs, for describing logical locations
* Resource environment entries, for mapping logical names to physical names

» Java DataBase Connectivity (JDBC) resources and other technology for data access (discussed
elsewhere)

» Java Message Service (JMS) resources and other messaging system support (discussed elsewhere)

Configuring mail, URLs, and resource environment entries with
wsadmin scripting

Use scripting to configure mail, URLs, and resource environment entries.
About this task
This topic contains the following tasks:

Procedure

+ [“Configuring new mail providers using wsadmin scripting’]

+ [“Configuring new mail sessions using wsadmin scripting” on page 42|

[Configuring new protocols using scripting” on page 43

[Configuring new custom properties using wsadmin scripting” on page 44

+ [‘Configuring new resource environment providers using wsadmin scripting” on page 46

« [“Configuring custom properties for resource environment providers using wsadmin scripting” on page 47|
[‘Configuring new referenceables using wsadmin scripting” on page 48|

[Configuring new resource environment entries using wsadmin scripting” on page 49|

[‘Configuring custom properties for resource environment entries using wsadmin scripting” on page 50
« [“Configuring new URL providers using wsadmin scripting” on page 51|

« [“Configuring custom properties for URL providers using wsadmin” on page 53|

[Configuring new URLs using wsadmin scripting” on page 54|

[‘Configuring custom properties for URLs using wsadmin” on page 55|

Configuring new mail providers using wsadmin scripting
You can use scripting and the wsadmin tool to configure new mail providers.

Before you begin

Before starting this task, the wsadmin tool must be running. See the topic Starting the wsadmin scripting
client article for more information.

About this task

Perform the following steps to configure a new mail provider:
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Procedure
1. Identify the parent ID:
» Using Jacl:
set node [$§AdminConfig getid /Cell:mycell/Node:mynode/]
* Using Jython:

node = AdminConfig.getid('/Cell:mycell/Node:mynode/")
print node

Example output:
mynode (cel1s/mycell/nodes/mynode|node.xml#Node_ 1)
2. Get required attributes:
* Using Jacl:
$AdminConfig required MailProvider
* Using Jython:
print AdminConfig.required('MailProvider')
Example output:

Attribute Type
name String

3. Set up required attributes:
» Using Jacl:

set name [list name MP1]
set mpAttrs [list $name]

* Using Jython:

name = ['name', 'MP1']
mpAttrs = [name]

4. Create the mail provider:
» Using Jacl:
set newmp [$AdminConfig create MailProvider $node $mpAttrs]
* Using Jython:

newmp = AdminConfig.create('MailProvider', node, mpAttrs)
print newmp

Example output:
MP1(cells/mycell/nodes/mynode|resources.xml#MailProvider 1)

5. Save the configuration changes. See the topic Saving configuration changes with the wsadmin tool for
more information.

Configuring new mail sessions using wsadmin scripting
You can use scripting and the wsadmin tool to configure new mail sessions.

Before you begin

Before starting this task, the wsadmin tool must be running. See the topic Starting the wsadmin scripting
client article for more information.

About this task

Perform the following steps to configure a new mail session:

Procedure
1. Identify the parent ID:
» Using Jacl:

42  Scripting various types of applications



set newmp [$AdminConfig getid /Cell:mycell/Node:mynode/MailProvider:MP1/]

* Using Jython:

newmp = AdminConfig.getid('/Cell:mycell/Node:mynode/MailProvider:MP1/")

print newmp
Example output:
MP1(cells/mycell/nodes/mynode|resources.xml#MailProvider 1)
2. Get required attributes:
* Using Jacl:
$AdminConfig required MailSession
* Using Jython:
print AdminConfig.required('MailSession')
Example output:

Attribute Type
name String
jndiName String

3. Set up required attributes:
» Using Jacl:

set name [list name MS1]
set jndi [list jndiName mail/MS1]
set msAttrs [list $name $jndi]

Example output:

{name MS1} {jndiName mail/MS1}
* Using Jython:

name = ['name', 'MS1']

jndi = ['jndiName', 'mail/MS1']

msAttrs = [name, jndi]

print msAttrs

Example output:
[[name, MS1], [jndiName, mail/MS1]]
4. Create the mail session:
» Using Jacl:
$AdminConfig create MailSession $newmp $msAttrs
* Using Jython:
print AdminConfig.create('MailSession', newmp, msAttrs)
Example output:
MS1(cells/mycell/nodes/mynode|resources.xml#MailSession_1)

5. Save the configuration changes. See the topic Saving configuration changes with the wsadmin tool for

more information.

Configuring new protocols using scripting
You can configure new protocols with scripting and the wsadmin tool.

Before you begin

Before starting this task, the wsadmin tool must be running. See the [‘Starting the wsadmin scripting client|

|using wsadmin scripting” on page 549| article for more information.

About this task

Perform the following steps to configure a new protocol:
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Procedure
1. Identify the parent ID:
» Using Jacl:
set newmp [$AdminConfig getid /Cell:mycell/Node:mynode/MailProvider:MP1/]
* Using Jython:

newmp = AdminConfig.create('MailProvider', node, mpAttrs)
print newmp

Example output:
MP1(cells/mycell/nodes/mynode|resources.xml#MailProvider 1)
2. Get required attributes:
* Using Jacl:
$AdminConfig required ProtocolProvider
* Using Jython:
print AdminConfig.required('ProtocolProvider')
Example output:

Attribute Type
protocol String
classname String

3. Set up required attributes:
» Using Jacl:

set protocol [Tist protocol "Put the protocol here"]
set classname [1ist classname "Put the class name here"]
set ppAttrs [Tist $protocol $classname]

Example output:
{protocol protocoll} {classname classnamel}
* Using Jython:

protocol = ['protocol', "Put the protocol here"]
classname = ['classname', "Put the class name here"]
ppAttrs = [protocol, classname]

print ppAttrs

Example output:
[[protocol, protocoll], [classname, classnamel]]
4. Create the protocol provider:
» Using Jacl:
$AdminConfig create ProtocolProvider $newmp $ppAttrs
* Using Jython:
print AdminConfig.create('ProtocolProvider', newmp, ppAttrs)
Example output:
(cells/mycell/nodes/mynode|resources.xml#ProtocolProvider 4)
5. Save the configuration changes.

Configuring new custom properties using wsadmin scripting
You can use scripting and the wsadmin tool to configure new custom properties.

Before you begin

Before starting this task, the wsadmin tool must be running. See the topic Starting the wsadmin scripting
client article for more information.
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About this task

Perform the following steps to configure a new custom property:

Procedure
1. Identify the parent ID:
* Using Jacl:

set newmp [$AdminConfig getid /Cell:mycell/Node:mynode/MailProvider:MP1/]
* Using Jython:

newmp = AdminConfig.create('MailProvider', node, mpAttrs)
print newmp

Example output:
MP1(ce11s/myce11/nodes/mynode|resources.xm]#Mai]Provider_l)
2. Get the J2EE resource property set:
» Using Jacl:
set propSet [$§AdminConfig showAttribute $newmp propertySet]
* Using Jython:

propSet = AdminConfig.showAttribute(newmp, 'propertySet')
print propSet

Example output:
(cells/mycell/nodes/mynode|resources.xml#PropertySet 2)
3. Get required attributes:

» Using Jacl:

$AdminConfig required J2EEResourceProperty
* Using Jython:

print AdminConfig.required('J2EEResourceProperty')
Example output:

Attribute Type
name String

4. Set up the required attributes:
» Using Jacl:

set name [list name CP1]
set cpAttrs [list $name]

Example output:
{name CP1}
* Using Jython:

name = ['name', 'CP1']
cpAttrs = [name]
print cpAttrs

Example output:
[[name, CP1]]
5. Create a J2EE resource property:
» Using Jacl:
$AdminConfig create J2EEResourceProperty $propSet §cpAttrs
* Using Jython:
print AdminConfig.create('J2EEResourceProperty', propSet, cpAttrs)
Example output:
CP1(cells/mycell/nodes/mynode|resources.xml#J2EEResourceProperty 2)
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6. Save the configuration changes. See the topic Saving configuration changes with the wsadmin tool for
more information.

Configuring new resource environment providers using wsadmin
scripting
You can use the wsadmin tool and scripting to configure new resources environment providers.

Before you begin

Before starting this task, the wsadmin tool must be running. See the topic Starting the wsadmin scripting
client article for more information.

About this task

Perform the following steps to configure a new resource environment provider:

Procedure
1. Identify the parent ID and assign it to the node variable.
» Using Jacl:

set node [$AdminConfig getid /Cell:mycell/Node:mynode/]
* Using Jython:

node = AdminConfig.getid('/Cell:mycell/Node:mynode/")
print node

Example output:
mynode (cel1s/mycel1/nodes/mynode|node.xml#Node_ 1)
2. ldentify the required attributes:
» Using Jacl:
$AdminConfig required ResourceEnvironmentProvider
* Using Jython:
print AdminConfig.required('ResourceEnvironmentProvider')
Example output:

Attribute Type
name String

3. Set up the required attributes and assign it to the repAttrs variable:
» Using Jacl:

set nl [1ist name REP1]
set repAttrs [list $ni]

* Using Jython:

nl = ['name', 'REP1']
repAttrs = [nl1]

4. Create a new resource environment provider:
» Using Jacl:
set newrep [$AdminConfig create ResourceEnvironmentProvider $node $repAttrs]
* Using Jython:

newrep = AdminConfig.create('ResourceEnvironmentProvider', node, repAttrs)
print newrep

Example output:
REP1(ce1ls/myce11/nodes/mynode|resources.xm]#ResourceEnvironmentProvider_l)

5. Save the configuration changes. See the topic Saving configuration changes with the wsadmin tool for
more information.
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Configuring custom properties for resource environment providers
using wsadmin scripting
You can use scripting to configure custom properties for a resource environment provider.

Before you begin

Before starting this task, the wsadmin tool must be running. See the topic Starting the wsadmin scripting
client article for more information.

About this task

Perform the following steps to configure a new custom property for a resource environment provider:

Procedure
1. Identify the parent ID and assign it to the newrep variable.
» Using Jacl:

set newrep [$AdminConfig getid /Cell:mycell/Node:mynode/ResourceEnvironmentProvider:REP1/]
* Using Jython:

newrep = AdminConfig.getid('/Cell:mycell/Node:mynode/ResourceEnvironmentProvider:REP1/"')
print newrep

Example output:
REP1(cells/mycell/nodes/mynode|resources.xml#ResourceEnvironmentProvider 1)
2. Identify the required attributes:
» Using Jacl:
$AdminConfig required J2EEResourceProperty
* Using Jython:
print AdminConfig.required('J2EEResourceProperty')
Example output:

Attribute Type
name String

3. Set up the required attributes and assign it to the repAttrs variable:
» Using Jacl:

set name [list name RP]
set rpAttrs [Tist $name]

* Using Jython:

name = ['name', 'RP']
rpAttrs = [name]

4. Get the J2EE resource property set:
» Using Jacl:
set propSet [$§AdminConfig showAttribute $newrep propertySet]
* Using Jython:

propSet = AdminConfig.showAttribute(newrep, 'propertySet')
print propSet

Example output:
(cells/mycell/nodes/mynode|resources.xml#PropertySet 1)

If the command returns None as the value for the propSet variable, create a new property set. The
command returns None if the property set does not exist in your environment. Use the following
examples to create a new property set:

Using Jacl:
set newPropSet [$AdminConfig create $newrep {}]

Chapter 3. Welcome to scripting for Mail, URLs, and other Java EE resources 47



Using Jython:
newPropSet = AdminConfig.create('J2EEResourcePropertySet',newrep,[])

After setting the newPropSet variable, retry the command to get the J2EE resource property set before
going to the next step.

Create a J2EE resource property:
» Using Jacl:
$AdminConfig create J2EEResourceProperty $propSet $rpAttrs
* Using Jython:
print AdminConfig.create('J2EEResourceProperty', propSet, rpAttrs)
Example output:
RP(cells/mycell/nodes/mynode|resources.xml#J2EEResourceProperty 1)
Save the configuration changes.
Using Jacl:
$AdminConfig save
Using Jython:
AdminConfig.save()

Configuring new referenceables using wsadmin scripting
You can use scripting and the wsadmin tool to configure new referenceables.

Before you begin

Before starting this task, the wsadmin tool must be running. See the topic Starting the wsadmin scripting
client article for more information.

About this task

Perform the following steps to configure a new referenceable:

Procedure

Identify the parent ID and assign it to the newrep variable.
» Using Jacl:

set newrep [$AdminConfig getid /Cell:mycell/Node:mynode/
ResourceEnvironmentProvider:REP1/]

* Using Jython:

newrep = AdminConfig.getid('/Cel1:mycell/Node:mynode/
ResourceEnvironmentProvider:REP1/")
print newrep

Example output:
REP1(ce11s/myce11/nodes/mynode|resources.xm]#ResourceEnvironmentProvider_l)
Identify the required attributes:
» Using Jacl:

$AdminConfig required Referenceable
* Using Jython:

print AdminConfig.required('Referenceable')
Example output:

Attribute Type
factoryClassname  String
classname  String

3. Set up the required attributes:
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4.

» Using Jacl:

set fcn [list factoryClassname REP1]
set cn [list classname NM1]
set refAttrs [list $fcn $cn]

* Using Jython:

fcn = ['factoryClassname', 'REP1']
cn = ['classname', 'NM1']

refAttrs = [fcn, cn]

print refAttrs

Example output:
{factoryClassname {REP1}} {classname {NM1}}
Create a new referenceable:
» Using Jacl:
set newref [$AdminConfig create Referenceable $newrep $refAttrs]
* Using Jython:

newref = AdminConfig.create('Referenceable', newrep, refAttrs)
print newref

Example output:
(cells/mycell/nodes/mynode|resources.xml#Referenceable 1)

Save the configuration changes. See the topic Saving configuration changes with the wsadmin tool for

more information.

Configuring new resource environment entries using wsadmin
scripting
You can use wsadmin scripting to configure a new resource environment entry.

Before you begin

Before starting this task, the wsadmin tool must be running. For more information, see [‘Starting the

wsadmin scripting client using wsadmin scripting” on page 549 Also, you must create a resource

environment provider. For more information, see the configuration topic on new resource environment
providers.

About this task

Perform the following steps to configure a new resource environment entry:

Procedure

1.

2.

Identify the parent ID and assign it to the newrep variable.
» Using Jacl:

set newrep [$AdminConfig getid /Cell:mycell/Node:mynode/ResourceEnvironmentProvider:REP1/]
* Using Jython:

newrep = AdminConfig.getid('/Cel1:mycell/Node:mynode/ResourceEnvironmentProvider:REP1/")
print newrep

Example output:
REPl(ce]1s/myce]1/nodes/mynode|resources.xm]#ResourceEnvironmentProvider_l)
Identify the required ResourceEnvEntry attribute:
» Using Jacl:

$AdminConfig required ResourceEnvEntry
* Using Jython:

print AdminConfig.required('ResourceEnvEntry")
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Example output:

Attribute Type
name String
jndiName String

3. Set up the required attributes:
» Using Jacl:

set name [list name REE1]
set jndiName [list jndiName myjndi]

* Using Jython:
name = ['name', 'REE1']
jndiName = ['jndiName', 'myjndi']
4. ldentify the required Referenceable attribute:
* Using Jacl:
$AdminConfig required Referenceable
* Using Jython:
print AdminConfig.required('Referenceable')
Example output:

Attribute Type
factoryClassname String
classname String

5. Set up the required attributes and configure the new reference:
» Using Jacl:

set f1 [list factoryClassname fClassl]

set cl [list classname Classl]

set refAttrs [list $f1 $c1]

set newref [$AdminConfig create Referenceable $newrep $refAttrs]

* Using Jython:

f1 = ['factoryClassname', 'fClassl']

cl = ['classname', 'Classl']

refAttrs = [f1l, cl]

newref = AdminConfig.create('Referenceable', newrep, refAttrs)
print newref

Example output:
(cells/mycell/nodes/mynode|resources.xml#Referenceable 1)

6. Save the configuration changes. For more information, see the Saving configuration changes with the
wsadmin tool topic.

Configuring custom properties for resource environment entries using
wsadmin scripting
You can use wsadmin scripting to configure a new custom property for a resource environment entry.

Before you begin

Before starting this task, the wsadmin tool must be running. See the topic Starting the wsadmin scripting
client article for more information.

About this task

Perform the following steps to configure a new custom property for a resource environment entry:
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Procedure
1. Identify the parent ID and assign it to the newree variable.
» Using Jacl:
set newree [$AdminConfig getid /Cell:mycell/Node:mynode/ResourceEnvEntry:REE1/]
* Using Jython:

newree = AdminConfig.getid('/Cell:mycell/Node:mynode/ResourceEnvEntry:REE1/")
print newree

Example output:
REE1(cells/mycell/nodes/mynode|resources.xml#ResourceEnvEntry 1)
2. Create the J2EE custom property set:
* Using Jacl:
set propSet [$AdminConfig showAttribute $newree propertySet]
* Using Jython:

propSet = AdminConfig.showAttribute(newree, 'propertySet')
print propSet

Example output:
(ce]]s/myce]1/nodes/mynode|resources.xm]#JZEEResourcePropertySet_S)
3. Identify the required attributes:
» Using Jacl:
$AdminConfig required J2EEResourceProperty
* Using Jython:
print AdminConfig.required('J2EEResourceProperty")
Example output:

Attribute Type
name String

4. Set up the required attributes:
» Using Jacl:

set name [Tist name RP1]
set rpAttrs [list $name]

* Using Jython:

name = ['name', 'RP1']
rpAttrs = [name]

5. Create the J2EE custom property:
* Using Jacl:
$AdminConfig create J2EEResourceProperty $propSet $rpAttrs
* Using Jython:
print AdminConfig.create('J2EEResourceProperty', propSet, rpAttrs)
Example output:
RPI(cells/mycell/nodes/mynode|resources.xml#J2EEResourceProperty 1)

6. Save the configuration changes. See the topic Saving configuration changes with the wsadmin tool for
more information.

Configuring new URL providers using wsadmin scripting
You can use scripting and the wsadmin tool to configure new URL providers.

Before you begin

Before starting this task, the wsadmin tool must be running. See the topic Starting the wsadmin scripting
client article for more information.
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About this task

Perform the following steps to configure a new URL provider:

Procedure
1. Identify the parent ID and assign it to the node variable.
* Using Jacl:

set node [$AdminConfig getid /Cell:mycell/Node:mynode/]
* Using Jython:

node = AdminConfig.getid('/Cell:mycell/Node:mynode/")
print node

Example output:
mynode (cel1s/mycel1/nodes/mynode|node.xml#Node_ 1)
2. ldentify the required attributes:
» Using Jacl:
$AdminConfig required URLProvider
* Using Jython:
print AdminConfig.required('URLProvider')
Example output:

Attribute Type
streamHandlerClassName  String
protocol String

name String

3. Set up the required attributes:
* Using Jacl:

set name [Tist name URLP1]

set shcn [Tist streamHandlerClassName "Put the stream handler classname here"]
set protocol [list protocol "Put the protocol here"]

set urlpAttrs [Tist $name $shen $protocol]

Example output:

{name URLP1} {streamHandlerClassName {Put the stream handler classname here}}
{protocol {Put the protocol here}}

* Using Jython:

name = ['name', 'URLP1']

shcn = ['streamHandlerClassName', "Put the stream handler classname here"]
protocol = ['protocol', "Put the protocol here"]

urlpAttrs = [name, shcn, protocol]

print urlpAttrs

Example output:

[[name, URLP1], [streamHandlerClassName, "Put the stream handler classname here"],
[protocol, "Put the protocol here"]]

4. Create a URL provider:
» Using Jacl:
$AdminConfig create URLProvider $node $urlpAttrs
* Using Jython:
print AdminConfig.create('URLProvider', node, urlpAttrs)
Example output:
URLP1(cells/mycell/nodes/mynode|resources.xml#URLProvider 1)

5. Save the configuration changes. See the topic Saving configuration changes with the wsadmin tool for
more information.
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Configuring custom properties for URL providers using wsadmin
You can use the wsadmin scripting tool to configure custom properties for URL providers.

Before you begin

Before starting this task, the wsadmin tool must be running. See the topic Starting the wsadmin scripting
client article for more information.

About this task

Perform the following steps to configure custom properties for URL providers:

Procedure
1. Identify the parent ID and assign it to the newurlp variable.
* Using Jacl:

set newurlp [$AdminConfig getid /Cell:mycell/Node:mynode/URLProvider:URLP1/]
* Using Jython:

newurlp = AdminConfig.getid('/Cel1:mycel1/Node:mynode/URLProvider:URLP1/")
print newurlp

Example output:
URLP1(cells/mycell/nodes/mynode|resources.xml#URLProvider 1)
2. Get the J2EE resource property set:
» Using Jacl:
set propSet [$§AdminConfig showAttribute $newurlp propertySet]
* Using Jython:

propSet = AdminConfig.showAttribute(newurlp, 'propertySet')
print propSet

Example output:
(cells/mycell/nodes/mynode|resources.xml#PropertySet 7)
3. Identify the required attributes:

» Using Jacl:

$AdminConfig required J2EEResourceProperty
* Using Jython:

print AdminConfig.required('J2EEResourceProperty")
Example output:

Attribute Type
name String

4. Set up the required attributes:
* Using Jacl:

set name [list name RP2]
set rpAttrs [list $name]

* Using Jython:

name = ['name', 'RP2']
rpAttrs = [name]

5. Create a J2EE resource property:
» Using Jacl:
$AdminConfig create J2EEResourceProperty $propSet $rpAttrs
* Using Jython:
print AdminConfig.create('J2EEResourceProperty', propSet, rpAttrs)
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Example output:

RP2(ce11s/myce11/nodes/mynode|resources.xm]#JZEEResourceProperty_l)
6. Save the configuration changes. See the topic Saving configuration changes with the wsadmin tool for

more information.

Configuring new URLs using wsadmin scripting
You can use scripting and the wsadmin tool to configure new URLs.

Before you begin

Before starting this task, the wsadmin tool must be running. See the topic Starting the wsadmin scripting

client article for more information.

About this task

Perform the following example to configure a new URL:

Procedure

1. Identify the parent ID and assign it to the newurlp variable.

» Using Jacl:

set newurlp [$AdminConfig getid /Cell:mycell/Node:mynode/URLProvider:URLP1/]

* Using Jython:

newurlp = AdminConfig.getid('/Cel1:mycel1/Node:mynode/URLProvider:URLP1/")

print newurlp

Example output:

URLP1(cells/mycell/nodes/mynode|resources.xml#URLProvider 1)

2. ldentify the required attributes:
* Using Jacl:
$AdminConfig required URL
* Using Jython:
print AdminConfig.required('URL")
Example output:

Attribute Type
name String
spec String

3. Set up the required attributes:
* Using Jacl:
set name [list name URL1]

set spec [list spec "Put the spec here"]

set urlAttrs [list $name $spec]
Example output:

{name URL1} {spec {Put the spec here}}

* Using Jython:

name = ['name', 'URL1']
spec = ['spec', "Put the spec here"]
urlAttrs = [name, spec]

Example output:

[[name, URL1], [spec, "Put the spec here"]]

4. Create a URL:
* Using Jacl:

$AdminConfig create URL $newurlp $urlAttrs
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* Using Jython:

print AdminConfig.create('URL', newurlp, urlAttrs)
Example output:
URL1(cells/mycell/nodes/mynode|resources.xml#URL 1)

5. Save the configuration changes. For more information, see the documentation about saving
configuration changes with the wsadmin tool.

Configuring custom properties for URLs using wsadmin
Use the wsadmin scripting tool to set custom properties for URLSs.

Before you begin

Before starting this task, the wsadmin tool must be running. See the topic Starting the wsadmin scripting
client article for more information.

About this task

Perform the following steps to configure a new custom property for a URL:

Procedure
1. Identify the parent ID and assign it to the newurl variable.
» Using Jacl:

set newurl [$AdminConfig getid /Cell:mycell/Node:mynode/URLProvider:URLP1/URL:URL1/]
* Using Jython:

newurl = AdminConfig.getid('/Cell:mycel1/Node:mynode/URLProvider:URLP1/URL:URL1/")
print newurl

Example output:
URL1(cells/mycell/nodes/mynode|resources.xml#URL 1)
2. Create a J2EE resource property set:
» Using Jacl:
set propSet [$§AdminConfig showAttribute $newurl propertySet]
* Using Jython:

propSet = AdminConfig.showAttribute(newurl, 'propertySet')
print propSet

Example output:
(cells/mycell/nodes/mynode|resources.xml#J2EEResourcePropertySet 7)
3. Identify the required attributes:
» Using Jacl:
$AdminConfig required J2EEResourceProperty
* Using Jython:
print AdminConfig.required('J2EEResourceProperty')
Example output:

Attribute Type
name String

4. Set up the required attributes:
» Using Jacl:

set name [list name RP3]
set rpAttrs [1ist $name]

* Using Jython:
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name = ['name', 'RP3']
rpAttrs = [name]

5. Create a J2EE resource property:
» Using Jacl:
$AdminConfig create J2EEResourceProperty $propSet $rpAttrs
* Using Jython:
print AdminConfig.create('J2EEResourceProperty', propSet, rpAttrs)
Example output:
RP3(cells/mycell/nodes/mynode|resources.xml#J2EEResourceProperty 7)

6. Save the configuration changes. See the topic Saving configuration changes with the wsadmin tool for
more information.

Provider command group for the AdminTask object

You can use the Jython or Jacl scripting languages to configure mail settings with the wsadmin tool. The
commands and parameters in the provider group can be used to create, delete, and manage providers.

The Provider command group for the AdminTask object includes the following commands:
[“deleteProvider]

[“getProviderlnfo”|

[“getProviderlnstance” on page 57

[‘getProviders” on page 57

deleteProvider

The deleteProvider command deletes a provider from the model given the providerName.
Target object

None

Parameters and return values
e Parameters: None
* Returns: true if the provider was deleted, false if not.

Examples

Interactive mode example usage:
» Using Jacl:
$AdminTask deleteProvider {-interactive}
» Using Jython string:
AdminTask.deleteProvider ('[-interactive]')
* Using Jython list:
AdminTask.deleteProvider (['-interactive'])

getProviderinfo

The getProviderinfo command returns a Providerinfo object defined in the model given the
providerName.

Target object
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None

Parameters and return values
» Parameters: None
* Returns: A Providerinfo object defined in the model given the providerName.

Examples

Interactive mode example usage:
» Using Jacl:
$AdminTask getProviderInfo {-interactive}
* Using Jython string:
AdminTask.getProviderInfo ('[-interactive]')
* Using Jython list:
AdminTask.getProviderInfo (['-interactive'])

getProviderinstance

The getProviderinstance command returns a java.security.Provider for the providerName specified.
Target object

None

Parameters and return values
» Parameters: None
* Returns: A java.security.Provider for the providerName specified.

Examples

Interactive mode example usage:
* Using Jacl:
$AdminTask getProviderInsta nce {-interactive}
» Using Jython string:
AdminTask.getProviderIns tance ('[-interactive]')
* Using Jython list:
AdminTask.getProviderInst ance (['-interactive'])

getProviders

The getProviders command returns a List of Providerinfo objects from the model.
Target object

None

Parameters and return values
e Parameters: None
* Returns: A list of Providerinfo objects from the model.

Examples
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Interactive mode example usage:
* Using Jacl:
$AdminTask getProviders {-interactive}
* Using Jython string:
AdminTask.getProviders ('[-interactive]"')
* Using Jython list:
AdminTask.getProviders (['-interactive'])
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Chapter 4. Scripting for Messaging resources

This page provides a starting point for finding information about the use of asynchronous messaging
resources for enterprise applications with WebSphere Application Server.

WebSphere Application Server supports asynchronous messaging based on the Java Message Service
(JMS) and the Java EE Connector Architecture (JCA) specifications, which provide a common way for
Java programs (clients and Java EE applications) to create, send, receive, and read asynchronous
requests, as messages.

JMS support enables applications to exchange messages asynchronously with other JMS clients by using
JMS destinations (queues or topics). Some messaging providers also allow WebSphere Application Server
applications to use JMS support to exchange messages asynchronously with non-JMS applications; for
example, WebSphere Application Server applications often need to exchange messages with WebSphere
MQ applications. Applications can explicitly poll for messages from JMS destinations, or they can use
message-driven beans to automatically retrieve messages from JMS destinations without explicitly polling
for messages.

WebSphere Application Server supports the following messaging providers:

* The WebSphere Application Server default messaging provider (which uses service integration as the
provider).

* The WebSphere MQ messaging provider (which uses your WebSphere MQ system as the provider).

» Third-party messaging providers that implement either a JCA Version 1.5 resource adapter or the ASF
component of the JMS Version 1.0.2 specification.

Configuring messaging with wsadmin scripting

Use these topics to learn about configuring messaging with the wsadmin tool. You can configure the
message listener service, Java Messaging Service settings, queue and connection factories, and
WebSphere MQ settings.

About this task

You can use the wsadmin tool to configure various messaging connections and settings.

Procedure
» Configure the message listener service.

The message listener service is an extension to the JMS functions of the JMS provider. It provides a
listener manager that controls and monitors one or more JMS listeners, which each monitor a JMS
destination on behalf of a deployed message-driven bean.

» Configure Java Messaging Service (JMS) providers, destinations, and connections.

The application server supports asynchronous messaging through the use of a JMS provider and its
related messaging system. You can use the wsadmin tool to configure new JMS providers, destinations,
and connections.

A JMS destination is used to configure the properties for the associated messaging provider.
Connections to the JMS destination are created by the associated JMS connection factory. A JMS
connection factory is used to create connections to the associated JMS provider of JMS destinations,
for both point-to-point and publish/subscribe messaging.

» Configure queue and topic connection factories for the application server. Use queue and topic
connection factories to create connections between providers and destinations. A queue connection
factory creates a connection to the associated JMS provider of the JMS queue destinations, for
point-to-point messaging. A topic connection factory creates a connection to the associated JMS
provider of JMS topic destinations, for publish and subscribe messaging.
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» Configure WebSphere MQ settings. A WebSphere MQ server represents either a WebSphere MQ
queue manager or a WebSphere MQ queue sharing group. It is used by service integration bus
messaging to define properties used for connecting to WebSphere MQ. Setting up a WebSphere MQ
server involves using the administrative console to create the server definition, add it to a service
integration bus, and create a WebSphere MQ queue type destination.

Configuring resources for the default messaging provider by using the
wsadmin tool
You can use these commands to manage JMS resources for the default messaging provider.

About this task

These commands provide an alternative to using the administrative console or the more complex syntax of
wsadmin and JACL.

Procedure
1. Open a wsadmin command session in local mode. For example, enter wsadmin -conntype none.
2. Create the required resource by entering the appropriate command:

» To create an activation specification use the createSIBJMSActivationSpec command. For more
information see, [createSIBJMSActivationSpec command|

» To create a connection factory use the createSIBJMSConnectionFactory command. For more
information see, [createSIBJMSConnectionFactory command|

* To create a queue use the createSIBJMSQueue command. For more information see,
[createSIBJMSQueue command]

* To create a topic use the createSIBIJMSTopic command. For more information see,
[createSIBJMSTopic command]

Configuring resources for WebSphere MQ messaging provider
You can use these commands to manage JMS resources for the WebSphere MQ messaging provider.

About this task

You can enter commands into a wsadmin command session to create connection factories, activation
specifications, queues, and topics. These commands provide an alternative to using the administrative
console or the more complex syntax of wsadmin and JACL.

Procedure
1. Open a wsadmin command session in local mode. For example, enter: wsadmin -conntype none.
2. Create the required resource by entering the appropriate command:

» To create a connection factory, queue connection factory or topic connection factory use the
createWMQConnectionFactory command. For more information, see |createWMQConnectionFactory|
i

* To create an activation specification use the createWMQActivationSpec command. For more
information, see{createWMQActivationSpec command|

» To create a queue use the createWMQQueue command. For more information, see |createWMQQueue|

» To create a topic use the createWMQTopic command. For more information, see |createWMQTopic|
[command]

Configuring the message listener service by using scripting
Use scripting to configure the message listener service.
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Before you begin
Before starting this task, the wsadmin tool must be running.

About this task

Complete the following steps to configure the message listener service for an application server:

Procedure
1. ldentify the application server and assign it to the server variable:
» Using Jacl:

set server [$AdminConfig getid /Cell:mycell/Node:mynode/Server:serverl/]
* Using Jython:
server = AdminConfig.getid('/Cell:mycell/Node:mynode/Server:serverl/")
print server
Example output:
serverl(cells/mycell/nodes/mynode/servers/serverl|server.xml#Server 1)
2. Identify the message listener service belonging to the server and assign it to the mls variable:
* Using Jacl:
set mls [$AdminConfig Tist MessagelListenerService $server]
* Using Jython:
mls = AdminConfig.list('MessagelListenerService', server)
print mls
Example output:
(cells/mycell/nodes/mynode/servers/serverl|server.xml#MessagelistenerService 1)
3. Modify various attributes with one of the following examples:
» This example command changes the thread pool attributes:
— Using Jacl:

$AdminConfig modify $mls {{threadPool {{inactivityTimeout 4000}
{isGrowable true} {maximumSize 100} {minimumSize 25}}}}

— Using Jython:

AdminConfig.modify(mls, [['threadPool', [['inactivityTimeout', 4000],
["isGrowable', 'true'], ['maximumSize', 100], ['minimumSize', 25]]111)

* This example modifies the property of the first listener port:
— Using Jacl:

set Tports [$AdminConfig showAttribute $mls TistenerPorts]
set Tport [lindex $1ports 0]
$AdminConfig modify $1port {{maxRetries 2}}

— Using Jython:

Tports = AdminConfig.showAttribute(mls, 'listenerPorts')
cleanLports = Tports[1:1en(1ports)-1]

Tport = cleanLports.split(" ")[0]
AdminConfig.modify(1port, [['maxRetries', 2]])

* This example adds a listener port:
— Using Jacl:

set new [$AdminConfig create ListenerPort $mls {{name my}
{destinationJNDIName di} {connectionFactoryJNDIName jndi/fs}}]
$AdminConfig create StateManageable $new {{initialState START}}

— Using Jython:
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new = AdminConfig.create('ListenerPort', mls, [['name', 'my'],
['destinationJNDIName', 'di'], ['connectionFactoryJNDIName', 'jndi/fsi']])
print new

print AdminConfig.create('stateManageable', new, [['initialState', 'START']])

Example output:

my (cells/mycell/nodes/mynode/servers/serverl:server.xml#ListenerPort 1079471940692)
(cel1s/mycel1/nodes/mynode/servers/serverl:server.xml#StateManageable 107947182623)

4. Save the configuration changes.

Configuring new JMS providers by using scripting
You can use the wsadmin tool and scripting to configure a new Java Message Service (JMS) provider.

Before you begin
Before starting this task, the wsadmin tool must be running.

About this task

Perform the following steps to configure a new JMS provider:

Procedure
1. Identify the parent ID:
» Using Jacl:

set node [$§AdminConfig getid /Cell:mycell/Node:mynode/]
* Using Jython:

node = AdminConfig.getid('/Cel1:mycel1/Node:mynode/")
print node

Example output:
mynode (cel1s/mycell/nodes/mynode|node.xml#Node 1)
2. Get the required attributes:
* Using Jacl:
$AdminConfig required JMSProvider
* Using Jython:
print AdminConfig.required('JMSProvider")

Example output:

Attribute Type

name String

externalInitialContextFactory String

externalProviderURL String
3. Set up the required attributes:

» Using Jacl:

set name [list name JMSP1]
set extICF [1ist externalInitialContextFactory
"Put the external initial context factory here"]
set extPURL [Tist externalProviderURL "Put the external provider URL here"]
set jmspAttrs [list $name $extICF $extPURL]
* Using Jython:
name = ['name', 'JMSP1']
extICF = ['externalInitialContextFactory',
"Put the external initial context factory here"]
extPURL = ['externalProviderURL', "Put the external provider URL here"]

jmspAttrs = [name, extICF, extPURL]
print jmspAttrs
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Example output:

{name JMSP1} {externalInitialContextFactory {Put the external
initial context factory here }} {externalProviderURL
{Put the external provider URL here}}

4. Create the JMS provider:
» Using Jacl:
set newjmsp [$AdminConfig create JMSProvider $node $jmspAttrs]
* Using Jython:

newjmsp = AdminConfig.create('JMSProvider', node, jmspAttrs)
print newjmsp

Example output:
JMSP1(cells/mycell/nodes/mynode|resources.xml#IMSProvider 1)
5. Save the configuration changes.

Configuring new JMS destinations by using scripting
You can use scripting and the wsadmin tool to configure a new Java Message Service (JMS) destination.

Before you begin
Before starting this task, the wsadmin tool must be running.

About this task

Perform the following steps to configure a new JMS destination:

Procedure
1. Identify the parent ID:
» Using Jacl:

set newjmsp [$AdminConfig getid /Cell:mycell/Node:myNode/IMSProvider:JMSP1]
* Using Jython:

newjmsp = AdminConfig.getid('/Cell:mycell/Node:myNode/JIMSProvider:JMSP1")
print newjmsp

Example output:
JMSP1(cells/mycell/nodes/mynode|resources.xml#JMSProvider 1)
2. Get the required attributes:
» Using Jacl:
$AdminConfig required GenericJMSDestination
* Using Jython:
print AdminConfig.required('GenericJMSDestination')

Example output:

Attribute Type
name String
jndiName String

externalJNDIName  String
3. Set up the required attributes:
» Using Jacl:

set name [1ist name JMSD1]

set jndi [Tist jndiName jms/JMSDestinationl]

set extdndi [list externalJNDIName jms/extJMSD1]
set jmsdAttrs [Tist $name $jndi $extdndi]
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* Using Jython:

name = ['name', 'JMSD1']

jndi = ['jndiName', 'jms/JMSDestinationl']
extdndi = ['externalJNDIName', 'jms/extJMSD1']
jmsdAttrs = [name, jndi, extdndi]

print jmsdAttrs

Example output:
{name JMSD1} {jndiName jms/JMSDestinationl} {externalJNDIName jms/extJMSD1}
4. Create the generic JMS destination:
» Using Jacl:
$AdminConfig create GenericJMSDestination $newjmsp $jmsdAttrs
* Using Jython:
print AdminConfig.create('GenericJMSDestination', newjmsp, JjmsdAttrs)
Example output:
JMSD1(cells/mycell/nodes/mynode|resources.xml#GenericJMSDestination 1)
5. Save the configuration changes.

Configuring new JMS connections by using wsadmin scripting
Use the wsadmin scripting tool to configure a new Java Message Service (JMS) connection.

Before you begin

Before starting this task, the wsadmin tool must be running.
About this task

Perform the following steps to configure a new JMS connection:

Procedure
1. Configure a connection pool for your generic connection factories.

Because Java 2 Connector (J2C) manages the generic connection factories, you must configure a
connection pool to indicate the policy for connection management by J2C. The following example

commands configure a connection pool in your environment:
» Using Jacl:

set connectionPool [$AdminConfig create ConnectionPool $yourGenericCF {} connectionPool]
set sessionPool [$AdminConfig create ConnectionPool $yourGenericCF {} sessionPool]

* Using Jython:

connectionPool = AdminConfig.create('ConnectionPool', '[yourGenericCF {}, connectionPool]")
sessionPool = AdminConfig.create('ConnectionPool', '[yourGenericCF {}, sessionPool]"')

2. Identify the parent ID:
» Using Jacl:
set newjmsp [$AdminConfig getid /Cell:mycell/Node:myNode/IJMSProvider:JMSP1]
* Using Jython:
newjmsp = AdminConfig.getid('/Cell:mycell/Node:myNode/JIMSProvider:JMSP1")
print newjmsp
Example output:
JMSPl(ce]1s/myce11/nodes/mynode|resources.xm]#JMSProvider_l)
3. Get the required attributes:
* Using Jacl:
$AdminConfig required GenericJMSConnectionFactory
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* Using Jython:
print AdminConfig.required('GenericJMSConnectionFactory')

Example output:

Attribute Type
name String
jndiName String

externalJNDIName  String
4. Set up the required attributes:
» Using Jacl:

set name [list name JMSCF1]

set jndi [1ist jndiName jms/JIMSConnFactl]

set extdndi [list externalJNDIName jms/extJMSCF1]
set jmscfAttrs [list $name $jndi $extdndi]

Example output:
{name JMSCF1} {jndiName jms/JMSConnFactl} {externalJNDIName jms/extJMSCF1}
* Using Jython:

name = ['name', 'JMSCF1']

jndi = ['jndiName', 'jms/JIMSConnFactl']

extdndi = ['externalJNDIName', 'jms/extJMSCF1']
jmscfAttrs = [name, jndi, extdndi]

print jmscfAttrs

Example output:
[[name, JMSCF1], [jndiName, jms/JMSConnFactl], [externalJNDIName, jms/extJMSCF1]]
5. Create the generic JMS connection factory:
» Using Jacl:
$AdminConfig create GenericJMSConnectionFactory $newjmsp $jmscfAttrs
* Using Jython:
print AdminConfig.create('GenericJMSConnectionFactory', newjmsp, jmscfAttrs)
Example output:
JMSCF1(cells/mycell/nodes/mynode|resources.xml#GenericJMSConnectionFactory 1)
6. Save the configuration changes.

Configuring new queue connection factories by using scripting

You can use scripting and the wsadmin tool to configure new queue connection factories in WebSphere
Application Server.

Before you begin
Before starting this task, the wsadmin tool must be running.

About this task

Perform the following steps to configure a new queue connection factory:

Procedure
1. ldentify the parent ID:
» Using Jacl:

set v5jmsp [$AdminConfig getid "/Cell:mycell/Node:mynode/JMSProvider:WebSphere JMS Provider/"]
* Using Jython:

v5jmsp = AdminConfig.getid('/Cell:mycell/Node:myNode/JIMSProvider:WebSphere JMS Provider/')
print v5jmsp
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Example output:
"WebSphere JMS Provider(cells/mycell/nodes/mynode|resources.xml#builtin_jmsprovider)"
2. Get the required attributes:
» Using Jacl:
$AdminConfig required WASQueueConnectionFactory
* Using Jython:
print AdminConfig.required('WASQueueConnectionFactory")

Example output:

Attribute Type
name String
jndiName String

3. Set up the required attributes:
» Using Jacl:

set name [list name WASQCF]
set jndi [Tist jndiName jms/WASQCF]
set mqcfAttrs [list $name $jndi]

Example output:
{name WASQCF} {jndiName jms/WASQCF}
* Using Jython:

name = ['name', 'WASQCF']

jndi = ['"jndiName', 'jms/WASQCF']
mqcfAttrs = [name, jndi]

print mqcfAttrs

Example output:
[[name, WASQCF], [jndiName, jms/WASQCF]]
4. Set up a template:
* Using Jacl:
set template [Tindex [$AdminConfig listTemplates WASQueueConnectionFactory] 0]
* Using Jython:
Tineseparator = java.lang.System.getProperty('line.separator')

template = AdminConfig.listTemplates('WASQueueConnectionFactory').split(lineseparator)[0]

print template
5. Create the queue connection factory:
» Using Jacl:

$AdminConfig createUsingTemplate WASQueueConnectionFactory $v5jmsp $mqcfAttrs $template

* Using Jython:

AdminConfig.createUsingTemplate('WASQueueConnectionFactory', vbjmsp, mqqcfAttrs, template)

Example output:
WASQCF (cel1s/mycell/nodes/mynode|resources.xml#WASQueueConnectionFactory 1)
6. Save the configuration changes.

Configuring new topic connection factories by using scripting
Use scripting and the wsadmin tool to configure new topic connection factories.

Before you begin

Before starting this task, the wsadmin tool must be running.
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About this task

Complete the following steps to configure a new topic connection factory:

Procedure
1. Identify the parent ID:
* Using Jacl:

set v5jmsp [$AdminConfig getid "/Cell:mycell/Node:mynode/JIMSProvider:WebSphere JMS Provider/"]
* Using Jython:
v5jmsp = AdminConfig.getid('/Cell:mycell/Node:myNode/JIMSProvider:WebSphere JMS Provider/')
print v5jmsp
Example output:
"WebSphere JMS Provider(cells/mycell/nodes/mynode|resources.xml#builtin_jmsprovider)"
2. Get the required attributes:
» Using Jacl:
$AdminConfig required WASTopicConnectionFactory
* Using Jython:
print AdminConfig.required('WASTopicConnectionFactory")

Example output:

Attribute Type

name String

jndiName String

port ENUM(DIRECT, QUEUED)
3. Set up the required attributes:

» Using Jacl:

set name [list name WASTCF]

set jndi [list jndiName jms/WASTCF]
set port [list port QUEUED]

set mtcfAttrs [list $name $jndi $port]

Example output:
{name WASTCF} {jndiName jms/WASTCF} {port QUEUED}
* Using Jython:

name = ['name', 'WASTCF']
jndi = ['"jndiName', 'jms/WASTCF']
port = ['port', 'QUEUED']

mtcfAttrs = [name, jndi, port]
print mtcfAttrs

Example output:
[[name, WASTCF], [jndiName, jms/WASTCF], [port, QUEUED]]
4. Create was topic connection factories:
» Using Jacl:
$AdminConfig create WASTopicConnectionFactory $v5jmsp $mtcfAttrs
* Using Jython:
print AdminConfig.create('WASTopicConnectionFactory', v5jmsp, mtcfAttrs)
Example output:
WASTCF (cel1s/mycell/nodes/mynode|resources.xml #WASTopicConnectionFactory 1)
5. Save the configuration changes.

Configuring new queues by using scripting
You can use scripting to configure a new queue.
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Before you begin

Before starting this task, the wsadmin tool must be running.
About this task

Complete the following steps to configure a new queue:

Procedure
1. Identify the parent ID:
» Using Jacl:

set v5jmsp [$AdminConfig getid "/Cell:mycell/Node:mynode/IMSProvider:WebSphere JMS Provider/"]
* Using Jython:
v5jmsp = AdminConfig.getid('/Cell:mycell/Node:myNode/JMSProvider:WebSphere JMS Provider/')
print vb5jmsp
Example output:
"WebSphere JMS Provider(cells/mycell/nodes/mynode|resources.xml#builtin_jmsprovider)"
2. Get the required attributes:
» Using Jacl:
$AdminConfig required WASQueue
* Using Jython:
print AdminConfig.required('WASQueue')

Example output:

Attribute Type
name String
jndiName String

3. Set up the required attributes:
* Using Jacl:

set name [Tist name WASQ1]
set jndi [list jndiName jms/WASQ1]
set wgAttrs [Tist $name $jindi]

Example output:
{name WASQ1} {jndiName jms/WASQ1}
* Using Jython:

name = ['name', 'WASQ1']

jndi = ['jndiName', 'jms/WASQL']
wgAttrs = [name, jndi]

print wgAttrs

Example output:
[[name, WASQ1], [jndiName, jms/WASQ1]]
4. Create the queue:
» Using Jacl:
$AdminConfig create WASQueue $v5jmsp $wgAttrs
* Using Jython:
print AdminConfig.create('WASQueue', v5jmsp, wgAttrs)
Example output:
WASQ1(cells/mycell/nodes/mynode|resources.xml#WASQueue 1)
5. Save the configuration changes.
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Configuring new topics by using scripting
You can configure new topics by using the wsadmin tool and scripting.

Before you begin
Before starting this task, the wsadmin tool must be running.

About this task

Complete the following steps to configure a new topic:

Procedure
1. ldentify the parent ID:
» Using Jacl:

set vbjmsp [$AdminConfig getid "/Cell:mycell/Node:mynode/JIMSProvider:WebSphere JMS Provider/"]
* Using Jython:
v5jmsp = AdminConfig.getid('/Cell:mycell/Node:myNode/JIMSProvider:WebSphere JMS Provider/')
print vb5jmsp
Example output:
"WebSphere JMS Provider(cells/mycell/nodes/mynode|resources.xml#builtin_jmsprovider)"
2. Get the required attributes:
» Using Jacl:
$AdminConfig required WASTopic
* Using Jython:
print AdminConfig.required('WASTopic')

Example output:

Attribute Type
name String
jndiName String
topic String

3. Set up the required attributes:
* Using Jacl:

set name [list name WAST1]

set jndi [Tist jndiName jms/WAST1]

set topic [list topic "Put your topic here"]
set wtAttrs [Tist $name $jndi $topic]

Example output:
{name WAST1} {jndiName jms/WAST1} {topic {Put your topic here}}
* Using Jython:

name = ['name', 'WAST1']

jndi = ['jndiName', 'jms/WAST1']

topic = ['topic', "Put your topic here"]
wtAttrs = [name, jndi, topic]

print wtAttrs

Example output:
[[name, WAST1], [jndiName, jms/WAST1], [topic, "Put your topic here"]]
4. Create the topic:
» Using Jacl:
$AdminConfig create WASTopic $vbjmsp $wtAttrs
* Using Jython:
print AdminConfig.create('WASTopic', v5jmsp, wtAttrs)
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Example output:
WAST1(cells/mycell/nodes/mynode|resources.xml#WASTopic_1)
5. Save the configuration changes.

JCAManagement command group for the AdminTask object

You can use the Jython or Jacl scripting languages to configure messaging with scripting. The commands
and parameters in the JCA management group can be used to create and manage resource adapters,
Java EE Connector Architecture (J2C) activation specifications, administrative objects, connection
factories, administrative object interfaces, and message listener types.

The JCAManagement command group for the AdminTask object includes the following commands:
* [‘copyResourceAdapter’]

* [“createJ2CActivationSpec” on page 71|

» |“createJ2CAdminObject” on page 72
* |“‘createJ2CConnectionFactory” on pam
* |“listAdminObjectinterfaces” on page 73
» |“listConnectionFactorylnterfaces” on page_74|
* |“listd2CActivationSpecs” on page 74|

* |“listJ2CAdminObjects” on page 75
* |“listdJ2CConnectionFactories” on page 75|
* |“listMessageListenerTypes” on pa9976|

copyResourceAdapter

Use the copyResourceAdapter command to create a Java 2 Connector (J2C) resource adapter under the
scope that you specify.

Target object
J2C Resource Adapter object ID

Parameters and return values

-hame
Indicates the name of the new J2C resource adapter. This parameter is required.

-scope
Indicates the scope object ID. This parameter is required.

-useDeepCopy
If you set this parameter to true, all of the J2C connection factory, J2C activation specification, and
J2C administrative objects will be copied to the new J2C resource adapter (deep copy). If you set this
parameter to false, the objects are not created (shallow copy). The default is false.

Examples

Batch mode example usage:

» Using Jacl:

$AdminTask copyResourceAdapter $ra [subst {-name newRA -scope $scope}]
* Using Jython string:

AdminTask.copyResourceAdapter(ra, '[-name newRA -scope scope]')

* Using Jython list:

AdminTask.copyResourceAdapter(ra, ['-name', 'newRA', '-scope', 'scope'])
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Interactive mode example usage:

* Using Jacl:

$AdminTask copyResourceAdapter {-interactive}
* Using Jython:

AdminTask.copyResourceAdapter('-interactive')
createJ2CActivationSpec

Use the createJ2CActivationSpec command to create a Java 2 Connector (J2C) activation specification
under a J2C resource adapter and the attributes that you specify. Use the messageListenerType
parameter to indicate the activation specification that is defined for the J2C resource adapter.

Target object
J2C Resource Adapter object ID

Parameters and return values

- messagelListenerType
Identifies the activation specification for the J2C activation specification to be created. Use this
parameter to identify the activation specification template for the J2C resource adapter that you
specify.

-name
Indicates the name of the J2C activation specification that you are creating.

-jndiName
Indicates the name of the Java Naming and Directory Interface (JNDI).

-destinationJndiName

Indicates the name of the Java Naming and Directory Interface (JNDI) of corresponding destination.

-authenticationAlias
Indicates the authentication alias of the J2C activation specification that you are creating.

-description
Description of the created J2C activation specification.

Examples

Batch mode example usage:
» Using Jacl:

$AdminTask createJ2CActivationSpec $ra {-name J2CAct Spec -jndiName eis/ActSpecl
-messagelListenerType javax.jms.MessagelListener }

* Using Jython string:

AdminTask.createJ2CActivationSpec(ra, '[-name J2CActSpec -jndiName eis/ActSpecl
-messagelistenerType javax.jms.MessagelListener]')

* Using Jython list:

AdminTask.createJ2CActivationSpec(ra, ['-name', 'J2CActSpec', '-jndiName', 'eis/ActSpecl',
'-messagelistenerType', 'javax.jms.MessagelListener'])

Interactive mode example usage:

* Using Jacl:

$AdminTask createJ2CActivationSpec {-interactive}
* Using Jython:

AdminTask.createJ2CActivationSpec('-interactive')
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createJ2CAdminObject

Use the createJ2CAdminObject command to create an administrative object under a resource adapter with
attributes that you specify. Use the administrative object interface to indicate the administrative object that
is defined in the resource adapter.

Target object
J2C Resource Adapter object ID

Parameters and return values

-adminObjectInterface
Specifies the administrative object interface to identify the administrative object for the resource
adapter that you specify. This parameter is required.

-name
Indicates the name of the administrative object.

-jndiName
Specifies the name of the Java Naming and Directory Interface (JNDI).

-description
Description of the created J2C admin object.

Examples

Batch mode example usage:
» Using Jacl:

$AdminTask createJ2CAdminObject $ra {-adminObjectInterface fvt.adapter.message.FVTMessageProvider
-name J2CA01 -jndiName eis/J2CAO01}

* Using Jython string:

AdminTask.createJ2CAdminObject(ra, '[-adminObjectInterface fvt.adapter.message.FVTMessageProvider
-name J2CAO0I -jndiName eis/J2CA01]")

* Using Jython list:

AdminTask.createJ2CAdminObject (ra, ['-adminObjectInterface',
'fvt.adapter.message.FVTMessageProvider', '-name', 'J2CA01', '-jndiName', 'eis/J2CAOI'])

Interactive mode example usage:

» Using Jacl:

$AdminTask createJ2CAdminObject {-interactive}

* Using Jython:

AdminTask.createJ2CAdminObject('-interactive')

createJ2CConnectionFactory

Use the createJ2CConnectionFactory command to create a Java 2 connection factory under a Java 2
resource adapter and the attributes that you specify. Use the connection factory interfaces to indicate the
connection definitions that are defined for the Java 2 resource adapter.

Target object

J2C Resource Adapter object ID

Parameters and return values
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-connectionFactoryInterface

Identifies the connection definition for the Java 2 resource adapter that you specify. This parameter is

required.

-name
Indicates the name of the connection factory.

-jndiName
Indicates the name of the Java Naming and Directory Interface (JNDI).

-description
Description of the created J2C connection factory.

Examples

Batch mode example usage:
» Using Jacl:

$AdminTask createJ2CConnectionFactory $ra {-connectionFactoryInterfaces javax.sql.DataSource
-name J2CCFI -jndiName eis/J2CCF1}

» Using Jython string:

AdminTask.createJ2CConnectionFactory(ra, '[-connectionFactoryInterfaces javax.sql.DataSource
-name J2CCF1 -jndi Name eis/J2CCFI1]')

* Using Jython list:

AdminTask.createJ2CConnectionFactory(ra, ['-connectionFactoryInterfaces',
'javax.sql.DataSource', '-name', 'J2CCF1', '-jndiName', 'eis/J2CCFI1'])

Interactive mode example usage:

* Using Jacl:

$AdminTask createJ2CConnectionFactory {-interactive}

* Using Jython:

AdminTask.createJ2CConnectionFactory('-interactive')
listAdminObijectinterfaces

Use the listAdminObjectinterfaces command to list the administrative object interfaces that are defined
under the resource adapter that you specify.

Target object
J2C Resource Adapter object ID

Parameters and return values
e Parameters: None
* Returns: A list of administrative object interfaces.

Examples

Batch mode example usage:

» Using Jacl:

$AdminTask 1istAdminObjectInterfaces $ra
* Using Jython string:
AdminTask.TistAdminObjectInterfaces(ra)
* Using Jython list:
AdminTask.TistAdminObjectInterfaces(ra)

Interactive mode example usage:
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» Using Jacl:
$AdminTask 1istAdminObjectInterfaces {-interactive}
* Using Jython:

AdminTask.1listAdminObjectInterfaces('-interactive')
listConnectionFactorylnterfaces

Use the listConnectionFactoryInterfaces command to list all of the connection factory interfaces that are
defined under the Java 2 connector resource adapter that you specify.

Target object
J2C Resource Adapter object ID

Parameters and return values
» Parameters: None
* Returns: A list of connection factory interfaces.

Examples

Batch mode example usage:

* Using Jacl:

$AdminTask listConnectionFactoryInterfaces $ra
* Using Jython string:
AdminTask.listConnectionFactoryInterfaces(ra)
* Using Jython list:

AdminTask.listConnectionFactoryInterfaces(ra)

Interactive mode example usage:

* Using Jacl:

$AdminTask listConnectionFactoryInterfaces {-interactive}
* Using Jython:

AdminTask.listConnectionFactoryInterfaces('-interactive')
listJ2CActivationSpecs

Use the listJ2CActivationSpecs command to list the activation specifications that are contained under the
resource adapter and message listener type that you specify.

Target object
J2C Resource Adapter object ID

Parameters and return values

-messagelListenerType
Specifies the message listener type for the resource adapter for which you are making a list. This
parameter is required.

Examples

Batch mode example usage:
* Using Jacl:

$AdminTask listJ2CActivationSpecs $ra {-messagelListener Type javax.jms.Messagelistener}
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* Using Jython string:
AdminTask.1istJ2CActivationSpecs(ra, '[-messagelListener Type javax.jms.Messagelistener]"')
* Using Jython list:

AdminTask.1istJ2CActivation Specs(ra, ['-messagelistener Type', 'javax.jms.Messagelistener'])

Interactive mode example usage:

» Using Jacl:

$AdminTask 1istJ2CActivationSpecs {-interactive}
* Using Jython:

AdminTask.1istJ2CActivationSpecs('-interactive')
listd2CAdminObjects

Use the listJ2CAdminObjects command to list administrative objects that contain the administrative object
interface that you specify.

Target object
J2C Resource Adapter object ID

Parameters and return values

-adminObjectInterface
Specifies the administrative object interface for which you want to list. This parameter is required.

Examples

Batch mode example usage:
» Using Jacl:

$AdminTask 1istJ2CAdminObjects $ra {-adminObjectInterface
fvt.adaptor.message.FVTMessageProvider}

» Using Jython string:

AdminTask.TistJ2CAdminObjects(ra, '[-adminObjectInterface
fvt.adaptor.message.FVTMessageProvider] ")

Interactive mode example usage:

» Using Jacl:

$AdminTask 1istJ2CAdminObjects {-interactive}
* Using Jython:
AdminTask.1istJ2CAdminObjects('-interactive')

listd2CConnectionFactories

Use the listJ2CConnectionFactories command to list the Java 2 connector connection factories under the
resource adapter and connection factory interface that you specify.

Target object
J2C Resource Adapter object ID

Parameters and return values

-connectionFactoryInterface
Indicates the name of the connection factory that you want to list. This parameter is required.
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Examples

Batch mode example usage:

» Using Jacl:

$AdminTask listJ2CConnectionFactories $ra {-connectionFactoryInterface javax.sql.DataSource}

* Using Jython string:

AdminTask.1istJ2CConnectionFactories(ra, '[-connectionFactoryInterface javax.sql.DataSource]")
* Using Jython list:

AdminTask.1istJ2CConnectionFactories(ra, ['-connectionFactoryInterface',
'javax.sql.DataSource'])

Interactive mode example usage:

» Using Jacl:

$AdminTask TistJ2CConnectionFactories {-interactive}
* Using Jython:

AdminTask.TistJ2CConnectionFactories('-interactive')
listMessageListenerTypes

Use the listMessageListenerTypes command to list the message listener types that are defined under the
resource adapter that you specify.

Target object
J2C Resource Adapter object ID

Parameters and return values
e Parameters: None
* Returns: A list of message listener types.

Examples

Batch mode example usage:

» Using Jacl:

$AdminTask listMessagelListenerTypes $ra
» Using Jython string:
AdminTask.listMessagelListenerTypes(ra)
* Using Jython list:

AdminTask.1istMessagelListenerTypes(ra)

Interactive mode example usage:

» Using Jacl:

$AdminTask listMessagelListenerTypes {-interactive}
» Using Jython:

AdminTask.listMessageListenerTypes('-interactive')
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Chapter 5. Scripting for Naming and directory

This page provides a starting point for finding information about naming support. Naming includes both
server-side and client-side components. The server-side component is a Common Object Request Broker
Architecture (CORBA) naming service (CosNaming). The client-side component is a Java™ Naming and
Directory Interface (JNDI) service provider. JNDI is a core component in the Java Platform, Enterprise
Edition (Java EE) programming model.

The WebSphere® JNDI service provider can be used to interoperate with any CosNaming name server
implementation. Yet WebSphere name servers implement an extension to CosNaming, and the JNDI
service provider uses those WebSphere extensions to provide greater capability than CosNaming alone.
Some added capabilities are binding and looking up of non-CORBA objects.

Java EE applications use the JNDI service provider supported by WebSphere Application Server to obtain
references to objects related to server applications, such as enterprise bean (EJB) homes, which have
been bound into a CosNaming name space.

Configuring namespace bindings using the wsadmin scripting tool

Use this topic to configure name space bindings with the Jython or Jacl scripting languages and the
wsadmin tool.

Before you begin
About this task

Use this task and the following examples to configure string, Enterprise JavaBeans (EJB), CORBA, or
indirect name space bindings on a cell.

Procedure

1. Start the wsadmin scripting tool.

2. Identify the cell and assign it to the cell variable.
Using Jacl:

set cell [$AdminConfig getid /Cell:mycell/]
Example output:

mycell(cells/mycell|cell.xml#Cell 1)
Using Jython:

cell = AdminConfig.getid('/Cell:mycell/")
print cell

You can change this example to configure on a node or server here.

3. Add a new name space binding on the cell. There are four binding types to choose from when
configuring a new name space binding. They are string, EJB, CORBA, and indirect.

» To configure a string type name space binding:
Using Jacl:

$AdminConfig create StringNameSpaceBinding $cell {{name bindingl} {nameInNameSpace
myBindings/myString} {stringToBind "This is the String value that gets bound"}}

Example output:
bindingl(cells/mycell|namebindings.xml#StringNameSpaceBinding_1)
Using Jython:

print AdminConfig.create('StringNameSpaceBinding', cell, [['name', 'bindingl'],
['nameInNameSpace', 'myBindings/myString'], ['stringToBind', "This is the String value that gets bound"]])

» To configure an EJB type name space binding:
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Using Jacl:

$AdminConfig create EjbNameSpaceBinding $cell {{name binding2} {nameInNameSpace myBindings/myEJB}
{applicationNodeName mynode} {bindingLocation SINGLESERVER} {applicationServerName serverl}
{ejbdndiName ejb/myEJB}}

Using Jython:

print AdminConfig.create('EjbNameSpaceBinding', cell, [['name', 'binding2'], ['nameInNameSpace',
'myBindings/myEJB'], ['applicationNodeName', 'mynode'], ['bindingLocation', 'SINGLESERVER'],
['applicationServerName', 'serverl'], ['ejbdndiName', 'ejb/myEJB']])

This example is for an EJB located in a server. For an EJB in a cluster, change the configuration
example to:
Using Jacl:

$AdminConfig create EjbNameSpaceBinding $cell {{name binding2} {nameInNameSpace myBindings/myEJB}
{bindingLocation SERVERCLUSTER} {applicationServerName clusterl} {ejbJndiName ejb/myEJB}}

Using Jython:

print AdminConfig.create('EjbNameSpaceBinding', cell, [['name', 'binding2'],
['nameInNameSpace', 'myBindings/myEJB'], ['bindingLocation','SERVERCLUSTER'],
['applicationServerName','clusterl'], ['ejbJndiName','ejb/myEJB']])

Example output:
binding2(cells/mycell|namebindings.xml#EjbNameSpaceBinding_1)
» To configure a CORBA type name space binding:
Using Jacl:

$AdminConfig create CORBAObjectNameSpaceBinding $cell {{name binding3} {nameInNameSpace
myBindings/myCORBA} {corbanameUr1 corbaname:iiop:somehost.somecompany.com:2809#stuff/MyCORBAOjbect}
{federatedContext false}}

Example output:
binding3(cells/mycell|namebindings.xm]#CORBAObjectNameSpaceBinding 1)
Using Jython:

print AdminConfig.create('CORBAObjectNameSpaceBinding', cell, [['name', 'binding3'],['nameInNameSpace',
'myBindings/myCORBA'], ['corbanameUr1', 'corbaname:iiop:somehost.somecompany.com:2809#stuff/MyCORBAOjbect'],
['federatedContext', 'false']])

» To configure an indirect type name space binding:
Using Jacl:

$AdminConfig create IndirectLookupNameSpaceBinding $cell
{{name binding4} {nameInNameSpace myBindings/myIndirect} {providerURL
corbaloc: :myCompany.com:9809/NameServiceServerRoot} {jndiName jndi/name/for/EJB}}

Example output:
binding4(cells/mycell|namebindings.xml#IndirectLookupNameSpaceBinding_1)
Using Jython:

print AdminConfig.create('IndirectLookupNameSpaceBinding', cell, [['name', 'binding4'],
['nameInNameSpace', 'myBindings/myIndirect'], ['providerURL', 'corbaloc::myCompany.com:9809/NameServiceServerRoot'],
['jndiName', 'jndi/name/for/EJB']])

4. Save the configuration changes.
Use the following command example to save your configuration changes:
AdminConfig.save()
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Chapter 6. Scripting for security

Configuring security with scripting

You can configure security with scripting and the wsadmin tool.
Before you begin

Before starting this task, the wsadmin tool must be running. Read about Starting the wsadmin scripting
client for more information.

About this task

If you enable security for an application server cell, supply authentication information to communicate with
servers. The sas.client.props and the soap.client.props files are located in the following properties
directory for each application server profile:

e |profile root|/properties

Procedure

» The nature of the properties file updates required for running in secure mode depend on whether you
connect with a Remote Method Invocation (RMI) connector, a JSR160RMI connector, an Inter-Process
Communications (IPC) or a SOAP connector:

— If you use a Remote Method Invocation (RMI) connector or a JSR160RMI connector, set the
following properties in the sas.client.props file with the appropriate values:

com. ibm.CORBA.ToginUserid=
com. ibm.CORBA. 1oginPassword=

Also, set the following property:

com.ibm.CORBA.ToginSource=properties

The default value for this property is prompt in the sas.client.props file. If you leave the default
value, then a dialog box is displayed with a password prompt. If the script is running unattended,
then the system stops.

— If you use a SOAP connector, set the following properties in the soap.client.props file with the
appropriate values:

com. ibm.SOAP.securityEnabled=true
com. ibm.SOAP.ToginUserid=
com. ibm.SOAP.ToginPassword=

Optionally, set the following property:

com. ibm.SOAP.ToginSource=none

The default value for this property is prompt in the soap.client.props file. If you leave the default
value, a dialog box is displayed with a password prompt. If the script is running unattended, then the
system stops.

— If you use an IPC connector, set the following properties in the ipc.client.props file with the
appropriate values:

com.ibm.IPC.ToginUserid=
com.ibm.IPC.loginPassword=

Optionally, set the following property:

com.ibm.IPC.loginSource=prompt

The default value for this property is prompt in the soap.client.props file. If you leave the default
value, a dialog box appears with a password prompt. If the script is running unattended, it appears to
hang.

» Specify user and password information. Choose one of the following methods:
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— Specify user name and password on a command line, using the -user and -password commands,
as the following examples demonstrate:

wsadmin -conntype JSRI60RMI -port 2809 -user ul -password secretl
— Specify user name and password in the sas.client.props file for an RMI connector, the
ipc.client.props file for the IPC connector, or the soap.client.props file for a SOAP connector.
If you specify user and password information on a command line and in the sas.client.props file or the
soap.client.props file, the command line information overrides the information in the props file.

BT T BT BT The use of -password option may result in security
exposure as the password information becomes visible to the system status program such as ps

command which can be invoked by other user to display all the running processes. Do not use this
option if security exposure is a concern. Instead, specify user and password information in the
soap.client.props file for the SOAP connector, the sas.client.props file for the JSR160RMI connector or
the Remote Method Invocation (RMI) connector, or the ipc.client.props file for the IPC connector. The
soap.client.props, sas.client.props, and ipc.client.props files are located in the properties directory of
your profile.

Enabling and disabling security using scripting

You can use scripting to enable or disable application security, global security, administrative security
based on the LocalOS registry, and authentication mechanisms.

Before you begin

Before starting this task, the wsadmin tool must be running. See the Starting the wsadmin scripting client
article for more information.

About this task

The default profile sets up procedures so that you can enable and disable administrative security based on
LocalOS registry.

Procedure
» Use the isAppEnabled command to determine if application security is enabled or disabled, as the
following example demonstrates:
— Using Jacl:
$AdminTask isAppSecurityEnabled {}
— Using Jython:
AdminTask.isAppSecurityEnabled()
This command returns a value of true if appEnabled is set to true. Otherwise, returns a value of false.
* Use the isGlobalSecurityEnabled command to determine if administrative security is enabled or
disabled, as the following example demonstrates:
— Using Jacl:
$AdminTask isGlobalSecurityEnabled{}
— Using Jython:
AdminTask.isGlobalSecurityEnabled()
Returns a value of true if enabled is set to true. Otherwise, returns a value of false.

» Use the setGlobalSecurity command to set administrative security based on the passed in value, as the
following example demonstrates:

— Using Jacl:
$AdminTask setGlobalSecurity {-enabled true}
— Using Jython:

AdminTask.setGlobalSecurity ('[-enabled true]')
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Returns a value of true if the enabled field in the WCCM security model is successfully updated.
Otherwise, returns a value of false.
* Use the help command to find out the arguments that you need to provide with this call, as the
following example demonstrates:
— Using Jacl:
securityon help
Example output:
Syntax: securityon user password
— Using Jython:
securityon()
Example output:
Syntax: securityon(user, password)
* Enable administrative security based on the LocalOS registry, as the following example demonstrates:
— Using Jacl:
securityon userl passwordl
— Using Jython:
securityon('userl', 'passwordl")
» Disable administrative security based on the LocalOS registry, as the following example demonstrates:
— Using Jacl:
securityoff
— Using Jython:
securityoff()
* Enable and disable LTPA and Kerberos authentication.
Use the setActiveAuthMechanism command to set Kerberos as the authentication mechanism in the
security configuration, as the following example demonstrates:
AdminTask.setActiveAuthMechanism('-authMechanismType KRB5"')
Use the setActiveAuthMechanism command to set LTPA as the authentication mechanism in the
security configuration, as the following example demonstrates:
AdminTask.setActiveAuthMechanism('-authMechanismType LTPA")
Additionally, there are sample scripts located in the <WAS_R00T>/bin directory on how to enable and
disable LTPA authentication. The scripts are:
— LTPA_LDAPSecurityProcs.py (python script)

— LTPA_LDAPSecurityProcs.jacl (jacl script)

Note: The scripts hard code the type of LDAP server and base distinguished name (baseDN). The
LDAP server type is hardcoded as IBM_DIRECTORY_SERVER and the baseDN is hardcoded
as o=ibm,cn=us.

Enabling and disabling Java 2 security using scripting
You can enable or disable Java 2 security with scripting and the wsadmin tool.

About this task

There are two ways to enable or disable Java 2 security. You can use the commands for the AdminConfig
object, or you can use the setAdminActiveSecuritySettings command for the AdminTask object.

Procedure
1. Use the setAdminActiveSecuritySettings command for the AdminTask object to enable or disable Java
2 security.

a. Launch the wsadmin scripting tool using the Jython scripting language. See the Starting the
wsadmin scripting client article for more information.
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b. Use the getActiveSecuritySettings command to display the current security settings, including
custom properties for global security, as the following example demonstrates:

* Using Jacl:
$AdminTask getActiveSecuritySettings
* Using Jython:
AdminTask.getActiveSecuritySettings()
c. Use the setAdminActiveSecuritySettings command to enable or disable Java 2 security.
The following examples enable Java 2 security:
» Using Jacl:
$AdminTask setAdminActiveSecuritySettings {-enforcedava2Security true}
* Using Jython:
AdminTask.setAdminActiveSecuritySettings('-enforceJava2Security true')
The following examples disable Java 2 security:
» Using Jacl:
$AdminTask setAdminActiveSecuritySettings {-enforcedava2Security false}
* Using Jython:
AdminTask.setAdminActiveSecuritySettings('-enforcedava2Security false')
d. Save the configuration changes.
Use the following command example to save your configuration changes:
AdminConfig.save()
2. Use the AdminConfig object to enable Java 2 security.
a. Start the wsadmin scripting tool.

b. Identify the security configuration object and assign it to the security variable, as the following
example demonstrates:

» Using Jacl:
set security [$AdminConfig 1ist Security]
* Using Jython:

security = AdminConfig.list('Security')
print security

Example output:
(cells/mycell|security.xml#Security 1)
c. Modify the enforcedJava2Security attribute to enable or disable Java 2 security, as the following
examples demonstrates:
* To enable Java 2 security:
— Using Jacl:
$AdminConfig modify $security {{enforcedava2Security true}}
— Using Jython:
AdminConfig.modify(security, [['enforcedavazSecurity', 'true'l])
* To disable Java 2 security:
— Using Jacl:
$AdminConfig modify $security {{enforcedava2Security false}}
— Using Jython:
AdminConfig.modify(security, [['enforcelava2Security', 'false']])
d. Save the configuration changes.
Use the following command example to save your configuration changes:
AdminConfig.save()
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WizardCommands command group for the AdminTask object

You can use the Jython or Jacl scripting languages to configure security with the wsadmin tool. The
commands and parameters in the WizardCommands group can be used to configure security using similar
actions to the security wizard panels in the administrative console.

The WizardCommands command group for the AdminTask object includes the following commands:
+ [‘addToAdminAuthz’|

+ |“applyWizardSettings’|

* [‘getCurrentWizardSettings” on page 86|
+ [‘isAdminLockedOut” on page 86|

* |“isAppSecurityEnabled” on page 87|

» [‘isGlobalSecurityEnabled” on page 87|
* |“setGlobalSecurity” on page 88|

* [‘setUseRegistryServerld” on page 88|
[“validateAdminName” on page 89|
[“validateLDAPConnection” on page 90|
+ [“WIMCheckPassword” on page 92|

addToAdminAuthz
The addToAdminAuthz command adds a new administrative user to your configuration.

Required parameters

adminUser
Specifies the name of the administrative user that you want to add to your configuration.

Examples

Batch mode example usage:
* Using Jacl:
$AdminTask addToAdminAuthz {-adminUser user_name}
* Using Jython string:
AdminTask.addToAdminAuthz ('[-adminUser user_name]')
* Using Jython list:
AdminTask.addToAdminAuthz (['-adminUser', 'user_name'])

Interactive mode example usage:
» Using Jacl:
$AdminTask addToAdminAuthz {-interactive}
* Using Jython string:
AdminTask.addToAdminAuthz ('[-interactive]')
e Using Jython list:
AdminTask.addToAdminAuthz (['-interactive'])

applyWizardSettings
The applyWizardSettings command applies the current security wizard settings from the workspace.

Required parameters
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adminName
Specifies the name of the user with administrative privileges that is defined in the registry.

secureApps
Specifies whether to set application-level security. This type of security provides application isolation
and requirements for authenticating application users.

You can specify a true or false value.

Note: The value that you set for this parameter might be overridden by a value at the server level.

securelLocalResources
Specifies whether to set Java 2 security. If you enable Java 2 security and an application requires
more Java 2 security permissions than are granted in the default policy, then the application might fail
to run properly. By default, access to local resources is not restricted. You can choose to disable Java
2 security, even when application security is enabled.

You can specify a true or false value.

userRegistryType
Specifies a valid user registry type. The following type values are valid:
e LDAPUserRegistry

This registry type uses the Lightweight Directory Access Protocol (LDAP) user registry settings
when users and groups exist in an external LDAP directory.

e CustomUserRegistry

This type specifies a custom registry that implements the UserRegistry interface in the
com.ibm.websphere.security package. If you specify this user registry type, use the
customRegistryClass parameter to specify the class name for the user registry.

* WIMUserRegistry

This value has the same effect as the Federated repositories option in the Security Configuration
Wizard on the administrative console. A registry type manages identities in a single, virtual realm
that is stored in multiple repositories.

* LocalOSUserRegistry
This value specifies the registry for the local operating system of the application server.

Optional parameters

adminPassword
Specifies a password for the user with administrative privileges that is defined in the registry.

customProps
Specifies a custom property.

customRegistryClass
Specifies a dot-separated class name that implements the UserRegistry interface in the
com.ibm.websphere.security package. Include this parameter if you specify CustomUserRegistry for the
userRegistryType parameter.

ignoreCase
Indicates that when an authorization check is performed, the check is not case-sensitive.

You can specify a true or false value.

ldapServerType
Specifies a valid Lightweight Directory Access Protocol (LDAP) server type. The following type values
are valid:

e IBM_DIRECTORY_SERVER
This value refers to a supported IBM Tivoli® Directory Server version.
o IPLANET
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This value refers to a supported Sun Java System Directory Server version.
* NDS

This value refers to a supported Novell eDirectory version.
e DOMINO502

This value refers to a supported IBM Lotus® Domino® server version.
* SECUREWAY

This value refers to an IBM SecureWay™ Directory Server version.
e ACTIVE_DIRECTORY

This value refers to a supported Microsoft Active Directory version.
* CUSTOM

This value refers to a custom registry implementation.

For more information about the supported LDAP server versions, see the WebSphere Application
Server detailed system requirements documentation.

1dapBaseDN
Specifies the base distinguished name of the directory service, which indicates the starting point for
Lightweight Directory Access Protocol (LDAP) searches in the directory service. For example,
ou=Rochester, 0=IBM, c=us.

1dapBindDN
Specifies the distinguished name for the application server, which is used to bind to the directory
service.

1dapBindPassword
Specifies the password for the application server, which is used to bind to the directory service.

1dapHostName
Specifies the (LDAP server host name. This host name is either an IP address or a domain name
service (DNS) name.

1dapPort
Specifies a valid LDAP server port number.

Examples

Batch mode example usage:
» Using Jacl:

$AdminTask applyWizardSettings {-securelLocalResources true_or_false -secureApps true_or_false
-ignoreCase true_or_false -1dapServerType server_type -1dapBaseDN base_DN_value

-1dapBindDN bind_DN_value -1dapBindPassword bind_DN_password

-1dapHostName host_name -ldapPort port_number -userRegistryType

user_registry_type

-adminName administrator_user_name -adminPassword administrator_password}

* Using Jython string:

AdminTask.applyWizardSettings ('[-secureLocalResources true_or_false -secureApps true_or_false
-ignoreCase true_or_false -l1dapServerType server_type -ldapBaseDN base_DN_value

-1dapBindDN bind_DN_value -1dapBindPassword bind_DN_password

-1dapHostName host_name -ldapPort port_number -userRegistryType

user_registry_type

-adminName administrator_user_name -adminPassword administrator_password]"')

* Using Jython list:

AdminTask.applyWizardSettings (['-securelLocalResources', 'true_or_false',
'-secureApps', 'true_or false', '-ignoreCase', 'true_or_false',

'-1dapServerType', 'server_type', '-1dapBaseDN', 'base_DN_value',

'-1dapBindDN', 'bind DN_value', '-1dapBindPassword', 'bind_DN_password',
'-1dapHostName', 'host_name', '-ldapPort', 'port_number',

'-userRegistryType', 'user_registry type', '-adminName', 'administrator_user_name',
'-adminPassword', 'administrator_password'])

Interactive mode example usage:
» Using Jacl:
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$AdminTask applyWizardSettings {-interactive}
* Using Jython string:
AdminTask.applyWizardSettings ('[-interactive]')
* Using Jython list:
AdminTask.applyWizardSettings (['-interactive'])

getCurrentWizardSettings

The getCurrentWizardSettings command retrieves the current security wizard settings from the
workspace.

Parameters
None
Examples

Batch mode example usage:
» Using Jacl:
$AdminTask getCurrentWizardSettings
* Using Jython string:
AdminTask.getCurrentWizardSettings

Interactive mode example usage:

» Using Jacl:
$AdminTask getCurrentWizardSettings {-interactive}

* Using Jython string:
AdminTask.getCurrentWizardSettings ('[-interactive]')

isAdminLockedOut

The isAdminLockedOut command verifies that at least one administrative user exists in the input user
registry.

Required parameters

registryType
Specifies a valid user registry type. The following type values are valid:
e LDAPUserRegistry

This registry type uses the Lightweight Directory Access Protocol (LDAP) user registry settings
when users and groups exist in an external LDAP directory.

* CustomUserRegistry
This type specifies a custom registry.
* WIMUserRegistry

This value has the same effect as the Federated repositories option in the Security Configuration
Wizard on the administrative console. This registry type manages identities in a single, virtual realm
that is stored in multiple repositories.

* LocalOSUserRegistry
This value specifies the registry for the local operating system of the application server.

Examples
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Batch mode example usage:
* Using Jacl:
$AdminTask isAdminLockedOut {-registryType user_registry type}
» Using Jython string:
AdminTask.isAdminLockedOut ('[-registryType user_registry type]')
* Using Jython list:
AdminTask.isAdminLockedOut (['-registryType', 'user_registry type'])

Interactive mode example usage:
» Using Jacl:
$AdminTask isAdminLockedOut {-interactive}
* Using Jython string:
AdminTask.isAdminLockedOut ('[-interactive]')
e Using Jython list:
AdminTask.isAdminLockedOut (['-interactive']

isAppSecurityEnabled

The isAppSecurityEnabled command returns a true or false value that indicates whether application
security is enabled.

Parameters
None
Examples

Batch mode example usage:
» Using Jacl:
$AdminTask isAppSecurityEnabled
» Using Jython string:
AdminTask.isAppSecurityEnabled

Interactive mode example usage:

» Using Jacl:
$AdminTask isAppSecurityEnabled {-interactive}

* Using Jython string:
AdminTask.isAppSecurityEnabled ('[-interactive]')

isGlobalSecurityEnabled

The isGlobalSecurityEnabled command returns a true or false value that indicates whether administrative
security is enabled.

Parameters
None
Examples

Batch mode example usage:
» Using Jacl:
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$AdminTask isGlobalSecurityEnabled
* Using Jython string:
AdminTask.isGlobalSecurityEnabled

Interactive mode example usage:

» Using Jacl:
$AdminTask isGlobalSecurityEnabled {-interactive}

* Using Jython string:
AdminTask.isGlobalSecurityEnabled ('[-interactive]')

setGlobalSecurity
The setGlobalSecurity command changes whether administrative security is enabled.

Required parameters

enabled
Specifies whether to enable administrative security. This enabled parameter is equivalent to the
Enable application security option on the administrative console.

You must specify either a true or false value.
Examples

Batch mode example usage:
» Using Jacl:
$AdminTask setGlobalSecurity {-enabled true or false}
» Using Jython string:
AdminTask.setGlobalSecurity ('[-enabled true or_false]')
* Using Jython list:
AdminTask.setGlobalSecurity (['-enabled', 'true_or false'l)

Interactive mode example usage:
» Using Jacl:
$AdminTask setGlobalSecurity {-interactive}
* Using Jython string:
AdminTask.setGlobalSecurity ('[-interactive]')
* Using Jython list:
AdminTask.setGlobalSecurity (['-interactive'])

setUseRegistryServerld

The setUseRegistryServerld command updates the useRegistryServerld field in the user registry object
within the security.xml file with a true or flase value. If you set the field value to true, the application
server uses a user-specified server ID for interprocess communications.

Required parameters

useRegistryServerlId
Specifies a true or false value for the useRegistryServerld setting.

useRegistryType
Specifies a valid user registry type. The following type values are valid:

* LDAPUserRegistry
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This registry type uses the Lightweight Directory Access Protocol (LDAP) user registry settings
when users and groups exist in an external LDAP directory.

* CustomUserRegistry
This type specifies a custom registry.
* WIMUserRegistry

This value has the same effect as the Federated repositories option in the Security Configuration
Wizard on the administrative console. A registry type manages identities in a single, virtual realm
that is stored in multiple repositories.

* LocalOSUserRegistry
This value specifies the registry for the local operating system of the application server.

Examples

Batch mode example usage:
» Using Jacl:

$AdminTask setUseRegistryServerld {-userRegistryType user_registry type -useRegistryServerld
true_or_false}

» Using Jython string:

AdminTask.setUseRegistryServerId ('[-userRegistryType user registry type -useRegistryServerld
true _or_false]')

* Using Jython list:
AdminTask.setUseRegistryServerId (['-userRegistryType', 'user_registry type', '-useRegistryServerld',
"true_or_false'])
Interactive mode example usage:
» Using Jacl:
$AdminTask setUseRegistryServerld {-interactive}
* Using Jython string:
AdminTask.setUseRegistryServerId ('[-interactive]')
* Using Jython list:
AdminTask.setUseRegistryServerId (['-interactive'])

validateAdminName

The validateAdminName command verifies whether an administrator name exists in the input user
registry.

Required parameters

adminUser
Specifies an administrative user name.

registryType
Specifies a valid user registry type. The following type values are valid:
* LDAPUserRegistry

This registry type uses the Lightweight Directory Access Protocol (LDAP) user registry settings
when users and groups exist in an external LDAP directory.

* CustomUserRegistry
This type specifies a custom registry.
* WIMUserRegistry

This value has the same effect as the Federated repositories option in the Security Configuration
Wizard on the administrative console. A registry type manages identities in a single, virtual realm
that is stored in multiple repositories.
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* LocalOSUserRegistry
This value specifies the registry for the local operating system of the application server.

Optional parameters
ldapServerType
Specifies a valid LDAP server type. The following type values are valid:
e IBM_DIRECTORY_SERVER
This value refers to a supported IBM Tivoli Directory Server version.
e TPLANET
This value refers to a supported Sun Java System Directory Server version.
* NDS
This value refers to a supported Novell eDirectory version.
e DOMINO502
This value refers to a supported IBM Lotus Domino server version.
e SECUREWAY
This value refers to an IBM SecureWay Directory Server version.
e ACTIVE_DIRECTORY
This value refers to a supported Microsoft Active Directory version.
e CUSTOM
This value refers to a custom registry implementation.

For more information about the supported LDAP server versions, see the WebSphere Application
Server detailed system requirements documentation.

Examples

Batch mode example usage:
» Using Jacl:

$AdminTask validateAdminName {-ldapServerType server_type -registryType user_registry_type
-adminUser administrator}

» Using Jython string:

AdminTask.validateAdminName ('[-1dapServerType server_type -registryType user_registry_type
-adminUser administrator]')

* Using Jython list:
AdminTask.validateAdminName (['-1dapServerType', 'server_type', '-registryType',
'user_registry_type',
'-adminUser', ‘'administrator'])
Interactive mode example usage:
» Using Jacl:
$AdminTask validateAdminName {-interactive}
* Using Jython string:
AdminTask.validateAdminName ('[-interactive]')
* Using Jython list:
AdminTask.validateAdminName (['-interactive'])

validateLDAPConnection
The validateLDAPConnection command validates the connection to a specified LDAP server.

Required parameters
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hostname
Specifies the LDAP server host name. This host name is either an IP address or a domain name
service (DNS) name.

ss1Enabled
Specifies whether secure socket communications is enabled with the Lightweight Directory Access
Protocol (LDAP) server. When this option is selected, LDAP Secure Sockets Layer (SSL) settings are
used, if specified.

type
P Specifies a valid LDAP registry type. The following type values are valid:
e IBM_DIRECTORY_SERVER
This value refers to a supported IBM Tivoli Directory Server version.
e IPLANET
This value refers to a supported Sun Java System Directory Server version.
* NDS
This value refers to a supported Novell eDirectory version.
» DOMINO0502
This value refers to a supported IBM Lotus Domino server version.
e SECUREWAY
This value refers to an IBM SecureWay Directory Server version.
e ACTIVE_DIRECTORY
This value refers to a supported Microsoft Active Directory version.
e CUSTOM
This value refers to a custom registry implementation.

For more information about the supported LDAP server versions, see the WebSphere Application
Server detailed system requirements documentation.

Optional parameters

baseDN
Specifies the base distinguished name of the directory service, which indicates the starting point for
LDAP searches in the directory service. For example, ou=Rochester, 0=IBM, c=us

bindDN
Specifies the distinguished name for the application server, which is used to bind to the directory
service.

bindPassword
Specifies the password for the application server, which is used to bind to the directory service.

port
Specifies the LDAP server port number.

securityDomainName
Specifies the name that is used to uniquely identify the security domain.

ss1Alias
Specifies which SSL configuration to use for LDAP.

Examples

Batch mode example usage:
» Using Jacl:
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$AdminTask validateLDAPConnection {-baseDN base_ND_value -bindDN bind_DN_value
-bindPassword bind_password -hostname host_name -securityDomainName
security_domain_name
-port port_number -ss1Alias alias -sslEnabled true_or_false
-type LDAP_registry_type}
» Using Jython string:
AdminTask.validateLDAPConnection ('[-baseDN base_ND_value -bindDN bind_DN_value
-bindPassword bind_password -hostname host_name -securityDomainName
security_domain_name
-port port_number -ss1Alias alias -sslEnabled true_or_false
-type LDAP_registry typel')
* Using Jython list:
AdminTask.validateLDAPConnection (['-baseDN', 'base_ND_value', '-bindDN', 'bind DN_value',
'-bindPassword', 'bind _password', '-hostname', 'host_name', '-securityDomainName',
'security_domain_name', '-port', 'port_number', '-sslAlias', 'alias',
'-ss1Enabled', 'true_or_false', '-type', 'LDAP_registry_type'])
Interactive mode example usage:
» Using Jacl:

$AdminTask validateLDAPConnection {-interactive}
» Using Jython string:

AdminTask.validateLDAPConnection ('[-interactive]')
* Using Jython list:

AdminTask.validateLDAPConnection (['-interactive'])
WIMCheckPassword
The WIMCheckPassword command validates the user name and password in the federated repository.

Required parameters

username
Specifies the name of the user.

password
Specifies the password for the user.

Examples

Batch mode example usage:
» Using Jacl:
$AdminTask.WIMCheckPassword {-username user name -password password}
* Using Jython string:
AdminTask.WIMCheckPassword ('[-username user_name -password password]')
* Using Jython list:
AdminTask.WIMCheckPassword (['-username', 'user_name', '-password', 'password'])

Interactive mode example usage:
» Using Jacl:
$AdminTask WIMCheckPassword {-interactive}
» Using Jython string:
AdminTask.WIMCheckPassword ('[-interactive]')
* Using Jython list:
AdminTask.WIMCheckPassword (['-interactive'])
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Configuring multiple security domains using scripting

You can customize your security configuration at the cell, sever, or cluster level by configuring multiple
security domains.

Before you begin

Users assigned to the administrator role can configure security domains. Verify that you have the
appropriate administrative role before configuring security domains. Also, enable global security in your
environment before configuring multiple security domains.

About this task

You can create multiple security domains to customize your security configuration. Use multiple security
domains to achieve the following goals:

» Configure different security attributes for administrative and user applications within a cell
« Consolidate server configurations by managing different security configurations within a cell

» Restrict access between applications with different user registries, or configure trust relationships
between applications to support communication across registries

Procedure

1. [Create a security domain.|Create multiple security domains in your configuration. By creating multiple
security domains, you can configure different security attributes for administrative and user applications
within a cell environment.

2. |Assign the security domain to one or a set of resources or scopes|Assign management resources to
security domains. Set management resources to your security domains to customize your security
configuration for a cell, server, or cluster.

3. [Customize your security configuration by specifying attributes for your security domain| See the
following examples of security attributes:

» User registries to validate user credentials

* Authorization for validating access to resources

« Trust association interceptor (TAl) to authenticate a web user using a reverse proxy server
* Application and system JAAS login configurations

* LTPA timeout settings

» Application security enablement to provide application isolation and requirements for authenticating
application users

« Java 2 Security to increase overall system integrity by checking for permissions before allowing
access to certain protected system resources

* Remote Method Invocation over Internet Inter-ORB Protocol (RMI/IIOP) to invoke web services
through remote procedure calls

» Custom properties

Configuring security domains using scripting

Use this topic to create multiple security domains in your configuration. By creating multiple security
domains, you can configure different security attributes for administrative and user applications within a
cell environment.

Before you begin

You must have the administrator role to configure security domains. Also, enable global security in your
environment before configuring multiple security domains.
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About this task

You can create multiple security domains to customize your security configuration. Use multiple security
domains to achieve the following goals:

» Configure different security attributes for administrative and user applications within a cell
» Consolidate server configurations by managing different security configurations within a cell

» Restrict access between applications with different user registries, or configure trust relationships
between applications to support communication across registries

Use the following steps to create a new security domain with the wsadmin tool:

Procedure

1. Launch the wsadmin scripting tool using the Jython scripting language. See the Starting the wsadmin
scripting client article for more information.

2. Create a security domain.

To create a security domain, you can create a new security domain, copy an existing security domain,
or copy the existing global security configuration.

* Use the createSecurityDomain command to create the domain-security.xml and
domain-security-map.xml security files in the config/waspo] icies/default/
security configuration_name directory. No configuration data is added to the domain-security.xm]
file. Use the following Jython command example to create a security domain:

AdminTask.createSecurityDomain('-securityDomainName securityDomainl -securityDomainDescription "handles user applications”')
The command returns the object name of the security domain that was created, as the following
example output demonstrates:
'waspolicies/default/securitydomains/mydomain:domain-security.xml#AppSecurity_1183132319126'

» Use the copySecurityDomain command to create a new security domain with the attributes of an
existing security domain. If the security configuration of the existing domain has an active user
registry defined, then a new realm name for that registry must be used in the new security
configuration. If a realm name is not specified with the copySecurityDomain command, then the
command assigns a name.

Table 1. copySecurityDomain command parameter descriptions. Specify the following parameters to copy an existing
security domain:

Parameter Description

-securityDomainName Specifies the name of the new security domain to create (String, required)

-copyFromSecurityDomainName Specifies the name of the existing security domain to copy (String, required)

-realmName Specifies the name of the realm in the security domain to create. The system assigns the realm name to
the active user registry in the security domain (String, optional)

-securityDomainDescription Specifies a description for the security domain to create (String, optional)

Use the following Jython command to copy an existing security domain:
AdminTask.copySecurityDomain('-securityDomainName copyOfDomainl -copyFromSecurityDomainName securityDomainl')
The command returns the object name of the new security domain, as the following example output
demonstrates:
'waspolicies/default/securitydomains/copyOfDomainl:domain-security.xml#AppSecurity_1183132319186'

» Use the copySecurityDomainFromGilobalSecurity command to create a security domain by copying
the global security configuration. If the global security configuration has an active user registry
defined, then a new realm name for that registry must be used for the security domain to create. If
you do not specify a realm name, then the command assigns a name.

Table 2. copySecurityDomainFromGlobalSecurity command parameter descriptions. Specify the following parameters
to copy the global security configuration:

Parameter Description

-securityDomainName Specifies the name of the new security domain to create (String, required)
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Table 2. copySecurityDomainFromGlobalSecurity command parameter descriptions (continued). Specify the following
parameters to copy the global security configuration:
Parameter Description

-realmName Specifies the name of the realm in the security domain to create. The system assigns the realm
name to the active user registry in the security domain (String, optional)

-securityDomainDescription Specifies a description for the security domain to create (String, optional)

Use the following Jython command to copy the global security configuration:
AdminTask.copySecurityDomainFromGlobalSecurity('-securityDomainName GScopy")

The command returns the object name of the new security domain, as the following example output
demonstrates:

'waspolicies/default/securitydomains/copyOfDomainl:domain-security.xml#AppSecurity_1183132319186"
3. Save your configuration changes.
Use the following command example to save your configuration changes:

AdminConfig.save()
What to do next

Use the wsadmin tool to map a scope to your security domain. Additionally, you can configure security
artifacts in the newly created domain, by:

» configuring user registries.

* enabling application and Java EE security.

» setting Lightweight Third-Party Authentication (LTPA) timeout.

« configuring System and Application Java™ Authentication and Authorization Service (JAAS) login.
+ configuring Java 2 Connector (J2C) authorization data.

» configuring Remote Method Invocation over Internet Inter-ORB Protocol (RMI/IIOP) security.

Configuring local operating system user registries using scripting
Use this topic to configure user registries for global security and security domain configurations using the
wsadmin tool. You can define user registries at the global level and for multiple security domains.

Before you begin

You must meet the following requirements before configuring local operating system user registries:
* You must have the administrator or new admin role.
» Enable global security in your environment.

» To configure local operating system user registries for multiple security domains, you must configure at
least one security domain.

About this task

Configure local operating system user registries to support use of the authentication mechanism with the
user accounts database of the local operating system. You can specify local operating system user
registries at the global level and at the security domain.

When you configure a user registry in the global security configuration, the administrator does not specify
a realm name for the user registry. The system determines the realm name from the security runtime. The
system typically specifies the hostname for local operating system registries.

In security domains, you can configure a different realm for a user registry configuration. For example, you
can configure two registries that use the same LDAP server listening on the same port, but use different
base distinguished names (baseDN). This allows the configuration to serve different sets of users and
groups. To use this type of scenario, you must specify a realm name for each user registry configured for

Chapter 6. Scripting for security 95



a domain. Because there can be multiple realms in your configuration, you can also specify a list of trusted
realms. This allows communication between applications that use different realms.

Use the following steps to configure local operating system user registries for your global security
configuration and for multiple security domains:

Procedure
» Configure local operating system registries for global security configurations.

1. Use the configureAdminLocalOSUserRegistry command and the following optional parameters to
configure a local operating system user registry in your global security configuration.

Note: This command is not supported in a local mode.

Table 3. Optional parameters. This table lists the configureAdminLocalOSUserRegistry command and its optional
parameters:

Parameter Description Data type

-autoGenerateServerld Specifies whether to automatically generate the | Boolean
server identity to use for internal process
communication. To set a specific server identity,
specify the -serverld parameter.

-serverld Specifies the user identity in the repository to String
use for internal process communication.

-serverldPassword Specifies the password that corresponds to the | String
user identity.

-primaryAdminid Specifies the name of the user with String
administrative privileges as defined in the
registry. This parameter does not apply to
security configurations. The user name must
exist in the user registry repository.

-customProperties Specifies a list of attribute and value pairs to String
store as custom properties on the user registry.
Separate each attribute and value pair with a
comma character (,), as the following syntax
displays:
"attributel=valuel","attribute2=value2"

-verifyRegistry Specifies whether to verify the user registry. The | Boolean
default value is true and verification is
automatically performed.

-ignoreCase Specifies whether to perform the case-sensitive | Boolean
authorization check. This only applies to the
2/0S® local operating system user registry.

Use the following Jython example command to configure the local operating system registry for
global security:
AdminTask.configureAdminLocalOSUserRegistry('-autoGenerateServerld true -primaryAdminId gsAdmin')

2. Configure the user registry to be the active user registry for the server.
For example, the following Jython command sets the active user registry as the
LocalOSUserRegistry registry for your global security configuration:
AdminTask.setAdminActiveSecuritySettings('-activeUserRegistry LocalOSUserRegistry')
3. Save your configuration changes.
Use the following command example to save your configuration changes:
AdminConfig.save()
» Configure local operating system registries for security domains.
1. Determine the name of the security domain to configure.

Use the listSecurityDomains command to list all security domains on the server, as the following
Jython example demonstrates:

AdminTask.listSecurityDomains()
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If you want to configure the local operating system registry for a specific server, cluster, or cell, use
the getSecurityDomainForResource command to display the security domain name for the
management scope of interest. The following Jython example displays the name of the security
domain configured at the cell-level:

AdminTask.getSecurityDomainForResource('-resourceName Cell=:Node=myNode:Server=myServer")

For this example, the command returns the following output:

domain2

2. Configure a local operating system user registry for a security domain. Use the
configureAppLocalOSUserRegistry command and the following optional parameters to configure a
local operating system user registry.

Note: This command is not supported in a local mode.

Table 4. Optional parameters. This table describes the configureAppLocalOSUserRegistry command and its optional

parameters:

Parameter Description Data type

-securityDomainName Specifies the unique name that identifies the String
security domain of interest.

-realmName Specifies the name of the realm of the user String
registry.

-customProperties Specifies a list of attribute and value pairs to String
store as custom properties on the user registry
object. Separate each attribute and value pair
with a comma character (,).

-verifyRegistry Specifies whether to verify the user registry. The | Boolean
default value is true, and verification is
automatically performed.

-ignoreCase Specifies whether to perform the case-sensitive | Boolean
authorization check. This only applies to the
z/OS local operating system user registry.

Use the following Jython command to configure the local operating system user registry for the
domain2 security domain:

AdminTask.configureAppLocalOSUserRegistry('-securityDomainName domain2 -realmName domainZRealm')

3. Configure the user registry to be the active user registry for the server.

For example, the following Jython command sets the active user registry as the
LocalOSUserRegistry registry for your security domain configuration:

AdminTask.setAppActiveSecuritySettings('-securityDomainName domain2 -activeUserRegistry LocalOSUserRegistry')
4. Save your configuration changes.
Use the following command example to save your configuration changes:
AdminConfig.save()

What to do next

Configuring custom user registries using scripting

Use this topic to configure custom user registries for global security and security domain configurations
using the wsadmin tool. You can define custom user registries at the global level and for multiple security
domains.

Before you begin

You must meet the following requirements before configuring custom user registries:
* You must have the administrator or new admin role.

* Enable global security in your environment.

* Implement and build the UserRegistry interface and configure a custom registry.
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» To configure custom user registries for multiple security domains, you must configure at least one
security domain.

About this task

WebSphere Application Server security supports stand-alone custom registries in addition to the local
operating system registry, standalone Lightweight Directory Access Protocol (LDAP) registries, and
federated repositories for authentication and authorization. A stand-alone custom-implemented registry
uses the UserRegistry Java interface as provided by the product. A stand-alone custom registry can
support any type of account repository from a relational database, flat file, and so on. You can specify
custom user registries at the global level and at the security domain.

When you configure a user registry in the global security configuration, the administrator does not specify
a realm name for the user registry. The system determines the realm name from the security run time. The
realm name for custom registries is set by the custom registry.

Use the following command to make a specific user registry the active user registry in the global security
configuration:

Jython

AdminTask.setAdminActiveSecuritySettings ('[-activeUserRegistry CustomUserRegistry]"')

Jacl
$AdminTask setAdminActiveSecuritySettings {-activeUserRegistry CustomUserRegistry}

Use the following command to make a specific user registry the active user registry in the security domain
configuration:

Jython

AdminTask.setAppActiveSecuritySettings ('[-securityDomainName domain2 -activeUserRegistry CustomUserRegistry]')

Jacl

$AdminTask setAppActiveSecuritySettings {-securityDomainName domain2 -activeUserRegistry CustomUserRegistry}

In security domains, you can configure a different realm for a user registry configuration. For example, you
can configure two registries that use the same LDAP server listening on the same port, but use different
base distinguished names (baseDN). This method supports the configuration to serve different sets of
users and groups. To use this type of scenario, you must specify a realm name for each user registry
configured for a domain. Multiple realms can exist in your configuration, and you can also specify a list of
trusted realms. Communications between applications that use different realms is supported.

Use the following steps to configure custom user registries for your global security configuration and for
multiple security domains:

Procedure
» Configure custom user registries for global security configurations.

Note: This command is not supported in a local mode.

Table 5. Optional parameters. Use the configureAdminCustomUserRegistry command and the following optional
parameters to configure a custom user registry in your global security configuration:

Parameter Description Data Type

-autoGenerateServerld Specifies whether to automatically generate the server identity to use for Boolean
internal process communication. To set a specific server identity, specify the
-serverld parameter.

-serverld Specifies the user identity in the repository to use for internal process String
communication.

-serverldPassword Specifies the password that corresponds to the user identity. String
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Table 5. Optional parameters (continued). Use the configureAdminCustomUserRegistry command and the following

optional parameters to configure a custom user registry in your global security configuration:

Parameter Description Data Type

-primaryAdminid Specifies the name of the user with administrative privileges as defined in the | String
registry. This parameter does not apply to security configurations. The user
name must exist in the user registry repository.

-customRegClass Specifies the class name that implements the UserRegistry interface in the String
com.ibm.websphere.security class.

-ignoreCase Specifies whether to require case sensitive authorization. Specify true to Boolean
ignore case during authorization.

-customProperties Specifies a list of attribute and value pairs to store as custom properties on String
the user registry object. Separate each attribute and value pair with a comma
character. Also, separately surround the attribute and value pairs with bracket
characters ([]) for the Jython programming language and brace characters
({}) for the Jacl programming language. For example:

Jython -customProperties ["attributel=valuel",
"attributeZ=value2"]
Jython -customProperties {"attributel=valuel",

"attribute2=value2"}

-verifyRegistry Specifies whether to verify the user registry. The default value is true and Boolean
verification is automatically performed.

Use the following example command to configure the custom user registry for global security:

Jython

AdminTask.configureAdminCustomUserRegistry ('[-autoGenerateServerld true -primaryAdminld gsAdmin
-customProperties ["attributel=valuel","attributel=value2"]]")

Jacl

$AdminTask configureAdminCustomUserRegistry {-autoGenerateServerld true -primaryAdminld gsAdmin
-customProperties {"attributel=valuel","attribute2=value2"}}

» Configure custom user registries for security domains.
1. Determine the name of the security domain to configure.
Use the listSecurityDomains command to list all security domains on the server:
Jython
AdminTask.1istSecurityDomains ()

Jacl
$AdminTask TistSecurityDomains

2. Configure a custom user registry for a security domain.

Note: This command is not supported in a local mode.

Table 6. Optional parameters. Use the configureAppCustomUserRegistry command and the following optional
parameters to configure a custom user registry:

Parameter Description Data type

-securityDomainName Specifies the unique name that identifies the security domain of interest. String

-realmName Specifies the name of the realm of the user registry. String

-customRegClass Specifies the class name that implements the UserRegistry interface in the String
com.ibm.websphere.security class.

-ignoreCase Specifies whether to require case sensitive authorization. Specify true to ignore case during | Boolean
authorization.
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Table 6. Optional parameters (continued). Use the configureAppCustomUserRegistry command and the following
optional parameters to configure a custom user registry:

Parameter Description Data type

-customProperties Specifies a list of attribute and value pairs to store as custom properties on the user registry | String
object. Separate each attribute and value pair with a comma character. Also, separately
surround the attribute and value pairs with bracket characters ([]) for the Jython
programming language and brace characters ({}) for the Jacl programming language. For

example:
Jython -customProperties ["attributel=valuel",
"attribute2=value2"]
Jython -customProperties {"attributel=valuel",
"attribute2=value2"}
-verifyRegistry Specifies whether to verify the user registry. The default value is true and verification is Boolean

automatically performed.

Use the following example command to configure the custom user registry for the domain2 security
domain:

Jython

AdminTask.configureAppCustomUserRegistry ('[-securityDomainName domain2 -realmName domainZRealm
-customProperties ["attributel=valuel","attribute2=value2"]]")

Jacl

$AdminTask configureAppCustomUserRegistry {-securityDomainName domain2 -realmName domainZRealm
-customProperties {"attributel=valuel","attributel=value2"}}

What to do next

Use the following command example to save your configuration changes:
AdminConfig.save()

Configuring JAAS login modules using wsadmin scripting

Use this topic to use the wsadmin tool to configure and manage Java Authentication and Authorization
Service (JAAS) login entries to allow communication between realms in a multiple security domain
environment.

Before you begin

You must meet the following requirements before configuring local operating system user registries:
* You must have the administrator or new admin role.

* Enable global security in your environment.

» Configure multiple realms using security domains in your environment.

Procedure

1. Launch the wsadmin scripting tool using the Jython scripting language. See the Starting the wsadmin
scripting client topic for more information.

2. Configure a JAAS login module.

Use the configureJAASLoginEntry command to configure a Java Authentication and Authorization
Service (JAAS) login entry in a security domain or in the global security configuration. You can use this
command to modify existing JAAS login entries or to create new login entries.

Specify the following parameters to configure the JAAS login module:

Table 7. Command parameters. Run the configureJAASLoginEntry command to configure a JAAS login module.

Parameter Description

-loginEntryAlias Specifies an alias that identifies the JAAS login entry in the configuration. (String, required)
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Table 7. Command parameters (continued). Run the configureJAASLoginEntry command to configure a JAAS login
module.

Parameter Description

-loginType Specifies the type of JAAS login entry of interest. Specify system for the system login type or application for the
application login type. (String, required)

-securityDomainName Specifies the name of the security configuration. If you do not specify a security domain name, the system
updates the global security configuration. (String, optional)

-loginModules Specifies a comma (,) separated list of login module class names. Specify the list in the order that the system
calls them. (String, optional)

-authStrategies Optionally specifies the authentication behavior as authentication proceeds down the list of login modules. (String,
optional)

Specify one or many of the following values in a comma (,) separated list:
¢ REQUIRED

Specifies that the LoginModule module is required to succeed. Whether authentication succeeds or fails, the
process still continues down the LoginModule list for each realm.

e REQUISITE

Specifies that the LoginModule module is required to succeed. If authentication is successful, the process
continues down the LoginModule list in the realm entry. If authentication fails, control immediately returns to the
application. Authentication does not proceed down the LoginModule list.

e SUFFICIENT

Specifies that the LoginModule module is not required to succeed. If authentication succeeds, control
immediately returns to the application. Authentication does not proceed down the LoginModule list. If
authentication fails, the process continues down the list.

¢ OPTIONAL

Specifies that the LoginModule module is not required to succeed. Whether authentication succeeds or fails,
the process still continues down the LoginModule list.

Use the configureJAASLoginEntry command to configure the JAAS login module, as the following
Jython example demonstrates:

AdminTask.configureJAASLoginEntry (' [-securityDomainName testDomain
-loginType application -loginEntryAlias testLoginEntry -loginModules
"com. ibm.ws.security.common.auth.module.WSLoginModuleImpl" -authStrategies "REQUIRED"]')

3. Set custom properties for the JAAS login module.

Use the configureLoginModule command to specify custom properties, modify the authentication
strategy, or set the module to use a login module proxy. The following Jython command sets the debug
and delegate custom properties for the testLoginEntry JAAS login entry:

AdminTask.configureLoginModule(' [-securityDomainName testDomain -loginType application
-loginEntryAlias testLoginEntry -loginModule com.ibm.ws.security.common.auth.module.WSLoginModulelImpl
-customProperties ["debug=true"”,"delegate=WSLogin"]]")

4. Save your configuration changes.
Use the following command example to save your configuration changes:
AdminConfig.save()

Configuring Common Secure Interoperability authentication using scripting

Use this topic to use the wsadmin tool to configure inbound and outbound communications using the
Common Secure Interoperability protocol. Common Secure Interoperability Version 2 (CSIv2) supports
increased vendor interoperability and additional features.

Before you begin

You must meet the following requirements before configuring local operating system user registries:
* You must have the administrator or new admin role.

* Enable global security in your environment.

» Configure multiple realms using security domains in your environment.

Procedure
» Configure CSI inbound communication authentication.
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Inbound authentication refers to the configuration that determines the type of accepted authentication for
inbound requests. This authentication is advertised in the interoperable object reference (IOR) that the
client retrieves from the name server.

1. Launch the wsadmin scripting tool using the Jython scripting language. See the Starting the
wsadmin scripting client article for more information.

2. Determine the settings to specify for CSI inbound communication.
The configureCSlinbound command configures various settings for CSI inbound communication.
Table 8. Command parameters. Review the following list of optional parameters to determine the attributes to set in
your configuration:

Parameter Description

-securityDomainName Specifies the name of the security configuration. If you do not specify a security domain name, the
command modifies the global security configuration. (String)

-messageLevelAuth Specifies whether clients connecting to this server must specify a user ID and password. Specify Never to
disable the user ID and password requirement. Specify Supported to accept a user ID and password.
Specify Required to require a user ID and password. (String)

-supportedAuthMechList Specifies the authentication mechanism to use. Specify KRB5 for Kerberos authentication, LTPA for
Lightweight Third-Party Authentication, BasicAuth for basic authentication, and custom to use your own
authentication token implementation. You can specify more than one, separated by the pipe character (|).
(String)

-clientCertAuth Specifies whether a client that connects to the server must connect using an SSL certificate. Specify
Never to allow clients to connect without SSL certificates. Specify Supported to accept clients connecting
with and without SSL certificates. Specify Required to require clients to use SSL certificate. (String)

-transportLayer Specifies the transport layer support level. Specify Never to disable transport layer support. Specify
Supported to enable transport layer support. Specify Required to require transport layer support. (String)

-sslConfiguration Specifies the SSL configuration alias to use for inbound transport. (String)

-enableldentityAssertion Specifies whether to enable identity assertion. When using the identity assertion authentication method,

the security token generated is a <wsse:UsernameToken> element that contains a <wsse:Username>
element. Specify true for the -enableldentityAssertion parameter to enable identity assertion. (Boolean)

-trustedlidentities Specifies a list of trusted server identities, separated by the pipe character (|). To specify a null value, set
the value of the -trustedldentities parameter as an empty string (""). (String)

-statefulSession Specifies whether to enable a stateful session. Specify true to enable a stateful session. (Boolean)

-enableAttributePropagation Specifies whether to enable security attribute propagation. Security attribute propagation allows the

application server to transport authenticated subject contents and security context information from one
server to another in your configuration. Specify true to enable security attribute propagation. (Boolean)

3. Configure CSI inbound communication authentication.

The configureCSlinbound command configures the CSIv2 Inbound authentication on a security
domain or on the global security configuration. When configuring CSI Inbound in a security domain
for the first time, the CSI objects are copied from global security. Then, the changes are applied to
configuration.

Use the configureCSlinbound command to configure CSI inbound authentication for a security
domain or the global security configuration, as the following Jython example demonstrates:

AdminTask.configureCSIInbound('-securityDomainName testDomain -messagelLevelAuth Supported
-supportedAuthMechList KRB5|LTPA -clientCertAuth Supported -statefulSession true')

4. Save your configuration changes.
Use the following command example to save your configuration changes:
AdminConfig.save()
» Configure CSI outbound communication authentication.

Outbound authentication refers to the configuration that determines the type of authentication that is
performed for outbound requests to downstream servers.

1. Start the wsadmin scripting tool.
2. Determine the settings to specify for CSI outbound communication.
The configureCSIOutbound command configures various settings for CSI outbound communication.
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Table 9. Command parameters. Review the following list of optional parameters to determine the attributes to set in

your configuration:

Parameter

Description

-securityDomainName

Specifies the name of the security configuration. If you do not specify a security domain name, the
command modifies the global security configuration. (String)

-enableAttributePropagation

Specifies whether to enable security attribute propagation. Security attribute propagation allows the
application server to transport authenticated subject contents and security context information from one
server to another in your configuration. Specify true to enable security attribute propagation. (Boolean)

-enableldentityAssertion

Specifies whether to enable identity assertion. When using the identity assertion authentication method,
the security token generated is a <wsse:UsernameToken> element that contains a <wsse:Username>
element. Specify true for the -enableldentityAssertion parameter to enable identity assertion. (Boolean)

-useServerldentity

Specifies whether to use the server identity to establish trust with the target server. Specify true to use
the server identity. (Boolean)

-trustedid

Specifies the trusted identity that the application server uses to establish trust with the target server.
(String)

-trustedidentityPassword

Specifies the password of the trusted server identity. (String)

-messagelevelAuth

Specifies whether clients connecting to this server must specify a user ID and password. Specify Never to
disable the user ID and password requirement. Specify Supported to accept a user ID and password.
Specify Required to require a user ID and password. (String)

-supportedAuthMechList

Specifies the authentication mechanism to use. Specify KRB5 for Kerberos authentication, LTPA for
Lightweight Third-Party Authentication, BasicAuth for basic authentication, and custom to use your own
authentication token implementation. You can specify more than one, separated by the pipe character (|).
(String)

-clientCertAuth

Specifies whether a client that connects to the server must connect using an SSL certificate. Specify
Never to allow clients to connect without SSL certificates. Specify Supported to accept clients connecting
with and without SSL certificates. Specify Required to require clients to use SSL certificate. (String)

-transportLayer

Specifies the transport layer support level. Specify Never to disable transport layer support. Specify
Supported to enable transport layer support. Specify Required to require transport layer support. (String)

-sslConfiguration

Specifies the SSL configuration alias to use for inbound transport. (String)

-statefulSession

Specifies whether to enable a stateful session. Specify true to enable a stateful session. (Boolean)

-enableCacheLimit

Specifies whether to limit the size of the CSIv2 session cache. If you specify a true value, a limit is added
to the cache size. The value of the limit is determined by the values that you set with the -maxCacheSize
and -idleSessionTimeout parameters. A false value, which is the default, does not limit the cache size.

Consider adding a true value for this parameter if your environment uses Kerberos authentication and the
clock skew for the configured key distribution center (KDC) is small. A small clock skew is defined as less
than 20 minutes. This parameter applies when you set the -statefulSession parameter to true. (Boolean)

-maxCacheSize

Specifies the maximum size of the session cache after which expired sessions are deleted from the
cache. Expired sessions are sessions that are idle longer than the time that you specify for the
-idleSessionTimeout parameter. Consider specifying a value for this parameter if your environment uses
Kerberos authentication and the clock skew for the configured key distribution center (KDC) is small. A
small clock skew is defined as less than 20 minutes. Consider increasing the value of this parameter if the
small cache size causes the garbage collection to run so frequently that it impacts the performance of the
application server. This parameter applies when you set the -statefulSession and -enableCacheLimit
parameters to true and set a value for the -idleSessionTimeout parameter. The valid range of values for
this parameter is 100 to 1000. (Integer)

-idleSessionTimeout

Specifies the time, in milliseconds, that a CSIv2 session can remain idle before being deleted. The
session is deleted if you set the -enableCacheLimit parameter to true and the value of the
-maxCacheSize parameter is exceeded. Consider decreasing the value for this parameter if your
environment uses Kerberos authentication and the clock skew for the KDC is small. A small clock skew
can result in a greater number of rejected CSIv2 sessions. However, with a smaller value for this
parameter, the application server can clean out the rejected sessions more often and reduce the
possibility of a resource shortage. The valid range of values for this parameter is 60,000 to 86,400,000
milliseconds. (Integer)

-enableOutboundMapping

Specifies whether to enable custom outbound identity mapping. Specify true to enable custom outbound
identity mapping. (Boolean)

-trustedTargetRealms

Specifies a list of target realms to trust. Separate each realm name with the pipe character (|). (String)

3. Configure CSI outbound communication authentication.

The configureCSIOutbound command configures the CSIv2 outbound authentication in a security
domain or in the global security configuration. When configuring CSI outbound authentication in a
security domain for the first time, the application server copies the CSI objects from global security.
Then, the application server applies the changes to that configuration.

Use the configureCSIOutbound command to configure CSI outbound authentication for a security
domain or the global security configuration, as the following Jython example demonstrates:
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AdminTask.configureCSIOutbound('-securityDomainName testDomain -enableldentityAssertion true
-trustedId myID -trustedIdentityPassword myPassword123 -messagelLevelAuth Required
-trustedTargetRealms realml|realm2|realm3")
4. Save your configuration changes.
Use the following command example to save your configuration changes:

AdminConfig.save()

Configuring trust association using scripting

Use the wsadmin tool to configure and manage trust association configurations in a multiple security
domain environment. Trust association enables the integration of the application server security and
third-party security servers. More specifically, a reverse proxy server can act as a front-end authentication
server while the product applies its own authorization policy onto the resulting credentials that are passed
by the proxy server.

Before you begin

You must meet the following requirements before configuring a trust association:
* You must have the administrator or new admin role.

* Enable global security in your environment.

» Configure multiple realms using security domains in your environment.

Procedure

1. Launch the wsadmin scripting tool using the Jython scripting language. See the Starting the wsadmin
scripting client article for more information.

2. Configure a trust association.
Use the configureTrustAssociation command to enable the trust association. You can also use this
command to create or modify a trust association interceptor.
The following Jython command creates a trust association for the testDomain security domain and
configures the trust association to act as a reverse proxy server:

AdminTask.configureTrustAssociation('-securityDomainName testDomain -enable true')

3. Configure the trust association interceptor.
Use the configurelnterceptor command to modify an existing interceptor. The following Jython
command uses a WebSEAL interceptor to configure single sign-on for the testDomain security domain:

AdminTask.configurelnterceptor('[-interceptor com.ibm.ws.security.web.TAMTrustAssociationInterceptorPlus

-securityDomainName testDomain -customProperties

["com. ibm.websphere.security.trustassociation.types=webseal",

"com. ibm.websphere.security.webseal.loginld=websealloginID",

"com. ibm.websphere.security.webseal.id=iv-user"]]")

4. Save your configuration changes.
Use the following command example to save your configuration changes:

AdminConfig.save()

Mapping resources to security domains using scripting
Use this topic to assign management resources to security domains. Set management resources to your
security domains to customize your security configuration for a cell, server, or cluster.

Before you begin
Users assigned to the administrator role can configure security domains. Verify that you have the

appropriate administrative role before configuring security domains. Also, create a security domain, or copy
an existing security domain before assigning resources to a security domain.
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About this task

After creating a security domain, you can map management resources to the security domain. You can
assign resources to a security domain at the server, cell, and cluster level. Use the following steps to
assign a resource to a security domain:

Procedure

1. Launch the wsadmin scripting tool using the Jython scripting language. See the Starting the wsadmin
scripting client article for more information.

2. Determine which security domain to map a resource.
Use the listSecurityDomains command to view a list of security domains in your configuration. Specify

true for the optional -listDescription parameter to list the description for each security domain, as the
following Jython example demonstrates:

print AdminTask.listSecurityDomains('-1istDescription true')
The command returns the following example attribute list output:

{{name myDomain}

{description {security domain for administrative applications}}}
{{name domain2}

{description {new domain for cel1123}}}

3. Assign a resource to a security domain.

Use the mapResourceToSecurityDomain command to assign a management resource to the security
domain. For example, use the following Jython command to secure all applications on the serverl cell
with the security attributes in the domain2 security domain:

AdminTask.mapResourceToSecurityDomain('-securityDomainName domain2 -resourceName Cell=myCell:Node=myNode:Server=serverl')

4. Save your configuration changes.

Use the following command example to save your configuration changes:
AdminConfig.save()

Results

Your security domain is updated in your configuration. All applications in the specified resource use the
security attributes specified by the security domain. If the security domain does not contain all security
attributes, then the missing attributes are obtained from the global security configuration.

What to do next

Restart each resource that you assigned to a security domain.

Removing resources from security domains using scripting
Use this topic to remove management resources from security domains. Remove all resources from a
security domain before deleting the security domain from your configuration.

Before you begin

Users assigned to the administrator role can configure security domains. Verify that you have the
appropriate administrative role before configuring security domains.

Procedure

1. Launch the wsadmin scripting tool using the Jython scripting language. See the Starting the wsadmin
scripting client article for more information.

2. Determine the security domain to edit.

Use the listSecurityDomains command to view a list of security domains in your configuration. Specify
true for the optional -listDescription parameter to list the description for each security domain, as the
following Jython example demonstrates:
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print AdminTask.listSecurityDomains('-1istDescription true')
The command returns the following example output:

myDomain - security domain for administrative applications
domain2 - new domain for cell123

3. Verify the management resources that are assigned to the security domain.
Use the listResourcesInSecurityDomain command to view a list of resources that are mapped to the
security domain of interest, as the following Jython example demonstrates:

print AdminTask.listResourcesInSecurityDomain('-securityDomainName domain2')
The command returns the following example output:

"Cell=myhostCel101"

4. Remove the resource from the security domain.
Use the removeResourceFromSecurityDomain command to remove a management resource from the
security domain. For example, use the following Jython command to remove the Ce1101 cell resource
from the domain2 security domain:

AdminTask.removeResourceFromSecurityDomain('-securityDomainName domain2 -resourceName Cell=myhostCellO1')

5. Save your configuration changes.
Use the following command example to save your configuration changes:
AdminConfig.save()

What to do next

Restart each management resource that you removed from a security domain.

Removing security domains using scripting
Use this topic to delete security domains from your configuration using the wsadmin tool. Remove security
domains that are not needed in your security configuration.

Before you begin

Users assigned to the administrator role can configure security domains. Verify that you have the
appropriate administrative role before configuring security domains. A security domain must exist in your
configuration.

Procedure
1. Start the wsadmin scripting tool.
2. Determine the security domain to delete.

Use the listSecurityDomains to view a list of security domains in your configuration. Specify true for
the optional -listDescription parameter to list the description for each security domain, as the following
Jython example demonstrates:

print AdminTask.listSecurityDomains('-1istDescription true')
The command returns the following example output:

{{name myDomain}

{description {security domain for administrative applications}}}
{{name domain2}

{description {new domain for cel1123}}}

3. Verify that no resources are assigned to the security domain to delete.

You can use this step to manually remove resources from the security domain of interest. You do not
need to complete this step if you want to delete the security domain and each assigned resource. Use
the listResourcesInSecurityDomain command to view a list of resources that are mapped to the
security domain of interest, as the following Jython example demonstrates:

print AdminTask.listResourcesInSecurityDomain('-securityDomainName domain2')
If the command returns the name of a resource, use the removeResourceFromSecurityDomain
command to remove a resource from the security domain. For example, use the following Jython
command to remove the Cel1101 cell resource from the domain2 security domain:
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"AdminTask.removeResourceFromSecurityDomain('-securityDomainName domainZ -resourceName Cell=myhostCell01')"
4. Delete the security domain from your configuration.
Use the deleteSecurityDomain command to delete the security domain. If a resource associated with
the domain was deleted from the system but the mapping was not removed form the domain, specify
the optional -force parameter to remove the domain, as the following Jython example demonstrates:
AdminTask.deleteSecurityDomain('-securityDomainName domain2 -force true')
5. Save your configuration changes.
Use the following command example to save your configuration changes:
AdminConfig.save()

Removing user registries using scripting

You can use the wsadmin tool to remove user registries from global security or security domain
configurations. Use the steps in this topic to remove Lightweight Directory Access Protocol (LDAP), local
operating system, custom, or federated repository user registries from your global security or security
domain configurations.

Before you begin

You must meet the following requirements before configuring local operating system user registries:
* You must have the administrator or new admin role.
* Enable global security in your environment.

Procedure

1. Launch the wsadmin scripting tool using the Jython scripting language. See the Starting the wsadmin
scripting client article for more information.

2. Determine the registry to remove.
Use the getUserRegistrylnfo command to display information about a user registry from the global
security configuration or in a security domain. You must specify the type of user registry of interest.
Valid values are LDAPUserRegistry, WIMUserRegistry, CustomUserRegistry, and LocalOSUserRegistry.
The following command returns a list of values in the local operating system user registry object for the
domain2 security domain, as the following example Jython demonstrates:

AdminTask.getUserRegistryInfo('-securityDomainName domainZ -userRegistryType LocalOSUserRegistry')

3. Determine whether the registry of interest is the active user registry.
You cannot remove the active user registry. Use the getActiveSecuritySettings command to see check
if the user registry is the active user registry before removing it.

4. Remove the registry of interest.
Use the unconfigureUserRegistry command to remove the registry of interest. If you remove the user
registry from the global security configuration, then the command reduces the registry object to the
minimum values for the configuration. If you remove the user registry from a security domain, then the
command removes the configuration object from the security domain. The following Jython example
removes the local operating system user registry configuration from the domain2 security domain:

AdminTask.unconfigureUserRegistry('-securityDomainName domain2 -userRegistryType LocalOSUserRegistry')
5. Save your configuration changes.
Use the following command example to save your configuration changes:

AdminConfig.save()

SecurityDomainCommands command group for the AdminTask object

You can use the Jython scripting language to configure and administer security domains with the wsadmin
tool. Use the commands and parameters in the SecurityDomainCommands group to create and manage
security domains, assign servers and clusters to security domains as resources, and to query the security
domain configuration.

Use the following commands to administer the security domain configuration:
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[‘convertServerSecurityToSecurityDomain’|
* [copySecurityDomain|

* [copySecurityDomainFromGlobalSecurity]
* [createSecurityDomain|

+ |deleteSecurityDomain|

. getSecurityDomainForResource|

« [listResourcesInSecurityDomain|

+ [listSecurityDomains|

+ |“listSecurityDomainsForResources” on page 113
» [mapResourceToSecurityDomain|

+ |modifySecurityDomain|

» [removeResourceFromSecurityDomain|

convertServerSecurityToSecurityDomain

Starting in WebSphere Application Server Version 7.0, the use of security domains can be used in place of
server level security configurations. If a server level security configuration is currently being used then the
convertServerSecurityToSecurityDomain command can be used to covert it to a security domain.

The command creates a security domain and adds any security settings that are specified in the server
level security configuration to the newly-created security domain. The server resources are mapped to the
security domain.

Target object
None.

Required parameters

-serverResource
The resource name of the server to be converted to a security domain. (String)

-securityDomain
The name of the security domain to be created and that will contain the settings from the server level
security configuration. (String)

Optional parameters

-securityDomainDescription
Specifies a description for the new security domain. (String)

-deleteServer
Specify true to remove the server level security configuration and false to leave the server level
security configuration. (String)

Batch mode example usage
» Using Jython:

wsadmin> AdminTask.convertServerSecurityToSecurityDomain ('[serverResource Cell=:Node=myNode:Server=serverl
-securityDomain secDomainl -securityDomainDescription "Migrated from
server security configuration"
-deleteServer true ]'))

» Using Jacl:

wsadmin> $AdminTask convertServerSecurityToSecurityDomain {-serverResource Cell=:Node=myNode:Server=serverl
-securityDomain secDomainl -securityDomainDescription "Migrated from
server security configuration"
-deleteServer true }
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copySecurityDomain

The copySecurityDomain command creates a new security domain by copying an existing security domain.
If the security configuration defines an active user registry, provide a realm name for the newly create
security domain. If you do not specify a realm name, the system creates a realm name.

Target object
None.

Required parameters

-securityDomainName
Specifies the name of the new security domain that the system creates by copying another security
domain. (String)

-copyFromSecurityDomainName
Specifies the name of the existing security domain that the system uses to create the new security
domain. (String)

Optional parameters

-securityDomainDescription
Specifies a description for the new security domain. (String)

-realmName
Specifies the name of the realm in the new security domain. The system creates a name for the realm
if you do not specify a value for this parameter. (String)

Return value
The command returns the configuration ID of the new security domain.

Batch mode example usage

» Using Jython string:

AdminTask.copySecurityDomain('-securityDomainName copyOfDomain2 -copyFromSecurityDomainName Domain2')
* Using Jython list:

AdminTask.copySecurityDomain('-securityDomainName', 'copyOfDomain2', '-copyFromSecurityDomainName', 'Domain2')

Interactive mode example usage
» Using Jython:

AdminTask.copySecurityDomain('-interactive')

copySecurityDomainFromGlobalSecurity

The copySecurityDomainFromGlobalSecurity command creates a security domain by copying the global
security configuration. If an active user registry exists for the global security configuration, provide a realm
name for the newly created security domain. If you do not specify a realm name, then the system creates
a realm name.

Target object

None.

Required parameters
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-securityDomainName
Specifies the name of the new security domain that the system copies from the global security
configuration. (String)

Optional parameters

-securityDomainDescription
Specifies a description for the new security domain. (String)

-realmName
Specifies the name of the realm in the new security configuration. The system creates a name for the
realm if you do not specify a value for the -realmName parameter. (String)

Return value
The command returns the configuration ID of the new security domain.

Batch mode example usage
» Using Jython string:

AdminTask.copySecurityDomainFromGlobalSecurity('-securityDomainName GSCopy -securityDomainDescription
"copy of global security" -realmName myRealm')

» Using Jython list:

AdminTask.copySecurityDomainFromGlobalSecurity('-securityDomainName', 'GSCopy', '-securityDomainDescription',
'"copy of global security"', '-realmName myRealm')

Interactive mode example usage
* Using Jython:

AdminTask.copySecurityDomainFromGlobalSecurity('-interactive')

createSecurityDomain

The createSecurityDomain command creates the security domain-security.xml and domain-security-
map.xml files under the config/celIs/cel/Name/securityDomain/configurationName directory. The
system creates an empty domain-security.xml file.

Target object

None.

Required parameters
-securityDomainName

Specifies the name of the new security domain to create. (String)
Optional parameters
-securityDomainDescription

Specifies a description of the new security domain. (String)
Return value

The command returns the configuration ID of the new security domain.

Batch mode example usage
» Using Jython string:
AdminTask.createSecurityDomain('-securityDomainName newDomain -securityDomainDescription "new security domain"')

» Using Jython list:
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AdminTask.createSecurityDomain('-securityDomainName', 'newDomain', '-securityDomainDescription',
""new security domain""')

Interactive mode example usage
* Using Jython:

AdminTask.createSecurityDomain('-interactive')
deleteSecurityDomain

The deleteSecurityDomain command removes the domain-security.xml and domain-security-map.xml files
from the security domain directory. The command returns an error if resources are mapped to the security
domain of interest. To delete the security domain when resources are mapped to the security domain of
interest, specify the value for the -force parameter as true.

Target object
None.

Required parameters
-securityDomainName

Specifies the name of the security domain to delete. (String)
Optional parameters

-force
Specifies that the system deletes the security domain without checking for resources that are
associated with the domain. Use this option when the resources in the security domains are not valid
resources. The default value for the -force parameter is false. (Boolean)

Return value

The command does not return output if the system successfully removes the security domain
configuration.

Batch mode example usage

* Using Jython string:
AdminTask.deleteSecurityDomain('-securityDomainName mySecurityDomain -force true')
* Using Jython list:

AdminTask.deleteSecurityDomain('-securityDomainName', 'mySecurityDomain', '-force', 'true')

Interactive mode example usage
* Using Jython:

AdminTask.deleteSecurityDomain('-interactive')
getSecurityDomainForResource

The getSecurityDomainForResource command displays the security domain for a specific resource. If the
resource is not mapped to a domain, the command does not return output.

Target object
None.

Required parameters
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-resourceName
Specifies the name of the resource of interest. Specify the value in the following format:
Cel1=:Node=myNode:Server=myServer (String)

Optional parameters

-getEffectiveDomain
Specifies whether the command returns the effective domain of the resource if the resource is not
directly mapped to a domain. The default value is true. Specify false if you do not want to display the
effective domain if the resource is not directly mapped to a domain. (Boolean)

Return value
The command returns the security domain name as a string.

Batch mode example usage

» Using Jython string:

AdminTask.getSecurityDomainForResource('-resourceName Cell=:Node=myNode:Server=myServer")
* Using Jython list:

AdminTask.getSecurityDomainForResource('-resourceName', 'Cell=:Node=myNode:Server=myServer')

Interactive mode example usage
» Using Jython:

AdminTask.getSecurityDomainForResource('-interactive')
listResourcesinSecurityDomain

The listResourcesInSecurityDomain command displays the servers or clusters that are associated with a
specific security domain.

Target object
None.

Required parameters

-securityDomainName
Specifies the name of the security domain of interest. (String)

-expandCell
Specifies whether to display the servers in the cell. Specify true to display the specific servers, or
specify false to list the cell information only. (Boolean)

Return value

The command returns an array that contains the names of the resources that are mapped to the security
domain of interest in the format: Cell=cell name:Node=node name:Server=server name.

Batch mode example usage

* Using Jython string:
AdminTask.1listResourcesInSecurityDomain('-securityDomainName myDomain')
* Using Jython list:

AdminTask.1listResourcesInSecurityDomain('-securityDomainName', 'myDomain')

Interactive mode example usage
* Using Jython:
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AdminTask.listResourcesInSecurityDomain('-interactive')

listSecurityDomains

The listSecurityDomains command lists each security domain configured for the server.
Target object

None.

Optional parameters

-listDescription
Specifies whether to display the description of the security domains. Specify true to display the
descriptions of the security domains. (Boolean)

-doNotDisplaySpecialDomains
Specifies whether to exclude special domains. Specify true to exclude the special domains in the
command output, or false to display the special domains. (Boolean)

Return value
The command returns an array that contains the names of security domains that are configured for the
server. The command returns an array of attribute lists that contain the name and description for each

security domain if the -listDescription parameter is specified.

Batch mode example usage
* Using Jython string:

AdminTask.TistSecurityDomains('-1istDescription true')
* Using Jython list:
AdminTask.TistSecurityDomains('-TistDescription', 'true')

Interactive mode example usage
» Using Jython:

AdminTask.listSecurityDomains('-interactive')
listSecurityDomainsForResources

The listSecurityDomainsForResources command lists the security domains that are associated with the
resources of interest.

Target object
None.

Required parameters

-resourceNames
Specifies one or more resources for which the command returns the associated security domains.
Specify each resource separated by the plus sign character (+). (String)

Return value

The command returns the list of resources specified by the -resourceNames parameter and the security
domains to which each resource is mapped.

Batch mode example usage
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* Using Jython string:
AdminTask.listSecurityDomainsForResources('-resourceNames resourcel+resource2+resource3")
* Using Jython list:

AdminTask.listSecurityDomainsForResources('-resourceNames', 'resourcel+resource2+resource3')

Interactive mode example usage
» Using Jython:

AdminTask.listSecurityDomainsForResources('-interactive')
mapResourceToSecurityDomain

The mapResourceToSecurityDomain command maps a resource to a security domain. The system adds
an entry for each resource to the domain-security-map.xmil file.

Target object
None.

Required parameters

-securityDomainName
Specifies the name of the security domain of interest. (String)

-resourceName
Specifies the name of the resource to which the system maps the security domain of interest. Specify
the value in the following format: Cel1=:Node=myNode :Server=myServer (String)

Return value

The command does not return output if the system successfully assigns the resource to the security
domain of interest.

Batch mode example usage
* Using Jython string:

AdminTask.mapResourceToSecurityDomain('-securityDomainName mySecurityDomain -resourceName
-resourceName Cell=:Node=myNode:Server=myServer")

* Using Jython list:

AdminTask.mapResourceToSecurityDomain('-securityDomainName', 'mySecurityDomain', '-resourceName',
'-resourceName Cell=:Node=myNode:Server=myServer")

Interactive mode example usage
* Using Jython:

AdminTask.mapResourceToSecurityDomain('-interactive')

modifySecurityDomain

The modifySecurityDomain command changes the description of a security domain.
Target object

None.

Required parameters

-securityDomainName
Specifies the name of the security domain to edit. (String)
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Optional parameters

-securityDomainDescription
Specifies the new description for the security domain of interest. (String)

Return value
The command does not return output if the system successfully modifies the security domain.

Batch mode example usage
* Using Jython string:

AdminTask.modifySecurityDomain('-securityDomainName myDomain -securityDomainDescription
"my new description"')

* Using Jython list:

AdminTask.modifySecurityDomain('-securityDomainName', 'myDomain', '-securityDomainDescription',=
'"my new description"")

Interactive mode example usage

* Using Jython:

AdminTask.modifySecurityDomain('-interactive')

removeResourceFromSecurityDomain

The removeResourceFromSecurityDomain command removes a resource from a security domain
mapping. The command removes the resource entry from the domain-security-map.xml file.

Target object
None.

Required parameters

-securityDomainName
Specifies the name of the security domain from which to remove the resource. (String)

-resourceName
Specifies the name of the resource to remove. Specify the value in the following format:
Cel1=:Node=myNode:Server=myServer (String)

Return value

The command does not return output if the system successfully removes the resource from the security
domain.

Batch mode example usage
* Using Jython string:

AdminTask.removeResourceFromSecurityDomain('-securityDomainName myDomain -resourceName
Cell=:Node=myNode:Server=myServer")

* Using Jython list:

AdminTask.removeResourceFromSecurityDomain('-securityDomainName', 'myDomain', '-resourceName',
'Cel1=:Node=myNode:Server=myServer")

Interactive mode example usage

* Using Jython:

AdminTask.removeResourceFromSecurityDomain('-interactive')
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SecurityConfigurationCommands command group for the AdminTask object

You can use the Jython scripting language to configure security with the wsadmin tool. Use the commands
and parameters in the SecurityConfigurationCommands group to configure and manage user registries,
single sign-on, data entries, trust association, login modules, and interceptors.

Use the following command to administer user registry configurations:
. ‘configureAdminCustomUserRegistryI

. :configureAdminLDAPUserRegistry
. :configureAdminLocaIOSUserRegistTy|
. :configureAdminWIMUserRegistry
. ‘configureAppCustomUserRegistrﬂ
* [configureAppLDAPUserRegistry|
. ‘configureAppLocaIOSUserRegisFy]
. ‘configureAppWIMUserRegistryI

+ [getLTPATimeout]

* [setLTPATimeoud

+ [getUserRegistryInfol

+ [unconfigureUserRegistry|

Use the following commands to administer Java Authentication and Authorization Service (JAAS) login
configurations:

+ [configureLoginEntry|

* [configureLoginModule]
[getJAASLoginEntryInfol
[listJAASLoginEntries|
[listLoginModules|

* |unconfigureJAASLoginEntry|
+ [unconfigureLoginModule|

Use the following commands to administer data entry configurations:
* [createAuthDataEntry|

[deleteAuthDataEntry|

[getAuthDataEntry|

[listAuthDataEntries|

[modifyAuthDataEntry|

Use the following commands to administer Common Secure Interoperability Version 2 (CSIv2)
configurations:

* |configureCSlinbound|
+ [configureCSIOutbound]
. ‘getCSIInboundInfo
+ |getCSIOutboundinfol

» lunconfigureCSlinbound|
» lunconfigureCSIOutbound|

Use the following commands to administer trust association configurations:
+ [configurelnterceptor
+ [configureTrustAssociation|
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[getTrustAssociationlnfo|

* [listinterceptors

« [unconfigurelnterceptor|
* [unconfigureTrustAssociation|

Use the following commands to manage your security configuration:
“applyWizardSettings” on page 148|
+ |configureAuthzConfig|

+ [configureSingleSignon]

+ |getActiveSecuritySettings|

* [‘getAuthzConfigInfo” on page 151|
» [‘getSingleSignon” on page 152

+ |setAdminActiveSecuritySettings|

« [setAppActiveSecuritySettings|

+ [unconfigureAuthzConfig|

+ |unsetAppActiveSecuritySettings|

configureAdminCustomUserRegistry

The configureAdminCustomUserRegistry command configures a custom user registry in the global security
configuration.

Note: This command is not supported in a local mode.
Target object
None.

Optional parameters

-autoGenerateServerId
Specifies whether the command automatically generates the server identity that the system uses for
internal process communication. Specify true to automatically generate the server identity. (Boolean)

-serverld
Specifies the server identity in the repository that the system uses for internal process communication.
(String)

-serverIdPassword
Specifies the password that corresponds to the server identity. (String)

-primaryAdminId
Specifies the name of the user with administrative privileges that is defined in the registry. This
parameter does not apply to security configurations. (String)

-customRegClass
Specifies the class name that implements the UserRegistry interface in com.ibm.websphere.security
property. (String)

-verifyRegistry
Specifies whether to verify that the user registry configuration is correct. If you set this parameter to
true, then the system verifies the registry by making a call to the user registry to verify the admin ID.
If you specify a server ID and password, then the system verifies the user and password with the user
registry. Set the parameter to false to store the attributes in the configuration without validation. The
command verifies the registry configuration by default. (Boolean)
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-customProperties
Specifies a comma separated list of quoted attribute and value pairs that the system stores as custom
properties on the user registry object. For example, use the format: "attrl=valuel","attr2=value2"
(String)

Return value
The command does not return output.

Batch mode example usage
* Using Jython string:

AdminTask.configureAdminCustomUserRegistry('-autoGenerateServerld true -serverldPassword password4server
-primaryAdminld serverAdmin')

* Using Jython list:

AdminTask.configureAdminCustomUserRegistry(['autoGenerateServerId', 'true', '-serverldPassword', 'password4server',
'-primaryAdminld', 'serverAdmin'])

Interactive mode example usage

* Using Jython:

AdminTask.configureAdminCustomUserRegistry('-interactive')

configureAdminLDAPUserRegistry

The configureAdminLDAPUserRegistry command configures a Lightweight Directory Access Protocol
(LDAP) user registry in the global security configuration.

Note: This command is not supported in a local mode.
Target object
None.

Optional parameters

-autoGenerateServerld
Specifies whether the command automatically generates the server identity used for internal process
communication. Specify true to automatically generate the server identity. (Boolean)

-serverld
Specifies the server identity in the repository that the system uses for internal process communication.
(String)

-serverlIdPassword
Specifies the password that corresponds to the server identity. (String)

-primaryAdminId
Specifies the name of the user with administrative privileges that is defined in the registry. This
parameter does not apply to security configurations. (String)

-verifyRegistry
Specifies whether to verify that the user registry configuration is correct. If you set this parameter to
true, then the system verifies the registry by making a call to the user registry to verify the admin ID.
If you specify a server ID and password, then the system verifies the user and password with the user
registry. Set the parameter to false to store the attributes in the configuration without validation. The
command verifies the registry configuration by default. (Boolean)

-1dapServerType
Specifies the type of LDAP server. The default type is IBM_DIRECTORY_ SERVER. (String)

Specify one of the following valid values:
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e IBM_DIRECTORY_SERVER
e IPLANET

e NETSCAPE

e NDS

* DOMINO502

e SECUREWAY

e ACTIVE_DIRECTORY

e CUSTOM

-1dapHost
Specifies the host name of the LDAP server. (String)

-1dapPort
Specifies the port that the system uses to access the LDAP server. The default value is 389. (String)

-baseDN
Specifies the base distinguished name (DN) of the directory service, which indicates the starting point
for LDAP searches of the directory service. In most cases, bind DN and bind password are needed.
However, when anonymous bind can satisfy all of the required functions, bind DN and bind password
are not needed. (String)

-bindDN
Specifies the distinguished name for the application server, which is used to bind to the directory
service. (String)

-bindPassword
Specifies the binding DN password for the LDAP server. (String)

-searchTimeout
Specifies the timeout value in seconds for an LDAP server to respond before stopping a request. The
default value is 120 seconds. (Long)

-reuseConnection
Specifies whether the server reuses the LDAP connection. By default, this option is enabled. Specify
false for this parameter only in rare situations where a router is used to distribute requests to multiple
LDAP servers and when the router does not support affinity. (Boolean)

Note: When you disable the reuse of the LDAP connection, the application server creates a new
LDAP connection for every LDAP search request. This situation impacts system performance if
your environment requires extensive LDAP calls. This option is provided because the router is
not sending the request to the same LDAP server. The option is also used when the idle
connection timeout value or firewall timeout value between the application server and LDAP is
too small.

-userFilter
Specifies the LDAP filter clause that the system uses to search the user registry for users. The default
value is the default user filter for the LDAP server type. (String)

-groupFilter
Specifies the LDAP filter clause that the system uses to search the user registry for groups. The
default value is the default group filter for the LDAP server type. (String)

-userIdMap
Specifies the LDAP filter that maps the short name of a user to an LDAP entry. The default value is
the default user filter for the LDAP server type. (String)

-groupIdMap
Specifies the LDAP filter that maps the short name of a group to an LDAP entry. The default value is
the default group filter for the LDAP server type. (String)
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-groupMemberIdMap
Specifies the LDAP filter that identifies users to group memberships. (String)

-certificateMapMode
Specifies whether to map X.509 certificates into an LDAP directory by EXACT_DN or
CERTIFICATE FILTER. Specify CERTIFICATE _FILTER to use the specified certificate filter for the mapping.
(String)

-certificateFilter
Specifies the filter certificate mapping property for the LDAP filter. The filter is used to map attributes in
the client certificate to entries in the LDAP registry. (String)

The syntax or structure of this filter is: (& (uid=${SubjectCN}) (objectclass=inetOrgPerson)). The left
side of the filter specification is an LDAP attribute that depends on the schema that your LDAP server
is configured to use. The right side of the filter specification is one of the public attributes in your client
certificate. The right side must begin with a dollar sign ($) and open bracket ({) and end with a close
bracket (}). You can use the following certificate attribute values on the right side of the filter
specification. The case of the strings is important:

* ${UniqueKey}

* ${PublicKey}

+ ${lIssuer}

* ${NotAfter}

« ${NotBefore}

» ${SerialNumber}

+ ${SigAlgName}

 ${SigAlgOID}

+ ${SigAlgParams}

* ${SubjectCN}

« ${Version}

-krbUserFilter
Specifies that the default value is the default user filter for the LDAP server type. (String)

-nestedGroupSearch
Specifies whether to perform a recursive nested group search. Specify true to perform a recursive
nested group search, or specify false to disable recursive nested group searching. (Boolean)

-ss1Enabled
Specifies whether to enable Secure Sockets Layer (SSL). Specify true to enable an SSL connection
to the LDAP server. (Boolean)

-ss1Config
Specifies the SSL configuration alias to use for the secure LDAP connection. (String)

-customProperties
Specifies a comma separated list of quoted attribute and value pairs that the system stores as custom
properties on the user registry object. For example, use the format: "attrl=valuel”,"attr2=value2"
(String)

-resetDefaultFilters
Specify true, to reset all of the filter values to the default value of the LDAP server type. The default
value for this parameter is false. The LDAP filter attributes reset are: userFilter, groupFilter,
userldMap, groupldMap, groupMemberldMap and krbUserFilter. If any of the other filter flags are used
to specify a filter value on the command line at the same time resetDefaultFilter is set to true, the filter
value specified is used. Any filter not specified on the command line at the time is reset to the default
value of the LDAP server type.

Return value
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The command does not return output.

Batch mode example usage
* Using Jython string:

AdminTask.configureAdminCustomUserRegistry('-autoGenerateServerId true -serverldPassword password4server
-primaryAdminId serverAdmin -1dapServerType NETSCAPE -1dapHost 195.168.1.1"')

* Using Jython list:

AdminTask.configureAdminCustomUserRegistry(['-autoGenerateServerId', 'true', '-serverIdPassword', 'passworddserver',
'-primaryAdminld', 'serverAdmin', '-l1dapServerType', 'NETSCAPE', '-ldapHost', '195.168.1.1'])

Interactive mode example usage

* Using Jython:

AdminTask.configureAdminLDAPUserRegistry('-interactive')
configureAdminLocalOSUserRegistry

The configureAdminLocalOSUserRegistry command configures a local operating system user registry in
the global security configuration.

Note: This command is not supported in a local mode.
Target object
None.

Optional parameters

-autoGenerateServerld
Specifies whether the command automatically generates the server identity used for internal process
communication. Specify true to automatically generate the server identity. (Boolean)

-serverld
Specifies the server identity in the repository that the system uses for internal process communication.
(String)

-serverIdPassword
Specifies the password that corresponds to the server identity. (String)

-primaryAdminId
Specifies the name of the user with administrative privileges that is defined in the registry. This
parameter does not apply to security configurations. (String)

-verifyRegistry
Specifies whether to verify that the user registry configuration is correct. If you set this parameter to
true, then the system verifies the registry by making a call to the user registry to verify the admin ID.
If you specify a server ID and password, then the system verifies the user and password with the user
registry. Set the parameter to false to store the attributes in the configuration without validation. The
command verifies the registry configuration by default. (Boolean)

-customProperties
Specifies a comma separated list of quoted attribute and value pairs that the system stores as custom
properties on the user registry object. For example, use the format: "attrl=valuel","attr2=value2"
(String)

Return value

The command does not return output.

Batch mode example usage
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* Using Jython string:

AdminTask.configureAdminLocalOSUserRegistry('-autoGenerateServerld true -serverldPassword password4server
-primaryAdminld serverAdmin')

* Using Jython list:

AdminTask.configureAdminLocalOSUserRegistry(['autoGenerateServerId', 'true', '-serverldPassword', 'passworddserver',
'-primaryAdminId', 'serverAdmin'])

Interactive mode example usage

» Using Jython:

AdminTask.configureAdminLocalOSUserRegistry('-interactive')
configureAdminWIMUserRegistry

The configureAdminWIMUserRegistry command configures a federated repository user registry in the
administrative security configuration.

Note: This command is not supported in a local mode.
Target object
None.

Optional parameters

-autoGenerateServerld
Specifies whether the command automatically generates the server identity used for internal process
communication. Specify true to automatically generate the server identity. (Boolean)

-serverld
Specifies the server identity in the repository that the system uses for internal process communication.
(String)

-serverIdPassword
Specifies the password that corresponds to the server identity. (String)

-primaryAdminId
Specifies the name of the user with administrative privileges that is defined in the registry. This
parameter does not apply to security configurations. (String)

-realmName
Specifies the realm of the user registry. The system automatically generates a realm name if you do
not specify a value for the -realmName parameter. (String)

-verifyRegistry
Specifies whether to verify that the user registry configuration is correct. If you set this parameter to
true, then the system verifies the registry by making a call to the user registry to verify the admin ID.
If you specify a server ID and password, then the system verifies the user and password with the user
registry. Set the parameter to false to store the attributes in the configuration without validation. The
command verifies the registry configuration by default. (Boolean)

-customProperties
Specifies a comma separated list of quoted attribute and value pairs that the system stores as custom
properties on the user registry object. For example, use the format: "attrl=valuel","attr2=value2"
(String)

Return value

The command does not return output.

Batch mode example usage
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* Using Jython string:

AdminTask.configureAdminWIMUserRegistry('-autoGenerateServerld true -serverldPassword password4server
-primaryAdminld serverAdmin')

* Using Jython list:

AdminTask.configureAdminWIMUserRegistry(['autoGenerateServerId', 'true', '-serverIdPassword', 'passworddserver',
'-primaryAdminld', 'serverAdmin'])

Interactive mode example usage

» Using Jython:

AdminTask.configureAdminWIMUserRegistry('-interactive')
configureAppCustomUserRegistry

The configureAppCustomUserRegistry command configures a custom user registry in an application
security domain.

Note: This command is not supported in a local mode.
Target object
None.

Required parameters

-securityDomainName
Specifies the name of the security configuration. (String)

Optional parameters

-realmName
Specifies the realm of the user registry. The system automatically generates a realm name if you do
not specify a value for the -realmName parameter. (String)

-customRegClass
Specifies the class name that implements the UserRegistry interface in com.ibm.websphere.security
property. (String)

-verifyRegistry
Specifies whether to verify that the user registry configuration is correct. If you set this parameter to
true, then the system verifies the registry by making a call to the user registry to verify the admin ID.
If you specify a server ID and password, then the system verifies the user and password with the user
registry. Set the parameter to false to store the attributes in the configuration without validation. The
command verifies the registry configuration by default. (Boolean)

-customProperties
Specifies a comma separated list of quoted attribute and value pairs that the system stores as custom
properties on the user registry object. For example, use the format: "attrl=valuel","attr2=value2"
(String)

Return value
The command does not return output.

Batch mode example usage
* Using Jython string:
AdminTask.configureAppCustomUserRegistry('-securityDomainName testDomain -realmName server_name.domain:port_number')

* Using Jython list:
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AdminTask.configureAppCustomUserRegistry(['-securityDomainName', 'testDomain', '-realmName',
'server_name.domain:port_number'])

Interactive mode example usage

* Using Jython:

AdminTask.configureAppCustomUserRegistry('-interactive')
configureAppLDAPUserRegistry

The configureAppLDAPUserRegistry command configures LDAP user registries in a security configuration
or a global security configuration.

Note: This command is not supported in a local mode.
Target object
None.

Required parameters

-securityDomainName
Specifies the name of the security configuration. (String)

Optional parameters

-realmName
Specifies the realm of the user registry. The system automatically generates a realm name if you do
not specify a value for the -realmName parameter. (String)

-verifyRegistry
Specifies whether to verify that the user registry configuration is correct. If you set this parameter to
true, then the system verifies the registry by making a call to the user registry to verify the admin ID.
If you specify a server ID and password, then the system verifies the user and password with the user
registry. Set the parameter to false to store the attributes in the configuration without validation. The
command verifies the registry configuration by default. (Boolean)

-1dapServerType
Specifies the type of LDAP server. The default type is IBM_DIRECTORY_SERVER. (String)
Specify one of the following valid values:
e IBM DIRECTORY_SERVER
e TPLANET
* NETSCAPE
* NDS
e DOMINO502
e SECUREWAY
e ACTIVE_DIRECTORY
e CUSTOM

-TdapHost
Specifies the host name of the LDAP server. (String)

-1dapPort
Specifies the port that the system uses to access the LDAP server. The default value is 389. (String)

-baseDN
Specifies the base distinguished name (DN) of the directory service, which indicates the starting point
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for LDAP searches of the directory service. In most cases, bind DN and bind password are needed.
However, when anonymous bind can satisfy all of the required functions, bind DN and bind password
are not needed. (String)

-bindDN
Specifies the distinguished name for the application server, which is used to bind to the directory
service. (String)

-bindPassword
Specifies the binding DN password for the LDAP server. (String)

-searchTimeout
Specifies the timeout value in seconds for an LDAP server to respond before stopping a request. The
default value is 120 seconds. (Long Integer)

-reuseConnection
Specifies whether the server reuses the LDAP connection. By default, this option is enabled. Specify
false for this parameter only in rare situations where a router is used to distribute requests to multiple
LDAP servers and when the router does not support affinity. (Boolean)

Note: When you disable the reuse of the LDAP connection, the application server creates a new
LDAP connection for every LDAP search request. This situation impacts system performance if
your environment requires extensive LDAP calls. This option is provided because the router is
not sending the request to the same LDAP server. The option is also used when the idle
connection timeout value or firewall timeout value between the application server and LDAP is
too small.

-userFilter
Specifies the LDAP filter clause that the system uses to search the user registry for users. The default
value is the default user filter for the LDAP server type. (String)

-groupFilter
Specifies the LDAP filter clause that the system uses to search the user registry for groups. The
default value is the default group filter for the LDAP server type. (String)

-userIdMap
Specifies the LDAP filter that maps the short name of a user to an LDAP entry. The default value is
the default user filter for the LDAP server type. (String)

-groupIdMap
Specifies the LDAP filter that maps the short name of a group to an LDAP entry. The default value is
the default group filter for the LDAP server type. (String)

-groupMemberIdMap
Specifies the LDAP filter that identifies users to group memberships. (String)

-certificateMapMode
Specifies whether to map X.509 certificates into an LDAP directory by EXACT_DN or
CERTIFICATE_FILTER. Specify CERTIFICATE_FILTER to use the specified certificate filter for the mapping.
(String)

-certificateFilter
Specifies the filter certificate mapping property for the LDAP filter. The filter is used to map attributes in
the client certificate to entries in the LDAP registry. (String)

The syntax or structure of this filter is: (& (uid=${SubjectCN}) (objectclass=inetOrgPerson)). The left
side of the filter specification is an LDAP attribute that depends on the schema that your LDAP server
is configured to use. The right side of the filter specification is one of the public attributes in your client
certificate. The right side must begin with a dollar sign (§) and open bracket ({) and end with a close
bracket (}). You can use the following certificate attribute values on the right side of the filter
specification. The case of the strings is important:

* ${UniqueKeyy}
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* ${PublicKey}

o ${Issuer}

* ${NotAfter}

« ${NotBefore}

+ ${SerialNumber}
+ ${SigAlgName}
 ${SigAlgOID}

» ${SigAlgParams}
* ${SubjectCN}

« ${Version}

-krbUserFilter
Specifies the default value is the default user filter for the LDAP server type. (String)

-nestedGroupSearch
Specifies whether to perform a recursive nested group search. Specify true to perform a recursive
nested group search, or specify false to disable recursive nested group searching. (Boolean)

-ss1Enabled
Specifies whether to enable Secure Sockets Layer (SSL). Specify true to enable an SSL connection
to the LDAP server. (Boolean)

-ss1Config
Specifies the SSL configuration alias to use for the secure LDAP connection. (String)

-customProperties
Specifies a comma separated list of quoted attribute and value pairs that the system stores as custom
properties on the user registry object. For example, use the format: "attrl=valuel”,"attr2=value2"
(String)

-resetDefaultFilters
Specify true, to reset all of the filter values to the default value of the LDAP server type. The default
value for this parameter is false. The LDAP filter attributes reset are: userFilter, groupFilter,
userldMap, groupldMap, groupMemberldMap and krbUserFilter. If any of the other filter flags are used
to specify a filter value on the command line at the same time resetDefaultFilter is set to true, the filter
value specified is used. Any filter not specified on the command line at the time is reset to the default
value of the LDAP server type.

Return value
The command does not return output.

Batch mode example usage
* Using Jython string:

AdminTask.configureAppLDAPUserRegistry('-securityDomainName testDomain -ldapServerType NETSCAPE -ldapHost
195.168.1.1 -searchTimeout 300')

* Using Jython list:

AdminTask.configureAppLDAPUserRegistry(['-securityDomainName', 'testDomain', '-1dapServerType',
'"NETSCAPE', '-ldapHost', '195.168.1.1', '-searchTimeout', '300'])

Interactive mode example usage

* Using Jython:

AdminTask.configureAppLDAPUserRegistry('-interactive')
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configureAppLocalOSUserRegistry

The configureAppLocalOSUserRegistry command configures a local operating system user registry in a
security domain.

Note: This command is not supported in a local mode.
Target object
None.

Required parameters

-securityDomainName
Specifies the name of the security configuration. (String)

Optional parameters

-realmName
Specifies the realm of the user registry. The system automatically generates a realm name if you do
not specify a value for the -realmName parameter. (String)

-verifyRegistry
Specifies whether to verify that the user registry configuration is correct. If you set this parameter to
true, then the system verifies the registry by making a call to the user registry to verify the admin ID.
If you specify a server ID and password, then the system verifies the user and password with the user
registry. Set the parameter to false to store the attributes in the configuration without validation. The
command verifies the registry configuration by default. (Boolean)

-customProperties
Specifies a comma separated list of quoted attribute and value pairs that the system stores as custom
properties on the user registry object. For example, use the format: "attrl=valuel","attr2=value2"
(String)

Return value
The command does not return output.

Batch mode example usage

* Using Jython string:
AdminTask.configureAppLocalOSUserRegistry('-securityDomainName testDomain')
* Using Jython list:

AdminTask.configureAppLocalOSUserRegistry(['securityDomainName', 'testDomain'])

Interactive mode example usage
* Using Jython:

AdminTask.configureAppLocalOSUserRegistry('-interactive')
configureAppWIMUserRegistry

The configureAppWIMUserRegistry command configures federated repository user registries in a security
domain.

Note: This command is not supported in a local mode.

Target object

Chapter 6. Scripting for security 127



None.

Required parameters

-securityDomainName
Specifies the name of the security configuration. (String)

Optional parameters

-realmName
Specifies the realm of the user registry. The system automatically generates a realm name if you do
not specify a value for the -realmName parameter. (String)

-verifyRegistry
Specifies whether to verify that the user registry configuration is correct. If you set this parameter to
true, then the system verifies the registry by making a call to the user registry to verify the admin ID.
If you specify a server ID and password, then the system verifies the user and password with the user
registry. Set the parameter to false to store the attributes in the configuration without validation. The
command verifies the registry configuration by default. (Boolean)

-customProperties
Specifies a comma separated list of quoted attribute and value pairs that the system stores as custom
properties on the user registry object. For example, use the format: "attrl=valuel","attr2=value2"
(String)

-useGlobalFederatedRepository
Specifies whether to use the same instance of federated repository for the domain as is defined in the
global domain. Specify true to use the same instance as defined in the global domain. (Boolean)

Return value
The command does not return output.

Batch mode example usage

* Using Jython string:

AdminTask.configureAppWIMUserRegistry('-securityDomainName testDomain -realmName testRealm')
* Using Jython list:

AdminTask.configureAppWIMUserRegistry(['securityDomainName', 'testDomain', '-realmName', 'testRealm'])

Interactive mode example usage
» Using Jython:

AdminTask.configureAppWIMUserRegistry('-interactive')
getLTPATimeout

The getLTPATimeout command displays the number of seconds that the system waits before the LTPA
request reaches timeout.

Target object
None.

Optional parameters

-securityDomainName
Specifies the name of the security configuration. The command uses the global security configuration if
you do not specify a value for the -securityDomainName parameter. (String)
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Return value
The command returns the number of seconds that the server waits before the LTPA request is cancelled.

Batch mode example usage

» Using Jython string:

AdminTask.getLTPATimeout ('-securityDomainName testDomain')
* Using Jython list:

AdminTask.getLTPATimeout (['securityDomainName', 'testDomain'])

Interactive mode example usage
» Using Jython:

AdminTask.getLTPATimeout ('-interactive')
setLTPATimeout

The setLTPATimeout command sets the amount of time that the system waits before the LTPA request
becomes invalid.

Target object
None.

Optional parameters

-securityDomainName
Specifies the name of the security configuration. The command uses the global security configuration if
you do not specify a value for the -securityDomainName parameter. (String)

-timeout
Specifies the amount of time, in seconds, before the request times out. (String)

Return value
The command does not return output.

Batch mode example usage

* Using Jython string:
AdminTask.setLTPATimeout ('-timeout 120"')
* Using Jython list:

AdminTask.setLTPATimeout (['timeout', '120'])

Interactive mode example usage
* Using Jython:

AdminTask.setLTPATimeout('-interactive')

getUserRegistrylnfo

The getUserRegistrylnfo command displays information about a user registry in a security domain or in the
global security configuration. If you do not specify a value for the -userRegistryType parameter, the
command returns the active user registry information.

Target object

None.
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Optional parameters

-securityDomainName
Specifies the name of the security configuration. The command uses the global security configuration if
you do not specify a value for the -securityDomainName parameter. (String)

-userRegistryType
Specifies the type of user registry. Specify LDAPUserRegistry for LDAP user registries. Specify
WIMUserRegistry for federated repository user registries. Specify CustomUserRegistry for custom user
registries. Specify LocalOSUserRegisty for local operating system user registries. (String)

Return value

The command returns configuration information in the form of attribute and value pairs for the user registry
object of interest.

Batch mode example usage

* Using Jython string:

AdminTask.getUserRegistryInfo('-securityDomainName testDomain -userRegistryType LDAPUserRegistry')
* Using Jython list:

AdminTask.getUserRegistryInfo(['securityDomainName', 'testDomain', '-userRegistryType', 'LDAPUserRegistry'])

Interactive mode example usage
* Using Jython:

AdminTask.getUserRegistryInfo('-interactive')
unconfigureUserRegistry

The unconfigureUserRegistry command modifies the user registry. For a global security configuration, the
command reduces the user registry to the minimum registry values. For application-level security, the
command removes the user registry from the security domain of interest.

Target object
None.

Required parameters

-userRegistryType
Specifies the type of user registry. Specify LDAPUserRegistry for LDAP user registries. Specify
WIMUserRegistry for federated repository user registries. Specify CustomUserRegistry for custom user
registries. Specify LocalOSUserRegisty for local operating system user registries. (String)

Optional parameters

-securityDomainName
Specifies the name of the security configuration. The command uses the global security configuration if
you do not specify a value for the -securityDomainName parameter. (String)

Return value
The command does not return output.

Batch mode example usage
» Using Jython string:
AdminTask.unconfigureUserRegistry('-userRegistryType WIMUserRegistry -securityDomainName testDomain')

* Using Jython list:
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AdminTask.unconfigureUserRegistry(['userRegistryType', 'WIMUserRegistry', '-securityDomainName', 'testDomain'])

Interactive mode example usage
* Using Jython:

AdminTask.unconfigureUserRegistry('-interactive')
configureJAASLoginEntry

The configureJAASLoginEntry command configures a Java Authentication and Authorization Service
(JAAS) login entry in a security domain or in the global security configuration. You can use this command
to modify existing JAAS login entries or to create new login entries.

Target object
None.

Required parameters

-lToginType
Specifies the type of JAAS login entry of interest. Specify system for the system login type or
application for the application login type. (String)

-loginEntryAlias
Specifies an alias that identifies the JAAS login entry in the configuration. (String)

Optional parameters

-securityDomainName
Specifies the name of the security configuration. If you do not specify a security domain name, the
system updates the global security configuration. (String)

-loginModules
Specifies a comma (,) separated list of login module class names. Specify the list in the order that the
system calls them. (String)

-authStrategies
Specifies a comma-separated list of authentication strategies that sets the authentication behavior as
authentication proceeds down the list of login modules. You must specify one authentication strategy
for each login module. (String)

Specify one or many of the following values in a comma (,) separated list:

e REQUIRED

Specifies that the LoginModule module is required to succeed. Whether authentication succeeds or
fails, the process still continues down the LoginModule list for each realm.

* REQUISITE

Specifies that the LoginModule module is required to succeed. If authentication is successful, the
process continues down the LoginModule list in the realm entry. If authentication fails, control
immediately returns to the application. Authentication does not proceed down the LoginModule list.

e SUFFICIENT

Specifies that the LoginModule module is not required to succeed. If authentication succeeds,
control immediately returns to the application. Authentication does not proceed down the
LoginModule list. If authentication fails, the process continues down the list.

* OPTIONAL

Specifies that the LoginModule module is not required to succeed. Whether authentication succeeds
or fails, the process still continues down the LoginModule list.

Return value
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The command does not return output.

Batch mode example usage
» Using Jython string:

AdminTask.configureJAASLoginEntry('[-ToginType application -loginEntryAlias JAASLoginEntryl -authStrategies "
REQUIRED,REQUISITE"]")

* Using Jython list:

AdminTask.configureJAASLoginEntry(['loginType', 'application', '-ToginEntryAlias', 'JAASLoginEntryl', '-authStrategies',
'REQUIRED,REQUISITE'])

Interactive mode example usage

* Using Jython:

AdminTask.configureJAASLoginEntry('-interactive')
configureLoginModule

The configureLoginModule command modifies an existing login module or creates a new login module on
an existing JAAS login entry in the global security configuration or in a security domain.

Target object
None.

Required parameters

-ToginType
Specifies the type of JAAS login entry of interest. Specify system for the system login type or
application for the application login type. (String)

-ToginEntryAlias
Specifies an alias that identifies the JAAS login entry in the configuration. (String)

-lToginModule
Specifies the name of the login module. (String)

Optional parameters

-securityDomainName
Specifies the name of the security configuration. (String)

-uselLoginModuleProxy
Specifies that the JAAS loads the login module proxy class. JAAS then delegates calls to the login
module classes that are defined in the Module class name field. Specify true to use the login module
proxy. (Boolean)

-authStrategy

Specifies the authentication behavior as authentication proceeds down the list of login modules.

(String)

Specify one of the following values:

e REQUIRED
Specifies that the LoginModule module is required to succeed. Whether authentication succeeds or
fails, the process still continues down the LoginModule list for each realm.

e REQUISITE
Specifies that the LoginModule module is required to succeed. If authentication is successful, the

process continues down the LoginModule list in the realm entry. If authentication fails, control
immediately returns to the application. Authentication does not proceed down the LoginModule list.

e SUFFICIENT
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Specifies that the LoginModule module is not required to succeed. If authentication succeeds,
control immediately returns to the application. Authentication does not proceed down the
LoginModule list. If authentication fails, the process continues down the list.

e OPTIONAL

Specifies that the LoginModule module is not required to succeed. Whether authentication succeeds
or fails, the process still continues down the LoginModule list.

-customProperties
Specifies a comma separated list of quoted attribute and value pairs that the system stores as custom
properties on the user registry object. For example, use the format: ["attrl=valuel","attr2=value2"]
(String)

Return value
The command does not return output.

Batch mode example usage

* Using Jython string:

AdminTask.configureLoginModule('-ToginType application -loginEntryAlias JAASLoginEntryl -loginModule classl')
* Using Jython list:

AdminTask.configureLoginModule(['ToginType', 'application', '-loginEntryAlias', 'JAASLoginEntryl', '-loginModule',
‘classl'])

Interactive mode example usage
* Using Jython:

AdminTask.configureLoginModule('-interactive')

getJAASLoginEntryinfo

The getJAASLoginEntrylnfo command displays configuration for a specific JAAS login entry.
Target object

None.

Required parameters

-ToginType
Specifies the type of JAAS login entry of interest. Specify system for the system login type or
application for the application login type. (String)

-lToginEntryAlias
Specifies an alias that identifies the JAAS login entry in the configuration. (String)
Optional parameters

-securityDomainName
Specifies the name of the security configuration. The command uses the global security configuration if
you do not specify a value for the -securityDomainName parameter. (String)

Return value

The command returns an attribute list that contains configuration information for the JAAS login entry of
interest.

Batch mode example usage
* Using Jython string:
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AdminTask.getJAASLoginEntryInfo('-loginType application -loginEntryAlias JAASLoginEntry -securityDomainName
testDomain')

* Using Jython list:

AdminTask.getJAASLoginEntryInfo(['loginType', 'application', '-loginEntryAlias', 'JAASLoginEntry', '-securityDomainName',
'testDomain'])

Interactive mode example usage
* Using Jython:

AdminTask.getJAASLoginEntryInfo('-interactive')

listJAASLoginEntries

The listJAASLoginEntries command displays each defined JAAS login modules for given type in a security
domain or the global security configuration.

Target object
None.

Required parameters

-ToginType
Specifies the type of JAAS login entry of interest. Specify system for the system login type or
application for the application login type. (String)

Optional parameters

-securityDomainName
Specifies the name of the security configuration. The command uses the global security configuration if
you do not specify a value for the -securityDomainName parameter. (String)

Return value
The command returns an array of attribute lists that contain the login entries for the login type of interest.

Batch mode example usage

» Using Jython string:

AdminTask.1istJAASLoginEntries('-ToginType application -securityDomainName testDomain')
* Using Jython list:

AdminTask.1istJAASLoginEntries(['ToginType', 'application','-securityDomainName', 'testDomain'])

Interactive mode example usage
* Using Jython:

AdminTask.1istJAASLoginEntries('-interactive')
listLoginModules

The listLoginModules command displays the class names and associated options for a specific JAAS login
module in a security domain or in the global security configuration.

Target object
None.

Required parameters
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-lToginType
Specifies the type of JAAS login entry of interest. Specify system for the system login type or
application for the application login type. (String)

-lToginEntryAlias
Specifies an alias that identifies the JAAS login entry in the configuration. (String)
Optional parameters

-securityDomainName
Specifies the name of the security configuration. The command uses the global security configuration if
you do not specify a value for the -securityDomainName parameter. (String)

Return value
The command returns an array that contains the login modules in a specific login entry.

Batch mode example usage

* Using Jython string:

AdminTask.listLoginModules('-loginType system -loginEntryAlias JAASLoginEntry')
* Using Jython list:

AdminTask.listLoginModules(['loginType', 'system', '-loginEntryAlias', 'JAASLoginEntry'])

Interactive mode example usage
* Using Jython:

AdminTask.listLoginModules('-interactive')
unconfigureJAASLoginEntry

The unconfigureJAASLoginEntry command removes a JAAS login entry from the global security
configuration or a security domain. You cannot remove all login entries. The command returns an error if it
cannot remove the login entry of interest.

Target object
None.

Required parameters

-lToginType
Specifies the type of JAAS login entry of interest. Specify system for the system login type or
application for the application login type. (String)

-loginEntryAlias
Specifies an alias that identifies the JAAS login entry in the configuration. (String)
Optional parameters

-securityDomainName
Specifies the name of the security configuration. The command uses the global security configuration if
you do not specify a value for the -securityDomainName parameter. (String)

Return value
The command does not return output.

Batch mode example usage
* Using Jython string:
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AdminTask.unconfigureJAASLoginEntry('-loginType application -loginEntryAlias myLoginEntry")
* Using Jython list:

AdminTask.unconfigureJAASLoginEntry (['ToginType', 'application', '-loginEntryAlias', 'mylLoginEntry'])

Interactive mode example usage
* Using Jython:

AdminTask.unconfigureJAASLoginEntry('-interactive')

unconfigureLoginModule

The unconfigureLoginModule command removes a login module class from a login module entry.
Target object

None.

Required parameters

-lToginType
Specifies the type of JAAS login entry of interest. Specify system for the system login type or
application for the application login type. (String)

-lToginEntryAlias
Specifies an alias that identifies the JAAS login entry in the configuration. (String)

-loginModule
Specifies the name of the login module class to remove from the configuration. (String)
Optional parameters

-securityDomainName
Specifies the name of the security configuration. The command uses the global security configuration if
you do not specify a value for the -securityDomainName parameter. (String)

Return value
The command does not return output.

Batch mode example usage

* Using Jython string:

AdminTask.unconfigureLoginModule('-loginType system -loginEntryAlias systemLoginEntry -loginModule moduleClass")
* Using Jython list:

AdminTask.unconfigureLoginModule(['loginType', 'system', '-loginEntryAlias', 'systemLoginEntry', '-loginModule',
‘moduleClass'])

Interactive mode example usage

* Using Jython:

AdminTask.unconfigureLoginModule('-interactive')

createAuthDataEntry

The createAuthDataEntry command creates an authentication data entry for a J2EE Connector
architecture (J2C) connector in the global security or security domain configuration.

Target object

None.
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Required parameters

-alias
Specifies the name that uniquely identifies the authentication data entry. (String)

-user
Specifies the J2C authentication data user ID. (String)

-password
Specifies the password to use for the target enterprise information system (EIS). (String)
Optional parameters

-securityDomainName
Specifies the name of the security domain configuration. The application server uses the global
security configuration if you do not specify a value for the -securityDomainName parameter. (String)

-description
Specifies a description of the authentication data entry. (String)

Return value
The command returns the object name of the new authentication data entry object.

Batch mode example usage

* Using Jython string:

AdminTask.createAuthDataEntry('-alias dataEntryl -user userID -password userIDpw')
* Using Jython list:

AdminTask.createAuthDataEntry(['alias', 'dataEntryl', '-user', ‘'userID', '-password', 'userIDpw'])

Interactive mode example usage
* Using Jython:

AdminTask.createAuthDataEntry('-interactive')
deleteAuthDataEntry

The deleteAuthDataEntry command removes an authentication data entry for a J2C connector in a global
security or security domain configuration.

Target object
None.

Required parameters

-alias
Specifies the name that uniquely identifies the authentication data entry. (String)

Optional parameters
-securityDomainName
Specifies the name of the security domain configuration. The application server uses the global
security configuration if you do not specify a value for the -securityDomainName parameter. (String)
Return value

The command does not return output.

Batch mode example usage
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* Using Jython string:
AdminTask.deleteAuthDataEntry('-alias dataEntryl')
* Using Jython list:

AdminTask.deleteAuthDataEntry(['alias', 'dataEntryl'])

Interactive mode example usage
» Using Jython:

AdminTask.deleteAuthDataEntry('-interactive')
getAuthDataEntry

The getAuthDataEntry command displays information about an authentication data entry for the J2C
connector in the global security configuration or for a specific security domain.

Target object
None.

Required parameters
-alias

Specifies the name that uniquely identifies the authentication data entry. (String)
Optional parameters

-securityDomainName
Specifies the name of the security configuration. The command uses the global security configuration if
you do not specify a value for the -securityDomainName parameter. (String)

Return value
The command returns an attribute list that contains the authentication data entry attributes and values.

Batch mode example usage

* Using Jython string:

AdminTask.getAuthDataEntry('-alias authDataEntryl -securityDomainName testDomain')
* Using Jython list:

AdminTask.getAuthDataEntry(['alias', 'authDataEntryl', '-securityDomainName', 'testDomain'])

Interactive mode example usage
* Using Jython:

AdminTask.getAuthDataEntry('-interactive')
listAuthDataEntries

The listAuthDataEntries command displays each authentication data entry in the global security
configuration or in a security domain.

Target object
None.

Optional parameters
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-securityDomainName
Specifies the name of the security configuration. The command uses the global security configuration if
you do not specify a value for the -securityDomainName parameter. (String)

Return value
The command returns an array of attribute lists for each authentication data entry.

Batch mode example usage

* Using Jython string:
AdminTask.listAuthDataEntries('-securityDomainName testDomain')
* Using Jython list:

AdminTask.listAuthDataEntries(['securityDomainName', 'testDomain'])

Interactive mode example usage
* Using Jython:

AdminTask.TistAuthDataEntries('-interactive')
modifyAuthDataEntry

The modifyAuthDataEntry command modifies an authentication data entry for a J2C connector in the
global security or security domain configuration.

Target object
None.

Required parameters
-alias

Specifies the name that uniquely identifies the authentication data entry. (String)
Optional parameters

-securityDomainName
Specifies the name of the security configuration. The command uses the global security configuration if
you do not specify a value for the -securityDomainName parameter. (String)

-user
Specifies the J2C authentication data user ID. (String)

-password
Specifies the password to use for the target enterprise information system (EIS). (String)

-description
Specifies a description for the authentication data entry. (String)
Return value

The command does not return output.

Batch mode example usage

* Using Jython string:

AdminTask.modifyAuthDataEntry('-alias dataEntryl -user userIDI -password newPassword')
» Using Jython list:

AdminTask.modifyAuthDataEntry(['alias', 'dataEntryl', '-user', ‘userIDl', '-password', 'newPassword'])
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Interactive mode example usage
* Using Jython:

AdminTask.modifyAuthDataEntry('-interactive')
configureCSlinbound

The configureCSlinbound command configures CSIv2 inbound authentication on a security domain or on
the global security configuration. When configuring CSI inbound authentication in a security domain for the
first time, the CSI objects are copied from global security so that any changes to that configuration are
applied.

Target object
None.

Optional parameters

-securityDomainName
Specifies the name of the security configuration. If one is not provided the task will work on the global
security user registry configuration. (String)

-messageLevelAuth
Specifies whether clients connecting to this server must specify a user ID and password. Specify
Never to disable the user ID and password requirement. Specify Supported to accept a user ID and
password. Specify Required to require a user ID and password. (String)

-supportedAuthMechList
Specifies the authentication mechanism to use. Specify KRB5 for Kerberos authentication, LTPA for
Lightweight Third-Party Authentication, BasicAuth for BasicAuth authentication, and custom to use your
own authentication token implementation. You can specify more then one in a space-separated list.
(String)

-clientCertAuth
Specifies whether a client that connects to the server must connect using an SSL certificate. Specify
Never to allow clients to connect without SSL certificates. Specify Supported to accept clients
connecting with and without SSL certificates. Specify Required to require clients to use SSL certificate.
(String)

-transportLayer
Specifies the transport layer support level. Specify Never to disable transport layer support. Specify
Supported to enable transport layer support. Specify Required to require transport layer support.
(String)

-ss1Configuration
Specifies the SSL configuration alias to use for inbound transport. (String)

-enableldentityAssertion
Specifies whether to enable identity assertion. When using the identity assertion authentication
method, the security token generated is a <wsse:UsernameToken> element that contains a
<wsse:Username> element. Specify true for the -enableldentityAssertion parameter to enable identity
assertion. (Boolean)

-trustedIdentities
Specifies a list of trusted server identities, separated by the pipe character (|). To specify a null value,
set the value of the -trustedldentities parameter as an empty string (""). (String)

-statefulSession
Specifies whether to enable a stateful session. Specify true to enable a stateful session. (Boolean)

-enableAttributePropagation
Specifies whether to enable security attribute propagation. Security attribute propagation allows the
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application server to transport authenticated Subject contents and security context information from
one server to another in your configuration. Specify true to enable security attribute propagation.
(Boolean)

Return value
The command does not return output.

Batch mode example usage
* Using Jython string:

AdminTask.configureCSIInbound('[-securityDomainName testDomain -messagelLevelAuth Required
-supportedAuthMechList "KRB5 LTPA"]')

* Using Jython list:

AdminTask.configureCSIInbound(['-securityDomainName', 'testDomain', '-messagelLevelAuth', 'Required',
'-supportedAuthMechList', 'KRB5 LTPA'])

Interactive mode example usage
* Using Jython:

AdminTask.configureCSIInbound('-interactive')
configureCSIOutbound

The configureCSIOutbound command configures the CSIv2 outbound authentication in a security domain
or in the global security configuration. When configuring CSI Outbound in a security domain for the first
time, the application server copies the CSI objects from global security. Then, the application server
applies the changes to that configuration from the command.

Target object
None.

Optional parameters

-securityDomainName
Specifies the name of the security configuration. (String)

-enableAttributePropagation
Specifies whether to enable security attribute propagation. Security attribute propagation allows the
application server to transport authenticated Subject contents and security context information from
one server to another in your configuration. Specify true to enable security attribute propagation.
(Boolean)

-enableldentityAssertion
Specifies whether to enable identity assertion. When using the identity assertion authentication
method, the security token generated is a <wsse:UsernameToken> element that contains a
<wsse:Username> element. Specify true for the -enableldentityAssertion parameter to enable identity
assertion. (Boolean)

-useServerlIdentity
Specifies whether to use the server identity to establish trust with the target server. Specify true to
use the server identity. (Boolean)

-trustedId
Specifies the trusted identity that the application server uses to establish trust with the target server.
(String)

-trustedIdentityPassword
Specifies the password of the trusted server identity. (String)

Chapter 6. Scripting for security 141



-messagelLevelAuth
Specifies whether clients connecting to this server must specify a user ID and password. Specify
includeNever to disable the user ID and password requirement. Specify Supported to accept a user ID
and password. Specify Required to require a user ID and password. (String)

-supportedAuthMechList
Specifies the authentication mechanism to use. Specify KRB5 for Kerberos authentication, LTPA for
Lightweight Third-Party Authentication, BasicAuth for BasicAuth authentication, and custom to use your
own authentication token implementation. You can specify more then one in a space-separated list.
(String)

-clientCertAuth
Specifies whether a client that connects to the server must connect using an SSL certificate. Specify
Never to allow clients to connect without SSL certificates. Specify Supported to accept clients
connecting with and without SSL certificates. Specify Required to require clients to use SSL certificate.
(String)

-transportLayer
Specifies the transport layer support level. Specify Never to disable transport layer support. Specify
Supported to enable transport layer support. Specify Required to require transport layer support.
(String)

-ss1Configuration
Specifies the SSL configuration alias to use for inbound transport. (String)

-statefulSession
Specifies whether to enable a stateful session. Specify true to enable a stateful session. (Boolean)

-enableQutboundMapping
Specifies whether to enable custom outbound identity mapping. Specify true to enable custom
outbound identity mapping. (Boolean)

-trustedTargetRealms
Specifies a list of target realms to trust. Separate each realm name with the pipe character (|). (String)
Return value

The command does not return output.

Batch mode example usage
* Using Jython string:

AdminTask.configureCSIOutbound('-securityDomainName testDomain -useServerlIdentity true -messageAuthLevel
Supported')

» Using Jython list:

AdminTask.configureCSIOutbhound(['securityDomainName', 'testDomain', '-useServerldentity', 'true',
'-messageAuthLevel', 'Supported'])

Interactive mode example usage
* Using Jython:

AdminTask.configureCSIOuthound('-interactive')

getCSlinboundinfo

The getCSlIinboundinfo command displays information about the Common Secure Interoperability (CSI)
inbound settings for the global security configuration or for a security domain.

Target object

None.
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Optional parameters

-securityDomainName
Specifies the name of the security configuration. The command uses the global security configuration if
you do not specify a value for the -securityDomainName parameter. (String)

-displayModel
Specifies the output format of the configuration information. Specify true to return an attribute list of
the model. Specify false to display an attribute of the value used to create the object. (Boolean)

Return value
The command returns an attribute list of the attributes and values of the CSI inbound object.

Batch mode example usage

* Using Jython string:
AdminTask.getCSIInboundInfo('-securityDomainName testDomain')
* Using Jython list:

AdminTask.getCSIInboundInfo(['securityDomainName', 'testDomain'])

Interactive mode example usage
» Using Jython:

AdminTask.getCSIInboundInfo('-interactive')
getCSIOutboundinfo

The getCSIOutboundinfo command displays information for the CSI outbound settings for the global
security configuration or for a security domain.

Target object
None.

Optional parameters

-securityDomainName
Specifies the name of the security configuration. The command uses the global security configuration if
you do not specify a value for the -securityDomainName parameter. (String)

-displayModel
Specifies the output format of the configuration information. Specify true to return an attribute list of
the model. Specify false to display an attribute of the value used to create the object. (Boolean)

Return value

The command returns an attribute list that contains the attributes and values of the CSI outbound
configuration.

Batch mode example usage

* Using Jython string:
AdminTask.getCSIOutboundInfo('-securityDomainName testDomain')
* Using Jython list:

AdminTask.getCSIOutboundInfo(['securityDomainName', 'testDomain'])

Interactive mode example usage
* Using Jython:
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AdminTask.getCSIOutboundInfo('-interactive')

unconfigureCSlinbound

The unconfigureCSlinbound command removes the CSI inbound information from a security domain.
Target object

None.

Required parameters

-securityDomainName
Specifies the name of the security configuration. (String)

Return value
The command does not return output.

Batch mode example usage

» Using Jython string:
AdminTask.unconfigureCSIInbound('-securityDomainName testDomain')
* Using Jython list:

AdminTask.unconfigureCSIInbound(['securityDomainName', 'testDomain'])

Interactive mode example usage
* Using Jython:

AdminTask.unconfigureCSIInbound('-interactive')

unconfigureCSIOutbound

The unconfigureCSIOutbound command removes the CSI outbound information from a security domain.
Target object

None.

Required parameters

-securityDomainName
Specifies the name of the security configuration. (String)

Return value
The command does not return output.

Batch mode example usage

» Using Jython string:
AdminTask.unconfigureCSIOutbound('-securityDomainName testDomain')
* Using Jython list:

AdminTask.unconfigureCSIOutbound(['securityDomainName', 'testDomain'])

Interactive mode example usage
* Using Jython:

AdminTask.unconfigureCSIOutbound('-interactive')
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configurelnterceptor

The configurelnterceptor command modifies an existing interceptor or creates an interceptor if one does
not exist.

Target object
None.

Required parameters

-interceptor
Specifies the trust association interceptor class name. (String)

Optional parameters

-securityDomainName
Specifies the name of the security domain. If you do not specify a security domain, the command
assigns the global security configuration. (String)

-customProperties
Specifies a comma separated list of quoted attribute and value pairs that the system stores as custom
properties on the user registry object. For example, use the format: "attrl=valuel","attr2=value2"
(String)

Return value
The command does not return output.

Batch mode example usage
* Using Jython string:

AdminTask.configureInterceptor('-interceptor com.ibm.ws.security.web.TAMTrustAssociationInterceptorPlus
-securityDomainName testDomain')

* Using Jython list:

AdminTask.configurelnterceptor(['interceptor', 'com.ibm.ws.security.web.TAMTrustAssociationInterceptorPlus',
'-securityDomainName', 'testDomain'])

Interactive mode example usage
* Using Jython:

AdminTask.configureInterceptor('-interactive')

configureTrustAssociation

The configureTrustAssociation command enables or disable the trust association. If the security domain
does not have a trust association defined, the application server copies each trust association and its
interceptors from the global security configuration.

Target object
None.

Optional parameters

-securityDomainName
Specifies the name of the security configuration. (String)

-enable
Specifies whether to enable trust association to act as a reverse proxy server. (Boolean)
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Return value
The command does not return output.

Batch mode example usage

» Using Jython string:
AdminTask.configureTrustAssociation('-securityDomainName testDomain -enable true')
* Using Jython list:

AdminTask.configureTrustAssociation(['securityDomainName', 'testDomain', '-enable', 'true'])

Interactive mode example usage
» Using Jython:

AdminTask.configureTrustAssociation('-interactive')

getTrustAssociationinfo

The getTrustAssociationinfo command displays configuration information for trust association.
Target object

None.

Optional parameters

-securityDomainName
Specifies the name of the security configuration. The command uses the global security configuration if
you do not specify a value for the -securityDomainName parameter. (String)

Return value
The command returns an attribute list that contains attributes and values for trust association.

Batch mode example usage

» Using Jython string:
AdminTask.getTrustAssociationInfo('-securityDomainName testDomain')
* Using Jython list:

AdminTask.getTrustAssociationInfo(['securityDomainName', 'testDomain'])

Interactive mode example usage
* Using Jython:

AdminTask.getTrustAssociationInfo('-interactive')

listinterceptors

The listinterceptors command displays the trust association interceptors that are configured in the global
security or security domain configuration.

Target object
None.

Optional parameters

-securityDomainName
Specifies the name of the security configuration. The command uses the global security configuration if
you do not specify a value for the -securityDomainName parameter. (String)
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Return value
The command returns an array list of each interceptor and the associated custom properties.

Batch mode example usage

» Using Jython string:
AdminTask.listInterceptors('-securityDomainName testDomain')
* Using Jython list:

AdminTask.TistInterceptors(['securityDomainName', 'testDomain'])

Interactive mode example usage
» Using Jython:

AdminTask.listInterceptors('-interactive')
unconfigurelnterceptor

The unconfigurelnterceptor command removes a trust association interceptor from the global security
configuration or from a security domain.

Target object
None.

Required parameters
-interceptor

Specifies the trust association interceptor class name. (String)
Optional parameters

-securityDomainName
Specifies the name of the security configuration. The command uses the global security configuration if
you do not specify a value for the -securityDomainName parameter. (String)

Return value
The command does not return output.

Batch mode example usage
* Using Jython string:

AdminTask.unconfigureInterceptor('-interceptor com.ibm.ws.security.web.TAMTrustAssociationInterceptorPlus
-securityDomainName testDomain')

* Using Jython list:

AdminTask.unconfigureInterceptor(['interceptor', 'com.ibm.ws.security.web.TAMTrustAssociationInterceptorPlus',
'-securityDomainName', 'testDomain'])

Interactive mode example usage
* Using Jython:

AdminTask.unconfigureInterceptor('-interactive')

unconfigureTrustAssociation
The unconfigureTrustAssociation command removes the trust association object from a security domain.

Target object
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None.

Required parameters
-securityDomainName

Specifies the name of the security configuration. (String)
Return value

The command does not return output.

Batch mode example usage

* Using Jython string:
AdminTask.unconfigureTrustAssociation('-securityDomainName testDomain')
* Using Jython list:

AdminTask.unconfigureTrustAssociation(['securityDomainName', 'testDomain'])

Interactive mode example usage
* Using Jython:

AdminTask.unconfigureTrustAssociation('

applyWizardSettings

The applyWizardSettings command can be used to automate the global security configuration.
Target object

None.

Optional parameters

-secureApps
Specifies to secure applications.

-secureLocalResources
Specifies to secure local resources such as data sets and MVS™ commands.

-userRegistryType
Specifies whether the user is a user, a group, or a group member.

-1dapServerType
Specifies the type of LDAP server that is being used. The default value is IDS51.

-1dapHostName
Specifies the LDAP host name.

-1dapPort
Specifies the LDAP port name.

-1dapBaseDN
Specifies the LDAP base dynamic member attribute.

-1dapBindDN
Dynamically updates LDAP binding information.

-1dapBindPassword
Dynamically updates LDAP binding password information.

-adminName
Refers to the name of an administrator account on the remote target machine.
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Return value
The command does not return output.

Batch mode example usage
» Using Jython string:

AdminTask.applyWizardSettings (' [-secureApps true -securelLocalResources false
-userRegistryType LDAPUserRegistry -ldapServerType IBM_DIRECTORY_SERVER
-1dapHostName '+1dapServer+' -ldapPort 389 -1dapBaseDN o=ibm,c=us -1dapBindDN
cn=root -1dapBindPassword alx4meok -adminName '+adminUsername+' ]1'))

configureAuthzConfig

The configureAuthzConfig command configures an external Java Authorization Contract for Containers
(JACC) authorization provider in a security domain or the global security configuration.

Target object
None.

Optional parameters

-securityDomainName
Specifies the name of the security configuration. (String)

-useJACCProvider
Specifies whether to use a JACC provider. Specify true to use a JACC provider. (Boolean)

-name
Specifies the name of the JACC provider to use. (String)

-description
Specifies a description of the JACC provider. (String)

-j2eePolicyImpl1ClassName
Specifies the class name of an implementation class that represents the
javax.security.jacc.policy.provider property according to the specification. (String)

-policyConfigurationFactoryImplClassName
Specifies the class name of an implementation class that represents the
javax.security.jacc.PolicyConfigurationFactory.provider property. (String)

-roleConfigurationFactoryImplClassName
Specifies the class name of an implementation class that implements the
com.ibm.wsspi.security.authorization.RoleConfigurationFactory interface. (String)

-requiresEJBArgumentsPolicyContextHandler
Specifies whether policy providers require the Enterprise JavaBeans arguments policy context handler
to make access decisions. Specify true to enable this option. (Boolean)

-initializeJACCProviderClassName
Specifies the class name of an implementation class that implements the
com.ibm.wsspi.security.authorization.IntializeJACCProvider interface.(String)

-supportsDynamicModuleUpdates
Specifies whether the provider supports dynamic changes to the web modules. Specify true to enable
this option. (Boolean)

-customProperties
Specifies a comma separated list of quoted attribute and value pairs that the system stores as custom
properties on the user registry object. For example, use the format: "attrl=valuel"”,"attr2=value2"
(String)
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Return value
The command does not return output.

Batch mode example usage
» Using Jython string:

AdminTask.configureAuthzConfig (' [-securityDomainName testDomain -useJACCProvider true -name
testProvider -description "JACC provider for testing"]')

* Using Jython list:

AdminTask.configureAuthzConfig(['securityDomainName', 'testDomain', '-useJACCProvider', 'true', '-name',
'testProvider', '-description', 'JACC provider for testing'l)

Interactive mode example usage

» Using Jython:

AdminTask.configureAuthzConfig('-interactive')

configureSingleSignon

The configureSingleSignon command configures a single sign-on object in global security.
Target object

None.

Optional parameters

-enable
Specifies whether to enable single sign-on. Specify true to enable single sign-on, or false to disable
single sign-on. (Boolean)

-requiresSSL
Specifies whether single sign-on requests send through HTTPS. Specify true to enable this option.
(Boolean)

-domainName
Specifies the domain name that contains a set of hosts to which the single sign-on applies. (String)

-interoperable
Specifies interoperability options. Specify true to send an interoperable cookie to the browser to
support back-level servers. Specify false disable the sending of interoperable cookies. (Boolean)

-attributePropagation
Specifies whether to enable inbound security attribute propagation. Specify true to enable web
inbound security attribution propagation. Specify false to use the single sign-on token to log in and
recreate the Subject from the user registry. (Boolean)

Return value
The command does not return output.

Batch mode example usage

» Using Jython string:

AdminTask.configureSingleSignon('-enable true -domainName mycompany.com')
* Using Jython list:

AdminTask.configureSingleSignon(['enable', 'true', '-domainName', 'mycompany.com'])

Interactive mode example usage
* Using Jython:
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AdminTask.configureSingleSignon('-interactive')
getActiveSecuritySettings

The getActiveSecuritySettings command displays the active security settings for global security or a
specific security domain.

Target object
None.

Optional parameters

-securityDomainName
Specifies the name of the security domain configuration. The command uses the global security
configuration if you do not specify a value for the -securityDomainName parameter. (String)

Return value

The command returns the active security settings for the security domain of interest or the global security
configuration, which includes the following settings:

» cacheTimeout

* issuePermissionWarning

» activeAuthMechanism

+ enforceJava2Security

» appSecurityEnabled

* enableGlobalSecurity (global security only)
» adminPreferredAuthMech (global security only)
» activeAuthMechanism (global security only)
 activeUserRegistry

» enforceFineGrainedJCASecurity

» dynUpdateSSLConfig (global security only)
» useDomainQualifiedUserNames

» customProperties

Batch mode example usage

* Using Jython string:
AdminTask.getActiveSecuritySettings('-securityDomainName testDomain')
* Using Jython list:

AdminTask.getActiveSecuritySettings(['securityDomainName', 'testDomain'])

Interactive mode example usage
» Using Jython:

AdminTask.getActiveSecuritySettings('-interactive')
getAuthzConfiginfo

The getAuthzConfiginfo command displays information about an external JACC authorization provider in a
security domain or the global security configuration.

Target object
None.
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Optional parameters

-securityDomainName
Specifies the name of the security domain configuration. The command uses the global security
configuration if you do not specify a value for the -securityDomainName parameter. (String)

Return value

The command returns an attribute list that contains the attributes and values that are associated with the
JACC authorization provider.

Batch mode example usage

* Using Jython string:
AdminTask.getAuthzConfigInfo('-securityDomainName testDomain')
* Using Jython list:

AdminTask.getAuthzConfigInfo(['securityDomainName', 'testDomain'])

Interactive mode example usage
* Using Jython:

AdminTask.getAuthzConfigInfo('-interactive')
getSingleSignon

The getSingleSignon command displays configuration information about the single sign-on object as
defined in the global security configuration.

Target object

None.

Optional parameters
None.

Return value

The command returns an attribute list that contains the attributes and values of the single sign-on
configuration.

Batch mode example usage
* Using Jython:

AdminTask.getSingleSignon()

Interactive mode example usage
* Using Jython:

AdminTask.getSingleSignon('-interactive')
setAdminActiveSecuritySettings

The setAdminActiveSecuritySettings command sets the active security settings on the global security
object.

Note: To set the security settings for a security domain, see the [setAppActiveSecuritySettings| command.

Target object
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None.

Optional parameters

-enableGlobalSecurity
Specifies whether to enable global security. Specify true to enable global security, or specify false to
disable global security. (Boolean)

-cacheTimeout
Specifies the amount of time, in seconds, before authentication data becomes invalid. (Integer)

-issuePermissionWarning
Specifies whether to issue a warning during application installation if the application requires security
permissions. Specify true to enable the warning notification, or specify false to disable the warning
notification. (Boolean)

-enforceJava2Security
Specifies whether to enable Java Platform, Enterprise Edition (Java EE) security. Specify true to
enable Java EE security permissions checking, or specify false to disable Java EE security. (Boolean)

-enforceFineGrainedJCASecurity
Specifies whether to restrict application access. Specify true to restrict application access to sensitive
Java EE Connector Architecture (JCA) mapping authentication data. (Boolean)

-appSecurityEnabled
Specifies whether to enable application-level security. Specify true to enable application level security,
or specify false to disable application-level security. (Boolean)

-dynUpdateSSLConfig
Specifies whether to dynamically update SSL configuration changes. Specify true to update SSL
configuration changes dynamically, or specify false to update the SSL configuration when the server
starts. (Boolean)

-activeAuthMechanism
Specifies the active authentication mechanism. Specify LTPA for LTPA authentication, KRB5 for Kerberos
authentication, or RSAToken for RSA token authorization. (String)

-adminPreferredAuthMech
Specifies the preferred authentication mechanism. Specify LTPA for LTPA authentication, KRB5 for
Kerberos authentication, or RSAToken for RSA token authorization. (String)

-activeUserRegistry
Specifies the active user registry for the server. (String)

Specify one of the following values:

CustomUserRegistry
This option enables you to specify a custom user registry as the active user registry for the
server.

LDAPUserRegistry
This option enables you to specify an LDAP user registry as the active user registry for the
server.

LocalOSUserRegistry
This option enables you to specify the local operating system user registry as the active user
registry for the server.

WIMUserRegistry
This option enables you to specify a federated repository as the active user registry for the
server.
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-useDomainQualifiedUserNames
Specifies the type of user name to use. Specify true to use domain qualified user names, or specify
false to use the short name. (Boolean)

-customProperties
Specifies a comma separated list of quoted attribute and value pairs that the system stores as custom
properties on the user registry object. For example, use the format: "attrl=valuel","attr2=value2"
(String)

Return value
The command does not return output.

Batch mode example usage
* Using Jython string:

AdminTask.setAdminActiveSecuritySettings('-enableGlobalSecurity true -cacheTimeout 300
-enforcedava2Security true -appSecurityEnabled true -activeUserRegistry LDAPUserRegistry')

* Using Jython list:

AdminTask.setAdminActiveSecuritySettings(['enableGlobalSecurity', 'true', '-cacheTimeout',
'300', '-enforcedava2Security', 'true', '-appSecurityEnabled', 'true' '-activeUserRegistry',
'LDAPUserRegistry])

Interactive mode example usage
» Using Jython:

AdminTask.setAdminActiveSecuritySettings('-interactive')
setAppActiveSecuritySettings

The setAppActiveSecuritySettings command sets the active security settings on a security domain.

Note: To set the security settings for global security, see the [setAdminActiveSecuritySettings| command.

Target object
None.

Required parameters

-securityDomainName
Specifies the name of the security configuration. The command uses the global security configuration if
you do not specify a value for the -securityDomainName parameter. (String)

Optional parameters

-cacheTimeout
Specifies the amount of time, in seconds, before authentication data becomes invalid. (Integer)

-issuePermissionWarning
Specifies whether to issue a warning during application installation if the application requires security
permissions. Specify true to enable the warning notification, or specify false to disable the warning
notification. (Boolean)

-enforceJava2Security
Specifies whether to enable Java Platform, Enterprise Edition (Java EE) security. Specify true to
enable Java EE security permissions checking, or specify false to disable Java EE security. (Boolean)

-enforceFineGrainedJCASecurity
Specifies whether to restrict application access. Specify true to restrict application access to sensitive
Java EE Connector Architecture (JCA) mapping authentication data. (Boolean)
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-appSecurityEnabled
Specifies whether to enable application-level security. Specify true to enable application level security,
or specify false to disable application-level security. (Boolean)

-activeUserRegistry
Specifies the active user registry for the server. (String)

-useDomainQualifiedUserNames
Specifies the type of user name to use. Specify true to use domain qualified user names, or specify
false to use the short name. (Boolean)

-customProperties
Specifies a comma separated list of quoted attribute and value pairs that the system stores as custom
properties on the user registry object. For example, use the format: "attrl=valuel","attr2=value2"
(String)

Return value
The command does not return output.

Batch mode example usage
* Using Jython string:

AdminTask.setAppActiveSecuritySettings('-securityDomainName testDomain -issuePermissionWarning false
-enforceFineGrainedJCASecurity true')

* Using Jython list:

AdminTask.setAppActiveSecuritySettings(['securityDomainName', 'testDomain', '-issuePermissionWarning',
'false', '-enforceFineGrainedJCASecurity', 'true'])

Interactive mode example usage
* Using Jython:

AdminTask.setAppActiveSecuritySettings('-interactive')
unconfigureAuthzConfig

The unconfigureAuthzConfig command removes an external JACC authorization provider from the global
security configuration or a security domain.

Target object
None.

Required parameters

-securityDomainName
Specifies the name of the security configuration. The command uses the global security configuration if
you do not specify a value for the -securityDomainName parameter. (String)

Return value
The command does not return output.

Batch mode example usage

* Using Jython string:
AdminTask.unconfigureAuthzConfig('-securityDomainName testDomain')
* Using Jython list:

AdminTask.unconfigureAuthzConfig(['securityDomainName', 'testDomain'])

Interactive mode example usage
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* Using Jython:

AdminTask.unconfigureAuthzConfig('-interactive')
unsetAppActiveSecuritySettings

The unsetAppActiveSecuritySettings command removes an attribute from the global security configuration
or a security domain.

Target object
None.

Required parameters

-securityDomainName
Specifies the name of the security configuration. The command uses the global security configuration if
you do not specify a value for the -securityDomainName parameter. (String)

Optional parameters

-unsetAppSecurityEnabled
Specifies whether to remove the attribute that enables application security. Specify true to remove the
attribute. (Boolean)

-unsetActiveUserRegistry
Specifies whether to remove the active user registry attribute. Specify true to remove the attribute.
(Boolean)

-unsetUseDomainQualifiedUserNames
Specifies whether to remove the user domain qualified user names attribute. Specify true to remove
the attribute. (Boolean)

-unsetEnforcedava2Security
Specifies whether to remove the Java EE security attribute. Specify true to remove the attribute.
(Boolean)

-unsetEnforceFineGrainedJCASecurity
Specifies whether to remove the fine-grained JCA security attribute. Specify true to remove the
attribute. (Boolean)

-unsetIssuePermissionWarning
Specifies whether to remove the attribute that issues user permission warnings. Specify true to
remove the attribute. (Boolean)

-unsetCacheTimeout
Specifies whether to remove the cache timeout attribute. Specify true to remove the attribute.
(Boolean)

Return value
The command does not return output.

Batch mode example usage
» Using Jython string:

AdminTask.unsetAppActiveSecuritySettings('-securityDomainName testDomain -unsetAppSecurityEnabled true
-unsetPermissionWarning true')

* Using Jython list:

AdminTask.unsetAppActiveSecuritySettings(['securityDomainName', 'testDomain', '-unsetAppSecurityEnabled',
‘true', '-unsetPermissionWarning', 'true'])
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Interactive mode example usage
* Using Jython:

AdminTask.unsetAppActiveSecuritySettings('-interactive')

SecurityRealminfoCommands command group for the AdminTask object

You can use the Jython scripting language to manage security realm configurations with the wsadmin tool.
Use the commands and parameters in the SecurityRealminfoCommands group to query and manage
trusted realms.

Use the following commands to manage trusted realms in your security configuration:
+ [‘addTrustedRealms’

+ [“configureTrustedRealms” on page 158|

[listRegistryGroups” on page 15§

[istRegistryUsers” on page 159

[“listSecurityRealms” on page 160

[istTrustedRealms” on page 161]

* [‘removeTrustedRealms” on page 162

[‘unconfigureTrustedRealms” on page 162

addTrustedRealms

The addTrustedRealms command adds a realm or list of realms to the list of trusted realms for global
security or in a security domain.

Target object
None.

Required parameters

-communicationType
Specifies whether to trusted realms to inbound or outbound communication. Specify inbound to
configure inbound communication. Specify outbound to configure outbound communication. (String)

Optional parameters

-securityDomainName
Specifies the name of the security domain of interest. If you do not specify a value for this parameter,
the command uses the global security configuration. (String)

-realmList
Specifies a realm or list of realms to configure as trusted realms. (String)

Separate each realm in the list with the pipe character (|) as the following example demonstrates:
realml|realm2|realm3
Return value

The command does not return output.

Batch mode example usage

* Using Jython string:

AdminTask.addTrustedRealms ('-communicationType inbound -securityDomainName testDomain')
* Using Jython list:

AdminTask.addTrustedRealms (['-communicationType', 'inbound', '-securityDomainName', 'testDomain'])
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Interactive mode example usage
* Using Jython:

AdminTask.addTrustedRealms('-interactive')
configureTrustedRealms

The configureTrustedRealms command configures trusted realms. Use this command to replace the list of
trusted realms and to clear each realm from the list. To add realms to the trusted realm list, use the
addinboundTrustedRealm command.

Target object
None.

Required parameters

-communicationType
Specifies whether to configure the security domains, realms, or global security configuration for
inbound or outbound communication. Specify inbound to configure inbound communication. Specify
outbound to configure outbound communication. (String)

Optional parameters

-securityDomainName
Specifies the name of the security domain of interest. If you do not specify a value for this parameter,
the command uses the global security configuration. (String)

-realmList
Specifies a list of realms to configure as trusted realms. (String)

Separate each realm in the list with the pipe character (|) as the following example demonstrates:
realml|realm2|realm3

-trustAl1Realms
Specifies whether to trust all realms. Specify true to trust all realms. If you specify true for this
parameter, the command does not use the -realmList parameter. (Boolean)

Return value
The command does not return output.

Batch mode example usage

* Using Jython string:

AdminTask.configureTrustedRealms('-communicationType inbound -realmList realml|realm2|realm3")
* Using Jython list:

AdminTask.configureTrustedRealms (['-communicationType', 'inbound', '-realmList', 'realm1|realm2|realm3'])

Interactive mode example usage
* Using Jython string:
AdminTask.configureTrustedRealms('-interactive')

* Using Jython list:
listRegistryGroups

The listRegistryGroups command displays the groups in the user registry that belong to the security realm,
security domain, or resource name of interest.
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Target object
None.

Optional parameters

-securityRealmName
Specifies name of the security realm of interest. The securityDomainName, resourceName, and
securityRealmName parameters are mutually exclusive. Do not specify more than one of these
parameters. (String)

-resourceName
Specifies the name of the resource of interest. The securityDomainName, resourceName, and
securityRealmName parameters are mutually exclusive. Do not specify more than one of these
parameters. (String)

-securityDomainName
Specifies the name of the security domain of interest. The securityDomainName, resourceName, and
securityRealmName parameters are mutually exclusive. Do not specify more than one of these
parameters.(String)

-displayAccessIds
Specifies whether to display the access IDs for each group. Specify true to display the access ID and
group name for each group that the command returns. (Boolean)

-groupFilter
Specifies a filter that the command uses to query for groups. For example, specify test* to return
groups that begin with the test string. By default, the command returns all groups. (String)

-number0fGroups
Specifies the number of groups to return. The default number of groups that the command displays is
20. (Integer)

Return value

The command returns an array of group names. If you specified the -displayAccessld parameter, the
command returns an array of attribute lists which contain the group name and group access ID.

Batch mode example usage

* Using Jython string:

AdminTask.listRegistryGroups('-securityDomainName myTestDomain -groupFilter test* -numberOfGroups 10')
* Using Jython list:

AdminTask.listRegistryGroups(['-securityDomainName', 'myTestDomain', '-groupFilter', 'testx', '-numberOfGroups', '10'])

Interactive mode example usage
* Using Jython:

AdminTask.1listRegistryGroups('-interactive')
listRegistryUsers

The listRegistryUsers command displays the users in the user registry for a specific security realm,
resource name, or domain name.

Target object
None.

Optional parameters
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-securityDomainName
Specifies the name of the security domain of interest. The securityDomainName, resourceName, and
securityRealmName parameters are mutually exclusive. Do not specify more than one of these
parameters. If you do not specify the securityDomainName, resourceName, or securityRealmName
parameter, the system uses the active user registry from the global security configuration. (String)

-resourceName
Specifies the name of the resource of interest. The securityDomainName, resourceName, and
securityRealmName parameters are mutually exclusive. Do not specify more than one of these
parameters. If you do not specify the securityDomainName, resourceName, or securityRealmName
parameter, the system uses the active user registry from the global security configuration. (String)

-securityRealmName
Specifies the name of the security realm of interest. The securityDomainName, resourceName, and
securityRealmName parameters are mutually exclusive. Do not specify more than one of these
parameters. If you do not specify the securityDomainName, resourceName, or securityRealmName
parameter, the system uses the active user registry from the global security configuration. (String)

-displayAccessIds
Specifies whether to display the access IDs for each group. Specify true to display the access ID and
group name for each group that the command returns. (Boolean)

-userFilter
Specifies the filter that the command uses to query for users. For example, specify test* to display
each user name that starts with the test string. By default, the command returns all users. (String)

-numberOfUsers
Specifies the number of users to return. The default number of groups that the command displays is
20. (Integer)

Return value

The command returns an array of user names. If you specify the -displayAccessld parameter, the
command returns an array of attribute lists that contain the user ID and user access IDs.

Batch mode example usage

» Using Jython string:

AdminTask.listRegistryUsers('-securityRealmName defaultWIMFileBasedRealm -displayAccesslds true')
* Using Jython list:

AdminTask.listRegistryUsers(['-securityRealmName', 'defaultWIMFileBasedRealm', '-displayAccesslds', 'true'])

Interactive mode example usage
» Using Jython:

AdminTask.listRegistryUsers('-interactive')
listSecurityRealms

The listSecurityRealms command displays each security realm from global security configuration and the
security domains.

Target object
None.
Return value

The command returns an array of realm names.
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Batch mode example usage
* Using Jython string:
AdminTask.listSecurityRealms()

* Using Jython list:

AdminTask.listSecurityRealms()

Interactive mode example usage
* Using Jython:

AdminTask.listSecurityRealms('-interactive')
listTrustedRealms

The listTrustedRealms command displays a list of trusted realms for a security domain, resource, or realm.
If you do not specify a security domain, resource name, or realm name, then the command returns a list of
trusted realms from the global security configuration. The securityRealmName, resourceName, and
securityDomainName parameters are mutually exclusive.

Target object
None.

Required parameters

-communicationType
Specifies whether to list the trusted realms for inbound or outbound communication. Specify inbound to
configure inbound communication. Specify outbound to configure outbound communication. (String)

Optional parameters

-securityRealmName
Specifies name of the security realm of interest. If you use this parameter, do not use the
resourceName or securityDomainName parameters. (String)

-resourceName
Specifies the name of the resource of interest. If you use this parameter, do not use the
securityRealmName or securityDomainName parameters. (String)

-securityDomainName
Specifies the name of the security domain of interest. If you use this parameter, do not use the
resourceName or securityRealmName parameters. (String)

-expandRealmList
Specifies whether to return each realm name when the trustAllRealms property is enabled. Specify
true to return each realm name. Specify false to return the trustAllRealms property. (Boolean)

-includeCurrentRealm
Specifies whether to include the current realm in the list of trusted realms. Specify true to include the
current realm, or specify false to exclude the current realm from the list of trusted realms. (Boolean)

Return value

The command returns an array of trusted realm names. If the realm, resource, or security domain of
interest is configured to trust all realms, the command returns the trustAl1Realms string.

Batch mode example usage
* Using Jython string:
AdminTask.listTrustedRealms('-communicationType inbound -resourceName myApplication')

* Using Jython list:
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AdminTask.listTrustedRealms(['-communicationType', 'inbound', '-resourceName', 'myApplication'])

Interactive mode example usage
* Using Jython:

AdminTask.listTrustedRealms('-interactive')

removeTrustedRealms

The removeTrustedRealms command removes realms from a trusted realm list in a security domain or in
the global security configuration.

Target object
None.

Required parameters

-communicationType
Specifies whether to remove trusted realms from inbound or outbound communication. Specify
inbound to configure inbound communication. Specify outbound to configure outbound communication.
(String)

-realmList
Specifies a list of realms to remove from trusted realms. (String)

Separate each realm in the list with the pipe character (|) as the following example demonstrates:
realml|realm2|realm3

Optional parameters

-securityDomainName
Specifies the name of the security domain of interest. If you do not specify a security domain, the
command uses the global security configuration. (String)

Return value

The command does not return output.

Batch mode example usage

* Using Jython string:

AdminTask.removeTrustedRealms (' -communicationType inbound -realmList realm]lrealm2|realm3')
* Using Jython list:

AdminTask.removeTrustedRealms(['-communicationType inbound -realmList realml|realm?|realm3'])

Interactive mode example usage
» Using Jython:

AdminTask.removeTrustedRealms('-interactive')

unconfigureTrustedRealms

The unconfigureTrustedRealms command removes the trusted realm object from the configuration.
Target object

None.

Required parameters
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-communicationType
Specifies whether to unconfigure the trusted realms for inbound or outbound communication. Specify
inbound to remove inbound communication configurations. Specify outbound to remove outbound
communication configurations. (String)

Optional parameters

-securityDomainName
Specifies the name of the security domain of interest. If you do not specify a security domain, the
command uses the global security configuration. (String)

Return value
The command does not return output.

Batch mode example usage

» Using Jython string:

AdminTask.unconfigureTrustedRealms ('-communicationType inbound -securityDomainName testDomain')
* Using Jython list:

AdminTask.unconfigureTrustedRealms (['-communicationType', 'inbound', '-securityDomainName', 'testDomain'])

Interactive mode example usage
* Using Jython string:

AdminTask.unconfigureTrustedRealms('-interactive')

NamingAuthzCommands command group for the AdminTask object

You can use the Jython scripting language to configure naming roles for groups and users with the
wsadmin tool. Use the commands and parameters in the NamingAuthzCommands group to assign,
remove, and query naming role configuration. CosNaming security offers increased granularity of security
control over CosNaming functions.

A number of naming roles are defined to provide the degrees of authority that are needed to perform
certain application server naming service functions. The authorization policy is only enforced when global
security is enabled.

Use the following commands to manage the naming service functions:
« [listGroupsForNamingRoles|

[listUsersForNamingRoles|

+ [mapGroupsToNamingRole]

« [mapUsersToNamingRole|

« [removeGroupsFromNamingRole|

+ [removeUsersFromNamingRole|

listGroupsForNamingRoles

The listGroupsForNamingRoles command displays the groups and special subjects that are mapped to the
naming roles.

Target object
None.

Return value
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The command returns a list of the groups and special subjects associated with each naming role.

Batch mode example usage
* Using Jython:

AdminTask.1istGroupsForNamingRoles ()

Interactive mode example usage
* Using Jython:

AdminTask.1istGroupsForNamingRoles('-interactive')

listUsersForNamingRoles

The listUsersForNamingRoles command displays the users that are mapped to the naming roles.
Target object

None.

Return value

The command returns a list of the users associated with each naming role.

Batch mode example usage
* Using Jython:

AdminTask.listUsersForNamingRoles ()

Interactive mode example usage
* Using Jython:

AdminTask.listUsersForNamingRoles('-interactive')
mapGroupsToNamingRole

The mapGroupsToNamingRole command maps groups, special subjects, or groups and special subjects to
the naming roles.

Target object
None.

Required parameters

-roleName
Specifies the name of the naming role. (String)

Table 10. Name space security roles. Four name space security roles are available: CosNamingRead, CosNaminghWrite,
CosNamingCreate, and CosNamingDelete. The roles have authority levels from low to high, as the following table
defines:

Role name Description

CosNamingRead You can query the application server name space using, for example, the
Java Naming and Directory Interface (JNDI) lookup method. The EVERYONE
special-subject is the default policy for this role.

CosNamingWrite You can perform write operations such as JNDI bind, rebind, or unbind,
and CosNamingRead operations.

CosNamingCreate You can create new objects in the name space through operations such
as JNDI createSubcontext and CosNamingWrite operations.

CosNamingDelete You can destroy objects in the name space, for example using the JNDI
destroySubcontext method and CosNamingCreate operations.
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Optional parameters
-groupids
Specifies the names of the groups to map to the naming roles. (String[])

-accessids
Specifies the access IDs of the users in the format <group:realmName/uniqueID>. (String[])

-specialSubjects
Specifies the special subjects to map. (String[])

Table 11. Special subjects. The special subjects include EVERYONE, ALLAUTHENTICATED,
ALLAUTHENTICATEDINTRUSTEDREALMS, as the following table defines:

Header Header

EVERYONE Maps everyone to a specified role. When you map everyone to a role, anyone can access the
resources that are protected by this role and, essentially, there is no security.

ALLAUTHENTICATED Maps each authenticated user to a specified role. When you map each authenticated user to a
specified role, each valid user in the current registry who has been authenticated can access
resources that are protected by this role.

ALLAUTHENTICATEDINTRUSTEDREALMS Maps each authenticated user to a specified role. When you map each authenticated user to a
specified role, each valid user in the current registry who has been authenticated can access
resources that are protected by this role in the trusted realm.

Return value
The command does not return output.

Batch mode example usage

* Using Jython string:

AdminTask.mapGroupsToNamingRole(' [-roleName CosNamingCreate -groupids [groupl, group2]]')
* Using Jython list:

AdminTask.mapGroupsToNamingRole(['-roleName', 'CosNamingCreate', '-groupids', '[groupl, group2]'])

Interactive mode example usage
* Using Jython:

AdminTask.mapGroupsToNamingRole('-interactive')

mapUsersToNamingRole

The mapUsersToNamingRole command maps users to the naming roles.
Target object

None.

Required parameters

-roleName
Specifies the name of the naming role. (String)

Table 12. Name space security roles. Four name space security roles are available: CosNamingRead, CosNaminghrite,
CosNamingCreate, and CosNamingDelete. The roles have authority levels from low to high, as the following table
defines:

Role name Description

CosNamingRead You can query the application server name space using, for example, the
Java Naming and Directory Interface (JNDI) lookup method. The EVERYONE
special-subject is the default policy for this role.
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Table 12. Name space security roles (continued). Four name space security roles are available: CosNamingRead,
CosNamingWrite, CosNamingCreate, and CosNamingDelete. The roles have authority levels from low to high, as the
following table defines:

Role name Description

CosNamingWrite You can perform write operations such as JNDI bind, rebind, or unbind,
and CosNamingRead operations.

CosNamingCreate You can create new objects in the name space through operations such
as JNDI createSubcontext and CosNamingWrite operations.

CosNamingDelete You can destroy objects in the name space, for example using the JNDI
destroySubcontext method and CosNamingCreate operations.

Optional parameters

-userids
Specifies the user IDs to map to the naming roles of interest. (String[])

-accessids
Specifies the access IDs of the users in the format <user:realmName/uniquelID>. (String[])
Return value

The command does not return output.

Batch mode example usage

* Using Jython string:

AdminTask.mapUsersToNamingRole([-roleName CosNamingDelete -userids [userl, user2, user3]]"')
* Using Jython list:

AdminTask.mapUsersToNamingRole(['-roleName', 'CosNamingDelete', '-userids', '[userl, user2, user3]'])

Interactive mode example usage
* Using Jython:

AdminTask.mapUsersToNamingRole('-interactive']
removeGroupsFromNamingRole

The removeGroupsFromNamingRole command removes groups, special subjects, or groups and special
subjects from a naming role.

Target object
None.

Required parameters

-roleName
Specifies the name of the naming role. (String)

Table 13. Name space security roles. Four name space security roles are available: CosNamingRead, CosNaminghrite,
CosNamingCreate, and CosNamingDelete. The roles have authority levels from low to high, as the following table
defines:

Role name Description

CosNamingRead You can query the application server name space using, for example, the
Java Naming and Directory Interface (JNDI) lookup method. The EVERYONE
special-subject is the default policy for this role.

CosNamingWrite You can perform write operations such as JNDI bind, rebind, or unbind,
and CosNamingRead operations.

CosNamingCreate You can create new objects in the name space through operations such
as JNDI createSubcontext and CosNamingWrite operations.
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Table 13. Name space security roles (continued). Four name space security roles are available: CosNamingRead,
CosNamingWrite, CosNamingCreate, and CosNamingDelete. The roles have authority levels from low to high, as the
following table defines:

Role name Description

CosNamingDelete You can destroy objects in the name space, for example using the JNDI
destroySubcontext method and CosNamingCreate operations.

Optional parameters

-groupids
Specifies the names of the groups to remove from the naming roles of interest. (String[])

-specialSubjects
Specifies the special subjects to remove. (String[])

Table 14. Special subjects. The special subjects include EVERYONE, ALLAUTHENTICATED,
ALLAUTHENTICATEDINTRUSTEDREALMS, as the following table defines:
Header Header

EVERYONE Maps everyone to a specified role. When you map everyone to a role, anyone can access the
resources that are protected by this role and, essentially, there is no security.

ALLAUTHENTICATED Maps each authenticated user to a specified role. When you map each authenticated user to a
specified role, each valid user in the current registry who has been authenticated can access
resources that are protected by this role.

ALLAUTHENTICATEDINTRUSTEDREALMS Maps each authenticated user to a specified role. When you map each authenticated user to a
specified role, each valid user in the current registry who has been authenticated can access
resources that are protected by this role in the trusted realm.

Return value
The command does not return output.

Batch mode example usage

* Using Jython string:

AdminTask.removeGroupsFromNamingRole('-roleName CosNamingRead -groupids [groupl, group2] -specialSubjects EVERYONE')
* Using Jython list:

AdminTask.removeGroupsFromNamingRole(['-roleName', 'CosNamingRead', '-groupids', '[groupl, group2]', '-specialSubjects', 'EVERYONE'])

Interactive mode example usage
* Using Jython:

AdminTask.removeGroupsFromNamingRole('-interactive')

removeUsersFromNamingRole

The removeUsersFromNamingRole command removes users from a naming role.
Target object

None.

Required parameters

-roleName
Specifies the name of the naming role. (String)

Chapter 6. Scripting for security 167



Table 15. Name space security roles. Four name space security roles are available: CosNamingRead, CosNaminghrite,
CosNamingCreate, and CosNamingDelete. The roles have authority levels from low to high, as the following table

defines:

Role name

Description

CosNamingRead

You can query the application server name space using, for example, the
Java Naming and Directory Interface (JNDI) lookup method. The EVERYONE
special-subject is the default policy for this role.

CosNamingWrite

You can perform write operations such as JNDI bind, rebind, or unbind,
and CosNamingRead operations.

CosNamingCreate

You can create new objects in the name space through operations such
as JNDI createSubcontext and CosNamingWrite operations.

CosNamingDelete

You can destroy objects in the name space, for example using the JNDI
destroySubcontext method and CosNamingCreate operations.

Optional parameters

-userids

Specifies the user IDs to remove from the naming roles of interest. (String[])

Return value
The command does not return output.

Batch mode example usage

* Using Jython string:
AdminTask.removeUsersFromNamingRole('-roleName CosNamingRead')
* Using Jython list:

AdminTask.removeUsersFromNamingRole(['-roleName', 'CosNamingRead'])

Interactive mode example usage
* Using Jython:

AdminTask.removeUsersFromNamingRole('-interactive')

Utility scripts

The scripting library provides multiple script procedures to automate your application configurations. This
topic provides usage information for scripts that set notification options, save configuration changes, and

display scripting library information.

Each utility script procedure is located in the app_server_root/scriptLibraries/utilities/V70 directory.
Use the following script procedures to perform utility functions:

« [‘convertToList” on page 169
* [‘debugNotice” on page 169
« [‘getExceptionText” on page 169

+ [“fail” on page 170

+ [4ileSearch” on page 170

+ [‘getResourceBundle” on page 170|
» [“getScriptLibraryFiles” on page 171|
[“getScriptLibraryList” on page 171|
[‘getScriptLibraryPath” on page 171]
[“help” on page 171]

[infoNotice” on page 172

[‘save” on page 172|
[‘setDebugNotices” on page 172
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[‘setFailOnErrorDefault” on page 172
[‘sleepDelay” on page 173

« [‘warningNotice” on page 173
[‘configureAutoSave” on page 173

convertTolList

This script converts a string to a list. For example, the AdminApp.Tist() command returns a string of
application names. Use the convertToList script to change the output to a list format, such as
['DefaultApplication', 'al', 'a2', 'ivtApp', 'query'].

Table 16. convertToList argument description. Run the script to return a string output and set the output to a
variable.

Argument Description
variable Specifies the name of the variable that contains the string to convert to a list.
Syntax

AdminUtilities.convertToList(variable)
Example usage

apps=AdminApp.Tist()
AdminUtilities.convertToList (apps)
debugNotice

This script sets the debug notice text.

Table 17. debugNotice argument description. Run the script to specify the message argument.

Argument Description
message Specifies the message text for the debug notice.
Syntax

AdminUtilities.debugNotice(message)

Example usage

AdminUtilities.debugNotice("Server is started")

getExceptionText

This script displays the exception message for a specific exception type, exception value, or traceback
information.

Table 18. getExceptionText argument descriptions. Run the script to specify the type, value, or traceback arguments.
Argument Description

type Specifies the exception type of interest. The exception type represents the class object of the
exception.
value Specifies the exception value of interest. The value represents the instance object that is the

argument of the exception or the second argument of the raise statement.

traceback Specifies the traceback information of interest. The traceback object contains special attributes,
including the line number where the error occurred. Do not assign traceback to a local variable in the
function that handles the exception, as this assignment creates a circular reference.

Syntax
AdminUtilities.getExceptionText(type, value, traceback)
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Example usage

AdminUtilities.getExceptionText("com. ibm.ws.scripting.ScriptingException
", "com.ibm.ws.scripting.ScriptingException: AdminControl service not available"

s ! ")
fail

This script sets the failure message.

Table 19. fail argument description. Run the script to specify the message argument.

Argument Description
message Specifies the message text for the failure notice.
Syntax

AdminUtilities.fail(message)

Example usage
AdminUtilities.fail("The script failed")

fileSearch

This script searches the file system based on a specific path or directory.

Table 20. fileSearch argument descriptions. Run the script to specify the path or directory arguments.

Argument Description

path Specifies the file path to search for a specific file.
directory Specifies the directory to search for a specific file.
Syntax

AdminUtilities.fileSearch(path, directory)

Example usage

Paths = []
Directory = java.io.File("c:\\WebSphere\\AppServer\\scriptLibraries")
AdminUtilities.fileSearch(directory, paths)

Paths = []
Directory = java.io.File("//WebSphere//AppServer//scriptLibraries")
AdminUtilities.fileSearch(directory, paths)

getResourceBundle

This script displays an instance for the resource bundle of interest.

Table 21. getResourceBundle argument description. Run the script to specify the bundle name argument.

Argument Description

ScriptingLibraryMessage resource bundle, specify
com.ibm.ws.scripting.resources.scriptLibraryMessage.

bundleName Specifies the name of the bundle of interest. For example, to get a message object from the

Syntax

AdminUtilities.getResourceBundle(bundleName)
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Example usage

AdminUtilities.getResourceBundle("com. ibm.ws.scripting.resources.scriptlLibraryMessage")
getScriptLibraryFiles
This script displays the file path and file names for each script library file.

Syntax
AdminUtilities.getScriptLibraryFiles()

Example usage
AdminUtilities.getScriptLibraryFiles()

getScriptLibraryList
This script displays each script name in the script library.

Syntax
AdminUtilities.getScriptLibraryList()

Example usage
AdminUtilities.getScriptLibraryList()

getScriptLibraryPath
This script displays the file path to get to the script library files on your file system.

Syntax
AdminUtilities.getScriptLibraryPath()

Example usage
AdminUtilities.getScriptLibraryPath()

help

This script displays help information for the AdminUltilities script library, including general library
information, script names, and script descriptions.

Table 22. help argument description. Run the script to obtain information about the script of interest.

Argument Description
scriptName Optionally specifies the name of the AdminUtilities script of interest.
Syntax

AdminUtilities.help(scriptName)

Example usage
AdminUtilities.help("sleepDelay")
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infoNotice

This script sets the text for the information notice of a command or script.

Table 23. infoNotice argument description. Run the script to specify the message argument.

Argument Description

message Specifies the message text or a message ID such as "Application is installed" or
resourceBundle.getString ("WASX71151").

Syntax

AdminUtilities.infoNotice(message)

Example usage
AdminUtilities.infoNotice(resourceBundle.getString("WASX71151"))

save
This script saves the configuration changes to your system.

Syntax
AdminUtilities.save()

Example usage

AdminUtilities.save()
setDebugNotices

This script enables and disables debug notices.

Table 24. setDebugNotices argument description. Run the script to specify the debug argument.

Argument Description

debug Specifies whether to enable or disable debug notices. Specify true to enable debug notices, or false
to disable debug notices.

Syntax
AdminUtilities.setDebugNotices (debug)

Example usage
AdminUtilities.setDebugNotices("true")

setFailOnErrorDefault

This script enables or disables the fail on error behavior.

Table 25. setFailOnErrorDefault argument description. Run the script to specify the fail on error argument.

Argument Description

failOnError Specifies whether to enable or disable the fail on error behavior. Specify true to enable the fail on
error behavior, or false to disable the behavior.

Syntax
AdminUtilities.setFailOnErrorDefault(failOnError)

Example usage
AdminUtilities.setFailOnErrorDefault("false")
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sleepDelay

This script sets the number of seconds that the system waits for completion during two operations.

Table 26. sleepDelay argument description. Run the script to specify the delay seconds argument.

Argument Description

delaySeconds Specifies the number of seconds to wait for completion.

Syntax
AdminUtilities.sleepDelay(delaySeconds)

Example usage
AdminUtilities.sleepDelay("10")

warningNotice

This script sets the text to display as the warning message.

Table 27. warningNotice argument description. Run the script to specify the message argument.

Argument Description

message Specifies the non-translated text for the warning notice or a message ID such as
resourceBundle.getString ("WASX7411W").

Syntax

AdminUtilities.warningNotice(message)

Example usage
AdminUtilities.warningNotice(resourceBundle.getString ("WASX7411W"))

configureAutoSave

This script enables and disables the automatic saving of configuration changes to the master configuration
repository.

Table 28. configureAutoSave argument description. Run the script to specify the autosave argument.

Argument Description

autosave Specifies whether to save configuration changes to the master configuration repository automatically.
The default value is true.

Syntax
AdminUtilities.configureAutoSave(autosave)

Example usage

AdminUtilities.configureAutoSave(false)

Configuring the JACC provider for Tivoli Access Manager using the

wsadmin utility

You can use the wsadmin utility to configure Tivoli Access Manager security for WebSphere Application
Server.

Procedure
1. Start WebSphere Application Server.
2. Start the wsadmin command-line utility.
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Run the wsadmin command from the [app_server _root/bin directory.
3. At the wsadmin prompt, enter the following command:

$AdminTask configureTAM -interactive

Table 29. Commands for configuring, reconfiguring, and unconfiguring Tivoli Access Manager. The following table
lists the information that you are asked to provide for the configureTAM command. The table also lists the properties
that apply to the unconfigure TAM and reconfigureTAM commands.

Property Default Relevant command Description
x\;er::phere Application Server node * + configureTAM Specify a single node on which to run the configuration task.
« reconfigureTAM
« unconfigureTAM
Tivoli Access Manager Policy Server Default port: |, configure TAM Enter the name of the Tivoli Access Manager policy server and the connection port. Use
7135 the format, policy_server : port. The policy server communication port is set at the time of
« reconfigureTAM Tivoli Access Manager configuration.
Tivoli Access Manager Authorization Default port: |, configure TAM Enter the name, port, and priority of each configured Tivoli Access Manager authorization
Server 7136 server. Use the format auth_server : port : priority. The authorization server

reconfigureTAM communication port is set at the time of Tivoli Access Manager configuration. You can
specify more than one authorization server by separating the entries with commas. Having
more than one authorization server configured is useful for failover and performance. The
priority value is the order of authorization server use. For example:
auth_server1:7136:1,auth_server2:7137:2. A priority of 1 is still required when you use a
single authorization server.

.

Websphere Application Server configure TAM Enter the full distinguished name of the security primary administrator ID for WebSphere
administrator's distinguished name Application Server as created in the "Creating the security administrative user" topic in the
reconfigureTAM Securing applications and their environment PDF. For example:
cn=wasadmin,o=organization,c=country

.

Tivoli Access Manager user registry Enter the suffix that you have set up in the user registry to contain the user and groups

« configureTAM

distinguished name suffix 9 for Tivoli Access Manager. For example: o=organization,c=country
 reconfigureTAM

Tivoli Access Manager administrator's sec_master |, o qureTAM Enter the Tivoli Access Manager administration user ID that you created when you

user name configured Tivoli Access Manager. This ID is usually sec_master.
 reconfigureTAM

* unconfigureTAM

Tivoli Access Manager administrator's configure TAM Enter the password that is associated with the Tivoli Access Manager administration user
user password ID.
reconfigureTAM

.

« unconfigureTAM

Tivoli Access Manager security domain Default Enter the name of the Tivoli Access Manager security domain that is used to store users

« configureTAM . A . . R
9 and groups. If a security domain is not already established at the time of Tivoli Access
* reconfigureTAM Manager configuration, click Return to accept the default.
Embedded Tivoli Access Manager 8900:8999 + configureTAM WebSphere Application Server needs to listen on a TCP/IP port for authorization database
listening port set updates from the policy server. More than one process can run on a particular node and
« reconfigureTAM machine so a list of ports is required for the processes. Enter the ports that are used as
listening ports by Tivoli Access Manager clients, separated by a comma. If you specify a
range of ports, separate the lower and higher values by a colon. For example, 7999,
9990:9999.
Defer No - configureTAM Set this option to yes if you want to defer the configuration of the management server
until the next restart. Set the option to no if you want the configuration of the management
* reconfigureTAM server to occur immediately. Managed servers are configured on their next restart.
« unconfigureTAM
Force No Set this value to yes if you want to ignore errors during the unconfiguration process and

 reconfigureTAM - .
allow the entire process to complete. Set the value to no if you want errors to stop the

* unconfigureTAM unconfiguration process. This option is especially useful if the environment needs to be
cleaned up and problems are occurring that do not allow the entire cleanup process to
complete successfully.

4. When all information is entered, select F to save the configuration properties or C to cancel from the
configuration process and discard entered information.

What to do next

Now enable the JACC provider for Tivoli Access Manager - see the Enabling the JACC provider for Tivoli
Access Manager article for more information.

Securing communications using the wsadmin tool

The application server provides several methods to secure communication between a server and a client.
Use this topic to configure Secure Sockets Layer (SSL), keystores, certificate authorities, key sets and
groups, and certificates.
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Procedure
» Configure secure communications using SSL.

Use the SSLConfigCommands, SSLConfigGroupCommands, DynamicSSLConfigSelections and
SSLTransport command groups for the AdminTask object, and complete the following tasks to create
and administer SSL configurations:

— [Create an SSL configuration at the node scope using scripting.|
— [Automate SSL configurations using scripting.
» Create a keystore configuration.

Use the KeyStoreCommands command group for the AdminTask object, and complete the following
tasks to create and administer keystore configurations.

- |Update default key store passwords using scripting|
» Create a certificate authority (CA) client configuration.

A CA client object contains all of the configuration information necessary to connect to a third-party CA
server. Use the CAClientCommands command group for the AdminTask object, and complete the
following tasks to create and administer CA client objects in your configuration:

— [Configure CA clients using scripting
— |Administer CA clients using scripting|
» Administer certificate configurations.

Use the CertificateRequestCommands, PersonalCertificateCommands, and SignerCertificateCommands
command groups for the AdminTask object, and complete the following tasks to administer personal
certificates, CA certificates, and self-signed certificates:

— |Create self-signed certificates using scripting
— |Configure CA certificates using scripting|
» Create key sets and key groups.

Use the KeySetCommands, KeySetGroupCommands, and KeyReferenceCommands command groups
for the AdminTask object to create and administer key set and group configurations.

Creating an SSL configuration at the node scope using scripting

A Secure Socket Layer (SSL) configuration references many other configuration objects. To help you make
valid selections for the new SSL configuration before you create it, view information about existing
configuration objects. Information about existing objects is also useful when you create a node scoped
SSL configuration using the createSSLConfig command of the AdminTask object.

Before you begin

Before starting this task, the wsadmin tool must be running. See the Starting the wsadmin scripting client
article for more information.

gotcha: The security.xml file is restricted. Therefore, if you need to make changes to the security.xml file,
verify that your user ID has administrator role authorization. If you are using a user ID with
operator role authorization, you can perform a node synchronization, but any changes that you
made to the security.xml file are not synchronized.

About this task

To use the information in this task effectively, familiarize yourself with the instructions in the Creating a
Secure Sockets Layer configuration topic.

Perform the following task to create an Secure Socket Layer (SSL) configuration at the node scope:
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Procedure
1. List the existing configuration objects. Perform any of the following:
» List some of the configuration objects that you may need when you create a new SSL configuration.

For example, you want to see which management scopes have already been defined. If the one you
need does not exist you will need to create it.
— Using Jacl:
$AdminTask 1istManagementScopes {-scopeName (cell):BIRKT40Ce1102: (node):BIRKT40Node62}
— Using Jython:

AdminTask.1istManagementScopes ('[-scopeName (cell):BIRKT40Ce1102: (node):BIRKT40Node02]")

This shows an existing cell scope and existing node scope that you can use. If you want to create a

different scope, use the createManagementScope command of the AdminTask object to define a

different one. The valid scope parameters are cell, nodegroup, node, server, cluster, and endpoint.

See the Central management of SSL configurations article for more information on scope limitations.
« List the key stores that exist in the configuration including key stores and trust stores.

— Using Jacl:
$AdminTask TistKeyStores -all true
— Using Jython:

AdminTask.listKeyStores('-all true')

Example output:

CellDefaultKeyStore(cells/BIRKT40Ce1102|security.xml#KeyStore 1)
CellDefaultTrustStore(cells/BIRKT40Ce1102|security.xml#KeyStore 2)
Ce]1LTPAKeys(ce11s/BIRKT40Ce1102|security.xml#KeyStore_3)

The previous example only lists the key stores for the default management scope which is also
known as the cell scope. To obtain key stores for other scopes, specify the scopeName parameter, for
example:
— Using Jacl:

$AdminTask 1istkKeyStores {-scopeName (cell):BIRKT40Ce1102:(node):BIRKT40Node02 }
— Using Jython:

$AdminTask 1istkeyStores ('[-scopeName (cell):BIRKT40Cel102: (node):BIRKT40Node02] ")

Example output:

CellDefaultKeyStore(cells/BIRKT40Ce1102|security.xml#KeyStore 1)
CellDefaultTrustStore(cells/BIRKT40Ce1102|security.xml#KeyStore 2)
Ce]1LTPAKeys(ce]1s/BIRKT40Ce1102|security.xm]#KeyStore_3)
NodeDefau]tKeyStore(ce]15/BIRKT4OCe1102|security.xm]#KeyStore_1134610924357)
NodeDefau]tTrustStore(ce]1s/BIRKT40Ce1102|security.xm]#KeyStore_1134610924377)

 List specific trust or key managers. Be sure to display the object name for the trust managers. You
will need the object name for the SSL configuration because you can specify multiple trust manager
instances.
— Using Jacl:
$AdminTask 1istTrustManagers {-scopeName (cell):BIRKT40Cel1102:(node):BIRKT40Node02 -displayObjectName true }
— Using Jython:
AdminTask.TistTrustManagers ('[-scopeName (cell):BIRKT40Ce1102: (node):BIRKT40Node02 -displayObjectName true]')
Example output:

IbmX509 (ce11s/BIRKT40Ce1102|security.xml#TrustManager 1)
IbmPKIX (cel1s/BIRKT40Ce1102|security.xml#TrustManager_2)
IbmX509 (ce11s/BIRKT40Ce1102|security.xml#TrustManager 1134610924357)
IbmPKIX (cel1s/BIRKT40Ce1102|security.xml#TrustManager 1134610924377)

2. Create the node-scoped SSL configuration in interactive mode. Now that we have the information we
need to choose from, we need to decide if these objects are sufficient or if we need to create new
ones. For now, we will reuse what we've already got in the configuration and save creating new
instances to task documents specific to those objects.

» Using Jacl:
$AdminTask createSSLConfig -interactive

* Using Jython:
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AdminTask.createSSLConfig ('[-interactive]')
Example output:

Create a SSL Configuration.

*SSL Configuration Alias (alias): BIRKT40Node02SSLConfig

Management Scope Name (scopeName): (cell):BIRKT40Cel102: (node):BIRKT40Node02

Client Key Alias (clientKeyAlias): default

Server Key Alias (serverKeyAlias): default

SSL Type (type): [JSSE]

Client Authentication (clientAuthentication): [false]

Security Level of the SSL Configuration (securitylLevel): [HIGH]

Enabled Ciphers SSL Configuration (enabledCiphers):

JSSE Provider (jsseProvider): [IBMJSSE2]

Client Authentication Support (clientAuthenticationSupported): [false]

SSL Protocol (ssTProtocol): [SSL_TLS]

Trust Manager Object Names (trustManagerObjectNames): (cells/BIRKT40Cel102|security.xml#TrustManager_ 1)
*«Trust Store Name (trustStoreName): NodeDefaultTrustStore

Trust Store Scope (trustStoreScopeName): (cell):BIRKT40Cel1102:(node):BIRKT40Node02

*Key Store Name (keyStoreName): NodeDefaultKeyStore

Key Store Scope Name (keyStoreScopeName): (cell):BIRKT40Ce1102: (node):BIRKT40Node02

Key Manager Name (keyManagerName): IbmX509

Key Manager Scope Name (keyManagerScopeName): (cell):BIRKT40Ce1102: (node):BIRKT40Node02

Create SSL Configuration

F (Finish)
C (Cancel)

Select [F, C]: [F] F

WASX72781: Generated command line: $AdminTask createSSLConfig {-alias BIRKT40Node02SSLConfig -scopeName
(cel1) :BIRKT40Ce1102: (node) :BIRKT40Node02 -clientKeyAlias default -serverKeyAlias default
-trustManagerObjectNames (ce11s/BIRKT4OCel102|security.xm]#TrustManager_l) -trustStoreName
NodeDefaultTrustStore -trustStoreScopeName (cell):BIRKT40Ce1102: (node):BIRKT40Node02 -keyStoreName
NodeDefaultKeyStore -keyStoreScopeName (cell):BIRKT40Ce1102: (node):BIRKT40Node02 -keyManagerName
IbmX509 -keyManagerScopeName (cell):BIRKT40Cel1102: (node):BIRKT40Node02 }

3. Save the configuration changes. See the Saving configuration changes with the wsadmin article for
more information.

Results

The name of the SSL configuration object that you created, for example, (cells/
BIRKT40Ce1102|security.xm1#SSLConfig_1136652770753), appears in the security.xml file.

Example security.xml file output:

<repertoire xmi:id="SSLConfig_1136652770753" alias="BIRKT40Node®2SSLConfig" type="JSSE"
managementScope="ManagementScope_1134610924357">

<setting xmi:id="SecureSocketLayer_ 1136652770924" clientKeyAlias="default" serverKeyAlias="default"
clientAuthentication="false" securitylLevel="HIGH" jsseProvider="IBMJSSE2" ss1Protocol="SSL_TLS"
keyStore="KeyStore_1134610924357" trustStore="KeyStore_1134610924377" trustManager="TrustManager_1"
keyManager="KeyManager_1134610924357"/>

</repertoire>

What to do next

Once you create the SSL configuration object, the next step is to use it. There are several different ways
that you can associate SSL configurations with protocols, for example:

+ Set the SSL configuration on the thread programmatically.
» Associate the SSL configuration with an outbound protocol or a target host and port.
+ Directly associating the SSL configuration using the alias.

+ Centrally managing the SSL configurations by associating them with SSL configuration groups or zones
so that they are used based upon the group from where the end point exists.

Automating SSL configurations using scripting

SSL configuration is needed for WebSphere to perform SSL connections with other servers. A SSL
configuration can be configured through the Admin Console. But if an automated way to create a SSL
configuration is desired then AdminTask should be used.
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Before you begin

Before starting this task, the wsadmin tool must be running. See the Starting the wsadmin scripting client
article for more information.

About this task

AdminTask can be used in a interactive mode and batch mode. For automation the batch mode options
should be used. AdminTask batch mode can be called in a JACL or Python script. Interactive mode will
step through all the parameter the task needs, requires ones are marked with a "'. Before the interactive
task executes the task it echoes the batch mode syntax of the task to the screen. This can be helpful
when writing batch mode scripts.

There attributes needed to create an ssl configurations:
* A key store

» Default client certificate alias

» Default server certificate alias

* Trust store

* The handshake protocol

* The ciphers needed during handshake

» Supporting client authentication or not

If automating the creation of a SSL Configuration it may be needed to create some of the attribute values
needed like the key store, trust store, key manager, and trust managers.

Procedure

» To create a SSL configuration the createSSLConfig AdminTask can be used. To make changes to the
SSL configurations use the modifySSLConfig AdminTask.

— Interactive mode:

Interactive mode steps you through all attributes and tell you the default value of the attribute if there
is one. The default value is in '[' on the prompt line. The actual flag used in batch mode is in '()' on
each prompt line. If you are using the default value then the flag will not show up on the batch
command line.

Using Jacl:
$AdminTask createSSLConfig -interactive
— Using Jython:

AdminTask.createSSLConfig ('[interactive]')

Example output:

*SSL Configuration Alias (alias): testSSLConfig

Management Scope Name (scopeName): (cell):HOSTNode@1Cell: (node):HOSTNode®1

Client Key Alias (clientKeyAlias): clientCert

Server Key Alias (serverKeyAlias): serverCert

SSL Type (type): [JSSE]

Client Authentication (clientAuthentication): [false]

Security Level of the SSL Configuration (securitylevel): [HIGH] HIGH

Enabled Ciphers SSL Configuration (enabledCiphers):

JSSE Provider (jsseProvider): [IBMJSSE2]

Client Authentication Support (clientAuthenticationSupported): [false]

SSL Protocol (ssTProtocol): [SSL_TLS] SSL_TLS

Trust Manager Object Names (trustManagerObjectNames):

*Trust Store Name (trustStoreName): testTrustStore

Trust Store Scope (trustStoreScopeName): (cell):HOSTNode®1Cell:(node):HOSTNodeO1
*Key Store Name (keyStoreName): testKeyStore

Key Store Scope Name (keyStoreScopeName): (cell):HOSTNode01Cell:(node):HOSTNode01
Key Manager Name (keyManagerName): IbmX509

Key Manager Scope Name (keyManagerScopeName): (cell):HOSTNode01Cell: (node):HOSTNodeO1

Create SSL Configuration

F (Finish)
C (Cancel)
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Select [F, C]: [F]

WASX72781: Generated command line: $AdminTask createSSLConfig {-alias testSSLConfig
-scopeName (cel1):HOSTNode01Cell: (node):HOSTNodeO1 -clientKeyAlias clientCert
-serverKeyAlias serverCert -trustStoreName testTrustStore

-trustStoreScopeName (cell):HOSTNode@1Cell: (node):HOSTNodeO1

-keyStoreName testKeyStore -keyStoreScopeName (cell):HOSTNode01Cell: (node):HOSTNode01
-keyManagerName IbmX509 -keyManagerScopeName (cell):HOSTNode01Cell: (node):HOSTNode01 }
(cells/HOSTNode01Cel1|security.xml#SSLConfig_1137687301834)

At the end of the output, the batch mode parameters are provided.
— Batch mode:
Using Jacl:

$AdminTask createSSLConfig {-alias testSSLConfig

-scopeName (cell):HOSTNode@1Cell: (node) :HOSTNode®1 -clientKeyAlias clientCert
-serverKeyAlias serverCert -trustStoreName testTrustStore

-trustStoreScopeName (cell):HOSTNode®1Cell: (node):HOSTNodeO1

-keyStoreName testKeyStore -keyStoreScopeName (cell):HOSTNode01Cell: (node):HOSTNodeO1
-keyManagerName IbmX509 -keyManagerScopeName (cell):HOSTNode01Cell: (node):HOSTNode01}

— Using Jython:
AdminTask.createSSLConfig ('[-alias testSSLConfig
-scopeName (cell):HOSTNode@1Cell: (node) :HOSTNode®1 -clientKeyAlias clientCert
-serverKeyAlias serverCert -trustStoreName testTrustStore
-trustStoreScopeName (cell):HOSTNode®1Cell: (node):HOSTNodeO1
-keyStoreName testKeyStore -keyStoreScopeName (cell):HOSTNode01Cell: (node):HOSTNodeO1
-keyManagerName IbmX509 -keyManagerScopeName (cell):HOSTNode@1Cell:(node):HOSTNode01]")
Example output:
(cel1s/HOSTNode01Cel1|security.xml#SSLConfig_1137687301834)

» Key Stores and Trust Stores The key store and trust store may already exist or a new one may need to
be created. To create a new key store or trust store use the createKeyStore AdminTask. It will create a
key store file and store the configuration object in the system configuration. A trust store is just a key
store that usually only has signer certificates in it. To create a key store enter:

— Using Jacl:

$AdminTask createKeyStore {-keyStoreName testKeyStore -keyStoreType PKCS12
-keyStorelLocation $(USER_INSTALL_ROOT)\testKeyStore.pl2 -keyStorePassword abcd
-keyStorePasswordVerify abcd -keyStoreIsFileBased true -keyStoreReadOnly false}

— Using Jython:

AdminTask.createKeyStore ('[-keyStoreName testKeyStore -keyStoreType PKCS12

-keyStorelLocation $(USER_INSTALL_ROOT)\testKeyStore.pl2 -keyStorePassword abcd

-keyStorePasswordVerify abcd -keyStoreIsFileBased true -keyStoreReadOnly false]')
To populate the key store with certificates see “Managing Certificates using AdminConsole and Admin
Task” The key store and trust store are required to create a SSL configuration. Use the '-keyStoreName'
and '-trustStoreName' flags on the createSSLConfig. There scopes can be added with the
'-keyStoreScope' flag and '-trustStoreScope' flags.

» Key Manager Key manager are used to determine how a certificate is selected. The IbmX509 key
manager is in the security configuration by default. If a different key manager is needed then use
createKeyManager AdminTask to create it. To create a key manager enter:

— Using Jacl:

$AdminTask createKeyManager {-name testKeyManager
-scopeName (cel1):HOSTNode01Cel1: (node) :HOSTNode®1
-provider IBMJSSE2 -algorithm specialAlgorithm }

— Using Jython:

AdminTask.createKeyManager ('[-name testKeyManager

-scopeName (cel1):HOSTNode@1Cel1: (node) :HOSTNode®1

-provider IBMJSSE2 -algorithm specialAlgorithm]"')

To supply a key manager on the createSSLConfig AdminTask use the -keyManagerName' along with
the '-keyManagerScope' flag.

» Trust Manager Trust managers are use to determine how trust is established during ssl communication.
The IbmX509 and IbmPKIX are trust managers are in the security configuration by default. If a different
or additional trust manager is needed then use the createTrustManger AdminTask to create it. To create
a trust manager enter:

— Using Jacl:
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$AdminTask createTrustManager {-name testTrustManager
-scopeName (cel1):HOSTNode01Cel1: (node) :HOSTNode01
-provider IBMJSSE2 -algorithm specialAlgorithm }

— Using Jython:

AdminTask.createTrustManager ('[-name testTrustManager

-scopeName (cel1):HOSTNode01Cel1: (node) :HOSTNode01

-provider IBMJSSE2 -algorithm specialAlgorithm]')
The SSL Configuration can have multiple trust managers. To supply multiple trust managers give a
comma separated list of the trust managers configuration IDs with the -trustManagerObjectNames flag.
When you create a trust manager the configuration object ID is returned. To get a list of trust managers
object IDs use the listTrustManagers command of the AdminTask object with the -displayObjectName
true flag. For example:

wsadmin>$AdminTask TistTrustManagers -interactive
List Trust Managers

List trust managers.

Management Scope Name (scopeName):
Display Tist in ObjectName Format (displayObjectName): [false] true

List Trust Managers

F (Finish)
C (Cancel)

Select [F, C]: [F]

Inside generate script command

WASX72781: Generated command line: $AdminTask TistTrustManagers {-displayObjectName true }
1bmX509 (ce11s/I1BM-0AF8DABCF16Node@1Cell|security.xml#TrustManager IBM-OAF8DABCF16Node0l_1)
IbmPKIX (cel1s/IBM-OAF8DABCF16Node01CelT|security.xml#TrustManager_IBM-0AF8DABCF16Noded1_2)

Updating default key store passwords using scripting

Use the Jython or Jacl scripting language to change the default key store passwords. A key store file is
created with a default password when you install the application server. Change this password to protect
your security configuration.

Before you begin

Before starting this task, the wsadmin tool must be running. See the Starting the wsadmin scripting client
article for more information.

About this task

When you install the application server, each server creates a key store and trust store for the default SSL
configuration with the default password WebAS. To protect the security of the key store files and the SSL
configuration, you must change the password. The following examples update the default password:

Procedure

» Change multiple key stores passwords. The changeMultipleKeyStorePasswords command updates
all of the key stores that have the same password. For example:

— Using Jacl:

$AdminTask changeMultipleKeyStorePasswords {-keyStorePassword WebAS
-newKeyStorePassword secretPwd  -newKeyStorePasswordVerify secretPwd}

— Using Jython:

AdminTask.changeMultipleKeyStorePasswords ('[-keyStorePassword WebAS
-newKeyStorePassword secretPwd -newKeyStorePasswordVerify secretPwd]')

» Change the password of a single key store. The changeKeyStorePassword command updates the
password of an individual key store. For example:

— Using Jacl:

$AdminTask changeKeyStorePassword {-keyStoreName testKS
-scopeName (cell):Tocalhost:(server):serverl
-keyStorePassword WebAS -newKeyStorePassword secretPwd
-newKeyStorePasswordVerify secretPwd}

— Using Jython:
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AdminTask.changeKeyStorePassword ('[-keyStoreName testKS
-scopeName (cell):localhost: (server):serverl
-keyStorePassword WebAS -newKeyStorePassword secretPwd
-newKeyStorePasswordVerify secretPwd]')

Configuring certificate authority client objects using the wsadmin tool

Use this topic to create a certificate authority (CA) client object. The client object contains all of the
configuration information necessary to connect to your third-party CA server. A CA client must exist in your
configuration before you can issue a request to the CA to create personal certificates with the
requestCACertificate command.

Before you begin

A CA client object contains information that the system uses to connect to a certificate authority. Implement
the com.ibm.ws.WSPKIClient interface to connect to the certificate authority and provide the
com.ibm.ws.WSPKIClient class when creating the CA client object.

About this task
If a CA client does not exist in your configuration, use the steps in this topic to create a new CA client.

Procedure

1. Launch the wsadmin scripting tool using the Jython scripting language. See the Starting the wsadmin
scripting client article for more information.

2. Determine if a CA client exists in your configuration.

Use the following listCAClients command to list all certificate authority clients in your configuration:
print AdminTask.1istCAClients()
3. If no CA clients exist, then create a new CA client.
Use the createCAClient command to create a new CA client object. The application server connects to
a CA server through the WSPKIClient() implementation, which handles all connections and
communications with the CA server.

Table 30. Required parameter. You must specify the following configuration information for a new CA client object:

Parameter Description Data Type
-CAClientName Specify a name to uniquely identify the CA client | String
object.

Table 31. Additional parameters. You can specify additional configuration information using the following parameters:

Parameter Description Data Type

-scopeName Specify the management scope of the CA client. | String
For a deployment manager profile, the system
uses the cell scope as the default value. For an
application server profile, the system uses the
node scope as the default value.

-pkiClientimplClass Specify the class path that implements the String
WSPKIClient interface. The system uses this
path to connect to the CA and to issue requests
to the CA. The default value is
com.ibm.wsspi.ss1.WSPKICTient.

-host Specify the host name in your system where the | String
CA resides.

-port Specify the port on the server where the CA String
listens.

-userName Specify the user name to use to authenticate to | String
the CA.

-password Specify the password for the user name that String

authenticates to the CA.

-frequencyCheck Specify how often, in minutes, the system String
checks with the CA to determine if a certificate
has been created.
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Table 31. Additional parameters (continued). You can specify additional configuration information using the following
parameters:

Parameter Description Data Type

-retryCheck Specify the number of times to check with the String
CA to determine if a certificate has been
created.

-customProperties Specifies a comma separated list of attribute and | String
value (attribute=value) custom property pairs to
add to the CA client object.

Use the following example command to create a new CA client object:

AdminTask.createCACTient('[-caClientName clientObj0l -pkiClientImpiClass com.ibm.wsspi.ssl.WSPKIClient
-host machine@l1 -port 9022 -userName admin -password pw4admin]')

The command returns the object name of the CA client that has been created.
4. Save your configuration changes.

Use the following command example to save your configuration changes:
AdminConfig.save()

What to do next

If the CA client object was successfully created, then you can configure the application server to use a
personal certificate created by an external CA.

Administering certificate authority clients using the wsadmin tool
Use this topic to modify certificate authority (CA) client objects. The client object contains all of the
configuration information necessary to connect to your third-party CA server.

Before you begin
You must configure a CA client object in your environment.
About this task

For existing CA client objects, use the steps in this topic to view, modify, or delete existing CA client object
configurations.

Procedure

» View existing CA client objects and configuration data. Use the listCAClients and getCAClient
commands to query your environment for your existing CA clients.

1. Launch the wsadmin scripting tool using the Jython scripting language. See the Starting the
wsadmin scripting client article for more information.

2. List all CA client objects in your configuration.

Use the listCAClients command to list all certificate authority clients in your configuration. If you do
not provide a value for the -scopeName parameter, then the command queries the cell if you use a
deployment manager profile or queries the node if you use an application server profile. Use the -all
parameter to query your environment without using a specific scope, as the following example
demonstrates:

print AdminTask.listCAClients('-all true')

The command returns an array of attribute lists, displaying one attribute list for each CA client, as
the following example output displays:

'[ [backupCAs ] [managementScope (cells/myCel101|security.xml#ManagementScope 1)
1 [scopeName (cel1):myCel101] [name jenCAClient] [baseDn ] [_Websphere_Config Da
ta_Id cells/myCel101|security.xml#CAClient_1181834566881] [port 2950] [CACertifi
cate ] [pkiClientImp1Class com.ibm.wsspi.ss1.WSPKICTient] [userId ] [_Webspher

e _Config_Data_Type CAClient] [retryCheck 0] [properties ] [frequencyCheck 0] [pa
ssword ] [host ] ]'

'[ [backupCAs ] [managementScope (cells/myCel101|security.xml#ManagementScope 1)
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1 [scopeName (cell):myCel101] [name myCAClient] [baseDn ] [_Websphere_Config_Dat
a_Id cells/myCel101|security.xml1#CAClient_1181834566882] [port 2951] [CACertific
ate ] [pkiClientImpiClass com.ibm.wsspi.ss1.WSPKIClient] [userld ] [_Websphere
_Config_Data_Type CAClient] [retryCheck 0] [properties ] [frequencyCheck 0] [pas
sword ] [host ] ]'

3. List the configuration attributes for a specific CA client.
Use the getCAClient command to view the list of attributes for a specific CA client, as the following
example demonstrates:
print AdminTask.getCAClient('-caClientName myCAClient')
The command returns an attribute list that contains the attribute and value pairs for the specific CA
client, as the following example demonstrates:

'[ [backupCAs ] [managementScope (cells/myCel101|security.xml#ManagementSc
ope_1)] [scopeName (cell):myCel101] [name myCAClient] [baseDn ] [_Websphe
re_Config_Data_Id cells/myCel101|security.xml#CAClient_1181834566882] [por

t 2951] [CACertificate ] [pkiClientImp1Class com.ibm.wsspi.ss1.WSPKIClient] [u
serld ] [_Websphere_Config_Data_Type CAClient] [retryCheck 0] [properties ] [fre
quencyCheck 0] [password ] [host ] '

* Modify your existing CA client object configuration data. Use the modifyCAClient command to change
one or more configuration attributes for a specific CA client.

1. Start the wsadmin scripting tool.

2. Determine which configuration attributes to edit.
The modifyCACIlient modifies all attributes that you specify with the command parameters. If you do
not specify a parameter, then its corresponding attribute does not change.

Table 32. Command parameters. You can edit the following configuration data with the modifyCAClient command:
Parameter Description Data Type

-scopeName Specify the management scope of the CA client. | String
For a deployment manager profile, the system
uses the cell scope as the default. For an
application server profile, the system uses the
node scope as the default.

-pkiClientimplClass Specify the class path that implements the String
WSPKIClient interface. The system uses this
path to connect to the CA and to issue requests

to the CA.

-host Specify the host name in your system where the | String
CA resides.

-port Specify the port on the server where the CA String
listens.

-userName Specify the user name to use to authenticate to | String
the CA.

-password Specify the password for the user name that String

authenticates to the CA.

-frequencyCheck Specify how often, in minutes, the system should | String
check with the CA to determine if a certificate
has been created.

-retryCheck Specify the number of times to check with the String
CA to determine if a certificate has been
created.

-customProperties Specifies a comma separated list of attribute and | String

value (attribute=value) custom property pairs to
modify on the CA Client object. You can create,
modify, or remove properties. To remove a
property specify attribute= attribute as equal to
no value.

3. Modify specific configuration attributes for a CA client object.

Use the following example command to modify the port number of the CA, the user name, and
password attributes for the myCACT1ient CA client object:

AdminTask.modifyCAClient('[-caClientName myCAClient -port 4060 -userName admin
-password password4admin -pkiClientImp1Class com. ibm.wsspi.ssl.WSPKIClient]")

4. Save your configuration changes.
Use the following command example to save your configuration changes:
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AdminConfig.save()

* Remove a CA client object from your configuration. Use the deleteCAClient command to delete a CA
client object from your configuration. The command does not delete the CA client object if the CA client
to delete is referenced by a certificate object.

1. Start the wsadmin scripting tool.

2. Determine the CA client object to delete.
Use the listCAClients command to list all certificate authority clients in your configuration. If you do
not provide a value for the -scopeName parameter, then the command queries the cell if you use a
deployment manager profile or queries the node if you use an application server profile. Use the -all
parameter to query your environment without using a specific scope, as the following example
demonstrates:

print AdminTask.1istCAClients('-all true')

3. Delete the CA client object of interest.
Use the deleteCAClient command to delete the CA client object from your configuration. Use the
-caClientName parameter to specify the CA client to delete. You can optionally specify the
management scope of the CA client object with the scopeName parameter. The following example
command removes the myCAClient CA client object:

AdminTask.deleteCAClient('[-caClientName myCAClient]"')

If you receive an error message, then verify that the CA client object of interest exists in your
configuration and that it is not referenced by a certificate object in your security configuration.

4. Save your configuration changes.
Use the following command example to save your configuration changes:
AdminConfig.save()

Setting a certificate authority certificate as the default certificate using the
wsadmin tool

Use this topic to make a request to an external certificate authority (CA) to create a personal certificate.
After the CA returns the certificate and the certificate is saved in the keystore, then you can use it as the
server default personal certificate.

Before you begin

You must configure a CA client object in your environment. The client object contains all of the
configuration information necessary to connect to your third-party CA server.

About this task

After profile creation, the system is assigned a default chained personal certificate. Use the following steps
to modify the application server to use a default personal certificate created by an external CA.

Procedure
1. Launch the wsadmin scripting tool using the Jython scripting language. See the Starting the wsadmin
scripting client article for more information.

2. Verify that a certificate authority client exists in your configuration. Use the listCAClients command to
query your environment for all existing certificate authority clients and configuration attributes, or the
getCAClient command to return the configuration attributes for a specific certificate authority client. If
the listCAClients or getCAClient commands do not return any attributes, then you must create a
certificate authority client object before you can complete the remaining steps.

 List all certificate authority client objects in your configuration.

Use the listCAClients command to list all certificate authority clients in your configuration. If you do
not provide a value for the -scopeName parameter, then the command queries the cell if you use a
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deployment manager profile or queries the node if you use an application server profile. Use the -all
parameter to query your environment without using a specific scope, as the following example
demonstrates:

print AdminTask.1istCAClients('-all true')
The command returns an array of attribute lists, displaying one attribute list for each CA client, as
the following example output displays:

'[ [backupCAs ] [managementScope (cells/myCel101|security.xml#ManagementScope_ 1)
1 [scopeName (cell):myCel101] [name jenCAClient] [baseDn ] [_Websphere_Config_Da
ta_Id cells/myCel101|security.xml#CAClient_1181834566881] [port 2950] [CACertifi
cate ] [pkiClientImp1Class com.ibm.wsspi.ss1.WSPKIClient] [userId ] [_Webspher
e_Config_Data_Type CAClient] [retryCheck 0] [properties ] [frequencyCheck 0] [pa
ssword ] [host ] ]°'

'[ [backupCAs ] [managementScope (cells/myCel101|security.xml#ManagementScope_ 1)
1 [scopeName (cell):myCel101] [name myCAClient] [baseDn ] [_Websphere_Config_Dat
a_Id cells/myCel101|security.xml#CAClient_1181834566882] [port 2951] [CACertific
ate ] [pkiClientImpiClass com.ibm.wsspi.ss1.WSPKIClient] [userld ] [_Websphere
_Config_Data_Type CAClient] [retryCheck 0] [properties ] [frequencyCheck 0] [pas
sword ] [host ] ]'

 List the configuration attributes for a specific certificate authority client.

Use the getCAClient command to view the list of attributes for a specific certificate authority client,
as the following example demonstrates:

print AdminTask.getCAClient('-caClientName myCAClient')
The command returns an attribute list that contains the attribute and value pairs for the specific
certificate authority client, as the following example demonstrates:

'[ [backupCAs ] [managementScope (cells/myCell101|security.xml#ManagementSc
ope_1)] [scopeName (cell):myCel101] [name myCAClient] [baseDn ] [_Websphe
re_Config_Data_Id cells/myCel101|security.xml#CAClient_1181834566882] [por

t 2951] [CACertificate ] [pkiClientImp1Class com.ibm.wsspi.ss1.WSPKIClient] [u
serId ] [_Websphere_Config_Data_Type CAClient] [retryCheck 0] [properties ] [fre
quencyCheck 0] [password ] [host ] ]'

3. Optional: If a certificate authority client does not exist in your environment, then configure a CA client
object.

4. Optional: View the current default personal certificate.

Use the following listPersonalCertificates command to display the current default personal certificate to
replace:

AdminTask.listPersonalCertificates('[-keyStoreName CellDefaultKeyStore -keyStoreScope (cell):myCell@l]")

5. Request a certificate from a certificate authority.

Before the current default personal certificate can be replaced, you must request a certificate from a
certificate authority. You can create a new certificate request or use the createCertificateRequest
command to use a predefined certificate request. The system uses the certificate request and the
certificate authority configuration information from the CA client object to request the certificate from
the certificate authority. If the certificate authority returns a certificate, then the requestCAcertificate
command stores the certificate in the specified key store and returns a message of COMPLETE.

Table 33. Required parameters. Use the requestCACertificate command and the following required parameters to
request a certificate from a certificate authority:

Parameter Description Data Type

-certificateAlias Specifies the alias of the certificate. You can String
specify a predefined certificate request.

-keyStoreName Specifies the name of the keystore object that String
stores the CA certificate. Use the listKeyStores
command to display a list of available keystores.

-caClientName Specifies the name of the CA client that was String
used to create the CA certificate.

-revocationPassword Specifies the password to use to revoke the String
certificate at a later date.
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Table 34. Optional parameters. You can also use the following parameters to specify additional certificate request
options. If you do not specify an optional parameter, then the command uses the default value.

Parameter Description Data Type

-keyStoreScope Specifies the management scope of the String
keystore. For a deployment manager profile, the
default value is the cell scope. For an application
server profile, the default value is the node
scope.

-caClientScope Specifies the management scope of the CA String
client. For a deployment manager profile, the
default value is the cell scope. For an application
server profile, the default value is the node
scope.

-certificateCommonName Specifies the common name (CN) part of the full | String
distinguished name (DN) of the certificate. This
common name can represent a person,
company, or machine. For websites, the
common name is frequently the DNS host name
where the server resides.

-certificateSize Specifies the size of the certificate key. The valid | String
values are 512, 1024, 2048, 4096 and 8192. The
default value is 2048.

-certificateOrganization Specifies the organization portion of the String
distinguished name.

-certificateOrganizationalUnit Specifies the organizational unit portion of the String
distinguished name.

-certificateLocality Specifies the locality portion of the distinguished | String
name.

-certificateState Specifies the state portion of the distinguished String
name.

-certificateZip Specifies the zip code portion of the String
distinguished name.

-certificateCountry Specifies the country portion of the distinguished | String
name.

Use the following example command syntax to request a certificate from a certificate authority:

AdminTask.requestCACertificate('-certificateAlias newCertificate -keyStoreName
CellDefaultKeyStore -caClientName myCAClient -revocationPassword revokeCApw
-pkiClientImp1Class com.ibm.wsspi.ssl.WSPKIClient')

The command returns one of two values: Certificate COMPLETE or certificate PENDING. If the
command returns the Certificate COMPLETE message, the certificate authority returned the requested
certificate and the default personal certificate is replaced. If the command returns the certificate
PENDING message, the certificate authority did not yet return a certificate. Use the queryCACertificate
command to view the current status of the certificate request, as the following example demonstrates:

AdminTask.queryCACertificate('-certificateAlias newCertificate -keyStoreName
CellDefaultKeyStore -pkiClientImplClass com.ibm.wsspi.ssl.WSPKIClient")

6. Replace the server default personal certificate.

Use the following replaceCertificate command example to replace the existing default personal
certificate with the newly created CA personal certificate:

AdminTask.replaceCertificate('-keyStoreName CellDefaultKeyStore -certificateAlias
defaultPersonalCertificate -replacementCertificateAlias newCertificate')

7. Save your configuration changes.
Use the following command example to save your configuration changes:
AdminConfig.save()

Results

The default personal certificate for the server is a certificate that is created by an external CA.
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What to do next

If the CA client object was successfully created, then you can configure the application server to use a
personal certificate created by an external CA.

Creating certificate authority (CA) personal certificates using the wsadmin tool
Use this topic to create CA certificates from a certificate authority (CA).

Before you begin

You must configure a CA client object in your environment. The client object contains all of the
configuration information necessary to connect to your third-party CA server.

About this task

Use the following information to create a CA personal certificate using a CA client.

Procedure

1.

Optional: Query your configuration for keystores to determine where system stores the new CA
certificate.

Use the listkKeyStores command to list all keystores for a specific management scope. Specify the
-scopeName parameter to display keystores within a specific management scope, or set the -all
parameter to true to display all keystores regardless of scope. The following example lists all
keystores in your configuration:

AdminTask.listKeystores('-all true')

The command returns the following sample output:

CellDefaultKeyStore(cells/myCell|security.xml#KeyStore 1)
CellDefaultTrustStore(cells/myCell|security.xml#KeyStore 2)
Cel1LTPAKeys (cells/myCell|security.xml#KeyStore_3)
NodeDefaultKeyStore(cells/myCell|security.xml#KeyStore 1598745926544)
NodeDefaultTrustStore(cells/myCell|security.xml#KeyStore 1476529854789)

Use the getKeyStorelnfo command and specify the -keyStoreName parameter to return additional
information about the keystore of interest, as the following example displays:

AdminTask.getKeyStoreInfo('[-keyStoreName CellDefaultKeyStore]')

The command returns the following configuration information for the keystore of interest:

[ [Mocation ${CONFIG_ROOT}/cells/myCell/key.p1l2] [password **x*x] [ Webspher
e_Config_Data_Id cells/myCell|security.xml#KeyStore_1] [_Websphere Config_Da
ta_Version ] [useForAcceleration false] [sTot 0] [type PKCS12] [additionalKeySto
reAttrs ] [fileBased true] [_Websphere Config_Data_Type KeyStore] [customProvide
rClass ] [hostList ] [createStashFileForCMS false] [description [Default key sto
re for JenbCel101]] [readOnly false] [initializeAtStartup false] [managementScop
e (cells/JenbCel101|security.xml#ManagementScope 1)] [usage SSLKeys] [provider I
BMJCE] [name CellDefaultKeyStore] ]

2.

Optional: Determine which CA client to use.

Use the listCAClients command to list the CA clients that exist in your configuration. Specify the
-scopeName parameter to display CA clients within a specific management scope, or set the -all
parameter to true to display all CA clients regardless of scope. The following example lists all CA
clients in your configuration:

AdminTask.TistCAClients('-all true')

3.

Create a CA personal certificate.

Use the requestCACertificate command to create a new CA personal certificate in your environment.
The system uses the certificate request and the certificate authority configuration information from the
CA client object to request the certificate from the certificate authority. If the certificate authority returns
a certificate, the requestCAcertificate command stores the certificate in the specified key store and
returns a message of COMPLETE.

Chapter 6. Scripting for security 187



Table 35. Required parameters. Use the requestCACertificate command and the following required parameters to
request a certificate from a certificate authority:

Parameter Description Data type

-certificateAlias Specifies the alias of the certificate. You can String
specify a predefined certificate request.

-keyStoreName Specifies the name of the keystore object that String
stores the CA certificate. Use the listKeyStores
command to display a list of available keystores.

-caClientName Specifies the name of the CA client that was String
used to create the CA certificate.

-revocationPassword Specifies the password to use to revoke the String

certificate at a later date.

Table 36. Additional parameters. You can also use the following parameters to specify additional certificate request
options. If you do not specify an optional parameter, the command uses the default value.

Parameter

Description

Data type

-keyStoreScope

Specifies the management scope of the
keystore. For a deployment manager profile, the
default value is the cell scope. For an application
server profile, the default value is the node
scope.

String

-caClientScope

Specifies the management scope of the CA
client. For a deployment manager profile, the
default value is the cell scope. For an application
server profile, the default value is the node
scope.

String

-certificateCommonName

Specifies the common name (CN) part of the full
distinguished name (DN) of the certificate. This
common name can represent a person,
company, or machine. For websites, the
common name is frequently the DNS host name
where the server resides.

String

-certificateSize

Specifies the size of the certificate key. The valid
values are 512, 1024, 2048, 4096 and 8192. The
default value is 2048.

String

-certificateOrganization

Specifies the organization portion of the
distinguished name.

String

-certificateOrganizationalUnit

Specifies the organizational unit portion of the
distinguished name.

String

-certificateLocality

Specifies the locality portion of the distinguished
name.

String

-certificateState

Specifies the state portion of the distinguished
name.

String

-certificateZip

Specifies the zip code portion of the
distinguished name.

String

-certificateCountry

Specifies the country portion of the distinguished
name.

String

Use the following example command syntax to request a certificate from a certificate authority:

AdminTask.requestCACertificate('-certificateAlias newCertificate -keyStoreName CellDefaultKeyStore
-CAClientName myCAClient -revocationPassword revokeCApw')

The command returns one of two values: Certificate COMPLETE or certificate PENDING. If the
command returns the Certificate COMPLETE message, the certificate authority returned the requested
certificate and the default personal certificate is replaced. If the command returns the certificate
PENDING message, the certificate authority did not yet return a certificate. Use the queryCACertificate
command to view the current status of the certificate request, as the following example displays:
AdminTask.queryCACertificate('-certificateAlias newCertificate -keyStoreName CellDefaultKeyStore')
4. Save your configuration changes.

Use the following command example to save your configuration changes:

AdminConfig.save()
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Results

The default personal certificate for the server is a certificate that is created by an external CA.

Revoking certificate authority personal certificates using the wsadmin tool
You can revoke CA certificates from a certificate authority (CA). Revoke personal certificates that are no
longer being used in your configuration.

Before you begin

Use the requestCACertificate command to create a personal certificate with the requestCACertificate task
before you can request that the certificate authority revoke the certificate. Certificates created with the
requestCACertificate command have an associated reference object in the configuration that you can use
to submit the certificate revocation request to the certificate authority.

About this task

This topic uses the revokeCACertificate command to submit a request to revoke a certificate on the
certificate authority. You can only revoke a certificate that was created with the requestCACertificate
command. You must specify the revocation password that was provided when the certificate was created.
Use the same password to revoke the certificate on the certificate authority.

Procedure

1. Launch the wsadmin scripting tool using the Jython scripting language. See the Starting the wsadmin
scripting client article for more information.

2. Determine the CA personal certificate to revoke.
Use the listPersonalCertificates command to view a list of all personal certificates and associated
attributes for a specific keystore, as the following example demonstrates:

AdminTask.listPersonalCertificates('-keyStoreName CellDefaultKeyStore')

The command returns an attribute list for each personal certificate, including CA personal certificates.
CA personal certificates only return the status attribute. You can revoke each CA personal certificates
that returns a COMPLETE status. Determine which CA personal certificate to revoke.

3. Revoke a CA personal certificate.

Use the revokeCACertificate command to revoke the CA personal certificate of interest. You must
specify the name of the keystore, certificate alias, and revocation password using the following
parameters:

Table 37. Required parameters. This table describes the revokeCACertificate command and its optional parameters:

Parameter Description Data Type

-keyStoreName Specifies the name of the keystore where the String
CA personal certificate is stored. The value of
this field is not a path to the keystore file.

-certificateAlias Specifies the unique name that identifies the CA | String
personal certificate object and the alias name of
the certificate in the keystore.

-revocationPassword Specifies the password needed to revoke the String
certificate. This is the same password that was
provided when the certificate was created.

You can specify additional information with the following optional parameters:
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Table 38. Optional parameters.
parameters

This table describes the revokeCACertificate command and its additional optional

Parameter

Description

Data Type

-keyStoreScope

Specifies the management scope of the
keystore. For a deployment manager profile, the
system uses the cell scope as the default value.
For an application server profile, the system
uses the node scope as the default value. To
obtain a list of the keystore scope values, see
the listManagementScopes command, which is
part of the ManagementScopeCommands
command group.

String

-revocationReason

Specifies the reason for revoking the certificate
of interest. The default value for this parameter
is unspecified.

String

The following example revokes a CA personal certificate:

AdminTask.revokeCACertificate('[-keyStoreName CellDefaultKeyStore -certificateAlias myCertificate -revocationPassword pw4revoke]')
4. Save your configuration changes.
Use the following command example to save your configuration changes:

AdminConfig.save()

CAClientCommands command group for the AdminTask object

You can use the Jython scripting language to manage your certificate authority (CA) client configurations
with the wsadmin tool. Use the commands and parameters in the CAClientCommands group to create,
modify, query, and remove connections to a third-party CA server.

Use the following commands to manage your certificate authority (CA) client configurations:

* [‘createCAClient’]
[modifyCAClient” on page 191
[‘getCAClient” on page 192

* [“deleteCAClient” on page 193]
* |“listCAClients” on page1_94|

createCAClient

The createCAClient command creates a new CA client object in your configuration. The application server
connects to a CA server through the WSPKIClient() implementation, which handles all connections and

communications with the CA server.
Target object
None.

Required parameters

-caClientName

Specifies a name to uniquely identify the CA client object. (String, required)

-pkiClientImpliClass

Specifies the class path that implements the WSPKIClient interface. The system uses this path to
connect to the CA and to issue requests to the CA. (String, required)

Optional parameters
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-scopeName
Specifies the management scope of the CA client. For a deployment manager profile, the system uses
the cell scope as the default value. For an application server profile, the system uses the node scope
as the default value. (String, optional)

-host
Specifies the host name in your system where the CA resides. (String, optional)

-port
Specifies the port on the server where the CA listens. (String, optional)

-userName
Specifies the user name to use to authenticate to the CA. (String, optional)

-password
Specifies the password for the user name that authenticates to the CA. (String, optional)

-frequencyCheck
Specifies how often, in minutes, the system communicates with the CA to determine if a certificate has
been created. (String, optional)

-retryCheck
Specifies the number of times to communicate with the CA to determine if a certificate has been
created. (String, optional)

-customProperties
Specifies a comma-separated list of attribute and value custom property pairs to add to the CA client
object, using the following format: attribute=value,attribute=value. (String, optional)

Return value
The command returns the object name of the CA client that the system creates.

Batch mode example usage
* Using Jython string:
AdminTask.createCACTient('[-caClientName clientObj0l -pkiClientImpiClass

com. ibm.wsspi.ssl.WSPKIClient -host machine@ll -port 9022
-userName admin -password pwdadmin]"')

* Using Jython list:

AdminTask.createCACTient(['-caClientName', 'clientObjOl', '-pkiClientImplClass’,
‘com.ibm.wsspi.ssl.WSPKIClient', '-host', 'machine0l1', '-port', '9022',
'-userName', 'admin', '-password', 'pwdadmin'l)

Interactive mode example usage
* Using Jython:

AdminTask.createCAClient('-interactive')
modifyCAClient

The modifyCAClient command modifies your existing CA client object configuration data. You can modify
one or multiple configuration attributes for a specific CA client.

Target object
None.

Required parameters

-caClientName
Specifies the name of the CA client of interest. (String, required)
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Optional parameters

-scopeName
Specifies the management scope of the CA client. For a deployment manager profile, the system uses
the cell scope as the default. For an application server profile, the system uses the node scope as the
default. (String, optional)

-pkiClientImpliClass
Specifies the class path that implements the WSPKIClient interface. The system uses this path to
connect to the CA and to issue requests to the CA. (String, optional)

-host
Specifies the host name in your system where the CA resides. (String, optional)

-port
Specifies the port on the server where the CA listens. (String, optional)

-userName
Specifies the user name to use to authenticate to the CA. (String, optional)

-password
Specifies the password for the user name that authenticates to the CA. (String, optional)

-frequencyCheck
Specifies how often, in minutes, the system should check with the CA to determine if a certificate has
been created. (String, optional)

-retryCheck
Specifies the number of times to check with the CA to determine if a certificate has been created.
(String, optional)

-customProperties
Specifies a comma separated list of attribute and value (attribute=value) custom property pairs to
modify on the CA Client object. You can create, modify, or remove properties. To remove a property
specify the attribute and value as attribute=. (String, optional)

Return value

Batch mode example usage
» Using Jython string:

AdminTask.modifyCACTient('[-caClientName myCAClient -port 4060
-userName admin -password password4admin]')

* Using Jython list:

AdminTask.modifyCACTient(['-caClientName', 'myCAClient', '-port', '4060',
'-userName', 'admin', '-password', 'password4admin'])

Interactive mode example usage
» Using Jython:

AdminTask.modifyCAClient('-interactive')

getCAClient

The getCAClient command displays a list of attributes for a specific CA client.
Target object

None.

Required parameters
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-caClientName
Specifies the CA client name of interest. (String, required)

Optional parameters

-scopeName
Specifies the management scope of CA client of interest. (String, optional)

Return value

The command returns an attribute list that contains the attribute and value pairs for the specific CA client,
as the following example displays:

'[ [backupCAs ] [managementScope (cells/myCel101|security.xml#ManagementSc
ope_1)] [scopeName (cell):myCel101] [name myCAClient] [baseDn ] [_Websphe
re_Config_Data_Id cells/myCel101|security.xml#CAClient_1181834566882] [por

t 2951] [CACertificate ] [pkiClientImp1Class com.ibm.wsspi.ss1.WSPKIClient] [u
serld ] [_Websphere_Config_Data_Type CAClient] [retryCheck 0] [properties ] [fre
quencyCheck 0] [password ] [host ] ]'

Batch mode example usage

* Using Jython string:

print AdminTask.getCAClient('-caClientName myCAClient')

* Using Jython list:

print AdminTask.getCAClient('-caClientName', 'myCAClient')

Interactive mode example usage
* Using Jython string:

print AdminTask.getCAClient('-interactive')
deleteCAClient

The deleteCAClient command removes the CA client object of interest from your configuration. Use the
-caClientName parameter to specify the CA client to delete. You can optionally specify the management
scope of the CA client object with the scopeName parameter.

Target object
None.

Required parameters
-caClientName
Specifies the name of the CA client of interest. (String, required)
Optional parameters
-scopeName
Specifies the management scope of the CA client of interest. (String, optional)

Return value

The command does not return output if the system successfully removes the CA client of interest. If you
receive an error message, verify that the CA client object of interest exists in your configuration and that it
is not referenced by a certificate object in your security configuration.

Batch mode example usage
» Using Jython string:

AdminTask.deleteCAClient('[-caClientName myCAClient]")
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* Using Jython list:

AdminTask.deleteCAClient(['-caClientName', 'myCAClient'])

Interactive mode example usage
» Using Jython:

AdminTask.deleteCAClient('-interactive')
listCAClients

The listCAClients command lists all CA clients in your configuration or within a specific scope. If you do
not provide a value for the -scopeName parameter, the command queries the cell if you use a deployment
manager profile or queries the node if you use an application server profile. Use the -all parameter to
query your environment without using a specific scope.

Target object
None.

Optional parameters

-scopeName
Specifies the management scope to search for CA clients. (String, optional)

-all
Specifies whether the system queries for CA clients without a specific scope. (Boolean, optional)

Return value

The command returns an array of attribute lists, displaying one attribute list for each CA client, as the
following example output displays:

'[ [backupCAs ] [managementScope (cells/myCel101|security.xml#ManagementScope_ 1)
1 [scopeName (cell):myCel101] [name jenCAClient] [baseDn ] [_Websphere_Config_Da
ta_Id ce]1S/myCe1101|security.xm]#CAC]1ent_1181834566881] [port 2950] [CACertifi
cate ] [pkiClientImp1Class com.ibm.wsspi.ss1.WSPKICTient] [userId ] [_Webspher
e_Config_Data_Type CAClient] [retryCheck 0] [properties ] [frequencyCheck 0] [pa
ssword ] [host ] ]'

'[ [backupCAs ] [managementScope (cells/myCel101|security.xml#ManagementScope_ 1)
1 [scopeName (cel1):myCel101] [name myCAClient] [baseDn ] [_Websphere_Config_Dat
a_Id ce]1S/myCe1101|secur1ty.xm1#CAC11ent_1181834566882] [port 2951] [CACertific
ate ] [pkiClientImpiClass com.ibm.wsspi.ssT1.WSPKIClient] [userId ] [_Websphere
_Config_Data_Type CAClient] [retryCheck 0] [properties ] [frequencyCheck 0] [pas
sword ] [host ] ]'

Batch mode example usage
» Using Jython string:
print AdminTask.1istCAClients('-all true')

* Using Jython list:

print AdminTask.1istCAClients('-all', 'true')

Interactive mode example usage
» Using Jython:

print AdminTask.1istCAClients('-interactive')

Creating self-signed certificates using scripting
Use the Jython or Jacl scripting language to create self-signed certificates with the wsadmin tool.

Before you begin

Before starting this task, the wsadmin tool must be running. See the Starting the wsadmin scripting client
article for more information.
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About this task

You can create self-signed certificates using the scripting and the AdminTask object. You can run the
commands in interactive or batch mode. Interactive mode provides a way to discover the flags that you
need to run the task in batch mode.

Certificates reside inside of key stores. To run the commands, you will need the name of the key store to
be supplied. Use the listKeyStore command of the AdminTask object to get a list of key stores. If you
need a new key store, use the createKeyStore command of the AdminTask object.

To create a personal key store, use the following examples:

Procedure
* Interactive mode:
— Using Jython:
AdminTask.createSelfSignedCertificate ('[-interactive]')
— Using Jacl:

$AdminTask createSelfSignedCertificate -interactive

Example output:

*Key Store Name (keyStoreName): keyStore

Key Store Scope Name (keyStoreScope):

*Certificate Alias (certificateAlias): newCert
"Certificate Version" (certificateVersion): 3

*Key Size (certificateSize): [1024]

«Common Name (certificateCommonName): Tocalhost
*0rganization (certificateOrganization): workgroup
Organizational Unit (certificateOrganizationalUnit): testing
certlocality (certificateLocality): austin

State (certificateState): Texas

Zip (certificateZip): 78757

Country (certificateCountry): [US]

Validity Period (certificateValidDays): [365]
Create Self-Signed Certificate

F (Finish)
C (Cancel)

Select [F, C]: [F]

WASX72781: Generated command Tine: $AdminTask createSelfSignedCertificate
{-keyStoreName keyStore -certificateAlias newCert -certificateVersion 3
-certificateCommonName localhost -certificateOrganization ibm
-certificateOrganizationalUnit testing -certificatelocality austin
-certificateState Texas -certificateZip 78757 }

true

At the end of the output, the batch mode parameters are provided.
* Batch mode:
— Using Jython:

AdminTask.createSelfSignedCertificate ('[-keyStoreName keyStore
-certificateAlias newCert -certificateVersion 3 -certificateSize 1024
-certificateCommonName localhost -certificateOrganization ibm
-certificateOrganizationalUnit testing -certificatelocality austin
-certificateState Texas -certificateZip 78757]"')

— Using Jacl:

$AdminTask createSelfSignedCertificate {-keyStoreName keyStore
-certificateAlias newCert -certificateVersion 3 -certificateSize 1024
-certificateCommonName localhost -certificateOrganization ibm
-certificateOrganizationalUnit testing -certificatelocality austin
-certificateState Texas -certificatezip 78757 }

keyManagerCommands command group for the AdminTask object

You can use the Jython or Jacl scripting languages to configure security. The commands and parameters
in the keyManagerCommands group can be used to manage key manager settings. You can use these
commands to create, modify, list, or obtain information about key managers.

The keyManagerCommands command group for the AdminTask object includes the following commands:
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[‘createKeyManager’]
[‘deleteKeyManager’)
[‘getKeyManager” on page 197

¢ |listkeyManagers” on page 198|
* |‘modifyKeyManager” on page 198|

createKeyManager

The createKeyManager command creates a key manager in the configuration.
Target object
None

Parameters and return values

-nhame
The name that uniquely identifies the key manager. (String, required)

-scopeName
The name of the scope. (String, optional)

-provider
Specifies the provider. (String, optional)

-algorithm
Specifies the algorithm name of the key manager. (String, optional)

-keyManagerClass
Specifies the custom class that implements the KeyManager interface. (String, optional)

Examples
Batch mode example usage:

Interactive mode example usage:
» Using Jacl:

$AdminTask createKeyManager {-interactive}

» Using Jython string:
AdminTask.createKeyManager ('[-interactive]')

» Using Jython list:

AdminTask.createKeyManager (['-interactive'])

deleteKeyManager

The deleteKeyManager command deletes the key manager settings from the configuration.
Target object

None.

Required parameters

-nhame
Specifies the name that uniquely identifies the key manager. (String, required)

Optional parameters
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-scopeName

Specifies the unique name that identifies the management scope. (String, optional)

Examples

Batch mode example usage:

» Using Jacl:

$AdminTask deleteKeyManager {-name testkM}

* Using Jython string:
AdminTask.deleteKeyManager (' [-name testkM]')
» Using Jython list:

AdminTask.deleteKeyManager(['-name', 'testkM'])

Interactive mode example usage:

» Using Jacl:
$AdminTask deleteKeyManager {-interactive}
* Using Jython:

AdminTask.deleteKeyManager('-interactive')

getKeyManager

The getKeyManager command displays a properties object that contains the key manager attributes and

values.
Target object
None.

Required parameters

-name

Specifies the name that uniquely identifies the key manager. (String, required)

Optional parameters

-scopeName

Specifies the unique name that identifies the management scope. (String, optional)

Examples

Batch mode example usage:
» Using Jacl:

$AdminTask getKeyManager {-name testkM}

* Using Jython string:
AdminTask.getKeyManager('[-name testkM]')
* Using Jython list:

AdminTask.getKeyManager(['-name', 'testkM'])

Interactive mode example usage:

» Using Jacl:
$AdminTask getKeyManager {-interactive}
* Using Jython:

AdminTask.getKeyManager('-interactive')
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listKkeyManagers

The listKkeyManagers command lists the key managers within a particular management scope.
Target object

None.

Required parameters

None.

Optional parameters

-scopeName
Specifies the unique name that identifies the management scope. (String, optional)

-displayObjectName
Set the value of this parameter to true to list the key manager objects within the scope. Set the value
of this parameter to false to list the strings that contain the key manager name and the management
scope. (Boolean, optional)

-all
Specify the value of this parameter as true to list all key managers. This parameter overrides the
scopeName parameter. The default value is false. (String, optional)

Examples

Batch mode example usage:
» Using Jacl:

$AdminTask 1istKeyManagers

* Using Jython:

AdminTask.1istKeyManagers()

Interactive mode example usage:
* Using Jacl:

$AdminTask 1istkeyManagers {-interactive}

* Using Jython:

AdminTask.1istKeyManagers (' -interactive')

modifyKeyManager

The modifyKeyManager command changes existing key manager settings.
Target object

None.

Required parameters
-name

The name that uniquely identifies the key manager. (String, required)
Optional parameters

-scopeName
Specifies the unique name that identifies the management scope. (String, optional)
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-provider
Specifies the provider name of the key manager. (String, optional)

-algorithm
Specifies the algorithm name of the key manager. (String, optional)

-keyManagerClass
Specifies the name of the key manager implementation class. You cannot use this parameter with the
provider or the algorithm parameter. (String, optional)

Examples

Batch mode example usage:

» Using Jacl:

$AdminTask modifyKeyManager {-name testkM -provider IBMJSSEZ -algorithm IbmX509}

* Using Jython string:

AdminTask.modifyKeyManager (' [-name testkM -provider IBMJSSEZ -algorithm IbmX509]")
* Using Jython list:

AdminTask.modifyKeyManager(['-name', 'testkM', '-provider', 'IBMJSSE2', '-algorithm', 'IbmX509'])

Interactive mode example usage:
» Using Jacl:

$AdminTask modifyKeyManager {-interactive}

* Using Jython:

AdminTask.modifyKeyManager('-interactive')

KeyStoreCommands command group for the AdminTask object

You can use the Jython or Jacl scripting languages to configure keystores with the wsadmin tool. A
keystore is created by the application server during install and can contain cryptographic keys or
certificates. The commands and parameters in the KeyStoreCommands group can be used to create,
delete, and manage keystores.

The KeyStoreCommands command group for the AdminTask object includes the following commands:
. “changeKeyStorePassword"|

* |“changeMultipleKeyStorePasswords” on page 200|
* |‘createKeyStore” on page 201|

+ [‘createCMSKeyStore” on page 202|
[‘deleteKeyStore” on page 203

+ [“exchangeSigners” on page 204
[‘getKeyStorelnfo” on page 204
[“listKeyFileAliases” on page 205|

[“listKeyStores” on page 206|

[“listKeyStoreTypes” on page 206

+ [‘modifyKeyStore” on page 207

changeKeyStorePassword

The changeKeyStorePassword command modifies the password of a keystore. The command
automatically saves the new password to the configuration.

Required parameters

-keyStoreName
Specifies the name of the password to change. (String, required)
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-keyStorePassword
Specifies the name of the password to change. (String, required)

-newKeyStorePassword
Specifies the new password that to use to access the keystore. (String, required)

-newKeyStorePasswordVerify
Specifies the new password to confirm the new keystore password. (String, required)

Optional parameters

-scopeName
Specifies the management scope of the keystore. (String, optional)

Examples

Batch mode example usage:
» Using Jacl:

$AdminTask changeKeyStorePassword {-keystoreName myKeystore -keyStorePassword
WebAS -newKeyStorePassword newpwd -newKeyStorePasswordVerify newpwd}

» Using Jython string:

AdminTask.changeKeyStorePassword('[-keystoreName myKeystore -keyStorePassword
WebAS -newKeyStorePassword newpwd -newKeyStorePasswordVerify newpwd]')

» Using Jython list:

AdminTask.changeKeyStorePassword(['-keystoreName', 'myKeystore', '-keyStorePassword',
'WebAS', '-newKeyStorePassword', 'newpwd', '-newKeyStorePasswordVerify', 'newpwd'l)

Interactive mode example usage:
» Using Jacl:

$AdminTask changeKeyStorePassword {-interactive}
* Using Jython:

AdminTask.changeKeyStorePassword('-interactive')
changeMultipleKeyStorePasswords

The changeMultipleKeyStorePasswords command updates the passwords for each keystores in the
configuration that has a specific password. This is useful because when you create keystore files on the
system, they will have WebAS as a password by default.

Required parameters

-keyStorePassword
Specifies the name of the password that you want to change. (String, required)

-newKeyStorePassword
Specifies the new password that you will use to access the keystore. (String, required)

-newKeyStorePasswordVerify
Confirms the new keystore password. (String, required)

Optional parameters

None.

Examples

Batch mode example usage:

* Using Jacl:
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$AdminTask changeMultipleKeyStorePasswords {-keyStorePassword WebAS
-newKeyStorePassword newpwd -newKeyStorePasswordVerify newpwd}

» Using Jython string:

AdminTask.changeMultipleKeyStorePasswords (' [-keyStorePassword WebAS
-newKeyStorePassword newpwd -newKeyStorePasswordVerify newpwd]')

* Using Jython list:

AdminTask.changeMultipleKeyStorePasswords(['-keyStorePassword', 'WebAS',
'-newKeyStorePassword', 'newpwd', '-newKeyStorePasswordVerify', 'newpwd'])

Interactive mode example usage:
» Using Jacl:
$AdminTask changeMultipleKeyStorePasswords {-interactive}

* Using Jython:

AdminTask.changeMultipleKeyStorePasswords('-interactive')
createKeyStore

The createKeyStore command creates the keystore settings in the configuration and the keystore
database.

Required parameters

-keyStoreName
The name that uniquely identifies the keystore configuration object. (String, required)

-keyStoreType
The implementation of the keystore management. (String, required)

-keyStoreLocation
The location of the keystore. For file based, the location is the files system path to the keystore
database. For hardware keystore, the location is the path to the token library. (String, required)

-keyStorePassword
The password that protects the keystore. (String, required)

-keyStorePasswordVerify
The password that protects the keystore. (String, required)

Optional parameters

-keyStoreProvider
The provider used to implement the keystore. (String, optional)

-keyStorelIsFileBased
Set the value of this parameter to true if the keystore is file based. Set the value of this parameter to
false for hardware crypto keystores. (Boolean, optional)

-keyStoreHostList
A list of host names that indicate from where the keystore is remotely managed, separated by
commas. (String, optional)

-keyStoreInitAtStartup
Set the value of this parameter to true if the keystore is initialized at startup. Otherwise, set the value
of this parameter to false. (Boolean, optional)

-keyStoreReadOnly
Set the value of this parameter to true if you cannot write to the keystore. Otherwise, set the value of
this parameter to false. (Boolean, optional)

-keyStoreStashFile
Set the value of this parameter to true if you want to create stash files for CMS type keystore.
Otherwise, set the value of this parameter to false. (Boolean, optional)
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-enableCryptoOperations
Specifies if the keystore object will be used for hardware cryptographic operations or not. The default
value is false. (Boolean, optional)

-keyStoreDescription
Specifies user defined text to describe the keystore of interest. (String, optional)

-keyStoreUsage
Specifies the keystore usage of interest. Specify SSLKeys, KeySetKeys, RootKeys, DeletedKeys,
DefaultSigners, or RSATokenKeys. (String, optional)

-scopeName
The name that uniquely identifies the management scope, for example: (cel1):TocalhostNode01Cell.
(String, optional)

-controlRegionUser
Specifies the control region user to create a writable keystore object for the control regions key ring.
Specify this option for SAF key rings when SAF writable key rings is enabled. (String, optional)

-servantRegionUser
Specifies the servant region user to create a writable keystore object for the servant regions key ring.
Specify this option for SAF key rings when SAF writable key rings is enabled. (String, optional)

Examples

Batch mode example usage:

» Using Jacl:

$AdminTask createKeyStore {-keyStoreName testkS -keyStoreType JCEKS

-keyStorelLocation c:/temp/testKeyFile.pl2 -keyStorePassword testpwd
-keyStorePasswordVerify testpwd -keyStorelsFileBased true -keyStorelInitAtStartup

true -keyStoreReadOnly false}

» Using Jython string:

AdminTask.createKeyStore('[-keyStoreName testkS -keyStoreType JCEKS -keyStorelLocation
c:/temp/testKeyFile.pl2 -keyStorePassword testpwd -keyStorePasswordVerify testpwd
-keyStorelIsFileBased true -keyStoreInitAtStartup true -keyStoreReadOnly false]')

* Using Jython list:

AdminTask.createKeyStore(['-keyStoreName', 'testkS', '-keyStorelLocation', '-keyStoreType',
'JCEKS', 'c:/temp/testKeyFile.pl2', '-keyStorePassword', 'testpwd',

'-keyStorePasswordVerify', 'testpwd', '-keyStorelsFileBased', 'true',
'-keyStoreInitAtStartup', 'true', '-keyStoreReadOnly', 'false'])

Interactive mode example usage:
» Using Jacl:

$AdminTask createKeyStore {-interactive}

» Using Jython:

AdminTask.createKeyStore('-interactive')
createCMSKeyStore

The createCMSKeyStore command creates a CMS keystore database and the keystore settings in the
configuration.

Required parameters

-cmsKeyStoreURI
The URI of the CMS keystore. (String, required)

-pluginHostName
The host name of the plug-in. (String, required)

Optional parameters
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None.
Examples

Batch mode example usage:

» Using Jacl:

$AdminTask createCMSKeyStore {-cmsKeyStoreURI CMSKeystoreURI -pluginHostName myHostName}
e Using Jython string:

AdminTask.createCMSKeyStore('-cmsKeyStoreURI CMSKeystoreURI -pluginHostName myHostName')
* Using Jython list:

AdminTask.createCMSKeyStore(['-cmsKeyStoreURI', 'CMSKeystoreURI', '-pluginHostName',
'myHostName'])

Interactive mode example usage:

» Using Jacl:

$AdminTask createCMSKeyStore {-interactive}

» Using Jython:

AdminTask.createCMSKeyStore('-interactive')
deleteKeyStore

The deleteKeyStore command deletes the settings of a keystore from the configuration and the keystore
file.

Required parameters

-keyStoreName
The name that uniquely identifies the keystore that you want to delete. (String, required)

Optional parameters

-scopeName
The name that uniquely identifies the management scope, for example: (cel1):TocalhostNode01Cell.
(String, optional)

-removeKeyStoreFile
Specifies whether to remove the keystore file. Specify true to remove the keystore file or false to
keep the keystore file in your configuration. (Boolean, optional)

Examples

Batch mode example usage:

» Using Jacl:

$AdminTask deleteKeyStore {-keyStoreName testKS}

» Using Jython string:
AdminTask.deleteKeyStore(' [-keyStoreName testkS]')
* Using Jython list:

AdminTask.deleteKeyStore(['-keyStoreName', 'testkS'])

Interactive mode example usage:
» Using Jacl:

$AdminTask deleteKeyStore {-interactive}

* Using Jython:

AdminTask.deleteKeyStore('-interactive')
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exchangeSigners
The exchangeSigners command exchange signer certificate between keystores.

Required parameters

-keyStoreNamel
The name that uniquely identifies a keystore. You must specify a second keystore name using the
keyStoreName2 parameter. (String, required)

-keyStoreName2
The name that uniquely identifies a keystore. You must specify a second keystore name using the
keyStoreName1 parameter. (String, required)

Optional parameters

-keyStoreScopel
The scope name of the keystore that you specified with the keyStoreName1 parameter. (String,
optional)

-keyStoreScope2
The scope name of the keystore that you specified with the keyStoreName2 parameter. (String,
optional)

-certificateAlaisListl
A list of aliases separated by a comma. (String, optional)

-certificateAliasList2
A list of aliases separated by a comma. (String, optional)

Examples

Batch mode example usage:

» Using Jacl:

$AdminTask exchangeSigners {-keyStoreNamel testkS -certificateAliasListl testCertl
-keyStoreName2 secondkS -certificateAlaisList2 certAlis}

* Using Jython string:

AdminTask.exchangeSigners (' [-keyStoreNamel testkS -certificateAliasListl testCertl
-keyStoreName2 secondKS -certificateAlaisList2 certAlis]')

* Using Jython list:

AdminTask.exchangeSigners(['-keyStoreNamel', 'testkS', '-certificateAliasListl',
'testCertl', '-keyStoreName2', 'secondKS', '-certificateAlaisList2',
‘certAlis'])

Interactive mode example usage:

» Using Jacl:
$AdminTask exchangeSigners {-interactive}
* Using Jython:

AdminTask.exchangeSigners('-interactive')
getKeyStorelnfo
The getKeyStorelnfo command displays the settings of a particular keystore.

Required parameters

-keyStoreName
The name that uniquely identifies the keystore. (String, required)

Optional parameters
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-scopeName

The name that uniquely identifies the management scope, for example: (cel1):TocalhostNode01Cell.

(String, optional)
Examples

Batch mode example usage:

» Using Jacl:

$AdminTask getKeyStoreInfo {-name testKS}

» Using Jython string:
AdminTask.getKeyStoreInfo('[-name testkS]')
* Using Jython list:

AdminTask.getKeyStoreInfo(['-name', 'testkS'])

Interactive mode example usage:
» Using Jacl:

$AdminTask getKeyStoreInfo {-interactive}

* Using Jython:

AdminTask.getKeyStoreInfo('-interactive')

listKeyFileAliases

The listKeyFileAliases command lists the certificates in a keystore file.

Required parameters

-keyFilePath
The path of the key file. (String, required)

-keyFilePassword
The password for the key file. (String, required)

-keyFileType
The key file type. (String, required)

Optional parameters
None.
Examples

Batch mode example usage:
» Using Jacl:

| Windows |

$AdminTask 1istKeyFileAliases {-keyFilePath c:/temp/testKeyFile.pl2
-keyFilePassword testPwd -keyFileType PKCS12}

$AdminTask 1istKeyFileAliases {-keyFilePath /temp/testKeyFile.pl2
-keyFilePassword testPwd -keyFileType PKCS12}

* Using Jython string:
_Viindows |

AdminTask.listKeyFileAliases('[-keyFilePaht c:/temp/testKeyFile.pl2
-keyFilePassword testPwd -keyFileType PKCS12]')
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AdminTask.listKeyFileAliases('[-keyFilePaht /temp/testKeyFile.pl2
-keyFilePassword testPwd -keyFileType PKCS12]"')

* Using Jython list:
| Viindows |

AdminTask.listKeyFileAliases(['-keyFilePaht', 'c:/temp/testKeyFile.pl2',
'-keyFilePassword', 'testPwd', '-keyFileType', 'PKCS12'])

AdminTask.listKeyFileAliases(['-keyFilePaht', '/temp/testKeyFile.pl2',
'-keyFilePassword', 'testPwd', '-keyFileType', 'PKCSI2'])

Interactive mode example usage:
» Using Jacl:

$AdminTask listKeyFileAliases {-interactive}

* Using Jython:

AdminTask.TistKeyFileAliases('-interactive')

listKeyStores

The listKeyStores command lists the keystore for a particular scope.
Required parameters

None.

Optional parameters

-scopeName
Specifies the name that uniquely identifies the management scope, for example:
(cel1):1ocalhostNode01Cel1. (String, optional)

-all
Specify the value of this parameter as true to list all keystores. This parameter overrides the
scopeName parameter. The default value is false. (Boolean, optional)

-keyStoreUsage
Specifies the keystore usage of interest. Specify SSLKeys, KeySetKeys, RootKeys, DeletedKeys,
DefaultSigners, or RSATokenKeys. (String, optional)

Examples

Batch mode example usage:

» Using Jacl:

$AdminTask TistKeyStores

» Using Jython:

AdminTask.1istKeyStores ()

Interactive mode example usage:

listKeyStoreTypes

The listKeyStoreTypes command lists all valid keystore types.

Required parameters

None.
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Optional parameters
None.
Examples

Batch mode example usage:
» Using Jacl:

$AdminTask 1istKeyStoreTypes

* Using Jython:

AdminTask.TistKeyStoreTypes()

Interactive mode example usage:
» Using Jacl:

$AdminTask 1istKeyStoreTypes {-interactive}

» Using Jython string:

AdminTask.listKeyStoreTypes('-interactive')
modifyKeyStore

The modifyKeyStore command modifies attributes for an existing keystore. Only some keystore attributes
are modifiable, depending on what you are modifying. Use the following guidelines to use the command:

» To use this command to change the keystore file that the keystore object references, specify the
keyStoreName, keyStoreLocation, keyStoreType, and keyStorePassword parameters.

Required parameters

-keyStoreName
Specifies the unique name that identifies the keystore. (String, required)

Optional parameters

-scopeName
Specifies the management scope of the keystore. (String, optional)

-keyStoreProvider
Specifies the provider for the keystore. (String, optional)

-keyStoreType
Specifies one of the predefined keystore types. Valid values are JCEKS, CMSKS, PKCS12, PKCS11, and JKS.
(String, optional)

-keyStorelLocation
Specifies the fully qualified location of the keystore file. To modify the location of the keystore file, you
must specify the keyStoreLocation, keyStoreType, keyStorePassword, and keyStoreName parameters.
(String, optional)

-keyStorePassword
Specifies the password to open the keystore. Use the changeKeystorePassword command to change
the password of the keystore. (String, optional)

-keyStoreIsFileBased
Specifies whether the keystore is file based. To modify whether the keystore is file-based, specify the
keyStorelsFileBased and keyStoreName parameters. (Boolean, optional)

-keyStoreInitAtStartup
Specifies whether the keystore initiates at server startup. To modify whether the keystore initiates at
server startup, specify the keyStorelnitAtStartup and keyStoreName parameters. (Boolean, optional)
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-keyStoreReadOnly
Specifies whether the keystore is writable. To modify whether the keystore is read-only, specify the
keyStoreReadOnly and keyStoreName parameters. (Boolean, optional)

-keyStoreDescription
Specifies a statement that describes the keystore. To modify the keystore description, specify the
keyStoreDescription and keyStoreName parameters. (String, optional)

-keyStoreUsage
Specifies the keystore usage of interest. Specify SSLKeys, KeySetKeys, RootKeys, DeletedKeys,
DefaultSigners, or RSATokenKeys. (String, optional)

Examples

Batch mode example usage:
» Using Jacl:
$AdminTask modifyKeyStore {-keyStoreName CellDefaultKeyStore

-keyStoreLocation c:/temp/testKeyFile.pl2 -keyStoreType JCEKS
-keyStorePassword mylpassword}

* Using Jython:

AdminTask.modifyKeyStore('-keyStoreName CellDefaultKeyStore -keyStorelLocation
c:/temp/testKeyFile.pl2 -keyStoreType JCEKS -keyStorePassword mylpassword')
Interactive mode example usage:

» Using Jacl:

$AdminTask modifyKeyStore {-interactive}

» Using Jython:

AdminTask.modifyKeyStore('-interactive')

SSLConfigCommands command group for the AdminTask object

You can use the Jython or Jacl scripting languages to configure security with the wsadmin tool. The
commands and parameters in the SSLConfigCommands group can be used to create and manage Secure
Sockets Layer (SSL) configurations and properties.

The SSLConfigCommands command group for the AdminTask object includes the following commands:
+ [“createSSLConfig’|
[“createSSLConfigProperty” on page 210|
[‘deleteSSLConfig” on page 211|
[“getinheritedSSLConfig” on page 212|
[‘getSSLConfig” on page 212]
[‘getSSLConfigProperties” on page 213
[“istSSLCiphers” on page 214
[“istSSLConfigs” on page 215|
[istSSLConfigProperties” on page 215
[listSSLRepertoires” on page 216|
[‘modifySSLConfig” on page 217

createSSLConfig

The createSSLConfig command creates an SSL configuration that is based on key store and trust store
settings. You can use the SSL configuration settings to make the SSL connections.

Target object

None.
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Required parameters

-alias
The name of the alias. (String, required)

-trustStoreNames
The key store that holds trust information used to validate the trust from remote connections. (String,
required)

-keyStoreName
The key store that holds the personal certificates that provide identity for the connection. (String,
required)

Optional parameters

-scopeName
The name of the scope. (String, optional)

-clientKeyAlias
The certificate alias name for the client. (String, optional)

-serverKeyAlias
The certificate alias name for the server. (String, optional)

-type
The type of SSL configuration. (String, optional)

-clientAuthentication
Set the value of this parameter to true to request client authentication. Otherwise, set the value of this
parameter to false. (Boolean, optional)

-securitylLevel
The cipher group that you want to use. Valid values include: HIGH, MEDIUM, LOW, and CUSTOM. (String,
required)

-enabledCiphers
A list of ciphers used during SSL handshake. (String, optional)

-jsseProvider
One of the JSSE providers. (String, optional)

-clientAuthenticationSupported
Set the value of this parameter to true to support client authentication. Otherwise, set the value of this
parameter to false. (Boolean, optional)

-ss1Protocol
The protocol type for the SSL handshake. Valid values include: SSL_TLS, SSL, SSLv2, SSLv3, TLS, TLSv1.
(String, optional)

-trustManagerObjectNames
A list of trust managers separated by commas. (String, optional)

-trustStoreScopeName
The management scope name of the trust store. (String, optional)

-keyStoreScopeName
The management scope name of the key store. (String, optional)

-keyManagerName
- Specifies the name of the Key Manager. (String, optional)

-keyManagerScopeName
Specifies the scope of the key manager. (String, optional)
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-sss1KeyRingName
Specifies a system SSL (SSSL) key ring name. The value for this parameter has no affect unless the
SSL configuration type is SSSL. (String, optional)

-v3timeout
- Specifies the time out in seconds for System SSL configuration types. Values range from 1 to 86400.
(String, optional)

Example output
The command returns the configuration object name of the new SSL configuration object.
Examples:

Batch mode example usage:

» Using Jacl:

$AdminTask createSSLConfig {-alias testSSLCfg -clientKeyAlias keyl
-serverKeyAlias key2 -trustStoreNames trustkS —keyStoreName

testkS -keyManagerName testKeyMgr}

» Using Jython string:

AdminTask.createSSLConfig('[-alias testSSLCfg -clientKeyAlias keyl
-serverKeyAlias key2 -trustStoreNames trustkS —keyStoreName

testkS -keyManagerName testKeyMgr]"')

* Using Jython list:

AdminTask.createSSLConfig(['-alias', 'testSSLCfg', '-clientKeyAlias',

'keyl', '-serverKeyAlias', 'key2', '-trustStoreNames', 'trustkS',
'—keyStoreName', 'testkS', '-keyManagerName', 'testKeyMgr'l)

Interactive mode example usage:
» Using Jacl:

$AdminTask createSSLConfig {-interactive}

» Using Jython:

AdminTask.createSSLConfig('-interactive')

createSSLConfigProperty

The createSSLConfigProperty command creates a property for an SSL configuration. Use this command to
set SSL configuration settings that are different than the settings in the SSL configuration object.

Target object
None.

Required parameters

-ss1ConfigAliasName
The alias name of the SSL configuration. (String, required)

-propertyName
The name of the property. (String, required)

-propertyValue
The value of the property. (String, required)

Optional parameters

-scopeName
The name of the scope. (String, optional)

Example output
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The command does not return output.
Examples:

Batch mode example usage:
» Using Jacl:

$AdminTask createSSLConfigProperty {-ss1ConfigAliasName NodeDefaultSSLSettings
-scopeName (cell):localhostNode01Cell: (node):TocalhostNodeOl -propertyName

test.property -propertyValue testValue}

* Using Jython string:

AdminTask.createSSLConfigProperty('[-ss1ConfigAliasName NodeDefaultSSLSettings
-scopeName (cell):localhostNode01Cell: (node):TocalhostNode0l -propertyName

test.property -propertyValue testValue]')

* Using Jython list:

AdminTask.createSSLConfigProperty(['-ss1ConfigAliasName', 'NodeDefaultSSLSettings',
'-scopeName', '(cell):localhostNode01Cel1: (node):TocalhostNodeOl', '-propertyName',

'test.property', '-propertyValue', 'testValue'])
Examples:
Batch mode example usage:

Interactive mode example usage:
» Using Jacl:

$AdminTask createSSLConfigProperty {-interactive}
* Using Jython:

AdminTask.createSSLConfigProperty('-interactive')

deleteSSLConfig

The deleteSSLConfig command deletes the SSL configuration object that you specify from the

configuration.
Target object
None.

Required parameters and return values
-alias

The name of the alias. (String, required)
Optional parameters
-scopeName

The name of the scope. (String, optional)
Example output
The command does not return output.

Examples:

Batch mode example usage:
» Using Jacl:

$AdminTask deleteSSLConfig {-alias NodeDefaultSSLSettings -scopeName
(cell):localhostNode@1Cell: (node):1localhostNode01}

» Using Jython string:
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AdminTask.deleteSSLConfig('[-alias NodeDefaultSSLSettings -scopeName
(cell):localhostNode@ICell: (node):localhostNodeOI]")

* Using Jython list:

AdminTask.deleteSSLConfig(['-alias', 'NodeDefaultSSLSettings', '-scopeName',
'(cell):localhostNode@lCell: (node) : localhostNoded1'])

Interactive mode example usage:

» Using Jacl:

$AdminTask deleteSSLConfig {-interactive}

* Using Jython:

AdminTask.deleteSSLConfig('-interactive')

getinheritedSSLConfig

The getlnheritedSSLConfig command returns the SSL configuration alias and certificate alias from which a
given management scope and direction inherits its SSL configuration information. This command only
returns inheritance information; it does not return information about an SSL configuration that is effective
for a give scope.

Target object

None.

Required parameters and return values

-scopeName
The name of the management scope for which you want to find out where that management schope
will inherit its SSL configuration. (String, required)

Optional parameters

None.

Example output

The command returns the SSL configuration alias and certificate alias from which the specified
management scope and direction inherits its SSL configuration information.

Examples:
» Using Jacl:

$AdminTask getInheritedSSLConfig {-scopeName (cell):1ocalhostNode01Cell: (node):1ocalhostNode01l -direction inbound}
CellDefaultSSLSettings,null

» Using Jython string:

AdminTask.getInheritedSSLConfig(' [-scopeName
(cell):1ocalhostNode01Cel1: (node):1ocalhostNode@1 -direction inbound]')
CellDefaultSSLSettings,null

getSSLConfig

The getSSLConfig command obtains information about an SSL configuration and displays the settings.
Target object

None.

Required parameters and return values
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-alias
The name of the alias. (String, required)
Optional parameters
-scopeName
The name of the scope. (String, optional)
Example output:
The command returns information about the SSL configuration of interest.

Examples:

Batch mode example usage:
» Using Jacl:

$AdminTask getSSLConfig {-alias NodeDefaultSSLSettings -scopeName
(cell):localhostNode@1Cell: (node):1localhostNode01}

» Using Jython string:

AdminTask.getSSLConfig('[-alias NodeDefaultSSLSettings -scopeName
(cell):localhostNode@1Cell: (node):localhostNode01]")

* Using Jython list:

AdminTask.getSSLConfig(['-alias', 'NodeDefaultSSLSettings', '-scopeName',
'(cell):localhostNode@lCell: (node) : localhostNodeOl'])

Interactive mode example usage:
» Using Jacl:

$AdminTask getSSLConfig {-interactive}

» Using Jython:

AdminTask.getSSLConfig('-interactive')

getSSLConfigProperties

The getSSLConfigProperties command obtains information about SSL configuration properties.
Target object

None.

Required parameters and return values

-alias
The name of the alias. (String, required)

Optional parameters

-scopeName
The name of the scope. (String, optional)

Example output
The command returns additional information about the SSL configuration properties.
Examples:

Batch mode example usage:
» Using Jacl:
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$AdminTask getSSLConfigProperties {-ss1ConfigAliasName NodeDefaultSSLSettings
-scopeName (cell):localhostNode@ICell: (node):localhostNodedl}

» Using Jython string:

AdminTask.getSSLConfigProperties('[-ss1ConfigAliasName NodeDefaultSSLSettings
-scopeName (cell):localhostNode@ICell: (node):localhostNodeOI]")

* Using Jython list:
AdminTask.getSSLConfigProperties(['-ss1ConfigAliasName', 'NodeDefaultSSLSettings',
'-scopeName', '(cell):localhostNode@ICell: (node):localhostNode01'])
Interactive mode example usage:

» Using Jacl:

$AdminTask getSSLConfigProperties {-interactive}

» Using Jython:

AdminTask.getSSLConfigProperties('-interactive')

listSSLCiphers

The listSSLCiphers command lists the SSL ciphers.
Target object

None.

Required parameters

-securitylevel
The cipher group that you want to use. Valid values include: HIGH, MEDIUM, LOW, and CUSTOM. (String,
required)

Optional parameters

-ss1ConfigAliasName
The alias name of the SSL configuration. (String, optional)

-scopeName
The name of the scope. (String, optional)

Example output
The command returns a list of SSL ciphers.
Examples:

Batch mode example usage:
» Using Jacl:

$AdminTask TistSSLCiphers {-ss1ConfigAliasName testSSLCfg
-securitylevel HIGH}

» Using Jython string:

AdminTask.1istSSLCiphers('[-ss1ConfigAliasName testSSLCfg
-securitylLevel HIGH]')

* Using Jython list:
AdminTask.listSSLCiphers(['-ss1ConfigATiasName', 'testSSLCfg',
'-securitylevel', 'HIGH'])

Interactive mode example usage:

» Using Jacl:

$AdminTask TistSSLCiphers {-interactive}

* Using Jython:
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AdminTask.1istSSLCiphers('-interactive')

listSSLConfigs

The listSSLConfigs command lists the defined SSL configurations within a management scope.
Target object

None.

Optional parameters

-scopeName
The name of the scope. (String, optional)

-displayObjectName
Set the value of this parameter to true to list the SSL configuration objects within the scope. Set the
value of this parameter to false to list the strings that contain the SSL configuration alias and
management scope. (Boolean, optional)

-all
Specify the value of this parameter as true to list all SSL configurations. This parameter overrides the
scopeName parameter. The default value is false. (Boolean, optional)

Example output
The command returns a list of defined SSL configurations.
Examples:

Batch mode example usage:
» Using Jacl:

$AdminTask TistSSLConfigs {-scopeName (cell): localhostNode@ICell: (node):localhostNode01
-displayObjectName true}

» Using Jython string:

AdminTask.1istSSLConfigs('[-scopeName (cell):localhostNode@ICell: (node):localhostNodedl
-displayObjectName true]"')

* Using Jython list:
AdminTask.listSSLConfigs(['-scopeName', '(cell):localhostNode@ICell: (node):localhostNodeOl",
'-displayObjectName', 'true'l])

Interactive mode example usage:
» Using Jacl:

$AdminTask TistSSLConfigs {-interactive}

* Using Jython:

AdminTask.listSSLConfigs('-interactive')

listSSLConfigProperties

The listSSLConfigProperties command lists the properties for a SSL configuration.
Target object

None.

Required parameters
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-alias
The alias name of the SSL configuration. (String, required)

Optional parameters

-scopeName
The name of the scope. (String, optional)

-displayObjectName
Set the value of this parameter to true to list the SSL configuration objects within the scope. Set the
value of this parameter to false to list the strings that contain the SSL configuration alias and
management scope. (Boolean, optional)

Example output
The command returns SSL configuration properties.
Examples:

Batch mode example usage:

» Using Jacl:

$AdminTask 1istSSLConfigProperty {-alias SSL123 -scopeName
(cell):localhostNode@1Cell: (node):localhostNode@l -displayObjectName true}

* Using Jython string:

AdminTask.1istSSLConfigProperty('[-alias SSL123 -scopeName
(cell):localhostNode@ICell: (node):1localhostNode01 -displayObjectName true]')

* Using Jython list:

AdminTask.1istSSLConfigProperty(['-alias', 'SSLIZ23', '-scopeName',
'(cell):localhostNode@lCell: (node): localhostNode@l', '-displayObjectName', 'true'])

Interactive mode example usage:
* Using Jacl:

$AdminTask 1istSSLConfigProperties {-interactive}
* Using Jython:

AdminTask.1istSSLConfigProperties('-interactive')

listSSLRepertoires

The listSSLRepertoires command lists all of the Secure Sockets Layer (SSL) configuration instances that
you can associate with an SSL inbound channel.If you create a new SSL alias using the administrative
console, the alias name is automatically created in the node_name/alias_name format. However, if you
create a new SSL alias using the wsadmin tool, you must create the SSL alias and specify both the node
name and alias name in the node_name/alias_name format.

Target object

SSLInboundChannel instance for which the SSLConfig candidates are listed.

Required parameters

None.

Optional parameters

None.

Sample output
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The command returns a list of eligible SSL configuration object names.
Examples:

Batch mode example usage:
» Using Jacl:

$AdminTask 1istSSLRepertoires SSL_3(cells/mybuildCell01/nodes/mybuildNode01/servers/
server2|server.xml#SSLInboundChannel_1093445762330)

* Using Jython string:

print AdminTask.TistSSLRepertoires('SSL_3(cells/mybuildCell01/nodes/mybuildNodedl/
servers/server2|server.xml#SSLInboundChannel_1093445762330) ")

* Using Jython list:

print AdminTask.TistSSLRepertoires('SSL_3(cells/mybuildCell01/nodes/mybuildNoded1/
servers/server2|server.xml#SSLInboundChannel_1093445762330) ")

Interactive mode example usage:

* Using Jacl:

$AdminTask 1istSSLRepertoires {-interactive}

» Using Jython:

print AdminTask.1istSSLRepertoires('-interactive')

modifySSLConfig

The modifySSLConfig command modifies the settings of an existing SSL configuration.

Target object
None.

Required parameters
-alias

The name of the alias. (String, required)
Optional parameters

-scopeName
The name of the scope. (String, optional)

-clientKeyAlias
The certificate alias name for the client. (String, optional)

-serverKeyAlias
The certificate alias name for the server. (String, optional)

-clientAuthentication

Set the value of this parameter to true to request client authentication. Otherwise, set the value of this

parameter to false. (Boolean, optional)

-securitylevel

The cipher group that you want to use. Valid values include: HIGH, MEDIUM, LOW, and CUSTOM. (String,

required)

-enabledCiphers
A list of ciphers used during SSL handshake. (String, optional)

-jsseProvider
One of the JSSE providers. (String, optional)
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-clientAuthenticationSupported
Set the value of this parameter to true to support client authentication. Otherwise, set the value of this
parameter to false. (Boolean, optional)

-ss1Protocol
The protocol type for the SSL handshake. Valid values include: SSL_TLS, SSL, SSLv2, SSLv3, TLS, TLSv1.
(String, optional)

-trustManagerObjectNames
A list of trust managers separated by commas. (String, optional)

-trustStoreName
The key store that holds trust information used to validate the trust from remote connections. (String,
optional)

-trustStoreScopeName
The management scope name of the trust store. (String, optional)

-keyStoreName
The key store that holds the personal certificates that provide identity for the connection. (String,
optional)

-keyStoreScopeName
The management scope name of the key store. (String, optional)

-keyManagerName
- Specifies the name of the Key Manager. (String, optional)

-keyManagerScopeName
Specifies the scope of the key manager. (String, optional)

-sss1KeyRingName
Specifies a system SSL (SSSL) key ring name. The value for this parameter has no affect unless the
SSL configuration type is SSSL. (String, optional)

-v3timeout
- Specifies the time out in seconds for System SSL configuration types. Values range from 1 to 86400.
(String, optional)

Example output
The command does not return output.
Examples:

Batch mode example usage:
» Using Jacl:

$AdminTask modifySSLConfig {-alias testSSLCfg -clientKeyAlias tstKeyl
-serverKeyAlias tstKey2 -securitylLevel LOW}

* Using Jython string:

AdminTask.modifySSLConfig('[-alias testSSLCfg -clientKeyAlias tstKeyl
-serverKeyAlias tstKey2 -securitylLevel LOW]')

* Using Jython list:

AdminTask.modifySSLConfig(['-alias', 'testSSLCfg', '-clientKeyAlias', 'tstKeyl',
'-serverKeyAlias', 'tstKey2', '-securitylevel', 'LOW'])

Interactive mode example usage:

» Using Jacl:

$AdminTask modifySSLConfig {-interactive}

* Using Jython:

AdminTask.modifySSLConfig('-interactive')
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SSLConfigGroupCommands group for the AdminTask object

You can use the Jython or Jacl scripting languages to configure security with the wsadmin tool. The
commands and parameters in the SSLConfigGroupCommands group can be used to create and manage
SSL configuration groups.

The SSLConfigGroupCommands command group for the AdminTask object includes the following
commands:

+ |“deleteSSLConfigGroup’|
. “‘getSSLConfigGroup"
* |“listSSLConfigGroups” on page 220|

+ [‘modifySSLConfigGroup” on page 221

deleteSSLConfigGroup

The deleteSSLConfigGroup command deletes a SSL configuration group from the configuration.
Target object

None.

Required parameters

-name
Specifies the name that uniquely identifies the SSL configuration group. (String, required)

-direction
Specifies the direction to which the SSL configuration applies. Valid values include inbound or
outbound. (String, required)

Optional parameters

-scopeName
Specifies the name that uniquely identifies the management scope. (String, optional)

Examples

Batch mode example usage:

» Using Jacl:

$AdminTask deleteSSLConfigGroup {-name createSSLCfgGrp -direction inbound}

* Using Jython string:

AdminTask.deleteSSLConfigGroup (' [-name createSSLCfgGrp -direction inbound]")
* Using Jython list:

AdminTask.deleteSSLConfigGroup(['-name', 'createSSLCfgGrp', '-direction', 'inbound'])

Interactive mode example usage:
» Using Jacl:

$AdminTask deleteSSLConfigGroup {-interactive}
» Using Jython:

AdminTask.deleteSSLConfigGroup('-interactive')
getSSLConfigGroup
The getSSLConfigGroup command returns information about a SSL configuration setting.

Target object
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None.

Required parameters

-name
Specifies the name that uniquely identifies the SSL configuration group. (String, required)

-direction
Specifies the direction to which the SSL configuration applies. Valid values include inbound or
outbound. (String, required)

Optional parameters

-scopeName
Specifies the name that uniquely identifies the management scope. (String, optional)

Examples

Batch mode example usage:

» Using Jacl:

$AdminTask getSSLConfigGroup {-name createSSLCfgGrp -direction inbound}

» Using Jython string:

AdminTask.getSSLConfigGroup (' [-name createSSLCfgGrp -direction inbound]')
* Using Jython list:

AdminTask.getSSLConfigGroup(['-name', 'createSSLCfgGrp', '-direction', 'inbound'])

Interactive mode example usage:
» Using Jacl:

$AdminTask getSSLConfigGroup {-interactive}

* Using Jython:

AdminTask.getSSLConfigGroup('-interactive')

listSSLConfigGroups

The listSSLConfigGroups command lists the SSL configuration groups within a scope and a direction.
Target object

None.

Required parameters

None.

Optional parameters

-direction
Specifies the direction to which the SSL configuration applies. Valid values include inbound or
outbound. (String, optional)

-scopeName
Specifies the name that uniquely identifies the management scope. (String, optional)

-displayObjectName
If you set this parameter to true, the command returns a list of all of the SSL configuration group
objects within the scope. If you set this parameter to false, the command returns a list of strings that
contain the SSL configuration name and management scope. (Boolean, optional)
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-all
Specify the value of this parameter as true to list all SSL configuration groups. This parameter
overrides the scopeName parameter. The default value is false. (Boolean, optional)

Examples

Batch mode example usage:

» Using Jacl:

$AdminTask 1istSSLConfigGroups {-displayObjectName true}

» Using Jython string:
AdminTask.1istSSLConfigGroups (' [-displayObjectName true]")
* Using Jython list:

AdminTask.1istSSLConfigGroups(['-displayObjectName' 'true'])

Interactive mode example usage:
» Using Jacl:

$AdminTask 1istSSLConfigGroups {-interactive}

* Using Jython:

AdminTask.1istSSLConfigGroups('-interactive')

modifySSLConfigGroup

The modifySSLConfigGroup command modifies the setting of an existing SSL configuration group.
Target object

None.

Required parameters

-name
Specifies the name that uniquely identifies the SSL configuration group. (String, required)

-direction
Specifies the direction to which the SSL configuration applies. Valid values include inbound or
outbound. (String, required)

Optional parameters

-certificateAlias
Specifies a unique name to identify a certificate. (String, optional)

-scopeName
Specifies the name that uniquely identifies the management scope. (String, optional)

-ss1ConfigAliasName
Specifies the alias that uniquely identifies the SSL configurations in the group. (String, optional)

-ss1ConfigScopeName
Specifies the scope that uniquely identifies the SSL configurations in the group. (String, optional)

Examples

Batch mode example usage:

* Using Jacl:
$AdminTask modifySSLConfigGroup {-name createSSLCfgGrp -direction inbound -certificateAlias alias2}

* Using Jython string:
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AdminTask.modifySSLConfigGroup (' [-name createSSLCfgGrp -direction inbound -certificateAlias alias2]')
* Using Jython list:

AdminTask.modifySSLConfigGroup(['-name', 'createSSLCfgGrp', '-direction', 'inbound', '-certificateAlias', 'alias2'])

Interactive mode example usage:
» Using Jacl:

$AdminTask modifySSLConfigGroup {-interactive}
» Using Jython:

AdminTask.modifySSLConfigGroup('-interactive')

TrustManagerCommands command group for the AdminTask object

You can use the Jython or Jacl scripting languages to configure security with the wsadmin tool. The
commands and parameters in the TrustManagerCommands group can be used to create, delete, and
query trust manager settings in your configuration. You can also use these commands to create a custom
trust manager for a pure client.

The TrustManagerCommands command group for the AdminTask object includes the following commands:
+ [‘createTrustManager’|

+ [‘deleteTrustManager” on page 223

+ [‘getTrustManager” on page 223|

« [“listTrustManagers” on page 224

[‘modifyTrustManager” on page 225|

createTrustManager

The createTrustManager command creates a trust manager in the configuration.
Target object

None

Parameters and return values

-name
The name that uniquely identifies the trust manager. (String, required)

-scopeName
The name of the scope. (String, optional)

-provider
Specifies the provider. (String, optional)

-algorithm
Specifies the algorithm name of the trust manager or key manager. (String, optional)

-trustManagerClass
Specifies the custom class that implements the javax.net.s sl.TrustManager interface. (String, optional)

Examples

Batch mode example usage:
» Using Jacl:
$AdminTask createTrustManager {-name testTM}
* Using Jython string:
AdminTask.createTrustManager ('[-name testTM]')
* Using Jython list:
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AdminTask.createTrustManager (['-name', 'testTM'])

Interactive mode example usage:
» Using Jacl:
$AdminTask createTrustManager {-interactive}
* Using Jython string:
AdminTask.deleteTrustManager ('[-interactive]')
* Using Jython list:
AdminTask.createTrustManager (['-interactive'])

deleteTrustManager

The deleteTrustManager command deletes the trust manager settings from the configuration.

Target object
None.

Required parameters

-hame
Specifies the name that uniquely identifies the trust manager. (String, required)

Optional parameters

-scopeName
Specifies the name of the scope. (String, optional)

Examples

Batch mode example usage:

» Using Jacl:
$AdminTask deleteTrustManager {-name testTM}

» Using Jython string:
AdminTask.deleteTrustManager('[-name testTM]"')

* Using Jython list:
AdminTask.deleteTrustManager(['-name', 'testTM'])

Interactive mode example usage:
» Using Jacl:
$AdminTask deleteTrustManager {-interactive}
* Using Jython:
AdminTask.deleteTrustManager('-interactive')

getTrustManager

The getTrustManager command obtains the setting of a trust manager.
Target object

None.

Required parameters
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-name
Specifies the name that uniquely identifies the trust manager. (String, required)

Optional parameters

-scopeName
Specifies the unique name that identifies the management scope. (String, optional)

Examples

Batch mode example usage:

* Using Jacl:
$AdminTask getTrustManager {-name testTM}

» Using Jython string:
AdminTask.getTrustManager('[-name testTM]"')

* Using Jython list:
AdminTask.getTrustManager(['-name', 'testTM'])

Interactive mode example usage:
» Using Jacl:
$AdminTask getTrustManager {-interactive}
* Using Jython:
AdminTask.getTrustManager('-interactive')

listTrustManagers

The listTrustManagers command lists the trust managers within a particular management scope.
Target object

None.

Required parameters

None.

Optional parameters

-scopeName
Specifies the unique name that identifies the management scope. (String, optional)

-displayObjectName
Set the value of this parameter to true to list the trust manager objects within a scope. Set the value of
this parameter to false to list the strings that contain the trust manager name and management scope.
(Boolean, optional)

-all
Specify the value of this parameter as true to list all trust managers. This parameter overrides the
scopeName parameter. The default value is false. (Boolean, optional)

Examples

Batch mode example usage:
» Using Jacl:
$AdminTask TistTrustManagers {-displayObjectName true}
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* Using Jython string:
AdminTask.listTrustManagers('[-displayObjectName true]')

* Using Jython list:
AdminTask.TistTrustManagers(['-displayObjectName', 'true'])

Interactive mode example usage:
» Using Jacl:
$AdminTask TistTrustManagers {-interactive}
* Using Jython:
AdminTask.listTrustManagers('-interactive')

modifyTrustManager

The modifyTrustManager command changes existing trust manager settings.
Target object

None.

Required parameters

-hame
Specifies the name that uniquely identifies the trust manager. (String, required)

Optional parameters

-scopeName
Specifies the unique name that identifies the management scope. (String, optional)

-provider
Specifies the provider name of the trust manager. (String, optional)

-algorithm
Specifies the algorithm name of the trust manager. (String, optional)

-trustManagerClass
Specifies a class that implements the javax.net. ss1X509Tr ustManager interface. You cannot use
this parameter with the provider or algorithm parameters. (String, optional)

Examples

Batch mode example usage:
» Using Jacl:
$AdminTask modifyTrustManager {-name testTM -trustManagerClass test.trust.manager}
* Using Jython string:
AdminTask.modifyTrustManager('[-name testTM -trustManagerClass test.trust.manager]')
» Using Jython list:
AdminTask.modifyTrustManager(['-name', 'testTM', '-trustManagerClass', 'test.trust.manager'])

Interactive mode example usage:
* Using Jacl:

$AdminTask modifyTrustManager {-interactive}
* Using Jython:

AdminTask.modifyTrustManager('-interactive')
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KeySetCommands command group for the AdminTask object

You can use the Jython or Jacl scripting languages to configure security with the wsadmin tool. The
commands and parameters in the KeySetCommands group can be used to create, delete, and query for
key set settings in your configuration.

The KeySetCommands command group for the AdminTask object includes the following commands:
. “‘createKeySet”|

+ [‘deleteKeySet” on page 227]

+ |‘generateKeyForKeySet” on page 228|

* [‘getKeySet” on page 229
* |“listKeySets” on page 22§|

+ [‘modifyKeySet” on page 230|

createKeySet

The createKeySet command creates the key set settings in the configuration. Use this command to
control key instances that have the same type.

Target object
None.

Required parameters

-name
Specifies the name that uniquely identifies the key set. (String, required)

-aliasPrefix
Specifies the prefix for the key alias when a new key generates. (String, required)

-password
Specifies the password that protects the key in the keystore. (String, required)

-maxKeyReferences
Specifies the maximum number of key references from the returned keys in the key set of interest.
(Integer, required)

-keyStoreName
Specifies the keystore that contains the keys. (String, required)
Optional parameters

-scopeName
Specifies the unique name of the management scope. (String, optional)

-delete0ldKeys
Set the value of this parameter to true to delete old keys when new keys are generated. Otherwise,
set the value of this parameter to false. (Boolean, optional)

-keyGenerationClass
Specifies the class that is used to generate new keys in the key set. (String, optional)

-keyStoreScopeName
Specifies the management scope where the keystore is located. (String, optional)

-isKeyPair
Set the value of this parameter to true if the keys in the key set are key pairs. Otherwise, set the
value of this parameter to false. (Boolean, optional)
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Example output
The command returns the configuration object name of the key set object that you created.
Examples

Batch mode example usage:
» Using Jacl:

$AdminTask createKeySet {-name testKeySet -aliasPrefix test —password pwd
-maxKeyReferences 2 —deleteOl1dKeys true —keyStoreName testKeyStore —isKeyPair false}

» Using Jython string:

AdminTask.createKeySet('[-name testKeySet —aliasPrefix test —password pwd
-maxKeyReferences 2 —deleteOldKeys true —keyStoreName testKeyStore —isKeyPair false]')

* Using Jython list:

AdminTask.createKeySet(['-name', 'testKeySet', '—aliasPrefix', 'test',
'—password', 'pwd', '-maxKeyReferences', '2', '—deleteOldKeys', 'true',
'—keyStoreName', 'testKeyStore', '—isKeyPair', 'false'])

Interactive mode example usage:
» Using Jacl:
$§AdminTask createKeySet {-interactive}
* Using Jython string:
AdminTask.createKeySet ('[-interactive]"')
* Using Jython list:
AdminTask.createKeySet (['-interactive'])

deleteKeySet

The deleteKeySet command deletes the settings of a key set from the configuration.
Target object

None.

Required parameters

-name
The name that uniquely identifies the key set. (String, required)

Optional parameters

-scopeName
Specifies the unique name of the management scope. (String, optional)

Example output
The command does not return output.
Examples

Batch mode example usage:
» Using Jacl:

$AdminTask deleteKeySet{ -name testKeySet}
* Using Jython string:
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AdminTask.deleteKeySet (' [-name testKeySet]')
* Using Jython list:
AdminTask.deleteKeySet (['-name', 'testKeySet'])

Interactive mode example usage:
» Using Jacl:
$AdminTask deleteKeySet {-interactive}
* Using Jython string:
AdminTask.deleteKeySet ('[-interactive]')
* Using Jython list:
AdminTask.deleteKeySet (['-interactive'])

generateKeyForKeySet

The generateKeyForKeySet command generates keys for the keys in the key set.
Target object

None.

Required parameters

-keySetName
Specifies the name of the key set. (String, required)

Optional parameters

-keySetScope
Specifies the scope of the key set. (String, optional)

-keySetSaveConfig
Set the value of this parameter to true to save the configuration of the key set. Otherwise, set the
value of this parameter to false. (Boolean, optional)

Example output
The command does not return output.
Examples

Batch mode example usage:

» Using Jacl:
$AdminTask generateKeyForKeySet{ -keySetName testKeySet }

» Using Jython string:
AdminTask.generateKeyForKeySet (' [-keySetName testKeySet]')

* Using Jython list:
AdminTask.generateKeyForKeySet (['-keySetName', 'testKeySet'])

Interactive mode example usage:
» Using Jacl:
$AdminTask generateKeyForKeySet {-interactive}
* Using Jython string:
AdminTask.generateKeyForKeySet ('[-interactive]')
* Using Jython list:
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AdminTask.generateKeyForKeySet (['-interactive'])
getKeySet
The getKeySet command displays the settings of a particular key set.
Target object
None.

Required parameters
-name

Specifies the name that uniquely identifies the key set. (String, required)
Optional parameters
-scopeName

Specifies the unique name of the management scope. (String, optional)
Example output
The command returns the settings of the specified key set group.

Examples

Batch mode example usage:
» Using Jacl:
$AdminTask getKeySet {-name testKeySet}
* Using Jython string:
AdminTask.getKeySet ('[-name testKeySet]')
* Using Jython list:
AdminTask.getKeySet (['-name', 'testKeySet'])

Interactive mode example usage:
» Using Jacl:
$AdminTask getKeySet {-interactive}
* Using Jython string:
AdminTask.getKeySet ('[-interactive]')
* Using Jython list:
AdminTask.getKeySet (['-interactive'])

listKeySets

The listKeySets command lists the key sets in a particular scope.
Target object

None.

Required parameters

None.

Optional parameters
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-scopeName
Specifies the unique name of the management scope. (String, optional)

-displayObjectName
Set the value of this parameter to true to list the key set configuration objects within the scope. Set
the value of this parameter to false if you want to list the strings that contain the key set group name
and management scope. (Boolean, optional)

-all
Specify the value of this parameter as true to list all key sets. This parameter overrides the
scopeName parameter. The default value is false. (Boolean, optional)

Example output
The command returns the key sets for the scope that you specified.
Examples

Batch mode example usage:
» Using Jacl:
$AdminTask TistKeySets {-displayObjectName true}
* Using Jython string:
AdminTask.TistKeySets ('[-displayObjectName true]')
* Using Jython list:
AdminTask.TistKeySets (['-displayObjectName', 'true'])

Interactive mode example usage:
» Using Jacl:
$AdminTask TistKeySets {-interactive}
» Using Jython string:
AdminTask.listKeySets ('[-interactive]')
* Using Jython list:
AdminTask.TistKeySets (['-interactive'])

modifyKeySet

The modifyKeySet command changes the settings of an existing key set.
Target object

None.

Required parameters
-name

Specifies the name that uniquely identifies the key set. (String, required)
Optional parameters

-scopeName
Specifies the unique name of the management scope. (String, optional)

-aliasPrefix
Specifies the prefix for the key alias when a new key generates. (String, optional)
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-password
Specifies the password that protects the key in the keystore. (String, optional)

-maxKeyReferences
Specifies the maximum number of key references from the returned keys in the key set of interest.
(Integer, optional)

-delete0l1dKeys
Set the value of this parameter to true to delete old keys when new keys are generated. Otherwise,
set the value of this parameter to false. (Boolean, optional)

-keyGenerationClass
Specifies the class that is used to generate new keys in the key set. (String, optional)

-keyStoreName
Specifies the keystore that contains the keys. (String, optional)

-keyStoreScopeName
Specifies the management scope where the keystore is located. (String, optional)

-isKeyPair
Set the value of this parameter to true if the keys in the key set are key pairs. Otherwise, set the
value of this parameter to false. (Boolean, optional)

Example output
The command does not return output.
Examples

Batch mode example usage:
» Using Jacl:

$AdminTask modifyKeySet {-name testKeySet -maxKeyReferences 3
—deleteOldKeys false}

* Using Jython string:

AdminTask.modifyKeySet ('[-name testKeySet -maxKeyReferences 3
—deleteOldKeys false]')

* Using Jython list:

AdminTask.modifyKeySet (['-name', 'testKeySet', '-maxKeyReferences', '3',
'~deleteOldKeys', 'false'])

Interactive mode example usage:
» Using Jacl:
$AdminTask modifyKeySet {-interactive}
* Using Jython string:
AdminTask.modifyKeySet ('[-interactive]')
* Using Jython list:
AdminTask.modifyKeySet (['-interactive'])

KeyReferenceCommands command group for the AdminTask object

You can use the Jython or Jacl scripting languages to configure security with the wsadmin tool. The
commands and parameters in the KeyReferenceCommands group can be used to create and manage the
key reference settings for key set objects in your configuration.

The KeyReferenceCommands command group for the AdminTask object includes the following commands:
+ [‘createKeyReference” on page 232|
+ [“deleteKeyReference” on page 233
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+ [‘getKeyReference” on page 233
+ [“listkeyReferences” on page 234

createKeyReference

The createKeyReference command creates the key reference setting in the configuration for key set
objects.

Target object
None.

Parameters and return values

-keySetName
The name that uniquely identifies the key set to which the key reference belongs. (String, required)

-keySetScope
The management scope of the key set. (String, optional)

-keyAlias
The alias name that identifies the key for the key set that you specify. (String, required)

-keyPassword
The password used for encrypting the key. (String, optional)

-keyPasswordVerify
The password used for encrypting the key. (String, optional)

-version
The version of the key reference. (String, optional)

-keyReferenceSaveConfig
Set the value of this parameter to true to save the key reference to the configuration. Otherwise, set
the value to false. (String, optional)

* Returns: The configuration object name of the key reference scope object that you created.
Examples

Batch mode example usage:
» Using Jacl:

$AdminTask createKeyReference {-keySetName testKeySet -keyAlias testKey
—password testPWD —passwordVerify testPWD —keyReferenceSaveConfig true}

» Using Jython string:

AdminTask.createKeyReference ('[-keySetName testKeySet -keyAlias testKey
—password testPWD —passwordVerify testPWD —keyReferenceSaveConfig true]')

* Using Jython list:

AdminTask.createKeyReference (['-keySetName', 'testKeySet', '-keyAlias', 'testKey',
'—password', 'testPWD', '—passwordVerify', 'testPWD', '—keyReferenceSaveConfig', 'true'])

Interactive mode example usage:
» Using Jacl:
$§AdminTask createKeyReference {-interactive}
» Using Jython string:
AdminTask.createKeyReference ('[-interactive]')
* Using Jython list:
AdminTask.createKeyReference (['-interactive'])
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deleteKeyReference

The deleteKeyReference command deletes a key reference object from the key set object in the
configuration.

Target object
None.

Parameters and return values

-keySetName
The name that uniquely identifies the key set to which the key reference belongs. (String, required)

-keySetScope
The management scope of the key set. (String, optional)

-keyAlias
The alias name that identifies the key for the key set that you specify. (String, required)
* Returns: None.

Examples

Batch mode example usage:
» Using Jacl:
$AdminTask deleteKeyReference { -keySetName testKeySet —keyAlias testKey }
* Using Jython string:
AdminTask.deleteKeyReference ('[-keySetName testKeySet —keyAlias testKey]')
* Using Jython list:
AdminTask.deleteKeyReference (['-keySetName', 'testKeySet', '—keyAlias', 'testKey'])

Interactive mode example usage:
» Using Jacl:
$AdminTask deleteKeyReference {-interactive}
* Using Jython string:
AdminTask.deleteKeyReference ('[-interactive]')
* Using Jython list:
AdminTask.deleteKeyReference (['-interactive'])

getKeyReference

The getKeyReference command displays the setting of a key reference object.
Target object

None.

Parameters and return values

-keySetName
The name that uniquely identifies the key set to which the key reference belongs. (String, required)

-keySetScope
The management scope of the key set. (String, optional)
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-keyAlias
The alias name that identifies the key for the key set that you specify. (String, required)

* Returns: The settings of the key reference object.
Examples

Batch mode example usage:
» Using Jacl:
$AdminTask getKeyReference { -keySetName testKeySet —keyAlias testKey }
* Using Jython string:
AdminTask.getKeyReference ('[-keySetName testKeySet —keyAlias testKey]')
* Using Jython list:
AdminTask.getKeyReference (['-keySetName', 'testKeySet', '—keyAlias', 'testKey'])

Interactive mode example usage:
» Using Jacl:
$AdminTask getKeyReference {-interactive}
* Using Jython string:
AdminTask.getKeyReference ('[-interactive]')
* Using Jython list:
AdminTask.getKeyReference (['-interactive'])

listKkeyReferences

The listKeyReferences command lists the key references for a particular key set in the configuration.
Target object

None.

Parameters and return values

-keySetName
The name that uniquely identifies the key set to which the key reference belongs. (String, required)

-keySetScope
The management scope of the key set. (String, optional)
* Returns: The configuration object name of the key reference scope object that you created.

Examples

Batch mode example usage:
» Using Jacl:
$AdminTask TistKeyRefereces { -keySetName testKeySet}
» Using Jython string:
AdminTask.TistKeyRefereces ('[-keySetName testKeySet]')
* Using Jython list:
AdminTask.listKeyRefereces (['-keySetName', 'testKeySet'])

Interactive mode example usage:
» Using Jacl:
$AdminTask listKeyReferences {-interactive}
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* Using Jython string:
AdminTask.1istKeyReferences ('[-interactive]')
* Using Jython list:
AdminTask.listKeyReferences (['-interactive'])

KeySetGroupCommands command group for the AdminTask object
You can use the Jython or Jacl scripting languages to configure security with the wsadmin tool. The

commands and parameters in the KeySetGroupCommands group can be used to create and manage key

set groups. Use these commands to manage groups of public, private, and shared keys.

The KeySetGroupCommands command group for the AdminTask object includes the following commands:

» [‘deleteKeySetGroup’|

+ |‘generateKeyForKeySetGroup” on page 236
* |“getKeySetGroup” on page 237|

« [listkKeySetGroups” on page 237|
[modifyKeySetGroup” on page 238

deleteKeySetGroup

The deleteKeySetGroup command deletes the settings of a key set group from the configuration.
Target object

None.

Required parameters

-name
Specifies the name that uniquely identifies the key set group. (String, required)

Optional parameters

-scopeName
Specifies the unique name that identifies the management scope. (String, optional)
To list the valid management scopes, you can run the listManagementScope task. For example:

wsadmin>$AdminTask 1istManagementScopes

"scopeName: (cell):IBM-2143376CB9ECe1103 "

"scopeName: (cell):IBM-2143376CB9ECe1103: (node): IBM-2143376CB9ECe]11Managero3 "
"scopeName: (cell):1BM-2143376CB9ECe1103: (node):IBM-2143376CB9EN0ode02 "
"scopeName: (cell):1BM-2143376CB9ECe1103: (node):1BM-2143376CB9ENode04 "
"scopeName: (cell):IBM-2143376CB9ECe1103: (node):I1BM-2143376CB9EN0ode05 "

Examples

Batch mode example usage:
» Using Jacl:
$AdminTask deleteKeySetGroup {-name keySetGrp }
* Using Jython string:
AdminTask.deleteKeySetGroup ('[-name keySetGrp]')
* Using Jython list:
AdminTask.deleteKeySetGroup (['-name', 'keySetGrp'])

Interactive mode example usage:
» Using Jacl:
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$AdminTask deleteKeySetGroup {-interactive}
* Using Jython:
AdminTask.deleteKeySetGroup('-interactive')

generateKeyForKeySetGroup

The generateKeysForKeySetGroup command generates keys for all of the keys in the key sets that
make up the key set group.

Target object
None.

Required parameters

-keySetGroupName
Specifies the name of the key set group. (String, required)

Optional parameters

-keySetGroupScope
Specifies the scope of the key set group. (String, optional)
To list the valid management scopes, you can run the listManagementScope task. For example:

wsadmin>$AdminTask 1istManagementScopes

"scopeName: (cell):IBM-2143376CB9ECe1103 "

"scopeName: (cell):IBM-2143376CB9ECe1103: (node):IBM-2143376CBIECe]11Managerd3 "
"scopeName: (cell):1BM-2143376CB9ECe1103: (node):1BM-2143376CB9ENode02 "
"scopeName: (cell):IBM-2143376CB9ECe1103: (node):1BM-2143376CB9ENode04 "
"scopeName: (cell):1BM-2143376CB9ECe1103: (node):1BM-2143376CB9ENode05 "

-keySetGroupUpdateRuntime
Specifies to update the environment to use the newly generated keys at run time. (Boolean, optional)

-keySetGroupSaveConfig
Specifies to automatically save the change to the security configuration. (Boolean, optional)

Examples

Batch mode example usage:
» Using Jacl:
$AdminTask generateKeyForKeySetGroup {-keySetGroupName keySetGrp}
* Using Jython string:
AdminTask.generateKeyForKeySetGroup ('[-keySetGroupName keySetGrp]')
» Using Jython list:
AdminTask.generateKeyForKeySetGroup (['-keySetGroupName', 'keySetGrp'])

Interactive mode example usage:
» Using Jacl:

$AdminTask generateKeyForKeySetGroup {-interactive}
* Using Jython:

AdminTask.generateKeyForKeySetGroup('-interactive')
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getKeySetGroup

The getKeySetGroup command displays the settings of a particular key set group.
Target object

None.

Required parameters

-name
Specifies the name that uniquely identifies the key set group. (String, required)

Optional parameters

-scopeName
Specifies the unique name that identifies the management scope. (String, optional)
To list the valid management scopes, you can run the listManagementScope task. For example:

wsadmin>$AdminTask 1istManagementScopes

"scopeName: (cell):IBM-2143376CB9ECe1103 "

"scopeName: (cell):I1BM-2143376CB9ECe1103: (node):IBM-2143376CBIECe11Manager03 "
"scopeName: (cell):I1BM-2143376CB9ECe1103: (node):1BM-2143376CB9ENode02 "
"scopeName: (cell):1BM-2143376CB9ECe1103: (node):IBM-2143376CB9EN0ode04 "
"scopeName: (cell):1BM-2143376CB9ECe1103: (node):1BM-2143376CB9ENode05 "

Examples

Batch mode example usage:
» Using Jacl:
$AdminTask getKeySetGroup { -name keySetGrp }
* Using Jython string:
AdminTask.getKeySetGroup ('[-name keySetGrp]')
* Using Jython list:
AdminTask.getKeySetGroup (['-name', 'keySetGrp'])

Interactive mode example usage:
» Using Jacl:
$AdminTask getKeySetGroup {-interactive}
* Using Jython:
AdminTask.getKeySetGroup('-interactive')

listkeySetGroups

The listKeySetGroups command lists the key set groups for a particular scope.
Target object

None.

Required parameters

None.

Optional parameters
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-scopeName
Specifies the unique name that identifies the management scope. (String, optional)
To list the valid management scopes, you can run the listManagementScope task. For example:

wsadmin>$AdminTask 1istManagementScopes

"scopeName: (cell):IBM-2143376CB9ECe1103 "

"scopeName: (cell):1BM-2143376CB9ECe1103: (node):1BM-2143376CB9ECe11Managero3 "
"scopeName: (cell):1BM-2143376CB9ECe1103: (node):IBM-2143376CB9EN0de02 "
"scopeName: (cell):1BM-2143376CB9ECe1103: (node):1BM-2143376CB9ENode04 "
"scopeName: (cell):IBM-2143376CB9ECe1103: (node):IBM-2143376CB9ENode05 "

-displayObjectNames
If you set the value of this parameter to true, the command returns a list of all of the key set group
objects within a scope. If you set the value of this parameter to false, the command returns a list of
strings that contain the key set group name and management scope. (Boolean, optional)

-all
Specify the value of this parameter as true to list all key set groups. This parameter overrides the
scopeName parameter. The default value is false. (Boolean, optional)

Examples

Batch mode example usage:
» Using Jacl:
$AdminTask TistKeySetGroups {-displayObjectName true}
* Using Jython string:
AdminTask.listKeySetGroups ('[-displayObjectName true]')
* Using Jython list:
AdminTask.1istKeySetGroups (['-displayObjectName', 'true'])

Interactive mode example usage:
* Using Jacl:
$AdminTask TistKeySetGroups {-interactive}
» Using Jython:
AdminTask.TistKeySetGroups('-interactive')

modifyKeySetGroup

The modifyKeySetGroup command changes the settings of an existing key set group.
Target ob