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How to send your comments

Your feedback is important in helping to provide the most accurate and highest quality information.
+ To send comments on articles in the WebSphere Application Server Information Center
1. Display the article in your Web browser and scroll to the end of the article.

2. Click on the Feedback link at the bottom of the article, and a separate window containing an e-mail
form appears.

3. Fill out the e-mail form as instructed, and click on Submit feedback .

* To send comments on PDF books, you can e-mail your comments to: wasdoc@us.ibm.com or fax
them to 919-254-5250.

Be sure to include the document name and number, the WebSphere Application Server version you are
using, and, if applicable, the specific page, table, or figure number on which you are commenting.

When you send information to IBM, you grant IBM a nonexclusive right to use or distribute the information
in any way it believes appropriate without incurring any obligation to you.

© Copyright IBM Corp. 2011 vii



viii Setting up the application serving environment



Changes to serve you more quickly

Print sections directly from the information center navigation

PDF books are provided as a convenience format for easy printing, reading, and offline use. The
information center is the official delivery format for IBM WebSphere Application Server documentation. If
you use the PDF books primarily for convenient printing, it is now easier to print various parts of the
information center as needed, quickly and directly from the information center navigation tree.

To print a section of the information center navigation:

1. Hover your cursor over an entry in the information center navigation until the Open Quick Menu icon
is displayed beside the entry.

2. Right-click the icon to display a menu for printing or searching your selected section of the navigation
tree.

3. If you select Print this topic and subtopics from the menu, the selected section is launched in a
separate browser window as one HTML file. The HTML file includes each of the topics in the section,
with a table of contents at the top.

4. Print the HTML file.

For performance reasons, the number of topics you can print at one time is limited. You are notified if your
selection contains too many topics. If the current limit is too restrictive, use the feedback link to suggest a
preferable limit. The feedback link is available at the end of most information center pages.

Under construction!

The Information Development Team for IBM WebSphere Application Server is changing its PDF book
delivery strategy to respond better to user needs. The intention is to deliver the content to you in PDF
format more frequently. During a temporary transition phase, you might experience broken links. During
the transition phase, expect the following link behavior:

» Links to Web addresses beginning with http:// work
» Links that refer to specific page numbers within the same PDF book work
* The remaining links will not work. You receive an error message when you click them

Thanks for your patience, in the short term, to facilitate the transition to more frequent PDF book updates.

© Copyright IBM Corp. 2011 ix
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Chapter 1. Configuring port settings

When you configure WebSphere® Application Server resources or assign port numbers to other
applications, you must avoid conflicts with other assigned ports. In addition, you must explicitly enable
access to particular port numbers when you configure a firewall.

Before you begin

You can also use the port validator tool to find port conflicts between different WebSphere Application
Server profiles, products, and servers. Read the "port validator tool" article in the information center for
more information.

Tip: Port conflicts might occur if you install WebSphere Application Server on multiple systems with
deployment managers managing servers or clusters on different systems. The configuration-service
port-resolution mechanism does not support cross profiles on different host machines.

+ Example 1:

1.

2.
3.
4.

On system A, create a cell profile that includes Dmgr and AppSrv01 (Node1).
On system B, create AppSrv01 and federate AppSrv01 (Node2) to Dmgr on system A.
Create server1 on Node1 and server2 on Node2.

The server1 server and server2 server might contain duplicate server endpoint ports in the
serverindex.xml file because Node1 and Node2 are located on different host systems.

* Example 2:

1.

ok 0N

On system A, create a cell profile that includes Dmgr and AppSrv01 (Node1).

On system B, create AppSrv01 and federate AppSrv01 (Node2) to Dmgr on system A.
On system B, create JobManager.

Create a cluster and add two servers, server1 on Node1 and server2 on Node2.

The server2 server and the JobManager server might contain duplicate server endpoint ports
in the serverindex.xml file because server2 and JobManager are in cross profiles. The server2
server is under Dmgr, JobManager is under the JobManager profile. and the Dmgr and
JobManager profiles are located on different machines.

About this task

Procedure
1. Review the port number settings, especially when you are planning to coexist.
2. Optional: Change the port number settings.

You can set port numbers when configuring the product after installation.

» During profile creation using the manageprofiles command, you can accept the default port values
or you can specify your port settings. If you want to specify ports, you can do so in any of the
following ways:

— Specify the use of a port file that contains the port values.

— Specify the use of a starting port value.

— Specify the use of the default port values.

Read the "manageprofiles command" article in the information center for more information.

» During profile creation using the Profile Management tool, you can accept the port settings
recommended by the tool or you can specify your port settings.

Read the "Creating profiles using the graphical user interface" article in the information center for
more information.

You can perform one of the following actions to change port settings after installation:

© IBM Corporation 2004, 2008 1



» Use the updatePorts tool to change port settings.
Read the "Updating ports in an existing profile" article in the information center for more information.

Read the "Port number settings in WebSphere Application Server versions" article in the information
center for more information.

« Edit the profile _root/config/cells/cell name/nodes/node_name/serverindex.xml file to change
the port settings, or use scripting to change the values.

Updating ports in existing profiles

Use the updatePorts.ant script to change ports in an installed profile.
Before you begin

The updatePorts.ant script for application server profiles is in the app_server_root/profileTemplates/
template name/actions directory. To use the script, you have to identify which profile to update.

Note: You should only run this script if the profile is unfederated and if the configuration is the same
structure as it was when the profile was created. For example, this script is ideal for changing ports
for an unfederated application server profile after you created the profile but before you altered its
configuration. For all other situations, use the techniques described in "Setting port numbers kept in
the serverindex.xml file using scripting".

About this task

Use the following procedure to become familiar with using the updatePorts.ant script. Each step is an
exercise that results in reassigning ports using a particular method that the updatePorts.ant script
supports.

Look at steps for all of the operating systems mentioned. The differences are mainly in the extension of
the script file and the direction of the directory delimiters. For example, Linux shell scripts (*.sh) and other
commands require a ./ before the command to tell the operating system that the command is in the
current working directory.

Procedure
* IETITEE Assign nonconflicting ports to the AppSrv01 profile.

The ANT script assigns nonconflicting ports by default. No special arguments are needed. Identify the
fully qualified directory paths, profile name, unique node name, and unique cell name. Then issue the
command.

1. Create the Java properties file encoded in ISO8859-1 file encoding, to assign nonconflicting port
values to the application server profile.

For this example, assume that the system is a Linux operating system and that you create the
following /TMP/was_props/appserver.props properties file.

WAS_HOME=/opt/1BM/WebSphere/AppServer
was.install.root=/opt/IBM/WebSphere/AppServer

profileName=AppSrv0l
profilePath=/opt/IBM/WebSphere/AppServer/profiles/AppSrvol
templatePath=/opt/IBM/WebSphere/AppServer/profileTemplates/default
nodeName=appserver_node01

cellName=appserver_cel101

hostName=myserver.ibm.com

2. Open a command shell window.
3. Change directories to the /opt/IBM/WebSphere/AppServer/bin directory.

cd /opt/IBM/WebSphere/AppServer/bin

(Or, if the product is installed to a non-default directory, change directories to the
app_server_root/bin directory.)
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4. Issue the command.

./ws_ant.sh -propertyfile /TMP/was_props/appserver.props \
-file /opt/IBM/WebSphere/AppServer/profileTemplates/default/actions/updatePorts.ant

5. Open the administrative console and view the changed port assignments.

To view the port assignments, click Servers > Application servers > server_name >
[Communications] Ports.

6. Run the script again and view the ports. Are they the same as before?

The resulting dynamically assigned port values apply to all of the ports currently assigned to the
AppSrv01 profile, for every server listed in the serverindex.xml file for the profile node name. Each port
receives a new nonconflicting value. None of the old port value assignments are used because the port
values are in use at the time of the new assignment.

o ITTTEE Assign default ports to the AppSrv02 profile.

The ANT script assigns nonconflicting ports by default. The defaultPorts=true special argument is
needed. Identify the fully qualified directory paths, profile name, unique node name, and unique cell
name. Then issue the command.

1. Create the Java properties file encoded in 1ISO8859-1 file encoding, to assign default port values to
the application server profile.

For this example, assume that the system is a Windows operating system and that you create the
following C:\temp\was_props\appserver.props properties file.

WAS_HOME="C:/Program Files/IBM/WebSphere/AppServer"
was.install.root="C:/Program Files/IBM/WebSphere/AppServer"

profileName=AppSrv02

profilePath="C:/Program Files/IBM/WebSphere/AppServer/profiles/AppSrvo2"
templatePath="C:/Program Files/IBM/WebSphere/AppServer/profileTemplates/default"
nodeName=appserver_node02

cellName=appserver_cel102

hostName=myserver2.ibm.com

defaultPorts=true

Use double quotation marks around a Windows path name with spaces. Do not use quotation marks
around the path name if there are no spaces in the path.

2. Open a DOS command window.

3. Change directories to the C:\Program Files\IBM\WebSphere\AppServer\bin directory.
cd "C:\Program Files\IBM\WebSphere\AppServer\bin"

(Or, if the product is installed to a non-default directory, change directories to the
app_server_root/bin directory.)
4. Issue the command.

ws_ant.bat -propertyfile C:\temp\was_props\appserver.props
-file "C:\Program Files\IBM\WebSphere\AppServer\profileTemplates\default\actions\updatePorts.ant"

5. Open the administrative console and view the changed port assignments.

To view the port assignments, click Servers > Application servers > server_name >
[Communications] Ports.

6. Run the script again and view the ports. Are they the same as before?

The resulting assigned port values are the same each time because the values are the default values.
This method does not resolve conflicting port assignments. To view all port assignments for a profile,
see the C:\Program Files\IBM\WebSphere\AppServer\profiles\AppSrv02\config\cells\
appserver_cel102\nodes\appserver _node02\serverindex.xml file. Issue the netstat -a command to see
all ports in use on the machine.

BT Assign ports starting at 2050 to the AppSrv03 profile.

The ANT script assigns nonconflicting ports by default. The startingPort=2050 special argument is
needed. Identify the fully qualified directory paths, profile name, unique node name, and unique cell
name. Then issue the command.

1. Create the Java properties file encoded in 1ISO8859-1 file encoding, to assign default port values to
the application server profile.

Chapter 1. Configuring port settings 3



For this example, assume that the system is an AIX® operating system and that you create the
following /usr/tmp/was_props/appserver.props properties file.

WAS_HOME=/usr/1BM/WebSphere/AppServer
was.install.root=/usr/IBM/WebSphere/AppServer

profileName=AppSrv03
profilePath=/usr/IBM/WebSphere/AppServer/profiles/AppSrvo3"
templatePath=/usr/IBM/WebSphere/AppServer/profileTemplates/default"
nodeName=appserver_node03

cellName=appserver_cel103

hostName=myserver3.ibm.com

startingPort=2050

2. Open a command shell window.

3. Change directories to the /usr/IBM/WebSphere/AppServer/bin directory.
cd /usr/IBM/WebSphere/AppServer/bin

(Or, if the product is installed to a non-default directory, change directories to the
app_server_root/bin directory.)

4. Issue the command.

./ws_ant.sh -propertyfile /usr/tmp/was_props/appserver.props \
-file /usr/IBM/WebSphere/AppServer/profileTemplates/default/actions/updatePorts.ant

5. Open the administrative console and view the changed port assignments.

To view the port assignments, click Servers > Application servers > server_name >
[Communications] Ports.

6. Run the script again and view the ports. Are they the same as before?

After using the -startingPort option, the resulting dynamically assigned port values are not the same
each time because the ANT script assigns nonconflicting port values starting from the startingPort
number (port 2050 in this case). This method resolves conflicting port assignments.

B WETTTEE Use a port definition property file to assign ports to the AppSrv04 profile.

The ANT script assigns nonconflicting ports by default. The portsFile=/opt/was/
portdefs.our_appsrv_ex.props special argument is needed. Identify the fully qualified directory paths,
profile name, unique node name, and unique cell name. Then issue the command.

1. Create the Java properties file encoded in 1ISO8859-1 file encoding, to assign nonconflicting port
values to the application server profile.

Assume that you create the following /opt/was/portdefs.our_appsrv_ex.props properties file:

WC_defaulthost=19080

WC_adminhost=19060
WC_defaulthost_secure=19443
WC_adminhost_secure=19043
BOOTSTRAP_ADDRESS=22809
SOAP_CONNECTOR_ADDRESS=28880
IPC_CONNECTOR_ADDRESS=9633
SAS_SSL_SERVERAUTH_LISTENER_ADDRESS=29401
CSIV2_SSL_SERVERAUTH_LISTENER_ADDRESS=29403
CSIV2_SSL_MUTUALAUTH_LISTENER ADDRESS=29402
ORB_LISTENER_ADDRESS=39100
DCS_UNICAST_ADDRESS=39353
SIB_ENDPOINT_ADDRESS=37276
SIB_ENDPOINT_SECURE_ADDRESS=37286
SIB_MQ_ENDPOINT_ADDRESS=45558
SIB_MQ_ENDPOINT_SECURE_ADDRESS=45578
SIP_DEFAULTHOST=45060
SIP_DEFAULTHOST_SECURE=45061

Note: The ports used in the port definition property file should reflect the template type. The ports in
this example are for the default template type, and they might vary for other template types.
The management template has three different portdef.props files, one for each servertype.
They are adminagent.portdef.props, dmgr.portdef.props and jmgr.portdef.props. They can be
modelled after the portdef.props file found in the template directory.

Assume that you create the following /TMP/was_props/appserver.props properties file:

WAS_HOME=/opt/I1BM/WebSphere/AppServer
was.install.root=/opt/IBM/WebSphere/AppServer
profileName=AppSrv04
profilePath=/opt/I1BM/WebSphere/AppServer/profiles/AppSrvod
templatePath=/opt/IBM/WebSphere/AppServer/profileTemplates/default
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nodeName=appserver_node04
celTName=appserver_cel104
hostName=myserver4.ibm.com
portsFile=/opt/was/portdefs.our_appsrv_ex.props
2. Open a command shell window.
3. Change directories to the /opt/IBM/WebSphere/AppServer/bin directory.

cd /opt/IBM/WebSphere/AppServer/bin

(Or, if the product is installed to a non-default directory, change directories to the
app_server_root/bin directory.)

4. |ssue the command.

./ws_ant.sh -propertyfile /TMP/was_props/appserver.props \
-file /opt/IBM/WebSphere/AppServer/profileTemplates/default/actions/updatePorts.ant

5. Open the administrative console and view the changed port assignments.

To view the port assignments, click Servers > Application servers > server_name >
[Communications] Ports.

6. Run the script again and view the ports. Are they the same as before?

The resulting assigned port values are from a props file. Therefore, the values do not change. This
method does not resolve conflicting port assignments.

Results

This procedure results in four different methods of port assignments with the updatePorts.ant script.

Host name values

WebSphere Application Server requires a host name specification during installation, profile creation, and
for some configuration activities. This topic describes acceptable values for host name fields.

The host name is the network name for the physical machine on which the node is installed. The host
name must resolve to a physical network node on the server. When multiple network cards exist in the
server, the host name or IP address must resolve to one of the network cards. Remote nodes use the host
name to connect to and to communicate with this node. The following guidelines can help in determining
the appropriate host name for your machine:

» Select a host name that other machines can reach within your network.
* Do not use the generic identifier, localhost, for this value.

* Do not attempt to install WebSphere Application Server products on a machine with a host name that
uses characters from the double-byte character set (DBCS). DBCS characters are not supported when
used in the host name.

» Avoid using the underscore (_) character in machine names. Internet standards dictate that domain
names conform to the host name requirements described in Internet Official Protocol Standards RFC
952 and RFC 1123. Domain names must contain only letters (upper or lower case) and digits. Domain
names can also contain dash characters ( - ) as long as the dashes are not on the ends of the name.
Underscore characters ( _ ) are not supported in the host name. If you have installed WebSphere
Application Server on a machine with an underscore character in the machine name, access the
machine with its IP address until you rename the machine.

If you define coexisting nodes on the same computer with unique IP addresses, define each IP address in
a domain name server (DNS) look-up table. Configuration files for standalone application servers do not
provide domain name resolution for multiple IP addresses on a machine with a single network address.

The value that you specify for the host name is used as the value of the hostName property in
configuration documents for the standalone application server. Specify the host name value in one of the
following formats:

* Fully qualified domain name servers (DNS) host name string, such as xmachine.manhattan.ibm.com
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* The default short DNS host name string, such as xmachine
* Numeric IP address, such as 127.1.255.3

The fully qualified DNS host name has the advantage of being totally unambiguous and also flexible. You
have the flexibility of changing the actual IP address for the host system without having to change the
Application Server configuration. This value for host name is particularly useful if you plan to change the IP
address frequently when using Dynamic Host Configuration Protocol (DHCP) to assign IP addresses. A
format disadvantage is being dependent on DNS. If DNS is not available, then connectivity is
compromised.

The short host name is also dynamically resolvable. A short name format has the added ability of being
redefined in the local hosts file so that the system can run the Application Server even when disconnected
from the network. Define the short name to 127.0.0.1 (local loopback) in the hosts file to run disconnected.
A format disadvantage is being dependent on DNS for remote access. If DNS is not available, then
connectivity is compromised.

A numeric IP address has the advantage of not requiring name resolution through DNS. A remote node
can connect to the node you name with a numeric IP address without DNS being available. A format
disadvantage is that the numeric IP address is fixed. You must change the setting of the hostName
property in Express configuration documents whenever you change the machine IP address. Therefore, do
not use a numeric IP address if you use DHCP, or if you change IP addresses regularly. Another format
disadvantage is that you cannot use the node if the host is disconnected from the network.
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Chapter 2. Managing profiles on non-z/OS operating systems

You can create and delete profiles, which are sets of files that define the runtime environment. At least one
profile must exist to run the product.

Before you begin

This task assumes a basic familiarity with the manageprofiles command, the Profile Management Tool,
system commands, and profile concepts.

About this task

Typically, you create a profile after you install the product. Depending on which WebSphere Application
Server product you have, you might create additional profiles.

You can create profiles using the Profile Management Tool or the manageprofiles command.

T TS ETETSE BT Non-root users can create their own profiles so that they
can manage their own application servers. Typically, non-root users manage application servers for
development purposes.

You can delete profiles through the manageprofiles command or by other means if necessary. You might
delete a profile if the configuration that you specified in the profile is not what you want.

Perform any of the following tasks to manage profiles.

Procedure

» Create profiles using the Profile Management Tool.
» Create profiles using the manageprofiles command.
* Delete profiles.

Results
You might have created or deleted a profile depending on the tasks that you completed.

What to do next

Depending on the action that you completed, you can start a server or proceed to other tasks such as
deploying an application.

Profile concepts

A profile defines the runtime environment. The profile includes all the files that the server processes in the
runtime environment and that you can change.

You can create a runtime environment either through the manageprofiles command or the Profile
Management Tool graphical user interface. You can use the Profile Management Tool to enter most of the
parameters that are described in this topic. Some parameters, however, require you to use the
manageprofiles command. You must use the manageprofiles command to delete a profile, for instance,
because the Profile Management Tool does not provide a deletion function.

Core product files

The core product files are the shared product binary files, which are shared by all profiles.
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The directory structure for the product has the following two major divisions of files in the installation root

directory for the product:

» The core product files are shared product binary files that do not change unless you install a refresh
pack, a fix pack, or an interim fix. Some log information is also updated.

The following list shows default installation locations for root users on supported platforms:
— T3 /usr/IBM/WebSphere/AppServer

- BT BNTETEE BT /opt/IBM/WebSphere/AppServer
— T C:\Program Files\IBM\WebSphere\AppServer
» The app_server_root/profiles directory is the default directory for creating profiles.

When you want binary files at different service levels, you must use a separate installation of the product
for each service level.

The configuration for every defined application server process is within the profiles directory unless you
specify a new directory when you create a profile. These files change as often as you create a new profile,
reconfigure an existing profile, or delete a profile.

Each of the folders except for the profiles directory and a few others such as the Togs directory and the
properties directory do not change, unless you install service fixes. The profiles directory, however,
changes each time you add, change, or delete a profile. The profiles directory is the default repository for
profiles. However, you can put a profile anywhere on the machine or system, provided enough disk space
is available.

If you create a profile in another existing folder in the installation root directory, then a risk exists that the
profile might be affected by the installation of a service fix that applies maintenance to the folder. Use a
directory outside of the installation root directory when using a directory other than the profiles directory
for creating profiles.

Why and when to create a profile

The manageprofiles command-line tool defines each profile for the product.

Run the Profile Management Tool or the manageprofiles command each time that you want to create a
profile. A need for more than one profile on a machine is common.

Administration is greatly enhanced when using profiles instead of multiple product installations. Not only is
disk space saved, but updating the product is simplified when you maintain a single set of product core
files. Also, creating new profiles is more efficient and less prone to error than full product installations,
allowing a developer to create separate profiles of the product for development and testing.

You can run the Profile Management Tool or the command-line tool to create a new profile on the same
machine as an existing profile. Define unique characteristics, such as profile name and node name, for the
new profile. Each profile shares all runtime scripts, libraries, the Java SE Runtime Environment 6 (JRE 6)
environment, and other core product files.

Each profile has its own administrative console and administrative scripting interface.

Profile types

Templates for each profile are located in the app_server_root/profileTemplates directory.

Multiple directories exist within this directory, which correspond to different profile types and vary with the
type of product that is installed. The directories are the paths that you indicate while using the
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manageprofiles command with the -templatePath option. You can also specify profile templates that exist
outside the profileTemplates directory, if you have any.

See the -templatePath parameter description in the manageprofiles command topic for more information.

The manageprofiles command can create the following type of profile:

Management profile with an administrative agent server
The basic function of the administrative agent is to provide a single interface to administer multiple
application servers.

You can create the profile using the Profile Management Tool or the manageprofiles command. If
you create the profile with the manageprofiles command, specify app_server_root/
profileTemplates/management for the -templatePath parameter and ADMIN_AGENT for the
-serverType parameter to create this type of management profile.

Application server profile
Use the application server to make applications available to the Internet or to an intranet.

An important product feature is the ability to scale up a standalone application server profile by
adding the application server node into a deployment manager cell. Multiple application server
processes in a cell can deploy an application that is in demand. You can also remove an
application server node from a cell to return the node to the status of a standalone application
server.

Each standalone application server can optionally have its own administrative console application,
which you use to manage the application server. You can also use the wsadmin scripting facility to
perform every function that is available in the administrative console application.

No node agent process is available for a standalone application server node unless you decide to
add the application server node to a deployment manager cell. Adding the application server node
to a cell is known as federation. Federation changes the standalone application server node into a
managed node. You use the administrative console of the deployment manager to manage the
node. If you remove the node from the deployment manager cell, then use the administrative
console and the scripting interface of the standalone application server node to manage the
process.

You can create the profile using the Profile Management Tool or the manageprofiles command. If
you create the profile with the manageprofiles command, specify app_server_root/
profileTemplates/default for the -templatePath parameter to create this type of profile.

Default profiles

Profiles use the concept of a default profile when more than one profile exists. The default profile is set to
be the default target for scripts that do not specify a profile. You can use the -profileName parameter with
most of the scripts to enable the scripts to act on a profile other than the default profile.

The default profile name is <profile_type><profile_number>:
* <profile_type> is a value of AppSrv, Dmgr, Custom, AdminAgent, JobMgr, or SecureProxySrv.
* <profile_number>is a sequential number that is used to create a unique profile name

Addressing a profile in a multiprofile environment: When multiple profiles exist on a machine, certain
commands require that you specify the
-profileName parameter if the profile is not the
default profile. In those cases, it might be easier to
use the commands that are in the bin directory of
each profile. When you issue one of these
commands within the bin directory of a profile, the
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command acts on that profile unless the
-profileName parameter specifies a different profile.

Security policy for application server profiles

In environments where you plan to have multiple standalone application servers, the security policy of
each application server profile is independent of the others. Changes to the security policy in one
application server profile are not synchronized with the other profiles.

Installed file set
You decide where to install the files that define a profile.

The default location is in the profiles directory in the installation root directory. You can change the
location on the Profile Management Tool or in a parameter when using the command-line tool. For
example, assume that you create two profiles on a Linux platform with host name devhost1. The profile
directories resemble the following example if you do not relocate them:

/opt/1BM/WebSphere/AppServer/profiles/AppSrvol
/opt/1BM/WebSphere/AppServer/profiles/AppSrvo2

You can specify a different directory, such as /opt/profiles for the profile directory using the
manageprofiles command. For example:

manageprofiles.sh
-profileName AppSrvOl
-profilePath /opt/profiles

manageprofiles.sh

-profileName AppSrv02
-profilePath /opt/profiles

Then the profile directories resemble the directories shown in the following example:

/opt/profiles/AppSrvOl
/opt/profiles/AppSrv02

The following directories exist within a typical profile. This example assumes that the profile, AppSrvO1,
exists:

* app_server_root/profiles/AppSrv0l/bin

* app_server_root/profiles/AppSrv0l/config

* app_server_root/profiles/AppSrv0l/configuration

* app_server_root/profiles/AppSrv0l/etc

» app_server_root/profiles/AppSrvOl/firststeps

* app_server_root/profiles/AppSrv0l/installableApps
e app_server_root/profiles/AppSrv0l/installedApps

* app_server_root/profiles/AppSrv0l/installedConnectors
* app_server_root/profiles/AppSrv0l/installedFilters
* app_server_root/profiles/AppSrv0l/Togs

* app_server_root/profiles/AppSrvOl/properties

* app_server_root/profiles/AppSrv0l/temp

* app_server_root/profiles/AppSrv0l/wstemp

Profiles: File-system requirements
A minimum amount of space must be available in the directory where you create a profile.
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An error can occur when you do not provide enough space to create a profile. Verify that you have, in
addition to the minimum space required for a particular profile, an additional 40 MB of space. The 40 MB
of space is used for log files and temporary files.

Table 1. Space requirements.

This table shows space requirements for various profiles and server types.

Profile or server type Space required
Application server 200 MB
Management 30 MB

Situations in which you could have insufficient file-system space

The Profile Management Tool and the manageprofiles command check that the amount of file-system

space needed to create the profile is available right before profile creation begins. However, a slight

chance exists that the profile creation can fail due to a lack of file-system space. This failure can

occasionally occur in the following situations:

* Another user performs an action, such as copying files, that occupies file-system space at the same
time that either the Profile Management Tool or the manageprofiles command writes to the file system.

» Another program writes to the disk at the same time that either the Profile Management Tool or the
manageprofiles command writes to it to create a profile.

» The Profile Management Tool writes its logs and the profile that it creates to the same file system at the
same time.

* The manageprofiles command writes its logs and the profile that it creates to the same file system at
the same time.

Use the following recommendations to avoid profile creation failure:

» Ensure that enough temporary space is allocated for profile creation. Some temporary space is needed
for the profile creation logs. These logs can be on a different file system than the file system on which
the profile is created.

» Ensure no other program writes to the file-system space when either the Profile Management Tool or
the manageprofiles command creates the profile.

» Ensure no user performs actions that occupy the file-system space when either the Profile Management
Tool or the manageprofiles command creates the profile.

Managing profiles using commands

Use commands to create a profile, start the server of the profile, display ports used by your server, and
open the administrative console.

Before you begin

This task assumes a basic familiarity with the command, other application server commands, and system
commands.

Before you can create and use a profile, you must install the product.
About this task

Perform the following steps to create a profile, start the server of the profile, display ports used by your
server, and open the administrative console for your server.

This example deals with the profile environment of a standalone application server.
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Procedure
1. Create the server profile from the original installation:
* WM app_server_root\bin\manageprofiles.bat
s T BETEE BT BT opp_server_root/bin/manageprofiles.sh

Assume that you create the profile by using the defaults. The following script is an example for
creating an application server profile:

* BITTTTE opp_server_root\bin\manageprofiles.bat -create -templatePath app_server_root\
profileTemplates\default

s T BT BT BT opp_server_root/bin/manageprofiles.sh -create
-templatePath app _server_root/profileTemplates/default

2. Change directories to the profile_root/bin directory of the new server profile.
3. Start the server.
Issue the startServer command.

| Vindows |

startServer.bat serverl -profileName profile_name

startServer.sh serverl -profileName profile_name

Note: The -profileName argument is not necessary if you have already changed to the
profile_root/bin directory of the target profile.

4. Display the ports.
These are the ports assigned during profile creation.
e Open the portdef.props file in the profile_rootproperties directory.

T TS BT BT Open the portdef.props file in the profile_root/properties

directory.
5. Open the administrative console.

The server1 administrative console is defined on the WC_adminhost setting for the non-secure
administrative console port or the WC_adminhost_secure setting for the secure administrative console
port.

If the value of the WC_adminhost port for your server is 20003, for example, specify the following web
address in your browser:
http://host_name_or_IP_address:20003/ibm/console/

If the value of the WC_adminhost_secure port for your server is 9061, for example, specify the
following web address in your browser:
https://host_name_or_IP_address:9061/ibm/console/

Results

You created an application server profile, started an application server, and accessed the administrative
console using your browser.

What to do next

Deploy an application.

manageprofiles command

Use the manageprofiles command to create, delete, augment, back up, and restore profiles, which define
runtime environments. Using profiles instead of multiple product installations saves disk space and
simplifies updating the product because a single set of core product files is maintained.
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The manageprofiles command and its graphical user interface, the Profile Management Tool, are the only
ways to create runtime environments.

The command file is located in the app_server_root/bin directory. The command file is a script named
manageprofiles.

Remember: If you use this command with the managed profile template, application servers are not
created. However, ports are still used if you are federating a node.

Syntax

The manageprofiles command is used to perform the following tasks:
» create a profile (-create)

» delete a profile (-delete)

» augment a profile (-augment)

* unaugment a profile (-unaugment)

» unaugment all profiles that have been augmented with a specific augmentation template
(-unaugmentAll)

» delete all profiles (-deleteAll)

* list all profiles (-listProfiles)

* list augments for a profile (-listAugments)

» get a profile name (-getName)

» get a profile path (-getPath)

» validate a profile registry (-validateRegistry)

» validate and update a profile registry (-validateAndUpdateRegistry)
+ get the default profile name (-getDefaultName)

» set the default profile name (-setDefaultName)

* back up a profile (-backupProfile)

» restore a profile (-restoreProfile)

» perform manageprofiles command tasks that are contained in a response file (-response)

For detailed help including the required parameters for each of the tasks accomplished with the
manageprofiles command, use the -help parameter. The following example uses the help parameter with
the manageprofiles -augment command on Windows operating systems:

app_server_root\bin\manageprofiles.bat -augment -help
The output from the help command will specify which parameters are required and which are optional.

Depending on the operation that you want to perform with themanageprofiles command, you need to
provide one or more of the following parameters. The command-line tool validates that the required
parameters are provided and the values entered for those parameters are valid. Be sure to type the name
of the parameters with the correct upper and lower case as the command-line tool does not validate the
case of the parameter name. Incorrect results can occur when the parameter case is not typed correctly.

» -profileName profile_name

» -profilePath profile_root

» -templatePath template_path
* -nodeName node_name

» -cellName cell_name

* -hostName host_name

» -serverName server_name
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* -adminUserName adminUser_ID

» -adminPassword adminPassword

* -backupFile backupFile_name

* -debug

* -enableAdminSecurity true | false

« -federateLater true | false

» -importPersonalCertKS keystore_path

* -importPersonalCertKSType keystore_type

* -importPersonalCertKSPassword keystore_password
* -importPersonalCertKSAlias keystore_alias

» -importSigningCertKS keystore_path

* -importSigningCertKSType keystore_type

» -importSigningCertKSPassword keystore_password

+ -importSigningCertKSAlias keystore_alias

» -isDefault

» -isDeveloperServer

+ -applyPerfTuningSetting standard | production | development
» -keyStorePassword keystore_password

* -listAugments

» -omitAction feature1 feature2... featureN

» -personalCertDN distinguished_name

» -personalCertValidityPeriod validity_period

* -response response_file

» -serverType ADMIN_AGENT

 -signingCertDN distinguished_name

» -signingCertValidityPeriod validity_period

» -startingPort starting_port | -portsFile file_path | -defaultPorts
* -unaugmentAll

 -unaugmentDependents true | false

» -validatePorts

+ -webServerCheck true | false

» -webServerHostnamewebserver_host_name

» -webServerlnstallPath webserver_installpath_name

* -webServerName webserver_name

» -webServerOS webserver_operating_system

» -webServerPluginPath webserver_plugin_path

» -webServerPort webserver_port

» -webServerType webserver_type

* EEETITEE -enableService true | false

* BT -serviceUserName service_user_ID

« WM -winserviceCheck true | false

* WITEE -winserviceAccountType specifieduser | Tocalsystem
* IITTEM -winservicePassword winservice_password
* BT -winserviceStartupType manual | automatic | disabled
* W -winserviceUserName winservice_user_ID
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The following example uses the manageprofiles -create command on operating systems such as AIX or
Linux:

app_server_root/bin/manageprofiles.sh -create
-profileName profile_name
-profilePath profile_root
-templatePath template_path

Parameters

The following options are available for the manageprofiles command:

-adminUserName adminUser ID
Specify the user ID that is used for administrative security.

-adminPassword adminPassword

Specify the password for the administrative security user ID specified with the -adminUserName
parameter.

-augment
Use the augment parameter to make changes to an existing profile with an augmentation template.
The augment parameter causes the manageprofiles command to update or augment the profile
identified in the -profileName parameter using the template in the -templatePath parameter. The
augmentation templates that you can use are determined by which IBM® products and versions are
installed in your environment.

Important: The templates that are included with the WebSphere Application Server base product can
only be used to create profiles and not to augment existing profiles because only create
templates are shipped with the product.

Also, do not manually modify the files that are located in the install _dir/
profileTemplates directory. For example, if you are changing the ports during profile
creation, use the -startingPort or -portsFile arguments on the manageprofiles command
instead of modifying the file in the profile template directory.

Specify the fully qualified file path for -templatePath. For example:

manageprofiles(.bat)(.sh) -augment -profileName profile_name -templatePath template_path

You can specify a relative path for the -templatePath parameter if the profile templates are relative to
the app_server_root/profileTemplates directory. Otherwise, specify the fully qualified template path.
For example:

manageprofiles -augment -profileName profile_name -templatePath template_path
See also the -unaugment parameter.

-backupProfile
Performs a file system backup of a profile folder and the profile metadata from the profile registry file.
Any servers using the profile that you want to back up must first be stopped prior to invoking the
manageprofiles command with the -backupProfile option. The -backupProfile parameter must be
used with the -backupFile and -profileName parameters, for example:

manageprofiles(.bat)(.sh) -backupProfile -profileName profile_name -backupFile backupFile_name

When you back up a profile using the -backupProfile option, you must first stop the server and the
running processes for the profile that you want to back up.

-backupFile backupFile name

Backs up the profile registry file to the specified file. You must provide a fully qualified file path for the
backupFile_name.

-cel1Name cell_name
Specifies the cell name of the profile. Use a unique cell name for each profile.

This is an optional parameter. If you omit the parameter, a default cell name is assigned.
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The default value for this parameter is based on a combination of the short host name, the constant
cell, and a trailing number:

» Application server profile: Not any

» Custom profile: Not any

* Management profile with the deployment manager server: shortHostNameCellCellNumber

* Management profile with the job manager server: shortHostNameJobMgrCellCellNumber

* Management profile with the administrative agent server: shortHostNameAACellCellNumber
» Cell profile, application server portion: shortHostNameCellCellNumber

» Cell profile, deployment manager portion: shortHostNameCellCellNumber

» Secure proxy profile: Not any

where CellNumber is a sequential number starting at 01.

The value for this parameter must not contain spaces or any invalid characters that are not valid such
as the following: *, 2, ", <, >, ,, /, \, |, and so on.

-create
Creates the profile.

Specify manageprofiles -create -templatePath fully_qualified_file_path_to_template -help for specific
information about creating a profile. Available templates include:

* management - Management. Use in conjunction with the -serverType parameter to indicate the type
of management profile.

 default - Application server

-debug
Turns on the debug function of the Ant utility, which the manageprofiles command uses.

-personalCertValidityPeriod validity period
An optional parameter that specifies the amount of time in years that the default personal certificate is
valid. If you do not specify this parameter with the -personalCertDN parameter, the default personal
certificate is valid for one year.

-defaultPorts
Assigns the default or base port values to the profile.

Do not use this parameter when using the -startingPort or -portsFile parameter.

During profile creation, the manageprofiles command uses an automatically generated set of
recommended ports if you do not specify the -startingPort parameter, the -defaultPorts parameter
or the -portsFile parameter. The recommended port values can be different than the default port
values based on the availability of the default ports.

Remember: Do not use this parameter if you are using the managed profile template.

-delete
Deletes the profile.

Deleting a profile does not delete the profile directory. For example, suppose that you create a profile
in the /usr/WebSphere/AppServer/profiles/managedProfile directory. The directory remains after you
delete the profile.

You can delete or leave the directory. However, the profile_root/10gs directory contains information
about uninstalling the profile. For example, you might retain the nodeuninst.Tog file to determine the
cause of any problem during the uninstall procedure.

If you delete a profile that has augmenting templates registered to it in the profile registry, then
unaugment actions are performed automatically.
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gotcha: If you are deleting an old node that has been migrated, shut down the new migrated
deployment manager before deleting the old node. This will ensure that the new migrated
node is not accidentally removed from the new migrated cell.

-deleteAll
Deletes all registered profiles.

Deleting a profile does not delete the profile directory. For example, suppose that you create a profile
in the /usr/WebSphere/AppServer/profiles/managedProfile directory. The directory remains after you
delete the profile.

You can delete or leave the directory. However, the profile_root/10gs directory contains information
about uninstalling the profile. For example, you might retain the nodeuninst.log file to determine the
cause of any problem during the uninstall procedure.

If you delete a profile that has augmenting templates registered to it in the profile registry, then
unaugment actions are performed automatically.

-enableAdminSecurity true | false
Enables administrative security. Valid values include true or false. The default value is false.

When enableAdminSecurity is set to true, you must also specify the parameters -adminUserName and
-adminPassword along with the values for these parameters.

You cannot use the -enableAdminSecurity parameter to enable administrative security for a custom
profile. For security to be enabled for a custom profile, the custom profile must be federated into a
deployment manager. Administrative security enabled for the deployment manager is required to
enable security for the federated custom profile.

IITE -enableService true | false
Enables the creation of a Linux service. Valid values include true or false. The default value for this

parameter is false.

When the manageprofiles command is run with the -enableService option set to true , the Linux
service is created with the profile when the command is run by the root user. When a non-root user
runs the manageprofiles command, the profile is created, but the Linux service is not. The Linux
service is not created because the non-root user does not have sufficient permission to set up the
service. An INSTCONPARTIALSUCCESS result is displayed at the end of the profile creation and the profile
creation log app_server_root/1ogs/manageprofiles_create_profilename.log contains a message
indicating the current user does not have sufficient permission to set up the Linux service.

-federatelLater true | false
Indicates if the managed profile will be federated during profile creation or if you will federate it later
using the addNode command. If the dmgrHost, dmgrPort, dmgrAdminUserName and dmgrAdminPassword
parameters do not have values, the default value for this parameter is true. Valid values include true
or false.

-getDefaultName
Returns the name of the default profile.

-getName
Gets the name for a profile registered at a given -profilePath parameter.

-getPath
Gets the file system location for a profile of a given name. Requires the —profileName parameter.

-help
Displays command syntax.

-hostName host_name
Specifies the host name where you are creating the profile. This should match the host name that you
specified during installation of the initial product. The default value for this parameter is the long form
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of the domain name system. The value for this parameter must be a valid IPv6 host name and must
not contain spaces or any characters that are not valid such as the following: *, ?, ", <, >, ,, /, \, |, and
SO on.

-ignoreStack
An optional parameter that is used with the -templatePath parameter to unaugment a particular profile
that has been augmented. See the -unaugment parameter.

-importPersonalCertKS keystore_path
Specifies the path to the keystore file that you use to import a personal certificate when you create the
profile. The personal certificate is the default personal certificate of the server.

Note: When you import a personal certificate as the default personal certificate, import the root
certificate that signed the personal certificate. Otherwise, the manageprofiles command adds
the public key of the personal certificate to the trust.p12 file and creates a root signing
certificate.

The -importPersonalCertKS parameter is mutually exclusive with the -personalCertDN parameter. If

you do not specifically create or import a personal certificate, one is created by default.

When you specify any of the parameters that begin with -importPersonal, you must specify them all.

-importPersonalCertKSType keystore type
Specifies the type of the keystore file that you specify on the -importPersonalCertKS parameter.
Values might be JCEKS, CMSKS, PKCS12, PKCS11, and JKS. However, this list can change based on the
provider in the java.security file.

When you specify any of the parameters that begin with -importPersonal, you must specify them all.

-importPersonalCertKSPassword keystore password
Specifies the password of the keystore file that you specify on the -importPersonalCertKS parameter.

When you specify any of the parameters that begin with -importPersonal, you must specify them all.

-importPersonalCertKSAlias keystore alias
Specifies the alias of the certificate that is in the keystore file that you specify on the
-importPersonalCertKS parameter. The certificate is added to the server default keystore file and is
used as the server default personal certificate.

When you specify any of the parameters that begin with -importPersonal, you must specify them all.

-importSigningCertKS keystore path
Specifies the path to the keystore file that you use to import a root certificate when you create the
profile. The root certificate is the certificate that you use as the server default root certificate. The
-importSigningCertKS parameter is mutually exclusive with the -signingCertDN parameter. If you do
not specifically create or import a root signing certificate, one is created by default.

When you specify any of the parameters that begin with -importSigning, you must specify them all.

-importSigningCertKSType keystore path
Specifies the type of the keystore file that you specify on the -importSigningCertKS parameter. Valid
values might be JCEKS, CMSKS, PKCS12, PKCS11, and JKS. However, this list can change based on the

provider in the java.security file.
When you specify any of the parameters that begin with -importSigning, you must specify them all.

-importSigningCertKSPassword keystore password
Specifies the password of the keystore file that you specify on the -importSigningCertKS parameter.

When you specify any of the parameters that begin with -importSigning, you must specify them all.
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-importSigningCertKSAlias keystore alias
Specifies the alias of the certificate that is in the keystore file that you specify on the
-importSigningCertKS parameter. The certificate is added to the server default root keystore and is
used as the server default root certificate.

When you specify any of the parameters that begin with -importSigning, you must specify them all.

-isDefault
Specifies that the profile identified by the accompanying -profileName parameter is to be the default
profile once it is registered. When issuing commands that address the default profile, it is not
necessary to use the -profileName attribute of the command.

-isDeveloperServer
Specifies that the server is intended for development purposes only. This parameter is useful when
creating profiles to test applications on a non-production server before deploying the applications on
their production application servers.

This parameter is valid only for the default profile template.

If you specify both the -isDeveloperServer and -applyPerfTuningSetting parameters, depending on
the option selected for -applyPerfTuningSetting, -applyPerfTuningSetting might override
-isDeveloperServer.

-applyPerfTuningSetting option
Specifies the performance-tuning setting that most closely matches the type of environment in which
the application server will run.

This parameter is only valid for the default profile template.

standard
The standard settings are the standard out-of-the-box default configuration settings that are
optimized for general-purpose usage.

production
The production performance settings are optimized for a production environment where
application changes are rare and optimal runtime performance is important.

development
The development settings are optimized for a development environment where frequent
application updates are performed and system resources are at a minimum.

Important: Do not use the development settings for production servers.

If you specify both the -isDeveloperServer and -applyPerfTuningSetting parameters, depending on
the option selected for -applyPerfTuningSetting, -applyPerfTuningSetting might override
-isDeveloperServer.

-keyStorePassword keystore_password
Specifies the password to use on all keystore files created during profile creation. Keystore files are
created for the default personal certificate and the root signing certificate.

-TistAugments
Lists the registered augments on a profile that is in the profile registry. You must specify the
-profileName parameter with the -listAugments parameter.

-nodeName node_name
Specifies the node name for the node that is created with the new profile. Use a unique value on the
machine. Each profile that shares the same set of product binaries must have a unique node name.

The default value for this parameter is based on the short host name, profile type, and a trailing
number:

» Application server profile: shortHostNameNode NodeNumber

» Custom profile: shortHostNameNode NodeNumber
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* Management profile with the deployment manager server: shortHostNameCellManagerNodeNumber
* Management profile with the job manager server: shortHostNameJobMgrNodeNumber

» Management profile with the administrative agent server: shortHostNameAANode NodeNumber

» Cell profile, application server portion: shortHostNameNode NodeNumber

» Cell profile, deployment manager portion: shortHostNameCellManagerNodeNumber

» Secure proxy profile: shortHostNameNode NodeNumber

where NodeNumber is a sequential number starting at 01.

The value for this parameter must not contain spaces or any characters that are not valid such as the
following: *, 7, ", <, >, ,, /, \, |, and so on.

-omitAction featurel feature?... featureN
An optional parameter that excludes profile features.

Each profile template comes predefined with certain optional features. The following optional features
can be used with the -omitAction parameter for the following profile templates:
» default - Application server

— deployAdminConsole

— defaultAppDeployAndConfig

-personalCertDN distinguished name

Specifies the distinguished name of the personal certificate that you are creating when you create the
profile. Specify the distinguished name in quotes. This default personal certificate is located in the
server keystore file. The -importPersonalCertKSType parameter is mutually exclusive with the

-personalCertDN parameter. See the -personalCertValidityPeriod parameter and the
-keyStorePassword parameter.

-portsFile file path
An optional parameter that specifies the path to a file that defines port settings for the new profile.

Do not use this parameter when using the -startingPort or -defaultPorts parameter.

During profile creation, the manageprofiles command uses an automatically generated set of
recommended ports if you do not specify the -startingPort parameter, the -defaultPorts parameter
or the -portsFile parameter. The recommended port values can be different than the default port
values based on the availability of the default ports.

-profileName profile name
Specifies the name of the profile. Use a unique value when creating a profile. Each profile that shares
the same set of product binaries must have a unique name. The default profile name is based on the
profile type and a trailing number, for example:

<profile_type><profile_number>

where
» <profile_type> is a value such as AppSrv, Dmgr, AdminAgent, JobMgr, or Custom
* <profile_number> is a sequential number that creates a unique profile name

The value for this parameter must not contain spaces or characters that are not valid such as any of

*

the following: *, ?, ", <, >,,, /, \, |, and so on.
The profile name that you choose must not be in use.

-profilePath profile_root
Specifies the fully qualified path to the profile, which is referred to as the profile_root.

e If the fully qualified path contains spaces, enclose the value in quotation marks.

The default value is based on the app_server_root directory, the profiles subdirectory, and the name of
the profile.
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For example, the default is:
WS_WSPROFILE_DEFAULT_PROFILE_HOME/profileName

The WS_WSPROFILE_DEFAULT_PROFILE_HOME element is defined in the wasprofile.properties
file in the app_server_root/properties directory.

The value for this parameter must be a valid path for the target system and must not be currently in
use.

You must have permissions to write to the directory.

-response reponse_file
Accesses all API functions from the command line using the manageprofiles command.

The command line interface can be driven by a response file that contains the input arguments for a
given command in the properties file in key and value format. Use the following example response file
to run a create operation:

create

profileName=testResponseFileCreate

profilePath=profile_root

templatePath=app_server_root/profileTemplates/default

nodeName=myNodeName

cel1Name=myCel1Name

hostName=myHostName

omitAction=myOptionalActionl,myOptionalAction2

The path statement in the Windows operating system can use either forward slashes (/) or

back slashes (\). If the path statement uses back slashes, then the response file requires double back
slashes for the response file to correctly understand the path. Here is an example of a response file
for a create operation that uses the double back slashes:

create
templatePath=C:\\WebSphere\\AppServer\\profileTemplates\\default

The best practice is to use forward slashes in order to reduce the chance of errors when switching
between platforms.

To determine which input arguments are required for the various types of profile templates and action,
use the manageprofiles command with the -help parameter.

-restoreProfile
Restores a profile backup. Must be used with the -backupFile parameter, for example:

manageprofiles(.bat) (.sh) -restoreProfile -backupFile file_name

To restore a profile, perform the following steps:

1. Stop the server and the running processes for the profile that you want to restore.

2. Manually delete the directory for the profile from the file system.

3. Run the -validateAndUpdateRegistry option of the manageprofiles command.

4. Restore the profile by using the -restoreProfile option of the manageprofiles command.
-serverName server_name

Specifies the name of the server. Specify this parameter only for the default and secureproxy

templates. If you do not specify this parameter when using the default or secureproxy templates, the
default server name is serveri for the default profile, and proxy1 for the secure proxy profile.

-serverType ADMIN_AGENT
Specifies the type of management profile. Specify ADMIN_AGENT for an administrative agent server. This
parameter is required when you create a management profile.

BT -serviceUserName service_user_ID
Specify the user ID that is used during the creation of the Linux service so that the Linux service runs
from this user ID. The Linux service runs whenever the user ID is logged on.
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-setDefaultName
Sets the default profile to one of the existing profiles. Must be used with the -profileName parameter,
for example:

manageprofiles(.bat) (.sh) -setDefaultName -profileName profile_name

-signingCertDN distinguished _name
Specifies the distinguished name of the root signing certificate that you create when you create the
profile. Specify the distinguished name in quotes. This default personal certificate is located in the
server keystore file. The -importSigningCertKS parameter is mutually exclusive with the
-signingCertDN parameter. If you do not specifically create or import a root signing certificate, one is
created by default. See the -signingCertValidityPeriod parameter and the -keyStorePassword.

-signingCertValidityPeriod validity period
An optional parameter that specifies the amount of time in years that the root signing certificate is
valid. If you do not specify this parameter with the -signingCertDN parameter, the root signing
certificate is valid for 15 years.

-startingPort startingPort
Specifies the starting port number for generating and assigning all ports for the profile.

Port values are assigned sequentially from the -startingPort value, omitting those ports that are
already in use. The system recognizes and resolves ports that are currently in use and determines the
port assignments to avoid port conflicts.

Do not use this parameter with the -defaultPorts or -portsFile parameters.

During profile creation, the manageprofiles command uses an automatically generated set of
recommended ports if you do not specify the -startingPort parameter, the -defaultPorts parameter
or the -portsFile parameter. The recommended port values can be different than the default port
values based on the availability of the default ports.

Attention: Do not use this parameter if you are using the managed profile template.

-templatePath template_path
Specifies the directory path to the template files in the installation root directory. Within the
profileTemplates directory are various directories that correspond to different profile types and that
vary with the type of product installed. The profile directories are the paths that you indicate while
using the -templatePath option. You can specify profile templates that lie outside the installation root,
if you happen to have any.

You can specify a relative path for the -templatePath parameter if the profile templates are relative to
theapp_server_root/profileTemplates directory. Otherwise, specify the fully qualified template path. F

-unaugment
Augmentation is the ability to change an existing profile with an augmentation template. To unaugment
a profile that has been augmented, you must specify the -unaugment parameter and the -profileName
parameter. If a series of manageprofiles augmentations were performed, and you specify only these
two parameters to unaugment a profile, the unaugment action undoes the last augment action first.

To unaugment a particular profile that has been augmented, additionally specify the -ignoreStack
parameter with the -templatePath parameter. Normally, you would not unaugment a particular profile
because you must ensure that you are not violating profile template dependencies.

When using the -templatePath parameter, specify the fully qualified file path for the parameter.
See also the augment parameter.

-unaugmentAll
Unaugments all profiles that have been augmented with a specific augmentation template. The
-templatePath parameter is required with the -unaugmentAll parameter.

When using the -templatePath parameter, specify the fully qualified file path for the parameter.
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Optionally, specify the -unaugmentDependents parameter with the -unaugmentAll parameter to
unaugment all profiles that are prerequisites of the profiles that are being unaugmented.

Note: If you use this parameter when you have no profiles augmented with the profile templates, an
error might be delivered.

See also the augment parameter.

-unaugmentDependents true | false
If set to true, the parameter unaugments all the augmented profiles that are prerequisites to the
profiles being unaugmented with the -unaugmentAll parameter. The default value for this parameter is
false.

Optionally specify the -unaugmentDependents parameter with the -unaugmentAll parameter.

-validateAndUpdateRegistry
Checks all of the profiles that are listed in the profile registry to see if the profiles are present on the
file system. Removes any missing profiles from the registry. Returns a list of the missing profiles that
were deleted from the registry.

-validateRegistry
Checks all of the profiles that are listed in the profile registry to see if the profiles are present on the
file system. Returns a list of missing profiles.

-validatePorts
Specifies the ports that should be validated to ensure they are not reserved or in use. This parameter
helps you to identify ports that are not being used. If a port is determined to be in use, the profile
creation stops and an error message displays. You can use this parameter at any time on the create
command line. It is recommended to use this parameter with the —portsFile parameter.

-webServerCheck true | false
Indicates if you want to set up web server definitions. Valid values include true or false. The default
value for this parameter is false.

-webServerHostname webserver_host _name
The host name of the server. The default value for this parameter is the long host name of the local
machine.

-webServerInstallPath webserver_installpath_name
The installation path of the web server, local or remote. The default value for this parameter is
dependent on the operating system of the local machine and the value of the webServerType

parameter. For example: [T

webServerType=IHS: webServerInstallPath defaulted to "C:\Program Files\IBM\HTTPServer"
webServerType=11S: webServerInstallPath defaulted to "C:\"
webServerType=SUNJAVASYSTEM: webServerInstallPath defaulted to "C:\"
webServerType=DOMINO: webServerInstallPath defaulted to ""

webServerType=APACHE: webServerInstallPath defaulted to ""
webServerType=HTTPSERVER_Z0S: webServerInstallPath defaulted to "n/a"

webServerType=IHS: webServerInstallPath defaulted to "/opt/IBM/HTTPServer"
webServerType=11S: webServerInstallPath defaulted to "n\a"
webServerType=SUNJAVASYSTEM: webServerInstallPath defaulted to "/opt/sun/webserver"
webServerType=DOMINO: webServerInstallPath defaulted to ""

webServerType=APACHE: webServerInstallPath defaulted to ""
webServerType=HTTPSERVER_Z0S: webServerInstallPath defaulted to "n/a"

webServerType=IHS: webServerInstallPath defaulted to "/usr/IBM/HTTPServer"
webServerType=11S: webServerInstallPath defaulted to "n\a"
webServerType=SUNJAVASYSTEM: webServerInstallPath defaulted to "/opt/sun/webserver"
webServerType=DOMINO: webServerInstallPath defaulted to "?"

webServerType=APACHE: webServerInstallPath defaulted to "?"
webServerType=HTTPSERVER_Z0S: webServerInstallPath defaulted to "n/a"
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webServerType=IHS: webServerInstallPath defaulted to "/opt/IBM/HTTPServer"
webServerType=11S: webServerInstallPath defaulted to "n\a"
webServerType=SUNJAVASYSTEM: webServerInstallPath defaulted to "/opt/sun/webserver"
webServerType=DOMINO: webServerInstallPath defaulted to ""

webServerType=APACHE: webServerInstallPath defaulted to ""
webServerType=HTTPSERVER_Z0S: webServerInstallPath defaulted to "n/a"
-webServerName webserver_name

The name of the web server. The default value for this parameter is webserver1.

-webServer0S webserver operating system
The operating system from where the web server resides. Valid values include: windows, linux, solaris,
aix, hpux, 0s390, and 0s400. Use this parameter with the webServerType parameter.

-webServerPluginPath webserver pluginpath
The path to the plug-ins that the web server uses. The default value for this parameter is
WAS_HOME/plugins.

-webServerPort webserver port
Indicates the port from where the web server will be accessed. The default value for this parameter is
80.

-webServerType webserver type
The type of the web server. Valid values include: IHS, SUNJAVASYSTEM, IIS, DOMINO, APACHE,
and HTTPSERVER_ZOS. Use this parameter with the webServerOS parameter.

BT -winserviceAccountType specifieduser | localsystem
The type of the owner account of the Windows service created for the profile. Valid values include
specifieduser or localsystem. The localsystem value runs the Windows service under the local account
of the user who creates the profile. The default value for this parameter is localsystem.

If the value is specifieduser, the winservicePassword parameter is required. The winserviceUserName
parameter defaults to the environment username value if not specified.

T -winserviceCheck true | false
The value can be either true or false. Specify true to create a Windows service for the server process
that is created within the profile. Specify false to not create the Windows service. The default value
for this parameter is false.

Important: With a custom profile, you cannot create a Windows service with this parameter. Instead,
use the WASService command to create the service separately.

I -winservicePassword winservice_password
Specify the password for the specified user or the local account that is to own the Windows service.

BT -winserviceStartupType manual | automatic | disabled
Possible startup_type values are:
* manual
* automatic
* disabled

See the WASService command topic in the Setting up the application serving environment PDF for
more information about Windows services.

The default value for this parameter is automatic.

TITTE -winserviceUserName winservice_user_ID
Specify your user ID so that the Windows operating system can verify you as an ID that is capable of
creating a Windows service. Your user ID must belong to the administrator group and have the
following advanced user rights:

» Exist as part of the operating system
* Log on as a service
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The default value for this parameter is the current user name. The value for this parameter must not
contain spaces or characters that are not valid such as the following: *, 7, ", <, >, ,, /, \, |, and so on.
The user that you specify must have the proper permissions to create a Windows service. You must
specify the correct password for the user name that you choose.

Usage scenario

The following examples demonstrate correct syntax. Issue the command in any of the following examples
on one line. Each example shows the command on more than one line to increase clarity.

» Creating an application server profile
Create an application server profile named Default0O1 with the following command.

T The command also creates a Windows service for the application server, personal and root
signing certificates for the profile, and a keystore password for the two certificates.

app_server_root\bin manageprofiles.bat -create
-profileName Default01
-profilePath profile_root
-templatePath app_server_root\profileTemplates\default
-nodeName DefaultOINode
-cel1Name Default01Cell
-hostName myhost.mycity.mycompany.com
-isDefault
-winserviceCheck true
-winserviceAccountType specifieduser
-winserviceUserName my_user_id
-winservicePassword my_password
-winserviceStartupType manual
-startingPort 21000
-personalCertDN "cn=testa, ou=Rochester, o=IBM, c=US"
-signingCertDN "cn=testc, ou=Rochester, o=IBM, c=US"
-keyStorePassword ap3n9krw

L Linu Wb Ak HP-UX b Solaris |

app_server_root/bin/manageprofiles.sh -create
-profileName Default01
-profilePath profile_root
-templatePath app_server_root/profileTemplates/default
-nodeName Default@INode
-cellName DefaultOlCell
-hostName myhost.mycity.mycompany.com
-isDefault
-startingPort 21000
-personalCertDN "cn=testa, ou=Rochester, o=IBM, c=US"
-signingCertDN "cn=testc, ou=Rochester, o=IBM, c=US"
-keyStorePassword ap3n9krw

Logs

The manageprofiles command creates a log for every profile that it creates.

» The logs are in the app_server_root/10gs/manageprofiles directory. The files are named in this pattern:
profile_name create.log.

* The command also creates a log for every profile that it deletes. The logs are in the
app_server_root/1ogs/manageprofiles directory. The files are named in this pattern:
profile name _delete.log.

Example: Incrementing default port numbers from a starting point

The manageprofiles command can assign port numbers based on a starting port value. You can provide
the starting port value from the command line, using the -startingPort parameter. The command assigns
port numbers sequentially from the starting port number value. However, if a port value in the sequence
conflicts with an existing port assignment, the next available port value is used

The order of port assignments is arbitrary. Predicting assignments is not possible.

For example, ports created with -startingPort 20002 would appear similar to the following example:

Assigned ports for an application server profile
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WC_defaulthost=20002

WC_adminhost=20003
WC_defaulthost_secure=20004
WC_adminhost_secure=20005
BOOTSTRAP_ADDRESS=20006
SOAP_CONNECTOR_ADDRESS=20007
IPC_CONNECTOR_ADDRESS=20008
SAS_SSL_SERVERAUTH_LISTENER_ADDRESS=20009
CSIV2_SSL_SERVERAUTH_LISTENER_ADDRESS=20010
CSIV2_SSL_MUTUALAUTH_LISTENER_ADDRESS=20011
ORB_LISTENER_ADDRESS=20012
CELL_DISCOVERY_ADDRESS=20013
NODE_MULTICAST_DISCOVERY_ADDRESS=20014
NODE_IPV6_MULTICAST_DISCOVERY_ADDRESS=20015
NODE_DISCOVERY_ADDRESS=20016
DCS_UNICAST_ADDRESS=20017
SIB_ENDPOINT_ADDRESS=20018
SIB_ENDPOINT_SECURE_ADDRESS=20019
SIB_MQ_ENDPOINT_ADDRESS=20020
SIB_MQ_ENDPOINT_SECURE_ADDRESS=20021
SIP_DEFAULTHOST=20022
SIP_DEFAULTHOST_SECURE=20023

The following example uses the startingPort parameter of the manageprofiles command and creates ports
from an initial value of 20002, with the content shown in the previous example: T

manageprofiles.bat -create
-profileName shasti
-profilePath G:\shasti\WebSphere
-templatePath G:\shasti\WebSphere\profileTemplates\default
-nodeName W2K0O3
-cel1Name W2K03_Cel101
-hostName planetnt
-startingPort 20002

app_server_root/bin/manageprofiles.sh -create
-profileName shasti
-profilePath app_server_root/profiles/shasti
-templatePath app_server_root/profileTemplates/default
-nodeName W2K03
-cel1Name W2K03_Cel101
-hostName planetnt
-startingPort 20002

Example: Using predefined port numbers

The manageprofiles command recommends initial port values when you do not explicitly set port values.
You can use predefined port values instead.

The manageprofiles command recommends port values when the options of -defaultPorts,
-startingPort, or -portsFile are not specified.
Table 2. File locations of default port values.

This table lists the file locations of default port values by type of profile.
Profile File path

Application server app_server_root/profileTemplates/default/actions/portsUpdate/
portdef.props

Management profile for an administrative agent server app_server_root/profileTemplates/management/actions/portsUpdate/
adminagent.portdef.props

To customize the port values in the portdef.props file before creating your profile, perform the following

steps. The following example creates the default profile. For other types of profiles, you must substitute the

file path with the file path of the profile that you want to create.

1. Copy the app_server_root/profileTemplates/default/actions/portsUpdate/portdef.props file from
the default profile template path and place a copy of the file in an arbitrary temporary directory such
as:

* BITTTTE c:\temp\ports
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- IS ST SCTTEM /temp/ports

2. In the new file, modify the port settings to specify your port values.

3. Create your profile with the manageprofiles command. Use the modified port values. Specify the
location of your modified portdef.props file on the -portsFile parameter. Specify the -validatePorts
parameter to ensure that ports are not reserved or in use. Use the following example as a guide:

| Windows |

manageprofiles.bat
-create
-profileName Wow_Profile
-profilePath profile_root
-templatePath app_server_root\profileTemplates\default
-nodeName Wow_node
-cellName Wow_cell
-hostName Torriemb
-portsFile C:\temp\ports\portdef.props
-validatePorts

manageprofiles.sh
-create
-profileName Wow_Profile
-profilePath profile_root
-templatePath app_server_root\profileTemplates\default
-nodeName Wow_node
-cellName Wow_cell
-hostName Torriemb
-portsFile \temp\ports\portdef.props
-validatePorts

Suppose that the portdef.props file has the following values:

WC_defaulthost=39080

WC_adminhost=39060
WC_defaulthost_secure=39443
WC_adminhost_secure=39043
BOOTSTRAP_ADDRESS=32809
SOAP_CONNECTOR_ADDRESS=38880
IPC_CONNECTOR_ADDRESS=39633
SAS_SSL_SERVERAUTH_LISTENER_ADDRESS=39401
CSIV2_SSL_SERVERAUTH_LISTENER_ADDRESS=39403
CSIV2_SSL_MUTUALAUTH_LISTENER_ADDRESS=394602
ORB_LISTENER_ADDRESS=39100
DCS_UNICAST_ADDRESS=39353
SIB_ENDPOINT_ADDRESS=37276
SIB_ENDPOINT_SECURE_ADDRESS=37286
SIB_MQ_ENDPOINT_ADDRESS=35558
SIB_MQ_ENDPOINT_SECURE_ADDRESS=35578
SIP_DEFAULTHOST=35060
SIP_DEFAULTHOST_SECURE=35061

After running the manageprofiles command to create your profile with the user defined port values, a
success or fail result displays.

The manageprofiles command creates a copy of the current portdefs.props file in the
profile_root\properties directory.

Use only one of the three port values parameters, -startingPort, -defaultPorts, or -portsFile with the
manageprofiles command. The three parameters are mutually exclusive.

Managing profiles using the graphical user interface

You can create profiles, which define runtime environments, using the Profile Management Tool. Using
profiles instead of multiple product installations saves disk space and simplifies updating the product
because a single set of core product files is maintained.

Before you begin

Before you use the Profile Management Tool, install the product files.
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The Profile Management Tool is the graphical user interface for the manageprofiles command. See the
description of the manageprofiles command for more information.

You must provide enough system temporary space to create a profile. For information, read about the file
system requirements for profiles.

Supported configurations: The Profile Management Tool graphical user interface (GUI) for 64-bit
architectures is available on Linux for zSeries platforms, x86-based Linux and
Windows platforms, Linux on Power PC platforms, and AlIX Power PC
platforms. However, you can use the Profile Management Tool GUI on other
64—bit architectures if you use a WebSphere Application Server 32-bit
installation.

About this task

The installation procedure creates one profile named default for an application server named serverl.
You can use the Profile Management Tool or the manageprofiles command to create more application
server processes. For example, a second profile can allow two different teams in a department to test
independently of one another using the same machine. You can also create an administrative agent profile
so that you can administer multiple application servers from a single administrative interface.

Procedure
» Create a management profile with an administrative agent server.

You can create a management profile for the administrative agent to administer multiple application
servers that run customer applications only. The administrative agent provides a single administrative
console to administer the application servers.

» Create an application server profile.

Create an application server profile so that you can make applications available to the Internet or to an
intranet, typically using Java technology.

Results
You have created one or more profiles using the Profile Management Tool.
What to do next

See the description of the manageprofiles command to learn more about the command-line alternative
method of creating a profile and to see examples of using the command.

Read about planning for installation for examples of configurations that you can create by creating profiles.

Creating management profiles with administrative agents
You can create a management profile for the administrative agent to administer multiple application

servers that run customer applications only. The administrative agent provides a single administrative
console to administer the application servers.
Before you begin

Before you use the Profile Management Tool, install the product files.

The Profile Management Tool is the graphical user interface for the manageprofiles command. See the
description of the manageprofiles command for more information.
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You must provide enough system temporary space to create a profile. For information, read about the file
system requirements for profiles.

Attention: When you launch the Profile Management Tool, the tool could lock up in the following
situation for a non-root user: Log into a machine as root, use the SetPermissions utility to change the user
from x to y. Assume that you are user x and log back into the machine. Launch the Profile Management
Tool, click Profile Management Tool, and click Create. The next click after the click on Create could lock
up the tool.

Attention: TS When you use the Profile Management Tool with the Motif graphical user interface
on the Solaris operating system, the default size of the Profile Management Tool might be too small to
view all the messages and buttons of the Profile Management Tool. To fix the problem, add the following
lines to the app_server_root/.Xdefaults file:

Eclipse*spacing:0
EclipsexfontList:-misc-fixed-medium-r-normal-*-10-100-75-75-c-60-1508859-1

After adding the lines, run the following command before launching the Profile Management Tool:

xrdb -load user_home/.Xdefaults
About this task

After installing the core product files for the product, you must create a profile. This procedure describes
creating a management profile with an administrative agent server using the graphical user interface that is
provided by the Profile Management Tool. You can also use the manageprofiles command to create an
administrative agent. See the description of the manageprofiles command for more information.

You can create profiles with the Profile Management Tool using the typical profile creation process or the
advanced profile creation process. The typical profile creation process uses default settings and assigns
unique port values. You can optionally set values as allowed. For the advanced profile creation process
you can accept the default values, or specify your own values.

Procedure
1. Start the Profile Management Tool to create a new runtime environment.
You can use one of the following ways to start the tool.

* Issue the command to open the WebSphere Customization Toolbox directly from a command
prompt; then, open the Profile Management Tool.

« Select the WebSphere Customization Toolbox option from the First steps console; then, open
the Profile Management Tool.

* T Use the Start menu to access the WebSphere Customization Toolbox; then, open the
Profile Management Tool.

° BT Use the Linux operating system menus that are used to start programs to start the
WebSphere Customization Toolbox; then, open the Profile Management Tool.

2. Click Create on the Profiles tab to create a new profile.

The Profiles tab contains a list of profiles that have been created on your machine. No action can be
done on a selected profile unless the profile can be augmented. The Augment button is greyed out
unless a profile that you select can be augmented.

The tool displays the Environment selection panel.
3. Select Management, and click Next.
The Server type selection panel is displayed.
The Profile creation options panel is displayed.
4. Select Administrative agent. Click Next.
The Profile creation options panel is displayed.
5. If you selected Typical profile creation, go to the step onadministrative securityl
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6.

If you selected Advanced profile creation, optionally select to deploy the administrative console and
then click Next.

If you chose not to deploy the administrative console, then the administrative console ports are
disabled on the Ports panel.

The tool displays the Profile name and location panel.

Specify a name for the profile and the directory path for the profile directory, or accept the default
values. Then, click Next.

Profile naming guidelines: Double-byte characters are supported. The profile name can be any

unique name with the following restrictions. Do not use any of the following characters when naming

your profile:

* Spaces

» Special characters that are not supported within the name of a directory on your operating system,
such as *&?

e Slashes (/) or (\)

The default profile

The first profile that you create on a machine is the default profile. The default profile is the default

target for commands that are issued from the bin directory in the product installation root. When only

one profile exists on a machine, every command works on the single server process in the

configuration. You can make another profile the default profile when you create that profile by

checking Make this profile the default on the Profile name and location panel of the Advanced

profile creation path. You can also make another profile the default profile using the manageprofiles

command after you create the profile.

Addressing a profile in a multiprofile environment

When multiple profiles exist on a machine, certain commands require that you specify the profile to

which the command applies if the profile is not the default profile. These commands use the

-profileName parameter to identify which profile to address. You might find it easier to use the

commands that are in the bin directory of each profile.

Use these commands to query the command shell to determine the calling profile and to address

these commands to the calling profile.

Default profile information

The default profile name is <profile_type><profile_number>:

* <profile_type> is a value of AppSrv, Dmgr, Custom, AdminAgent, JobMgr, or SecureProxySrv.
e <profile_number> is a sequential number that is used to create a unique profile name

BT T T BT The default profile directory is app_server_root/profiles,
where app_server_root is the installation root.

T The default profile directory is app_server_roofprofiles, where app_server_root is the
installation root.

On the Node, host, and cell names panel, specify a unique node name, the actual host name of the
machine, and a unique cell name. Click Next.

Table 3. Characteristics of the administrative agent node.

This table shows the characteristics of the administrative agent node.

Field name

Default value

Constraints

Description

Node name

shortHos tName
AANode
NodeNumber

where:

» shortHostName is the short host
name.

* NodeNumber is a sequential
number starting at 01.

Use a unique name for the administrative agent.

The name is used for
administration within the
administrative agent cell.

30  Setting up the application serving environment




Table 3. Characteristics of the administrative agent node (continued).

This table shows the characteristics of the administrative agent node.

Field name Default value Constraints Description
Host name The long form of the domain name The host name must be addressable through your Use the actual DNS name or IP
server (DNS) name. network. address of your machine to
enable communication with
Read about|Host name considerations| your machine. See additional

information about the host
name that follows this table.

Cell name

shortHos tName Use a unique name for the cell. If you plan to migrate | All federated nodes become
cell a Version 6 or Version 7 cell to Version 8, use the members of the cell, which you
CellNumber same cell name as the Version 6 or Version 7 cell. A | name in this panel.
cell name must be unique in any circumstance in
which the product is running on the same physical
where: machine or cluster of machines, such as a sysplex.
* shortHostName is the short host Additionally, a cell name must be unique in any
name. circumstance in which network connectivity between

entities is required either between the cells or from a
client that must communicate with each of the cells.
Cell names must also be unique if their namespaces
are federated. Otherwise, you might encounter
symptoms such as a
javax.naming.NameNotFoundException error, in which
case, create uniquely named cells.

* CellNumber is a sequential number
starting at 01.

Reserved names: Avoid using reserved folder names as field values. The use of reserved folder
names can cause unpredictable results. The following terms are reserved folder names:

cells

nodes
servers
clusters
applications
deployments

Directory path length:

WM The number of characters in the profiles_directory_path\
profile_name directory must be less than or equal to 80 characters.

Host name considerations:

The host name is the network name for the physical machine on which
the node is installed. The host name must resolve to a physical network
node on the server. When multiple network cards exist in the server,
the host name or IP address must resolve to one of the network cards.
Remote nodes use the host name to connect to and communicate with
this node. Selecting a host name that other machines can reach within
your network is important. Do not use the generic identifier, Tocalhost,
for this value. Also, do not attempt to install WebSphere Application
Server products on a machine with a host name that uses characters
from a double-byte character set (DBCS). DBCS characters are not
supported when used in the host name.

If you define coexisting nodes on the same computer with unique IP
addresses, then define each IP address in a domain name server
(DNS) look-up table. Configuration files for standalone application
servers do not provide domain name resolution for multiple 1P
addresses on a machine with a single network address.
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The value that you specify for the host name is used as the value of
the hostName property in configuration documents for the standalone
application server. Specify the host name value in one of the following
formats:

* Fully qualified domain name server (DNS) host name string, such as
xmachine.manhattan.ibm.com

» The default short DNS host name string, such as xmachine
* Numeric IP address, such as 127.1.255.3

The fully qualified DNS host name has the advantages of being
unambiguous and flexible. You have the flexibility of changing the
actual IP address for the host system without having to change the
application server configuration. This value for the host name is
particularly useful if you plan to change the IP address frequently when
using Dynamic Host Configuration Protocol (DHCP) to assign IP
addresses. A disadvantage of this format is dependency on DNS. If
DNS is not available, then connectivity is compromised.

The short host name is also dynamically resolvable. A short name
format has the added function of being redefined in the local hosts file
so that the system can run the application server, even when
disconnected from the network. To run disconnected, define the short
name as the loopback address, 127.0.0.1, in the hosts file to run
disconnected. A disadvantage of this format is a dependency on DNS
for remote access. If DNS is not available, then connectivity is
compromised.

A numeric IP address has the advantage of not requiring name
resolution through DNS. A remote node can connect to the node that
you name with a numeric IP address without DNS being available. A
disadvantage of this format is that the numeric IP address is fixed. You
must change the setting of the hostName property in Express
configuration documents whenever you change the machine IP
address. Therefore, do not use a numeric IP address if you use DHCP,
or if you change IP addresses regularly. Another disadvantage of this
format is that you cannot use the node if the host is disconnected from
the network.

After displaying characteristics, the tool displays the Administrative security panel.
9. Optionally enable administrative security, and click Next.

You can enable administrative security now during profile creation, or later from the console. If you
enable administrative security now, then enter a user name and password to log onto the
administrative console.

After specifying security characteristics, the tool displays the Security certificate panel if you
previously selected Advanced profile creation.

10. If you selected Typical profile creation at the beginning of these steps, then go to the step that
displays the [Profile summary panel]

11. Verify that the ports within the administrative agent profile are unique, or intentionally conflicting, and
click Next.

If you chose not to deploy the administrative console, then the administrative console ports are
disabled on the Ports panel.

Port conflict resolution
Ports are recognized as being in use if one of the following conditions exists:
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* The ports are assigned to a profile created from an installation that is performed by the current
user.

* The port is currently in use.

Validation of ports occurs when you access the Port value assignment panel. Conflicts can still occur
between the Port value assignment panel and the Profile creation complete panel because ports are
not assigned until profile creation completes.

If you suspect a port conflict, then you can investigate the port conflict after the profile is created.
Determine the ports that are used during profile creation by examining the following files.

s BTN BT BT BT profile_root/properties/portdef.props file
* WM profile_roof\properties\portdef.props file

Included in this file are the keys and values that are used in setting the ports. If you discover ports
conflicts, then you can reassign ports manually. To reassign ports, run the updatePorts.ant file by
using the ws_ant script.

BT BETTE The tool displays the Windows service definition panel if you are installing on a
Windows operating system and the installation ID has the administrative group privilege. The tool
displays the Linux service definition panel if you are installing on a supported Linux operating system
and the ID that runs the Profile Management Tool is the root user.

Choose whether to run the administrative agent process as a Windows service on a Windows
operating system or as a Linux service on a Linux operating system, and click Next.

The Windows service definition panel is displayed for the Windows operating system only if the ID
that installs the Windows service has the administrator group privilege. However, you can run the
WASService.exe command to create the Windows service as long as the installer ID belongs to the
administrator group. Read about automatically restarting server processes for more information.

T The product attempts to start Windows services for administrative agent processes that
are started by a startServer command. For example, if you configure an administrative agent as a

Windows service and issue the startServer command, then the wasservice command attempts to

start the defined service.

If you chose to install a local system service, then you do not have to specify your user ID or
password. If you create a specified user type of service, then you must specify the user ID and the
password for the user who runs the service. The user must have Log on as a service authority for
the service to run correctly. If the user does not have Log on as a service authority, then the Profile
Management tool automatically adds the authority.

To perform this profile creation task, the user ID must not contain spaces. In addition to belonging to
the administrator group, the ID must also have the advanced user right of Log on as a service. The
Installation program grants the user ID the advanced user right if the user ID does not already have
the advanced user right and if the user ID belongs to the administrator group.

You can also create other Windows services after the installation is complete to start other server
processes. Read about automatically restarting server processes for more information.

You can remove the Windows service that is added during profile creation during profile deletion. You
can also remove the Windows service with the wasservice command.

IPv6 considerations

Profiles created to run as a Windows service fail to start when using Internet Protocol version 6 (IPv6)
if the service is configured to run as local system. Create a user-specific environment variable to
enable IPv6. Since this environment variable is a user variable instead of a local system variable,
only a Windows service that runs as that specific user can access this environment variable. By
default, when a new profile is created and configured to run as a Windows service, the service is set
to run as local system. When the Windows service for the administrative agent process attempts to
run, the service is unable to access the user environment variable that specifies IPv6, and thus,
attempts to start as IPv4. The server does not start correctly in this case. To resolve the problem,
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14.

when creating the profile, specify that the Windows service for the administrative agent process runs
as the same user ID from which the environment variable that specifies IPv6 is defined, instead of as
local system.

el The following default values for the Windows service definition panel exist:
* The default is to run as a Windows service.
* The service process is selected to run as a system account.

» The user account is the current user name. User name requirements are the requirements that the
Windows operating system imposes for a user ID.

» The startup type is automatic. The values for the startup type are those values that the Windows
operating system imposes. If you want a startup type other than automatic, you can either select
another available option from the menu or change the startup type after you create the profile. You
can also remove the created service after profile creation, and add it later with the desired startup
type. You can choose not to create a service at profile creation time and optionally create the
service later with the desired startup type.

ITITEl The Linux service definition panel is displayed if the current operating system is a
supported version of Linux operating systems, and the current user has the appropriate permissions.

The product attempts to start Linux services for application server processes that are started by a
startServer command. For example, if you configure an application server as a Linux service and
issue the startServer command, then the wasservice command attempts to start the defined service.

By default, the product is not selected to run as a Linux service.

To create the service, the user that runs the Profile Management Tool must be the root user. If you
run the Profile Management Tool with a non-root user ID, then the Linux service definition panel is not
displayed, and no service is created.

When you create a Linux service, you must specify a user name from which the service runs.

To delete a Linux service, the user must be the root user or have appropriate privileges for deleting
the service. Otherwise, a removal script is created that the root user can run to delete the service for
the user.

The tool displays the Profile creation summary panel.

Click Create to create the management profile for the administrative agent, or click Back to change
the characteristics of the profile.

The Profile creation progress panel, which shows the configuration commands that are running, is
displayed.

When the profile creation completes, the tool displays the Profile creation complete panel.
Optionally, select Launch the First steps console. Click Finish to exit.

With the First steps console, you can create additional profiles and start the application server.

Results

You created a management profile for the administrative agent.

Refer to the description of the manageprofiles command to learn about creating a profile using a command
instead of the Profile Management Tool.

What to do next

Register application servers with the administrative agent using the registerNode command. Then, access
the administrative agent console to administer your application servers.
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Creating secure proxy profiles

You can create a secure proxy profile to serve as the initial point of entry into your enterprise environment.
Typically, a secure proxy server exists in the demilitarized zone (DMZ), accepts requests from clients on
the Internet, and forwards the requests to servers in your enterprise environment.

Before you begin

Before you use the Profile Management Tool, install the core product files. You can create two different
secure proxy profiles depending on which core product files you install. The core product files could either
be for a WebSphere Application Server, Network Deployment installation or a DMZ Secure Proxy Server
installation. Read about the profiles created for the different installations in About this task.

The Profile Management Tool is the graphical user interface for the manageprofiles command. See the
description of the manageprofiles command for more information.

You must provide enough system temporary space to create a profile. For information, read about the file
system requirements for profiles.

Attention: When you launch the Profile Management Tool, the tool could lock up in the following
situation for a non-root user: Log into a machine as root, use the SetPermissions utility to change the user
from x to y. Assume that you are user x and log back into the machine. Launch the Profile Management
Tool, click Profile Management Tool, and click Create. The next click after the click on Create could lock
up the tool.

Attention: ETTTTEE When you use the Profile Management Tool with the Motif graphical user interface
on the Solaris operating system, the default size of the Profile Management Tool might be too small to
view all the messages and buttons of the Profile Management Tool. To fix the problem, add the following
lines to the app_server_root/. Xdefaults file:

Eclipse*spacing:0
Eclipse*fontList:-misc-fixed-medium-r-normal-*-10-100-75-75-c-60-1508859-1

After adding the lines, run the following command before launching the Profile Management Tool:

xrdb -load user_home/.Xdefaults
About this task

After installing the core product files for the product, you must create a profile. This procedure describes
creating a secure proxy profile using the graphical user interface that is provided by the Profile
Management Tool. You can also use the manageprofiles command to create a secure proxy profile. See
the description of the manageprofiles command for more information.

You can create profiles with the Profile Management Tool using the typical profile creation process or the
advanced profile creation process. The typical profile creation process uses default s