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4.2.3: Incorporating XML

IBM WebSphere Application Server provides XML Document Structure Services, which consist of a document
parser, a document validator, and a document generator for server-side XML processing.

See article4.1.1.2 for all of the details about XML supportin the product.If you are just becoming familiar with
XML, start with article 0.33, aprimer on XML concepts, vocabulary, and uses.
Other related information provides guidance on the following topics:

« Structure -- defining and obeying the syntax for an XML tag set

« Content -- determining the mechanism for filling XML tags with data

« Presentation -- determining the mechanism for formatting and displaying XML content

In addition, some special topics are covered, including DOM objects andmanipulation of Channel Definition
Format (CDF) files asillustrated bythe SiteOutliner example.

When you install IBM WebSphere Application Server, the core XML APIs are automatically added to the
appropriate class path, enabling you to serve static XML documents as soon as the product is installed.

To serve XML documents that are dynamically generated, use the core APIsto develop servlets or Web
applications that generate XML documents (for example, the applications might read the document content
from a database) and then deploy those components on your application server.



4.2.3.2: Specifying XML document structure

The structure of an XML document is governed by syntax rules for its tag set. Those tags are defined formally
in an XML-based grammar, such as a Document Type Definition (DTD). At the time of this publication, DTD
isthe most widely-implemented grammar. Therefore, this article discusses options for using DTDs.

Options for XML document structure include:

Do not usea DTD. Not using aDTD enables maximum flexibility in evolving XML document structure, but
this flexibility limits the ability to share the documents among users and applications. An XML document can
be parsed without aDTD. If the parser does not find aninline DTD or areference to an external DTD, the
parser proceeds using the actual structure of the tags within the document as an implied DTD. The processor
evaluates the document to determine whether it meets the rules for well-formedness.

Use a public DTD. Various industry and other interest groups are developing DTDs for categories of
documents, such as chemical data and archival documents. Many of these DTDs are in the public domain and
are available over the Internet. Using an industry standard DTD maximizes sharing documents among
applications that act on the grammar. If the standard DTD does not accomodate the schema the applications
need, flexibility is limited.

Several industry and interest groups have developed and proposed DTD grammars for the types of documents
they produce and exchange. To make it easier for you to use those grammars, local copies are installed with the
product. Use the grammars as examples in developing your own grammars as well as for creating and validating
XML documents of those types. The library islocated atproduct_installation_root\web\xmi\grammar\

Develop a DTD. If none of the public DTDs meet an enterprise's needs and enforcing document validity isa
requirement, the XML implementers can develop aDTD. Developing a DTD requires careful analysis of the
information (data) that the documents will contain.

For DTD updates,visit the XML Industry Portal.For details about the DTD specifications and sample DTDs,
refer tolBM's devel operWorkssite for education and other DTD resources.
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4.2.3.3: Providing XML document content

The content of an XML document is the actual data that appears within the document tags. XML implementers
must determine the source and the mechanism for putting the data into the document tags. The options include:

Static content. XML document content is created and stored on the Web server as static files. The XML
document author composes the document to include valid XML tags and datain a manner similar to how
HTML authors compose static HTML files. This approach works well for datathat is not expected to change or
that will change infrequently. Examples are journal articles, glossaries, and literature.

Dynamically generated content. XML document content can be dynamically generated from a database and
user input. In this scenario, XML-capable servlets, Java beans, and even inline Java code within a JavaServer
Page (JSP) file can be used to generate the XML document content.

A hybrid of static and dynamically generated content. This scenario involves a prudent combination of static
and dynamically generated content.

You can aso use XSL to add to or remove information from existing XML content.For details, see the Related
information.



4.2.3.4: Rendering XML documents

Options for presenting XML documents include:

Present the XML document in an XML -enabled browser. An XML-enabled browser can parse a document,
apply its XSL stylesheet, and present the document to the user. Searching and enabling users to modify an XML
document are other possible functions of XML-enabled browsers.

Present the XML document to a browser that converts XML to HTML. Until XML-enabled browsers are
readily available, presenting XML documentsto users will involve converting the XML document to HTML.
That conversion can be handled by conversion-capable browsers. Another option isto use JavaScript or
ActiveX controls embedded within the XML document. Microsoft Internet Explorer Version 5 isan
XML-to-HTML converter. HTML is not the only format to which XML documents can be converted. It's just
the easiest to implement given the commerically available browsers and user agents.

Send an HTML fileto the browser. If the users do not have XML -capable browsers, the XML document must
be converted at the server before being transmitted to the browser. The server-side XML application that
handles the conversion could also determine the capability of the browser before converting the document to
HTML, to avoid unnecessary processing if the browser is XML -capable. The XSL processor included with this
product supports such server-side functions.

Using XSL to convert XML documents to other formats

IBM WebSphere Application Server includes the Lotus X SL processor and its open-sourceversion, Xalan, for
formatting and converting XML documents. Processing can be done at the server or at the browser, to HTML or
to other XML-compliant markup languages.For sample code, see the Xalan documentation.

Converting XML documents at the server

One option for presenting an XML document is for the server to convert the XML document to HTML and
return the HTML document to the client. On the server side, this typically requires the creation of a servletto
handle the processing of one data stream (the XML document)with another (the XSL document).The output of
that processis then forwarded back to the browser.

Server-side processing often requires the passing in of parameters through theX SL processor to customize the
output.For an example, see the Xaan documentation.



4.2.3.6: Using DOM to incorporate XML documents
Into applications

The Document Object Model (DOM) isan API for representing XML and HTML documentsas objects that can
be accessed by object-oriented programs, such as business logic, for the purposes of creating, navigating,
mani pul ating, and modifying the documents.

Article 0.33.3 introduces DOM concepts and vocabulary. Article 4.1.1.2 tells youwhere to find the DOM
specification and org.w3c.dom package.

Article 4.2.3.6.1 providesa quick reference so that you can jump right into DOM development, referring to
thepackage and specification as needed.



4.2.3.6.1: Quick reference to DOM object interfaces

This section highlights afew of the object interfaces. Refer to theDOM Specification for details (see article

41.1.2).

Node methods

Node methods include:

|Method | Description

| hasChildNodes | Returns a boolean to indicate whether a node has children

appendNode Appends a new child node to the end of the list of children for a
parent node

|insertBefore | Inserts a child node before the existing child node

removeChild Removes the specified child node from the node list and returns
the node

replaceChild Replaces the specified child node with the specified new node and
returns the new node

Document methods

The Document object represents the entire XML document. Document methods include:

|Method | Description

createElement Creates and returns an Element (tag) of the type specified. If the
document will be validated against aDTD, that DTD must contain
an Element declaration for the created element.

’ createTextNode ’ Creates a Text node that contains the specified string

createComment Creates a Comment node with the specified content (enclosed

within<! - - and - - > tags)

createAttribute

Creates an Attribute node of the specified name. Use the
setAttribute method of Element to set the value of the Attribute. If
the document will be validated against aDTD, that DTD must
contain an Attribute declaration for the created attribute.

createProcessingl nstruction

Creates a Processing I nstruction with the specified name and data
(enclosed within <? and ?> tags). A processing instruction isan
instruction to the application (such as an XML document formatter)

that receives the XML document.

Element methods

Element node methods include:

|Method | Description
’ getAttribute | Returns the value of the specified attribute or empty string
| setAttribute |Adds anew attribute-value pair to the element
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| removeAttribute | Removes the specified attribute from the element

getElementsByTagName Returns alist of the element descendants that have the specified
tag name

A Text node can be achild of an Element or Attribute node and contains the textual content (character data) for
the parent node. If the content does not include markup, all of the content is placed within asingle Text node. If

the content includes markup, that markup is placed in one or more Text nodes that are siblings of the Text node
that contains the non-markup content.

The Text node extends the CharacterData interface, which has methods for setting, getting, replacing, inserting,
and making other modifications to a Text node. In addition to those methods, the Text node adds a method:

|Method | Description
| splitText Splits the Text node at the specified offset. Returns a new Text node, which contains

the original content starting at the offset. The original Text node contains the content
from the beginning to the offset.




4.2.3.7: SiteOutliner sample

The SiteOutliner servlet illustrates how to use the XML Document Structure Services to generate and view a
Channel Definition Format (CDF) file for atarget directory on the servlet's Web server. Use Lotus Notes 5 (the
Headlines page), Microsoft Internet Explorer 4 Channel Bar, PointCast, Netscape Navigator 4.06, orother
CDF-capable viewers to view and manipulate the CDF file.

SiteOutliner is part of the WebSphere Samples Gallery. When you open the gallery,follow the links to
SiteOutliner to run it on your local machine.
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6.6.0.2: Command line administration

The following command line administrative tools are available for interacting with theWebSphere
administrative server.
« Usewscp for operational and configuration tasks such as starting, stopping, and configuring application
servers and other object types.
« Use XML Config for configuration tasks. This tool provides away to work with the administrative
domain as represented in WebSphere XML.
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6.6.0.2.1: XMLConfig command line interface for XML
configuration

Use the XMLConfig tool to import and export configuration data to and from the WebSphere Application Server
administration repository. This XML-based approach complements the administration you can perform through
the administrative console.

Y ou can use this tool to perform multiple changes to the WebSphere Application Server administration
repository at a single time without having to go through the repetitive routines on the administration console.
Y ou may also use thistool to extract the repository information from one server and import it onto a cloned
server.

The XML Config tool provides three fundamental features:
« full export

Generates an XML document describing the configuration of the entire administrative domain. In effect,
the full export takes a"snapshot" of the administrative repository contents. Click here for an example of

afull export, including a discussion of the various parts of the resulting XML file.
« partial export

Provides an XML document specifying administrative objects to export from the administrative domain.
The objects and their children are exported to an XML document that you specify. Click here for an

example of apartial export.
o import

Imports a newly created XML document or a document you previously exported and modified. In the
XML document, you can add, modify, or remove administrative objects such as servlets and virtual
hosts. Y our XML document can replace the administrative repository contents partially or entirely.
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6.6.0.2.1.1: XMLConfig - Command syntax

This section describes the command line syntax for the XML Config tool.

Because setting the class path appropriately is vita to the tool's success, the product contains an XML Config.bat (Windows NT) or XMLConfig.sh
(*1X) file for starting the tool. The file is located in the bin directory of the product installation root, uses the
com.ibm.websphere.xmlconfig. XML Config class, and has the following command-line syntax:

{ ( -import xml _data_file ) || [ ( -export xm _output file [-partial xm _data file] )
-adm nNodeName pri mary_node_nane [ - nameServi ceHost host _name [ -naneServi cePort port_nunber ]]
[-traceString trace_spec [-traceFile file_nane]] [-generatePl uginCfg true | false]

[-substitute "keyl=val uel[; key2=value2;[...]]1"1}

Supported arguments include:
-adminNodeName

Required argument that specifies the node containing the administrative server to which you are connecting. The value of this argument must
match the node name given in the topology tree on the Topology tab of the WebSphere Administrative Console.

-import || -export || -export -partial

Required argument that specifies the operation to perform: an import or export. Unless you also specify the parameter -partial, the export is
treated as a full export.

-nameSer viceH ost, -nameSer vicePort

Optional arguments that specify the host name of the machine that contains the naming service, and the port through which to communicate
with the naming service. The default value of -nameServicePort is 900.

-traceString

Optional argument that specifies the internal code to trace. For more information, see the traceString section of the trace help.
-generatePluginCfg

Generate the plug-in configuration if necessary.
-substitute

Optional argument that specifies the variables to be substituted (for example, - substi tut e

" NODE_NAME=adni n_node; APP_SERVER=def aul t _server").

In theinput XML file, each key should appear as $key$ for substitution. This argument substitutes any occurrence of $NODE_NAMES with
admin_node and $APP_SERVERS$ with default_server in the input XML file.

If the substitution string contains semicolons,use $sem Col on$ to separate it from the ;" delimiter.

The following examples demonstrate correct syntax. Nodel is the name by which the node that contains the administrative server is administered.
Import operation:
XML.Confi g -adm nNodeNarme Nodel -inport inport.xn
Full export operation:
XM.Confi g -adm nNodeNanme Nodel -export export.xm
Partial export operation:
XM_Confi g -adm nNodeNanme Nodel -export export.xm -partial input.xm

13


http://localhost/0802_makepdf/ae_orig/nav_xmlnav/0606190003.html

6.6.0.2.1.1.1: XMLConfig - Example of a full export

The following example shows the XML elements for each object type in the WebSphere administrative domain. It isafull export of the
administrative repository, featuring the default administrative configuration.

To produce a similar export, you would issue the command:

XM.Confi g -adm nNodeName host_nane -export export.xm

where host_name is the host name of the machine that contains the administrative serverand export.xml is the name of the output file.

[il When you perform an export, the XML output file does not contain blank lines or gaps. In contrast, the following export has been broken into
segments, each of which is briefly discussed.

Also, this example was obtained from a system that used the default configuration, and might vary dlightly from actual output due to changes on your
particular system. It is recommended that you try the export command yourself to see exactly what output is produced.

<?xm version="1. 0" encodi ng="UTF- 8" ?><! DOCTYPE webspher e-sa-config SYSTEM
“file:///$XM.Confi gDTDLocat i on$$dsep$xn confi g. dt d"><webspher e-sa- confi g>

These tags mark the beginning of the export. The following part of the export contains a tag for the default virtual host, default_host, in the
administrative domain.

The default host recognizes several MIME types, which are listed as part of a MIME table in the virtual-host tag. In fact, there are so many MIME
types that many are omitted from the example. These are followed by the aliases for the virtual host.

Skip ahead
<virtual -host action="update" nane="default_host"> <m me-t abl e> <m e
type="application/vnd. | ot us- wor dpro" > <ext > wp</ ext > <ext >sanx/ ext >
</ m nme> <m me type="text/tab-separated-val ues"> <ext >t sv</ext > </ m me>
<m me type="application/x-troff-nme"> <ext >ne</ ext > </ m ne> <m ne
type="i mage/ x- port abl e- anymap" > <ext >pnnx/ ext > </ m me> <m e
type="text/x-ssi-htm "> <ext >htm s</ ext > <ext >sht nl </ ext > </ m nme>
<m me type="application/vnd.| otus-screencani > <ext >scnx/ ext > </ m nme> <m me
type="application/xm "> <ext >xsl </ ext > </ m nme> ce </ m nme-t abl e>
<alias-list> <al ias>*:80</al i as> <al i as>*:9080</ al i as> </alias-list></virtual -host>

Next is the Java Messaging Service (JMS) configuration:
Skip ahead

<j ms- provi der action="update" nane="|BM MXeries"> <descri pti on>( OPTI ONAL) Descri ption of JMS
provider. </ descri ption> <external -initial-context-factory>

com i bm webspher e. nam ng. Wnl ni ti al Cont ext Factory </external -initial-context-factory>
<external -provider-url>iiop://|ocal host</external -provider-url> <j ndi - bi ndi ng- nechani sni >

<j ms-connection-factory action="update" nane="Test JMsConnFactory"> <descri ption>Test
factory</description> <j ndi - nane>j ms/ Test JMSConnFact or y</j ndi - name>

<external -j ndi - name>Test JMSFact or y</ ext er nal - j ndi - nanme> </j ms-connection-factory>

<j ms-destination acti on="update" name="JMSTest Dest" > <descri pti on>JM5 destination

</ descri ption> <ext ernal -j ndi - name>JMsDest </ ext er nal -j ndi - nane>

<j ndi - nane>j ns/ JMSTest Dest </ j ndi - nane> </j nms-desti nati on></j ns-provi der >

The following configuration describesa resource adaptor for CICS:
Skip ahead

<j 2c-resour ce- adapter acti on="update" name="Test J2cAdapter">

<descri pti on>Test J2cAdapt er </ descri pti on>

<archi ve-fil e>D:\ WebSpher e\ AppSer ver\ bi n\ ci cseci .rar</archive-file> <j 2c- adapter-install-info>
<node- nanme>subodh</ node- nane> <resource-archive-file>

D: \ WebSpher e\ AppServer\i nstal | edConnect or s\ ci cseci . rar </resource-archive-fil e>
</j2c-adapter-install-info> <j 2c-connection-factory acti on="update" name="Test Factory">

<j ndi - nane>Test J2cFact or y</j ndi - name> <descri pti on>Test factory</description>

<connect i on-ti meout >0</ connecti on-ti nmeout > <maxi mum connect i ons>0</ maxi num connect i ons>

<m ni mum connect i ons>0</ ni ni num connecti ons> <reap-ti ne>0</reap-tinme>

<unused-ti meout >0</ unused-ti meout > <pool - name>POOLNAME</ pool - nanme>

<subpool - name>SUBPOOLNAME</ subpool - nane> <confi g-property name="TracelLevel " val ue="1">
<descri pti on>( OPTI ONAL) The | evel of trace to be out put to the Server Trace Log. Range
0-3. 0=off, l=exceptions, 2=1+entry/exit, 3=2+debug</description>

<type>j ava. | ang. | nt eger </t ype> </ confi g- property> <confi g-property

name="Server Security" val ue=""> <description>(OPTIONAL) Ful ly Qualified O ass

i mpl enenting ServerSecurity for connections to the Gateway (use on conjunction wth
ClientSecurity </ descripti on> <type>j ava. |l ang. Stri ng</type>

</ confi g-property> <confi g- property name="Port Nunber" val ue="2006">

<descri pti on>The port nunber the gateway is |istening on</description>
<tygﬁfjava.lang.8tring</type> </ confi g-property> <confi g-property
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nane="KeyRi ngPassword" val ue=""> <descri pti on>The Password for the KeyRing

Cl ass</ descri ption> <type>j ava. |l ang. Stri ng</type> </ confi g- property>

<confi g-property name="Connecti onURL" val ue=""> <descri ption>The URL of the CICS
Transacti on Gat eway</description> <type>j ava. | ang. Stri ng</type> </ confi g- property>
<config-property nanme="Cient Security" val ue=""> <descri pti on>(OPTIONAL) Ful |y Qualified
d ass i mpl enenting CientSecurity for connections to the Gat eway (use
on conjunction with ServerSecurity</description> <type>j ava.l ang. Stri ng</type>

</ confi g- property> <confi g- property nanme="TranNane" val ue=""> <descri pti on>The
Transaction nane for progranms to run under. </ descri pti on>

<type>j ava. |l ang. Stri ng</type> </ confi g-property> <confi g-property nane="TPNNane"

val ue=""> <description>The TPN id for programs to run under. This t akes
precedence over TranNanme. </ description> <type>j ava. |l ang. Stri ng</type>

</ confi g- property> <confi g- property name="Password" val ue=""> <descri pti on>A
Password for the User Name</descripti on> <type>j ava. |l ang. Stri ng</type>

</ confi g- property> <confi g- property nane="Server Name" val ue=""> <descri pti on>The
CI CS Server as defined in the CICS Transaction Gat eway</descri ption>

<type>j ava. |l ang. Stri ng</type> </ confi g-property> <confi g- property nane="User Nane"

val ue=""> <descri pti on>A user Name to access CICS Resources</description>

<type>j ava. | ang. Stri ng</type> </ confi g-property> <confi g- property name="KeyRi ngCl ass"
val ue=""> <description>Fully Qualified Cl ass containing the SSL Keyri ngs
Required only for SSL protocol </description> <type>j ava. |l ang. Stri ng</type>

</ confi g- property> </j 2c-connection-factory></j2c-resource- adapt er >

Next is the configuration for the default URL provider:

Skip ahead
<url -provider action="update" name="Default URL Provider"> <description>This is the URL Provider
for the protocols supported by the JDK (e.g., http, file, ftp, etc.). The pr ot oco
and stream handl er cl ass nane properties are not used for this provider.</description>
<pr ot ocol >unused</ pr ot ocol > <st ream handl er - cl ass- name>unused</ st r eam handl er - cl ass- nane> <url
acti on="create" name="Test URL"> <descri pti on>test ur</description>
<speci fication>testurl.conx/specification> <j ndi - name>t est url </ j ndi - nane> </url>
<install-info> <node- nanme>subodh</ node- nanme>
<jar-file-location>unused</jar-file-Ilocation> </install-info></url-provider>

The following configuration is for JavaMail:

Skip ahead
<mai | - sessi on acti on="update" name="Test Mai | Sessi on"> <descri pti on>Test mail sesson</description>
<j ndi - name>Test Mai | </ j ndi - nane> <mai | -transport - protocol >snt p</ mai | -transport - protocol >

<mai | -transport-host >t est Server</ mai | -transport - host >

<mai | -transport-user>testuser</nail-transport-user>

<mai | -transport-password>test </ nmi |l -transport - passwor d> <mai | -fronptestorigi nator</mail -fromp
<mai | - st or e- pr ot ocol >i map</ nai | - st or e- pr ot ocol > <mai | - st or e- host >t est host </ mai | - st or e- host >
<mai | - st ore-user >t estuser </ mai | - st or e-user >

<mai | - st or e- passwor d>t est </ mai | - st or e- passwor d></ mai | - sessi on>

The following section contains information aboutthe JDBC database driver and datasources. The configuration contains multiple data-source
elements,only one of which is shown:

Skip ahead
<j dbc-driver action="update" name="Sanple DB Driver"> <i npl ement ati on-cl ass>
COM i bm db2. j dbc. DB2Connect i onPool Dat aSour ce </inplenmentation-class> <description/>
<dat a- sour ce acti on="updat e" name="Sanpl eDat aSour ce"> <dat abase- nanme>was</ dat abase- nane>
<m ni num pool - si ze>1</ m ni num pool - si ze> <maxi mum pool - si ze>10</ maxi num pool - si ze>
<connecti on-ti neout >180</ connecti on-ti neout > <i dl e-ti meout >1800</i dl e-ti meout >
<or phan- ti meout >1800</ or phan-t i meout > <st at ement - cache- si ze>100</ st at enent - cache- si ze>
<def aul t - user >subodhv</ def aul t - user > <def aul t - passwor d>{ xor } Mzl sZg==</ def aul t - passwor d>
<di sabl e- aut o- connect i oncl eanup>f al se</ di sabl e- aut o- connecti oncl eanup> <descri pti on>Sanpl e
Dat a Source</description> <j ndi - nane>j dbc/ Sanpl eDat aSour ce</ j ndi - name>
<confi g-properties> <property name="server Nane" val ue=""/> <property
name="port Nunber" val ue=""/> <property name="URL" val ue=""/> </ confi g-properties>
</ dat a- sour ce> . <install-info> <node- name>subodh</ node- nane>
<j dbc- zi pfil e-location> K: / PROGRA~1/ SQLLI B/ j ava/ db2j ava. zi p
</jdbc-zipfil e-location> </install-info></jdbc-driver>

The following section contains the node, or physical machine, in the administrative domain. Its host name is subodh:
<node acti on="update" nanme="subodh">

Next is an application server. In this case, it isthe default application server, Default Server:
Skip ahead

<application-server action="update" nane="Default Server"> <execut abl e>j ava</ execut abl e>
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<command- | i ne- ar gunent s/ > <environment/ > <user-id/> <group-id/>
<wor ki ng-di rectory/ > <umask>18</ umask> <stdin/ >

<st dout >D: \ WebSpher e\ AppSer ver /| ogs/ Def aul t _Server _stdout . | og</ st dout >

<stderr>D:\ WebSpher e\ AppServer /| ogs/ Def aul t _Server _stderr. | og</stderr>
<process-priority>20</process-priority>

<maxi mum st ar t up- at t enpt s>2</ maxi num st ar t up- at t enpt s> <pi ng-i nt erval >60</ pi ng-i nterval >
<pi ng-ti meout >200</ pi ng- ti neout > <ping-initial-timout>300</ping-initial-tineout>
<sel ecti on-pol i cy>roundr obi npreferl ocal </ sel ecti on-policy> <trace-specification/>
<trace-out put/> <transaction-log-file/l> <ol t - enabl ed>f al se</ ol t - enabl ed>
<system properties/> <debug- enabl ed>f al se</ debug- enabl ed>

<transaction-tineout >120</transacti on-ti meout >
<transaction-inactivity-tineout>60000</transaction-inactivity-tineout>

<t hr ead- pool - si ze>20</ t hr ead- pool - si ze> <security-enabl ed>f al se</security-enabl ed>
<admi n-agent-ior/> <cache-confi g> <cache- si ze>2047</ cache- si ze>

<cache- sweep-i nt erval >1000</ cache- sweep-i nt erval > <passi vation-directory/ >

</ cache-confi g> <l og-fil e-spec/> <per f or mance- noni t or - spec>

pm =none: beanMbdul e=naxi mum connect i onPool Modul e=nmedi um
j 2cMbdul e=medi um j vrRunt i neMbdul e=none: j vnpi Modul e=| ow.
servl et Sessi onsModul e=none: t hr eadPool Modul e=hi gh

transact i onModul e=none: webAppMdul e=maxi mum </ per f or mance- noni t or - spec>

<ol t-server-host >l ocal host</ ol t-server-host> <ol t-server-port>2102</ol t-server-port>

<sel ecti on-pol i cy>roundr obi npreferl ocal </ sel ecti on-policy> <sour ce- pat h/ >

<w mtenplate-ior/> <t hr ead- pool - si ze>20</t hr ead- pool - si ze> <jvm config>
<initial-heap-size>64</initial -heap-size> <max- heap- si ze>64</ max- heap- si ze>

<gener at ed- command- | i ne- ar gunent s> - Xms64m - Xmx64m

</ gener at ed- conmand- | i ne- ar gunent s> <system properties/>

<addi ti onal - conmand- | i ne- ar gunent s/ > <debug- node>f al se</ debug- node>

<debug- string/ > <run- hpr of >f al se</ run- hpr of > <hprof -args/ >

<di sable-jit>fal se</disable-jit> <ver bose- cl ass- | oadi ng>f al se</ ver bose-cl ass-| oadi ng>
<ver bose-j ni >f al se</verbose-j ni > <ver bose- gc>f al se</ verbose-gc>

<boot - cl asspat h-repl ace/ > <boot - cl asspat h- append/ > <boot - cl asspat h- prepend/ >

</jvmconfig>

Within the application-server configurationare the attributes of the Web container, as follows:

Skip ahead
<web- cont ai ner > <dynami c- cache-confi g> <enabl ed>f al se</ enabl ed>
<cache- si ze>0</ cache-si ze> <defaul t-priority>0</default-priority>
</ dynam c-cache-confi g> <transport nane="http">
<transport-host>*</transport-host > <transport-port>9080</transport-port>
<http-transport> <connecti on-ti neout >5</ connecti on-ti neout >

<backl og- connect i ons>50</ backl og- connect i ons>

<keep-al i ve-ti neout >5</ keep-al i ve-ti neout >

<maxi mum keep- al i ve>25</ maxi mum keep-al i ve>

<maxi mum r eq- keep- al i ve>100</ maxi mum r eq- keep- al i ve>

<ssl - enabl ed>f al se</ ssl - enabl ed> </ http-transport> </transport>
<t hr ead- maxi mum si ze>50</t hr ead- maxi num si ze>

<t hr ead- m ni mum si ze>25</t hr ead- m ni num si ze>
<thread-inactivity-timeout>10</thread-inactivity-tinmeout>

<t hread-i s- growabl e>true</thread-is-growabl e>

A session manager configuration follows.The tag for the Web container is still open.
Skip ahead

<sessi on- manager >
<enabl e-security-integrati on>fal se</ enabl e-security-integration>
<enabl e- ssl -t racki ng>f al se</ enabl e- ssl -tracki ng>
<inval i dation-schedul e-first-hour>0</invalidation-schedul e-first-hour>
<i nval i dati on- schedul e- second- hour >0 </invalidation-schedul e- second- hour >
<persi st ent - db2-r ow si ze>0</ per si st ent - db2-r ow si ze>
<maxi mum i nmenor y- sessi on- count >1000</ maxi num i nnenor y- sessi on- count >

<write-contents>0</wite-contents> <write-frequency>0</wite-frequency>
<write-interval >0</wite-interval > <enabl e- sessi ons>f al se</ enabl e- sessi ons>
<enabl e-url-rewiting>fal se</enable-url-rewiting>

<enabl e- cooki es>t rue</ enabl e- cooki es> <enabl e- prot ocol -swi tch-rewiting>fal se
</ enabl e-protocol -switch-rewiting> <cooki e nanme="JSESSI ONI D' >

<domai n/ > <maxi munme- 1</ maxi mune <pat h>/ </ pat h>

<secur e>f al se</ secure> </ cooki e>

<tuni ng-invalidation-tine>30</tuning-invalidation-time>

<per si st ent - sessi ons>f al se</ persi st ent - sessi ons> <dat a- sour ce name="">

<def aul t -user/ > <def aul t - passwor d/ > </ dat a- sour ce>

<usi ng-mul ti-row>fal se</using-nulti-row> <al | ow overfl ow>t rue</ al | ow over f | ow>

</s§a§ion-nanager>
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Configuration for the Web container ends:
</ web- cont ai ner >

Next isan ORB configuration:

Skip ahead
<or b-confi g> <boot st r ap- host - nane/ >

<boot st r ap- port >900</ boot str ap- port > <commt race- enabl ed>f al se</ commtrace-enabl ed>
<connecti on- cache- maxi mum»240</ connect i on- cache- maxi nunp
<connecti on- cache- m ni mum>100</ connect i on- cache-m ni nun> <external -config-url/>
<f or ce- t unnel >whenr equi r ed</f or ce-t unnel > <l i stener-port>0</I|istener-port>
<l ocat e-request -ti meout >180</| ocat e-request -t i meout > <l ocal - host - nane/ >
<l sd- host - nane/ > <no- | ocal - copi es>f al se</ no-1 ocal - copi es>
<request-retries-count>1</request-retries-count>
<request-retries-del ay>0</request-retries-del ay> <request - ti meout >180</r equest - ti neout >
<t hr ead- pool - si ze>20</ t hr ead- pool - si ze> <tunnel -agent-url/>
<rm -renot e- code- base/ > <ssl -1listener-port>0</ssl-Ilistener-port> </ or b-confi g>

The WebSphere plug-in configuration comes next:

Skip ahead
<custom service-config-list> <custom service-config

nanme="Aut omati ¢ Generation of Plugin Configuration"> <description>lf enabl ed, the
pl ugi n configuration files will be regenerated when the application
server is started</description> <cl assnane>
com i bm websphere. pl ugi ncfg.initializers. AEPI ugi nCf gServi ce </ cl assnane>
<cl asspat h/ > <external -config-url/> <enabl ed>f al se</ enabl ed>
</ cust om servi ce-confi g> </ custom service-config-list>

Configuration for the application server ends:
</ appl i cation-server>

Then the end tag for the node is placed, indicating that al the elements pertaining to the node have been addressed:
</ node>

The security configuration comes next:

Skip ahead
<security-config security-cache-ti meout="600" security-enabl ed="fal se"> <app- security-defaul ts>
<r eal m name>Def aul t </ r eal m nane> <chal | enge-type ssl -enabl ed="fal se">
<basi c- chal | enge/ > </ chal | enge-type> </ app-security-defaul t s> <aut h- mechani sn»
<l ocal os> <user-id/> <passwor d>{ xor } </ passwor d> </l ocal os>

</ aut h- mechani sne</ security-config>

Then comes the server group configuration:
Skip ahead

<server-group action="update" nane="Test Server group"> <server-group-attributes>

<envi ronment / > <user-id/> <group-id/> <wor ki ng-di rectory/ >

<umask>18</ umask> <stdin/ > <st dout >st dout . t xt </ st dout >

<stderr>stderr.txt</stderr> <process-priority>20</process-priority>

<maxi mum st ar t up- at t enpt s>2</ maxi num st ar t up- at t enpt s> <pi ng-i nt erval >60</ pi ng-i nterval >
<pi ng-ti nmeout >200</ pi ng-ti neout > <ping-initial-timout>300</ping-initial-tineout>

<sel ecti on-pol i cy>r oundr obi npreferlocal </ sel ecti on-policy>

<debug- enabl ed>f al se</ debug- enabl ed> <transaction-ti neout >120</transacti on-ti neout >
<transaction-inactivity-tineout>60000</transaction-inactivity-tineout>

<sel ecti on- pol i cy>roundr obi npreferl ocal </ sel ecti on-policy> <sour ce- pat h/ > <jvm confi g>
<initial-heap-size>64</initial-heap-size> <max- heap- si ze>64</ max- heap- si ze>

<gener at ed- cormand- | i ne- ar gunent s> - Xms64m - Xmx256m

</ gener at ed- cormand- | i ne- ar gunent s> <system properties/>

<addi ti onal - conmand- | i ne- ar gunent s/ > <debug- node>f al se</ debug- node>

<debug- string/ > <run- hpr of >f al se</ run- hpr of > <hpr of - args/ >

<di sabl e-jit>fal se</disable-jit> <ver bose- cl ass- | oadi ng>f al se</ ver bose-cl ass-| oadi ng>
<ver bose-j ni >f al se</verbose-jni > <ver bose- gc>f al se</ verbose-gc>

<boot - cl asspat h-r epl ace/ > <boot - cl asspat h- append/ > <boot - cl asspat h- prepend/ >
</jvmconfig> <custom service-config-list/> </ server-group-attributes> <cl one
nanme="Test CLone" > <par ent - node>subodh</ par ent - node> </ cl one></ server - gr oup>

Several enterprise application entries come next;only oneis shown here, with one EJB module and one Web module;

Skip ahead
<enterprise-application action="create" nane="subodh/ sanpl eApp" >
<sour ce- node>subodh</ sour ce- node> <ear-fil e-name>
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D: \ WebSpher e\ AppSer ver\i nst al | abl eApps\ sanpl eApp. ear </ear-fil e-nanme>

<enterprise-app-install-info> <node- nane>subodh</ node- nane> <ear-install-directory>
D: \ WebSpher e\ AppSer ver /i nst al | edApps/ sanpl eApp. ear </ear-install-directory>

</ enterprise-app-install-info> <appl i cat i on- bi ndi ng> <aut hori zati on-t abl e>

<rol e name="Al| Role"> <descri ption> Al'l Authenticated users in
the enterprise. </ descripti on> <al | - aut henti cat ed- users

name="Al | Aut henti cat edUsers"/ > </rol e> <rol e nane="Everyone Rol e">
<descri pti on>Everyone in the enterprise.</description> <everyone name="Everyone"/>
</rol e> </ aut hori zati on-tabl e> <run- as- nap/ > </ appl i cati on- bi ndi ng>

<ej b- modul e nane="Increnent "> <jar-file>Increnent.jar</jar-file>

<modul e-install -info> <appl i cation-server-full-nanme>

/ NodeHone: subodh/ EJBSer ver Hone: Def aul t Server/ </ application-server-full-name>

</ nodul e-install-info> <ej b- nodul e- bi ndi ng> <dat a- sour ce>

<j ndi - name>j dbc/ Sanpl eDat aSour ce</ j ndi - nanme> <def aul t -user/ >

<def aul t - passwor d/ > </ dat a- sour ce> <ent er pri se- bean- bi ndi ng

name="Ent er pri seBeanBi ndi ng_1"> <j ndi - name>| ncBean</j ndi - nane>

</ ent erpri se- bean- bi ndi ng> </ ej b- modul e- bi ndi ng> </ ej b- modul e> C <web- nodul e
nanme="def aul t _app"> <war -fil e>defaul t _app. war</war-fil e>

<cont ext - r oot >/ </ cont ext - r oot > <nmodul e-i nstal | -i nf o>

<appl i cati on-server-full-nanme> / NodeHone: subodh/ EJBSer ver Hone: Def aul t Server/

</ application-server-full-nanme> </ modul e-install-info> <web- nodul e- bi ndi ng>

<vi rtual - host - name>def aul t _host </ vi rtual - host - nane> </ web- nodul e- bi ndi ng> </ web- nodul e>

</enterprise-application>

The last item is the end tag for the export itself:
</ webspher e-sa-confi g>
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6.6.0.2.1.1.2: XMLConfig - Example of a partial export

To do apartial export of your Websphere Administrative Domain configuration into an XML file, you need to create an XML file specifying the
resources you would like to export. This partial file isthen used as an input parameter in the XML Config export command line.

The partia XML file always begins with the following header lines:

<?xm version="1.0" encodi ng="UTF- 8" ?><! DOCTYPE websphere-sa-config SYSTEM
“file:///$XM.ConfigDTDLocati on$$dsep$xm confi g. dtd" >

The contents of the Websphere administrative domain that you wish to extract into an XML file start with <websphere-sa-config> and end with
</websphere-sa-config>. What goes in between these tags depends on what you want to export. Thisis an example of apartial XML file you would
create to export the entire contents of an application server on a node named mynode:

<?xm version="1.0" encodi ng="UTF- 8" ?><! DOCTYPE webspher e-sa-config SYSTEM
"file:///$XM.ConfigDTDLocati on$$dsep$xm confi g. dt d" ><webspher e- sa- confi g> <node nane="mnmynode"
acti on="l| ocate"> <application-server nanme="Default Server" action="export">

</ application-server> </ node></ webspher e- sa- confi g>

As an example of how you would do a partial configuration export into an XML file, we can name thisfile PartialFilexml, placeit in the
appserver/bin directory, and run the following command from that directory:
XM.Confi g -export NeweExport.xm -adm nNodeNane nynode -partial Partial File.xm

An XML file named NewExport.xml is then created in the appserver/bin directory with the following output:

<?xm version="1.0" encodi ng="UTF- 8" ?><! DOCTYPE webspher e-sa-config SYSTEM
“file:///$XM.ConfigDTDLocati on$$dsep$xn confi g. dt d" ><webspher e- sa-confi g> <node nane="mynode"

action="l ocate"> <appl i cation-server action="update" name="Default Server">

<execut abl e>j ava</ execut abl e> <command- | i ne- ar gunent s/ > <envi ronment/ >
<user-id/> <group-id/ > <wor ki ng-di rectory/ > <umask>18</ umask>
<stdin/> <st dout >D: \ WebSpher e\ AppSer ver /| ogs/ Def aul t _Server _st dout. | og</ st dout >

<stderr>D:\ WebSpher e\ AppServer /| ogs/ Def aul t _Server _stderr. | og</stderr>
<process-priority>20</process-priority>

<maxi mum st art up- at t enpt s>2</ maxi mum st art up- at t enpt s> <pi ng-i nt erval >60</ pi ng-i nterval >
<pi ng-ti meout >200</ pi ng- ti neout > <pi ng-initial-timout>300</ping-initial-tineout>

<sel ecti on- pol i cy>roundrobi npreferl ocal </ sel ecti on-policy> <trace-specification/>
<trace-out put/> <transaction-log-file/> <ol t - enabl ed>f al se</ ol t - enabl ed>
<system properties/> <debug- enabl ed>f al se</ debug- enabl ed>

<transaction-tineout >120</transacti on-ti nmeout >
<transaction-inactivity-ti meout >60000</transacti on-i nactivity-tineout>

<t hr ead- pool - si ze>20</t hr ead- pool - si ze> <security-enabl ed>f al se</security-enabl ed>
<adm n-agent-ior/> <cache-confi g> <cache- si ze>2047</ cache- si ze>
<cache- sweep-i nt erval >1000</ cache- sweep-i nterval > <passi vation-directory/>

</ cache-confi g> <l og-fil e-spec/> <per f or mance- noni t or - spec>

pm =none: beanModul e=maxi mum connect i onPool Mbdul e=nedi um
j 2cModul e=medi um j virRunt i mreMbdul e=none: j vipi Mbdul e=| ow.
servl et Sessi onsMbdul e=none: t hr eadPool Modul e=hi gh:

transact i onMbdul e=none: webAppMdul e=maxi mum </ per f or mance- noni t or - spec>

<ol t-server-host >l ocal host</ol t-server-host> <ol t-server-port>2102</ol t-server-port>
<sel ecti on- pol i cy>roundr obi npreferl ocal </ sel ecti on-policy> <sour ce- pat h/ >

<w mtenplate-ior/> <t hr ead- pool - si ze>20</t hr ead- pool - si ze> <jvmconfig>
<initial-heap-size>64</initial-heap-size> <max- heap- si ze>64</ max- heap- si ze>
<gener at ed- conmmand- | i ne- ar gunent s>- Xns64m - Xnx64m </ gener at ed- conmand- | i ne- ar gunent s>

<system properties/> <addi ti onal - command- | i ne- ar gunent s/ >

<debug- node>f al se</ debug- node> <debug-string/ >

<r un- hpr of >f al se</ run- hpr of > <hpr of - ar gs/ >

<di sabl e-jit>fal se</disable-jit> <ver bose- cl ass- | oadi ng>f al se</ ver bose-cl ass-I| oadi ng>
<ver bose-j ni >f al se</verbose-jni > <ver bose- gc>f al se</verbose-gc>

<boot - cl asspat h-repl ace/ > <boot - cl asspat h- append/ >

<boot - cl asspat h- prepend/ > </jvmconfig> <web- cont ai ner >

<dynam c-cache-confi g> <enabl ed>f al se</ enabl ed>

<cache- si ze>0</ cache- si ze> <default-priority>0</default-priority>

</ dynam c- cache-confi g> <transport nanme="http">
<transport-host>*</transport-host > <transport-port>9080</transport-port>
<http-transport> <connecti on-ti neout >5</ connecti on-ti neout >

<backl og- connect i ons>50</ backl og- connecti ons>

<keep-al i ve-ti neout >5</ keep-al i ve-ti neout >

<maxi mum keep- al i ve>25</ maxi mum keep-al i ve>

<maxi mum r eq- keep- al i ve>100</ maxi mum r eq- keep- al i ve>

<ssl - enabl ed>f al se</ ssl - enabl ed> </http-transport> </transport>
<t hr ead- maxi mum si ze>50</t hr ead- maxi num si ze>

<t hread- mi ni rum si ze>25</t hr ead- m ni num si ze>
<thread-inactivity-tineout>10</thread-inactivity-tinmeout>

<t hread- i s- gr owabl e>true</ t hread-i s- gr owabl e> <sessi on- nanager > 19



<enabl e-securi ty-integration>fal se</enabl e-security-integration>

<enabl e- ssl -t racki ng>f al se</ enabl e- ssl -tracki ng>

<inval i dation-schedul e-first-hour>0</invalidation-schedul e-first-hour>

<i nval i dati on- schedul e- second- hour >0</i nval i dat i on- schedul e- second- hour >

<persi st ent - db2-r ow si ze>0</ per si st ent - db2-r ow si ze>

<maxi mum i nnenor y- sessi on- count >1000</ maxi num i nnenor y- sessi on- count >
<write-contents>0</wite-contents> <write-frequency>0</wite-frequency>
<write-interval >0</wite-interval > <enabl e- sessi ons>f al se</ enabl e- sessi ons>
<enabl e-url-rewiting>fal se</enable-url-rewiting>

<enabl e- cooki es>t r ue</ enabl e- cooki es>

<enabl e- prot ocol -swi tch-rew i ti ng>f al se</ enabl e-protocol -switch-rewiting>

<cooki e name="JSESSI ONI D" > <domai n/ >

<maxi mume- 1</ maxi nune <pat h>/ </ pat h>

<secur e>f al se</ secur e> </ cooki e>

<t uni ng-i nval i dati on-ti me>30</tuni ng-invalidation-tinme>

<per si st ent - sessi ons>f al se</ per si st ent - sessi ons> <dat a- sour ce nanme="">

<defaul t-user/ > <def aul t - passwor d/ > </ dat a- sour ce>

<usi ng-mul ti-row>fal se</using-nulti-row> <al | ow overfl owstrue</ al | ow overf | ow>
</ sessi on- manager > </ web- cont ai ner > <or b-confi g>

<boot st r ap- host - name/ > <boot st r ap- port >900</ boot st r ap- port >

<comm trace- enabl ed>f al se</ conm trace- enabl ed>
<connect i on- cache- maxi nunm»240</ connecti on- cache- maxi nuns

<connecti on- cache- m ni mum>100</ connect i on- cache-m ni nun <external -config-url/>
<f or ce-t unnel >whenr equi r ed</ f or ce-t unnel > <l istener-port>0</I|istener-port>

<l ocat e-request-ti meout >180</| ocat e-r equest -t i meout > <l ocal - host - nane/ >

<l sd- host - nane/ > <no- | ocal - copi es>f al se</ no-1 ocal - copi es>

<request-retries-count>1</request-retries-count>
<request-retries-del ay>0</request-retries-del ay>

<request - ti meout >180</r equest - ti neout > <t hr ead- pool - si ze>20</t hr ead- pool - si ze>
<tunnel -agent -url /> <rm - r enot e- code- base/ >

<ssl -listener-port>0</ssl-Ilistener-port> </ or b-confi g>

<custom service-config-list> <custom servi ce-confi g name="Automatic Generation of
Pl ugi n Configuration"> <description>lf enabled, the plugin configuration
files will be regenerated when the application server is

started</descripti on>

<cl assname>com i bm websphere. pl ugi ncfg.initializers. AEPI ugi nCf gServi ce</ cl assnanme>

<cl asspat h/ > <external -config-url/> <enabl ed>f al se</ enabl ed>
</ cust om servi ce-confi g> </ customservice-config-list> </ appl i cation-server>

</ node></ webspher e- sa- confi g>
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6.6.0.2.1.2: XMLConfig grammar

This section discusses the general structure of an XML element. For detailed information about each object, see
the package summary file.See also the full export example topic.

Each object tag in the XML document contains:
« Anobject type, such asvi rt ual - host
« A name attribute that identifies the particular resource on which to perform the action
« An action attribute that controls the behavior of the import or partial export operation

For example, an application server named MyA ppServer has the following object tag:

<appl i cation-server nanme="M/AppServer" action="update">

In this case, the action is update. The following list describes all of the available actions.Unless otherwise
stated, actions apply only to the import operation.

create

Adds the specified resource to the administrative domain. If the resource already exists, the create action
istreated as an update action.When using this action, you must specify all required attributes for the
object type.

update
Updates the properties of a specified resource. Y ou need only specify the properties that you want to
update.
However, if the resource does not exist, the update action becomes a create. In such a case, if some of
the properties are not specified, an error occurs.

delete
Removes the specified resource and its children (recursive delete).

locate

L ocates the specified resource. Use this action to provide the containment path to specific child
resources. Appliesto the partial export operation as well as the import operation.

export

Exports the configuration of the specified resource and its children to the output XML document.
Applies only to the partial export operation.

Start
Starts the specified resource (if applicable).
stop
Stops the specified resource, (if applicable).
stopforrestart
Stops the specified resource, and restarts it.(if applicable). Node only.
restart
Stops the specified resource and startsit again (if applicable).
enable

Makes the specified resource available for user requests (currently applies only to servlets and Web
applications).
disable
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Makes the specified resource unavailable for user requests (currently applies only to servlets and Web
applications).

[il Some operational actions, such as start and stop, do not apply to al object types. In general, if the operation
is supported in the WebSphere Administrative Console, it is supported in the XML import operation.
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6.6.0.2.1.3: XMLConfig - Using the tool programmatically

The XML Config classis structured so that you can use it programmatically to retrieve information as Document or Element. The import/export
facility can thus be included in a Java program, as well as being operated from a command line.

Creating platform-neutral configurations

For import and partial export operations, a variable substitution operation is performed on the input XML document, allowing you to create
platform-neutral XML documents. The following variables are available:

$server_root$

Replace with the product installation directory, such as C. \ WebSpher e\ AppSer ver on Windows NT. (Thisvariable is not available for
use on iSeries.)

$Spsep$
Replace with the path separator as specified in the operating system JDK.
o OnWindows NT, itis; (semicolon)
0o Onthe UNIX platformsand Linux, itis: (colon)
$dsep$
Replace with the directory separator as specified in the operating system JDK.
0 OnWindows NT, itis\ (backward slash)
0 Onthe UNIX platformsand Linux, it is/ (forward slash)

Security XML configurations

In Version 4.0, you can enter your owncustom user registry entries (key/value pairs).All user-defined keysmust be delimited with a special prefix,
Cust om_.When you use the product GUI to add custom entries,the product adds the prefix for you.However, if you want to configure custom
entries programmatically,you must add the prefix yourself.

The following example sets these properties:

groupsFile = c:\tenp\groups. props db_URL = jdbc: db2: cust onDB

A complete stanza for security configuration follows. The markup that corresponds to the needed property settingsis shown in bold.
<security-config security-cache-tinmeout="150" security-enabled="true"> <app-security-defaults>

<r eal m name>Def aul t </ r eal m nane> <chal | enge-type ssl -enabl ed="fal se">

<basi c- chal | enge/ > </ chal | enge-type> </ app-security-defaul t s> <aut h- mechani sn»

<l t pa- confi g> <l t pa- passwor d>{xor }B7rj 9Lrj 77rj 7Q==</ 1t pa- passwor d>

<l t pa-ti meout >1200000</ | t pa-ti meout > <cust om ur-config> <user - i d>bob</ user-id>
<passwor d>{ xor } PTA9bg==</ passwor d> <attribute name="Custom groupsFile"

val ue="c:/tenp/ groups. props"/> <attribute name="Custom db_URL"

val ue="j dbc: db2: cust onDB"/ > </ cust om ur-confi g> </l tpa-config>

</ aut h- mechani sn»</ securi ty-config>

Javadoc for the tool

It is recommended that you refer to the Javadoc for the latest programmatic use of XML Config, and refer to the exported XML for the sample
markup for repository objects.

Javadoc for the com.ibm.websphere.xmlconfig class and all of the related object classes resides in the apidocs directory:
install ati on_root\web\ api docs\ package_and_cl ass_nane

See the package summary file for alist of class names, such as ApplicationServerConfig. The Javadoc is labeled by the class name preceded by the
package name, com.ibm.websphere.
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6.6.0.2.1.5: Troubleshooting XMLConfig

This article describes what to do if XML Config fails and displays the following message at its command line:

M_CO137E Make sure that adm nserver is up and running. Additionally check -nanmeServi ceHost and
-nanmeServi cePort pair, if using renpte adm n server.

One or more of the following conditionsislikely to have caused the problem:

The admin server did not start properly.

XMLConfig is being run remotely from the machine on which the product administrative serveris installed, and the -nameServiceHost parameter has
not been set to the host name of the machine that contains the administrative server.

The naming service port was changed from the default value of 900 on the application server and the -nameServicePort parameter was not set to the
changed port value.

The -nameServicePort parameter was defined, but the -nameServiceHost parameter was not.

If the fully qualified host name (host name and domain) is specified for the -adminNodeName parameter, instead of the node name (short host name),
expect this error:

001. 553 22f45b XM_.Confi g X Unabl ed to export Virtual Host Data: {0}
j avax. nam ng. NaneNot FoundExcepti on:

To resolve the problem:

1
2

3.

. Check whether the administrative server started successfully, as describedin the documentation for starting the administrative server.
. If the XML Config tool is being run remotely with respect to the machine on whichthe administrative server is running, ensure that the

-nameServiceHost and -adminNodeName parameters are set to the host name of the remote machine.

If the naming service port has been changed from the default value on the machineon which the administrative server isrunning, look in the
administrative server configuration file for the parameter:

com i bm ejs.sm adm nServer. boot st rapPort

Set the XML Config -nameServicePort parameter to this port value.

. If you use the -nameServicePort parameter, you must also use the -nameServiceHost parameter, even if you are running XML Config on the same

machine asthe administrative server.

. Modify the -adminNodeName parameter to use the node name, which can be found as your host name in your TCP/IP networking configuration and

aso in the WebSphere Administrative Console under WebSpher e Administrative Domain.
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6.6.0.2.2: WebSphere Control Program (wscp)

The WebSphere Control Program (wscp) isacommand line client for the administrativeserver. It can be used to
administer application servers, enterprise applications, andother types of WebSphere Application Server
objects.

WebSphere Control Program (wscp) overview introduces wscp, describes the relationship between the
administrative console and wscp, and discusses the benefits and drawbacks of using wscp. It aso lists
the object types and services that wscp supports.

Command syntax and usage covers basic and detailed syntax for the wscp interface, describes how to
use wscp in command line and interactive modes and run Tcl scripts, and gives examples of how to use
the wscp online help facility.

Advanced usage of wscp goes into depth on how to use various wscp features, including abbreviations
of wscp commands, lists, Tcl commands, operating system commands, error information, and tracing. It
also describes how to use wscp to manipulate the Java Naming and Directory Interface (JNDI) context
of objects, monitor performance, set security defaults, administer role-based security, and connect to
remote servers.

Example wscp commands, procedures and scripts contains examples of how to use various wscp
commands, Tcl procedures, and Tcl scripts. Note that not al wscp operations are described in this
section.

Sample Tcl procedures and scripts lists the example Tcl scripts that are used in the wscp documentation.

Migrating wscp scripts from version 3.5.x to version 4.0 summarizes the wscp changes that are most
likely to affect existing wscp scripts.

Using the WscpCommand interface describes how to use the WscpCommand class, which enables you
to execute wscp operations from within Java applications.
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6.6.0.2.2.1: WebSphere Control Program (wscp) overview

The WebSphere Control Program (wscp) is a command-line andscripting interface for administering resources in WebSphere ApplicationServer
Advanced Edition. It is based on Tcl (tool commandlanguage). Tcl is a portable command language that provides programmingfacilities, such as
variables, procedures, conditionals, list-processingfunctions, and looping constructs. The wscp interfaceextends Tcl by providing a set of
commands for mani pulating WebSphereobjects.

This section contains the following topics:
o The Administrative Console and wscp
« Benefits of using wscp
« Limitations of using wscp
« Supported object types
« Supported services and commands

The Administrative Console and wscp

The administrative server manages the contents and activities of a domainby maintaining a repository. A repository is the database ofinformation
about all resourcesin adomain. The repository allowsadministration of a domain from any machine--all information is stored ina central location.
The repository contains descriptive informationabout the applications that are configured to run in the domain. Forexample, it contains the names of
all application servers, nodes, servergroups, and J2EE resources (such as JDBC providers), and their current state(running, defined, or stopped).

All administration takes place through the manipulation of objectsin therepository. Each resource in a domain corresponds to an object in
therepository. For example, when you create an application server, acorresponding application server object is created in the repository.

Both the administrative console and the wscp interface can beused to administer the resources in a domain. They both modify therepository in
response to user commands, and they both reflect any changes tothe configuration and status of the domain. Console users access andmodify the
repository viaagraphical user interface; wscpusers manipulate objects in the repository by executing commands orscripts. The console and the
wscp interface arecompatible. The results of actions performed with wscp arereflected in the console interface, and vice versa.

Both the console and wscp can be used to do the following:

« Define, configure, and manage application servers, cloned applicationservers, and other application server resources from any node in
thenetwork.

« Install applications (by using wizards in the console and install commandsand scripts in wscp).
« Perform daily administrative operations, such as starting and stoppingapplication servers and making changes to their configuration.

« Replicate application servers to improve performance or availability or tosimplify administration tasks (by defining and managing server
groups).
« Track the occurrence of specific events by setting and enablingtracing.

Benefits of using wscp

The wscp interface provides a high-level command-lineadministrative tool with programming capabilities. Withwscp, you can do the following:

o UseTcl (tool command language) to extend and automate administrativeoperations through the use of scripts. For example, you can write
ascript to start and stop servers or applications as agroup. Y ou canalso use scripts to create a basic configuration or (by invoking the
XML Configuration Management Tool, XML Config) to store an existingconfiguration. The stored configuration can be used as a backup or
tore-create a configuration on another machine.

« UseTcl to create custom procedures for specialized administrative tasks,such as making identical modifications to a particular attribute
throughoutthe domain, or displaying the values of select attributes that need to befrequently monitored.

« Issue UNIX or Windows NT commands from within awscp sessionand incorporate them into scripts.

Limitations of using wscp

Although wscp offers many of the same administration tasks asthe WebSphere Advanced Administrative Console, the following differencesapply:

« New configurations or changes to existing configurations made withwscp are not immediately reflected in the console. Y ou mustactively
poll the administrative server repository to see the changes byselecting all or a portion of the Topology view in the console and then
usingthe Refresh button.

Similarly, if aresourceis created or deleted in the console, the changewill not be immediately reflected in wscp. Y ou mustexplicitly refresh
all object references in the repository cache by issuing awscp list operation for the instance's object type.(Alternatively, exiting and
reinvoking wscp also refreshes thecache.)

5 6To avoid problems due to inconsistent cached information, it is best toavoid issuing concurrent operations on the same object from



withinwscp and the console.

« All administrative tasks that can be done with the console can be donewith wscp, with the exception of higher-level aggregate tasks suchas
those in the wizards--for example, creating an application.Instead, wscp scripts can be created to provide the samefunctionality as provided
by the wizards.

Supported object types

In wscp, aresource is represented as an object type. Forexample, the object type ApplicationServer represents an application server(enterprise bean
server) and the object type DataSource represents adatabase. Each object type has attributes (called propertiesin the console) that describe the
characteristics of the object. Forexample, application server object attributes include Executable,CurrentState, and WorkingDirectory. Data source
object attributesinclude DatabaseName, MinPool Size, and MaxPool Size. An object type canbe thought of as a template object that defines the
characteristics of allobjects of that type. Instances of the object type represent specificobjects in the domain.

The wscp interface manipulates objects in the repository byperforming operations on them. Examples of operations are create,start, show, modify,
and stop. The following isalist of object typessupported by wscp.
Note:

Any object that represents alive entity outside of the repository (forexample, application servers), can be started and stopped withwscp. The
attributes of several object types cannot bemodified. The message Edi t or Not Def i nedFor Thi sPr operty isdisplayed when you
attempt to access these attributes.

« ApplicationServer
« DataSource
« EnterpriseApp
« GenericServer
« J2CConnectionFactory
« J2CResourceAdapter
« JDBCDriver
« JM SConnectionFactory
o JMSDestination
o JMSProvider
« MailSession
« Module
« Node
o ServerGroup
« URL
« URLProvider
o VirtualHost
As the console does, wscp automatically provides defaultattributes and values for an object when the object is created. Y ouneed to specify values

only for those attributes that are required and lackdefaults. If needed, you can override the default value for anyattribute when creating an object by
specifying avalue for thatattribute.

In the repository, objects are represented as attribute lists. Anattribute list isa collection of attribute-value pairs. The followingoutput shows how
wscp displays the attributes of a DataSourceobject named dsl.:

{Name ds1} {Full Nane /JDBCDri ver: connDrv/ DataSource: dsl/}{Description null} {ConfigProperties
{{URLj dbc: oracl e: t hi n: @wsol 2: 1521: oraej s}}} {ConnTi neout 180} { Dat abaseNane WAS} {Def aul t Password
nul |} {DefaultUser null}{Di sabl eAut oConnecti onC eanup Fal se} {Idl eTi neout 1800}

{ INDI Nanej dbc/ car ddb} {MaxPool Si ze 10} {M nPool Si ze 1} {O phanTi neout 1800}{ St at enent CacheSi ze 100}

See 6.6.0.2.2.3.2: Specifying listsin wscp commands for details on attribute lists.

In general, objects are created by specifying the object type, theoperation to be performed, the name of the object instance, and one or moreoptions.
For example, to create a DataSource object, you specify theobject type (DataSource), the operation (create), the name of the objectinstance to
create, and if attributes are required, the -attributeoption. The argument to the -attribute option is alist ofattributes and their values. For example,
the following wscpcommand (in interactive mode) creates a DataSource object named dsl that is aresource for the WAS database. The database
driver must aso bespecified:

wscp> Dat aSource create /JDBCDriver: DB2Driver/ Dat aSource: dsl/-attribute {{DatabaseNane WAS}}

In the following example, the ApplicationServer start command is used tostart an application server named myServer:
wscp> ApplicationServer start /Node: dev-pc/ ApplicationServer: myServer/

See 6.6.0.2.2.2: Command syntax and usage for more example commands, detailed syntax, and anexplanation of the convention for object names.

The following example uses the Tcl foreach command to iteratethrough all application serversin a domain and stop them: 27



wscp> foreach ej bserver [ApplicationServer 1ist] {ApplicationServer stop $ejbserver}

See 6.6.0.2.2.3.3: Example use of wscp and Tcl and 6.6.0.2.2.4: Example wscp commands, procedures, and scripts.

Supported services and commands

In addition to objects, wscp supports several services andcommands that perform various administration tasks, such as configuringWebSphere
Application Server, enabling global security, enabling tracing anddata collection, manipulating Java Naming and Directory Interface
(INDI)contexts, and displaying help on wscp commands. Theseservices are as follows:

« Context

o DrAdmin

« Help

o PmiService

« Remote

« SecurityConfig

« SecurityRoleAssignment
« XMLConfig
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6.6.0.2.2.2: Command syntax and usage

This section contains basic and detailed syntax for the wscpinterface, and describes how to use the wscp online
helpfacility. The topicsinclude:

e 6.6.0.2.2.2.1: Basic syntax

e 6.6.0.2.2.2.2: Invoking and terminating wscp

e 6.6.0.2.2.2.3: Authenticating to the administrative server
» 6.6.0.2.2.2.4: Connecting to local and remote nodes

e 6.6.0.2.2.2.5: Using command-line mode

e 6.6.0.2.2.2.6: Using interactive mode

e 6.6.0.2.2.2.7: Running scripts

e 6.6.0.2.2.2.8: Detailed syntax

e 6.6.0.2.2.2.9: Specifying object names

e 6.6.0.2.2.2.10: Using the wscp help facility
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6.6.0.2.2.2.1: Basic syntax

The syntax for the wscp command is as follows:
wscp [ -h ] [ -ccomand ] [ -f Tcl_file_name] [ -p properties_file_name] [ -x extension_class]
[ -- ] options ] [-node node_nane]
The command options and arguments are as follows:
« The-h option displays help for the command.

« The -c option indicates command-line mode. The commandargument specifies a single command to be executed by wscp.This option can be
repeated multiple times on the command line. See 6.6.0.2.2.2.8: Detailed syntax for more information on the commandargument.

« The-f option evaluates the specified file (script) of Tclcommands. Scripts can have arguments, which are specified following thedouble
hyphen (- -). This option can be repeated multiple times on thecommand line. See 6.6.0.2.2.2.7: Running scripts.

« The-p option loads the specified properties file. This option canbe repeated multiple times on the command line.
« The-x option loads the specified Tcl extension class. This optioncan be repeated multiple times on the command line.
« The options following the double hyphen (- -) are used to setTcl argc and argv variables as specified. The double hyphen isnecessary only if
an option can otherwise be mistaken for awscpshell option.
For example, to invoke wscp and load theinit.tcl script, issue the following command:
wscp -f init.tcl
If no command-line options or files are specified, an interactive shell(Tcl interpreter) isinvoked, which is terminated by the exitcommand.

Command-line options not supported by wscp, orspecified after the double hyphen (- -) on the command line, are used to setthe Tcl argc or argv
variables. These variables can be interpreted by Tcl extensions or other commands.

The wscp shell evaluates Tcl commands in the order specified onthe command line, so any extensions must be loaded prior to invoking
commandsdependent on those extensions. The following extensions areautomatically |oaded:

« com.ibm.gjs.sm.gjscp.EjscpExtension,the class for the wscp commands

« com.ibm. gjs.sm.gjscp.ContextExtension,the class for manipulating Java Naming and Directory Interface (JNDI) contexts

« com.ibm.gjs.sm.gjscp.DrAdminExtension,the class for tracing the wscp client, WebSphere applicationservers, and the WebSphere
administrative server

« com.ibm.gjs.sm.gjscp.RemoteExtension,the class for the wscp Remote extension.

« com.ibm.gjs.sm.gjscp.PmiServiceExtension,the class for monitoring application server performance.

« com.ibm.gjs.sm.gjscp.SecurityConfigExtension,the class for setting basic security defaullts.

« com.ibm.gjs.sm.egjscp. SecurityRol eA ssignmentExtension,the class for manipulating J2EE security roles.

After acommand or script is executed, control isreturned to theshell.

The wscp commands can be run asindividual wscpinvocations from the operating system prompt (command-line mode), as scripts,or interactively in
awscp session (interactive mode).
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6.6.0.2.2.2.2: Invoking and terminating wscp

To invoke wscp, use one of the following procedures.
« Torunwscp with its default extensions |oaded, enter one ofthe following at the command prompt:
o On Unix systems:
> wscp. sh
o On Window systems:
C:\ wscp. bat
« To run wscp with different extensions loaded, do thefollowing:
1. Set up the CLASSPATH environment variable, including the appropriate JARfiles.
2. Run Java, invoking the following:
= Thewscp Tcl shell (thecom.ibm.gjs.sm.ejscp.WscpShell class)
= Desired extensions (the -x option). Extensions can also be |oadedinteractively.
3. Optionally, set properties to enable tracing.

When wscp isinvoked without specifying the -p option, theproperty file homeDirectory/.wscprc is loaded if it exists,where homeDirectory is the value of the Java propertyuser.home. The .wscprc file can be used to automaticallyload settings for various properties, anending or replacing system propertiesalready
defined. For example, you can modify the values of thewscp.hostName and wscp.hostPort properties to connect to aremote node. See 6.6.0.2.2.2.4: Connecting to local and remote nodes for details.

Note that the value of the Java user.home property can differdepending on the SDK version level. On Windows NT systems, the SDK1.2.2 used by WebSphere Application Server sets theuser.home property based on the value of the USERPROFILE environmentvariable.

The following example .wscprc file specifies values for variousproperties.

## primaryNode is used with qualifyHoneNanes (defaul t=host Nane property)## wscp. pri mar yNode=pc- dev1l## host Nane i s used for

com i bm CORBA. Boot st r apHost #wscp. host Nane=pc- dev1## hostPort is used for comibm CORBA BootstrapPort (default=900)##

wscp. host Port =900## wscp. renot ePasswordFil e (default : uses random nunber for password)# wscp.renoteConnectionTi meout (default =

300 seconds)# wscp. renot eConnecti onsAl |l owed (default = fal se)# wscp.renoteHostLi st Accept (default = null, col on-separated

string)# wscp.renpteHostListReject (default = null, col on-separated

string)#wscp. r enot ePasswor dFi | e=C: / TEMP/ passwor dwscp. r enot eConnect i onTi meout =300wscp. r enot eConnect i onsAl | owed=t r uewscp. r enot eHost Li st Accept =abc. def . com abc. comnscp. r enpt eHost Li st Rej ect =dhcp- 198- 7. abc. def . com##
set traceString to enable traci ng## wscp.traceString=comibmejs.smclient.ui.desc.*=all=enabl ed#

wscp. traceString=com i bm ejs.sm ej scp. *=al | =enabl ed### Typically, these need to be set if only ContextExtension is |oaded#

(ot herwi se, EjscpExtension sets them as noted above)## com i bm CORBA. Boot st rapHost =pc- dev1# com i bm CORBA. Boot st r apPor t =900#

java.nam ng.factory.initial =comibmejs.ns.jndi.CN nitial ContextFactory

The exit command terminates an wscp interactivesession.



6.6.0.2.2.2.3: Authenticating to the administrative server

If security is enabled for your administrative server, you must prepare thewscp client so that it can authenticate to the server. To dothis, perform the following steps:

« Make acopy of the properties file sas.client. props. Thisfile islocated in the subdirectory named properties, in the directorywhere you installed the product--for example,C:\WebSphere\AppServer\properties. Rename the file--forexample,
you can name the file sas.wscp.props--and edit oradd the following property-value pairs:

com i bm CORBA. | ogi nSour ce=properti escom i bm CORBA. | ogi nUseri d=your _user _i dcom i bm CORBA. pri nci pal Nane=NT_donai n/ user _i dcom i bm CORBA. | ogi nPasswor d=your _passwor d
Thevaluepr operti es isthe only option for thecom.ibm.CORBA .loginSource property. The valuepr onpt (prompting for auser ID) is not supported forwscp.

« If youareusing digital certificates, you must also enableaccess to the server key stores. A dummy key storefileis provided as aWebSphere Application Server installation option. The dummy key storeis not intended for use in a production
environment. See 5.5: Certificate-based authentication, for moreinformation on using certificates in WebSphere Application Server.

Add the following line to your .wscprc file:

com i bm CORBA. Confi gURL=URL of properties file

An example URL isfile:///C:/WebSphere/AppServer/properties/sas.wscp.props.Alternatively, you can add the following option to the Java command line(preceding the application class name):
-Dcom i bm CORBA. Confi gURL=URL of properties file



6.6.0.2.2.2.4: Connecting to local and remote nodes

When you invoke wscp, you are automatically connected to theadministrative server running on the local
machine. (The host name isdefined in the default .wscprc property file.) To connect to aremote node (that is, to
specify the host name of aremote administrativeserver), set the property wscp.hostName to the name that a
domain namesystem (DNS) server can resolve. For example, the following propertyspecifies that the
administrative server running on myHost is to beused:

wscp. host Nanme=nyHost

This property can be set in the default .wscprc file. Y ou can alsouse the -p option of the wscp command to
specify a differentproperty file to use. See 6.6.0.2.2.2.2: Invoking and terminating wscp for information on the

.wscprc property file.
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6.6.0.2.2.2.5: Using command-line mode

To execute an individual wscp command in command-line mode, usethe -c option followed by the command.
The following examples execute awscp command on the local node. On Windows NT systems,enclose the
command in double quotation marks (). On UNIX systems,enclose the command in single quotation marks ().

C.\> wscp -c "ApplicationServer list"
% wscp.sh -c ' ApplicationServer list' -c 'Node |ist'

The -c option can be repeated multiple times on the command line.
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6.6.0.2.2.2.6: Using interactive mode

To invoke an interactive wscp session, type wscp andpress Return. The following prompt signals that you have
enteredinteractive mode:

wscp>

At the interactive prompt, enter awscp command;wscp executes the command, displays the result, and is ready
toaccept another command. Use the exit command to terminate awscp interactive session.

In an interactive wscp session, you can break the line of awscp command after aleft brace ({ ) or after typing a
backslash (\ ). The wscp session displays a question mark (?) prompt,and you can continue typing the
command.

Note:

The WscpCommand class allows you to embed interactive wscpoperations in a Java application. See
6.6.0.2.2.7: Using the wscpCommand interface for more information on using this class.
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6.6.0.2.2.2.7: Running scripts

To execute awscp script from the command line, specify the -foption and the name of the executable file that
contains the script.For example, the following command executes the script in themodEnv.tcl file.

C\> wscp -f nodEnv.tcl

To execute a script from within an interactive wscp session, usethe Tcl sour ce command to source the script.
The followingcommand runs the script in the file myScript.tcl:

wscp> source nyScript.tcl
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6.6.0.2.2.2.8: Detailed syntax

The detailed syntax for the wscp command argument is asfollows:
obj ect _type operation [object_name] [ -option [value] | -attribute attribute_list]

A command argument can be issued immediately following the -coption of the wscp command, or at the wscp interactiveprompt, as shown in the
following examples.

C\> wscp -c "ApplicationServer |ist"wscp> ApplicationServer |ist

When using the -c option, enclose the command in double quotation marks (")(Windows NT systems) or in single quotation marks ()
(UNIXsystems).

Note:
All object type names, object instance names, and attributes are casesensitive.

The arguments are as follows:

« The object_type argument specifies the name of an objecttype. Examples are application servers (the object typeApplicationServer) and
JDBC providers (the object type JDBCDriver).Object type names can be abbreviated to the shortest unique string (ininteractive mode only).

« The operation argument specifies the action to be performed onthe object. Examples of wscp operations are create, modify,show, and start.

« Theobject_name argument specifies the name of an object on whichthe action isto be performed. An object_name indicates aparticular
instance of an object type--for example, glbserverl.Y ou must use fully qualified object names. See 6.6.0.2.2.2.9: Specifying object names for
details on object naming.

« The option argument specifies a qualifier that controls theprecise behavior of an wscp operation. For example, usingthe -force option with a
stop operation performs arisky operation orcompletes an operation without confirmation. Some options take values,which further define the
operation's behavior. For example, the-constraint option of list operations takes an attribute list as itsvalue. The use of this option causes wscp
to display onlythose object instances that contain the attribute-value pair specified.

« The -attribute option specifies one or more properties of anobject. Examples of attributes are the DatabaseName and | dleTimeoutattributes of
a DataSource object. Properties are specified in alistof attribute-value pairs. For example, the following is an attributelist for a DataSource
instance:

{Nane ds1} {Full Name /JDBCDri ver:j 1/ Dat aSource: dsl/}{Confi gProperties {}} {Conn Ti meout 180}
{ Dat abaseNanme WAS}{ Def aul t Password {}} {DefaultUser {}} {Description

{}}{Di sabl eAut oConnecti onC eanup Fal se} {I1dl eTi neout 1800} {JNDI Nanej dbc/ds 1} {MaxPool Size 10}
{M nPool Si ze 1} {Or phanTi neout 1800} { St at enent CacheSi ze 100 }

See 6.6.0.2.2.3.2: Specifying listsin wscp commands for details.
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6.6.0.2.2.2.9: Specifying object names

In the console, simple names such as myAppServer or dataSourcel are used tospecify object names. However,
in the repository, object names arestored as fully qualified names. Fully qualified names are requiredwhen using
wscp. Fully qualified names reflect anobject's containment hierarchy. Containment determines howresources
arerelated to one another.

For example, a node can contain application servers. An enterpriseapplication contains one or more modules.

Containment represents a hierarchical naming structure. Thisstructure prevents name clashes between objects
that have the same name butbelong to different containment hierarchies. A resource's positionin the containment
structure is used to generate the resource's full ,unique name within the repository. Examples of containment
hierarchiesare:

« Node/ApplicationServer
o JDBCDriver/DataSource
« URLProvider/URL

Containment is also used for efficient operations. starting acontained resource starts the resources above it in the
hierarchy.Containment is also used to impose restrictions on relationships.

Fully qualified names have the form/objectType: objectinstance/.. . /. For example, if the application
servernamed AppServl runs on the node named Nodel, the repository name of theapplication server reflects
this hierarchy. The name of the applicationserver, /Node:Nodel/ApplicationServer:AppServl/, isa
fullyqualified name.

Some objects, for example Node objects, do not belong to a containmenthierarchy. These objects are known as
root types. Anexample of afully qualified name for the Node object named myNode is“Node:myNode/.
Note:

Y ou must use fully qualified names in wscp commands andscripts. Due to the syntax of fully qualified
names, an object namecannot contain a colon (:). Fully qualified names can containspaces; if spaces are
used, the name must be enclosed in braces or doublequotation marks (") so that Tcl parses the name as a
single argument.

To reduce typing and for readability of scripts, use variablesto store afull or partial name of an object. For
example, the following commandsset variables for the name of anode, server, container, and bean.These
variables can then be used in building other object names:

set node "Node: ny-Pc"set serv "/${node}/ ApplicationServer:nyServer/"
The braces are required so that the remaining part of the object name isnot considered part of the variable name.

Elsewhere, the variable names can be used as shown in the followingexample:
wscp> ApplicationServer create $serv

The containment operation lists the containment hierarchy for a specifiedobject type. This operation is useful
for determining the requiredelementsin afully qualified name. The syntax is as follows:

obj ect _type cont ai nnment

The following example command displays the containment hierarchy for theM odul e object type:
wscp> Modul e cont ai nment Ent epri seApp Modul e
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6.6.0.2.2.2.10: Using the wscp help facility

Y ou can access wscp online help in varying levels of detail .Either of the following commands displays a summary of syntax for the helpfacility.
C\> wscp -c "Hel p"
wscp> Hel p
The following topics contain examples of how to obtain help:
« Help on object types
« Help on operations
« Help on attributes

Help on object types

To obtain help on an object type, use the following syntax:
obj ect _type help [operation [ -verbose ] ]
When no arguments are specified, this command displays a brief descriptionof all valid operations for the object type. Depending on the
argumentspecified, you can access help on the following:
« The operation argument displays valid options for the specifiedoperation.
« The-verbose option provides details on the options for anoperation.
For example, the following command requests help on the ApplicationServerobject. The command displays the names and descriptions of all
validoperations for that object type.
wscp> ApplicationServer hel pThe followi ng actions are available for ApplicationServerattributes

Di splay the attributes of the objectcontainnent Di spl ay the contai nment hierarchy for the
obj ectcreate Create the specified objectdefaults Di splay or set attribute
def aul t shel p Di splay this hel p nessageli st Di splay all the
instances of this typenodify Modi fy the attributes of the specified

obj ect operati ons List all the actions available on the object typerenove

Renmove the specified objectshow Di splay the attributes of specified objectstart
Start the specified objectstop Stop the specified object

The following command displays help for the list operation of ApplicationServer object types:
wscp> ApplicationServer help listApplicationServer list [-constraint <attribute list>] [-recursive]

The following command displays verbose help for the list operation:

wscp> ApplicationServer help list -verboseApplicationServer |istThe follow ng options are avail abl e
for list[-constraint <attribute |ist>] Di splay only objects which satisfy the
constraints[-recursive] Di spl ay subtype objects

The following command displays the valid options for the clone operation of ServerGroup objects:

wscp> Server Group hel p cloneServer G oup clone <name> -cloneAttrs <attribute |list> -node <nanme>

The following command displays verbose help for the clone operation:

wscp> Server G oup help clone -verboseServer G oup clone <name> -cloneAttrs <attribute |ist> -node
<name>The followi ng options are available for clone -cloneAttrs <attribute |ist> Attribute |ist
for the cl one-node <nane> Node nane

Help on operations

To obtain help on an object type's operations, use the followingsyntax:
obj ect _type operations

This command displays alist of al valid operations for the given objecttype.

The following examples display alist of al valid operations for theServerGroup and EnterpriseApp object types:

wscp> Server Goup operationsattributes clone containment create help list |listCones nodify
operations renove renoveC one show showAttrs start stopwscp> EnterpriseApp operationsattributes
contai nment create defaults help list nodify operations renove show start stop install |istnodul es
Ii stnodes showdepl oynentinfo

Help on attributes
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To obtain help on an object type's attributes, use the followingsyntax:
obj ect _type attributes [ -cloneOnly ] [ -nodelOnly ] [ -optional ][ -readOnly ] [ -readWite ]
[ -repository ] [ -required] [ -runtine ] [ -server ] [ -startup ]
When no options are specified, this command displays alist of all validattributes for the given object type. Various options allow you todisplay a
subset of attributes. The options are as follows:

« -cloneOnly. Displays only those attributes associated withclones of the object type.

« -optional. Displays only those attributes that do not require avalue.

« -readOnly. Displays only those attributes that can be read but notchanged directly. An example of aread-only attribute isCurrentState.

« -readWrite. Displays only those attributes that can be viewed andmodified. A read/write attribute can be changed at any time, and thechanges
take effect immediately.

« -repository. Displays only those attributes that are stored in therepository. (The values of some attributes are short-lived andtherefore are not
stored permanently, for example, aprocess|D.)

« -required. Displays only those attributes for which valuesmust be specified in order for an object to be created.

« -runtime. Displays only those attributes that come intoexistence after an object has been started. Run-time attributes areread-only attributes
not stored in the repository. Examples of run-timeattributes are Process|D and StartTime.

« -server. Displays only those attributes that reside in a server(run-time attributes of a server, for example, the Process| Dattribute).
« -startup. Displays only those attributes that can be changedwhile a server is running but do not take effect until the next time theobject is
started. Examples of startup attributes are Executable andEnvironment.
The following commands display al valid attributes of the Node andGenericServer object types:

wscp> Node attributesNanme Ful |l Name Current State DesiredState StartTi ne Host Nane Host Syst enilype
Processl d I nstall Root Pat hMapwscp> GenericServer attributesNane Full Name Current State DesiredState
StartTime Processld Environnent Sel ectionPolicy Executabl e Executabl eActive CommandLi neArgs
ConmandLi neAr gsActive Environment Active Userld UserldActive G oupld G oupldActive WorkingDirectory
Wor ki ngDi rect oryActive Urask UraskActive Stdin StdinActive Stdout StdoutActive Stderr StderrActive
MaxSt art upAttenpts ProcessPriority ProcessPriorityActive Pinglnterval PingTineout PinglnitialTi meout

The following command displays only required attributes of the DataSourceand JDBCDriver object types:
wscp> DataSource attributes -requiredNane wscp> JDBCDriver attributes -requiredNanme | npl d ass

The following command displays only those attributes of ApplicationServerobjects that apply to server groups and clones.

wscp> ApplicationServer attributes -nodel Onl ySel ecti onPol i cywscp> ApplicationServer attributes
-cl oneOnl yName Ful | Namre

See Printing an object's attributes for a custom Tcl procedure that provides a shortcut methodof displaying various combinations of attributes for one
or moreobjects.
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6.6.0.2.2.3: Advanced usage of wscp

This section contains the following topics on using wscp andTcl:

6.6.0.2.2.3.1: Using abbreviations in wscp commands

6.6.0.2.2.3.2: Specifying listsin wscp commands

6.6.0.2.2.3.3: Example use of wscp and Tcl

6.6.0.2.2.3.4: Using wscp and operating system commands
6.6.0.2.2.3.5: Obtaining status and error information

6.6.0.2.2.3.6: Use of qualified home names in the administrative server
6.6.0.2.2.3.7: Tracing the administrative server, application servers, and the wscp client
6.6.0.2.2.3.8: Enabling tracing with DrAdmin

6.6.0.2.2.3.9: Manipulating the INDI context of objects

6.6.0.2.2.3.10: Monitoring performance

6.6.0.2.2.3.11: Setting global security defaults

6.6.0.2.2.3.12: Managing security roles

6.6.0.2.2.3.13: Connecting to remote servers

6.6.0.2.2.3.14: Where to find more information about Tcl
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6.6.0.2.2.3.1: Using abbreviations in wscp commands

In interactive mode, the wscp interface allows abbreviations forthe first word of acommand only (that is, for object types). All otheroptions
must be fully specified. If an abbreviation is ambiguous,wscp returns an error that includes alist of all matches.Entering a question mark (?)
at thewscp> prompt lists allsupported commands and object types (including Tcl commands).

In the following example, the word IMS is ambiguous:
wscp> JMS | i st Anbi guous conmand nane "JMS': JMSConnectionFactory, JMsDestination, JMSProvider

To resolve the ambiguity, you must provide as many characters as needed touniquely identify the desired object type--for example, IMSD.
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6.6.0.2.2.3.2: Specifying lists in wscp commands

Some wscp options take Tcl lists as values (notably the -attributeoption of create and modify operations). A Tcl list is an orderedcollection of
elements, where each element can be a string, a number, oranother list. Lists can be delimited by either double quotation marks(" ") or braces ({ } ).
The following example sets the variable x to athree-element list whose first element is the string "account”, whose secondelement is "term", and
whose third element isitself alist containing the twostrings "maturity" and "date".

set x {account term{maturity date}}

In wscp, an attribute list isalist of attribute-value pairs (aTcl list of lists). The following command modifies the Pinglnterval andPingTimeout
attributes of an application server. The argument to the-attribute option is alist containing two elements. Bothelements are themselves lists.

wscp> ApplicationServer nodi fy /Node: dev-pc/ ApplicationServer:nyServer/ -attribute {{Pinglnterval
120} {PingTi meout 240}}

Note that Tcl parsers sometimes require a space between list items.

An attribute list containing only one attribute-value pair must also beenclosed in alist. For example, in the following command, theattribute-value
pair { PingTimeout 240} must be nested within braces:

wscp> Applicati onServer nodify /Node: dev-pc/ ApplicationServer:myServer/ \-attribute {{PingTi neout
240} }

In addition to the modify operation, the show operation has an -attributeoption that expectsaTcl list asits argument. If you specify only oneattribute
to be displayed, you can use either astring or a Tcl list.Tcl interprets both the string and the Tcl list of one element asequivalent--for example, the
arguments JarFile and { JarFile} areequivaent.

Asinwscp, Tcl commands consist of one or more words separatedby spaces. A Tcl word that contains spaces must be enclosed in eitherbraces ({ })
or double quotation marks (" "). The use of braces anddouble quotation marksis similar. Both braces and double quotationmarks can be placed
around aword that contains embedded spaces.However, using braces and double quotation marks differs in tworespects. First, unlike double
quotation marks, braces can nest.Also, no substitutions occur inside braces, as they do inside double quotationmarks. All characters between braces
are passed as an argument to acommand or procedure, without any special processing. Substitutions canoccur later if the argument is evaluated again.

Object names in wscp can contain spaces and therefore must beenclosed in either braces or double quotation marks. If object namesare enclosed in
braces, no evaluation takes place and everything in braces ispassed to the command as an argument. If substitution must take place,for example,
when the object name being passed as an argument contains avariable that must be expanded to form the name, then the object name must beenclosed
in double quotation marks. The following example commandsdemonstrate the use of braces and double quotation marks in each case:

# Braces used because object nane contains spaces# Object nane is passed to the command as an
argunent# and no substitution takes place wscp> Applicati onServer create

{/ Node: dev- pc/ Appl i cati onServer: My Server/} wscp> ApplicationServer

i st{/ Node: dev-pc/ ApplicationServer:Default Server/} {/Node: dev-pc/ ApplicationServer: Appl EJB
Server/} {/ Node: dev-pc/ Applicati onServer: Mdel EJB Server/} {/Node: dev-pc/ApplicationServer: Model
EJB Server2/} {/Node: dev-pc/ ApplicationServer:Bean EJBServer/} {/Node: dev-pc/ Applicati onServer: M
Server/} # Double quotation marks used because substitution nust take place# Assunes the NODE
constant is defined as /Node: dev-pc/ wscp> ApplicationServer create "${NODE}ApplicationServer: Test
Server/" wscp> ApplicationServer |ist{/Node:dev-pc/ApplicationServer:Default Server/}

{/ Node: dev- pc/ Appl i cati onServer: Appl EJB Server/} {/Node: dev-pc/ ApplicationServer: Model EJB Server/}
{/ Node: dev- pc/ Appl i cati onServer: Mbdel EJB Server2/} {/Node: dev-pc/ Applicati onServer: Bean EJBServer/}
{/ Node: dev-pc/ Appl i cationServer: My Server/} {/Node: dev-pc/ ApplicationServer: Test Server/}

Lists are a specia case of quoted strings, and Tcl quoting conventions canbe nonintuitive. Be particularly careful when specifying strings thatcontain
spaces. For example, the Environment attribute of applicationserversisalist of strings of the formname=value. If the value contains spaces,braces
are required. The following command modifies the existing valueof an Environment attribute:

wscp> ApplicationServer nodify /Node: dev-pc/ ApplicationServer: Serverl/ -attribute \{{Environnment
{{ VARl ABLE=wor d1 word2}}}}

The following command creates an application server and specifies twovalues for the Environment attribute. Note that the PATH
environmentvariable does not require braces because it contains no spaces.

wscp> ApplicationServer create /Node: dev-pc/ ApplicationServer: Server2/ -attribute \{{Environnment
{ PATH=/ nyPat h { OTHERVARI ABLE=wor d1 word2}}}}

The following commands display the Environment attributes of both serversin the above example:

wscp> ApplicationServer show / Node: dev-pc/ ApplicationServer: Serverl/ -attribute

Envi ronment { Envi ronment {{VARI ABLE=wor d1 wor d2}}}wscp> Applicati onServer show

/ Node: dev- pc/ Appl i cationServer: Server2/ -attribute Environnment{Environment {PATH=/nyPath
{ OTHERVARI ABLE=wor d1 wor d2}}}

Note that when you modify an attribute, you are replacing the existingvalue with a new value. If you want to add to or replace part of anexisting
value (for example, change a path name), you must use a customprocedure. See Modifying an Environment attribute (modEnv procedure) for an

example procedure named modEnv. The procedurecan be used to modify the Environment attribute of one or more serversin adomain. It modifies
one element of the list and retains the values ofthe other elements.

Other attributes that take alist of strings as their arguments are theCommandL ineArgs and SystemProperties attributes of application serverobjects.
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6.6.0.2.2.3.3: Example use of wscp and Tcl

The wscp interface consists of wscp operations andbuilt-in Tcl commands. Tcl provides a portable method of controllingand extending wscp
administrative operations. Y ou can usenative Tcl commands for creating and executing new commands (thepr oc and eval commands),
conditionalizing andcontrolling the flow of execution (if statements and loops), and handlingerrors and exceptions (the catch command).

The Tcl foreach looping command iterates over al elementsin alist. In the following example, the foreach command is usedto iterate over al
instances of ApplicationServer objectsin adomain andthen stop each server object. The square brackets ([ ]) invoke commandsubstitution--the result
of the ApplicationServer list operation (alistof server names) is used as the list argument to the for eachcommand. In turn, each ApplicationServer
server name is substituted forthe variable $ejbserver.

wscp> foreach ejbserver [ApplicationServer list] \ {puts "stopping $ejbserver...";
ApplicationServer stop $ej bserver}

As part of many server administration tasks, you often need to monitor thevalues of one or more server attributes. To do so, you can create andrun a
procedure that displays the attributes of interest. The followingis an example procedure called showServerStatus, which displays the currentstate for
each application server in adomain. As written, theshowServerStatus procedure displays the Name and CurrentState attributes ofall application
servers. Y ou can modify the procedure to displayadditional or different attributes.

proc showServerStatus {} { puts "\nStatus of servers in the domain:\n" f oreach

ej bserver [ApplicationServer list] { set serverlnfo($ejbserver) [ApplicationServer show
$ej bserver -attribute \ {Nane CurrentState}] puts $serverl nfo($ej bserver)

1}

The following example demonstrates output of the showServerStatusprocedure:

wscp> showServer StatusStatus of servers in the domain:{Nane {Default Server}} {CurrentState
{Initialization Failed}}{Name {Appl EJB Server}} {CurrentState Running}{Nane {Mdel EJB Server}}
{Current State Stopped}{Nanme {Mddel EJIB Server2}} {CurrentState Stopped}{Nane {Bean EJB Server}}
{Current State Runni ng}{Name {My Server}} {CurrentState Stopped}{Nane {Test Server}} {CurrentState
St opped}

The following procedure displays the attributes of a specified objectinstance, formatting them so that the attributes are displayed one per line,without
enclosing braces.

proc display {type nanme} { set attrs [$type show $nane] foreach attr $attrs { puts
Sattr 1}

The following example demonstrates output from the displayprocedure. The procedure is used display the attributes of theDataSource object named
testDataSource:

wscp> di splay DataSource /JDBCDriver: Oracl eJDBC/ Dat aSour ce: t est Dat aSour ce/ Name

t est Dat aSour ceFul | Name / JDBCDri ver: Or acl eJDBC/ Dat aSour ce: t est Dat aSour ce/ Confi gProperties {URL
jdbc:oracl e:thin: @wssol : 1521: or aej s} ConnTi neout 300Dat abaseNarme WASDi sabl eAut oConnect i onCl eanup
Fal sel dl eTi neout 1800JNDI nane test Dat aSour ceMaxPool Si ze 30M nPool Si ze 3Or phanTi nmeout

1800St at emrent CacheSi ze 100
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6.6.0.2.2.3.4: Using wscp and operating system
commands

All UNIX and Windows NT commands can be issued from within awscpsession. In interactive mode, Tcl
executes operating system commandswith an explicit exec command. The exec commandcreates one or more
subprocesses and waits until they complete beforereturning. If you wish to disable this behavior and instead
have Tclsearch your UNIX or Windows NT PATH environment variable for command namesbefore checking
whether they are abbreviations, enter the following command ininteractive mode:

WSCp> unset auto_nhoexec

To check the definition of the variable and to reset it to true, enter thefollowing in interactive mode:
wscp> set auto_noexec wscp> set auto_noexec true

The Tcl info globals command returns the names of all globalvariables currently defined.
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6.6.0.2.2.3.5: Obtaining status and error information

Successful wscp commands return aresult, typically either alist of information or an empty string. When commands are runinteractively, the Tcl
result is displayed by the wscpshell. Failed wscp commands raise a TclException, which,unless there is a catch clause, stops the execution of
theenclosing procedure.

When an exception is caught by wscp, the stack trace is appendedto the Tcl variable errorinfo. Y ou can view the stack trace by issuingeither of the
following commands:
wscp> puts $errorl nfowscp> set errorinfo

The Tcl variable errorCode is set when wscp commands areexecuted. A nonzero value represents an error returned by thecommand.
Note:
Interactive users and writers of Tcl scripts must check this variable todetermine whether a command succeeded or failed.
The errorCode variable is set to an integer (0 indicates success).The static statusToString method of com.ibm.gjs.sm.ejscp.WscpStatus can be usedto
translate an errorCode value. For example, the following Tclprocedure takes an errorCode value and transl atesiit:

# Converts a WscpStatus to its corresponding string translation#proc statusToString {{status -1}} {
gl obal errorCode if {$status == -1 && $errorCode != "NONE"'} {set status $error Code} java::call
comibmejs.smejscp. WscpStatus statusToString $st at us}

Note that this Tcl procedure can be used to convert any error code; ifan error code argument is not provided, the procedure converts the currentvalue
of the global errorCode variable.

The sample Tcl script init.tcl contains the statusToString procedureand other useful procedures for debugging. See 6.6.0.2.2.4.1: Initialization and
general-purpose procedures.
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6.6.0.2.2.3.6: Use of qualified home names in the
administrative server

The following property is used by the administrative server to set up theJava Naming and Directory Interface
(INDI) namespace. It specifieswhether enterprise bean homes are looked up in the initial context or in
aspecified subcontext. If this property is set to true, bean homes arelooked up in the specified subcontext.

comibmejs.smadm nServer. qual i f yHoneNane
Both the administrative server and wscp, by default, have thisproperty set to true. If the administrative server is

running withqualified home names, wscp must also run with qualified homenames. The following property
controls the use of qualified home namesin wscp:

wscp. qual i f yHonmeNane
Note:
This property is not related to the fully qualified names used for objectinstances.

Y ou can disable the use of qualified home names in an administrative serverby setting
thecom.ibm.gjs.sm.adminServer.qualifyHomeNameproperty to false in the admin.config file. Thisfileis
locatedin the directory where Advanced Application Server wasinstaled (typically,on Windows NT
systems,installation_drive\Websphere\Appserver\bin). If this propertyis set to false, the corresponding property
in wscp must also beset to false.
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6.6.0.2.2.3.7: Tracing the administrative server, application servers, and the
wscp client
Use either of the following methods to enable tracing for a wscpclient:

« Set trace properties (on the Java command line or in the .wscprcfile).

« Load thecom.ibm.gjs.sm.gjscp.DrAdminExtensionextension and then set trace properties by using the -setTrace option of theDrAdmin local operation. See
6.6.0.2.2.3.8: Enabling tracing with DrAdmin for details.

The following example lines set trace properties. Thefirst lineenables all tracing for all of the wscp classes; the second line enablestracing for only the
wscp.commands classes.

wscp.traceStri ng=comibmejs.smejscp. *=al | =enabl edwscp. traceStri ng=com i bm ej s. sm ej scp. commands. *=al | =enabl ed
Y ou can also use the DrAdmin extension to enable and set tracing for theadministrative server and for application (enterprise bean) servers.

If you are not using the DrAdmin extension, you must use the console toenable tracing for an application server. Y ou can, however, usewscp to set trace for these
servers by modifying the TraceSpecattribute of the server object.

See Administering the product messages,logs, and traces for additional information on tracing.
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6.6.0.2.2.3.8: Enabling tracing with DrAdmin

In addition to the EjscpExtension class, WebSphere Advanced ApplicationServer includes the wscp DrAdmin operations for tracing. TheDrAdmin
operations can be used to trace an administrative server or anyapplication server in adomain.

« The DrAdmin local operation traces the wscp clientitself.
« The DrAdmin remote operation traces the administrative server or anapplication server (the server can be local, running on the same
machine aswscp, or it can be running on aremote machine).
The syntax for both commandsis as follows:

DrAdmin local [-setTrace trace_spec] [-setR ngBufferSize size] [-dunpRingBuffer file_nane]
[-dunpState file_name]DrAdnin renpte server_port [-serverHost host_nane [-setTrace trace_spec]
[-dunpRi ngBuf fer file_nane] [-dunpState file_name[-setRingBufferSize string] [-stopServer]

[ - stopNode] [-dunpThreads]

The arguments and options are as follows:

« server port. A port number is displayed as an Auditmessage in the Console Messages window when each server starts and when
theadministrative server starts. These audit messages are written to thefile named tracefile in the logs subdirectory of the WebSphere
homeinstallation directory.

« -serverHost. Specifies the name of the machine where theadministrative server or application server is running.
« -setTrace. Specifies atrace specification.
« -setRingBufferSize. Specifies the size of the ring buffer inkilobytes. The default is 8 KB.

« -dumpRingBuffer. Specifies afile name where the ring buffer is tobe written. By default, the ring buffer is written to the currentworking
directory. If the administrative server is started as a WindowsNT service, the ring buffer is written to the system default
directoryC:\WINNT\system32.

« -dumpState. Specifies a file name where state information for theserver is to be written.

« -stopServer. Stops the server being traced.

« -stopNode. Stops the node.

« -dumpThreads. Specifies afile name where thread history and errorinformation isto be written.
In the following example, the DrAdmin extension is used to trace theadministrative server running on port 1078. By default, the trace ringbuffer is
written to the system default directory. The second examplespecifies a file name where the trace is to be written. (For Windows NTpathnames, you

can use forward dlashes (/). If backslashes are used,they must be prefaced with the backslash (\) character so that the backslashesare treated as
ordinary characters.) The third example sets a tracespecification that enables tracing for all container classes.

wscp> DrAdmin renote 1078Server trace ring buffer dunmped into file JnonDunp52701921622wscp> Dr Admi n
renmote 1078 -dunmpRi ngBuffer e:\\wscp\\dradm n.dunpServer trace ring buffer dunped into file
e:\wscp\dradm n. dunpwscp> DrAdmin renpte 1078 -set Trace comibm ej s. contai ner.*=al | =enabl edSer ver
trace set to comibmejs.container.*=all=enabl edServer trace ring buffer dunped into file

e:\wscp\ dradni n. dunmp
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6.6.0.2.2.3.9: Manipulating the JNDI context of objects

The wscp Context operations allow you to manipulate the JavaNaming and Directory Interface (JNDI) context
of objects that use INDI namebindings, such as J2CConnectionFactory, DataSource, URL and
Mail Sessionobjects.

The following example creates an initial INDI context:
wscp> Context init

The following command binds a Mail Session object to the INDI naming contextej sadmin:
wscp> Context bind /Mil Session: UserMail/ ejsadm n

The following command unbinds a DataSource object from itsINDI namingcontext:
wscp> Cont ext unbind /JDBCDri ver: DB2dr v/ Dat aSour ce: appDat a/

For more information on JNDI, see INDI (Java Naming andDirectory Interface) overview.
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6.6.0.2.2.3.10: Monitoring performance

Use the wscp Pmi Service operations to monitor application serverperformance. The PmiService operations can be used to enable or disabletracing,
check the values of performance counters, and monitor otherperformance measures. The full range of WebSphere performancemonitoring functions
is available through Resource Analyzer.

The following command example turns on tracing for the specifiedapplication server:

wscp> Pm Servi ce enabl eData / Node: Appservl/ ApplicationServer:sanpl eServ/ -dd {JVMRunti neModul e}

The following command example turns off tracing for the specifiedapplication server:
wscp> Pni Servi ce di sabl eData / Node: Appservl/ Appl i cationServer: sanpl eServ/ -dd {JVMRunti neMdul e}

The following command exampl e displays configuration information for thespecified server:

wscp> Pni Service get Configs /Node: Appservl/ Applicati onServer:sanpl eServ/ [output too long to
di spl ay]

The following command example lists the modules for which performancestatistics are collected:

wscp > Pmi Service |istMnbers /Node: Appservl/ ApplicationServer: sanpl eServ/jvnRunti meMdul e

t hr eadPool Mbdul e transacti onModul e

The following command example displays performance information for thespecified server:

wscp> Pmi Service get /Node: Appservl/ ApplicationServer:sanpl eServ/ [output too |ong to display]

The following command example displays performance information for thespecified module:

wscp> Pmi Service gets /Node: Appservl/ ApplicationServer: sanpl eServ/ -dd jvnRunti meModul e{Descri ption
j vimRunt i mreModul e. desc} {Descri ptor {NanejvnRunti meModul e} {Type 13}

{ Ful | Naner oot / wssol 2/ Appl i cati onServer: Broker AppSrv/j vnRunt i neModul e} {NodeNamewssol 2} {Server Nane
Appl i cationServer: Broker AppSrv} {Mdul eNanej vimRunt i meMbdul e} {MaxPat hLength 3} {DataDescri ptor
{Namej vnRunt i neModul e} {Type 13} {Modul eName jvnRuntineMdul e} {Datald -1}{Path jvnRunti neModul e}}
{Path wssol 2 ApplicationServer: Broker AppSrvj vimRunt i meModul e}}

The following command example displays the performance level descriptorsfor the specified application server:

wscp> Pni Service getlLevel /Node: Appservl/ ApplicationServer: sanpl eServ/{pmn / beanMdul e 0}
{pm /t hreadPool Modul e 0} {pm /connecti onPool Mbdul e0} {pmni/jvnRunti neModul e 0} {pni/transacti onModul e
0} {pm / webAppMbdul e 0} {pm /servl et Sessi onsMdul e 0} {pm/jvnpi Mbdul e 0}

For more information on performance monitoring, see TheWebSphere Resource Analyzer.
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6.6.0.2.2.3.11: Setting global security defaults

The wscp SecurityConfig operations can be used to do thefollowing:
« Enable and disable WebSphere security on aglobal basis.
« Specify the default authentication mechanism.
« Configure secure sockets layer (SSL) communication.

They cannot be used to configure security for individual applications orcomponents.

Modifying security properties

Before enabling security, you must make the following modifications to theproduct_installation_root/properties/sas.client.propsfile:
com i bm CORBA. | ogi nSour ce=properti escom i bm CORBA. | ogi nUser | d=user | Dcom i bm CORBA. | ogi nPasswor d=passwor d

where userID isavalid userI D and password is thecorresponding password.

The sas.client.props file specifies login information forboth the administrative console and wscp. However, you canset up wscp to use a different login
mechanism than theadministrative console --for instance, you can set up wscp fora programmatic login and the console for an interactive login. Do
thefollowing:

1. Copy the sas.client.props file to another directory.
2. Change the security properties for wscp that were describedearlier in this article.

3. Inthefile setupCmdLine.bat (Windows) or setupCmdLine.sh(Unix), set the value of the WSCPCLIENTSAS variable to the location of thecopied
file. For example:

WSCPCLI ENTSAS=new_di rect ory/ sas. cl i ent. props
where new_directory isthe directory where the modified copyof the sas.client.props file resides.

See 6.6.0.2.2.2.3: Authenticating to the administrative server for more information about enabling security.

Security configuration examples

The following example command checks whether security is enabled:
wscp> SecurityConfig isSecurityEnabl ed

Return values are:
o 1 (true)--Security is enabled.
« 0O (false)--Security is disabled.

The following example command enables security for all applications:
wscp> SecurityConfig enabl eSecurity

The following example command disables security for all applications:
wscp> SecurityConfig disableSecurity

The following example command returns the current authentication mechanismfor security:
wscp> SecurityConfig getAut henticati onMechani sm

Possible return values are:

« LOCALOS -- The underlying operating system's authenticationmechanism. The local operating system supports basic authenticationsuch as
checking auser ID and password.

« LTPA -- Lightweight Third Party Authentication (L TPA). L TPAauthenticates users with a Lightweight Directory Access Protocol (LDAP)directory
service and supports certificate-based authentication.

Note:

LTPA cannot be directly configured from the wscp command linebecause the configuration settings are too complex. However, you canuse the
wscp XML Config operation to import LTPA configurations thathave been stored in XML files. See 6.6.0.2.2.4.6: Importing and exporting a
configuration by using XML Config for instructions on how to use this command.

The following example command returns the user ID that can be used in localoperating system (LOCALOS) authentication:
wscp> SecurityConfig getUserid{tyn}

The following example command sets the authentication method to that of thelocal operating system and authenticates to the user tym:
wscp> SecurityConfig setAuthenticationMechanism LOCALCS -userid {{tyn} {tynmpwd}}

The system uses the operating system'’s existing securityrepository. The administrative server must be restarted for the changeto take effect.

The following example command displays information about how SSL isconfigured in WebSphere Application Server:
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wscp> SecurityConfig get SSLConfi g{{TrustFil eNanme

${WAS _HOVE}/etc/ ServerTrustFile.jks}{TrustFil ePassword WebAS}

{KeyFi | eName${ WAS_HOME} / et c/ Server KeyFi |l e. j ks} {KeyFil ePassword WebAS}{ KeyFi | eFor mat 0}
{TrustFileFormat 0} {dientAuthentication false}{Used obal Defaults true} {SecuritylLevel 0}
{ Crypt oHar dwar eEnabl edf al se} {CryptoTokenType {}} {CryptoLibraryFile {}} {CryptoPassword
{}}{SSLProperties {}}}

The following example command sets various SSL configurationparameters:

wscp> SecurityConfig setSSLConfig {{CientAuthentication true}
{KeyFi | eName${ WAS_HOME} / et c/ NewKey. j ks} {KeyFi |l ePassword serverAS}}
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6.6.0.2.2.3.12: Managing security roles

The wscp SecurityRoleAssignment operations allow you to managesecurity roles for J2EE applications.

Role-based security enables declarative, customized authentication forapplications. When a J2EE application is assembled, permission toexecute
methods is granted to one or more roles, which represent abstractgroups of users. When the application is deployed, actual users orgroups of users are
assigned to these roles. When the application isrun, WebSphere Application Server authorizes client requests based on theuser's identification
information and what roles the user is assignedto. For a more detailed description of how role-based authentication isimplemented, see article 5.1.3.

Thewscp SecurityRoleAssignment operations can be used toperform the following tasks:
« List therolesthat are defined for an enterprise application.
« List the users and groups that are assigned to each role.
« Add usersand groupsto arole.
« Deélete usersand groupsfrom arole.
« Specify the identity under which enterprise bean methods areexecuted.

In addition to individual users and groups, the special groups all usersand all authenticated users can be assigned to security roles.

Note that the SecurityRoleAssignment operations only work with existingsecurity roles; they cannot be used to define new roles. However,you can
define and assign security roles when you install an enterpriseapplication with the wscp EnterpriseApp install command or installa module with the
wscp Module install command. See 6.6.0.2.2.4.8: Creating an enterprise application for more information.

Thewscp SecurityRoleAssignment examplesin this section makeuse of the user-to-role mapping in the following table.

Banking enterprise application | Roles
Teller Clerk Super visor [WebTeller

|TellerGroup Yes Yes

|Bob [Yes Yes Yes
Usersand |Mary | | Yes
groups ClerkGroup Yes

Supervisor Yes

|SupervisorGroup | Yes

The following example command lists the roles defined for the Bankingenterprise application:
wscp> SecurityRol eAssignment |istRoles /EnterpriseApp: Banking/ Tell er C erk Supervisor WbTell er

The following example command lists the roles defined for the Bankingapplication and the users assigned to each role:

wscp> SecurityRol eAssi gnment get User Rol eMappi ng / Ent er pri seApp: Banking/ {Teller {Bob}} {derk {}}
{Supervi sor {Supervisor}} {WebTeller {Bob}}

The following example command lists the users assigned to the Teller rolefor the Banking application:

wscp> SecurityRol eAssi gnnment get User Rol eMappi ng / Enterpri seApp: Banking/ -roles {Teller}{Teller
{Bob}}

The following example command lists the roles to which the user Bob isassigned:

wscp> SecurityRol eAssi gnment get User Rol eMappi ng / Ent er pri seApp: Banki ng/ -users {Bob} {Teller {Bob}}
{WebTel | er {Bob}}

The following example command lists the roles defined for the Bankingapplication and the groups assigned to each role:

wscp> SecurityRol eAssi gnnent get GroupRol eMappi ng / Ent er pri seApp: Banki ng/ {Teller {TellerGoup}}
{Cerk {AerkGoup}} {Supervisor {}} {WebTeller {TellerGoup}}

The following example command lists the groups assigned to the WebTellerrole for the Banking application:

wscp> SecurityRol eAssi gnment get G oupRol eMappi ng / Ent erpri seApp: Banki ng/ -roles

{WebTel | er}{WebTel | er {Tell er Group}}

The following example command lists the specia role mappings for theBanking application (that is, whether the role has been assigned to all usersor
all authenticated users):

wscp> SecurityRol eAssi gnnent get Speci al Rol eMappi ng / Ent er pri seApp: Banki ng/

Return values are:
« Everyone--All users
« All Aut henti cat edUser s--All authenticated users

The following example command adds the user Mary to the Teller andWebTeller roles:
wscgs>4 Securi t yRol eAssi gnment addUser Rol eMappi ng / Ent er pri seApp: Banki ng/ -userroles {{Teller Mary}
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{WebTel | er Mary}}

Use the -userroles option to specify which users are added to whichroles. Enter either arole-user pair (such as{Teller Mary}) or alistof role-user
pairs (such as{{ Teller Mary} {WebTeller Mary}}).

The following example command adds the group ClerkGroup to the WebTellerrole:

wscp> SecurityRol eAssi gnment addG oupRol eMappi ng / Ent er pri seApp: Banki ng/ -grouproles {WbTeller

d er kG oup}

Use the -grouproles option to specify which groups are added to whichsecurity roles. Enter either arole-group pair (such as {WebTellerClerkGroup} )
or alist of role-group pairs (such as {{ WebTeller ClerkGroup} { WebTeller SupervisorGroup} }).

The following example command adds the specia group AllAuthenticatedUsersto the Clerk role:

wscp> SecurityRol eAssi gnment addSpeci al Rol eMappi ng / Ent er pri seApp: Banki ng/ -specialroles {{d erk

Al | Aut henti cat edUsers} {Teller Everyone}}

Use the -specialroles option to specify which specia groups are assignedto which security roles. Enter either arole-special group pair(such as {Clerk
AllAuthenticatedUsers}) or alist of role-special group pairs(such as{{Clerk AllAuthenticatedUsers} { Teller Everyone}}).

The following example command del etes the user Bob from the Teller andWebTéller roles:

wscp> SecurityRol eAssi gnment del et eUser Rol eMappi ng / Ent er pri seApp: Banki ng/ -userrol es {{Tell er Bob}
{WebTel | er Bob}}

Use the -userroles option to specify which users are deleted from whichroles. Enter either arole-user pair (such as{ Teller Bob}) or alistof role-user
pairs (such as{{ Teller Bob} { WebTeller Bob}}).

The following example command del etes the group ClerkGroup from theWebTeller role:

wscp> SecurityRol eAssi gnment del et eG oupRol eMappi ng / Ent er pri seApp: Banki ng/ - grouprol es {WebTel | er

G er kG oup}

Use the -grouproles option to specify which groups are deleted from whichsecurity roles. Enter either arole-group pair (such as
{WebTellerClerkGroup}) or alist of role-group pairs (such as {{ WebTeller ClerkGroup} { WebTeller SupervisorGroup} }).

The following example command deletes the specia groups AllUsers andAllAuthenticatedUsers from the Clerk role:

wscp> SecurityRol eAssi gnment del et eSpeci al Rol eMappi ng / Ent er pri seApp: Banki ng/ -specialroles {{C erk
Al'l Aut henti cat edUsers} {Cl erk Everyone}}

Use the -specialroles option to specify which specia groups are deletedfrom which security roles. Enter either arole-special group pair(such as
{Clerk AllAuthenticatedUsers}) or alist of role-specia group pairs(such as {{Clerk AllAuthenticatedUsers} {Clerk Everyone}}).

The following example command lists the execution identities and roles thatenterprise bean methods run under in the Banking application:
wscp> SecurityRol eAssi gnment get RunAsToUser /EnterpriseApp: Banki ng/ { Supervi sor {Supervi sor Bob}}
The following example command assigns the execution identity Mary forenterprise bean methods that run under the Supervisor role. A
passwordmust also be specified; in this case, the password is marypwd.

wscp> SecurityRol eAssi gnment set RunAsToUser /EnterpriseApp: Banki ng/ -runasrol es {Supervisor Mry
mar ypwd}
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6.6.0.2.2.3.13: Connecting to remote servers

The wscp Remote operations enable wscp to administerremote servers as follows:
« Connect to remote servers by using the Remote attach command.
« Disconnect from remote servers by usng the Remote detach command.
« Start aserver listener process by using the Remote listen command.

The following example command shows how to create a connection to aremoteserver:
wscp> Renote attach greenland.i bm com 1000: 123898

where greenland.ibm.com is the server name, 1000 is the portnumber, and 123898 is the key number.

The following example command closes all remote connections:
wscp> Renpt e detach

The following example commands opens up a server listener process for thespecified server, port number, and key:
wscp> Renmote |isten greenland.ibm com 1000: 123898Server |istening at greenland.i bm com 1000: 123898
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6.6.0.2.2.3.14: Where to find more information about Tcl

The following are some useful Tcl commands for writing wscpscripts. For additional information on Tcl, refer to Tcl and theTK Toolkit by John K.
Ousterhout (Addison Wesley), or to the Tcldeveloper Web site at http://www.scriptics.com.

« set. Creates, reads, and modifies variables.
set serv "/ Node: dev-pc/ ApplicationServer: nyAppServer/"

« eval. Accepts any number of arguments, concatenates themwith separator spaces, then executes the result asa Tcl script. Oneuse of eval isfor
generating commands, saving them in variables,and then later evaluating the variables as Tcl scripts.

set cnd {ApplicationServer stop /Node: M/Node/ Appl i cati onServer: MyServer/}. . .eval $cnd

« exec. Creates one or more new processes and waits untilthey are complete before returning. Looks for an executable file in theworking directory
or uses the PATH environment variable.

exec date
« global. Makes global variables available inside aprocedure.

gl obal errorCode
« lappend. Appends new elementsto alist stored in avariable.

set vars {valuel val ue2 val ue3}val uel val ue2 val ue3l append vars val ue4val uel val ue2 val ue3 val ue4
« lindex. Extracts an element from alist.

lindex $vars 2val ue3

« Ireplace. Deletes elements from alist and optionallyadds new elements. The first argument is alist, and the second andthird arguments are the
indices of thefirst and last elements to bedel eted.

I replace $vars 1 2val uel val ue4

« Isearch. Searchesalist for an element with aparticular pattern and returns the index of the first matching element that isfound.
| search $vars val ue43

« proc. Creates anamed procedure and assigns a list ofarguments to be used with that procedure.
proc checkStatus {expectedStatus}proc getAttrs {nanme array args}
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6.6.0.2.2.4: Example wscp commands, procedures,
and scripts

This section contains example wscp commands, Tcl procedures, andTcl scripts. Y ou can use these examples as
provided, or customize themto devel op procedures and scripts suited to your application. Many ofthe
procedures and scripts are available as stand-alone filesin 6.6.0.2.2.5: Sample Tcl procedures and scripts.

Note that not all wscp commands are represented in theseexamples. The examples are intended to demonstrate
only the morefrequently used commands (such as commands for creating and installingapplication servers or
displaying the attributes of an object). Theexamples include several custom procedures and other files that offer
guidancein developing your own scripts and procedures.

Consult the wscp command-line help for a complete list ofoperations for each object type.

The following list contains a description of the administrative task thateach example performs; states whether
the example is a stand-alonewscp command, a Tcl procedure, or a Tcl script; and includesthe name of the Tcl
procedure or script.

Note:

Many of the example scripts and procedures require that the fileinit.tcl be loaded prior to running. This
fileinitializesseveral variables used el sewhere and contains useful Tcl procedures foraccessing
attributes, obtaining error status information, and othertasks. See 6.6.0.2.2.4.1: Initialization and

general-purpose procedures for a description of the contents of thisfile.
e 6.6.0.2.2.4.1: Initialization and general-purpose procedures
e 6.6.0.2.2.4.2: Configuring objects
o Creating objects. Stand-alone wscp commands. See Creating an object.

o Viewing the default values of attributes. Stand-alonewscp commands. See Working with the
default values of attributes.

o Modifying objects. Stand-alone wscp commands. SeeM odifying an object.

o Modifying the Environment attribute. A custom procedure, modEnv,for modifying or replacing
valuesin the Environment attribute. Theprocedure can be customized for modifying the values of
other attributes thatalso require a Tcl list of strings. See Modifying an Environment attribute

(modEnv procedure). This procedure is availablein 6.6.0.2.2.5: Sample Tcl procedures and
scripts.

« Starting live repository objects. Stand-alone wscpcommands for starting and stopping application
servers and other liveobjects. See 6.6.0.2.2.4.3: Starting and stopping live repository objects.

e 6.6.0.2.2.4.4: Displaying information about objects

o Listing instances of an object type, including listing the objectsrecursively. Stand-alone wscp
commands. See Listing objects.

o Querying an object (displaying the values of an instance'sattributes). Stand-alone wscp
commands and a customprocedure named display. See Querying (displaying) attributes. This
procedure is available in 6.6.0.2.2.5: Sample Tcl procedures and scripts.

o Printing the attributes of an object type. Custom procedure,printAttributes, for printing the
attributes of all or select objects.See Printing an object's attributes. This procedure is available in

6.6.0.2.2.5: Sample Tcl procedures and scripts.

o Viewing the containment hierarchy for all object types or for selectedobject types. Custom

procedure, printContainment, for displaying thecontainment hierarchy for all or selected objects.
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See Viewing the containment hierarchy. This procedure is available in 6.6.0.2.2.5: Sample Tcl
procedures and scripts.
o Displaying selected attributes of an application server. Customprocedure, showServerStatus, that

displays the name and current state of allserversin adomain. Can be customized to display
otherattributes. See Displaying select attributes. This procedureis availablein 6.6.0.2.2.5:

Sample Tcl procedures and scripts.

Removing objects recursively. Stand-alone wscpcommands. The commands are useful in testing
situations where objectsmust be routinely created and destroyed. See 6.6.0.2.2.4.5: Removing objects

and applications.

Invoking the XML Configuration Management Tool (XML Config) from withinwscp. Stand-alone wscp
command. See 6.6.0.2.2.4.6: Importing and exporting a configuration by using XML Config.

Creating a JDBCDriver and DataSource object. Stand-alonewscp commands. See 6.6.0.2.2.4.7: Creating
and installing drivers and data sources.

Creating an enterprise application. Tcl scripts and stand-alonewscp commands that demonstrate
installing and starting anenterprise application and installing Enterprise JavaBeans (EJB) and
WebArchive (WAR) modules. See 6.6.0.2.2.4.8: Creating an enterprise application. These scripts are

availablein 6.6.0.2.2.5: Sample Tcl procedures and scripts.

Configuring server groups and clones. Sample wscpcommands that exercise most operations associated
with server groups andclones. The commands can be used alone or in combination. See 6.6.0.2.2.4.10:
Configuring server groups and clones.

Administering connections to enterprise information system (EIS) backendsystems. Stand-alone wscp

commands for installing andcreating instances of J2C resource adapters and J2C connectionfactories.
See 6.6.0.2.2.4.11: Administering EIS connections.

Configuring Java Message Service (JMS) clients. Stand-alonewscp commands for creating IMS
providers, IM S connection factoriesand JM S destinations. See 6.6.0.2.2.4.12: Administering the Java

Message Service (IMYS).

Administering JavaMail sessions. Stand-alone wscpcommands for creating and destroying JavaMail
sessions. See 6.6.0.2.2.4.13: Administering JavaMail sessions.

Administering URLs and URL providers. Stand-alone wscpcommands for installing and creating
instances of URLs and URL providers. See 6.6.0.2.2.4.14: Administering URL providers and URLS.
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6.6.0.2.2.4.1: Initialization and general-purpose
procedures

The init.tcl script initializes variables used el sewhere in theexamples. Note that init.tcl was used for a specific
test suite,but it contains several procedures that can be generally useful. If youare writing scripts that must
accept some common command-line arguments, youcan use or add to the predefined variables as needed. The
contents ofinit.tcl are asfollows:

getAttrs and setAttrs. Procedures that get and set an array ofattributes for a specified object.

getProperty. Procedure that retrieves a specified system property,such as the operating system name and
operating system-specific fileseparator.

which. Procedure that provides the Tcl equivalent of thecorresponding UNIX command. Retrieves the
path to the specifiedargument (must be an executable) on javalibrary.path.

parseArguments. Sets global variables for the host name, hostinternet address, and node. Also sets the
VERBOSE globalvariable. If VERBOSE is set to 1, the wscp command beingexecuted is echoed to the
screen.

initConstants. Sets up lists or arrays of lists for wscpcommands, operations, actions, and status val ues.
Also sets thelocation of home directories for WebSphere Application Server, DB2, the IBM Debugger;
the port number of the administrative server; and othermiscellaneous information.

statusToString. Trandates a specified wscp status toits corresponding string equivalent, or if called with
no arguments,translates the current value of $errorCode.

checkStatus. Tests whether the expected status matches thespecified status, or asin the previousitem,
the current value of $errorCodeif no status argument is provided.

Theinit.tcl script uses the global variable VERBOSE to echo thewscp commands as they are being executed.
To set thisvariable to true, specify 1 as the value of the -verbose option when runningwscp.bat.

C.\> wscp -verbose 1

The init.tcl script isavailable in 6.6.0.2.2.5: Sample Tcl procedures and scripts.
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6.6.0.2.2.4.2: Configuring objects

The following examples demonstrate how to create and modify objects usingthe wscp interface:
« Creating an object
« Working with the default values of attributes
« Modifying an object
« Modifying an Environment attribute (modEnv procedure)

Creating an object

The wscp create operation creates an object instance. Thesyntax is as follows:
obj ect _type create object_name -attribute attr_|ist

The arguments are as follows:
« object_type. Specifies the object type of theinstance.
« object_name. Specifies the object instance to becreated.
« -attribute attr_list. SpecifiesaTcl list ofattribute-value pairs to set.
The following interactive wscp command creates an applicationserver. The object_type argument (ApplicationServer) specifiesthat an application

server object isto be operated on. Theoperation argument (create) specifies that an object is to becreated. The object_name
argument(/Node:dev-pc/ApplicationServer:myServer/) is the name of theserver object to be created.

wscp> Applicati onServer create /Node: dev-pc/ Applicati onServer: nyServer/

The following wscp command creates a DataSource object nameddsl.
wscp> Dat aSource create /JDBCDri ver: Db2Jdbc/ Dat aSour ce: ds1/

Y ou must specify the name of the desired JDBC provider when creating a datasource -- in this case, the driver /JIDBCDriver:Db2Jdbc/

Working with the default values of attributes

An object type's attributes can have default values. When youcreate an object instance, the instance inherits any default values (unlessyou explicit set
them in the create operation). For example, theSecurityEnabled attribute of an ApplicationServer object has a default valueof False. Some attributes
have a default value of null or the emptylist--for example, the value of the Environment attribute of ApplicationServer objects defaults to the empty
list.

The defaults operation is used to view the default values forattributes. (All object types support the defaults operation with theexception of the
ServerGroup object type.) The syntax is asfollows:

<obj ect _type> defaults [-all] [-attribute <attribute |ist>]

If you do not specify any options, the defaults operation displays thedefault values for attributes of the specified object type. Thefollowing example
displays the default values for attributes of the DataSourceobject type. Note that, while other attributes exist for this objecttype, the defaults operation
displays only those attributes that have defaultvalues.

wscp> Dat aSource defaul ts{Description {}} {ConfigProperties {}} {ConnTi neout 180}{Defaul t Password
{}} {DefaultUser {}} {D sabl eAut oConnectionC eanupFal se} {1dleTi neout 1800} {JNDI Narme {}}
{ MaxPool Si ze 10} {M nPool Si zel} {O phanTi neout 1800} {Statenent CacheSi ze 100}

The -all option displays al attributes (those that have default values aswell as those that are not set). The following example displays alattributes of
the DataSource object type. Even though unset attributesdo not have aninitial setting, they are displayed as having the string valueAttributeNotSet.

wscp> DataSource defaults -all{Nane AttributeNotSet} {Full Nane AttributeNotSet} {Description
{}}{ConfigProperties {}} {ConnTi neout 180} {DatabaseNane Attri but eNot Set}{Defaul t Password {}}
{Defaul tUser {}} {D sabl eAut oConnecti onCl eanupFal se} {Idl eTi neout 1800} {JNDI Nane {}} {MaxPool Si ze
10} {M nPool Si zel} {O phanTi neout 1800} {StatenentCacheSize 100}

The -attribute option is used to display the default value for one or morespecified attributes. Its argument must bea Tcl list. If thespecified attribute
has a default value, the value is displayed. Thefollowing example displays the default values of the MinPool Size andM axPool Size attributes of
DataSource objects:

wscp> Dat aSource defaults -attribute {MaxPool Si ze M nPool Si ze} { MaxPool Si ze 10} {M nPool Si ze 1}

Modifying an object

The wscp modify operation sets the value of one or moreattributes. If avalue already exists for an attribute, that value isreplaced. The syntax is as
follows:
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obj ect _type nodify object_nane -attribute attr_list

The arguments are as follows:
« object_type. Specifiesthe object type of theinstance.
« object_name. Specifies the object instance whoseattributes are to be modified.
« -attribute attr_list. SpecifiesaTcl list ofattribute-value pairs to set.

The following example shows how to modify the value of the Pinglnterval attribute of an application server:

wscp> ApplicationServer show / Node: dev-pc/ ApplicationServer:nyServer/ \-attribute Pinglnterval
{Pi ngl nterval 60}

wscp> ApplicationServer nodify /Node: dev-pc/ ApplicationServer:nyServer/ \-attribute {{Pinglnterval
120} }

wscp> Applicati onServer show / Node: dev-pc/ ApplicationServer:myServer/ \-attribute
Pi ngl nt erval { Pi ngl nterval 120}

Modifying an Environment attribute (modEnv procedure)

The following Tcl procedure, modEnv, can be used to modify the Environmentattribute of one or more application serversin adomain. The value
ofthe Environment attribute is alist of strings of the formname=value. This procedure modifies a specifiedelement of the list (or adds the element if it
is not present) and retains thevalues of the other elements. The procedure takes threearguments: a server name, an environment variable name, and
the value towhich the variable is to be set.

The procedure does the following:
1. SetsaTcl variable named oldEnv to the existing value of the Environmentattribute.

2. Searches the variable names in oldEnv for the variable name supplied as anargument to the command. If the supplied variable nameis not
inoldEnv, the procedure appends the supplied variable and value to oldEnv in theform name=value, and sets the variable newEnv to the value
of oldEnv.If the supplied variable name isin oldEnv, the procedure replaces thevariabl€'s value with the supplied value and sets newEnv to
the value ofoldEnv.

3. Modifies the server's Environment attribute so that it is equal tothe value of newEnv.

## nodEnv - procedure for nodifying the Environnent attribute of one or# nore application servers in
a domain. The specified environment variable# is nodified (or added if it is not present), and the
val ues of other # variables are retained.## Argunents: ## server - the fully qualified name of the
application server whose# Environnent attribute is to be nodified. ## variable - the nane of the
environnment variable to nodify.## value - the new val ue of the environnent variable.## To nodify the
Envi ronment attribute of nmultiple servers, use# the Tcl foreach command, for exanpl e# wscp> foreach
server [ApplicationServer list] {npdEnv $server TEST_VARI ABLE 3.5} ## The file init.tcl nust be

| oaded prior to using this procedure. proc nodEnv {server variable value} { set ol dEnv {}
getAttrs $server attr Environnent if {[info exists attr(Environment)]} {set ol dEnv
$attr(Environnent)} # append to environment if not found; replace if it is found set i

[I search -regexp $ol dEnv ~$vari abl e=] if {$i == -1} { set newknv [l append ol dEnv

"$vari abl e=$val ue"] } else { set newenv [lreplace $ol dEnv $i $i "S$vari abl e=$val ue"] } set
attr(Environnent) $newEnv setAttrs $server attr}nodEnv

The following example shows the use of the modEnv procedure to modify thevalue of the PATH variable in two application serversin adomain (or
to addthe PATH variableif it does not exist). The existing value of theEnvironment attribute of each server isasfollows:

wscp> ApplicationServer show $servl -attribute {Environment}{Environnent PATH=/ nmyPat h}wscp>
ApplicationServer show $serv2 -attribute {Environnent}{Environment {{OTHERVARI ABLE=wordl word2}}}
The following calls to the modEnv procedure modify each Environmentattribute. The resulting change is shown for the two exampleservers:

wscp> nodEnv $servl PATH /revi sedPat hwscp> Applicati onServer show $servl -attribute

{Envi ronnment } { Envi ronment PATH=/r evi sedPat h} wscp> nodEnv $serv2 PATH /revi sedPat hwscp>
ApplicationServer show $serv2 -attribute {Environnent}{Environment {{OTHERVARI ABLE=wordl wor d2}
PATH=/ r evi sedPat h} }

The modEnv procedure can be used to change the Environment attribute of multiple servers of the same type. In the following example, the
Tclforeach command is used to call the modEnv procedure on eachA pplicationServer instance in adomain. Thevalue TEST_VARIABLE=1
isadded (or appended) to the attribute as needed.

wscp> foreach server [ApplicationServer list] {mdEnv $server TEST_VARI ABLE 1}
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6.6.0.2.2.4.3: Starting and stopping live repository
objects

The wscp interface can be used to start and stop any liverepository object. Live repository objectsinclude the
following:

« Nodes

« Application servers

« Generic servers

« Enterprise applications
« Modules

« Server groups

The syntax for the start operation and stop operation is as follows:
obj ect _type start object_nanme object _type stop object_nane

The following example starts the application server named myServer:
wscp> ApplicationServer start /Node: dev-pc/ ApplicationServer: nyServer/
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6.6.0.2.2.4.4: Displaying information about objects

The following examples include wscp operations and custom Tclprocedures for displaying information about objects:
« Listing objects
« Querying (displaying) attributes
« Printing an object's attributes
« Viewing the containment hierarchy
« Displaying select attributes

Listing objects

The wscp list operation lists all instances of an object typeor, optionally, only those instances that meet the specified criteria. The syntax is as follows:
object_type list [-constraint attr_list] [-recursive]

The arguments are as follows:
« -constraint attr_list. Specifiesa Tcl list of attributesto use as a constraint. Only objects with the specified attribute-valuepairs are listed.
« -recursive. Listsall instances of any object type that belongs tothe containment hierarchy of the specified type.

The following example command lists all instances of the ApplicationServerobject type in the domain:

wscp> ApplicationServer |ist{/Node:dev-pc/ApplicationServer:Default Server/}
{/ Node: dev- pc/ Appl i cati onServer: Acct Server 1/} {/ Node: dev-pc/ Appli cationServer: AppServer G oupl/}
{/ Node: dev- pc/ Appl i cati onSer ver: AppServer G oup2/} {/Node: dev-pc/ ApplicationServer: Cust Server1/}

The -recursive option lists al instances of any object type that belongsto the containment hierarchy of the specified type. TFor instance, fora JDBCDriver
object type, the -recursive option lists all instances of DataSource.

wscp> JDBCDriver list -recursive/JDBCDriver: OracleDrv/ /JDBCDriver: Oracl eDrv/ Dat aSour ce: O acl eDB/
/ JDBCDr i ver: Or acl eDr v/ Dat aSour ce: AppDb1/ /JDBCDri ver: DB2Drv/ /JDBCDri ver: DB2Dr v/ Dat aSour ce: WAS/
/ JDBCDr i ver : DB2Dr v/ Dat aSour ce: AppDb2/ /JDBCDr i ver : DB2Dr v/ Dat aSour ce: Sanpl eDB/

The following example lists only those application servers whosePinglnterval attribute has 60 asits value:

wscp> ApplicationServer |ist -constraint {{Pinglnterval
60} } {/ Node: dev- pc/ Appl i cati onServer: Acct Server 1/} {/Node: dev-pc/ ApplicationServer: Cust Server1/}
{/ Node: dev- pc/ Appl i cati onSer ver: AppServer 2/}

Querying (displaying) attributes

The wscp show operation displays the values of all attributes ora specified subset of attributes for an object instance. The syntax isas follows:
obj ect _type show object_nanme [-all] [-attribute attr_list]

The arguments are as follows:
« object_type. Specifiesthe object type of theinstance.
« oObject_name. Specifies the object instance whoseattributes are to be displayed.

- -al. Displaysthe values of all attributes (those that are set aswell as those that are not set). See Working with the default values of attributes for
details on attributes.

o -attribute attr_list. SpecifiesaTcl list of attributesto display.

The following show operation displays all attributes of a node namedws2. (The variable $nodeiis set to the fully qualified name of thenode.)

wscp> Node show $node -al |l {Nane ws2} {Full Nanme /Node:ws2/} {CurrentState Running}{DesiredState
Runni ng} {StartTi me 988812380570} {Host Namewssol 2.transarc.ibm cont {Host Systenilype sparc}
{Processld 10266}{I nstal | Root /opt/WebSphere/ AppServer} {PathMap

{WBCPO0008I : Edi t or Not Def i nedFor Thi sProperty}}

The following show operation displays the values of specific attributes(the Name and CurrentState attributes) of an application server:

wscp> ApplicationServer show / Node: dev-pc/ ApplicationServer:nyServer/ \-attribute {Name
Current St at e}

{Name nyServer} {CurrentState running}

The wscp show operation isimplemented somewhat differently forapplication servers because severa attributes have very long values.By default, the
ApplicationServer show operation displays al applicationserver attributes except the VM Config, ORBConfig, andWebContainerConfig attributes, which
have very long multipart values.However, wscp does provide two ways to display the values of theseattributes:

« By using the -attribute flag to explicitly display their values.For example, the following show operation displays the value of the JV M Configattribute:

wscp> ApplicationServer show / Node: nodel/ ApplicationServer:nyServ/ -attribute {JVMConfig}{JVMConfig

{{JvnPropertiesArray {}} {Additional ConmandLi neArgs {}}{Boot d asspat hAppend {}}

{Boot C asspat hPrepend {}}{Boot Cl asspat hRepl ace {}} {C asspaths {}} {DebugMde fal se}{DebugString {}}
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{DisableJI T false} {HProf Args {}} {lInitial HeapSi ze0} {MaxHeapSi ze 0} {RunHProf fal se}
{SystenProperties {}}{VerboseGC fal se} {VerboseJN false} {GeneratedComuandLineArgs {}}}}

« By using the ApplicationServer showall operation to display the values ofall application server attributes, regardless of their length.

The show and showAttrs operations perform different functions. Allobject types have a show operation for displaying attributes. Servergroup objects have,
in addition to the show operation, the showA ttrsoperation. For these objects, the show operation displays theattributes associated with the server group--for
example, the If Startedand StartTime attributes. The showAttrs operation displays the defaultattributes of clones associated with the server group.
(Theseattributes match the properties for the application server resource.)

The following examples illustrate output for a show and showAttrsoperation. The object ServGrpl is a server group created for anapplication server:

# show commandwscp> Server G oup show / Server Group: ServG pl/ {Nanme ServG pl} {Full Name

/ ServerGroup: ServGpl/} {StartTine 0}{IfStarted Fal se} {EJBServerAttributes {{Nane
AttributeNotSet}{Full Name AttributeNotSet} {CurrentState Stopped} {DesiredStateStopped} {StartTine
0} {Processlid 0} {Environment {}} {Executabl ejava} {Executabl eActive java} {ConmandLi neArgs
{}}{CommandLi neArgsActive {}} {EnvironnentActive {}} {Userld {}}{UserldActive {}} {Goupld {}}
{GoupldActive {}} {WrkingDirectory{}} {WrkingDirectoryActive {}} {Umask 18} {UmaskActive 18}
{Stdin {}}{StdinActive {}} {Stdout /tnp/Broker.stdout} {StdoutActive/tnp/Broker.stdout} {Stderr
/tnp/ Broker.stderr} {StderrActive/tnp/Broker.stderr} {MaxStartupAttenpts 2} {ProcessPriority

20} {ProcessPriorityActive 20} {Pinglnterval 60} {PingTineout 200}{Pinglnitial Ti neout 300} {TraceSpec
{}} {SystenProperties {}}{ThreadPool Config {M ni nunSi ze 10} {Maxi nunSi ze 50} {lnactivityTi neout 10}
{I1sGowabl e false}} {Transports {{{Protocol http} {Host *} {Port9080} {SSLConfig {}} {MaxKeepAlive
25} {MaxRegKeepAl i ve 100} { KeepAl i veTi neout 5} {ConnectionTi neout 5} {Backl ogConnecti ons
50}{HttpProperties {}} {SSLEnabl ed fal se}}}} {Dynam cCacheConfi g{CacheSi ze 1000} {Enabl ed fal se}
{CacheG oups {}}}}} {ModuleVisibility3} {MduleVisibilityActive 3} {UseDomai nQualifiedUser Nanes

Fal se} { UseDomai nQual i fi edUser NanmesAct i ve Fal se} {Defaul t Dat aSource {}}#showAttrs conmmandwscp>

Server Group showAttrs /Server G oup: ServG pl/{CurrentState Stopped} {DesiredState Stopped} {StartTine
0} {Processl d0} {Environment {}} {Executable java} {Executabl eActive java}{ComuandLi neArgs {}}

{ CommandLi neArgsActive {}} {EnvironmentActive {}}{Userld {}} {UserldActive {}} {Goupld {}}
{GoupldActive {}}{WrkingDirectory {}} {WrkingDirectoryActive {}} {Umask 18}{UnmaskActive 18}
{Stdin {}} {StdinActive {}} {Stdout/tnp/Broker.stdout} {StdoutActive /tnp/Broker.stdout}
{Stderr/tnp/Broker.stderr} {StderrActive /tnp/Broker.stderr}{MaxStartupAttenpts 2} {ProcessPriority
20} {ProcessPriorityActive 20}{Pinglnterval 60} {PingTineout 200} {Pinglnitial Ti meout 300}{TraceSpec
{}} {SystenProperties {}} {ThreadPool Config {M ni muntSi ze10} {Maxi nunsSi ze 50} {lnactivityTi meout 10}
{IsGowabl e false}}{Transports {{{Protocol http} {Host *} {Port 9080} {SSLConfig {}}{MaxKeepAlive
25} {MaxReqgKeepAl i ve 100} {KeepAliveTi meout 5}{ConnectionTi meout 5} {Backl ogConnections 50}
{HttpProperties {}}{SSLEnabl ed fal se}}}} {Dynam cCacheConfig {CacheSi ze 1000} {Enabl edf al se}

{CacheG oups {}}}}} {MduleVisibility 3}{Mdul eVisibilityActive 3} {UseDomai nQualifiedUser Nanmes

Fal se}{ UseDomai nQual i fi edUser NanesActi ve Fal se} {Default DataSource {}}

The following custom procedure, display, displays the output of the showoperation in areadable format--one attribute per line. Theprocedure's arguments are
an object type and the name of an objectinstance.

## display - a procedure for displaying attributes in a readable format.## Argunents: ## type - the
obj ect type whose attributes are to be displayed.# # nane - the fully-qualified nane of the object

i nstance whose attributes # are to be displayed.# proc display {type nane} { set attrs [$type
show $nane] foreach attr $attrs { puts S$attr }}di spl ay

The following example demonstrates output from the displayprocedure. The procedure is used display the attributes of a JDBCDriverobject named
DB2_Drv:

wscp> di splay JDBCDriver /JDBCDriver: DB2 _Drv/Name DB2_DrvFul | Nane /JDBCDri ver: DB2_Drv/ Description
nul | I mpl Gl ass COM i bm db2. j dbc. DB2Connect i onPool Dat aSour ce

This procedureis availablein 6.6.0.2.2.5: Sample Tcl procedures and scripts.

Printing an object's attributes

The custom Tcl procedure printAttributes uses the attributes operation toprint al or a subset of attributes for one or more object types.
« If no arguments are specified, the procedure prints the names of alattributes for all object types.

« If one or more options of the attributes operation are specified (forexample, if the -required and -readOnly options are specified), the commandprints
only those groups of attributes.

« If one or more object types are specified, the command prints theattributes for the specified object types.

## printAttributes - prints the attributes for any objects specified or # for all objects if no
objects are specified. # Argunents:# # options - a list of options to control the types of
attributes printed. # Every option in the list of option names nust be a valid option to the # wscp
attributes command (for exanple, -required or -cloneOnly)# AND the option nane nust begin with a
"-"_ ## objects - a list of objects whose attributes are to be printed.# # The file init.tcl nust be
| oaded prior to using this procedure.# proc printAttributes {{options all} {objects all} args} {

gl obal OBJECTS if {[string first "-" $options] != 0} { set objects $options set options
} if {[string conpare $objects "all"] == 0} {set objects $OBIECTS} if {$args '=""} {
foreach arg $args { | append obj ects $arg } } foreach o $objects { set

cnd [concat $o attributes $options] puts "# $crmd” set result [eval $cnd] puts $result
}lprintAttributes

The following example commands demonstrate the use of the printAttributesprocedure. The first example prints only the attributes associated wigfgglones of



ApplicationServer objects.

wscp> printAttributes -cloneOnly ApplicationServer# ApplicationServer attributes -cloneOnl yNane
Ful | Name

The following command prints all required attributes for all objecttypes:

wscp> printAttributes -required# JDBCDriver attributes -requiredName | npl d ass# Virtual Host
attributes -requiredName AliasList # ApplicationServer attributes -requiredNane# DataSource
attributes -requiredName# EnterpriseApp attributes -requiredNanme OrigEarFile O i gNodeNane#
GenericServer attributes -requiredNane Executabl e# J2CConnecti onFactory attributes -requiredNane#
J2CResour ceAdapter attributes -requiredName ArchiveFil e# JMSConnectionFactory attributes

-requi redNane Connecti onType External JNDI Name# JMSDestination attributes -requiredNanme

Ext er nal JNDI Nanme Desti nationType# JMSProvider attributes -requiredName External I nitial ContextFactory
Ext er nal Provi der UR# Mai | Session attributes -requiredNane Mail Transport Host# Modul e attri butes
-requi redName Modul eType Rel ati veURI Modul eTypeActi ve# Node attributes -requiredNane# Server G oup
attributes -requiredName# URL attributes -requiredName Spec# URLProvi der attributes -requiredNanme
Protocol StreanHandl er O assNane

The following command prints, for ApplicationServer and EnterpriseAppobjects, only those attributes that are required and that are specified atstartup:

wscp> printAttributes {-required -startUp} {ApplicationServer EnterpriseApp}# ApplicationServer
attributes -required -startUpNane Environment ComandLi neArgs Userld G oupld WorkingDirectory
UraskSt di n Stdout Stderr MaxStartupAttenpts ProcessPriority TraceSpecSystenProperties TraceCQut put
LogFi | eSpec DebugEnabl ed Sour cePat hOLTEnabl ed OLTServer Host OLTServer Port |sAC one

Securi t yEnabl edCacheConfi g WebCont ai ner Confi g Modul eVi si bilityUseDomai nQual i fi edUser Nanes

Def aul t Dat aSour ce# EnterpriseApp attributes -required -startUpNane OigEarFile Oi gNodeNanme Bindings

This procedureis availablein 6.6.0.2.2.5: Sample Tcl procedures and scripts.

Viewing the containment hierarchy

The custom procedure printContainment can be used to display thecontainment hierarchy of a single object type or the entire object typehierarchy. The
procedure takes zero or more arguments. Argumentsare object types. If no arguments are supplied, the procedure printsthe containment hierarchy for all
object types. If one or morearguments are supplied, the procedure prints the containment hierarchy for thespecified object types only. Prior to using the
procedure, you mustalso load theinit.tcl file.

## printContai nment - a procedure that prints the contai nment hierarchy for # one or nore object
types. # # The script init.tcl nmust be |oaded prior to using this procedure.## Argunents:## objects
- one or nore object types whose contai nnent hierarchies are to be printed.## The init.tcl file mnust

be | oaded prior to using this procedure.# proc printContainment {{objects all} args} { gl obal
OBJECTS if {$objects == "all"} {set objects $OBIECTS} if {"$args" !'="" } { foreach
el em $args { | append obj ects $el em } } foreach o $objects { set cnd
[concat $o containment] puts "# $cnd" set result [eval $cnd] puts $result }}print Cont ai nnent

The following example command demonstrates the use of the printContainmentprocedure to display the containment hierarchy of ApplicationServer
andJDBCDriver objects:

wscp> printContai nnent {ApplicationServer JDBCDriver}# ApplicationServer contai nnent Node
ApplicationServer# JDBCDriver contai nmentJDBCDri ver

To print the containment heirarchy of all objects, issue theprintContainment command without any options.

The printContainment procedure is available in 6.6.0.2.2.5: Sample Tcl procedures and scripts.

Displaying select attributes

The following custom procedure, showServerStatus, displays the status (thevalue of the CurrentState attribute) of all application serversin adomain. The
procedure can be customized to display additional attributes or attributes of other objects.

## showServer Status - a procedure for displaying the value of the# Nanme and CurrentState attribute
of all application servers # in a domain.# proc showServerStatus {} { puts "\ nStatus
of servers in the domain:\n" foreach ej bserver [ApplicationServer list] { puts

[ Applicati onServer show $ejbserver -attribute {Name CurrentState}] }}showServer Status

The following example demonstrates output of the showServerStatusprocedure:

wscp> showServer St at usStatus of servers in the domain: {Name {Default Server}} {CurrentState
{Initialization Failed}}{Nane {Appl Server1}} {CurrentState Running}{Nane {ServerG oupl}}
{Current State Stopped}{Nanme {Server G oup2}} {CurrentState Stopped}{Nanme {Appl Server2}}

{Current State Running}{Nane {My Server}} {CurrentState Stopped}{Nane {Test Server}} {CurrentState
St opped}

The display procedure isavailablein 6.6.0.2.2.5: Sample Tcl procedures and scripts.
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6.6.0.2.2.4.5: Removing objects and applications

The wscp remove operation removes objects (and all references tothose objects) from the domain. A live repository object
must bestopped before being removed. The syntax of the remove operationis as follows:

obj ect _type renove object_name [-recursive]

If the object to be removed contains other objects, removal fails unlessyou use the -recursive option. The -recursive option
removes allinstances of any object type that belongs to the containment hierarchy of theobject instance being removed.

For example, if anode instance isremoved recursively, any object instance belonging to the containmenthierarchy of the
node object is also removed. The recursion takes placein adownward direction (removal of object instances below
thespecified object in the hierarchy).

The following example command recursively removes components of anapplication server named AppServ:

wscp> ApplicationServer renove /Node: AppNode/ Appl i cati onServer: AppServ/ -recursive
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6.6.0.2.2.4.6: Importing and exporting a configuration by using
XMLConfig

The XML Configuration Management Tool (XML Config) can be invoked fromwithin wscp. The syntax is as follows:
wscp> XM.Config export file_name [-partial file_nane] wscp> XM.Config inport file_nane [-substitute
list]

For an export, specify the name of an XML output file for thefile_name argument. Specify the name of an XML datafile forthe -partial option. For
an import, specify the name of an XML datéfile for the file_name argument. Specify alist ofvariable-value pairs for the -substitute option as
follows:

{{variabl el val uel}{variabl e2 val ue2}}

If avalue string contains spaces, it must also be enclosed in braces({}).
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6.6.0.2.2.4.7: Creating and installing drivers and data sources

The following example wscp commands create and install a JDBCdriver and data source. A JDBC provider and data source must beconfigured
for each brand and version of database from which applicationservers or enterprise applications require connections.

The script init.tcl must be loaded prior to using these commands(init.tcl initializes NODE, DB2_HOME, and other variables usedhere).

wscp> JDBCDriver create /JDBCDriver:DB2Driver/ -attribute \{{Inpld ass

com i bm db2. j dbc. app. DB2Connect i onPool Dat aSour ce}} # Create a Dat aSource object wscp> Dat aSource
create /JDBCDri ver: DB2Dri ver/ Dat aSour ce: t est Dat aSource/ # Install the JDBCDriver object wscp>
JDBCDriver install /JDBCDriver:DB2Driver/ -node $NODE \ -jarFile

${ DB2_HOVE} ${ FI LE_SEPARATCR} | ava${ FI LE_SEPARATOR} db2j ava. zi p

The following example commands remove the DataSource object and uninstallthe JDBCDriver object:

# Renpve the DataSource object just created wscp> Dat aSource renove

/ JDBCDx i ver: DB2Dr i ver/ Dat aSour ce: t est Dat aSour ce/ # Uninstall the JDBCDriver object wscp>
JDBCDriver uninstall /JDBCDriver:DB2Driver/ -node $NODE # Renove the JDBCDriver object just
created wscp> JDBCDri ver renove /JDBCDriver: DB2Dri ver/
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6.6.0.2.2.4.8: Creating an enterprise application

This section discusses the wscp operations for deployingenterprise applications and modules.
« Administering enterprise applications describes how to install, start, and stop enterpriseapplications by using the wscp EnterpriseApp operations.
« Administering modules describes how to install, start, and stop modules by usingthe wscp Module operations. Modules can be deployedindependently of the enterprise applicationsinto which they arepackaged.

Administering enterprise applications

An enterprise application is a collection of resources (such as XML files,enterprise beans, serviets, HTML files, and JSP files) that work together toperform a business function. An application server, combined with a Webserver, makes the enterprise application available to users. Enterpriseapplications are installed and configured as asingle unit.

The wscp EnterpriseApp commands allow you to perform variousoperations on enterprise applications, including the following tasks:
« Install an enterprise application from an enterprise archive (EARY)file. In addition to installing the application, you can optionallyspecify the default application server on which its modules run, assignsecurity roles, specify INDI mappings, and specify data sources for enterprisebeans.
« Start and stop instances of an enterprise application.
« List the modules that compose an enterprise application.
« List the nodes onto which an enterprise application is deployed.

The wscp EnterpriseApp install operation installs an enterpriseapplication from an EAR file. The syntax of this operation is:
EnterpriseApp install nodeName earFil eName [other options]

where:

« nodeName -- The fully-qualified name of the WebSphereA pplication Server node onto which the application is being installed.
« earFileName-- The full path name of the EAR filecontaining the application.
« other options-- Represents the following enterpriseapplication attributes that can optionally be set at installation:

o o

oo o oo

o

o

-

-

o o

oo o

-

-defappserver appServName-- Installs allmodules are installed on the specified application server. Specify thefully-qualified name of the application server onto which the enterpriseapplication isinstalled, such asyNode:DS1/ApplicationServer:DSServ/.
Note:
Y ou can specify either this option or the -moduleappservers option, but notboth.
-moduleappser ver s { moduleName appServName} --Allows enterprise application modules to be installed on different applicationservers. Y ou must specify a Tcl list of module URI-application serverpairs, including the fully-qualified name of the application server (forexample, { shoppingCart.JAR/Node:DS1/ApplicationServer:DSAux/} ).
Note:
Y ou can specify either this option or the -defappserver option, but notboth.
-appname applicationName -- The name of theenterprise application.
-userroles { roleName userName} -- Defines J2EEsecurity role to user mappings. Specify aTcl list of role name anduser name pairs, such as{{Manager Mary}}.
-groupr oles { roleName groupName} -- Defines J2EEsecurity role to user group mappings. Specify a Tcl list of role nameand group name pairs, such as {{ Manager AdminGroup}}.
-specialr oles { roleName special GroupName} --Defines J2EE security role to special group mappings. (Special groupsare the predefined user groups Everyone and All AuthenticatedUsers.)Specify a Tcl list of role name and special group name pairs, such as{{ Manager Everyone}}.
-runasroles { roleName identity password} --Defines the security roles and execution identities that enterprise beanmethods run under in the enterprise application. A password must asobe specified, for example { Manager Mary marypwdy} .
-resour cer efer ences resour ceRefName Specifies howmodule resource references are mapped to JINDI names. The type ofmapping depends on the type of module, but the mapping is always specified asa Tcl list of resource reference-JNDI name pairs.
= Enterprise bean resource references are mapped as { module_URI::bean_name::resource_ref_nameJNDIName}
= Web archive (WAR) resource references are mapped as{ module_URI::resource_ref_name}. The referencesin WAR modules do not require bean names.
-ejbnames{ module_URI::bean_nameJNDIName} -- Specifies the INDI names for enterprise beans as aTcl list of pairs, where module_URI is the name of the JAR filecontaining the enterprise bean module. This option is only valid forJAR modules.

-modvirtualhosts { module_URIvirtual_host_name}-- Specifies the virtual host mapping for aWARmodules asaTcl list of pairs, where module_URI is the name of theWAR file containing the web archive module. Enter the virtual hostalias for virtual_host_name (such as default_host) not thefully-qualified wscp virtual host name (such
as/VirtualHost:default_host/)

-gj br efer ences--Specifies the INDI names for enterprisebean references. The type of mapping depends on the type of module, butthe mapping is always specified asa Tcl list of enterprise beanreference-JNDI name pairs.
= Enterprise bean references are of the form {module_URI::bean_name::gjb_ref_nameJNDIName}
= Web archive references are of the form{ module_URI::ejb_ref_name}. The referencesinWAR modules do not require bean names.

-ejbdatasour ces { module_URIJNDI_name} --Sets the INDI name of the default data source forJAR files asa Tcl list of pairs, where module_URI is the name ofthe JAR file. This option is only valid for JAR files.

-cmpdatasour ces { module_URI::bean_nameINDIName} --Specifies the data source for entity beans withcontainer-managed persistence (CMP) asaTcl list of pairs, wheremodule_URI is the name of the JAR file.

-redeploy--Forces the archive to be installed, regardlessof whether it has been deployed before.

-dbname name --Specifies the name of theenterprise application database. It can only be used when an enterpriseapplication isfirst installed or when an application is reinstalled using the-r edeploy option.

-schemaname schema -- Specifies the databaseschema to be used in the enterprise application database. It can onlybe used when an enterprise application isfirst installed or when anapplication isreinstalled using the -redeploy option.

-dbtype type -- Specifies the type of application database, where type is one of the following supporteddatabases:

DB2UDBWIN_V72

DB2UDBOS390_V6

DB2UDBASA400_V4R5

INFORMIX_V92

MSSQLSERVER V7

ORACLE_V8

SQL92

SQL99

SYBASE V1192

MYSQL_V323

It can only be used when an enterprise application isfirst installed orwhen an application is reinstalled using the -redeployoption.

To view acomplete list of enterprise application attributes, use theEnterpriseApp attributes command. See Querying (displaying) attributes for more information on displaying object attributes.

The following command example shows how to install an enterpriseapplication. The node under which the application runsis DS1; thedefault application server under which its modules are installed isDSserv; and the security role mappings assign all authenticated users tothe Client role and the site administrator to the Administrator role.

wscp> EnterpriseApp install /Node:DS1/ C:/drugstore/DrugStoreApp. ear -defappserver /Node: DS1/ Appli cationServer: DSserv/ -userrol es
{{Adni ni strator SiteAdnin} {Supervisor Mary}} -specialroles {Cient AllAuthenticatedUsers}

The following command example starts an instance of the DrugStoreenterprise application, then waits 60 seconds to see if it reallystarted. If the application does not start within this time period, theEnterpriseApp start operation is assumed to have failed.
wscp> EnterpriseApp start /EnterpriseApp: DrugStore/ -wait 60

The following command example stops an instance of the DrugStore enterpriseapplication:
wscp> EnterpriseApp stop /EnterpriseApp: DrugStore/

The following command example lists the modul es that comprise an enterpriseapplication:

wscp> EnterpriseApp |istnodul es
1 Enterpri seApp: DrugSt or e/ / Node: DS1/ Appl i cati onSer ver: DSser v/ Modul e: Shoppi ngCart// Node: DS1/ Appl i cati onSer ver : DSser v/ Modul e: St or eFront// Node: DS1/ Appl i cat i onSer ver: DSser v/ Modul e: Account s/ / Node: DS2/ Appl i cati onSer ver: DSser v/ Modul e: | nvent or yMgr/

The following command example lists the nodes onto which an enterpriseapplication is deployed:
wscp> EnterpriseApp |istnodes /EnterpriseApp: DrugStore// Node: DS1/ / Node: DS2/



Several Tcl scripts for installing enterprise applications areavailable. Each installs one of the sample applications provided withwWebSphere Application Server.
tl.tcl installs jmsample.ear

t2.tcl installs perfServletApp.ear

t3.tcl installs sampleApp.ear

t4.tcl installs Samples.ear

t5.tcl installs ServletCacheMonitor.ear

t6.tcl installs soapsamples.ear

t7.tcl installs TradeSample.ear

The following example shows the script t1, which is used to install thesample enterprise application jmsample.
set nynode xxxx set instdir i:/WbSphere/ AppServer/installabl eApps/ set earfile jnmsanple.ear set appnane "Mail Sanpl eApp" set

snane "Default Server" set mmilth "AHost" set mail SessName "Defaul t Mai | Session" set vhostName "defaul t_host" # create
prerequiste objects # # first, the Mail Session set mailtransportattr [list MilTransportHost $nmilth] set attributelist [list
$mai | transportattr] Mai | Session create /Mail Session: $mai | SessNane/ -attribute $attributelist # next, the virtual host set
aliaslist [list *:80 *:9080] set aliasattr [list AliasList $aliaslist] set attributelist [list $aliasattr] Virtual Host create
/Virtual Host : $vhost Nane/ -attribute $attributelist # Now install the application # # construct -nodvirtual hosts option set
nodhost1 [list ntconps.war $vhostNane] set nodhosts [list $nodhost1] # construct -resourcereferences option set resrefl
[list ntconps.war::mail/MilSession9 nail/$nail SessNane] set resref2 [list deplntest.jar::MilEJBObject:: mail/Mil Session9

mai | / $mai | SessNane] set resrefs [list $resrefl $resref2] EnterpriseApp install /Node: $nynode/ $instdir$earfile -appnane

$appnane -defappserver /Node: $nynode/ Appli cationServer: $snane/ -nodvirtual hosts $nodhosts -resourcereferences $resrefs

This script (and the otherslisted in this section) is available in 6.6.0.2.2.5: Sample Tcl procedures and scripts.

Administering modules

The resources that compose an enterprise application are grouped accordingto function into modules. Enterprise applications can contain threetypes of modules:
« Enterprise JavaBeans (EJB) modules, which contain Java class files forenterprise beans, Java class files for functionality that is not included withthe J2EE platform, and an EJB deployment descriptor.
« Web modules, which contain Java class files for servlets and applets;JSP files and their helper classes; static HTML, sound, image, video, andother content files; and a Web deployment descriptor.
« Application client modules, which contain the Java classes that implementthe client and an application deployment descriptor.
The wscp Module operations allow you to deploy modul esindependently from enterprise applications. Application client and EJBmodules are installed from Java archive (JAR) files; Web modules areinstalled from Web archive (WAR) files. When you install amodule,wscp actually generates asimple EAR file with the specified JAR orWAR file asits
only module. It then installs the EAR file. Y oucan optionally assign such things as security roles, specify JINDI mappings,and specify data sources for enterprise beans.
The wscp Module install operation installs an enterpriseapplication module. The syntax of this operation is:
Mbdul e instal |l nodeNanme nodul e_name- nodul eappservers nodul e_URI appServNane [other options]

where:
« nodeName -- The fully-qualified name of the WebSphereA pplication Server node onto which the module is being installed.
« module_name-- The full path name of the file containingthe module.
-moduleappser vers {module_URI appServName} --Specifies the application server onto which amodulesis installed.Specify the file name of the JAR or WAR file and the fully-qualified name ofthe application server, such as { shoppingCart.JAR/Node:DS1/ApplicationServer:DSAux/} .
other options-- Represents the following module attributesthat can optionally be set at installation:
0 --contextroot contextroot--The contextroot for aWAR file.
-appname applicationName -- The name of theenterprise application to which the module belongs.
-userroles { roleName userName} -- Defines J2EEsecurity role to user mappings. Specify aTcl list of role name anduser name pairs, such as{{Manager Mary}}.
o -grouproles{roleName groupName} -- Defines J2EEsecurity role to user group mappings. Specify a Tcl list of role nameand group name pairs, such as {{ Manager AdminGroup}}.
o -specialroles{ roleName special GroupName} --Defines J2EE security role to special group mappings. (Special groupsare the predefined user groups Everyone and All AuthenticatedUsers.)Specify a Tcl list of role name and special group name pairs, such as{{Manager Everyone}}.
o -runasroles{roleName identity password}--Defines the security roles and execution identities that enterprise beanmethods run under in the enterprise application. A password must alsobe specified, for example { Manager Mary marypwd} .
o -resour cer efer ences resour ceRefName Specifies howmodule resource references are mapped to JINDI names. The type of mapping depends on the type of module, but the mapping is always specified asa Tcl list of resource reference-JNDI name pairs.
= Enterprise bean resource references are mapped as { module_URI::bean_name::resource_ref_nameJNDIName}
= Web archive (WAR) resource references are mapped as{ module_URI::resource_ref_name}. The referencesin WAR modules do not require bean names.
o -ejbnames{ module_URI::bean_nameJNDIName} -- Specifies the INDI names for enterprise beans as aTcl list of pairs, where module_URI is the name of the JAR filecontaining the enterprise bean module. This option is only valid forJAR modules.
0 -¢jbreferences--Specifies the INDI names for enterprisebean references. The type of mapping depends on the type of module, butthe mapping is always specified asa Tcl list of enterprise beanreference-JNDI name pairs.
= Enterprise bean references are of the form {module_URI::bean_name::gjb_ref_nameJNDIName}
= Web archive references are of the form{ module_URI::ejb_ref_name}. The referencesinWAR modules do not require bean names.
o -ejbdatasour ces { module_URIINDI_name} --Sets the INDI name of the default data source forJAR filesasa Tcl list of pairs, where module_URI is the name ofthe JAR file. This option is only valid for JAR files.
o -cmpdatasour ces { module_URI::bean_nameJNDIName} --Specifies the data source for entity beans withcontainer-managed persistence (CMP) asa Tcl list of pairs, wheremodule_URI is the name of the JAR file.
o -dbname name --Specifies the name of thedatabase.
o -schemaname schema -- Specifies the databaseschemato be used.
o -dbtype type -- Specifies the type of database,where type is one of the following supported databases:
= DB2UDBWIN_V72
DB2UDBOS390_V6
DB2UDBASA400_V4R5
INFORMIX_V92
MSSQLSERVER_V7
ORACLE_V8
SQL92
SQLY9
SYBASE_V1192
MYSQL_V323
-defappserver appServName-- Installs allmodules are installed on the specified application server. Specify thefully-qualified name of the application server onto which the enterpriseapplication isinstalled, such as’Node:DS1/ApplicationServer:DSServ/.
Note:

[a}
[a}

Y ou can specify either this option or the -modul eappservers option, but notboth.
-moduleappser ver s { moduleName appServName} --Allows enterprise application modules to be installed on different applicationservers. Y ou must specify a Tcl list of module URI-application serverpairs, including the fully-qualified name of the application server (forexample, { shoppingCart.JAR/Node:DS1/ApplicationServer:DSAux/}).
Note:

Y ou can specify either this option or the -defappserver option, but notboth.
-appname applicationName -- The name of theenterprise application.

To view acomplete list of enterprise application attributes, use theEnterpriseApp attributes command. See Querying (displaying) attributes for more information on displaying object attributes.

The following command example shows how to install a Web module. Themodule type and active module type are web; the relative URI of the WAR(ile containing the module is storefront.war; the context root is’'WebApp.



wscp> Modul e install /Node:DS1/ C:/storefront.war -contextroot /WbApp



6.6.0.2.2.4.10: Configuring server groups and clones

The wscp ServerGroup operations alow you to configure servergroups and clones. Server groups are templates for creating clones ofapplication
servers. Clients see the clones associated with a servergroup as a single application server image. The clones of anapplication server automatically
participate in workload management.
The wscp ServerGroup operations included are as follows:

« Creating a server group from an existing application server instance

« Starting and stopping a server group and its clones

« Adding acloneto aserver group

See Managing workloads for information on servergroups, clones, and workload management.

The following example creates a server group from an existing instance ofan application server, specifying its name, server selection policy, and
thevalue of an environment variable:

wscp> Server Group create /Server Group: Ej bServer G oup/ -basel nstance /ApplicationServer: E bAppServ/
\-serverGoupAttrs {{EJBServerAttributes {Sel ectionPolicy roundrobin}} {Environment {VARL 0}}}

The following example starts a server group after a delay of 30seconds:

wscp> ServerGroup start /Server G oup: Ej bServer G oup/ -wait 30

The following example stops a server group, using the -force option to stopit regardless of any other conditions:
wscp > Server G oup stop /Server Goup: Ej bServer Group/ -force

The following example adds a clone to the server groupEjbServerGroup. The clone runs on node Serverl:

wscp > ServerGoup clone /ServerGroup: Ej bServer G oup/ -cloneAttrs{{Name C onel}} -node
/ Node: Server 1/

The fully qualified name of the new application server instance is/Node: Server1/ApplicationServer:Clonel/.

The following example lists al clones that are associated with a servergroup:

wscp > ServerGoup listCones /ServerGoup: Ef bServer G oup/
/ Node: Server 1/ Appl i cati onServer: Ej bServer Groupl/ /Node: Server 1/ Appli cationServer: Ej bServer G oup2/
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6.6.0.2.2.4.11: Administering EIS connections

The wscp J2CResourceAdapter and J2CConnectionFactory operationsallow you to manage connections to enterprise information system
(EIS) backendsystems, such as PeopleSoft or Customer Information Control System(CICS). These operations can be used to perform the
followingtasks:

« Create a J2C resource adapter by using the J2CResourceAdapter createcommand. A J2C resource adapter is a module that enables
connections toa specific back-end system.

« Install a J2C resource adapter on a node by using the J2CResourceAdapterinstall command. Y ou can install a J2C resource adapter
on multiplenodes.

« Create an instance of a J2C connection factory by using theJ2CConnectionFactory create command. A J2C connection factory isa
setof connection configuration values that are used by the J2C connection poolmanager to specify how applications connect to a
backend system.

The following command example creates a J2C resource adapter. TheArchiveFile attribute is required.

wscp> J2CResour ceAdapter create /J2CResourceAdapter: ResAd/ -attributes {{ArchiveFile

C./ apps/resources.rar}}

The following command exampleinstalls a J2C resource adapter. Thenode and resource archive (RAR) file attributes are required.
wscp> J2CResour ceAdapter install /J2CResourceAdapter: nyRes/ -node /Node: Appservl/ -rarfile
"C./apps/resources.rar"

The following command example creates a J2C connection factoryobject. Y ou must specify the name of the J2C resource adapter
withwhich the connection factory is associated with. The optionalattributes specify the timeout period in milliseconds and the maximum
numberof connections supported by that connection factory.

wscp> J2CConnecti onFactory create
[ J2CResour ceAdapt er: ResAd/ J2CConnect i onFactory: factoryl/-attri butes {{ConnectionTi neout 1000}
{MaxConnecti ons 10}}

For more information on administering J2C connections, see Administering J2C related administrative objects.
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6.6.0.2.2.4.12: Administering the Java Message Service (JMS)

The Java Messaging Service (JMS) enables applications to exchange data inthe form of messages. The wscp operations
JM SProvider,JM SConnectionFactory and JV SDestination enable you to configure IMS clientsfrom the command line as follows:

o Create aJMS provider by using the IM SProvider create command. AJMS provider implements the IM S messaging interfaces.
« Install aJMS provider on anode by using the IM SProvider installcommand. Y ou can install IMS providers on multiple nodes.

« Create an instance of a JM S connection factory by using theJM SConnectionFactory create command. A client usesaJMS
connectionfactory object to connect to the messaging system.

« Create an instance of a JM S destination by using the JM SDestination createcommand. A client uses a JM S destination object to specify the
targetof the messages it sends or the source of the messages it receives.
The following example command creates a JM S provider. TheExternal I nitial ContextFactory and External ProviderURL attributes arerequired.
wscp> JMSProvi der create /JMSProvider: Provl/ -attribute{{Externallnitial ContextFactory
com i bm webspher e. nam ng. Wnl ni ti al Cont ext Fact ory}{Ext ernal Provider URL iiop://|ocal host}}
The following example command installs a IM S provider on the nodedev1:
wscp> JMSProvider install /JMSProvider: Provl/ -node /Node:devl/ -jarFile
"/ opt/ WebSpher e/ Appl i cati onServer/jars/JNVS. jar"
The following example command creates an instance of a IMS connectionfactory. The External INDIName attribute is required.
wscp> JMsConnecti onFactory create /JMSProvi der: Provl/ JMsConnecti onFactory: connectl/ -attribute
{{Ext ernal JNDI Narme j ns/connect 1}}
The following example command creates an instance of a JM Sdestination. The External INDIName attribute is required.
wscp> JMsDestination create /JMSProvider: Provl/ JVsDestination:destl/ -attribute {{External JND Name
j ms/ dest 1}}

For more information, see Administering messaging and JM Sproviders.
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6.6.0.2.2.4.13: Administering JavaMail sessions

The wscp MailSession operations are used to manage JavaMailsessions. JavaMail enables applications to compose, send and
receiveel ectronic mail.

The following example command shows how to create anew JavaMail sessionthat uses the SMTP mail protocol. The session name
andMail TransportHost attributes are required.

wscp> Mail Session create /Ml Session: Sessionl/ -attribute {{Mil TransportHost nmil host}
{Mai | Transport Protocol sntp}}

The following example command shows how to destroy a JavaMail session:
wscp> Mail Session renpove / Mail Sessi on: Sessi onl/
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6.6.0.2.2.4.14: Administering URL providers and URLS

Thewscp URL and URL Provider operations allow you to create andinstall instances of URLs and URL providers.

The following example command creates an instance of a URL provider.The name, Protocol and StreamHandlerClass attributes are
required.

wscp> URLProvi der create /URLProvider:Provl/ -attribute {{Protocol http}{StreanHandl erd ass
comibmejs. nyStreantHandl er}}

The following example command installs a URL provider on anode:

wscp> URLProvider install /URLProvider: AppProv/ -node /Node: AppServl/ -jarFile
"C./jars/provider.jar"

The following example command creates an instance of a URL. Y ou mustspecify a URL provider for the URL ; the Spec attribute is
required:

wscp> URL create /URLProvider:Provl/URL:testURL/ -attribute {{Spec nySpec}}
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6.6.0.2.2.5: Sample Tcl procedures and scripts

The following files contain example Tcl procedures and scripts.
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attrs.tcl script. Procedure for printingthe attributes of all or selected objects.
contain.tcl script. Procedure fordisplaying the containment hierarchy for all or select objects.

disp.tcl script. Procedure fordisplaying the output of the show operation in areadable
format--oneattribute per line.

init.tcl script. Many of the examplescripts and procedures require that the file init.tcl be loaded priorto

running. Thisfileinitializes several variables used el sewhere andcontains useful Tcl procedures for
accessing attributes, obtaining errorstatus information, and other tasks.

modEnv.tcl script. Procedure formodifying or replacing values in the Environment attribute.
servinfo.tcl script. Procedure fordisplaying the name and current state of all serversin adomain.

The following scripts install the example enterprise applications providedwith WebSphere Application
Server:

o tl.tcl script. Procedure for installingthe sample application jmsample.ear.

o t2.tcl script. Procedure for installingthe sample application perf ServietApp.ear.

o t3.tcl script. Procedure for installingthe sample application sampleApp.ear.

o td.tcl script. Procedure for installingthe sample application Samples.ear.

o t5.tcl script. Procedure for installingthe sample application ServlietCacheMonitor.ear.
o t6.tcl script. Procedure for installingthe sample application soapsamples.ear.

o t7.tcl script. Procedure for installingthe sample application TradeSample.ear.


http://localhost/0802_makepdf/ae_orig/nav_xmlnav/attrs.tcl.txt
http://localhost/0802_makepdf/ae_orig/nav_xmlnav/contain.tcl.txt
http://localhost/0802_makepdf/ae_orig/nav_xmlnav/disp.tcl.txt
http://localhost/0802_makepdf/ae_orig/nav_xmlnav/init.tcl.txt
http://localhost/0802_makepdf/ae_orig/nav_xmlnav/modEnv.tcl.txt
http://localhost/0802_makepdf/ae_orig/nav_xmlnav/servInfo.tcl.txt
http://localhost/0802_makepdf/ae_orig/nav_xmlnav/t1.tcl.txt
http://localhost/0802_makepdf/ae_orig/nav_xmlnav/t2.tcl.txt
http://localhost/0802_makepdf/ae_orig/nav_xmlnav/t3.tcl.txt
http://localhost/0802_makepdf/ae_orig/nav_xmlnav/t4.tcl.txt
http://localhost/0802_makepdf/ae_orig/nav_xmlnav/t5.tcl.txt
http://localhost/0802_makepdf/ae_orig/nav_xmlnav/t6.tcl.txt
http://localhost/0802_makepdf/ae_orig/nav_xmlnav/t7.tcl.txt

6.6.0.2.2.6: Migrating wscp scripts from version 3.5.x
to version 4.0

This section summarizes some of the changes to wscp in version4.0 that can affect existing wscp tcl scripts. It
isintended as a guide for determining whether these scripts need to be updatedand is not an exhaustive
description of wscp changes.

Y ou need to retest al scripts created under earlier versions ofwscp before migrating them to a production
environment that runsthe latest version of the software.

Discontinued objects

The following objects are no longer supported in wscp.
« EJBContainer
« EnterpriseBean
o Servlet
« ServletEngine
« ServletRedirector
o SessionManager
« WebApplication
« WebResource
o UserProfile
Although they can no longer be administered on an individual basis,enteprise beans, servlets, and Web

applications that have been packaged intoenterprise applications or modules can be installed, started, and
stopped withthe EnterpriseApp and Module operations. See 6.6.0.2.2.4.8: Creating an enterprise application.

Renamed objects and functional or syntax changes

The following objects have been renamed or their functionality and syntaxhave changed. See the listed articles
for more information on their newsyntax and options.

|Old name INew name |Functional changes

EnterpriseApplication EnterpriseApp Application components are now
packaged in modules. You no
longerhave to explicitly install all
components of an enterprise
application.See 6.6.0.2.2.4.8:

Creating an enterprise application.

Model ServerGroup Can only create server groups and
clones of application servers.See
6.6.0.2.2.4.10: Configuring server

groups and clones.

DataSource DataSource Syntax changes. See 6.6.0.2.2.4.7:
Creating and installing drivers and
data sources.
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New objects and new functionality

The following objects are new for version 4.0 and represent areas offunctionality that can now be handled in
scripts. See the listedarticles for more information on these objects and services.

|New objects and services

|Newfunctional areas

|Documentation

Module

Java 2 Enterprise Edition (J2EE)
modules

6.6.0.2.2.4.8: Cresating an enterprise
application

|J2CConnectionFactory

Enterprise information systems

6.6.0.2.2.4.11: Administering EIS

| J2CResourceA dapter (EIS) connectivity connections

|JM SProvider Java Message Service (IMYS) 6.6.0.2.2.4.12: Administering the

|IM SConnectionFactory Java Message Service (IMS)

|IM SDestination

|URL URL 6.6.0.2.2.4.14: Administering URL

|URL provider providers and URLs

PmiService Performance data 6.6.0.2.2.3.10: Monitoring
performance

SecurityConfig

Global security settings

6.6.0.2.2.3.11: Setting global
security defaults

SecurityRoleA ssignment

J2EE security roles

6.6.0.2.2.3.12: Managing security
roles
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6.6.0.2.2.7: Using the wscpCommand interface

Use thecom.ibm.gj s.sm.gj scp.wscpcommand.W scpCommandinterface to embed wscp operations in Java applications. This enables
applications to evaluate wscp operations withoutrepeated startup costs. The interface is linked through the
product_installation_root/lib/wscp.jar file.

Constructors

WscpCommand( String node, String port)

where:
« node--The name of the WebSphere Application Server node onwhich the wscp operation is executed (such as localhost).
« port--The port number of the administrative server.

W cpConmand()

The default values for this constructor are localhost for node and 900 forport (the default port number of the administrative server).

Public methods

WscpResult eval Command(String conmand)

This method evaluates awscp operation and returns theresults. Use the same syntax as you do for interactive or scriptedwscp operations.
Using abbreviated command names is notrecommended.

The results of the eval Command method are encoded in acom.ibm.gj s.sm.g scp.wscpcommand.W scpResultobject. The following
methods on this object can be used to evaluatethe returned value:
« toString-- Returns a string representation of the resultsof the wscp operation.
Note:

The WscpCommand interface has no way of knowing the format of the expectedoutput from awscp operation. When the
return format is notan attribute-value pair or list, use the toString method toeval uate the output. The application
programmer must then write code toparse the output.

« success- Returns a boolean value indicating whether thewscp operation was successful.
« listToVector-- If the expected result of the wscpoperation isalist, use this method to return a vector containing the listelements.

« attribPairsToVector-- If the expected result of the wscpoperation isalist of attribute-value pairs, use this method to return
avector containing the list. Each element of the vector is anattribute-value pair.

« attribPairsToHashTable-- If the expected result of thewscpoperation is a set of attribute-value pairs, use this method to return a
hashtabl e containing the values keyed on the attributes.

String getErrorlnfo()

This method returns the status of an eval Command method whoseresults are returned in a WscpResult object.
« If the wscp operation specified in the eval Commandexecuted successfully, the getError | nfo method returns an emptystring.
« If thewscp operation did not execute successfully, thegetError | nfo method returns the exception information that wasreceived
from wscp.
The following is an example of how to use the eval Command andgetEr r or | nfo methods.

String cnd = "ApplicationServer list";WcpResult results = wscpConmmand. eval Command(cnd) ;i f
('results.success()) { Systemout. println("command fail ed; exception information: " +
results.getErrorinfo());

Utility class

The WscpCommand interface contains a utility class,WscpQualifiedName, that allows the manipulation of fully qualfiedwscp object
names. The constructor is as follows:

WscpQual i fi edName(ful | yqualifiednane)

where fullyqualifiedname is the fully-qualified wscpname of an object.
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The methods for this class are as follows:
« getName(level)--Gets the abject name at thespecified containment level.
« getObject(level)--Gets the object type at thespecified containment level.

« toString--Returns a string representation of the objectname.
« number OfL evels--Returns the number of containmentlevels.

The WscpQualifiedName class contains the following constants,which define the containment levels at which various components
arenamed.

An example of how this classisused is asfollows:

ENTERPRISE_APPLICATION
DATASOURCE
JDBC_DRIVER

NODE

SERVER_GROUP
VIRTUAL_HOST
APPLICATION_SERVER
GENERIC_SERVER
WEB_RESOURCE
WEB_APPLICATION
MODULE

JMS_PROVIDER

JMS CONNECTION_FACTORY
JMS _LISTENER
J2C_RESOURCE_FACTORY
J2C_CONNECTOR
MAIL_SESSION

URL

URL_PROVIDER

String nane = "{/ Node: MyNode/ Appl i cati onServer: MyAppServer/}"WcpQual fi edName gNane = new

WscpQual i fi edNanme( nane) ; gNane. nunber Of Level s()
"Appl i cationServer " gNane. get Nane( 2)

returns

returns 2qName. get Cbj ect (2) returns

"MyAppSer ver " gNane. get Name(WscpQual i fi edName. APPLI CATI ON_SERVER) returns "MyAppServer"

Security

The wscp command-line tool runs with security enabled because itis started by using SAS from the command line, as you can seein
thewscp.bat (Windows) and wscp.sh (Unix) files. However, theW scpCommand interface cannot guarantee support for a server
withsecurity enabled because it is used in client programs. If the Javaprogram is started using SAS, WscpCommand methods execute
withsecurity enabled.
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