Security -- table of contents

Development and special topics

5: Securing applications -- special topics
5.1: Security components
5.1.1: Security features
5.1.2: Authentication model

5.1.3: Authorization model
5.1.3.1: Securing resources and applications
5.1.3.2: Role-based authorization

5.1.4: Delegation model
5.1.6: Operating environment
5.3: Changes to security
5.4: Overview: Using Using programmatic and form logins

5.4.1: Client-side login
5.4.1.1: The TestClient
5.4.1.2: LoginHelper

5.4.2: Server-sidelogin
5.4.2.1: The TestServer
5.4.2.2: ServerSideAuthenticator
5.4.2.3: Accessing secured resources from Java clients

5.4.3: Form login challenges
5.5: Introduction to security certificates

5.5.4: Requesting certificates
5.5.4.1: Getting atest certificate
5.5.4.2: Getting a production certificate
5.5.4.3: Using test certificates

5.5.6: Toolsfor certificates and keys
5.5.6.2: The iKeyman tool
5.5.6.2.1: iKeyman: test certificates
iKeyman: Creating a server keyring



iKeyman: Creating a client keyring
5.5.6.2.2: iKeyman: Certification requests
5.5.6.2.3: Placing asigned digital certificate into akeyring
5.5.6.2.5: Making keyrings accessible
5.5.6.3: Using the Keytool utility
5.5.6.3.1: Administering a keystore database
5.5.6.3.2: Administering key pair entries
5.5.6.3.3: Administering trusted certificates
5.5.6.3.4: Administering both certificate and key pair entries
5.5.6.3.5: Options used with the keytool command

5.7: Secure Association Service
5.7.1: Client-side SAS
5.7.2: SAS on the server side
5.7.3: ORB SSL Configuration
5.7.4: SAS Trace
5.7.5: SAS properties

5.7.6: SAS Programming Introduction
5.7.6.1: SAS Programming/Current
5.7.6.2: SAS Programming/Credentials
5.7.6.2.1: SAS Programming/Credentials
5.7.6.2.2: Client-side programmatic login
5.7.6.2.3: Server-side programmatic login

5.7.7: Selectively disabling security

Administration

6.6.18: Securing applications

6.6.18.0: General security properties
6.6.18.0.1: Properties for configuring Secure Socket Layer (SSL) support
6.6.18.0.2: Properties for configuring security using local operating system

6.6.18.1a07: Configuring SSL in WebSphere Application Server

6.6.18.3: Administering security with the Web console
6.6.18.3.1: Enabling global security with the Web console
6.6.18.3.3: Removing global security with the Web console
6.6.18.3.6: Specifying user IDsfor the server and administrator with the Web console

6.6.18.6: Avoiding known security risks in the runtime environment



6.6.18.7: Protecting individual application components and methods
6.6.18.9: Specifying authentication optionsin sas.client.props
6.6.18.10: The demo keyring

6.6.18.12: Crytographic token support



5. Securing applications -- special topics

IBM WebSphere Application Server provides security components thatprovide or collaborate with other
services to provide authentication,authorization, delegation, and data protection. Security elementsin
yourWebSphere environment are discussed in article 5.1.

Security is established at two levels. Thefirst level is globalsecurity. Global security applies to all applications
running in theenvironment and determines whether security isused at all, the type of registry against which
authentication takes place, andother values, many of which act as defaults.

The second level is application security. Application security, whichcan vary with each application, determines
the requirements specificto the application. In some cases, these values can overrideglobal defaults. Application
security includes settings likemechanisms for authenticating users and authorization requirements.

Security information is supplied in one of two places. Securityinformation is classified as global, which applies
to all applicationsrunning in the environment, or application-specific, which istailoredto individual
applications. Global security is administered byusing the WebSphere administrative console; application
securityis administered during the assembly phase by using the applicationassembly tool (AAT) and during the
deployment phase by using theadministrative console and the wscp tool.

Information about the standard security tasks appearsin 6.6.18: Securing applications.General administrative
tasks, including standard security tasks, are described in6.6.0.3: Web administrative console overview.The
application assembly tool is covered in6.3: Using the application assembly tool.

Therest of the material in this section concentrates on more specializedissues related to security. Some of these
are programmatic innature, and some are administrative. The discussions assume familiaritywith general
security procedures in the WebSphere Application Serverenvironment.

Article 5.3, Changes to security describeschanges in security since the previous version of WebSphere
Application Server.

Article 5.4, Using programmatic and custom |logindescribes the use of programmatic client and server login

routines that work with the authentication policies and other settings specified by the administrator of
WebSphere Application Server. This allows sitesto customize the way in which authentication information is
collectedfrom users.

Article 5.5, Certificate-based authenticationprovides an introduction to the concepts of certificate-based

authentication and its use in the WebSphereenvironment. This includes a discussion of general

cryptographicconcepts like public-key encryption and digital signatures as well asinformation on the use of

certificates in the WebSphere environment,tools for managing certificates and keys, and other related topics:
« 5.5.6: Tools for managing certificates and keys documents WebSphere Application Server's

command-line and GUI certificate and key management tools. It also includes common procedures for
managing certificates and keys with the tools.

Article 5.7, The Secure Association Servicedescribes the Secure Association Service (SAS), which playsa

crucial role in security for WebSphere ApplicationServer. It also provides reference material on
security-relatedproperties.
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5.1: The WebSphere security components

Security for WebSphere Application Server is managed as a collaborativeeffort by several components:
« Security collaborators
« Security policies
« The Secure Association Service (SAS)
o Theuser registry
» Secure Sockets Layer (SSL)

The security collaborators

The security collaborators reside in the application server process and arethe key run-time components for
enforcing the security constraints andattributes specified in the deployment descriptors. Thereisa
collaboratorfor Web resources in the Web container and another collaborator in the enterprise-bean container.

The Web collaborator performs authentication and authorization. Theenterprise-bean collaborator performs
authorization, but not authentication,and sets the run-as identity for delegated request. The
enterprise-beancollaborator relies on the Secure Association Service (SAS) to authenticateJava client requests to
enterprise beans.Both collaborators do the following when a client request is made fora Web or enterprise-bean
resource:

« Perform an authorization check.
« Log security tracing information.

The Web collaborator can perform an additional authentication operationbefore the two above: If the client has
not already authenticated, theWeb collaborator can challenge the user, to collect a user ID and password.The
challenge mechanism is specified as the login-configurationelement in the Web archive's web.xml deployment
descriptor.

The enterprise-bean collaborator performs an additional operation afterthe two mentioned above. It sets the
run-as identity, based on thedel egation policy. The delegation policy determines the identity to useif the
enterprise bean invokes methods on any other enterprise beans. The delegation policy or run-as mode is
specified in the g b-jar.xmldeployment descriptor.

For example, when a client makes an HTTP request to a protected Webresource such as a JSP file, the request is
dispatched to the Webcollaborator for the security check. The collaborator determinesif the client should be
authenticated and, if so, challengesthe client to collect auser ID and password. The Web
collaboratorauthenticates the user ID and password supplied by the client againsta user registry, for example,
the local operating-system registry.If the client is successfully authenticated, the collaboratorthen consults an
internal authorization table to determine whetherthe user isin one of the roles protecting the resource and, if

SO, permits access.

Security policies

Security attributes for enterprise and Web applications are specified inXML deployment descriptors, typically
using atool like the applicationassembly tool (AAT). The deployment descriptors contain much more
thansecurity attributes, but only those related to security are discussed here.

The security attributes include roles, method permissions, the run-as modeor delegation policy,
login-configuration or challenge type, and data-protection(confidentiality and integrity) settings.

When an application is deployed, the roles are mapped to users or groups.This combination of the users and
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groups is mapped to roles and to the enterprise beans and Web methods protected by the roles. This mapping
formsthe authorization table. There is an authorization table for each enterpriseapplication, and it is consulted
by the collaborators during theauthorization check.
For more information on security-related attributes for deployment, see:

o The Servlet 2.2 specification, for Web resources

« The Enterprise JavaBeans 1.1 specification, for enterprise-bean resources

« 6.6.0.5: Using the Application Assembly Tool interface

The Secure Association Service (SAS)

SAS performs authentication for Java clients of enterprise beans andhel ps to provide message protection or
encryption between such clientsand WebSphere application servers using RMI/IIOP over SSL for
communication.

User Registry

In environments that enforce security restrictions on applications, one ofthe first steps toward meeting such
restrictions is to require users toauthenticate--to prove their identities--in order toaccess applications. To prove
an identity, a user submits a piece ofinformation, for example, a password or a certificate, to the security
system,and the system checks the information against a database of knownusers. If the submitted information
matches the information in thedatabase, the user has successfully authenticated.

The database of known usersis aregistry. WebSphereA pplication Server supports the following types of
registries:

« Local registries, which are limited to environments with a singleapplication server and single node or
Windows NT domaincontroller.

SSL

Secure Sockets Layer (SSL) is a public-key network-security protocol thatcan perform both authentication and
message encryption. SSL is used betweenWeb browsers, Web servers, and WebSphere application servers to
encryptmessage data.

For instructions on how to configure SSL in WebSphere ApplicationServer, see article 6.6.18, Securing
Applications.
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5.1.1: Security features

This section briefly describes some of the features of WebSphereA pplication Server that you can use to secure
your applications.

The security system has two facets. First, it enables administratorsto define security policies to establish control
of resources. Administrators use security policiesto tell WebSphere ApplicationServer how security isto be
handled. The security system also provides built-in security services to enforce the policies.

The IBM WebSphere Application Server security system provides a numberof features, including the following:
Authentication policies and services

Authentication is the process of verifying that users are who they say they are. Y ou can indicate how
you want WebSphere Application Server to verify the identity of users who try to access your resources.

Authorization policies and services

Authorization is the process of determining what a user is allowed to do with aresource. Y ou can
specify policies that give different users differing levels of accessto your resources. If you define
authorization policies, WebSphere Application Server will enforce them for you.

A unified security administration model

The different components of WebSphere Application Server use the same model for security, so after
you learn how to set up security for one type of resource, you can apply that knowledge to other
resources. Servlets, JSP files, and Web pages are all administered similarly in terms of security. Y ou can
combine all of these resources into an application for which you also establish security.

Passwor d encoding in configuration files

Several of the WebSphere configuration files contain user IDs and passwords. These are needed at run
time to access external secure resources such as databases. Passwords are encoded, not encrypted, to
deter casual observation of sensitive information. Password encoding combined with proper operating
system file system security isintended to protect the passwords stored in these files.



5.1.2: The WebSphere authentication model

Authenticationis the process of determining if a user is who the userclaims to be. WebSphere Application Server authenticates usersby using one of

several authentication mechanisms.J2EE does not specify how toauthenticate to an enterprise-bean container. However, WebSphere usesthe Secure
Association Service (SAS) to authenticate Java clientsto enterprise beans.

The authentication mechanism for Web resources is specifiedby using thel ogi n- conf i g element of the web.xml deploymentdescriptor for the
Web application. Each Web application in an enterpriseapplication can have adifferent | ogi n- conf i g value specified.Hereis an example of a
| ogi n- confi g element where formlogin is specified:

<l ogi n-confi g> <aut h- nmet hod>FORW/ aut h- net hod> <r eal m name>Exanpl e For m Based
Aut henti cati on</real m nanme> <form| ogi n-confi g>
<f orm | ogi n- page>/1 ogi n. ht m </ form| ogi n- page>
<formerror-page>/error.jsp</formerror-page> </forml ogin-config> </l ogi n-confi g>

The servlet specification identfies the following authentication methods:
» Basic authentication:

Thisisthe familiar style of authentication in which the Web browser presents a dialog window requesting the user to enter auser 1D and
password when the user attempts to access a protected Web resource.

After the user providesthe identifier and password, the security service validates them against a database of known users, the user registry.
If the user-provided information is valid, the security system considers the user authenticated.

In this edition, the registry must be the local operating-system registry.
« Digest authentication

This authentication mechanism is not supported by WebSphere. Y ou must specify one of the other authentication mechanisms.
o Form-based authentication

This authentication mechanism permits a site-specific login through an HTML page or a JSP form.

See 5.4.2.3: Accessing secured resources from Javaclients for information on authenticating Java clients to enterprisebeans.
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5.1.3: The WebSphere authorization model

Authorization information is used todetermine if a caller has the necessary privilege to request aservice. Authorization
information can be stored in many ways. Forexample, with each resource, you can store alist of users and whatthey are
permitted to do. Such alist is called an access-controllist. Another way to store the information is to associate with
eachuser alist of resources and the corresponding privilege held by theuser. Thisis called a capability list.

WebSphere Application Server uses the Java 2 Enterprise Edition(J2EE) authorization model. In this model,
authorization informationis organized as follows:

« During the assembly of an application, permission to execute methods is granted to one or moreroles. A roleisa
set of permissions; for example, in a banking application, roles can include Teller, Supervisor, Clerk, and other
industry-related positions. The Teller role is associated with permissions to run methods related to managing the
money in an account, for example, the withdraw and deposit methods. The Teller roleis not granted permission
to close accounts; that permission is given to the Supervisor role. The application assembler defines alist of
method permissions for each role; thislist is stored in the deployment descriptor for the application.

Role-to-method mapping

| AccountBean methods | AccountServlet methods

\getBalance setBalance [deposit |withdraw |closeAccount [HTTP_GET [HTTP_DELETE
(T [ ve | - [ve [ ye | - | - [ -
e CEK [ ve [ [ - [ - [ [
|Super visor | - | yes | - | - | yes | - | yes
WeTdle | -~ | - [ -~ | - [ - | y& | -

There are two special subjects that are not defined by J2EE but are worth mentioning, All AuthenticatedUsers and
Everyone, and a special role, DenyAllRole. A special subject is Websphere-defined entity that is independent of
the user registry. It is used to generically represent a class of users or groupsin the registry.

o AllAuthenticatedUsersis a special subject that permits all authenticated users to access protected
methods. Aslong as the user can authenticate successfully, the user is permitted access to the protected
resource.

o Everyoneisaspecial subject that permits unrestricted access to a protected resource. Users do not have to
authenticate to get access; this special subject allows access to protected methods asif the resources are
unprotected.

o DenyAllRoleisaspecia rolethat is assigned by default to a partialy protected resource. For instance, if
an enterprise bean has four methods and only three are explicitly protected, the fourth method is
associated with the DenyAllRole. This role denies everyone access to the methods it is associated with.
The DenyAllRole is never mapped to any users or groups; it is always empty.

« During the deployment of an application, real users or groups of users are assigned to the roles. The application
deployer does not need to understand the individual methods. By assigning roles to methods, the application
assembler simplifies the job of the application deployer; instead of working with a set of methods, the deployer
works with the roles, which represent semantic groupings of the methods. When a user is assigned to arole, the
user gets all the method permissions that are granted to that role. Users can be assigned to more that one role; the
permissions granted to the user are the union of the permissions granted to each role. Additionaly, if the
authentication mechanism supports the grouping of users, these groups can be assigned to roles. Assigning a
group to arole has the same effect as assigning each individual user to the role.

A "best practice" during deployment is to assign groups, rather than individual users, to roles for the following
reasons:

o It improves performance during the authorization check. There are typically far fewer groups than users.
o For AEs, it can greatly improve application server startup time.
It provides greater flexibility, by using group membership to control resource access.

Users can be added to and deleted from groups outside of the WebSphere environment. Thisis preferred
to adding and removing them to WebSphere roles; the enterprise application must be stopped and
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restarted for such changes to take effect, and this can be very disruptive in a production environment.

Subj ect-to-role mapping

Roles

| Teller |Clerk [Supervisor WebTeller

|TellerGroup | yes | - | - | yes

.| Bob | yes |yes| - [ yes
SUbJeCtS|CIerkGroup| - | yes | - | -
| Supervisor | - | - | yes | -

« At execution time, WebSphere Application Server authorizes incoming requests based on the user's identification
information and the mapping of the user to roles. If the user belongs to any role that has permission to execute a

method, the request is authorized. If the user does not belong to any role that has permission, the request is
denied.

The J2EE approach represents a declarative approach to authorization, but it alsorecognizes that not all situations can be
dealt with declaratively. For those situations,methods are provided for determining user and role information
programmetically. ForEnterprise JavaBeans, the following two methods are supported by WebSphere ApplicationServer:

« getCallerPrincipal: This method retrieves the user's identification information.
« isCallerInRole: This method checks the user's identification information against a specific role.

For servlets, the following methods are supported by WebSphere Application Server:
« getRemoteUser
« isUserInRole
o getUserPrincipal

These methods correspond in purpose to the enterprise-bean methods.
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5.1.3.1: Securing applications and resources

WebSphere supports the J2EE model for creating, assembling, securing, anddeploying applications. This
document provides a high-level descriptionof what isinvolved in securing resourcesin a J2EE
environment.Resources are secured by doing the following:

« Specifying roles and defining method permissions in deployment descriptors.
« Assigning users and groups to roles during application deployment.
« Enabling global security in the WebSphere environment.

The J2EE specifications should be consulted for compl ete details.

Applications are often created, assembled and deployed in differentphases and by different teams.

Application-component providers

Component providers create enterprise beans, servlets, JSP files HTML files, and related components. These
components are packaged intoJ2EE modules for containers that can support them.

Enterprise-bean modules contain enterprise-bean class filesand a deployment descriptor. These modules are
packaged asstandard JAR files, using the .jar extension.

Web modules contain servlets, JSP pages, HTML pages, GIFs, andother, and also include a deployment
descriptor. These modulesare packaged as Web archivefiles, JAR fileswith a .war extension.

Enterprise bean and Web modules can be assembled into enterprise-applicationmodules. These modules are
packaged as enterprise archive files, JAR fileswith a .ear extension.

The component provider specifies most of the configuration meta-informationfor the components, including the
security attributes, in the deploymentdescriptors. These attributes identify roles, specify the methods that
areassociated with the roles, thel ogi n- conf i g method, and soforth. A tool like the WebSphere application
assembly tool (AAT) is usedto create J2EE modules and to set the attributes in the deployment descriptors.

Application assemblers

Application assemblers combine J2EE modules, resolve references betweenthem, and create from them a single
deployment unit, typically a.ear file.A tool like AAT isalso used to accomplish these tasks.
Componentproviders and application assemblers can be the same people, but theydo not have to be.

Deployers

Deployers links entities referred to in an enterprise application tothe run-time environment. One of the
important tasks the deployerperforms is mapping actual users and groups to the application’s roles. The deployer
installs the enterprise application into the environmentand makes the final adjustments needed to run the
application.

Most of the steps in creating J2EE applications involve deploymentdescriptors; the deployment descriptors play
acentral role inapplication security in a J2EE environment.
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5.1.3.2: Role-based authorization scenarios

This article describes the steps taken by WebSphere ApplicationServer to authorize requests. The two scenarios
are based on a bankingapplication that includes both an enterprise bean called AccountBeanand a servlet called
AccountServlet. The following tables definethe application's role-to-method mapping and user-to-role mapping:

| AccountBean methods | AccountServlet methods
\getBalance |setBalance [deposit |withdraw |closeAccount [HTTP_GET [HTTP_DELETE
| Teller | yes | - [y | yes | - | - | -
e CK [ ys [ - [ - [ - [ - [ - [
|Super visor | - | yes | - | - | yes | - | yes
\WebTeller] - | - | - | - | - | yes | -
Role-to-method mapping
| Roles
| Teller |Clerk [Supervisor |WebTeller
TellerGroup| yes | - | - | yes
. Bob yes | yes - yes
SubJeCtSECIerkGroupi - I yes : - : -
| Supervisor | - | - | yes | -

Subject-to-role mapping
Authorizing a request to an enterprise bean

When aclient attempt to execute a method on the home or remote interfaceof an enterprise bean, WebSphere
Application Server must determine whetherthe user ID, or principal, of the client isin arole that is authorizedto
execute the method.

Scenario: A request attempts to execute the getBalance method on theenterprise bean AccountBean. To authorize
this request, WebSphereA pplication Server does the following:

1. Determinesthe calling client's principal. If the principal cannot be determined, the request is rejected.
Suppose that the user Bob isidentified as the calling principal.

2. Determines the set of roles permitted to invoke the getBalance method. The role-to-method mapping table
indicates that both the Teller and the Clerk roles are authorized to execute the getBalance method.

3. Determinesif the calling principal isin at least one of the authorized roles. The user-to-role mapping table
indicates that Bob isin the Teller, Clerk, and WebTeller roles, so the authorization requirements are met.

4. Determines whether the security policy specifies a different identity to use for invoking the method and
any subsequent methodsiit calls.

5. Invokes the requested method.

Authorizing a request to a Web resource

When a Web browser attempts to execute a method on a Web resource,WebSphere Application Server must
determine whether the user 1D, or principal,of the client isin arole that is authorized to execute the requeston the
Web resource.

Scenario: A request attempts to execute the HTTP_GET method for theserviet AccountServlet. To authorize this
regquest, WebSphere ApplicationServer does the following:
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. Challenge the user for authentication information. Suppose that the user ID and password for Bob are
successfully authenticated.

. Determine the set of roles permitted to invoke the HTTP_GET method. The role-to-method mapping table
indicates that the WebTeller role is authorized to execute the HTTP_GET method.

. Determineif the calling principal isin at least one of the authorized roles. The user-to-role mapping table
indicates that Bob isin the Teller, Clerk, and WebTeller roles, so the authorization requirements are met.

. Invoke the requested method.
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5.1.4: The WebSphere delegation model

The WebSphere del egation model is an extension the Enterprise JavaBeansl.1 specification; delegation is fully addressed in Enterprise
JavaBeans2.0 specification. Enterprise beans can have delegation policies;Web resources cannot.

Delegation alows an intermediary to perform atask initiated by a clientunder an identity determined by the associated policy.
Therefore,enforcement of delegation policies affects the identity under whichthe intermediary performs downstream invocations, that is,
invocation madeby the intermediary in order to complete the current request, on other objects.By default, if no delegation policy is set, the
intermediary will use theidentity of the the requesting client while making the downstream calls.Alternatively, the intermediary can perform the
downstream invocations underits own identity or under an identity specified by configuration.

When the intermediary operates under an identity other than its own,downstream resources do not know the identity of the intermediary.
Therefore,they make their access decisions based on the privileges associated with theidentity being used.

The administrator specifies a delegation policy bysetting the run-as mode for each enterprise-bean method. For each,the administrator can
choose among three policies:

« Theclient identity
« The system identity, the identity of the intermediary
« A specified identity, based on a particular role, named in the delegation policy

For example, suppose that a client invokes a session bean thatinvokes an entity bean. If the delegation policy states thatmethods are invoked
under the client's identity, the session beanmakes its invocations under the client's identity. Therefore,it is the client, rather than the session
bean, that must havepermission to invoke the entity-bean methods. If the delegationpolicy requires the system identity, the session bean makes
itsinvocation under the identity of the server in whichthe session bean resides; it is this server that must have permissionon the entity-bean
methods. Finally, if the delegation policyrequires a specified identity, the session bean invokes themethods under thisidentity, so the specified
identity must havepermission on the entity-bean methods.

In WebSphere Application Server, the application assembler determinesthe use of delegation by using the application-assembly tool (AAT)
toset the Securi t yl denti t y valuein the deployment descriptor.If thisvalueis not set, no special instructions about security identitiesare
used, and the intermediary uses the caller identity for any downstreaminvocations. The Securi t yl dent i t y value be associated withany of
the following types:

o« UseCal l erldentity (cannot be used for message-driven beans)
« UseSystem dentity
« RunAsSpecifiedldentity

Useof UseCal | er | denti t y meansthat the intermediarywill useits client's credentials for downstream invocations. Use
ofUseSyst el dent i t y meansthat the intermediary willuse its own credentials for downstream infocations. Use of
RunAsSpeci fi edl denti t y meansthat credentias determined elsewhere will be used.

The application assembler does not typically know the makeup ofthe run-time environment, including the specific user identitiesthat are
available. Therefore, it can be impossible for anassembler to have a concrete value to specify for an intermediary that isto run as a specified
identity. Therefore, the run-asidentity is designated as alogical role name, which correspondsto one of the security roles defined in the
deployment descriptor.That is, if the type of identity is specified astheRunAsSpeci f i edl dent i t y type, the deployment descriptoralso
containsar unAsSpeci fi edl denti t y element withar ol eNarre attribute. Thus, to establish a delegationpolicy under which aresource
runs as an administrator, that is, amember of the admin role, ther unAsSpeci fi edl dent i t yelement looks like this:

C <runAsSpeci fi edl dentity xm:id="ldentity_ 1" rol eNane="admi n"
descri ption="" />

At deployment time, a particular user is assigned to that role andbecomes the run-as identity by indirection. This allows you to usethe
specified-identity delegation policy to run beans under theidentity of a user who has been associated with the role.
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5.1.6: Relationship to the operating environment

This section discusses how Application Server security relatesto the security provided by your operating system
and by Java.

WebSphere Application Server security sits on top of your operatingsystem security and the security features
provided by other components,including the Java language.

The types of security involved include:
« Operating-system security support, for example, authentication against, the local user registry.

« Javarlanguage security, provided through the Java Virtual Machine (JVM) used by WebSphere and the
programmatic security classes.

« WebSphere security, which relies on and enhances al of the above.
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5.3: Changes to security since Version 3

With version 4.0, WebSphere Application Server adopts the security model described inthe Java 2 Enterprise
Edition (J2EE) specification. This specification describestechniques for creating, assembling, deploying, and
securing enterprise applications. Thesecurity-related aspects of J2EE are now supported by WebSphere and

include the following:

« The use of J2EE deployment descriptors to declaratively specify various security constraints for Web
and enterprise-bean resources. This change isimportant because many of an application's security
attributes are now specified during the creation and assembly phases instead of during the deployment
phase. In Version 3.x, most application-level security attributes are specified during the deployment

phase.
e The use of role-based authorization.

Many security features have changed with respect to the security offered by IBMWebSphere Application Server

Version 3. This table summarizes the differences.

| Version 4

| Version 3.x

When global security is enabled, only the resources of
the administrative application are protected. All other
resources are unprotected.

When global security is enabled, enterprise beans are
protected by default.

WebSphere no longer secures or protects URIs, for
example, HTML filesand CGl scripts, that are served
by an external Web server, for example, Apache or
IHS. WebSphere secures or protects only URIs served
by WebSphere. URIs not served by WebSphere can be
protected with IBM's WebSeal security solution, or the
URIs and the resources they represent can be
restructured and packaged in a Web application
archive (aWAR file) so that WebSphere can serve
them.

WebSphere can protect URIs served by an externa
Web server.

Deployment descriptors are provided in XML. The
web.xml, g/b-jar.xml, and application.xml
deployment-descriptor files are used to declare security
contraints. Security constraints include the
identification of the methods belonging to roles, the
login configuration or challenge mechanism, whether
HTTPS/SSL isrequired, and so forth. The application
assembly tool (AAT) is used to create and manipulate
deployment descriptors and the various archive (EAR,
WAR, and JAR) filesthat contain them.

Most of application-specific security attributes are
defined by using the administrative console during
the application's deployment phase.

The login configuration and challenge type apply to
individual Web applications, not to individual
enterprise applications,
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The local operating-system user registry now supports
J2EE form-based login configuration. This means that
AESs can now supports the form-based login
configuration.

J2EE form-based login replaces AbstractL oginServlet,
CustomL oginServlet, and SSOA uthenticator, which
are now deprecated. Although these features still exist
inversion 4.0, they are intended to be used for
migration purposes only until the application can be
modified to use J2EE form-based login.

AbstractLoginServlet, CustomL oginServlet, and
SSOA uthenticator are features used to create custom
or form based login mechanisms for web applications.
CustomL ogin servlets are supported only with the

L TPA authentication mechanism, which is available
only in Advanced Edition.

Passwords are encoded with a simple masking
alogorithm in various ASCII WebSphere configuration
filesto deter casual observation.

Passwords are in plain text.
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5.4: Overview: Using programmatic and form logins

This section describes the use of login specifications in WebSphere Application Server.

When Java enterprise-bean client applications require the user to provide identifying information,the writer of
the application must collect that informationand authenticate the user. The work of the programmer can be
broadlyclassified in terms of where the actual user authentication is performed:

1. Inaclient program
2. Inaserver program

Users of Web applications can be prompted for authentication datain many ways. The login-config element in
the Web application's deployment descriptor defines the mechanism used to collectthis information.
Programmers who want to customize login procedures,rather than relying on general -purpose devices like a 401
dialog windowin a browser, can use aform based login to provide an application-specificHTML form for
collecting login information.

No authentication occurs unless WebSphere global security isenabled. Additionally, if you want to use
form-based login forWeb applications, you must specify "FORM" in the aut h- net hodtag in the
| ogi n- confi g element in the deploymentdescriptor of each Web application.
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5.4.1: Client-side login

Use aclient-side login when a pure Java client needs to log usersinto the security domain but does not need to use the authenticationdata itself.

Client-side login works in the following manner:
1. The user makes arequest to the client application.

2. The client presents the user with alogin form for collecting authentication data. The user inserts his or her user ID and password into the
form and submitsiit.

. The client programmatically places the user's authentication data into an ORB-related data structure called the security context.
. The client program invokes a method on a server.
. The server processes the request, extracting the authentication data from the context and performing authentication.

. If the authentication was successful, the server grants the request and returns the security credentials for further use. If the authentication
fails, the server denies service.

o 01~ W

The client programmer is responsible for writing the code toextract the authentication data and insert it into the CORBAdata structures.
WebSphere provides a utility class, the LoginHel perclass, that can be used to simplify the CORBA programming needed todo this kind of
programmatic login. The TestClient applicationillustrates the use of the LoginHelper class.

In order to use the LoginHelper class, the client needs to knowthe security properties of the ORB, so you must load a propertiesfile containing
those values when you start the client program.The file sas.client.props file installed with WebSphere containsvalid values. Specify the properties
file on the command lineas follows:

-Dcom i bm CORBA. Confi gURL=URL of properties file

For example, to load the sas.client.props file and run the TestClientprogram, issue the following command:
java -Dcom i bm CORBA. client. ConfigURL=file://<install_root>/properties/sas.client.props TestCient

Because the JDK which requires a call to System.exit()any time the AWT is activated, the client programmerneeds to call System.exit() at the end
to exitthe program.
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5.4.1.1: The TestClient program

The TestClient program illustrates the use of the LoginHelper class,a utility class provided to help simplify programming client-sidelogin. The
excerpt below shows the performLogin method.

TestClient class

public class Testdient { private void performnlogin() { /1l Get the user's ID and
passwor d. String userid = custonGetUserid(); String password = custonmCet Password();

/1l Create a new security context to hold /] authentication data. Logi nHel per | ogi nHel per =
new Logi nHel per () ; try { // Provide the user's ID and password for authentication.
org.onyg. SecuritylLevel 2. Credentials credentials = | ogi nHel per. | ogi n(userid,
passwor d) ; /1l Use the new credentials for all future invocations.

| ogi nHel per. setlnvocati onCredenti al s(credential s); /!l Retrieve the user's nane from
the credentials /'l so we can tell the user that |ogin succeeded.

String username = | ogi nHel per. get User Nane(credenti al s); System out. println("Security context

set for user: "+usernane); } catch (org.ong. SecuritylLevel 2. Logi nFai |l ed e) {
/1 Handl e the LoginFail ed exception. C
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5.4.1.2: The LoginHelper class

The LoginHelper classis a WebSphere-provided utility class thatprovides wrappers around CORBA security methods. It can be usedby pure
Java clients that need the ability to programmaticallyauthenticate users but don't need to use the authentication data onthe client side.

The methods in this class give a client program away tocollect authentication information from a user and packageit to be sent to a server. The
server authenticates the userand returns security credentials to the client.

The following list summarizes the public methods in the LoginHel per class. The sourcefileisinstalled at:

<instal | ati on_root>/install edApps/ sanpl eApp. ear/ def aul t _app. war/ VEB- | NF/ cl asses/ Logi nHel per.java
and the classfileisinstalled at:

<instal | ati on_root>/install edApps/ sanpl eApp. ear/ def aul t _app. war/ VEB- | NF/ cl asses/ Logi nHel per. cl ass
LoginHelper()

The constructor obtains a new security-context object from the underlying ORB. This object is used to carry authentication information
and resulting credentials for the client.

Syntax:
Logi nHel per() throws Il egal Stat eException
login()

This method takes the user's authentication data (identifier and password), authenticates the user (validates the authentication data), and
returns the resulting Credentials object.

Syntax:

org.ong. SecuritylLevel 2. Credentials login(String userlD, String password) t hr ows
1l egal St at eException

setlnvocationCredentials()
This method sets the specified credentials so that all future methods invocations will occur under those credentials.

Syntax:
voi d setlnvocationCredential s(org.ong. SecuritylLevel 2. Credenti al s i nvokedCr eds) t hr ows
org.ong. Security.InvalidCredential Type, org.ong. SecuritylLevel 2. 1 nval i dCredenti al

getl nvocationCredentials()
This method returns the credentials under which methods are currently being invoked.

Syntax:
org.ong. SecuritylLevel 2. Credenti al s getlnvocationCredenti al s() t hr ows
org.ong. Security.lnvalidCredential Type
getUser Name()
This method returns the user name from the credentials in a human-readable format.
Syntax:
String getUser Nane(org. ong. SecuritylLevel 2. Credenti al s creds) t hr ows
org.ong. Security.DuplicateAttributeType, org.ong. Security.lnvalidAttributeType
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5.4.2: Server-side login

Use a server-side login when a program needs to log users into the securitydomain and to use the authentication
dataitself. A client-side logincollects the authentication data and sends it to another programfor actual
authentication; a server-side login does both tasks.

Server-side login works in the following manner:

1. The user makes arequest that triggers a servlet.

2. The servlet presents the user with alogin form for collecting authentication data. The user inserts his or
her user ID and password into the form and submitsit.

3. The servlet presents the request to the server.

4. The server processes the request, extracting the authentication data from the context and performing
authentication.

5. If the authentication was successful, the server grants the request. If the authentication fails, the server
denies service.

The server programmer is responsible for writing the code toextract the authentication data, insert it into the
CORBAdata structures, and authenticate the user. WebSphere provides autility class, the
ServerSideAuthenticator class, that can be usedto simplify the CORBA programming needed to do thiskind
ofprogrammatic login. This class extends the LoginHel per classused for client-side login. The TestServer
applicationillustrates the use of the ServerSideAuthenticator class.
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5.4.2.1: The TestServer program

The TestServer program illustrates the use of the ServerSideAuthenticatorclass, a utility class provided to help simplify programming
server-sidelogin. The excerpt below shows the performL oginAndA uthentication method.

TestServer class

public class Test Server{ .. private void perfornLogi nAndAut henti cati on() { /'l Get the
user's | D and password. String userid = custontGetUserid(); String password =
cust onGet Password(); // Ensure imedi ate authentication. bool ean forceAut hentication = true;
/1l Create a new security context to hold /1 authentication data. Server Si deAut hent i cat or
server Auth = new Server Si deAut henti cator(); try { /1l Perform aut hentication based
on supplied data. org.ong. SecuritylLevel 2. Credentials credentials =
server Aut h. | ogi n(userid, password, forceAuthentication); /'l Retrieve the user's nane from
the credentials /'l so we can tell the user that |ogin succeeded. String usernane =
server Aut h. get User Nane(cr edenti al s); System out. println("Authentication successful for
user: "+usernane); } catch (Exception e) { /1 Handl e excepti ons. } }

-}
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5.4.2.2: The ServerSideAuthenticator class

The ServerSideAuthenticator classis a WebSphere-provided utility class thatprovides wrappers around CORBA security methods. It extends the LoginHel perclass
for use by servers.

The following list summarizes the public methods in theServerSideAuthenticator class. The sourcefileisinstalled at:

<installation_root>/install edApps/ sanpl eApp. ear/ def aul t _app. war/ VEEB- | NF/ cl asses/ Ser ver Si deAut henti cator.java
and the classfileisinstalled at:

<installation_root>/install edApps/sanpl eApp. ear/ def aul t _app. war/WEB- | NF/ cl asses/ Ser ver Si deAut henti cat or. cl ass
Server SideAuthenticator ()

The constructor obtains a new security-context object from the underlying ORB. This object is used to carry authentication information and resulting
credentials.

Syntax:
Server Si deAut henticator() throws |11 egal StateException
login()

This method takes the user's authentication data (identifier and password), authenticates the the user (if the force_authn argument is set to TRUE), and
returns the resulting Credential's object.

Syntax:

org.ong. SecuritylLevel 2. Credentials login(String userlD, String password,

bool ean force_aut hn) throws org.ong. SecuritylLevel 2. Logi nFai | ed,

comibm | Ext endedSecurity. Real mNot Regi st er ed, com i bm | Ext endedSecurity. UnknownMappi ng,

com i bm | Ext endedSecurity. Mechani snilypeNot Regi st er ed,
comibm | Ext endedSecurity. | nvalidAdditional Criteria

authenticate()
This method does the actual authentication work.

Syntax:

org.ong. SecuritylLevel 2. Credentials authenticate(String userlD, String password) t hr ows
org.ong. SecuritylLevel 2. Logi nFai | ed, org.ong. SecuritylLevel 2. I nvali dCredenti al ,
org.ong. Security.lnvalidCredential Type, com i bm | Ext endedSecurity. Real nNot Regi st er ed,

com i bm | Ext endedSecurity. UnknownMappi ng,
com i bm | Ext endedSecurity. Mechani snTypeNot Regi st er ed,
com i bm | ExtendedSecurity. | nvalidAdditional Criteria
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5.4.2.3: Accessing secured resources from Java clients

A Javaclient that needs to access a secured resource must knowthat resource is secured. This page describes how to provide clientswith the
information they need.

1. Create atext file. Init, specify the following property-value pairs:
o com i bm CORBA. securityEnabl ed=true
o Configure SSL as described in 5.7.3: ORBSSL Configuration.

Y ou can use the properties file sas.client.props installed with WebSphere Application Server as amodel.

2. When you start the client, load the properties file you just created. Specify the properties file on the command line as follows:
-Dcom i bm CORBA. Confi gURL= <URL of properties file>

For example, to load a properties file called my.client.props located in the product installation directory for aclient called MyClient App:
java -Dcomibm CORBA. client. ConfigURL=file://install_root/properties/ny.client.props M/d ientApp
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5.4.3: Form-based login

Applications can present site-specific login forms by making use of WebSphere'sform-login type. The J2EE specification defines form login as one
of the authenticationmethods for Web applications. However, the Servlet 2.2 specification does not define amechanism for logging out. WebSphere
extends J2EE by also providing a form-logoutmechanism.

Form login

A form login works in the following manner:
1. Anunauthenticated user attempts to use a resource secured with aform-login authenti cation method.
2. The user isredirected to the form-login page, which takes the user to an HTML form that collects authentication information.
3. Theuser enters his or her user ID and password into the form and submitsiit.
4. The submission triggers a special WebSphere servlet that authenticates the user.
5. If the user authenticates successfully, the orginally requested secure resource can be accessed.

[il If you select LTPA as theauthentication mechanism under global security settings and use form login in any Webapplications, you must also
enable single sign-on (SSO). If SSO is not enabled,authentication during form login fails with a configuration error. SSO is required becauseit
generates an HTTP cookie that contains information representing the identity of theuser at the web browser. Thisinformation is needed to authorize
protected resources whena form login is used.

Configuring form login

Form login is one of the possible values for the aut h- net hod taginthel ogi n- conf i gelement in the deployment descriptor of aWeb
application. For example:

<l ogi n-confi g> <aut h- met hod>FORM</ aut h- net hod> <r eal m nane>Exanpl e For m Based
Aut henti cati on</real m name> <f orm | ogi n- confi g>
<f orm | ogi n- page>/1 ogi n. ht M </ f or m | ogi n- page>
<formerror-page>/error.jsp</formerror-page> </forml ogi n-config> </l ogi n-config>

Thef or m | ogi n- page element above specifies the form to display when arequest is made to a protected Web resource in the Web application.
The form-login page isusually an HTML or JSPfile, but it can also be a servlet. The page named inthef or m er r or - pageelement is displayed if
an error occurs during login.

The form-login page

The form-login page is usually an HTML form with text-entry fields for a user ID andpassword. The HTML fileisincluded in the Web application
archive (WAR ) file. However,there severa key requirement:.

« Thetext-entry field for the user ID must be named j_username
« Thefield for the password must be named j_password.
« The post action must bej_security check.

The j_security_check post action is a special action recognized by the web container;it dispatches the action to a special WebSphere servlet that
authenticates the user.

Hereisan example of aform-login HTML page:

<! DOCTYPE HTML PUBIi C "-//WBC/ DTD HTML 4.0 Transitional//EN'> <htm > <META
HTTP- EQUIV = "Pragma" CONTENT="no-cache"> <title>Form Login Page </title>
<body> <h2>Sanpl e Form Logi n</ h2> <FORM METHOD=POCST
ACTI ON="j _security_check"> <p> <font size="2"> <strong> Please Enter user |ID and
password: </strong></font> <BR> <strong> User |ID</strong> <input type="text" size="20"
name="j _user nane" > <strong> Password </strong> <input type="password" size="20"
name="j _password"> <BR> <BR> <font size="2"> <strong> And then click this
button: </strong></font> <i nput type="submit" nane="login" val ue="Logi n"> </ p>
</form </ body> </htm >
Form logout

Form logout is a mechanism to log out without having to close all Web-browser sessions.After logging out with form logout, access to a protected
Web resource requiresreauthentication.

Suppose that it is desirable to log out after logging into a Web application andperforming some actions. A form logout worksin the following
manner:

1. Thelogout-form URI is specified in the Web browser and loads the form.

2. The user clicks on the submit button of the form to logout.

326The WebSphere security code logs the user out.



4. Upon logout, the user is redirected to alogout exit page.

Configuring form logout

Form logout does not require any attributes in any deployment descriptor. Itissimplyan HTML or JSP file that isincluded with the Web application.

The form logout page

The form-logout page is like most HTML forms except that, like the form-login page, ithas a special post action that is recognized by the Web
container, which dispatches it toa special internal WebSphere form-logout servlet.

The post action in the form-logout page must be ibm_security _logout.

A logout-exit page can be specified in the logout form, and the exit page can be aHTMLor JSP file within the same Web application that the user is
redirected to after loggingout. The logout-exit page is simply specified as a parameter in the form-logout page. 1fno logout-exit page is specified, a
default logout HTML messageis returned to the user.

Here is asample form logout HTML form. This form configures the logout-exit page toredirect the user back to the login page after logout.

<! DOCTYPE HTML PUBIi C "-//WBC/ DTD HTM. 4.0 Transitional//EN'><htmn > <META HTTP- EQUI V =
"Pragma" CONTENT="no-cache"> <title>Logout Page </title> <body> <h2>Sanpl e
For m Logout </ h2> <FORM METHOD=POST ACTI ON="i bm security_| ogout” NAME="I| ogout ">
<p> <BR> <BR> <font size="2"> <strong>dick this
button to |l ogout: </strong></font> <i nput type="submt" nane="| ogout"

val ue="Logout " > <I NPUT TYPE="H DDEN' name="1| ogout Exi t Page" VALUE="/|ogin.htm ">
</ p> </fornp </ body></ht i >
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5.5: Tools for managing keys

WebSphere Application Server Single Server Option providestools for managing keys. The same set of toolsis
used tomanage digital certificates, as well, athough certificatesare not supported in this version.
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5.5.4: Requesting certificates

When you request a certificate from a certificate authority,you need to take into account:
« Thetimeit takesto get a certificate
« Reguirements the CA imposes on the format of information

Time requirements

Because of the diligence expected of acommercial CA, the authenticationprocess for principals can take a
significant amount of time. Commercial CAs often require up to aweek to complete their authentication
process.Even on-site CAs can take between minutes and days to complete theirauthentication process.

Asaresult, when planning to add a new application server or host (nameserver) to your enterprise, you must
take into account the time ittakes to get a certificate. Although primarily of concern for productioncertificates, it
can also be a concern in getting test certificates aswell.

Note that if your server's certificate is compromised, or if someother server in its trust-base is compromised,
you must acquirea replacement certificate. Thisinvolves similar time requirements.

Requirements on the format of information

When you create a certificate request, you need to provide the informationabout the owner of the certificate.
The required information and itsformat vary across certificate authorities. Also, the WebSphere
ApplicationServer graphical tool and command-line tools vary in the way they representthe name.

Certificates use names in the X.500 format. A name in this styleconsists of many components. The entire name
is called a distinguishedname (DN). It consists of a set of components, which often includesa common name
(CN), and organization (O), an organizationunit (OU), a country (C), alocality (L) and many others.
Forexample, an X.500 name for a server called PolicyServerl aspart of the Accounting division of the US-based
AccountingCorpcan look like this:

"CN=Pol i cyServer1l, QOU=Accounting, O=AccountingCorp, c=US"

Certificates are often used to represent server principals, so atypicalconvention isto create CNs of the
formhost_name/server _name, for example,for the server PolicyServerl on the host central ops.acctcorp.com,
thecommon name is central ops.acctcorp.com/PolicyServerl.

Some CAs require the use of fully-qualified host names in commonnames. For example, VeriSign does not sign
your certificate unlessthe domain portion of the host name is owned by your organization.Check with the CA
for any requirements on common-name fields.

The distinguished name can include other information as well. Some certificateauthorities, including VeriSign,
require that you spell out completelythe state or province fields. For example, you need to specify "New

Y ork"rather than "NY." Check with the CA for any such requirements before generatingyour certificate
requests.
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5.5.4.1: Getting a test certificate from acertificate
authority

To obtain a certificate from a certificate authority, youmust create file containing a certificate signing request
(CSR).Y ou then send the file to the CA. The procedure for gettingthe file to the CA varies with the CA and with
the type of certificate, test or production, being requested. It is oftenhelpful to request atest certificate from a
CA before requestinga production certificate.

Thisfile describes how to get atest certificate from a specificcommercial CA, VeriSign, which offers a test
certificate for free. The test certificate is alegitimate certificate, fully signedand endorsed for actual use, and it
can be used to validateyour configuration before you acquire a production certificate.However, the test
certificate is only good for two weeks afterreceipt, so it is not useful for production use.

After you have created file containing a certificate signing request,request atest certificate by following these
steps:
1. Start your Web browser and link to VeriSign's home page at http://www.verisign.com.

2. Choosethefreetrial SSL trial 1D option. This displays a page where you can request afreetrial of a
secure server |D.

3. Follow theinstructions for requesting afreetrial 1D. Be sure to read the frequently asked questions
(FAQ) list, the legal agreement for VeriSign trial subscribers, and the information comparing Tria
Secure Server IDsto Secure Server Digital IDs. VeriSign also provides online help for each step of the
process.

4. When you get to the page on which you submit the CSR file, scroll down to the edit box. Thisis where
you insert the CSR.

5. Open the file containing the CSR; use any text editor that supports cut-and-paste actions.
6. Inyour editor window, select all of the text, including the header
----- BEG N NEW CERTI FI CATE REQUEST- - - - -
and the corresponding trailer.
7. Paste the test into the edit box on the Enrollment page in your browser.
8. Click the Continue button.
9. On theresulting page, verify and complete the following information:

o Verify Distinguished Name: Check all of the information displayed about your certificate. In
particular, ensure that the Common Name is correct and unique.

o Enter Technical Contact Information: Enter the requested information about you. VeriSign
needs this information to send you your signed certificate. In particular, make sure that your
e-mail addressis correct. VeriSign will e-mail your certificate to this address.

o Read the Digital ID Subscriber Agreement: Read the terms and conditions stipul ated by
VeriSign about the Test ID you are requesting.
If you do not accept these conditions, do not continue.

10. When the information is complete, and if you accept the VeriSign's Subscriber Agreement, click the
Accept button.

Y ou will recieve an acknowledgement, usually by e-mail, that you havesuccessfully completed your request.
Y ou will probably be instructedto download the certificate and to install it in your browser.

[il Do not install the certificate in your browser. For use withWebSphere, the certificate must beinstalled in a
keyring,not in your browser.
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5.5.4.2: Getting a production certificate from a
certificate authority

To obtain a certificate from a certificate authority, youmust create file containing a certificate signing request
(CSR).Y ou then send the file to the CA. The procedure for gettingthe file to the CA varies with the CA and with
the type of certificate, test or production, being requested.

Thisfile describes how to get a production certificate from a specificcommercial CA, VeriSign. Getting a
production certificate can beexpensive, depending on the type of certificate and its strength.lt is often
instructive to request atest certificate from a CAbefore requesting a production certificate.

After you have created file containing a certificate signing request,request a production certificate by following
these steps:

1. Start your Web browser and link to VeriSign's home page at http://www.verisign.com.

2. Choose Web Server Certificates --> Buy Now --> [Buy] Global Site Services. This begins a series of
pages that collect the information VeriSign needs to process your certificate request. Read each page
carefully. When you complete a page, display the next page by clicking the Continue button.

The page titled Before Y ou Start lists the things you should do before beginning this process, including
installing web server software, setting up your Internet proxies, determining how you will pay for the
certificate, reviewing the legal agreement and, if necessary, printing the enrollment guide. Y ou should
treat any referencesto "web server software” as references to the WebSphere software.

3. The pagetitled Step 1: Obtain Proof of Right provides instructions on one of the authentication steps
that VeriSign performs. In this case, you must prove that your enterprise has the right to operate under
the Organization name that you specified in your CSR. The VeriSign process is optimized to using
D-U-N-S numbers for this purpose. If you take this approach, you must provide your D-U-N-S number
or, if you areaU.S. company, VeriSign can look it up for you.

If you don't have a D-U-N-S number, or if you don't want to use thisto prove your right to the
Organization name, you can provide alternate proof of right. For example, if you have aletter of
incorporation or similar article, you can fax acopy to VeriSign. Using an alternate proof of right will
slow the process down, because you will not be able to continue until VeriSign has received and
processed the alternative proof.

4. The pagetitled Step 2: Confirm Domain Name informs you that you (your enterprise) must own the
domain name indicated in the common name of your certificate. These domain names are registered
with NIC, and VeriSign will verify that the domain name you specified belongs to your enterprise; this
is part of the authentication process completed by certificate authorities.

5. The pagetitled Step 3: Generate CSR instructs you to create your CSR. If you have aready created a
CSR file, you can skip this step.

6. The pagetitled Step 4: Submit CSR provides you with an edit box. Thisiswhere you will insert the
CSR.

7. Open the file containing the CSR; use any text editor that supports cut-and-paste actions.
8. Inyour editor window, select all of the text, including the header

----- BEG N NEW CERTI FI CATE REQUEST- - - - -

and the corresponding trailer.
9. Paste thetest into the edit box on the Submit CSR page in your browser.

10. The pagetitled Step 5: Complete Application page requires you to enter alot of information. Verify
your distinguished name and enter the following:

o Server information
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= Vendor of the server software: Click the pull-down button and select IBM.

= A challenge phrase: A text string. This can be anything you like, and you should treat it
like a password. You will be asked to present this same challenge phrase when you
submit arenewal request or if you ask to have the certificate revoked (for example, if the
certificate is compromised). Y ou may aso be asked to supply this challenge phrase when
speaking with VeriSign.

o Technical contact information: This should identify you. Your e-mail addressis particularly
important; VeriSign will e-mail the certificate to this address.

o Organizational contact information: This should be someone other than yourself whoisa
member of your enterprise. VeriSign will contact this person during the authentication process,
to verify the legitimacy of your request.

o Billing contact information: Enter the person in your organization who is responsible for
payment.

o Thetype of Secure Server 1D that you are requesting
o Payment information

o Organizational information (your D-U-N-S number): If you use an alternate proof of right, then
VeriSign will instruct you on how to fill out this information.

11. Review the Server Certificate Agreement. To accept the conditions and submit your request, click the
Accept button. If reject the conditions, click the Decline button.

VeriSign will send you an e-mail message containing your signedproduction certificate. The certificate must be
installed ina keyring class.
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5.5.4.3: Using test certificates

If you need to start using a server before you get a productioncertificate from a CA -- for example, to test your
installation --you can do either of the following, less secure, alternatives:

« You can use the test certificate (in the DummyServerKeyFile, see 5.7.3: ORB SSL Configuration)

provided with WebSphere to perform some early tests. However, you should replace it with a certificate
that legitimately represents your server as soon as possible. For this, you do can either of the following:

o Acquire production (or test) certificates from the CA
o Create your own test CA and issue test certificates
« You can configure the server initially without its certificate keyring. This means that clients cannot
access the server securely. Again, this situation is acceptable only for testing purposes.

When you receive the certificate from the CA, you can modify theconfiguration of the server to use the new
certificate. Clients canthen access the server with the security provided by the certificate.
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5.5.6: Tools for managing certificates and keys

WebSphere Application Server, Advanced Edition provides utilities for managing certificatesand keys:
« A graphical tool, called iKeyman, the IBM Key Management tool.
« The standard Java command-line tool, keytool.
The graphical tool is easier to use than the command-linetools, which makes it ideal for occasional or casual

use. However,command-line tools support scripting of certificate management,which is useful for
administrators who do alot of thiswork or whowant to automate the work.
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5.5.6.2: The IBM Key Management tool

WebSphere provides a graphical tool, the IBM Key Management tool (iKeyman)for managing keys and certificates. The
graphical tool is easierto use than the command-line tools, which makes it ideal for occasionalor casua use.

Using the tool

To start the iKeyman tool:
1. Moveto the product_installation_root/bindirectory.

2. Issue one of the following commands:
o On Windows systems:
i keyman
o On Unix systems:
i keyman. sh

The iKeyman window appears as shown below.

IBH Key Management M= B3
Key Database File Create Yiew Help

D) = W

-Hey database information
DB-Type:
File Hame: _

ey database content

Personal Certificates -

|| A personal certificate has its associated private key in the database. |
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5.5.6.2.1: Creating a self-signed test certificate

For test purposes, you can create a self-signed certificatespecifically for aserver and its Secure Sockets Layer
(SSL) basedJava clients. Y ou can also set up atemporary certificateauthority by creating a self-signed
certificate and using it to signother certificates.

This procedure is useful when the WebSphere test certificate hasexpired, or if you want a self-signed test
certificate thatspecifically recognizes your server. If you need atest certificatethat has been signed by a
Certificate Authority (CA), follow theprocedurein article 5.5.6.2.2, Creating acertification request.

To create your own self-signed test certificate, complete the followingsteps:
1. Create aserver keyring file. See article 5.5.6.2.1.1, Creating a serverkeyring, for details.
2. Create aclient keyring file. See article 5.5.6.2.1.2, Creating aclient keyring, for details.

3. Enable Websphere Application Server to access the client andserver keyring files. See article5.5.6.2.5,
Making client and server keyrings accessible, fordetails.
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5.5.6.2.1.1 Creating a server keyring

Thefirst step in creating a self-signed test certificate isto create a serverkeyring. It contains a private key for the server for which the
test certificate is beingrequested and a public key for certificate requests. To create a server keyring, completethe following steps:

1. Start the IBM Key Management tool. See article 5.5.6.2, The IBM Key Management tool, for instructions.
2. Create a server keyring file.

3. Create anew self-signed personal certificate.

4. Export the public key from the server keyring file. Thiskey isrequired by the client keyring file.

Therest of this article describes how to complete these steps.

Create a server keyring file

To create a server keyring file, do the following:
1. Open anew key database file by selecting Key Database File --> New from the menu bar. The New dialog box is displayed.

New _____________________________________________H

Hey database type  ||SSLight Key database class

File Name: |I-:e~,fring.class || Browse...
Location: |G:Llsl-:it4 Cisamplest |
0K Cancel

2. Set Key Database Typeto KS.

3. Enter the name and location of the server keyring file. In this example, the file name is ServerKeyring.jks and the location is
product_installation_root/etc

4. Click the OK button to continue. The Password Prompt dialog box is displayed.
Pazsword Prompt

Password: | |

Confirm Passwaord: | |

[_| Set expiration time?

Password Strength:

0K Reset Cancel

5. Enter apassword to restrict access to the key database. In this example, the password is WebAS.
The server keyring password is stored in the administrative console. The client keyring password is stored in the
sas.client.props file using the property com.ibm.CORBA.SSL ClientK eyRingPassword. Y ou need to set the keyri ng-é)%&word
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properties to this password so that the keyring file can be opened by iKeyman during runtime. See article 5.5.6.2.5, Making
client and server keyrings accessible, for details.

il Do not set an expiration date on the password or save the password to afile. Y ou must then reset the password when it
expires or protect the password file. This password is used only to release the information stored by iKeyman during runtime.

6. Click the OK button to continue. The tool now displays all of the available default signer certificates. These are the public
keys of the most common CAs. Y ou can add, view or delete signer certificates from this screen.

Create a new self-signed personal certificate

Creating a self-signed personal certificate creates a private key and public key withinthe server keyring file. A server keyring file
contains both a private and public key. Aclient keyring file only contains the public key of the self-signed certificate, but as atrusted
signer.

To create a self-signed certificate, do the following:

1. Click the New Self-Signed... button on the tool bar or select Create --> New Self-Signed Certificate... from the menu. The
Create New Self-Signed Certificate form is displayed.

Ereate MHew Sell-Signed Certificate

Please provide the following:

Key Lahel | |
Version X509vy3 -

Key Size 1024 -

Common Hame |sectest1.au5tin.ihm.cnm

Organization

|
Organization Unit  (optional) |
Locality (optional} |
|

|

StateProvince  {optional) |
Zipcode {optional) |
Country s

Yalidity Period 365 | Days

0K Reset Cancel

2. Enter the appropriate information for your self-signed certificate.
Key Label

Give the certificate akey label, which is used to uniquely identify the certificate within the keyring. If you have only
one certificate in each keyring, you can assign any value to the label, but it is good practice to use a unique labdl,
related to the server name.

Common Name

Enter the server's common name. Thisisthe primary, universal identity for the certificate; it should uniquely identify
the principal that it represents. In a WebSphere environment, certificates frequently represent server principals, and
the common convention isto use CNs of the form <host_name>/<server _name>.

Organization
Enter the name of your organization.
Other X.500 fields

Enter the organization unit (a department or division), location (city), state/province (if applicable), zipcode (if
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applicable), and select the two-letter identifier of the country in which the server belongs.
For a self-signed certificate, these fields are optional. Commercial CAs may require them.

Validity period
Specify the lifetime of the certificate in days, or accept the default.

3. Click the OK button to continue. The ServerKeyring.jks file now contains a self-signed personal certificate. Y ou must copy
the keyring file to the designated directory on the server's host.

4.

[il 1f you have only one personal certificate, it is set as the default certificate for the database. If you have more than one,
you must select one as the default certificate. Y ou can change the default certificate as follows:

1. Highlight the certificate

2. Click the View/Edit... button

3. Check the box on the resulting screen to make the chosen certificate the default
4. Click the OK button

5.

Export the public certificate

The client keyring file needs to reference the public certificate created for theself-signed personal certificate. To enable the client
keyring file to use the publiccertificate, export the public certificate from the server keyring file as follows:

1. Click Extract Certificate.
2. Under Datatype, select Base64-encoded ASCI| data.
3. Enter the certificate file name and location. In this case, the name is cert.arm and the location is product_installation_root/etc.

4. Click OK to export the public certificate
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5.5.6.2.1.2 Creating a client keyring

The second step in creating a self-signed test certificate is to create a clientkeyring. It is atrusted signer to the public key
for the self-signed test certificate. Tocreate a client keyring, complete the following steps:

1. Start the IBM Key Management tool if you have not already done so. See article 5.5.6.2, The IBM Key
Management tool, for instructions.

Create aclient keyring file.
Import the public key that was exported from the server keyring file.
Set the certificate as atrusted root.

a M WD

Exit the IBM Key Management tool.

Therest of this article describes how to complete these steps.

Create a client keyring file

To create aclient keyring file, do the following:

1. Open anew key database file by selecting Key Database File --> New from the menu bar. The New dialog box is
displayed.

New

Key database type | SSLight Key databhase [:'I'ass -

File Name: |I-:eyring.c|ass || Browse...
Location: |G:Uskit4CIsamplesl |
OK Cancel

2. Set Key Database Typeto JKS.

3. Enter the name and location of the client keyring file. In this example, the file nameis ClientKeyring.jks and the
location is product_installation_root/etc

4. Click the OK button to continue. The Password Prompt dialog box is displayed.
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Password Prompt

Password: | |

Confirm Password: | |

|_| Set expiration time?

Password Strength:

oK Reset Cancel

5. Enter apassword to restrict access to the key database. In this example, the password is WebAS.

The server keyring password is stored in the administrative console. The client keyring password is stored in the
sas.client.props file using the property com.ibm.CORBA.SSL ClientK eyRingPassword. Y ou need to set the
keyring-password properties to this password so that the keyring file can be opened by iKeyman during runtime.
See article 5.5.6.2.5, Making client and server keyrings accessible, for details.

[il Do not set an expiration date on the password or save the password to afile. Y ou must then reset the password

when it expires or protect the password file. This password is used only to release the information stored by
iKeyman during runtime.

. Click the OK bhutton to continue. The tool now displays all of the available default signer certificates. These are the

public keys of the most common CAs. Y ou can add, view or delete signer certificates from this screen.

Import the public key from the server keyring

Next, you need to import the public key certificate that was exported from the serverkeyring. (See article 5.5.6.2.1.1,
Creating a server keyring.)To import the public key, do the following:

1
2.
3.

4.
5.
6.

Choose Sgner Certificates -->Add.

Specify the data type of the exported key. In this case, the datatype is Base64-encoded ASCI | data.

Specify the name and location of the public key that was exported from the server keyring. In this case, the key
name s cert.arm and the location is product_installation_root/etc.

Click OK.
Enter aunique label for the key. In this example, the label is Server CA.
Click OK. The certificate |label appearsin thelist of certificates.

Verify that the certificate is a trusted root

The client certificate must be atrusted root of the public key certificate that youjust created. To verify this, do the
following:

1
2.

Select the name of the certificate you just created. In this case, the certificate nameis Server CA.
Select View-->Edit. The Key information dialog box appears.
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3. Make sure that the box beside Set the certificate asa truster root is checked.
4. Click OK.

Exit the IBM Key Management tool

Exit the Ikeyman tool by closing the IBM Key Management window.

42



5.5.6.2.2: Creating a certification request
To obtain a certificate from a certificate authority, you mustsubmit a certificate signing request (CSR). Y ou can request eitherproduction
or test certificates from a CA with aCSR.

With iKeyman, generating a certificate signing request also generatesa private key for the server for which the certificate is
beingrequested. The private key remains in the server's keyring class,so it stays private: the public key isincluded in the CSR.

To create a certificate signing request (CSR), complete the followingsteps:

1. Start the IBM Key Management tool. See article 5.5.6.2, The IBM Key Management tool,for instructions. This displays the IBM
Key Management window.

IBI'-'I Key Management Hi=] E3
Key Database File Create Yiew Help

N =l

-Hey database information
DB-Tvpe:
File Name: |

ey databhase content

Personal Certificates Bt

A personal certificate has its associated private Key in the database.

2. Open anew key database file by selecting Key Database File --> New from the menu bar. The New dialog box is displayed.
3. Set Key Database Typeto KS.
4. Enter the name and location of the new key file.
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10.

44

Hew |

Key database type | SSLight Key database [:'I'ass -

File Hame: |Heyring.c|ass || Browse...
Location: |G:U5I{it4 Clsamplest |
oK Cancel

Click the OK button to continue. The Password Promptdialog box is displayed.

Password Prompt i

Password: | |

Confirm Password: | |

[_] Set expiration time?

Password Strenath:

OK Reset Cancel

. Enter apassword to restrict access to the key database. In this example, the defaultpassword is WebAS.

The server key store password is stored in the administrative console. The client trust store password is stored in the
sas.client.props file using the property com.ibm.ssl.trustStorePassword. Y ou need to set the key store-password propertiesto this
password so that the key store file can be opened by iKeyman during runtime. See article 5.5.6.2.5, Making client and server key

store and trust store files accessible, for details.

il Do not set an expiration date on the password or save the password to afile. You must then reset the password when it
expires or protect the password file. This password is used only to release the information stored by iKeyman during runtime.

. Click the OK button to continue.
. Locate the Key database content portion in the center of the main window Select K ey Database Content --> Per sonal

Certificate Requests. This updates the IBM Key Management window with any existing personal certificate requests.

. Click the New... button.

The Create New Key and Certificate Request dialog box is displayed. Enter the necessary information to complete your request.
Theinformation certificate authorities require varies; be sure to determine the necessary fields and formats before sending your
request.



Eleate Mew Kep and Certificate Request

Please provide the following:

Key Label [ |
Key Size 1024 -

Comimon Hame |sectest1.austin.ihm.cnm

Organization |

Organization Unit  (optional) |
Locality (bptional) |
State/Province  (optional) | |

Fipcode {optional) | |

Countny s -

Enter the name of a file in which to store the certificate reguest;

Gdskitd Clsamplesicertren.arm Browse...

OK Reset Cancel

Key Label

Give the certificate a key label, which is used to uniquely identify the certificate within the key store. If you have only one
certificate in each key sotre, you can assign any value to the label, but it is good practice to use a unique label, related to
the server name.

Common Name

Enter the server's common name. Thisisthe primary, universal identity for the certificate; it should uniquely identify the
principal that it represents. In a WebSphere environment, certificates frequently represent server principals, and the
common convention is to use CNs of the form <host_name>/<server_name>.

Organization
Enter the name of your organization.
Other X.500 fields

Enter the organization unit (a department or division), location (city), state/province (if applicable), zipcode (if
applicable), and select the two-letter identifier of the country in which the server belongs.

File name for the certificate request
Enter the name of thefile for the request. CSR files are typically named for the server, with a.arm extension.
11. Click the OK button.

12. AnInformation pandl is displayed to indicate that the request file has been successfully created. Click the OK button to dismiss
the panel.

13. Exit the Ikeyman tool by closing the IBM Key Management window.

Y ou must how submit the certificate-request file to the CA. Theprocedure will vary with the CA and with the type of certificate(test or
production) being requested.
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5.5.

6.2.3: Placing a signed digital certificate intoa keyring

When a certificate authority issues you a signed certificate for aserver, you need to place that certificate in that server's keyring.The
certificate is used by the server to authenticate its identityand to distribute its public key. This file describes howto place a new
certificate (either atest or a production certificate)into a keyring using the iKeyman tool.

To place asigned certificate into a server's keyring, complete thefollowing steps:

1

2.
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When you receive e-mail from the CA containing your certificate, save the message into afile. In this example, the certificate
was saved to afile called PolicyServerl.responseMail .arm.

Start the IBM Key Management tool. See article 5.5.6.2, The IBM Key Management tool ,for instructions. This displays the IBM
Key Management window.

IBH K.ey Management M= B
_Heyr Database E_ile Create _‘_-._r‘jew _ﬂ_elp

D) &8 5

—-Hey database information
DB-Tyne:

File Hame:

Hey database content

Personal Certificates -

A personal certificate has its associated private Key in the database.

Open a destination key database file by selecting K ey Database File --> Open from the menu bar.
Enter the name and location of the keyring file at the prompt and click Open. The password prompt dialog box is displayed.

Enter the keyring's password and click OK to continue. The IKeyman window is displayed. Thetitle bar shows the name of the
key database file you selected, indicating that the file is open.

Click on the certificate types pull-down list beneath K ey Database Context, and select Per sonal Certificates (the default).
Click the Receive button. The Receive Certificate from a File dialog window is displayed.

Click Data Type and select the data type of the signeddigital certificate. Emailed certificates are generallyBase64-encoded
ASCII.

Enter the name of the file containing the saved e-mail. Y ou can a so use the Browse button to find and select thefile.




10. Click the OK button to continue to add the certificate in the file to the previously selected keyring. The Enter a Labeldial og box
is displayed.

11. Typealabel for the new signed digital certificate and clickOK. The IBM Key Management window is displayed. The
Personal Certificates field shows the label of the signed digital certificateyou just added.

At this point, the server's keyring contains both its private key(which was generated as part of requesting the certificate) and
thecertificate.
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5.5.6.2.5: Making client and server keyrings
accessible

After you have created keyring classes and inserted the necessary certificates, youneed to make the keyring
classes accessible to the client and server programs.

To use created server and client keyringsin your WebSphere environment, you must firstcopy them to the client
and server machines.

« Copy the client keyring file (ClientKeyring.jks) to the following location on the client machine:
product installation_root/etc/dientKeyring.jks

« Copy the server keyring file (ServerKeyring.jks) to the following location on the server machine:
product installation root/etc/ServerKeyring.jks

Managing the Server SSL Keyring Files

The administrative model in WebSphere Application Server allows the SSL settings foreach WebSphere
component to be centrally and individually managed. SSL settings arecentrally managed in the administrative
consol e through the default SSL Settings panel. Inaddition, any of the default settings can be overridden for an
individual component byusing the HTTPS, ORB, and LDAPS SSL settings panels. See article6.6.18, Securing

applications, for more detailed information about using theadministrative console to configure WebSphere
security.

il  Always use the administrativeconsole to manage the server keyring files as changes made in the console
overwrite anymanual changesto the sas.server.propsfile. Client keyring files are managed in thesas.client.props
file because clients can be located on a remote machine.

The Default SSL Settings panel can be used to configure WebSphere Application Servercomponents using SSL.
Parameters that are set through the ORB SSL Settings panel overridethe default SSL settings for the ORB.
Regardless of which settings are in effect, the ORBuses these settings as follows. (Additionally, the ORB
requires the SAS properties fileson the client and server to be configured as described below.)

Key file name

The path of the SSL key file used by server connections. For the server keyring file generated in this
document, add the following to thisfield: product_installation_root/etc/ServerKeyring.jks

Key file password

The password for the SSL key file for server connections. On the server, the key file password is
configured in the administrative console and stored in the server-cfg.xmil file.

Key file format
The only key file format currently supported by the AESORB isJKS.
Trust file name

The path of the SSL trust file used by clients. On the server, the trust file nameis configured in the
administrative console and stored in the server-cfg.xml file. For the client keyring file generated in this
document, add the following to thisfield:

product_installation_root/etc/ClientKeyring.jks

Trust file password

The password for the SSL trust file for client connections. On the server, the trust file password is
configured in the administrative console and stored in the server-cfg.xmil file.
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Client Authentication

The WebSphere AEs ORB does not currently support SSL client authentication using digital certificates.
Editing this value will have no effect.

Managing the Client SSL Keyring Files

Y ou need to modify the sas.client.props file, which islocated in the product installation root/properties
directory. If you used"WebAS" as the password when you generated the client and server keyrings, youneed to
make the following changes to the sas.client.propsfile:

« com.ibm.CORBA.SSL ClientKeyRing=product_installation_root/etc/ClientKeyring.jks

« com.ibm.CORBA.SSL ClientK eyRingPassword=WebA S
« com.ibm.CORBA.SSL ServerK eyRing=product_installation_root/etc/ServerKeyring.jks

« com.ibm.CORBA.SSL ServerKeyRingPassword=WebAS

Y ou can now start your WebSphere application using the newly created keyring classes.

49


http://localhost/0802_makepdf/aes_orig/nav_Securityguidenav/root.html
http://localhost/0802_makepdf/aes_orig/nav_Securityguidenav/root.html

5.5.6.3: Understanding how the Keytool utility works

The Keytool utility is a Java-based key-and-certificatemanagement utility. The following categories cover the
administrationtasks that are handled by the utility:

« Administering a keystore database discusses tasks that apply to a keystore database.
« Administering key pair entries discusses tasks that apply to key pair entriesin a keystoredatabase.

« Administering trusted certificates discusses tasks that apply to trusted certificate entries ina keystore
database.

« Administering both certificate and key pair entries discusses tasks that apply to both key pair and
trustedcertificate entries.

Options used with the keytool command provides reference information about the options used withthe keytool
command, and this article covers the followingconceptual and overview topics:

« Rulesfor using the keytool commands
« Filesthat are used by the Keytool utility
o Default values

» Standards

« Security considerations

Rules for using the keytool commands

Options are used in combination with the keytool command toperform the administration tasks needed to
implement and maintain a keystoredatabase. See Options used with the keytool command for the full list of

options.

The following rules apply to all options:
« All options are preceded by the minus sign (-).
« Theoptions are case insensitive, so aliases of ruth andRuth refer to the same entry.

« Commands must be entered on asingle line. (When acommand examplein these topics is shown on
multiple lines, it is done only to accommodatelimitation in the width of the screen or page.

« The order in which the option occurs in the command string isirrelevant.

« If no password is provided on the command line, the Keytool utility issuesa prompt for the password
when it isrequired to complete thekeytool command.

« If the value for an option contains a blank space, the value must beenclosed in quotation marks (" ).

« When the keytool command is issued with no options, thekeytool help is activated. (The -help option
alsoactivates the help facility.)

Files that are used by the Keytool utility

The Keytool utility interacts with severa files while it accomplishes itssecurity functions. This topic examines
these files and the functionthey serve when used with the Keytool utility.

The .keystore file
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The Keytool utility storesits key pair entries and trusted certificateentries in a keystore database. The keystore
database is afile that has the default name of .keystore and is located by defaultin the user's home directory. The
keystore database uses otherfiles to interact with certificate authorities (CAs) and to hold its trustbase, which is
itslist of trusted certificates.

See Administering a keystore database for more information on the keystore database.

The cacerts files

The cacertsfile holds the CA certificates, which are the listof trusted certificates managed by the Keytool
utility. Thisfileresidesin the JDK security properties directory in the run-time environmentdirectory.

When a new certificate isimported into the keystore, the Keytool utilityverifies that the certificate has integrity
(that is, the contents areintact), and that it is authentic (that is, the entity claiming to have sentthe datais actually
the entity it claimsto be). The Keytool utilityattempts this verification by building a chain of trust from that
certificateto the self-signed certificate that belongs to the root CA. Because thelist of trusted certificates held in
the cacertsfile are aready trusted, theKeytool utility uses the certificatesin that file asits basis forcomparison.

The Keytool utility suppliesfive VeriSign root certificates in the cacertsfile. The Distinguished Names
associated with the VeriSign root CAcertificates are as follows:

o OU=Class 1 Primary Certification Authority, O="VeriSign, Inc.",C=US

o OU=Class 2 Primary Certification Authority, O="VeriSign, Inc.",C=US

o OU=Class 3 Primary Certification Authority, O="VeriSign, Inc.",C=US

o OU=Class 4 Primary Certification Authority, O="VeriSign, Inc.",C=US

o OU=Secure Server Certification Authority, O="RSA Data Security,Inc.", C=US

See Security considerations for maintaining the cacerts file for information on keeping the cacerts file secure.

See Administering trusted certificates for more information on certificate management by theKeytool utility.

Keytool files used by a CA

The Keytool utility uses the -certreq option to generate anauthentication request for a self-signed certificate
from a CertificateAuthority (CA). The -certreq option creates a CertificateSigning Request (CSR) for the
certificate and places the CSR in afile namedcertreq_file.csr, where certreq_file.csr isthe name of the filethat is
to be sent to the CA for authentication. If a CA considers thecertificate to be valid, it issues a certificate reply
and placesthe reply inafile named cert_reply.cer, where cert_reply.cer isthe filereturned by the CA which
holds the results of the CSR authorizations that weresubmitted in the certreq_file.csr file. The Keytool utility
usesthe -import option to read the *.cer file into thekeystore.

Default values

The Keytool utility supplies default values with many of itsoptions. Table 1 identifies the default value when
the option has adefault associated with it.

In addition to the option-related default values, the Keytool utility takesits implementation type from the
keystore.type property which islocated in the security propertiesfile. Java supplies JKS as thedefault
implementation type for use with the Keytool utility. Customizing a keystore implementation type discusses

how to enable the JKS type or how to specify acustomized type.
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Standards

The Keytool utility uses the following certificate standards:
o X.509 Certificates

« X.500 Distinguished Names
« Internet RFC 1421 printable encoding standard

X.509 Certificates

The Keytool utility uses the X.509 certificate standardto define what information isto be included in a
certificate and what dataformat is to be used for the information. The information in theX.509 certificateis
encoded using Abstract Syntax Notation1(ASN.1) standard to describe data and the Definite Encoding Rules
(DER)standard to identify how the information is to be stored andtransmitted. The X.509 certificates takes the
valuesfor its Thevalues subject and issuer fields from the X.500 Distinguished Name (DN)standard.

X.500 Distinguished Names

The Keytool utility uses -dname option to supply the followingsubcomponents of the X.500 Distinguished
Namestandard:

« CN (common name)

« OU (organization unit)

« O (organization name)

o L (city)

o S(state)

o C (country code)
The choice of including the subcomponent optional; however, if asubcomponent isincluded, its order of
occurrence is mandatory. Theutility is case insensitive to the abbreviations used for thesubcomponents; so, for

example, CN, cn,Cn, and cNare al identified as the common namesubcomponent for the X.500 DN. The
Keytool utility prompts formissing subcomponents when a DN is required.

Internet RFC 1421 printable encoding standard

The Keytool utility uses the Internet RFC 1421 standard todefine its printable encoding format. This certificate
format is alsoknown as Base 64 encoding. Thisformat is enclosed by beginand end tagging. However, the
-export option defaults todisplaying the output in binary encoding. If the printable encodingformat is desired,
include the -rfc option with the-export command.

Security considerations

The security provided by the Keytool utility relies on passwords andcertificate authentication. This section
provides suggestions forensuring security.

Security considerations for passwords

Passwords can be specified on the command line or in a script when the-stor epass or -keypass option is
supplied.However, prudent security procedures discourage this practice, unless you arein atesting environment
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Or on a secure system.

When arequired password is not supplied, a prompt isissued. Takecare when supplying the password at the
prompt because the entry is echoed(displayed as typed) on the screen.

When an identity database is migrated into a keystore database, all privatekeys are encrypted to the same
password. The system administrator mustreassign a unique password to each entry. See Migrating an identity

database into a keystore database for instructions on performing this task.

Security considerations for importing trusted certificates

Before importing atrusted certificate into your list of trustedcertificates, view its fingerprint by using the
-printcert optionand compare the output with a secure source. A fingerprintis a hash value that is calculated by
using a message digest function toencrypt a digital signature. By making a visual comparison between
thefingerprint of the received certificate with that of the sent certificate, youcan ensure that the certificate was
not tampered with in transit.Unless the -import option is issued with the -nopromptoption included, the
-printcert option is automatically invoked toensure verification prior to including the certificate in your list of
trustedcertificates. (If the -noprompt option isissued, nointeraction with the user occurs.)

Security considerations for maintaining the cacerts file

The cacerts keystore file has an initial password ofchangeit. Administrators need to change thispassword. In
addition, the JDK installation grants default accesspermission to the cacerts file. Administrators need to change
theaccess permission for thisfile.
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5.5.6.3.1: Administering a keystore database

The Keytool utility administrates the storage of keys and certificates in akeystore file. A password protects
access to the keystore,and within the keystore each private key has its own password. TheKeyStore class, which
is provided in the java.security package,contains well-defined interfaces to access and modify multiple types
ofkeystore implementations. See Understanding how the Keytool utility works for conceptual information on

the use of the Keytoolutility. Options used with the keytool command provides reference information for the
options usedwith the keytool command.

The administration tasks that you perform using the Keytool utility fallinto the following categories:
« Tasksthat apply to the keystore database, which is the focus of thisarticle.
« Tasksthat apply to key pair entries. (See Administering key pair entries.)
« Tasksthat apply to trusted certificate entries. (See Administering trusted certificates.)
» Tasksthat apply to both key pair and trusted certificate entries.(See Administering both certificate and
key pair entries.)

Managing a keystore involves the following tasks:
« Creating akeystore

« Adding entriesto a keystore

« Deleting a keystore database

« Customizing the name or location of a keystore

« Changing the password for a keystore

« Customizing a keystore implementation type

« Accessing and displaying keystore entries

« Migrating an identity database into a keystore database

Creating a keystore

Use the keytool command with the -keystor e option toexplicitly create a keystore. See Customizing the name
or location of akeystore for information on this option.

In addition, to create a default keystore, issue the keytoolcommand in combination with the -genkey, -import,
or-identitydb options, without including the -keystor eoption. Using the options in this way creates a default
file named.keystore and placesit in the user's home directory.

For example,
o OnaWindows NT system, if auser'sID issandr a, then theuser.home system property valueis:

C\Wnnt\Profil es\sandra

« OnaUNIX system, the default .keystore file is user.homeproperty value translates to the user's home
directory.

Adding entries to a keystore
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An entry in akeystore can be either of two types:

« A keyentry. Typicaly, thisisan entry which consistsof a private key and a certificate chain. A
certificatechain holds alinked set of certified authorizations that connect the publickey back to its
corresponding private key.

« A trusted certificate entry. Thisis a certificate whichholds the public key of another entity. The holder
trusts in theauthenticity of the certificate because the entity has vouched for thecertificate by signing it.

For more information on keys, certificates and digital signatures, see 5.5: Introduction to certificate-based
authentication.

Use the keytool command in combination with a-genkey, -import, or -identitydb option toadd an entry to the
keystore. See the following topics for informationon these options:

« Generating akey pair entry
« Importing certificates
« Migrating an identity database into a keystore database

Deleting a keystore database

To remove a keystore, use operating system commands to del ete the keystorefile.

See Deleting a keystore entry for information on removing an entry from thekeystore.

Customizing the name or location of a keystore

When you include the -keystor e option with the-genkey, -import, or -identitydb options, Thekeytool
command uses the name and location supplied with-keystor e option to override the default keystore name
andlocation.

See Generating a key pair entry for an example of the -keystor e option combinedwith -genkey option.

Changing the password for a keystore

To change the keystore password, combine the -stor epasswd optionwith the keytool command. A prompt is
issued for theexisting password, if it is not provided. For example:

keyt ool -storepasswd - new newpassword -storepass ol dpassword

In this example, the password for the default keystore is changed fromoldpassword to newpassword.

Customizing a keystore implementation type

The KeyStore class, which is provided in the java.security package,contains well-defined interfaces to access
and modify multiple types ofkeystore implementations. A keystore type defines theformat of the datathat is
stored in the keystore. It also identifiesthe algorithms used to protect the private keys in the database.
SunMicrosystems supplies a proprietary keystore format, JKS, for use as abuilt-in default keystore
implementation type. The JKS type usesindividual passwords to protect private keys. It also protects
thekeystore database with a password. The default type is identified bythe following line in the security
property file:
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keyst ore. type=j ks
Keystore type designations are case insensitive; so JKS is consideredto be the same as jks.

In addition to the default JKS implementation type, thejava.security package contains an abstract KeystoreSpi
class, whichenables other keystore formats to be implemented using Service Providerinterfaces (SPI). When an
implementation type other than the defaulttype is used to create the keystore, the client must provide an SPl and
supplya KeystoreSpi subclass implementation type.

Each application that uses the keystore retrieves the value for thekeystore.type property and compares the value
to each installedprovider until amatch is located. Applications use a static methodcalled getDefaultType, which
is part of the KeyStore class, to retrieve thevalue of the keystore.type property. An instance of the
defaultkeystore typeis created by the following line of code:

KeySt ore keystore = KeyStore. getlnstance(Keystore. getDefaultType())

Keystores having different implementation types are not compatible.A pplications can choose different types of
keystore implementations fromdifferent providers. The Keytool utility treats the keystore locationthat is passed
to it on the command line as afile name. It reads inthe keystore information and provides access to the file by
converting thefile name into a Filel nputStream class object.

For information on implementing customized keystore types, see the SunMicrosystems web site:
http://java. sun. conl

Accessing and displaying keystore entries

The Keytool utility uniquely identifies a keystore entry by itsalias. To access a specific entry, include the -alias
optionwhen issuing keytool commands.

Listing keystore entries

To display keystore entries, combine the -list option when youissue the keytool command. Include the
-aliasoption with the -list option to display the entry associated withthat alias. If the entry associated with the
aliasisakey pair, thefirst certificate in the certificate chain, which isthe public key for theentry, is displayed. If
the entry associated with the alias is atrusted certificate, then the MD5 fingerprint, in the default binary
codeformat is displayed. (A fingerprint is a hash value that is calcul atedby using a message digest function to
encrypt adigital signature.) Y oucan display the output in printable encoding format, as defined by thel nternet
RFC 1421 standard, by including the -rfc option.

If you combine the -list option with the keytoolcommand and do not include an alias, the entire content of the
keystore isdisplayed.

Printing a keystore certificate

The -printcert option outputs the fingerprint of the certificateentry, using the MD5 binary code format. If the
-rfc optionis used with the -printcert option, the output is displayed inprintable encoding format. The
-printcert option enables acertificate's fingerprint to be compared to an entry from a trustedsource.

The contents of afile can be sent to the -printcert option bysupplying the file name with the -file option.

The -printcert option is automatically invoked when the-import option isissued. (The -noprompt
optionsuppresses the -printcert output.)
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Migrating an identity database into a keystore database

The -identitydb option reads the information from a JDK 1.1.x-style identity database and migratesit in to
thekeystore. The -file option is used to supply the file nameof the identity database. If no file nameisgiven, it
reads theidentity database from standard input. If a keystore does not alreadyexist, it is created.

Only identities (database entries) labeled as trusted are migrated in tothe keystore. An identity that isrejected is
ignored. Thetrusted identity's name is used as the alias for the keystoreentry. All private keys are encrypted
under the same password, whichisst or epass. If adefault keystore is being created to holdthe entries from
the identity database, this same password is automaticallyassigned to the keystore al'so. When the migration is
complete, thesystem administrator must use the -keypasswd option to assignindividual passwordsto the private
keys and the -stor epass optionto change the default password applied to the keystore.

In an identity database, it is possible to have multiple certificatesassociated with the same public key. Ina
keystore, each entry has aprivate key and a corresponding public key, which is stored in the first linkof the
certificate chain. When identities are migrated from theidentity database into a keystore, only the first certificate
in the identityis stored in the keystore. The name of the identity in the firstcertificate becomes the alias in the
keystore, and an alias must beunique.

The following command is an example combining the -identitydboption with other options:

keytool -identitydb -file idb file -storepass storepass -v

This command does the following:

« Itreadstheinformationinthefilenamedi db_fi | e, storesitas a keystore entry that isidentified by an
alias, which is created by thename of the identity in the first certificate, and assigns the
passwordst or epass to all private keys in the identity database and also tothe keystore itself.

« The-v option provides a more detailed output.

The -identitydb option is combined with the followingoptions:
. -file
o -J
« -keystore
o -storepass
o -Storetype
o« -V

These options are described in Options used with the keytool command.
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5.5.6.3.2: Administering key pair entries

Administrators use the Keytool utility to perform tasks that apply thekeystore database or to the keystore entries: key pairs and
trustedcertificates. Administering a keystore database discusses the tasks that apply to the keystoredatabase; Administering trusted certificates

discusses tasks that only apply to trustedcertificates entries, and Administering both certificate and key pair entries discusses the tasks that are
common to both entrytypes. Understanding how the Keytool utility works provides conceptual information about the Keytoolutility. This
article discusses the administrative tasks that applyonly to managing key pair entriesin akeystore:

« Generating akey pair entry
« Modifying akey pair entry

Options used with the keytool command provides reference information for the options that are usedwith the Keytool utility.

Generating a key pair entry

The -genkey option adds data to a keystore or creates thekeystore if one does not aready exist. It generates akey pair (publickey and
associated private key) and places the public key in an X.509v1 self-signed certificate. That certificate is stored as asingle-element certificate
chain, which is placed, along with the private key,into a new keystore entry. The keystore entry isidentified by andlias.

The following command is an example of the use of the -genkeyoption in combination with other options:

keyt ool -genkey -dname "cn=Sandra Smith, ou=IBMPITT, o=IBM c¢=US" -alias sandra -keypass accl00
-keystore C:\Wnnt\Profil es\sandra -storepass PITTNV -validity 180

Note that the command must be entered as single line. Multiplelines are used in the example due to space constraints.

This command does the following:
o It creates akeystorefilenamed sandr a inC. \ W nnt \ Pr of i | es directory and assigns the passwordPl TTNV to the keystore.

« It generates a public/private key pair for the entity having theDistinguished Name values of Sandr a Sni t h for the common
name,| BMPI TT for the organizational unit, | BMfor theorganization. The password acc 100 is assigned to the privatekey.

o It usesthe default DSA key-generation algorithm and creates two keys 0f1024 bits, the default length.
o It usesadefault signature algorithm, SHA1withDSA, to create aself-signed certificate that is valid for 180 days.

The -genkey option is combined with the following options:
. -alias
« -dname
o« J
« -keyalg
« -keypass
« -keysize
« -keystore
« -sigalg
« -storepass
« -storetype
oV
o -validity

See Options used with the keytool command for a description of these options.

Modifying a key pair entry

Changes can occur that affect the Distinguished Name of a keystore entry,for example, an employee can change departments within the
sameorganization. In such a case, the organization unit (OU) subcomponentof the employee's Distinguished Name is changed. It can
bedesirable to update an entry's Distinguished Name while still retainingits existing key pair. To do this, follow these steps:

1. Usethe -keyclone option to create a copy of the existingentry.
keyt ool -keyclone -alias jane -dest janenew

In the command, the entry identified by the aliasj ane iscloned and assigned to the destination aliasj anenew.
2. Generate anew self-signed certificate with the new department indicatedin the Distinguished Name.
58keyt ool -selfcert -alias janenew -dnane "CN=Jane Brown, OU=Purchasing, O=IBM C=US"



Issue this command on asingle line; values for the -dnameoption must be specified in the order shown.
3. Generate a Certificate Signing Request (CSR) for the changed entry.

keytool -certreq -alias janenew
4. Import the certificate reply from the Certificate Authority (CA).

keytool -inport -alias janenew -file VSSjanenew. cer
5. Remove the obsolete entry from the keystore.

keytool -delete -alias jane

The combination of the -keyclone and -dest optionsalso can be used to establish multiple certificate chains for akey pair, orfor backup
purposes.
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5.5.6.3.3: Administering trusted certificates

Administrators use the Keytool utility to perform tasks that apply thekeystore database or to the keystore entries: key pairs and trustedcertificates.
Administering a keystore database discusses the tasks that apply to the keystoredatabase; Administering key pair entries discusses tasks that only

apply to key pair entries,and Administering both certificate and key pair entries discusses the tasks that are common to both entrytypes.
Understanding how the Keytool utility works provides conceptual information about the Keytool utility and Options used with the keytool command

provides reference information for the options used with thekeytool command. This article discusses the administrativetasks that apply only to
managing trusted certificate entries in akeystore:

« Managing trusted certificates

« Adding atrusted certificate to the cacertsfile
« Regenerating a self-signed certificate

« Generating a Certificate Signing Request

« Importing certificates

« Exporting certificates

Managing trusted certificates

When the -genkey option is used with the keytoolcommand to generate a new key pair entry, the public key is automaticallywrapped into a
self-signed certificate. A self-signedcertificateis one in which the same entity acts as both the issuer(signer) of the certificate and as the
authentication subject of thecertificate. This self-signed certificate, containing the public key,takes the first position in the certificate chain that is
associated with thecorresponding private key.

Further authentication can be obtained by submitting a certificate signingrequest (CSR) for the self-signed certificate to a certificate authority(CA).

Adding a trusted certificate to the cacerts file

Combine the -tr ustcacer ts option with the -importoption when the keytool command isissued to add a new certificateto the list of trusted
certificates (the cacerts file).

See Generating akey pair entry for an example of how the -trustcacer ts option iscombined with the keytool command.

See Security considerations for importing trusted certificates for security considerations related to trustedcertificates.

Regenerating a self-signed certificate

Certain circumstances, for example, when an employee transfers to adifferent department within the same company, can necessitate the
regenerationof a self-signed certificate in order to assign the same key pair to adifferent X.500 Distinguished Name. The procedure for this
taskfollows:

1. Usethe -keyclone option to copy the original key entry.

Use the -selfcert option to generate a new self-signedcertificate that uses the new Distinguished Name.
Use the -certreq option to generate a CSR for the clonedentry.

Use the -import command to accept the certificate retuned bythe CA.

Use the -delete option to delete the original (now obsol ete)entry.

o s w DN

The certificate is stored in the keystore as a single-element certificatechain. It isidentified by the specified alias, and it replaces theoriginal
(obsolete) entry.

The following command is an example combining the -selfcer toption with other options:

keyt ool -selfcert -alias PUB900 -keypass r82Rij -dnane "cn=Barbara Brown, ou=purchai ng, o=IBM
c=Us"

Note that the command must be entered as single line. Multiplelines are used in the example due to space constraints. Also, thevalues for the
-dname option must be specified in the ordershown.

This command generates a self-signed certificate for which the issuer andthe subject are the same entity.

The -selfcert option can be combined with the followingoptions:
. -alias
« -dname
o -J
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« -keypass
o -keystore
« -sigalg

o -storepass
» -storetype
o« -V

See Options used with the keytool command for descriptions of these options.

Generating a Certificate Signing Request

To generate a Certificate Signing Request (CSR), issue thekeytool command in combination with the -cer tregoption.

The following command is an example combining the -cer tr eqoption with other options:
keytool -certreq -alias PUB700 -file csrFile

This command does the following:
« |t generates a CSR to be submitted to a CA. The CSR is held in thecsrFilefile.
« |t compares the certification returned from the CA with the trustedcertificate for that entry in the cacertsfile. If the certificate isaccepted, the
-import option can be used to place it in thekeystore database.
The -certreq option can be combined with the followingoptions:
. -alias
. -file
o -J
« -keypass
o -keystore
o -storepass
» -storetype
Y,

See Options used with the keytool commandfor a description of these options.

Importing certificates

The -import option reads the certificate from thecert_file file (or from standard input, if no fileis given) andstoresit in the keystore entry that is
identified by thealias. The -import option can be used with thekeytool command to import X.509 v1, v2, or v3 certificatesand PK CS#7-formatted
certificate chains. The data to be importedcan be stored in binary encoding format or in printable encoding format(Base64 encoding). If printable
encoding format is used, it must adhereto the Internet RFC 1421 standard, as shown:

"- - - - -BEG@ N CERTIFICATE- - - - -" certificate information- bounded by Begin-End string "- - -
- -END CERTI FI CATE- - - - -"

The following command is an example combining the -import optionwith other options:

keytool -inmport -alias PUB500 -file foreign.cer -keypass changeit -trustcacerts

Note that the command must be entered as single line.

This command does the following:

« It readsthe certificate in the file named f or ei gn. cer ,storesit as akeystore entry that isidentified by the aliasPUB500, and assigns the
password changei t to the privatekey.

« It givesconsideration to including the certificate in the cacerts file(located in the JDK security properties directory) into its chain oftrust.

« |t creates adefault keystore file using the default type. Itprompts for the keystore password. If the certificates are rejected bythe chain of
trugt, it prints out the fingerprint of the rejected certificateto enable a manual comparison with atrusted source. (If the-noprompt option has
been included with the command, there is nointeraction with the user.)

« ltscertificateisvalid for the default period of 90 days.

See The cacerts files for more information on how the keytool utility uses thecacertsfile.
See Security considerations for maintaining the cacertsfile for information on keeping the cacerts file secure.

The -import option can be combined with the followingoptions:
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. -file

L] 'J

« -keystore
o -rfc

o -storepass
o -storetype
o« -V

See Options used with the keytool command for a description of these options.

Exporting certificates

The -export option reads the certificate associated with thespecified alias from the keystore and placesit in afile, which is suppliedby the -file
option (or by standard output, if no file isgiven).

If the specified alias is associated with atrusted certificate, thedefault output isin binary code format. The -rfc option canbe added to change the
output to printable encoding format (Internet RFC1421). If the specified aliasis associated with akey pair entry, thefirst certificate in the chain,
which authenticates the public key, isreturned.
The following command is an example combining the -export optionother options:
keyt ool -export -alias joebrown -file joebrown.cer
This command reads the entry associated with the aliasj oebr ownand placesit in binary format into the file namedj oebr own. cer . A prompt is
issued for the keystorepassword because the -stor epass option was not included with thecommand.
The -export option can be combined with the followingoptions:

» -dlias

. -file

o -J

o -keystore

o -rfc

» -storepass

o -storetype

o« -V

See Options used with the keytool command for a description of these options.
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5.5.6.3.4: Administering both certificate and key pair
entries

Administrators use the Keytool utility to perform tasks that apply to thekeystore database or to the keystore
entries: key pairs and trustedcertificates. Administering a keystore database discusses the tasks that apply to the

keystoredatabase; Administering key pair entries discusses tasks that apply to key pair entries, and
Administering trusted certificates discusses the tasks that apply totrusted certificate entries. Understanding how
the Keytool utility works provides conceptual information about the Keytool utilityand Options used with the
keytool command provides reference information for the options used with thekeytool command. This article
discusses the administrativetasks that apply both keystore entry types and covers the followingtopics:

o Assigning an dias

« Deleting akeystore entry

« Setting an expiration period

« Changing a password for a keystore entry

Assigning an alias

All keystore entries, whether key pair entries or trusted certificateentries, are identified by aunique alias. The
aliasis assigned to theentry when you generate a new public-private key pair (-genkeyoption), when you import
acertificate to the list of trusted certificates(-import option), or when you migrate an identity
database(-identitydb option).

Subsequent keytool commands use the alias to identify the entryon which the operation is to be performed.

Deleting a keystore entry

To delete akeystore entry, identify the entry by its alias and issue thekeytool command in combination with the
-deleteoption. For example:

keytool -alias fred -delete

This command removes the entry associated with the aliasf r edfrom the keystore.

Setting an expiration period

The default expiration period for a keystore entry is 90 days. Tochange this value, identify the entry by itsalias
and issue thekeytool command in combination with the -validityoption. For example:

keytool -alias sally -validity 180

In addition, when the entry isinitially created, the expiration period canbe changed by using the keytool
command with a-genkey, -import, or-identitydb option and adding the -validityoption.

Changing a password for a keystore entry

To change the password associated with an keystore entry, issue thekeytool command in combination with the
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-keypasswdoption for an entry, which isidentified by its alias. Forexample:
keyt ool -keypasswd -alias sally ol dpassword -new newpassword

This command changes the password for the entry identified assal | y from oldpassword to newpassword.A
prompt isissued for the existing password associated with the specifiedalias, if no password is supplied with the
command.

See Changing the password for a keystore for information on changing the password for the keystoredatabase.
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5.5.6.3.5: Options used with the keytool command

Administrators use the Keytool utility to perform tasks that apply thekeystore database or to the keystore
entries: key pairs and trustedcertificates. Administering a keystore database discusses the tasks that apply to the

keystoredatabase; Administering key pair entries discusses tasks that apply to key pair entries,Administering
trusted certificates discusses tasks that apply to trusted certificate entries,and Administering both certificate and
key pair entries discusses the tasks that are common to both entrytypes. Understanding how the Keytool utility
works provides conceptual information about the Keytoolutility. This article provides reference information
about the optionsthat are used with the keytool command.

Table 1 lists the options that can be combined with thekeytool command. The columns provide the
followinginformation:

« Options-- Specifies the option that can be combined withthe keytool command
« Function--Briefly describes the administrative taskaccomplished by the option
» Values-Listsvalid data entries for the option

« Components--Identifies the Keytool components (keystore,key pair entries, trusted certificate entries)
with which the option can beused

« Use--Provides additional information about using theoption

Table 1. Options used with the keytool utility

|Option |Function |Values |Components  [Use
-alias Assigns an identity (User supplied . Key_ pair o« Caseinsensitive
to akeystore entry entries . mykey (Default)
e Trusted
certificate
entries
-certreq Generates a Requires a-file option « Key pair |Submitted to a certificate
certificate signing  |supplying the .csr file entries  |authority
request name
-delete Removesan entry  |Requires a-alias option to « Keypair |Caseinsensitive
from the keystore  |identify the entry entries
e Trusted
certificate
entries
o Keystores
-dest Identifies the User supplied « Key pair
destination alias for entries
acloned entry « Trusted
certificate
entries
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-dname Assignsan X.500 |User supplied Key pair o Order of
Distinguished entries subcomponents
Name to an entry Trusted matters
certificate « Inclusion of
entries subcomponentsis
optional
-export Outputs a Requires a -file option to Key pair
certificate in binary |supply the output file entries
code Trusted
certificate
entries
-file name Identifies files to be [User supplied Key pair « Standard input
gxsgg :tor import or « Input: an identity entries (default for reads)
database Trusted « Standard output
« Input: acertificate certl_flcate (default for writes)
reply from a entries
certificate Keystores
authority
o Output: certificate
signing request
-genkey o Createsa |User supplied Key pair
new key entries
pair entry
o Createsa
keystore, if
none exists
-help Displays help for Issuing the keytool
the Keytool utility command with no options
also displays help
-identitydb Migrates an Requires the -file option Keystores|Only trusted entries are
identity database to |to supply the identity imported
a keystore database |database name
-import Brings the contents |Requires the -file option Trusted [Automatically invokesthe
of afileinto the to identify the file source certificate |-printcert option (unless
keystore entries  |the-noprompt optionis
included)
-Jcommand  |PassesaJava
command to the
interpreter
-keyalg Signifiesthe o DSA (default) Key pair |Entry for this option
algorithm to be . RSA entries  |determines the value for
used for key pair Trusted |the-sigalgoption
Creation certificate
entries
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-keysize Specifies akey size Reqqi resaval ue_in Key pair o 1024 bits (default)
multiples of 64 bits entries « Rangeisfrom 512
Trusted to 1024 bits
certificate
entries
-keypass Assigns a password |User supplied Key pair |Caseinsensitive
to akey pair entries
Trusted
certificate
entries
-keystore Customizes the User supplied Key pair |The-genkey, -import, or
name and location entries -identitydboptions create
of akeystore Trusted |2 keystore if none exists
certificate
entries
Keystores
-keypasswd  |Changesa User supplied Key pair |Caseinsensitive
password for a entries
keystore entry Trusted
certificate
entries
-keyclone Clones akey store |Requiresa-dest option to Key pair
entry id_entify the destination entries
aias Trusted
certificate
entries
-list « Display an Key pair |MD5 fingerprint (default)
entry_if an entries
a Ias||'séd Trusted
SUPpII certificate
« Display the entries
contents of
akeystoreif Keystores
nodiasis
supplied
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-new Identifiesthe new |User supplied Key pair |Combined with the
password entries  |-keypasswd and
Trusted |-Storepasswdoptions
certificate
entries
Keystores
-noprompt Indicates that no Trusted [Suppresses the default
prompts are to be certificate |-printcert option
issued during an entries  |associated with a-import
import operation option
-printcert Prints a certificate Trusted |[Binary code format
fingerprint certificate |(default)
entries
-rfc Converts output Combined with the Trusted [UsesInternet RFC 1421
display to printable |-printcert and -list certificate [standard
encoding format options entries
-selfcert Generates a new o If -dname option Key pair » Output: X.509 v1
self-signed is supplied, issuer entries self-signed
certificate and subject take Trusted certificate
gl_eX_.SO(_) certificate
istinguished entries
Name
o If no-dname
option is supplied,
issuer and subject
takeX.500
Distinguished
Name of alias
-sigalg Specifiesthe o SHA1withDSA Key pair |Correlates with the value
algorithm to be « MD5withRSA entries  |for the -keyalg option
used to sign the Trusted
certificate certificate
entries
-storetype Assignsatypetoa |A Service Provider Key pair o JKS (Default)
keystore or an entry |Interface format entries « Caseinsensitive
into akeystore Trusted
certificate
entries
Keystores
-storepass Assigns a password [User supplied Caseinsensitive
to akeystore
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-trustcacerts [Indicates that the o Trusted
certificate isto be certificate
considered for entries
inclusion in thelist
of trusted
certificates (the
cacertsfile)

-v Designates verbose
output

-validity Identifies an o Key pair |90 days (default)
expiration period entries

o Trusted
certificate
entries
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5.7: The Secure Association Service (SAS)

When global security is enabled in WebSphere Application Server, alrequests from clients to Enterprise
JavaBeans are sent as RM I/l OPmessages via the Object Request Broker (ORB) to the server that hoststhe
enterprise beans. As part of every such request and response, theORB invokes the Secure Association Service
(SAYS) on the client and the serversides. On the client side, SAS intercepts requests before they are sent,obtains
the client's security credentials, attaches the credential sto the request as part of the security context, and sends
the request.On the server side, SAS intercepts the incoming request, extracts thesecurity context from the
message, authenticates the client's credentials, and passes the request to the enterprise bean container, wherethe
request is authorized. The response is also routed throughthe SAS interceptors.

This article discusses the work performed by the Secure AssociationService and describes the properties
available to configure its behavior.

The business methods in the client do not need to be written tohandle security. Security policies are defined
during the deploymentphase, and WebSphere Application Server automatically enforces thedefined security
policy, which specifies authorization requirements,before invoking the requested methods. The only thing
required of theuser of aclient program is authentication information. In some cases,the client program uses the
CORBA security interfaces to establishthe proper credentials programmatically, before methods are invoked.In
applications that do not establish credentials programmatically,SAS automatically prompts the user to collect
the necessary information.The information collected is determined by the settings configuredfor the

com i bm CORBA. | ogi nSour ce property. For example,if the value of this property is specified as

pr onpt , SASprompts the user for auser ID and password combination.If the user does not enter the
information within a specified periodof time, determined by the value of the

com i bm CORBA. | ogi nTi nmeout property, SAS removes the login prompt and the request is handledwith
no security. If the requested method is protected, therequest will fail because the user does not have the
necessarypermission. If amethod allows everyone, authenticated or not,access, the request can succeed.
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5.7.1: SAS on the client side

When an enterprise-bean client, for example, a Javaclient, a servlet,or another enterprise bean, invokes a remote method, SAS interceptors arecalled to do the following
work on the client side:

1. Establish an SSL connection
2. Establish a secure association between the client and the server
3. Send the request to the server

The following sections describe these stepsin detail.

Establishing an SSL connection

Establishing an SSL connection requiresinformation from both the client and the server prior. The clientobtains some of thisinformation from the client-side property
file,sas.client.props. Some of the information must come from the server,which stores the information with the naming service. To contact aserver, the client retrieves
information about the server from thenaming service. The returned information includes an interoperabl eobject reference (I0OR), which the client uses to determine the type
ofconnection expected by the server. If global security is enabledwithin WebSphere Application Server, servers insert a structure of security information, called a security
tag into their IORsbefore registering the |ORs with the naming service.

Theinformation from the security tag in the IOR and from thesas.client.propsfileis sufficient for creating an SSL connection.|f the necessary information for an SSL
connection is not present, aT CP/IP connection is created instead. For example, if the client doesnot find a security tag in aserver's IOR, an SSL connection cannot
becreated. If the target method is secured, the request must come in ona secure connection. Requests coming in on a TCP/IP connection alwaysfail for alack of permission
provided the method being invoked isprotected; no credentials are created for a TCP/IP connection. Atypical error message that indicates this condition is:

aut hori zation failed for / while invoking nmethod A

If global security is enabled, RMI/11OP connections are typicallymade using SSL. There are afew exceptions, for which TCP/IP connectionsare automatically made. These
exceptions include name-server lookups,is_a queries, and afew other special methods. SSL connectionsare always the default for business methods.

SAS gets some of the information it needs from the server's IOR. Additionalinformation is obtained from property files, one on the client sideand two on the server side
(sas.server.props and server-cfg.xml). The configuration file server-cfg.xml is created from changes made in the Administrator's Console. A Javaclient, for example, uses
the client-sideconfiguration file, but a server acting as a client uses the server-sidefiles. WebSphere Application Server provides two pre-configured propertiesfiles,
sas.client.props and sas.server.props, which can be modified.Applications can a so use other files. The property file for an applicationis specified as a Java property on the
command line when the applicationis started. The property, com i bm CORBA. Conf i gURL, requires avalid URL as avalue. For example, the URL for the
sas.client.props file,assuming a default installation, is specified as follows:

« For Windows NT systems:
com i bm CORBA. Confi gURL=fil e:/c:/WbSphere/ AppServer/ properties/sas.client.props

« For UNIX systems:
com i bm CORBA. Confi gURL=file:///usr/\WbSphere/ AppServer/ properties/sas.client.props

Y ou can verify the URL by following the URL with a browser on the systemwhere the file resides. If the browser can read the file, the URL isvalid. The
com.ibm.CORBA.ConfigURL propertyis typically specified on the java command line of the client program by using the -D option in front of the property.

The information required before SAS can make a secure connection isshown below.

Information obtained from the server's IOR

This section describes the information retrieved on the client sidefrom the server's IOR and lists possible server-side sources for thatinformation. For example, some of the
information in the IOR comesfrom server-side properties.

« Server TCP/IP address: Thisis determined by the TCP/IP configuration.

« Server TCP/IP port: Thisisusually assigned dynamically, but it can be explicitly set by using the server-side property in the sas.server.propsfile
com i bm CORBA. Li stener Port.

« Server SSL port: Thisisusually assigned dynamically, but it can be explicitly set by using the server-side property in the sas.server.propsfile
com i bm CORBA. SSLPort .

« Server security name: Thisis configured using the Administrator's Console when enabling security. It can aso be set manually in the
$(WAS_ROQT)/config/server-cfg.xml file under the "security" tag.

« Server SSL key file and password: These values are set from the Administrator's Console on the server. See 5.7.3: ORB SSL Configuration. The SSL key file

contains the keys used by the server to identify the server and to encrypt and decrypt messages. The strength of the encryption algorithm used is determined when
the connection is established. The password protects the contents of the SSL key file.

« Quality of protection (QOP) required: Thisis set by using the server-side property com i bm CORBA. st andar dCl ai nQOPModel s. The vaue of this
property determines the quality of the SSL connection required by the server. If a client attempts to connect at a value lower, it will automatically be bumped up to
this value. However, if the client tries to make a connection at a higher quality of protection, the connection should be opened at the higher value. Valid values are:

o confidentiality (high):128-bit encryptionand digital signing
o integrity (nmedium :40-bit encryption and digital signing
o authenticity (I ow):noencryptionand digital signing

Information obtained from the client's properties

This section describes the information retrieved on the client sidefrom the client's properties files.

« Quality of protection (QOP) offered: Thisis set by using the client-side property com i bm CORBA. st andar dPer f or mMQOPMbdel s. The value indicates
what the client expectsto do in creating an SSL connection; however, the server's quality-of-protection value can reguire the client to exceed its expected level.
Vdid values are:

o confidentiality (high):128-bit encryption and digital signing
o integrity (nmedi um :40-bit encryption and digital signing
o authenticity (I ow):noencryptionand digital signing
« Logininformation: Thisisinformation needed to authenticate the user. It is set by using the following client-side properties:
o com i bm CORBA. | ogi nSour ce: This determines the source of the authentication information. Valid valuesinclude: 71



= pronpt : A graphical panel is presented for the user for collecting the user ID and password.

= st di n: Theuser is prompted for user ID and password by using a non-graphical console prompt. Currently only supported in the client properties
file.

= properties: Theuser ID and password are retrieved from the following two properties:
=« com i bm CORBA. | ogi nUserid
=« com i bm CORBA. | ogi nPasswor d

If you are using a client-side property file to login (i.e., com.ibm.CORBA .loginSource=properties), you must specify the <realm> which you are
trying to login to. There are two ways to do this. Oneisto set thecom i bm CORBA. pri nci pal Nane inthat fileto

<r eal n»/ <l ogi nUser i d>, where the <loginUserid> isthe same asthe valueinthecom i bm CORBA. | ogi nUser i d property and the

<realm> matches the realm specified for the server localos machine name or domain name depending on the type of registry used. Note that the
realm nameis case sensitive.

Exanpl e: com i bm CORBA. | ogi nUseri d=userid
com i bm CORBA. pri nci pal Name=REALM useri d
The other way to handle thisis to specify the <realm> on the same line as <loginUserid>.
Exanpl e: com i bm CORBA. | ogi nUser i d=REALM userid

= key file: Theuser ID specified by using the property com i bm CORBA. | ogi nUser i d and the realm name retrieved from the IOR are used
to extract a user ID and password for authentication from akey file. The name of the key file to use is specified by setting the
com i bm CORBA. keyFi | eNane property.

o com i bm CORBA. aut hent i cati onTar get : This value determines the authentication method used to establish credentials. The valid values are:
= basi cauth
The only supported value for a pure client isbasi caut h. The authentication target for the server is always localos for WebSphere AE Single-Server.

« Server associations allowed by this client: This determines the type of association the client can establish with the server. Thisvalue is determined by setting one
of the following propertiesto t r ue. The properties are;

o com i bm CORBA. SSLTypel Ser ver Associ at i onEnabl ed: Type|l isan SSL connection in which only server authentication is performed at the
SSL transport layer. (Note: Client authentication takes place at the security-context layer with basi caut h (user ID/password) credentials.)

If this property is set to false, a TCP/IP connection is created, regardiess of any other SSL properties specified.

« Client keyring file and password: These are specified using the client-side propertiescom i bm CORBA. SSLO i ent KeyRi ng and
com i bm CORBA. SSLO i ent KeyRi ngPasswor d. The The keyring-file value specifies the keyring file that contains the server's public key. Thiskey is used
to encrypt outgoing messages and to decrypt incoming messages. The password protects the contents of keyring file.

Thisinformation, with the exception of the client-side keyringfile and password, is used by SAS to construct the SSL connectionto the server. During this process, the client
uses the publickey in the keyring file to secure messages.

WebSphere Application Server provides a keyring file, DummyKeyring,for use in test and development environments. This keyring fileshould not be used in a production
environment where messageprotection is desired. The certificate in this keyring filecan be used to do valid encryption, but the private key neededfor decrypting the
messages is readily available.

During the SSL handshake between the client and server, thequality-of-protection level for the connection is determined byeval uating the client and server settings; the
result is called thecoalesced QOP. If the server setting is higher than the clientsetting, the server setting is used for both. The server setting isthe minimum acceptable level
for the connection. If the client settingis higher but the server supports the higher level, then the clientsetting is used. If the server does not support the higherlevel offered
by the client, the client uses the server setting.

The coaesced QOP valueis used to determine the cipher suite to usewhen creating the SSL connection. The value determines the characteristicsof the SSL connection as
follows:

« |f the coalesced QOP is the high-security conf i denti al i ty value, the messages will be encrypted with 128-bit algorithms and digitally signed;

« |f the coalesced QOP is the medium-security i nt egri t y value, the messages will be encyrpted with 40-bit algorithms and digitally signed.

« |f the coalesced QOP is low-security aut hent i ci t y value, only digital signing will occur.

In cases where client authentication is required but the login informationis not specified, the message is sent over an insecure TCP/IP connection.When a TCP/IP
connection is used to access a protected method, anauthorization failure occurs.

Establishing a secure association between the client and server

Once a connection is created at the server, SAS requires that a secureassociation between the client and server be established. This entail sauthenticating the client on the
server side and establishing a SAS securitysession on both the client and server sides. Most problems that occur with authentication will happen during this process. Thisis
where the serverauthenticates the client and returns success or failure. In many cases wherea failure occurs, you can expect to receive aNO_PERMISSION exception. To
getmore information from the exception, use the getM essage() method to get a textdescription about the failure.

Sending the request to the server

After the SSL connection is created and a secure association isestablished, the client's request is sent to the server.

Receiving a response from the server

Once the server processes the request it sends a response back to the client. The SAS client processes the responseto determine if it was successful or not. If not successful,
it will throw an exception to the business client to handle.Some of the exceptions you can expect to see are:

The exception is usually one of the following:

« 0rg.omg.CORBA.NO_PERMISSIONTYypically received because the userid and password entered on the client failed to authenticate. This could be due to an
incorrectuserid/password or an internal reason such as the user registry being unavailable.

« 0rg.omg.CORBA.COMM_FAILURETYypically received when a server is not listening on the host and port specified in the IOR of the business object. Forexample,
if an application server has been stopped which was sharing a particular resource, access to that resource will return a COMM_FAILURE.

« 0rg.omg.CORBA.INTERNALTypicaly received when the SAS code reaches a path that was unexpected or amessage is out of sequence. This can
‘appenunexpectedly and SAS tracing may be required.



5.7.2: SAS on the server side

When an RMI/I1OP request arrives at a server, SAS intercepts therequest and performs the necessary security
tasks before the businessmethod is invoked on the server. After the method isinvoked, aresponse is sent back
to the client.

Authenticating the user

When a server first receives arequest, a user must be authenticated and authorized before the method can be
invoked.Part of SAS's responsibility isto authenticate the user to the user registry to validate that they are who
they say. TheSAS programming model has APIs for authenticating users on both the client and server

sides.Currently, the only client authentication supported is Basic Auth (i.e., authenticating a userid and
password). SSL client authentication is planned for a future release.

Invoking the method

Once SAS authenticates the user, a credential is created with information about the user. This credentia is
associatedwith the thread of execution and the method isinvoked in the container after being authorized.

Sending a response back to the client

After the method isinvoked, aresponse is sent back to the client.
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5.7.3: ORB SSL Configuration

The SSL implementation used by the application server isthe IBM JSSE (Java Secure Sockets Extension). Configuring JSSE is very similar to configuring most other SSL implementations (e.g. GSKit); however, acouple of differences are worth noting.

JSSE alows both signer and personal certificates to be stored in a SSL key file, but it also allows a separate file, called atrust file, to be specified. A trust file can contain only signer certificates. Therefore, you could put all of your personal certificatesin an SSL key file and your signer certificatesin a
trust file. This can be desirable, for example, if an inexpensive hardware device that is used as the key file has only enough memory to hold asingle personal certificate. All of the signer certificates are then held in atrust file on disk.

JSSE does not recognize the proprietary SSL key file format that is used by the plug-in (i.e. .kdb files); instead, it recognizes standard file formats such as JKS (Java Key Store). As such, SSL key files cannotbe shared between the plug-in and application server, and a different implementation of the key
management utility (IKeyMan) must be used in order to manage application server key and trust files. IKeyMan can be started on Windows from the WebSphere Start menu.

Configuring SSL through an SSL Settings panel

The administrative model in WebSphere Application Server allows the SSL settings for each of the WebSphere components to be both centrally or individually managed. SSL settings are centrally managed through the default SSL Settings panel. Furthermore, any of the default settings can be
overridden for an individual component by using the HTTPS, ORB, or LDAPS SSL settings panels.
The location of each of these SSL settings panelsis as follows:

« Default SSL settingsExpand " Security", then select "Default SSL Settings"

« HTTPSSSL settingsExpand "Nodes --> the name of the host --> Application Servers --> Default Server --> Web Container --> HTTP Transports --> *.9443". Then select "SSL".

« ORB SSL SettingsExpand "Nodes --> the name of the host --> Application Servers --> Default Server --> ORB Settings'. Then select " Secure Socket Layer Settings'.

« LDAPSSSL Settings
As mentioned, the Default SSL Settings can be used to configure the various different components using SSL. ORB SSL Settings can be specified, in addition, to override the Default SSL Settings specifically for the ORB. Regardless of which settings are in effect, the ORB uses these settingsin the
following way. Additionally,the ORB requires some configuration in the SAS properties files on the client and server. These are describedin the following topics.
Key filename
The path of the SSL key file used by server connections. Any server connection (that is, listener ports) uses this key file, which should contain the server's private key. A default key file, DummyKeyring.jksis configured by default and islocated in the $(WAS_ROOT)/etc directory. Thisfileisincluded
to simplify test and development. After a system is ready for production usage, anew keyring file should be generated by using the ikeyman.bat located in the §(WAS_ROOT)/bin directory. A self-signed cerficate can be generated, or a CA can be used to create a personal certificate trusted by most
clients. The DummyKeyring contains most of the standard CA signer certficates.
On the server, the key file name is configured in the Administrative Console and stored in the server-cfg.xml file. On a pure client, the key file name is configured in the sas.client.props file under the property com.ibm.CORBA .SSL ServerKeyRing.
Key file password

The password for the SSL key file for server connections.

On the server, the key file password is configured in the Administrative Console and stored in the server-cfg.xml file. On apure client, the key file password is configured in the sas.client.props file under the property com.ibm.CORBA.SSL ServerK eyRingPassword.
Key file format

The only key file format currently supported by the Single-Server Orb is"JKS". Thefirst refresh will introduce a property (mentioned in 2.4.1 above) to specify other key file formats.

Trust filename

The path of the SSL trust file used by clients. Thistrust file should contain signer certificates used to determine if it should trust the signer of the server's certificate. The Single-Server Orb does not support SSL client authentication. Instead, it performs client authentication using Basic Auth credentials
(i.e., prompting for a userid and password). Support for mutual SSL authentication using digital certificatesis planned for afuture release.

On the server, the trust file name is configured in the Administrative Console and stored in the server-cfg.xml file. On a pure client, the trust file name is configured in the sas.client.props file under the property com.ibm.CORBA.SSLKeyRing.
Trust file password
The password for the SSL trust file for client connections.

On the server, the trust file password is configured in the Administrative Console and stored in the server-cfg.xml file. On a pure client, the trust file password is configured in the sas.client.props file under the property com.ibm.CORBA.SSL K eyRingPassword.

Client Authentication

The Single-Server Orb does not currently support SSL client authentication using digital certificates. It does however support basic auth client authentication where the user is prompted for a userid and password. Any protected method accessed will require Basic Auth credentials from the user before
attempting to be invoked at the server. These credentials are sent over to the server where they are authenticated using the Local OS user registry.

Quality of Protection (Security Level)

In previous releases, the Orb had a different mechanism for specifying the "quality of protection” for SSL connections. There are two properties which must be configured for SSL to determine the strength of the connection. These two properties must be specified in the sas.server.props file for the
server and in the sas.client.props file for the client.

For clients (including servers acting as clients), the property to specify the security level or quality of protectionis:
com i bm CORBA. st andar dPer f or mQOPMbdel s=aut henticity -or- integrity -or- confidentialityThe default is confidentiality.

One of these three values can be chosen. In the first Single-Server refresh, these will be converted to low, medium, and high to be consistent with the JSSE implementation of other WebSphere components. Authenticity will be equivalent to Low, Integrity to Medium, and Confidentiality to High. The
cipher suites mentioned above, associated with Low, Medium, and High will map to Authenticity, Integrity, and Confidentiality, respectively.

For servers, the property to specify the security level or quality of protection is:
com i bm CORBA. st andar dCl ai mQOPMbdel s=authenticity -or- integrity -or- confidentialityThe default is confidentiality.

In the current implementation, regardless of the values specified on standardPerformQOPModels, clients will always make a connection at least as strong as the value specified on the server for standardClaimQOPModels. If the client standardPerformQOPModels is stronger than the server
standardClaimQOPModels, that higher value will be honored.

If the security level isconf i denti al i ty (high) and either a server or client SSL configuration, the enabled cipher suites are:

SSL_RSA W TH RCA_128_MD5SSL_RSA W TH_RC4_128_SHASSL_RSA W TH_DES_CBC SHASSL_
RSA_W TH_3DES_EDE_CBC_SHASSL_DHE_RSA W TH_DES_CBC SHASSL_DHE_RSA W TH_3DES_EDE_CBC_SHASSL_DHE_DSS_W TH_DES_CBC SHASSL_DHE_DSS_W TH 3DES_EDE_CBC_SHA

If the security level isi nt egri ty (medium) and either a server or client SSL configuration, the enabled cipher suites are:

SSL_RSA_EXPORT_W TH_RC4_40_MD5SSL_RSA_EXPORT_W TH_DES40_CBC_SHASSL_RSA_EXPORT_W TH_RC2_CBC_40_MD5SSL_DHE_RSA_EXPORT_W TH_DES40_CBC_SHASSL_DHE_DSS_EXPORT_W TH_DES40_CBC_SHA
If the security level isaut hent i ci ty (low) and aserver SSL configuration, the enabled cipher suites are:

SSL_RSA_W TH_NULL_MD5SSL_RSA W TH_NULL_SHASSL_DH_anon_W TH_RCA_128_MD5SSL_DH_anon_W TH_DES_CBC_SHASSL_DH_anon_W TH_3DES_EDE_CBC_SHASSL_DH_anon_EXPORT_W TH_RCA_40_MD5SSL_DH_anon_EXPORT_W TH_DES40_CBC_SHA



If the security level isaut hent i ci ty (low) and aclient SSL configuration, the enabled cipher suites are:
SSL_RSA_ W TH_NULL_MD5SSL_RSA W TH_NULL_SHA

Enable Crypto Token Support

Crypto tokens are not supported by the Single-Server Orb in theinitial release. The first refresh will introduce support for crypto tokens.

Dynamic Properties

Dynamic properties simply allow the configuration of some less frequently used JSSE properties. The name, possible values, default value, and a brief description of each property follows.
1. com.ibm.ssl.protocol

In theinitial release, the only supported value for this property is"SSL". The first release will allow all of these settings to be configurable.
2. com.ibm.ssl.keyStoreProvider

In theinitial release, the only supported value for this property is"IBMJCE".
3. com.ibm.ssl.keyManager

Intheinitial release, the only supported value for this property is"1bmX509".
4. com.ibm.ssl.trustStoreProvider

Intheinitial release, the only supported value for this property is"IBMJCE".
5. com.ibm.ssl.trustManager

Intheinitial release, the only supported value for this property is"1bmX509".
6. com.ibm.ssl.trustStoreType

In theinitial release, the only supported value for this property is"JKS".
7. com.ibm.ssl.enabledCipherSuites

Intheinitial release, this property is not supported. Thiswill be configurable after the first refresh of the WebSphere Single-Server Edition.
Other Orb SSL Properties

There are afew other Orb SSL properties which determine whether SSL connections are supported incoming or outgoing on a particular server or client. These properties are com.ibm.CORBA.SSL Typel ClientAssocationEnabled and com.ibm.CORBA .SSL Typel ServerAssociationEnabled. Both of
these are set to true by default indicating that both incoming and outgoing SSL connections are supported. These properties are specified in both the sas.client.props file (for pure clients) and the sas.server.propsfile (for servers).

com i bm CORBA. SSLTypel O i ent Associ ati onEnabl ed=t ruecom i bm CORBA. SSLTypel Ser ver Associ ati onEnabl ed=t r ue

At times, you may wish for an application server to only accept TCP connections incoming. However, any outgoing connections (client connections) may need to be SSL connections to other servers that requireit. To accomplish this, set these two properties in the sas.server.props the following way:
com i bm CORBA. SSLTypel O i ent Associ ati onEnabl ed=f al secom i bm CORBA. SSLTypel Ser ver Associ at i onEnabl ed=t r ue



5.7.4: Tracing SAS

The Secure Association Service (SAS) uses a messaging mode!, o for equest, thy Inadisributed , wherea dlient can call aserver, which can then act as a client and callanother server, solving security-related

Frequently, these ser e on thy ine; the interacti an and an application server i often T Juck server, which ication work, ‘equently exchanged between the application serverand during A inistrati izationi itory, so
izati additional and Server.

Collectingi o about i id jng security problems, and SAS provi of govern the collection of including the typesof he destination of the collected messages. Tl i in the property file used by each server; thisistypically the sasserver props file.

The SAS message and trace logging facility captures informationabout the following different types of events:
« Acivity: indicates hat a specific event has occurred

« Error: indi a probi and solution

+ Exception: i a i he ed and print stack trace

« Trace: tracksthe path through the code so thet, when an error occurs, you can determine the events preceding it
You i ity of llected ing by setting

- Tracelevel basi ¢ reports basic messages and is rarely used

- Tracelevel i nt er medi at e istypically used to long-run ing

« Tracelevel advanced isused in most cases for troubleshooting
This behavior is determined by the value of thecom i bm CORBA. secur i tyTr aceLevel property.

Thevalue of thecom i bm CORBA. secur i t yDebug ine whether llected he dard output stream.

In addition, you can selectively send the messages for each type of eventto afile. For each type of event, you set an output-mode property. The output i i , for example, activity, are collected. Y ou can use any ofthe following output modes:
« File: output goes to the destination set in the com i bm CORBA. secur i tyTr aceQut put property, and anew fileis created after each server restart.
« Fileappend: output goes to the destination inthe com i bm CORBA. secur i t yTr aceQut put property, and new output is appended after each server restart.
- Console: output is redirected to the standard output stream.
Both: output is redirected to both the standard output stream and to the destination set in thecom | bm CORBA. secur i tyTr aceQut put property, and anew file s created after each server restart.
« None: no output occurs.
The output mode s set for each type of trace event. Each ofthese properties can take any of the output modes as values:
« com i bm CORBA. securi t yAct i vi t yQut put Mode
+ com i bm CORBA. secur i t yEr r or sQut put Mbde
« com i bm CORBA. securi t yExcept i onsQut put Mode
« com i bm CORBA. securi tyTr aceQut put Mde

Tosendall output stream, settings:
com i bm CORBA. securi t yDebug=consol ecom i bm CORBA. secur i tyTraceLevel =i nt er nedi at e

Tosend all output stream, settings:
com i bm CORBA. secur i t yDebug=consol ecom i bm CORBA. secur i t yTr aceLevel =advanced

To send activity and error both and afile, and to send exception and trace messages tothefile only, use following settings:
com i bm CORBA. secur i t yDebug=consol ecom i bm CORBA. secur i tyTr aceLevel =advancedcom i bm CCRBA. secur i t yAct i vi t yQut put Mode=bot hcom i bm CORBA. secur i t yEr r or sQut put Mbde=bot hcom i bm CORBA. secur i t yExcept i onsQut put Mode= i | ecom i bm CORBA. secur i tyTr aceQut put Mbde=f i | ecom i bm CORBA. secur i tyTraceQut put =c: / ébSpher e/ AppSer ver / | ogs/ sas. | og



5.7.5: SAS properties reference

This following describes the properties used in the configuration filessas.client.properties and
sas.server.properties. These files containlists of property-value pairs, using the
syntax<pr opert y>=<val ue>.

The property names are case sensitive, but the values are not; thevalues are converted to lower case when the
fileisread.

In WebSphere Application Server version 4.0, some propertiesdo not appear in the sas.server.propsfile. Instead,
theseproperties must be configured by using the administrative console. The entry for each property indicates
how it can be modified.

Authentication properties

com.ibm.CORBA .authenticationTar get
Specifies the mechanism for authenticating principals.

valid values: basicauth
default value: basicauth

client/server usage: can be directly edited in the sas.client.props file; the server-side value must be set
by using the administrative console

com.ibm.CORBA.loginUserid
Holds the name of an authorized user of the user registry, used when thel ogi nSour ce property is
specified aspr oper ti es. The corresponding password is stored inthe | ogi nPasswor d property.
valid values. auser name in the registry
default value: no default value
client/server usage: can be directly edited in the sas.client.props file; the server-side value must be set
by using the administrative console

com.ibm.CORBA .loginPasswor d
Holds the password for the user named inthel ogi nUser i d property, use whenthel ogi nSour ce
property is specified aspr operti es.
valid values. the password for the user named inthel ogi nUser i d property
default value: no default value
client/server usage: can be directly edited in the sas.client.props file; the server-side value must be set
by using the administrative console

com.ibm.CORBA .principalName
Specifies the principal under which the WebSphere administrative server runs.

valid values. auser name in the registry
default value: no default value

client/server usage: sas.client.props only

com.ibm.CORBA.loginSour ce
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Indicates the source for the user IDs and passwords.
valid values: stdin, key file, prompt, properties
default value: prompt

client/server usage: sas.client.props and sas.server.props
com.ibm.CORBA .loginTimeout

Specifies the length of time (in seconds) for which the login window is displayed to auser for entering
login information (realm, user ID, password).

valid values: 0 to 600 (0 to 10 minutes)
default value: 300 (5 minutes)

client/server usage: sas.client.props and sas.server.props
com.ibm.CORBA .keyFileName
Specifies the file containing login information.

valid values: avalid, fully qualified path and filename
default value: No default value

client/server usage: sas.server.propsonly.

SSL Properties

For more information on configuring SSL, see5.7.3: ORB SSL Configuration.

com.ibm.CORBA.SSL ClientK eyRing

Specifies the class name for the SSL client keyring file, for example, DummyKeyring.jks. Thisisthe
keyring file used by aclient for outbound SSL connections.

valid values: aclass name for an SSL client keyring
default value: no default value, but a default can be set during installation

client/server usage: can be directly edited in the sas.client.props file; the server-side value must be set
by using the administrative console

com.ibm.CORBA.SSL ClientK eyRingPassword
Sets the password for the SSL client keyring file.

valid values. astring
default value: WebAS

client/server usage: can be directly edited in the sas.client.props file; the server-side value must be set
by using the administrative console

com.ibm.CORBA.SSL ServerKeyRing
Specifies the class name for the SSL server keyring file, for example, DummyKeyring.jks. Thisisthe
keyring file used by the server for inbound SSL connections.

valid values: aclass name for an SSL server keyring
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default value: no default value, but a default can be set during installation

client/server usage: can be directly edited in the sas.client.propsfile; the server-side value must be set
by using the administrative console

com.ibm.CORBA.SSL Server K eyRingPasswor d
Sets the password for the SSL server keyring file.

valid values. a string
default value: WebAS

client/server usage: can be directly edited in the sas.client.props file; the server-side value must be set
by using the administrative console

com.ibm.CORBA.SSLK eyRing

Specifies the default class name for the SSL keyring file used by both the client and the server, for
example, DummyKeyring.jks.

valid values: aclass name for an SSL keyring
default value: no default value, but a default can be set during installation

client/server usage: can be directly edited in the sas.client.props file; the server-side value must be set
by using the administrative console

com.ibm.CORBA.SSL K eyRingPasswor d
Sets the password for the SSL keyring file.

valid values. astring
default value: WebAS

client/server usage: can be directly edited in the sas.client.props file; the server-side value must be set
by using the administrative console
com.ibm.CORBA.SSL Typel ClientAssociationEnabled

Specifies whether SSL Type | client association is enabled or not. The value determines whether a
server can accept SSL Type | connections. SSL Type | connections authenticate only the server using
SSL.

valid values:. false, no, true, yes
default value: true

client/server usage: sas.client.props and sas.server.props
com.ibm.CORBA.SSL Typel Server AssociationEnabled

Specifies whether SSL Type | server association is enabled or not. The value determines whether the
server permits clients to make SSL Type | server connections. SSL Type | connections authenticate only
the server using SSL.

valid values:. false, no, true, yes
default value: true

client/server usage: sas.client.props and sas.server.props
com.ibm.CORBA .standardClaimQOPM odels
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Specifies the minimum level of security protection required and supported by a server for inbound
connections. The actual level of protection used on a connection is based on the server's minimum, but if
the client is prepared to provide a higher level and the server supportsit, the actual protection can
exceed the server's stated minimum requirement.

valid values. authenticity, confidentiality, integrity
default value: confidentiality

client/server usage: sas.client.props and sas.server.props

com.ibm.CORBA .standar dPerformQOPM odels

Specifies the level of security protection that a client, or a server acting as a client, expects to perform on
outbound connections. The actual level of protection used on a connection is based on the server's
minimum, but if the client is prepared to provide a higher level and the server supportsit, the actual
protection can exceed the server's stated minimum requirement.

valid values. authenticity, confidentiality, integrity
default value: confidentiality

client/server usage: sas.client.props and sas.server.props

Miscellaneous properties

com.ibm.CORBA .securityEnabled

Indicates whether security is enabled or not.
valid values. false, no, true, yes
default value: false

client/server usage: can be directly edited in the sas.client.props file; the server-side value must be set
by using the administrative console

com.ibm.CORBA .bootstrapRepositoryL ocation

Holds the full path of the bootstrap repository file, which contains information about security properties
needed during the boot process.

valid values:. the absolute path to the repository file
default value: <server_root>/etc/secbootstrap

client/server usage: sas.server.props only

Trace and message properties

com.ibm.CORBA .securityDebug
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com.ibm.CORBA .securityTracel evel
Determines the level of tracing provided.

valid values. none, basic, intermediate, advanced
o Tracelevel basi c reports basic messages and israrely used

o Traceleve i nt er medi at e istypically used to troubleshoot long-run problems to minimize
tracing

o Tracelevel advanced isused in most cases for troubleshooting
default value: none

client/server usage: sas.client.props and sas.server.props
com.ibm.CORBA .securityTraceOutput

Determine the output file for SASwhenfi | e, fi | eappend, or both are chosen for the output mode
properties (securi t yActi vi t yQut put Mode, securi t yErr or sQut put Mode,
securityExcepti onsQut put Mode, or securi tyTraceQut put Mode).

valid values: avalid path and file name in the file system.
default value: <server.root>/logs/sas.log

client/server usage: sas.client.props and sas.server.props
com.ibm.CORBA .securityActivityOutputM ode
Determines where to direct activity messages.

valid values: none, file, fileappend, console, both

o fil e:output goesto the destination set inthecom i bm CORBA. securi tyTraceCQut put
property and anew fileis created after each server restart.

o fil eappend: output goesto the destination in the
com i bm CORBA. securityTraceCQut put property and new output is appended after
each server restart.

o consol e: output isredirected to the standard output stream.

o bot h: output is redirected to both the standard output stream and to the destination set in the
com i bm CORBA. securityTraceQut put property, and anew fileis created after each
server restart.

0 none: no output occurs.
default value: file

client/server usage: sas.client.props and sas.server.props
com.ibm.CORBA .securityErrorsOutputMode
Determines where to direct error messages.

valid values. none, file, fileappend, console, both
(The values work as described for thesecuri t yActi vi t yQut put Mode property.)

default value: both

client/server usage: sas.client.props and sas.server.props
com.ibm.CORBA .securityExceptionsOutputM ode
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Determines where to direct exception messages.

valid values. none, file, fileappend, console, both
(The values work as described for thesecuri t yActi vi t yQut put Mode property.)

default value: file

client/server usage: sas.client.props and sas.server.props

com.ibm.CORBA .securityTraceOutputM ode
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5.7.6: Introduction to SAS programming

A fundamental concern within distributed systemsin general is the protection of data and business assets
available through the information system. Thisis no less true in distributed, object-oriented systems. Vauable
informationexists in business objects. This information can be manipulated and accessedremotely and therefore
must be protected from unauthorized use. TheSecurity Service in WebSphere Application Server helps to
protect theseassets.

The Security Serviceis used primarily to prevent end users from accessinginformation and resources that they
are not authorized to use. Although theseresources are predominantly distributed objects, they can aso
includeresources, neither object-oriented nor distributed, used by business objects.In many cases, WebSphere
Application Server is used to wraplegacy resources, such as existing business applications and enterprise
data.Such resources are often centralized resources, held in a physically secureenvironments or in environments
with restricted access over controlledchannels.

A key objective of object-oriented programming and business re-engineeringis to provide for the abstraction of
business resources that enables themto be used more readily in new applications. This abstraction frequentlyhas
the effect of increasing access to those legacy resources, resourcesthat have been traditionally, either by intent
or because ofthe limitations of technology, more restricted. Thus, the object-orientedapproach has the potential
for undermining the protection that legacyresources require and have traditionally enjoyed.

The Security Service must, therefore, compensate for any protections thatcan be otherwise lost due to the
increased accessibility of business objects ina distributed object system. The Security Service must not limit
anybenefit an application programmer receives by using WebSphere ApplicationServer, except by preventing
unauthorized access to resources.When security policies for a set of legacy resources have been established
forproduction systems, the Security Service uses these policies to protectresources in the object-oriented
system. It is not necessary to specifyexisting security policies a second time or to keep two sets of policiesin
synchronization.

Object systems tend to introduce many more independent objects thanequivalent procedural systems, which
tend to collect individual objects into larger-grained artifacts like resources managers and databasetables. The
presence of so many objects can introduce issuesrelated to administrative scalability. These issues present their
ownsecurity exposures. when administration becomes overwhel ming,administrators just stop administering, and
objects remain unprotected. The Security Service guards against this risk by factoring securitypolicies across a
server, forming an administrative boundary forcontrolling unauthorized access to both the objects that are
containedwithin a server and the resources that are used by the server.WebSphere security provides support for
the authentication of users,which prevents unauthenticated users from accessing secure servers. It also
guarantees the identity associated with a request to a businessobject, so that object can determineif it should
grant access.The Security Service also provides support for protecting message trafficbetween clients and
servers and between servers acting as clients andother servers.

The role of the Secure Association Service (SAS)

Users and processes can be authenticated to the system. They canhave identities, which means that they can be
distinguished and thattheir access to resources can be controlled. Any entity that can beidentified and
authenticated in the system is referred to as aprincipal. A principal can be the user of aclient programor it can
be a server process. Other entities can also be principalsif they can be associated with identities and have
mechanisms fordemonstrating their identities.

When a principal is authenticated, the Security Service createsa credential object for that principal. The
credential representsan authenticated principal; credentials are created only afterthe principal s are authenticated.

In a secure server, al activities occur on behalf of a specific principal,typically the identity associated with the
user of the client. When aprincipal is authenticated at a client (aclient principal), a credentialis created for that
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client and associated with the thread of executionwithin the process. The credential is passed to the server when
the clientissues any requests to the server, and the thread of execution in theserver is tagged with the credentials
of the client principal thatoriginated the request. If the server issues any subsequent requests asa result of the
original request, the client's credential is passed alongwith any requests that originate from the server.

The Security Serviceis able to efficiently and safely communicate thecredentials for the client principal by
establishing a secure associationbetween the client and the server. Each client and server pair forms aunique
association, even when the server acts as a client to another server.The secure association is also used to protect
any message traffic betweenthe client and the server processes.

When to use SAS programming

SAS programming is useful when applications must login programmaticallyor manipulate the credentials on the
thread of execution for the purposeof controlling the identity which is executing specificmethods. (Examples of
these uses areillustrated in this material.)SAS programming can be combined with other WebSphere
ApplicationServer programming techniques, including the use of security and standards-based models, like
servlets, enterprise beans,Java ServerPages, HT TP programming, and many others.

The SAS programming interfaces are based on CORBA Security Servicespecification from the Object
Management Group (OMG). For moredetails, visit the OMG Web site and obtain the CORBA Security

Servicespecification.
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5.7.6.1: Getting a reference to a Current object

The Current class contains an implementation ofthe CORBA SecurityL evel2 Current object. The classprovides access to security-level 2 function as
defined in theObject Management Group (OMG) CORBA Security Service specification.

A Current object allows you to obtain or manipulate thecredentials that you want to use in your program. Y ou can obtain aCurrent object in either the
client or the server. However,you can only get a Current object if the Security Servicerun time has been installed and the ORB has been initialized.
To obtain a Current object, using following steps:

1. Obtain areference to the com.ibm.CORBA..iiop.ORB object. Y ou can obtain a reference to the com.ibm.CORBA..iiop.ORB object by
invoking the com.ibm.gjs.0a. EJSORB.getORBI nstance() method, which is static.

2. Create areference to the org.omg.SecuritylL evel 2.Current object, and then use the ORB.resolve_initial_references method to get accessto the
security Current object. Passthe string " Secur i t yCur r en to the resolve _initial_references method.

Code sample: obtaining a Current object

/'l Get the current ORB instance. comibm CORBA.iiop.ORB orb =

comibm ejs. oa. EJSORB. get ORBI nst ance() ; /] Get the security Current object. if (orb !'= null)
org.ong. SecuritylLevel 2. Current securityCurrent =

(org.ong. SecuritylLevel 2. Current)orb.resolve_initial _references("SecurityCurrent"); i f
(securityCurrent == null) Systemout.println("Security has not been initialized");
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5.7.6.2: Extracting credentials from a thread

Y ou can use a credential associated with the thread of executionto examine and manipulate the identity of the principal thatissued the request, the
identity of the server, or the identity used forany outgoing requests.
Retrieving a credential from athread of execution requires twogeneral steps:

1. Obtain areference to the security Current object.

2. Extract the desired credential.

The technique for extracting the desired credential varies withthe credential. Any thread of execution in aclient or a servercan be associated with one
of the following credentials:

Received credential

The received credential identifies the principal for whom arequest is being performed. In the server, the received credentia is the credential
that arrived with the currently executing request. In the client, the received credential is the same as the client's own credentia; there is no
incoming request carrying an external credential with it.

I nvocation credential

Theinvocation credential isthe credential that accompanies any requests made from this thread of execution. In the server, when delegation
is enabled, the invocation credential is automatically set to the received credential. Otherwise, the invocation credential is the server's own
credential.

Own credential

The own credential is also known as the default credential of the process. This credential identifies the principal associated with the process.
In the server, thisis the server principa; in the client, it isthe client principal. Note that a server's own credential can become its invocation
credential when delegation is disabled.

When extracting a credential from the thread of execution,you must decide which credential you want. Additionally, thesecurity run time must be
installed, and the ORB must be initialized.

Extracting the received credential

To extract the received credential from athread of execution, use the followingsteps:
1. Obtain areference to the security Current object.
2. Call the SecurityCurrent.received_credentials method. This method returns an list of Credentials; the received credentia isin the first

position.
3. Obtain the received credential from thefirst positionin thelist.
.. /1l Get a reference to the security Current object. /1 Cbtain the received
credential s. org.ony. SecuritylLevel 2. Credential s[] recvdCreds =
securityCurrent.received_credential s(); /'l Retrieve the received credential fromthe first

posi tion. org.onyg. SecuritylLevel 2. Credentials recvdCred = recvdCreds[0];

Extracting the invocation credential

To extract the invocation credential from athread of execution,use the following steps:
1. Obtain areference to the security Current object.

2. Toretrieve the invocation credential, call the Current.get_credentials method with the attribute
org.ong. Security. Credenti al Type. Secl nvocati onCr edent i al s asthe argument. This method returns a Credentials
object.
The only difference between extracting invocation credentials andextracting own credentials is the value of the argument passed tothe get_credentials
method.

/1l CGet a reference to the security Current object. /1 Obtain the invocation
credential s. try { org.ong. SecuritylLevel 2. Credentials invCred =
securityCurrent.get_credential s(org.ong. Security. Credenti al Type. Secl nvocati onCredenti al s); }
catch (Security::lnvalidCredential Type e) { e.printStackTrace(); }

Extracting the own credential

To extract the own credential from athread of execution, use the followingsteps:
1. Obtain areference to the security Current object.

2. Toretrieve the own credential, call the Current.get_credentials method with the attribute
org.ong. Security. Credenti al Type. SecOmCr edent i al s asthe argument. This method returns a Credential s object.

The only difference between extracting invocation credentials andextracting own credentials is the value of the argument passed tothe get_credentials
method.

/Il Get a reference to the security Current object. /1 Obtain the own credential s.
try { org.ong. SecuritylLevel 2. Credentials ownCred =
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securityCurrent.get_credential s(org.ong. Security. Credenti al Type. SecOmCr edenti al s); } catch
(Security::InvalidCredential Type e) { e.printStackTrace(); }
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5.7.6.2.1: Manipulating credentials

A credential object is an object that implements theorg.omg.SecuritylL evel 2.Credentials interface. This interface supportsmany operations on
credentials. A specific credential object containsidentifying information about a principal for a session; this informationincludes the security name of
the principal, the principal's hostname,and more. The Credentials interface defines methods for the following:

« Copying acredentia
« Retrieving the information in the credential
« Determining if the credential has expired

Security in the WebSphere environment offers two ways forauthentication of principals to take place:
« Basic authentication
« Authentication against the local operating system
Credential associated with each type contain different informationabout the principal.
The credentials created for basic authentication contain informationthat is not yet verified. Such credentials are typically createdon the client side of

an application and sent to the server forauthentication, after which an authenticated credential is created. The basic-authorization credential contains
the user ID and passwordfor the user requesting authentication.

When the server receives the basi c-authorization credential duringthe establishment of a secure association, one of the other types ofcredentialsis
created if the information about the user canbe authenticated according to the local registry or LDAP registry.

To manipulate a credential object, an application must getaccess to a credential object. To get access to a credential object, an application must:
1. Acquire credentias (either by logging in or receiving them as part of an incoming request).
2. Extract the credential object:
1. Get areference to the security Current object.
2. Extract the desired type of credential.

Copying a credential

Copying a credentia object creates a new Credentials object that isan exact duplicate (or deep copy) of the origina Credentials object. The method,
Credentials.copy(), returns areference to the newly createdcopy. Copying credentiasis typically done when an application needs toreturn a
Credentials object to a caller but does not want the caller tobe able to modify the original Credentials object.

.. /'l Get a reference to the security Current object. /'l Extract the credenti al
obj ect . creds = ... /'l Make a copy of the credential object.
org.ong. SecuritylLevel 2. Credenti al s newcreds = creds. copy();

Retrieving information from a credential

Y ou can use the Credential s.get_attributes method. This method takesan attribute-type list as an argument, and sets the values for eachattribute type
in thelist. To use this method, you must firstcreate alist of attribute types. Each position in the listholds the value of a different attribute; you must
construct anlist to hold the attributes you want to retrieve.

The code sampleillustrates the the retrieval values for of fourattributes. This procedure demonstrates how you can acquire the security attributesof a
credential. Thisis used to determine the security name and host identityof the principal that invoked the current method request, including thehost
where the principal islogged in. This procedure is performedon a Credentials object. The security name and host name are security attributesthat
have been introduced by WebSphere. Therefore, they are identifiedby the IBM_BOSS FAMILY_DEFINER, in attributes family 2. The security
runtime must be installed and the ORB must be initialized.

/'l CGet a reference to the security Current object. /'l Extract the credenti al
obj ect. creds = ... /]l Create and initialize the attribute-type list.
org.ong. Security. AttributeType[] attributeTypeList = new org. ony. Security. AttributeType[4];

/1 Establish the type of attribute each index hol ds. org.ong. Security. ExtensibleFamly fam | yOVG =
new org.ony. Security. Extensi bl eFam | y((short) 0, (short) 1); org.ong. Security. Extensibl eFam |y

fam |yl BM = new org. ongy. Security. Extensi bl eFam | y((short) 8, (short) 2);
attributeTypeList[0] = new org.ony. Security. AttributeType(fanilyl BM
comibm | Ext endedSecurity. CredAttr SecNane. val ue) ; 11 new

org.ong. Security. AttributeType(fam | yOM5 org.ong. Security. Public. val ue); attributeTypeList[1] =
new org.ony. Security. AttributeType(fam | yOM5 org.ong. Security. Accessld. val ue);

attributeTypelList[2] = new org.ong. Security. AttributeType(fam | yOoMg

org. ong. Security. Goupld. val ue); attributeTypeList[3] = new

org.ong. Security. AttributeType(fam |ylBM comibm | ExtendedSecurity. CredAttrHost Nane. val ue); /1
Make sure all values are initally null. org.ong. Security.Attribute[] attributeList = null;try{
/] Extract the attributes fromthe credential. attributeList =

creds. get _attributes(attributeTypelList); /! Retrieve the securityNane. String secNane = new
String(attributelist[0].value); /1l Retrieve the AccesslD. String Accessl D = new
String(attributelList[1].value); /'l Retrieve the G ouplD. String GrouplD = new
String(attributelist[2].value); /'l Retrieve the Host Nane. String Host Name = new

Strié%g(attributeLi st[3].value); }catch (org.ong. Security::lnvalidAttributeType e ){



e.printStackTrace();}catch (org.ong. Security::DuplicateAttributeType e ){ e.printStackTrace();}

WebSphere combines the CORBA .Principal and the SecurityL evel2.Credentia sinterfaces in the | ExtendedSecurity.Credential s interface.
Thel ExtendedSecurity module contains IBM extensions to the standard interfacesdefined by the Object Management Group (OMG) and new
interfaces introducedby IBM.

89



5.7.6.2.2: Client-side programmatic login

Client-side programmatic login allows the programmer to control whena user is prompted for the user ID and password used in

constructingbasi c-authentication credentials. Without programmatic login, WebSphereA pplication Server security automatically prompts the user
when thefirst method isinvoked at a secured server. Clients that can use thistechnique are Java clients and servlets that access enterprise beans
onother servers.

On the client side, the basic-authentication credentials are maintainedin the Current object on the client's thread of execution.

The LoginHelper class is a WebSphere-provided utility class thatprovides wrappers around CORBA security methods. It can be usedby pure Java
clients that need the ability to programmaticallyauthenticate users but don't need to use the authentication data onthe client side. It provides the
request_login method, which is usedby the Security Service to get login information from the client(or server) if the required credentials are not
available.

A LoginHelper object can be used to obtain the user informationwith which to perform alogin; that is, it can be used to collectthe information needed
for a basic-authorization credential .|t is typically implemented to present alogin pop-up.An instance of the LoginHel per object can be created at any
time. TheSecurity Service can provide different implementations of this objectfor different conditions, but the actual implementation class usedby the
Security Serviceisdirectly coded into the service, to preventtampering.

The example code illustrates how to get a reference to a L oginHel perobject from a Current object, how to create a basi c-authorizationcredential, and
how to set the credential onto the Current objectfor propogation to a server or other access. For more informationon programmatic login, see 5.4:

Using programmatic and custom login.

A LoginHel per wrapper classis provided to simplify the use of the SAS programming model. For information on this LoginHelper wrapper class, see
5.4.1.2: The LoginHelper Class. SAS also has al oginHel per class but it provides lower level login functionality. It only actually does the login and

does not have any other helper methods included to manipulate the credentials like the one mentioned in section 5.4.1.2.

...1l Get the security Current object....if (current !'= null){ /!l Get a handle to LoginHel per from
the Current object. com i bm | Ext endedSecurity. _Logi nHel per | ogi nHel per = current. | ogin_hel per();

/1l Construct a basic-authorization credential for /1 later authentication by the server.

org.ong. SecuritylLevel 2. Credentials credentials = | ogi nHel per.request | ogi n(security_nane,
real m nane, password, new

org. ong. SecuritylLevel 2. Credenti al sHol der (), new

org. ong. Securi ty. OpaqueHol der ()); /1 Set the credentials for outbound requests.
current.set_credential s(org.ong. Security. Credenti al Type. Secl nvocati onCredenti als, credentials);

-}
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5.7.6.2.3: Server-side programmatic login

Server-side programmatic login will authenticate the basi c-authorization dataor credential token and create a credential authenticated againstthe local
registry or LTPA registry. The basic-authorization credentialcan be sent from aclient or created in the server. After authentication,the authenticated
credential is maintained by the security session and isset onto the Current object each time a method request gets executed. The credentials remain
available on the Current object as long as therequest is being executed on the server.

There are two ways to create the authenticated credential object:

« Map the basic-authentication credential to thelocal or LTPA registry by calling the
com.ibm.| ExtendedSecurity.Credential sOperations.get_mapped_credentials method. This method maps the information in the
basi c-authentication credential to the specified registry. If authentication fails, the get_mapped_credentials method returns an empty
credential. (Thereisalso aget_mapped_creds method; it throws an exception if authentication fails.)

« Call the Principal Authenticator.authenticate method, which takes the user 1D and password as arguments.

If authentication succeeds, the methods create the authenticated credential ,which can then be set on the thread of execution, typically as theinvocation
credential for further requests. A credential created by using alocal registry cannot be forward to another WebSphere node.

The code example illustrates a server that creates a basi c-authenticationcredential using the LoginHelper class and then creates an
authenticatedcredential by calling the get_mapped_credentials method.

A LoginHelper wrapper classis provided to simplify the use of the SAS programming model. For information on this LoginHel per wrapper class, see
5.4.1.2: The LoginHelper Class. SAS also has aloginHel per class but it provides lower level login functionality. It only actually does the login and
does not have any other helper methods included to manipulate the credentials like the one mentioned in section 5.4.1.2.

...l Get the security Current object....if (current !'= null){ /1 Get a handle to Logi nHel per fronm
the Current object. comibm | Ext endedSecurity. Logi nHel per | ogi nHel per = current. | ogi n_hel per();

/1 Construct a basic-authorization credential for /1 later authentication by the server.

org.ong. SecuritylLevel 2. Credentials credentials = | ogi nHel per.request _| ogi n(security_nane,

real m nane, password, new

org. ong. SecuritylLevel 2. Credenti al sHol der (), new

org.ong. Security. OpaqueHol der()); /'l Set the credentials for outbound requests.

current.set_credential s(org. ong. Security. Credential Type. Secl nvocati onCredentials, credentials);
/1 Map the basic-authentication credentials to the registry.

org.ong. SecuritylLevel 2. Credentials mapcreds = nul |l ; mapcreds =

((comibm | ExtendedSecurity. Credential sOperations)creds). get_napped_credentials(null, "", null);

/1 Check to see if authentication succeeded. if (mapcreds = null) System out. println("Login
failed");}

If you prefer to catch an exception when authentication fails, use theget_mapped_creds method and catch the
org.omg.Security.L oginFailedexception.

try{ /1 Map the basic-authentication credentials to the registry.

org.ong. SecuritylLevel 2. Credentials mapcreds = nul|; mapcreds =

((comibm | ExtendedSecurity. Credenti al sOperations)creds).get_napped_creds(null, "", null);}catch
(org.ong. Security. LoginFailed e){ Systemout.println("Login failed");}
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5.7.7: Disabling security on specific application servers

In some circumstances, it is useful to allow unrestricted accessto resources managed by WebSphere Application Server, but it isoften less desirable to leave
the administration of those resourcesunrestricted. This article describes how to unprotect the resourcesmanaged by an application server while protecting the
resources ofthe WebSphere Application Server administrative server. This meansthat users of the administrative console are authenticated beforethey can
modify the resources, but use of the resources requiresno authentication or authorization.

Resources must be unprotected on a node-by-node basis. If you havemultiple nodes and want only some to offer unprotected resources, you mustunprotect
each node individually. Use this procedure only to createunprotected nodes.

How the procedure works

During initialization of the administrative server, the IOR for each enterprisebean hosted in an application server is registered with the name server.The IOR
for each enterprise bean contains a security tag if any of thefollowing propertiesis set to the valuet r ue, which isthe default value:

« com i bm CORBA. SSLTypel C i ent Associ at i onEnabl ed

« com i bm CORBA. LTPAC i ent Associ ati onEnabl ed

« com i bm CORBA. DCECQ i ent Associ at i onEnabl ed

When the client reads the |OR, the presence of the securitytag indicates to the client that the server expects the clientto use a secure connection for sending
messages. As aresult,the client must obtain authentication information from theuser so the server can authenticate the user.

If the property issetto f al se, the IOR does not contain asecurity tag, and the client creates a TCP/IP connection to theserver. Messages sent over aTCP/IP
connection are not secured.The application server receives the request on the TCP/IP portand handles the request.

Authorization of requests is completely disabled when theSSLTypel C i ent Associ at i onEnabl ed issettof al se.Thistellsthe application server not
to enable security on inboundrequests. This applies only when the application server uses a differentset of configuration properties than the administrative
server does.The technique for disabling security on selected application serversis to provide them with a different propertiesfile.

Setup Steps

1. Ensure that you have enabled global security and have restarted the administrative server at least once. This ensures that you have the correct security
settings in the sas.server.propsfile. By default, all the components use thisfile; in this procedure, the administrative server and any secured application
servers continue to use this server, but unsecured application servers use a different file.

2. Delete the sas.server.props.futurefile. If thisfileis present, when a server restarts, information in the sas.server.props.futurefile is copied into the
sas.server.props file, effectively rewriting the sas.server.props file. Changes made during this procedure can be lost.

3. Make acopy of the sas.server.propsfile; in this example, the copy is called sas.appserver.props. The administrative server and the secured application
servers continue to use the original sas.server.propsfile.

4. Edit the sas.server.props file and modify the settings as described.
™ You must make these changes carefully; incorrect settings can result in unwanted security behavior, and it is possible to create a state in which

the administrative server cannot start if security is enabled. Also, once security is enabled, do not change any values other than the ones listed here
unless you are sure of the consequences.

o If thevalue of thecom i bm CORBA. aut henti cati onTarget property isl ocal os, set thefollowing properties:
= Client-association properties
com i bm CORBA. SSLTypel d i ent Associ ati onEnabl ed=true
com i bm CORBA. Local OSCl i ent Associ at i onEnabl ed=t rue
com i bm CORBA. LTPAC i ent Associ at i onEnabl ed=f al se
= Server-association properties

com i bm CORBA. SSLTypel Server Associ ati onEnabl ed=true
com i bm CORBA. Local OSSer ver Associ ati onEnabl ed=true
com i bm CORBA. LTPASer ver Associ at i onEnabl ed=f al se

o If thevalue of thecom i bm CORBA. aut henti cati onTar get property islt pa, setthefollowing properties:
= Client-association properties
com i bm CORBA. SSLTypel Cl i ent Associ at i onEnabl ed=tr ue

com i bm CORBA. Local Osd i ent Associ ati onEnabl ed=f al se
com i bm CORBA. LTPAC i ent Associ at i onEnabl ed=true

= Server-association properties
com i bm CORBA. SSLTypel Server Associ ati onEnabl ed=true

com i bm CORBA. Local OSSer ver Associ at i onEnabl ed=f al se
com i bm CORBA. LTPASer ver Associ at i onEnabl ed=t rue

5. Edit the new sas.appserver.props file and modify the settings as described.

% Do not change any other values in the file except those indicated. In particular, do not set thesecur i t yEnabl ed property tof al se; an
unsecured application server must still be a secure client of the administrative server. Also, each time aprincipal or password in the sas.server.props
file is changed, make the corresponding changesin thisfile.

o If thevalueof thecom i bm CORBA. aut henti cati onTarget property isl ocal os, set thefollowing properties:
= Client-association properties

com i bm CORBA. SSLTypel Cl i ent Associ ati onEnabl ed=f al se
92 com i bm CORBA. Local OSCl i ent Associ at i onEnabl ed=f al se



com i bm CORBA. LTPAC i ent Associ at i onEnabl ed=f al se
com i bm CORBA. DCECI i ent Associ at i onEnabl ed=f al se

= Server-association properties
com i bm CORBA. SSLTypel Server Associ ati onEnabl ed=t rue

com i bm CORBA. Local OSSer ver Associ ati onEnabl ed=true
com i bm CORBA. LTPASer ver Associ at i onEnabl ed=f al se

o If thevalue of thecom i bm CORBA. aut henti cati onTar get property islt pa, setthefollowing properties:
= Client-association properties
com i bm CORBA. SSLTypel Cl i ent Associ ati onEnabl ed=f al se
com i bm CORBA. Local OSCl i ent Associ at i onEnabl ed=f al se

com i bm CORBA. LTPACI i ent Associ ati onEnabl ed=f al se
com i bm CORBA. DCECl i ent Associ at i onEnabl ed=f al se

= Server-association properties
com i bm CORBA. SSLTypel Ser ver Associ at i onEnabl ed=t r ue

com i bm CORBA. Local OSSer ver Associ ati onEnabl ed=f al se
com i bm CORBA. LTPASer ver Associ at i onEnabl ed=t rue

6. Ensure that the following five lines of the sas.server.props file and the new sas.appserver.props file are exactly the same. The following sample shows
the structure you are looking for:

com i bm CORBA. | ogi nUseri d=<useri d> com i bm CORBA. pri nci pal Name=<DOVAI N useri d>
com i bm CORBA. | ogi nPasswor d=<passwor d> com i bm CORBA. securityEnabl ed=t rue
com i bm CORBA. aut henti cati onTar get =l t pa

7. Start the administrative console and add a command-line entry to the application server. Modify this entry so that the command-line property
com i bm CORBA. Conf i gURL is set to the new sas.appserver.props file; for example:

o Syntax for WindowsNT:
-Dcom i bm CORBA. Confi gURL=fi | e:/ C./Wbspher e/ appserver/properties/sas. appserver. props

o Syntax for UNIX:
-Dcom i bm CORBA. Confi gURL=file:///usr/WbSphere/ AppServer/ properti es/ sas. appserver. props

Repeat this step for any other application servers from which you want serve unprotected resources. For application servers from which you want to
serve protected resources, do not modify the Conf i gURL property; continue to use the sas.server.props filein the value.

8. Stop and restart the entire WebSphere Application Server domain to make the changes take effect.

[il I you are using a pure Java client against an application serverusing the sas.appserver.props configuration file, the Java clientno longer needs to use the
sas.client.propsfile.
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6.6.18: Securing applications

For purposes of security, Application Server categorizes assetsinto two classes: resources and applications.
» Resources areindividual components, such as servlets and enterprise beans.
« Applications are collections of related resources.

Security can be applied to applications and to individual resources. Setting up security involves the following
general steps:

1. Setting global values for use by all applications.

2. Refining settings for individual applications.

Securing applications with IBM WebSphere ApplicationServer product security involves a series of tasks.
Completing thetasks results in a set of policies defining whichusers have access to which methods or operations
in whichapplications.

For example, the security administrator establishes policies specifyingwhether the user Bob is permitted to use
the company's I nventoryapplication to perform a write operation, such as changing the numberunits of
merchandise recorded in the company's inventory database.

The product security server works withthe selected user registry or directory product to enforce thepolicies
whenever a user tries toaccess a protected application. For example, Bob might beprompted for a digital
certificate verifying hisidentity when hetries to use the Inventory application.
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6.6.18.0: General security properties

Key:

a

Applies to Java administrative console of Advanced Edition Version 4.0

% Applies to Web administrative console of Advanced Single Server Edition Version 4.0
B

Appliesto Application Client Resource Configuration Tool

Cache Timeout % or Security Cache Timeout "ﬁ

Time after which the authentication cache will be refreshed. Caching can improve performance with
respect to authentication lookups.

Specify this value in seconds, with a minumum of 30.
Default SSL Configuration "ﬁ or Useglobal SSL default configuration %
Apply the default SSL configuration to the entire administrative domain.

For Advanced Edition, see Configuring SSL support instructions.

Enabled % or Enable Security ‘2

Whether global security is enabled. When security is not enabled, all other security settings are not
validated or used.

Security Cache Timeout ‘2
See Cache Timeout

Use Domain Qualified User Names %‘ E
When the value of this setting is true, user names returned by calls such as getUserPrincipal () will be
qualified with the security domain in which they reside

Use global SSL default configuration B
See the Default SSL Configuration field description
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6.6.18.0.1: Properties for configuring Secure Socket Layer (SSL) support
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6.6.18.0.2: Properties for configuring security using
local operating system

Key:
E Applies to Java administrative console of Advanced Edition Version 4.0

% Appliesto Web administrative console of Advanced Single Server Edition Version 4.0

e Appliesto Application Client Resource Configuration Tool
Authentication M echanism ‘2
Select how to authenticate users that try to access applications.
o Against the local operating system user registry, or
o Against an LTPA based LDAP registry or custom registry

Note that the local operating system user registry isintended for single machineand single application
server environments. Advanced Single Server Edition supports only the local operating system
mechanism.

[il When form-based login is used with local operating system authentication, the user information is
stored in the HTTP session. Using an HTTP connection is not very secure, meaning the information can
be obtained by others. Using SSL connections (HTTPS) between the browser and the Web server will
improve security.

Security Server 1D e or Server 1D B

The user 1D under which the server runs, for security purposes. This D is not associated with the system
process. This|D refersto the application security context within the WebSphere Application Server
product.

If using local operating system authentication, the following conditions apply:

o On UNIX operating systems, the ID must be root or have root authority.

o On Windows operating systems, the account must be a member of the Administrators group and
must have the rightsto "Log on as a service" and "Act as part of the operating system.” If the
Windows machine is a member of an NT domain, then the ID must also be an administrator in
the NT domain. Do not use an account whose name matches the name of your machine or
Windows Domain.

If using LDAP or custom registry authentication (not available for Advanced Sngle Server Edition), the
following conditions apply:
o Theuser should be avalid user in the LDAP or custom registry

o The user should not be aroot DN or administrator DN because those users are not awaysin the
directory in al LDAP implementations.

Security Server Password e or Server Password B
The password corresponding to the server ID
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6.6.18.1a.7: Configuring SSL in WebSphere Application Server

« "What is Secure Socket Layer?' and related concepts

« Overview: WebSphere Application Server's use of SSL

« Configuring SSL for browsers

« Configuring SSL for Web servers

« Configuring SSL for IBM HTTP Server, specifically

« Configuring SSL for WebSphere plug-ins for Web servers
» Configuring SSL for WebSphere Application Server

Overview: WebSphere Application Server's use of SSL

SSL (Secure Socket Layer) is used by several WebSphere Application Server componentsin order to provide secure communication. In particular, SSL is
used by:
« HTTPS: the application server's built-in HTTPS transport.
« ORB. the application server's client and server ORB.
« LDAPS: the admin server's secure connection to the LDAP registry used for authentication. Thisis available only in WebSphere Application Server
Advanced Edition.

The administrative model in WebSphere Application Server allows these various SSL components to be centrally managed by configuring the default SSL
Settings. Furthermore, any of the default settings can be overridden by configuring the specific SSL settings for HTTPS, ORB, and LDAPS. This provides
both central administration aswell asindividua configurability which may be required for the various uses of SSL.

Configuring SSL for the browser

Configuring SSL for the browser is browser-specific. Consult your browser documentation for instructions.

Generally speaking, when the you type "https://..." instead of "http://...", the browser creates an SSL connection instead of a simple TCP connection to the
Web server. The browser then typically either prompts the user or failsto connect if it was unable to validate the Web server or to agree upon the level of
security options (the strength of the encryption algorithm to use).

Configuring SSL for the Web server

Configuring SSL for the Web server depends on the type of Web server. Consult your Web server documentation forinstructions.

Generally speaking, when SSL is enabled, an SSL key fileisrequired. Thiskey file should contain both the CA certificates (signer certificates) aswell as
any personal certificates. Client authentication can also be enabled; by default, it is disabled.

[l Inorder for the client certificate (the certificate from the browser) to be forwarded by the WebSphere Web server plug-in to the WebSphere Application
Server, client authentication must be enabled for the Web server. Enabling client authentication in WebSphere Application Server itself is not required
unless you want to authenticate the WebSphere Web server plug-in (or any other clients connecting directly to the WebSphere Application Server over SSL).

Configuring SSL for IBM HTTP Server, specifically

This section provides a brief example of configuring SSL for IBM HTTP Server. See the IBM HTTP Server documentation for the most recent and complete
instructions. Note also that the httpd.conf.sample file of your Web server provides examples of al directives, including the SSL-related directives.

1. Create akeyfile using the IHS key management utility.
1. Create adirectory at alocation such as "product_installation_root/myKeys'

This directory will be used to hold all of your SSL key files and certificates.
2. Start the Key Management Utility from the IBM HTTP Server start menu.

To start this utility on aWindows platform, click: Start -> Programs->1BM HTTP Server -> Start Key Management Utility
3. Click the Key Database File menu and select New.
4. Specify settings and click OK:
= Key Database Type: CMS Key Database File
= File Name: WebServerKeys.kdb
= Location: The path to your "myKeys" directory
5. Enter apassword for your SSL key file (twice for confirmation).
6. Check the " Stash the password to afile?" option. Click OK.

[l Thiscauses afile named "WebServerKeys.sth" to be created containing an encoded form of the password. Note that this encoding
prevents a casual viewing of the password but is not highly secure. Therefore, operating system permissions should be used to prevent all
access to thisfile by unauthorized persons.
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7. When you see the list of default Signer Certificates, click the Signer Certificates menu and select Per sonal Certificates.

If you have a server certificate from a CA (for example, Verisign), you can click Import to import this certificate into your SSL key file. You
will be prompted for the type and location of the file containing the server certificate.

If you do not have avalid server certificate from a CA, but want to test your system, click New Self-Signed.
Y ou will be prompted minimally to enter aKey Label such as"Test" and Organization, such as"IBM". Choose to use the default values for
other values.
8. Click the Key Database File menu and select Close.
2. Add the following lines to the bottom of your httpd.conf file:

LoadMbdul e i bm ssl _nodul e nodul es/ | BMWbdul eSSL128. dI | Li sten 443 SSLEnabl e
Keyfile "product_installation_root/nyKeys/ WbServer Keys. kdb" # SSLd i entAuth required

This causes the Web server to listen on port 443 (the default SSL port).
Uncomment the last line containing "SSL ClientAuth required” if you want to enable client authentication. Thiswill cause IHS to send arequest for a
certificate to the browser. Y our browser may prompt you to choose a certificate to send to the Web server in order to perform client authentication.
3. Start your IBM HTTP Server.
4. Test your configuration from a browser by entering a URL such as:
https://1 ocal host
If you are using a self-signed certificate, instead of a certificate issued by a CA such as Verisign, then your browser should prompt you to seeif you

want to trust the unknown signer of the server's certificate. Additionally, if you enabled client authentication, then your browser may prompt you to
select a certificate to send to the Web server in order to perform client authentication. The page should then be displayed.

Configuring SSL for WebSphere plug-ins for Web servers

After SSL isworking between your browser and Web server, proceed to configure SSL between the Web server plug-in and the WebSphere Application
Server product. Thisis not required if the link between the plug-in and application server is known to be secure or if your applications are not sensitive. If
privacy of application datais a concern, however, this connection should be an SSL connection.

Step 1: Creating an SSL key file for the WebSphere Web server plug-in

When configuring SSL, you must first create an SSL key file.

Note that if you are using the IBM HTTP Server, you may use the same SSL key file which the Web server is using; however, it is recommended that
separate SSL key files be used because the trust policy for the connection to the web server will likely be different than the trust policy for the connection to
the application server.

For example, we may want to allow many browsers to connect to the Web server's HTTPS port, whereas we only want to allow a small, well-known number
of WebSphere plug-ins to connect directly to a WebSphere application server's HTTPS port. The following is an example of how to create an SSL key file
for your WebSphere plug-in which will only allow the plug-in to connect to the application server on it's SSL port.

1. Create the directory product_installation_root\myKeysif you have not aready done so.

This directory will contain all of the SSL key files and extracted certificates that you will create.
2. Start the key management utility of GSKit.

GSKit isthe SSL implementation used by the WebSphere plug-in, which is the same implementation used by the IBM HTTP Server.

The default path on Windows to this utility is C:\Program Files\ibm\gsk5\bin\gsk5ikm.exe.
3. Click the Key Database File pulldown and select New.
4, Specify settings and click OK:
o Key databasetype: CMS Key Database File
o Filename: plug-inKeys.kdb
o Location: your myKeys directory
5. Enter apassword for your SSL key file (twice for confirmation).
6. Check the Stash the password to afile? option. Click OK.

This causes afile such as "product_installation_root\myKeys\plug-inK eys.sth to be created containing an encoded form of the password. This
encoding prevents a casual viewing of the password but is not highly secure. Therefore, operating system permissions should be used to prevent all
access to thisfile by unauthorized persons.

7. When you seethe list of default Signer Certificates, select thefirst certificate and click Delete.
8. Repeat the previous step until all of the signer certficates have been deleted.
9. Create a self-signed certificate:

1. Click the Signer Certificates menu and select Personal Certificates.

2. Click New Self-Signed.

3. Enter "plug-in" for the Key Label and "IBM" for the Or ganization.
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4. Click OK.
10. Extract the certificate so that you can import it into the application server key file later.
1. Click Extract Certificate.
2. Specify settings:
= Baseb4-encoded ASCII data: Data Type
= Certificatefile name: plug-in.arm
= Location: path to your myKeys directory
3. Click OK.
11. Click the Key Database File menu and select Close.

Step 2: Modifying the WebSphere Web server's plug-in configuration file

Now that you have created the SSL key file for the plug-in, edit the plug-in configuration file so that it references your key file.

The following is an example of the plug-in configuration file. This configuration causes the plug-in to forward HTTP requests to the HTTP port of the
application server, and to forward HTTPS requests to the HTTPS port of the application server.

The SSL configuration information is specified for secureServer1, which is the only member of the secureServers group. All HTTPS requests are forwarded
to the secureServers group. (A server group is aconcept that issupported only in Advanced Edition, not in Advanced Single Server Edition.)

The SSL key file is specified by the keyring property, and the stash file (which contains an encoded password) is specified by the stashfile property. Make
sure that the path of thisfileis specified in your Web server configuration (for example, in "httpd.conf" for IHS).

<?xm version="1.0"?> <Confi g> <Log LogLevel ="Error"

Name=<"product _i nstall ati on_root\l ogs\native.log"> <Virtual Host G oup Nanme="st andar dHost ">

<Vi rtual Host Nanme="*:80"/> </ Vi rtual Host G oup> <Vi rt ual Host Group Nanme="secur eHost ">

<Vi rtual Host Nane="*:443"/> </ Vi rt ual Host G oup> <Uri Group Nare="WebSpher eURl s" > <Uri
Name="/servl et/ snoop/ *"/ > <Uri Nanme="/servl et/snoop"/> <Uri

Nanme="/servl et/ snoop2/*"/ > <Uri Name="/servl et/snoop2"/> <Uri Name="/servlet/hello"/>
<Uri Name="/ErrorReporter"/> <Uri Nanme="/servlet/*"/> <Uri Name="/servlet"/>

<Uri Name="*.jsp"/> <Uri Name="/j_security_check"/> <Uri Name="/webapp/ exanpl es"/ >
<Uri Name="/WebSpher eSanpl es"/ > <Uri Name="/WebSpher eSanpl es/ Si ngl eSanpl es"/ > <Uri
Nanme="/t hene"/ > </ Ui G oup> <Server G oup Nane="standardServers"> <Server

Nanme="st andar dSer ver 1" > <Transport Hostnanme="1|ocal host" Port="9080" Protocol ="http"/>

</ Server > </ Server G oup> <Server G oup Nanme="secureServers"> <Server

Nanme="secur eServer 1" > <Transport Host nanme="I|ocal host" Port="9443" Protocol ="https">

<Property name="keyring" val ue="product _i nstallation_root\nyKeys\ pl ug-i nKeys. kdb" >
<Property nane="stashfile" val ue="product_installati on_root\nyKeys\pl ug-i nKeys. sth">

</ Transport > </ Server > </ Server G oup> <Rout e Virtual Host Group="st andar dHost "
Uri Group="WebSpher eURI s" Server Group="st andardServers"/> <Rout e Virtual Host G oup="secur eHost"
Uri Group="WebSpher eURI s" Server G oup="secureServers"/> </ Config>

™ The XML implementation of the plug-in configuration file could changebefore this documentation is updated again. Consult the actual configuration file
installed onyour system with your current product version and fix pack level as the most current and correct version of the XML syntax.

Configuring SSL for WebSphere Application Server

The administrative console provides the following access points to SSL settings.

Use the Default SSL Settings to centrally manage SSL settings for resources in the administrative domain. Any of the default settings can be overridden in
the settings for an individual resource type -- the transport or ORB settings.

« Default SSL Settings

In the console tree view, click Security -> Default SSL Settings.
o HTTPS SSL settings for the HTTP transport of a Web container

Display the transport properties. Click SSL.
o ORB SSL settings

Display the ORB settings. Click Secure Socket Layer Settings.

The above ettings that can be configured through any of these SSL settingsis described by the:
o SSL property reference

In the SSL settings dialog, note the Crypto Token button for configuring settings for supported cryptographic devices.
Configuring SSL for the application server's HTTPS transport
In order to configure SSL, you must first create an SSL key file. The contents of this file depend on whom you want to allow to communicate directly with

the application server over the HTTPS port (in other words, you are defining the HTTPS server security policy).
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This article presents a restrictive security policy, in which only awell-defined set of clients (the WebSphere plug-ins for the Web server) are allowed to
connect to the application server HTTPS port. The following procedure for creating an SSL key file without the default signer certificates follows that
restrictive trend.

Step 1.

Create an SSL key file without the default signer certificates

1.

Start IKeyMan.
On Windows, start IKeyMan from the WebSphere Application Server entry on the Windows Start menu.

. Create anew key databasefile.

1. Click Key Database File and select New.
2. Specify settings:
= Key databasetype: JKS
= File Name: appServerKeys.jks
= Location: your myKeys directory, such as "product_installation_root\myKeys
3. Click OK.
4. Enter apassword (twice for confirmation) and click OK.

. Delete all of the signer certificates.

4, Click Signer Certificates and select Personal Certificates.

10.
Step 2:

. Add anew self-signed certificate.

1. Click New Self-Signed to add a self-signed certificate.
2. Specify settings.

= Key Label: appServerTest

= Organization: IBM
3. Click OK.

. Extract the certificate from this self-signed certificate so that it can be imported into the plug-in's SSL key file.

1. Click Extract Certificate.
2. Specify settings:

= Data Type: Base64-encoded ASCII data

= Certificate file name: appServer.arm

= Location: the path to your myKeys directory
3. Click OK.

. Import the plug-in's certificate.

1. Click Personal Certificates and select Signer Certificates.
2. Click Add.
3. Specify settings:
= Data Type: Base64-encoded ASCII data
= Certificatefile name: appServer.arm
= Location: the path to your myKeys directory
4. Click OK.

. Enter "plug-in" for the label and click OK.
. Click Key Database File.

Select Exit.
Add the signer certificate of the application server to the plug-in's SSL key file

N o oA WN PR

Step 3

. Start the key management utility.

. Click the Key Database File menu and select Open.

. Select the file product_installation_root\myKeys\plug-inKeys.kdb.
. Enter the associated password and click OK.

. Click Personal Certificates and select Signer Certificates.

. Click Add.

. Specify settings.

o Data Type: Base64-encoded ASCI| data
o Certificate File Name: appServer.arm
o Location: the path to your myKeys directory.

. Click OK.
. Click Key Database File and select Exit.

Reference the key file in WebSphere Application Server systems administration
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Reference the appropriate SSL key file in the default SSL settings configuration panel or in the HTTPS SSL settings configuration panel. Here, we will use
the default SSL settings panel.

1. Start the administrative console.
2. Inthetreeview, click Security -> Default SSL Settings.
3. Specify settings.
o Key File Name: product_installation_root/myKeys/appServer.jks
o Key File Password: enter your password
o Key FileFormat: JKS
o Trust File Name: (empty)
o Trust File Password: (empty)
o Client Authentication: selected
4. Click OK.
5. Saveyour server configuration.

Step 4: Stop the servers and start them again

The configuration is complete. In order to activate the configuration, stop and restart both the Web server and the application server.
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6.6.18.3: Administering security with the Web console

Use the Web consol e to enable and disable global security,using the local operating system registry to
authenticate users.After enabling security, access to this administrative consolewill be guarded by alogin

screen.

Work with security configurations by locating them in the tree on the |eft side of the console:

Click the Security entry in the tree.
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6.6.18.3.1: Enabling global security with the Web
console

To enable global security and configure default SSL settings:

1. Inthetree on the left side of the console, click Security.
Specify the user ID and password under which the application server will run.
Specify the security settings. Be sure to select the check box next to Security enabled.
Click OK.
In the tree on the |eft side of the console, click Security -> Default SSL Settings.
Specify the security settings.
Click OK.
Save your configuration.
(Optional) To have the configuration take effect:

1. Stop the server

© 0o No gk~ wWwDd

2. Start the server again.
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6.6.18.3.3: Removing global security with the Web
console

To enable global security and configure default SSL settings:
1. Inthetree on the left side of the console, click Security.
2. Specify the security settings. Be sure that the check box next to Security enabled is not selected.
3. Click OK.
4. Saveyour configuration.
. (Optional) To have the configuration take effect:
1. Stop the server

ol

2. Start the server again.
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6.6.

18.3.6: Specifying user IDs for the server and

administrator with the Web console

Before enabling security, specify an ID and password under which the application server will run:

1

4.

In the tree on the left side of the console, click Security -> Local OS Authentication todisplay the
authentication settings.

Click the Local OS User Registry link.

On the resulting panel, specify avalid Server ID and Server Password. Theuser ID-password pair must
be defined already in the user registry of the local operatingsystem, and must have "Act as Operating
System” privileges (on Windows NT).

Click OK.

Y ou can use the same ID and passwordto log in to the Web administrative console, or you can set up adifferent
ID and password.

Setting up another user ID for logging in to the Web console

To set it up so that you can log in to the administrative console using an ID and password other than the server
ID and password:

1

Expand the tree on the left side of the console to display Nodes -> hosthame -> Enterprise
Applications-> Server Administration Application.

In the property sheet for the application, locate and click the M apping Roles to User stask to display
the panel for mapping rolesto users.

For the Administrator role, specify values for the users, groups, and other settings. Thisiswhere you can
specify additional 1Ds other than the server ID.

When finished changing the settings, click Next to display the confirmation page.

When finished confirming the settings, click Finish. The modifications will be saved to the EAR file for
the application.

6. Save your configuration.
7. (Optional) To have the configuration take effect:
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1. Stop the server

2. Start the server again.
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6.6.18.6: Avoiding known security risks in the runtime
environment

Securing the properties files

WebSphere Application Server depends on several configuration filescreated during installation. These files
contain password informationand should be protected accordingly. Although the files are protectedto a limited
degree during installation, this basic level of protectionis probably not sufficient for your site. Y ou should
ensure that thesefiles are protected in compliance with the policies of your site.

The files are found in the bin and properties subdirectories in theWebSphere <product_installation_root>.The
configuration filesinclude:

« Inthe bin directory: admin.config
« Inthe properties directory:

0 Sas.server.props

0 sas.client.props

0 sas.server.props.future

[il Failure to adequately secure these files can lead to abreach of security in your WebSphere applications.

Securing properties files on Windows NT

To secure the properties files on Windows NT, follow this procedurefor each file:
1. Open the Windows Explorer for aview of the files and directories on the machine.
Locate and right-click the file to be protected.
On the resulting menu, click Properties.
On the resulting dialog, click the Security tab.
Click the Permissions button.
Remove the Everyone entry.
Remove any other users or groups who should not be granted access to thefile.

Add the users who should be allowed to access the file. At minimum, add the identity under which the
administrative server runs.

O N O U~ DN

Securing properties files on UNIX systems

This procedure applies only to the ordinary UNIX filesystem. If yoursite uses access-control lists, secure the
files by using that mechanism.

For example, if your site's policy dictates that the only user who shouldhave permission to read and write the
propertiesfilesis the root user,to secure the properties files on a UNIX system follow this procedurefor each
file:

1. Go to thedirectory where the propertiesfiles reside.

2. Ensurethat the desired user (in this case, root) owns each file and that the owner's permissions are
appropriate (for example, rw-).

3. Delete any permissions given to the "group".
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4. Delete any permissions given to the "world".
Any site-specific requirements can affect the desired owner, group andcorresponding privileges.

Risks illustrated by example applications

The level of security appropriate to aresource varies with thesensitivity of the resource. Information considered
confidentialor secret deserves a higher level of security than public information,and different enterprises will
assess the same information differently. Therefore, a security system needs to be able to accommodate a
widerange of needs. What is reasonable in one environment can be considereda breach of security in another.

The following describes some user practices and their potential risks.When applicable, it uses components of
the example application to illustrate the point.

Invoker Servlet

Purpose: The invoker servlet serves servlets by class name.For example, if you invoke
/servlet/com.test.HelloServlet, the invokerwill load the servlet class (if it isin its classpath) and executethe
servlet.

Security consideration: By using this servlet, a user can accessany other servlet in the application, without
going through the proper channels. For example, if /servlet/testHello is a URI associated with
com.test.HelloServlet, and if that URI is protected, user must beauthenticated to invokes /servlet/testHello, but
any user can invoke/servlet/com.test.HelloServlet, circumventing the security on the URI.Thisis a security
exposure if you have secured servlets installed inthe system.

Solution: Avoid installing this servlet in your configuration.

An application's error page

Purpose: In case of application errors, users are redirectedto an error page associated with the Web application.
This can beany type of Web resource to which customers should be redirectedin case of an error.

Security consideration: This page should be unprotected. Ifit is protected, the server cannot authenticate the
user from the context and therefore cannot send the user to the error page whenan error occurs.

Solution: Do not secure these resources.

The web application "examples"

Purpose: This application is available as part of the defaultinstallation.

Security consideration: The servlets available in this application can export sensitive information, for example,
theconfiguration of your server.

Solution: The "examples' Web application should not beinstalled in a production environment.

Avoiding other known security risks

Thisfile addresses specific problem areas. As aways, periodically check the product Web site Library page for
the latest information. See alsothe product Release Notes.

« Toavoid asecurity risk, ensure that the WebSphere Application Server document root and the Web
server document root are different. Keep your JSP filesin the WebSphere Application Server document

108


http://www.ibm.com/software/websphere/appserver/library.html
http://localhost/0802_makepdf/aes_orig/nav_Securityguidenav/relnotesindx.html

root or it will be possible for users to view the source code of the JSP files.

WebSphere Application Server checks browser requests against its list of virtual hosts. If the host header
of the request does not match any host on the list, WebSphere Application Server lets the Web server
serve the file. Suppose the requested file is a JSP file in the Web server document root -- the JSP fileis
served as aregular file.

This problem has been noticed in scenarios using Netscape Enterprise Server. Due to the nature of the
problem, it is possible that other Web server brands are susceptible.

Microsoft Internet Information Server users:
To use the Microsoft Internet Information Server with security enabled, in combination with IBM
WebSphere Application Server security, you need to:

o Configure 1S authentication settings to Anonymous.
o Disable NTLM (Windows NT Challenge/Response) in the Microsoft Management Console
o Disable Basic Authentication on the Microsoft Management Console

L ook for the setting on the Directory Security tab of the WWW Services properties.

Problems are common when Internet Information Server NTLM is enabled along with IBM WebSphere
Application Server security. The above settings are recommended to avoid problems.

Usersof Distinguish Names (DN) in LDAP:

Make sure you use Distinguished Names (DNs) that your directory service product supports. Although
WebSphere Application Server security supports valid LDAP DNs, some directory-service products
support only asubset. For example, testing revealed that some directory services do not support all valid
LDAP DNs. Specifically, avalid DN of the form OID.9.2.x.y.z=foo was rejected by one or more of the
supported directory services.

Also, directory services vary in how they represent DNs, and DNs are both case- and space-sensitive. In
some cases, this leads to situations in which a user entersavalid DN and is authenticated but is still
refused access. This problem is often solved by using the Common Name (the short name) rather than
the full Distinguished Name.

Users of digital certificateswith European characters:

If you use the iKeyman GUI tool to obtain manage certificates that contain European charactersin
names, the GUI will not display them. For example, adigital certificate contains the name of the
company that owns the certificate and the name of the company that issued the certificate. In the US,
there are companies that use symbols instead of |ettersin their names, like @Home and $mart $hopper.
European charactersin certificate names will not be displayed by the GUI.
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6.6.18.7: Protecting individual application
components and methods

Protecting enterprise beans after redeployment

All methods in enterprise beans and Web applications are unprotectedby default.

Security is not automatically updated when changes are made to a bean. Itwill be updated after the old
application is stopped, the new application is deployed into the runtime, and the new application is started.

Adding a method to a bean

If you add a method to a bean, you must use the Application AssemblyTool to associate the new method with a
role.

Modifying a method on a bean

If you modify a method on a bean, you must use the ApplicationAssembly Tool to ensure that the method still
has a role associatedwith it.

Unprotecting resources

All methods in enterprise beans and Web applications are unprotected by default. If you have add asingle
method-to-role mapping to an enterprise-bean method, the user will be given an option to assign "DenyAllRole"
roleto all other unprotected methods during application installation. If the unprotected methods are assigned the
"DenyAllRol€e" role, then these methods are protected; nobody is permitted to use them. If the unprotected
methods are not assigned the "DenyAllRole" role, these methods are not protected and anyone can access those
methods.

Unprotecting an entire application

During application assembly, if you have assigned roles to methods withan application, you have protected
those methods. To unprotectthe methods, you can do either of the following:

o Usethe Application Assembly Tool to remove the method-to-role mappings for every method in the
application

« Assign the Everyone subject to all of the rolesin the application, either during application installation or
using the Security Center after installation

Unprotecting a Method

The only way to unprotect a specific method is to use the ApplicationAssembly Tool to edit the method-to-role
mapping. Change the role associatedwith the method to a different role, one that is associated only withthe
Everyone subject.
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6.6.18.9: Specifying authentication options in sas.client.props

Y ou can use the sas.client.props file to direct WebSphere ApplicationServer to authenticate users by prompting or by using a user ID and password set in the
properties file. The following steps describe theprocedure:

1. Locate the sas.client.propsfile. By default, it islocated in the properties directory under the <product_installation_root> of your WebSphere Application

Server installation.
2. Edit thefileto set up the authentication procedure:
o To authenticate by prompting, set the loginSource property to the value "prompt":
com i bm CORBA. | ogi nSour ce=pr onpt
Note that when using prompt, a graphical panel is presented for the user for collecting the user ID and password. Pure Java clients must call the JDK

API System.exit(0) at the end of the program in order to properly end the Java process. Thisis because the JDK starts a backward AWT thread that is
not killed when the login prompt disappears. If you choose not to use a System.exit(0) call, pressing Ctrl-C ends the process.

o To authenticate by prompting on the console (stdout), set the loginSource property to the value "stdin". The user is then prompted for user 1D and
password by using anon-graphical console prompt. Thisis currently only supported by a pure Javaclient.
o To authenticate by the values configured in the file, set the loginSource property to the value "properties’ and set the desired values for the
loginUserid and loginPassword properties:
com i bm CORBA. | ogi nSour ce=properties com i bm CORBA. | ogi nUseri d=<user _I| D>
com i bm CORBA. | ogi nPasswor d=<passwor d>

3. Savethefile.
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6.6.18.10: The demo keyring

[il Do not use the demo keyring in production systems. It includesa self-signed certificate for testing purposes,
and the privatekey for this certificate can be obtained easily, which puts the securityof all certificates stored in
thefile at risk. This keyringisintended only for testing purposes.
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6.6.18.12: Crytographic token support

To understand how to make WebSphere Application Server (both the runtime and the IKeyMan key
management utility) work correctly with any crypto hardware, you should become familiar with the JSSE
documentation available from the Application Server product installation:

product installation_root/javal/docs/jsse/readne.jsse.ibmhtm

Be sure to unzip thefile:

product _installation_root/javal/docs/jsse/native-support.zip

to the appropriate location; otherwise, link errors will occur.

Follow the documentation that accompanies your device in order to install your crypto hardware. Installation
instructions for IBM crypto hardware devices can be found
athttp://www.ibm.com/security/cryptocards/ntml/library.shtml

The product supports the use of the following cryptographic devices.

These can be used by an SSL client or server:

« IBM 4758-23
« nCipher nForce
« Rainbow Cryptoswift

These can be used by SSL clients:
o IBM Security Kit Smartcard
o GemPlus Smartcards

« Rainbow iKey 1000/2000 (USB "Smartcard" device)

o Eracom CSA800

IBM HTTP Server Version 1.3.19 supports the following cryptographic devices. [ Thisinformation is provided
for convenience. Consultthe IBM HTTP Server Web site and documentation as the ultimate authority].

Cryptographic devices Célerer\lltéror Interface Operating system

: . Client or Windows NT, Solaris,
Rainbow Cryptoswift erver BSAFE 3.0 HP-UX

. Client or BHAPI plugin under under : :
nCipher nFast erver BSAEE 4.0 Windows NT, Solaris
nCipher nForce accelerator mode (s:érl\e/}g or BHAPI/BSAFE Windows NT, Solaris
nCipher nForce - key storage Client or PKCS11 Windows NT, Solaris,
mode server HP-UX, AlX, Linux

Client or :

IBM4758 rver PKCS11 Windows NT, AlX

{™ Be sureto check the WebSphere Application Server prerequisites Web sitefor the currently

supported version(s) of IBM HTTP Server.
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	R: 89



	P90: 
	Numbers: 
	Numbx: 
	L: 90
	C: 
	R: 



	P91: 
	Numbers: 
	Numbx: 
	L: 
	C: 
	R: 91



	P92: 
	Numbers: 
	Numbx: 
	L: 92
	C: 
	R: 



	P93: 
	Numbers: 
	Numbx: 
	L: 
	C: 
	R: 93



	P94: 
	Numbers: 
	Numbx: 
	L: 94
	C: 
	R: 



	P95: 
	Numbers: 
	Numbx: 
	L: 
	C: 
	R: 95



	P96: 
	Numbers: 
	Numbx: 
	L: 96
	C: 
	R: 



	P97: 
	Numbers: 
	Numbx: 
	L: 
	C: 
	R: 97



	P98: 
	Numbers: 
	Numbx: 
	L: 98
	C: 
	R: 



	P99: 
	Numbers: 
	Numbx: 
	L: 
	C: 
	R: 99



	P100: 
	Numbers: 
	Numbx: 
	L: 100
	C: 
	R: 



	P101: 
	Numbers: 
	Numbx: 
	L: 
	C: 
	R: 101



	P102: 
	Numbers: 
	Numbx: 
	L: 102
	C: 
	R: 



	P103: 
	Numbers: 
	Numbx: 
	L: 
	C: 
	R: 103



	P104: 
	Numbers: 
	Numbx: 
	L: 104
	C: 
	R: 



	P105: 
	Numbers: 
	Numbx: 
	L: 
	C: 
	R: 105



	P106: 
	Numbers: 
	Numbx: 
	L: 106
	C: 
	R: 



	P107: 
	Numbers: 
	Numbx: 
	L: 
	C: 
	R: 107



	P108: 
	Numbers: 
	Numbx: 
	L: 108
	C: 
	R: 



	P109: 
	Numbers: 
	Numbx: 
	L: 
	C: 
	R: 109



	P110: 
	Numbers: 
	Numbx: 
	L: 110
	C: 
	R: 



	P111: 
	Numbers: 
	Numbx: 
	L: 
	C: 
	R: 111



	P112: 
	Numbers: 
	Numbx: 
	L: 112
	C: 
	R: 



	P113: 
	Numbers: 
	Numbx: 
	L: 
	C: 
	R: 113





