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1. Introduction

This document has a two-fold purpose:

· To briefly present how access rights are managed in RTCz,

· To make a parallel between the management of the access rights in Pacbase and in RTCz.
2. Reminders
The Pacbase notions have been converted to the RTCz environment. Since RTCz is a richer environment, some RTCz  notions do not have any Pacbase equivalent in the following table:
	Pacbase
	RTCz

	Pacbase Database
	Project Area

A ‘Project Area’ is created by the user who has administration access rights. This user is created by the ADMIN user (refer to the server installation document: ‘Repository RTCz Server setup.doc’).
A ProjectArea defines user profiles as well as the users who are associated with these profiles.

	
	Process
A Process is a collection of rules related to the access rights management in the Project Area.

Some templates of this Process are standardly supplied in  RTCz.

The conversion of the Pacbase access rights into RTCz creates a Pacbase template.

	
	Team Area
A Team Area is a part of a Project Area, in terms of contents.

A Team Area has its own definition of the administration characteristics. By default, this definition is that of the Project Area (profiles and users). A Team Area can redefine these characteristics.

	Work session
	Stream

A Stream is located on the RTCz Server. It receives the updates from the RTCz Client.

A Stream is created from RTCz Client, by a user with the appropriate rights.
A Stream contains a set of Components.

	Frozen session 
	Snapshot

A ‘SnapShot’ is the snapshot of a Stream. Once it has been taken, it cannot be modified.
A Stream cannot be created from a Snapshot.

The Snapshot is a milestone in a development cycle.

	
	Repository Workspace

A Repository Workspace is located on the RTCz Server and belongs to a user.
The Repository Workspace stores the updates performed on an RTCz Client.

	
	Deliver
This action transfers the updates contained in the Repository Workspace to the Stream.

	
	Local Workspace
A Local Workspace is located on the RTCz Client. This is the workspace that the user updates when he/she uses his/her RTCz environment.

The Local Workspace contains the Artifacts on which a user works.

	
	Check In

This action transfers the updates of the Local Workspace to the Repository Workspace.

	Library
	Component
A Component is a collection of Artifacts.

	Occurrence
	Artifact
An Artifact is the smallest data unit which can be updated.

	
	ChangeSet
A ChangeSet is a group of elementary updates. Before being transferred to the  Stream via the Deliver action, a ChangeSet can be associated with a WorkItem.

	DSMS Change
	Work Item
A WorkItem enables you to follow up a task, and to track the modifications it has caused.


This comparison between the Pacbase and RTCz concepts only constitutes a proposition which aims at getting the Pacbase users accustomed to the RTCz concepts. It is not a final specfication. 
3. The Access Rights in RTCz
3.1 RTCz Server Administration
Pre-requisite:

· The connection is created (ADMIN, ADMIN initially).

Perform the following tasks to create the administrators who will be able to create Project Areas:
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And then…
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These administrators can then create Project Areas and assign their administration rights.
Only the ‘JazzAdmins’ group gives the right to create Project Areas and Users.

The Group to which a User belongs is associated with  a collection of access rights. This collection constitutes a potentiality that can be later adjusted when the User is associated with a Project Area.

3.2 Project Area Administration
Pre-requisites:
· The Project Area is created,

· The connection is created and is connected to this Project Area.
· The Project Area editor is open, on the ‘Process Configuration’ tab.
3.2.1 Defining Roles
Each Project Area can define its Roles. These Roles are created in the Project Area editor, in the Process Configuration tab. 
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Once Roles have been created, they must be associated with Permissions. There are two Permission levels:
3.2.1.1  ‘Project Configuration’ Permissions
These Permissions apply to the assignment of update rights on the Project Area definition.
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3.2.1.2  ‘Team Configuration’ Permissions
These Permissions apply to the assignment of update rights on the Project Area contents.
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In a very rough approach, the ‘Administrator’ Role is assigned all the rights, the ‘Team Member’ Role is assigned a read-write access on Artifacts only and the user is assigned a read access only.
3.2.2 Assigning a Role to a User
Once Permissions have been assigned to Roles, you must now assign a Role to each User.
Go to the Overview tab of the Project Area editor.
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3.3 Team Area Administration
Team Areas can be identified inside a Project Area. A Team Area has its own definition of access rights assignements. This definition is by default that of the Project Area, but it can be modified.
To be able to create Team Areas, the User must belong to the JazzProjectAdmins Group.
Creation of a Team Area:
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Assignment of  Roles to the Users of a Team Area:
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Customization of Roles:
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3.4 Operations Administration
An Operation is an action which comes from an RTCz Client and which is to be sent to RTCz Server. ‘Deliver’ is one of these Operations.

The behavior of each Operation can be customized, in a Project Area, via pre-defined rules.
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In the example above, no Deliver can be uploaded to the RTCz Server if it is not associated with a Work Item and if this Work Item has not been approved by a designated User. This rule applies to all Users.

Each of these rules has its own parameters:
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… Or:
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4. Conversion of Pacbase access rights assignments
There are three levels of access rights:
· Site administration,

· Database administration,

· DSMS control.

Let us see, for each level, its most appropriate conversion in RTCz.

4.1 Site Administration
The administration functions of a Pacbase site correspond to those of the ‘JazzAdmins’ Group.
· Creation and definition of Project Areas (=Database),

· Creation of Users (=Users),

· Creation and definition of Roles (=Profiles),

· Assignment of Roles to Users (=Profiles to Users).

In the ‘Pacbase’ Process, defined further on, the site administration is described by the ‘Site Administrator’ Role.

4.2 Database Administration
The Database administration functions correspond to the functions of the ‘JazzProjectAdmins’ Group.

· Creation of the local Users of the Project Area or of the Team Areas (=Users),

· Creation and definition of the local  Roles of the Project Area or of the Team Areas (=Profiles),

· Assignment of Roles to the local Usees of the Project Area or of the Team Areas (=assignment of Profiles to Users)..

In the ‘Pacbase’ Process, the database  administration is described by the ‘ProjectArea Administrator’ Role.

4.3 DSMS Control
In standard, RTCz does not contain any function which associates a list of occurrences with a change, in order to automatically lock the update of other occurrences.
The only possible locks come from the:
· ProjectArea and/or TeamArea administration. They make it possible to lock the Deliver operation for non-authorized Users,

· Operations administration. All the Deliver operations must be associated with a Work Item, and this Deliver must be submitted to an approval.
4.4 Presentation of the ‘Pacbase’ process
A ‘Pacbase’ process is available for the rules presented further up.
4.4.1 Definition of Roles
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4.4.2 Permissions on the definition of a Project Area
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4.4.3 Permissions on the contents of a Project Area
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4.4.4 Customization of Operations
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