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C�ú�ú

�FE�yÑ�Ω�BzMTºπ�GΦZ$σBwσBkσBqjQ

σB%Φ�σ$σBΘσB�σB�ΘñσMcΘñσC

Policy Director nΘUⁿ⌠�ñ��G�
OyÑM≤Ahú�Fo
y

Ñ�����TºG

http://www.tivoli.com/support/secureway/policy_dir/downloads.html

q Policy Director 3.7 
�	 3.7.1
¶ �te� Policy Director 3.7.1 CD úΣ�N 3.7 ��{íX���

�� 3.7.1 �C

¶ ∩≤nN{s� 3.7 w���� 3.7.1 h
�ú½s[c��ßAh

��Uⁿ Policy Director 3.7 FixPack 2A	Bw��{s� Policy

Director 3.7 w��²C�{��Od���[cΩ�C

ziHq Tivoli Σ�⌠��o FixPack 2 M≤G

https://www.tivoli.com/secure/support/patches/

i� WebSEAL w����s GSKit M≤
HU�Q��eiA�≤ Policy Director 3.7.1 WebSEAL w�C

Policy Director 3.7.1 ]tF�
��� GSKitG

¶ GSKit �� 61 (Policy Director 3.7.1 Base for AIX CD)

¶ GSKit �� 57 (Policy Director 3.7.1 Base for Solaris CD)

8 3.7/3.7.1 �
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¶ GSKit �� 65 (Policy Director 3.7.1 Base for HP-UX CD)

¶ GSKit �� 58 (Policy Director 3.7.1 Base for Windows CD)

¶ GSKit �� 126 (Policy Director 3.7.1 WebSEAL CD)

�s��� GSKit (126) ]t�[j\αiWi WebSEAL ��αA	

Bi	Mb Solaris w�W� LDAP °A�� SSL su�DCz��

b��� WebSEAL w�W������ GSKitC

pGzS�w� WebSEALAh�i���l¡xSw Base CD ñ�

GSKit M≤C

s� LDAP 3.2 db2ldif ��{í��{í
�±P Policy Director 3.7.1 CD @P�e� IBM SecureWay Directory

(LDAP) �αWi��{í�y¿ db2ldif LDAP �z��{íLk�

�Cdb2ldif ��{í	�≤sA]�Lkδ	�T�¿
s����x
sΘµíC

w∩C
 LDAP °A�¡x�s db2ldif ��{íw±b Policy Director

3.7.1 CD � /Patch �²ñA	w≤���DC

τ�
\�7��yPolicy Director ��nΘUⁿ⌠�zC
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Policy Director �Σ�� Domino n²
�� Policy Director 3.7.1 for Windows NT Σ� Domino n²CDomino

°A��¡iHw�b⌠≤Σ��¡xWA²O Policy Director 3.7.1 �

�b Windows NT Ww�M[cC

Domino n²Σ���n� Pol icy Direc tor meta Ω�wd�

(PDMdata.ntf) O±b Policy Director 3.7.1 Base CD � /schema �
²ñC

ziHb Policy Director 3.7 / 3.7.1 Σ��ñΣ��qL� Lotus Domino

n²�Rí�σ≤C

Policy Director 3.7.1 for Windows NT Σ� Domino 4.6.x M 5.0.x �


C Policy Director 3.7.1 W� Domino n²[c���UC� Policy

Director M≤GPDRTEBPDMgr M PDWebC

[cF Domino n²� Policy Directoir 3.7.1 úΣ�q������	

O�u≤⌠�µ@nJ (CDSSO)v\αC
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½n��RΩT

¶ s� Base ΩT

¶ s� WebSEAL ΩT

¶ AIX i500 µW���N��
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s� Base ΩT

¶ ACL �∩�≡�vT

¶ ú� ivadmin ��{íuO�Fú�Vß�e�

¶ @δ�≈M�m{�

¶ ² Policy Director °A�i¬� SSL ≈�Ω�w��

¶ DCE �n Windows 2000 �πX�nJA�

¶ f�O²µí�≤

¶ Base w�ΓUGs� 5.2.2 �

¶ N Policy Director ACL M��s� LDAP r


¶ Policy Director LDAP ⌡�

ACL �∩�≡�vT
ACL �h≤s{�{b�b 15 ϕ�ómO
�íßQ�oC

ziHb i v m g r d . c o n f [c�� [ i v m g r d ] q¿ñA[J
notifier-wait-time 
�AHKΓ�[cO
�]ϕ��C�pG

notifier-wait-time = 25

τ�
\ 2001 � 1 δ Tivoli SecureWay Policy Director Base �zΓ

Uñ�u6.6.2 �vC

ú� ivadmin ��{íuO�Fú�Vß�e�
b Policy Director 3.7 ñAivadmin ��{íwQ pdadmin ��{í
��NCΓ
��{í�\α�"�PCb Policy Director 3.7 ñA

ivadmin ��{í�sb�O�Fú�Vß�e�C

�≤��{íW�O]�ú�W���≤Cb Policy Director (“pd”) eA

�ú�Q�� IntraVerse (“iv”)C

@δ�≈M�m{�

@δ�ÑAPolicy Director ����≈M�m{�OHC
�ß�≥ªA

÷�[c�úP�πoCC@
úO}l≤�P�≥��hG
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¶ ∩≤ DCE �≈M�mA�
�Aϕ�� DCE í�σ≤CSOO

dceback ⁿO
�ñ��o	N�ΩTC

UC���iΣX Transarc DCE ���ΩTG

http:/ /www.transarc. ibm.com/Library/documentation
/dce/1.1/dceback.html

¶ ∩≤ Policy DirectorA�≈Dnw���t�]UNIX t�W�

/opt/PolicyDirectorAH� Windows NT t�W� \Program

Files\Tivoli\Policy Director�C

¶ ]�h½ Policy Director ⌠�ñ���M¬i��A²Y
a��i

α����CA�HiHbt�ú�εBzµ÷�¼AUA�¿�

m@�C

² Policy Director °A�i¬� SSL ≈�Ω�w��

�DG
bLk¬� LDAP q��	O�n��� SSL ≈�Ω�w��
A

Policy Director �LkB@A	Bú@⌠≤��C

%�z��	&A���� IBM SecureWay Directory q��M°A�

í SSL qH� SSL ≈�Ω�w��A'A�≤��DC

b[c Policy Director �z°A�M Policy Director WebSEAL 
�	

&�Γ
 SSL ≈�Ω�w��A	úA�≤��DC

í�G
IBM SecureWay Directory q��i∩���uw" Socket h (SSL)v

qH≤wA�M IBM SecureWay Directory LDAP °A�qHCPolicy

Director ����qTqD@�	&	OM	OMª{��@í�C

nα�Qa�� SSL qHAh�⌡α≈�Ω�w�����CPolicy

Director ������iH¬��≈�Ω�w��A�����q�O

ivmgrCϕ�z�b	&� LDAP q��M°A�í���≈�Ω�w

��
A	�w]ⁿw�\ivC
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�MΦ�G
��uBase w�ΓUv�UC��ñí�F SSL ≈�Ω�w���	

&G

σ≤ �

Policy Director Base for Solaris w�ΓU 7.3.1, 7.4.1

Policy Director Base for AIX w�ΓU 6.3.1, 6.4.1

Policy Director Base for Windows w�ΓU 7.3.1, 7.4.1

Policy Director Base for HP-UX w�ΓU 6.3.1, 7.4.1

b���ΓUñA�
≈�Ω�w��M���]tFq 1 � 10 �@

���s�MµA	í�Fp≤�� gsk4ikm GUI uπ�	&≈�Ω

�w��C�bMµ��
[JUCσrA@�BJ 11G

11. b	&≈�Ω�w��ßAN≈�Ω�w�������v�≤�

ivmgrC��Aϕ�@�t�ⁿO��≤����vC

�pAb UNIX ñΘJG

# chown ivmgr <keyfile>

DCE �n Windows 2000 �πX�nJA	

�DG
b Windows 2000 Ww� NetSEAT M Policy Director ßA���Lk

nJ� DCE �≤C

í�G
Windows 2000 �JFW�uπX�nJA�v�sA�Cz�����

A�'α¿\a�� DCE nJC

�MΦ�G
��uWindows 2000 πX�nJA�vCDCE nJ{bNiH��C

�: uWindows 2000 πX�nJA�vM NetSEAT πX�nJ\αL

÷CNetSEAT πX�nJ\αú���CNetSEAT πX�nJw]

ú��C
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f�O²µí�≤

�: UCΩT≤sF Tivoli SecureWay Policy Director Base �zΓUñ

�u8.5 �vMu8.6 �v�eC

�l� Policy Director 3.7 XML µíf�÷²úV½���F���


W�<event>C}l��<event>
AtAFπ
uf��≤vσ≤C�

¼��<event>Onϕ��≤�@	OrC

�G
���
W�{w�≤�<action>C�≤÷²����XwgW

[A�Bs�����w[J�<component>��C
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sµí�≤�d��[pUG

<event rev="1.1">
<date>2001-02-22-01:25:54.452+00:00I-----</date>
<outcome status="0">0</outcome>
<originator blade="ivmgrd"><component
rev="1.1">azn</component>
<action>0</action>
<location>azn_id_get_creds</location>
</originator>
<accessor name="unauthenticated">
<principal auth="IV_UNAUTH_V3.0">Unauth</principal>
</accessor>
<target
resource="3"><object>IV_UNAUTH_V3.0:unauthenticated
</object></target>
<data>
</data>
</event>
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Base w�ΓUGs� 5.2.2 �

KnG
���uPolicy Director Base w�ΓUvísWFu5.2.2 �vCbo


w�ΓU�u�
	N��vñAsWUCσrq¿G

¶ 5.2.2 N ACL sW� Policy Director r


í�G
���uPolicy Director Base w�ΓUv]tF� 5 �Fª��D�u[

c Netscape LDAP °A�vC��í�Fp≤ⁿw� Netscape LDAP °

A���� Policy Director ΩTC��ñ�ⁿ��bw�M[c Policy

Director °A�e⌡µC

u5.2 �ví�F Netscape Directory Server �B�sr
C�Q�p≤

Bzo
sr
�us�
εMµ (ACLs)vC

	&]tUCσr�su5.2.2 �vG

5.2.2 N ACL sW	 Policy Director r�

b[c Policy Director �
�Aª�����NAϕ� ACL sW�

LDAP Server �C
r
AHK² Policy Director 	&M≤s�
r


ñ����Ms�ΩTC

Ynb�l[c Policy Director ºßA% LDAP �z�sW⌠≤r
A

�z���Γ�sWAϕ� ACLC

÷≤b[c Policy Director ßNAϕ� ACL sW�r
�ⁿ�A�


\HU�uPolicy Director 3.7 �
	N��v�G

N Policy Director ACL M��s� LDAP r
.

N Policy Director ACL M�	s� LDAP r�

��

�: UCΩTiA�≤ IBM SecureWay Directory Server M Netscape

LDAP ServerC
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ϕ LDAP �z�b�l[c Policy Director ºßsW LDAP r

A

�z���M�Aϕ�us�
εMµ (ACL)vAHK² Policy Director

�zo
sr
ñ�wq����Ms�C

∩≤ IBM SecureWay DirectoryA���u�²�zuπv�M� ACLC

∩≤ Netscape LDAP °A�A��� Netscape ConsoleC

���Aϕ� LDAP �z*��NUC ACL M��C
s� Policy

Director r
G

LDAP s� s��ε

cn=SecurityGroup,secAuthority=Default

¶ �πs�

cn=ivacld-servers,cn=SecurityGroup,secAuthority=Default

¶ ¬�

¶ jM

¶ ±�

cn=remote-acl-users,cn=SecurityGroups,secAuthority=Default

¶ ¬�

¶ jM

¶ ±�

o

εu�b�z�∩� Policy Director ���n²� LDAPA�B

b�l[c Policy Director ß	&s LDAP r

A�Cª�]zO

Policy Director �z�A�B⌠x Policy Director M LDAPCªi@B

a�]�z��Aϕ�v¡�≤suLDAP �²ΩT≡vC

b[c Policy Director �
�Aª���NAϕ� ACL M���
s

b≤ LDAP °A�ñ�C
 LDAP r
C�s�
εi² Policy

Director 	&M�zo
 LDAP r
ñ����Ms�ΩTC

M�ApGb[c Policy Director ß'	&r
Ah Policy Director �

�byß'α	&M�z�sr
ñ����Ms�ΩTAMßΓ�M

�Aϕ�s�
εCYS�o
s�
εAPolicy Director �S�Aϕ�

LDAP \ivA�	&M�z�sr
ñ�ⁿw����Ms�ΩTC
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YnNAϕ�s�
εM��s	&� LDAP r
A�������

LDAP °A��¼A∩ IBM SecureWay Directory � Netscape Directory

Server ⌡µUCBJC

�	NA�{��]s	&�r
W��uo=neworg,c=usvCz��
Ω�Ws	&�r
��NUCí�ñ���C

IBM SecureWay Directory Server �{�

YnNAϕ� Policy Director s�
εM�� IBM SecureWay Directory

Server ñs	&�r
A�ϕ�UCBJG

1. ��uLDAP �²�zuπ (DMT)vC

WindowsG}l > {í� > IBM SecureWay Directory > �²�z

uπ

UNIXG# /usr/bin/dmt

2. HU��iiα�X{G

�iGo=neworg,c=us n²�]t⌠≤Ω�C

pGX{F��iAªOⁿXs	&�r
�Nϕ�n²úsbC

úD	&Fr
�Nϕ�n²A�hs�
εLkM��s	&�

r
C

⌡X�i	B�≥⌡µuBJ 3vCz�bBJ 6 ñ	&sr
ñ

�ⁿw��	n²C

pG��i�X{Ahs	&�r
ñ�ⁿw��	n²wsbC

��≥iµuBJ 3v	BñLuBJ 6vC

3. ÷@U¬����usW°A�v÷sC

usW°A�v°íN�X{C

4. �bUCµ�ñΘJ�G

µ� � ��

°A�W�G ldap://<hostname> �p ibm007.ibm.com

≡G 389 389 �w]≡
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µ� � ��

��� DNG cn=root LDAP �z�� DN

���KXG abc123 LDAP �z��KX

5. ÷@UuTwvC

�X{u�²�zuπv��C

6. pGs	&�r
ñ�ⁿw��	n²úsb]]NOz¼�FB

J 2 ñ�í���iTº�A��� Tivoli SecureWay Policy

Director Base w�ΓUñ�u4.4.2 �v�	&n²C

ϕz�¿	&n²
A�ñLuBase w�ΓUvñ�uBJ 9vA

Mß�≥⌡µHU�uBJ 7vC

pG�	n²wsbA��≥⌡µHU�uBJvC

7. �bu�²�zuπv�¬íµñ∩�G

�²≡ > s²≡

8. �bkΣ�us²≡víµñGπ��s	&�r
C

9. ÷UíµWΦ� ACL ÷sC

�r
�e�us�
εMµv]w�π�busΦ LDAP ACLv

°íñC

10. �busΦ LDAP ACLv°íñ�uDDv��ΘJUC�u	O

W�vG

cn=SecurityGroup,secAuthority=Default

,∩s��¼Mß÷UusWv÷sC

11. ϕ½sπ�íµ
A�∩�UC]wG

�PusWvl�MuRúvn²v¡C

���\iv]¬�BgJBjMM±����P���uw"v

Ñ�C

Yno��A�TwbC
��Ñ�ñ�u¬�vBugJvB

ujMvMu±�v�µ∩�íⁿ�u�PvC

�Twwb DN n²íµ��∩�FuU@N�²≡n²�
�n

²vC
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b�¿��∩�ßA�÷Uíµ���uTwvC

12. A@
bkΣ�us²≡víµñ��s	&�r
C

13. ÷UíµWΦ� ACL ÷sC

�τ�CXF cn=SecurityGroup,secAuthority=Default s�A�
Bs��]w�TC�	NAs�W�ú�jpgC

14. �busΦ LDAP ACLv°íñ�uDDv��ΘJUC�u	O

W�vG

cn=ivacld-servers,cn=SecurityGroups,secAuthority=Default

,∩s��¼Mß÷UusWv÷sC

15. ϕ½sπ�íµ
A�∩�UC]wG

úⁿwusWvl�MuRúvn²�v¡C

u¬�vBujMvMu±�v\iv�i�Pu��w"vÑ

�C

Yno��A�bu��w"vÑ����u¬�vBujMvM

u±�v�µñ∩�u�PvC

úⁿwu��w"vÑ��ugJv\ivC

úⁿwu�PM½nw"vÑ����\ivC

�Twwb DN n²íµ��∩�FuU@N�²≡n²�
�n

²vC

b�¿��∩�ßA�÷Uíµ���uTwvC

16. A@
bkΣ�us²≡víµñ��s	&�r
C

17. ÷UíµWΦ� ACL ÷sC

�τ�CXF

cn=ivacld-servers,cn=SecurityGroups,secAuthority=Default s
�A�Bs��]w�TC�	NAs�W�ú�jpgC

18. �busΦ LDAP ACLv°íñ�uDDv��ΘJUC�u	O

W�vG

cn=remote-acl-users,cn=SecurityGroups,secAuthority=Default

,∩s��¼Mß÷UusWv÷sC
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19. ϕ½sπ�íµ
A�∩�UC]wG

úⁿwusWvl�MuRúvn²�v¡C

u¬�vBujMvMu±�v\iv�i�Pu��w"vÑ

�C

Yno��A��bu��w"vÑ����u¬�vBujMv

Mu±�v�µñ∩�u�PvC

úⁿwu��w"vÑ��ugJv\ivC

úⁿwu�PM½nw"vÑ����\ivC

�Twwb DN n²íµ��∩�FuU@N�²≡n²�
�n

²vC

b�¿��∩�ßA�÷Uíµ���uTwvC

20. us�
εMµv��≤���¿C

�∩�u�⌠v÷sHK�¿u�²�zuπvC

Netscape Directory Server �{�

YnNAϕ� Policy Director s�
εM�� Netscape Directory Server

ñs	&�r
A�ϕ�UCBJG

1. �� Netscape Directory Console

}l > {í� > Netscape Server Products > Netscape Console

b Netscape °A�w��²ñG

# ./startconsole

2. �b Netscape Console nJ°íñAΘJ�z� IDBKXM URLA

HKs� Netscape �z⌠�C

�pG

��� IDG cn=Directory Manager

KXG abc123

�z URLG http://ibm007.ibm.com:<port number>

÷U OK ÷sHKnJC

3. N⌠�ñ[c�z���� Netscape Directory Server �°A�W�

i}C

22 3.7/3.7.1 �



Mßi} Server GroupA	B��z���� Directory ServerC

÷Ukíµñ� Open ÷sC

ΣL�°í�π�@��
i� Directory Server �b⌡µ�@�C

4. ∩� Directory �
C

5. pGs	�r
X{b¬íµA��≥⌡µuBJ 6vC

pGs	�r
 (o=neworg,c=us) �X{b¬íµñAoϕ�sr


�n²úsbCúD	&Fn²A�hs�
εLkM��s	

&�r
C

pGOo�A�b°í���u@Cñ∩\ ObjectAMß∩�G

New > Other...

New Object ∩�°í�X{CVU��A	B�� “Organization” @

�s�½≤n²�¼CMß÷U OKC

Property Editor °íN�X{C�b Organization µ�ñ±J

“neworg,c=us”AMß÷U OKC�Ooo
ⁿ�O�]��d�r


C�	&PΩ�r
∩��n²�¼MW�C

{b�b°í���∩�u@Cñ� ViewAMß∩� RefreshC

s�r
n²��π�b¬íµñC

6. b¬íµñ�� neworg n²AMßb°í���u@Cñ∩�
ObjectCMß÷U Set Access Permissions...

Multi-value ACI Selector °íN�X{C

÷U New ÷sHKπ� Set Access Permissions °íC

7. ÷U Allow/Deny µ�	BNª]w� AllowC

8. ÷ΓU User/Group µ�CSelect Users and Groups °íN�X{C

N�¼]w� Add Group to ListAMßΘJHU�s�W�G

cn=SecurityGroup,secAuthority=Default

÷U Add ÷sC

Mß÷Ue���� OKC
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9. ϕ½sπ� Set Access Permissions °í
A�Tw User/Group µ

�ñ�TaCXFs�W�A�B Rights µ�ⁿ�F AllC

10. ÷U Add Rule ÷sCHw]�sWt@
WhC

11. bsW�WhñA÷U Allow/Deny µ�AMßNª]w� AllowC

12. ÷ΓU User/Group µ�CSelect Users and Groups °íN�X{C

N�¼]w� Add Group to ListAMßΘJHU�s�W�G

cn=ivacld-servers,cn=SecurityGroups,secAuthority=Default

÷U Add ÷sC

Mß÷Ue���� OKC

13. ϕ½sπ� Set Access Permissions °í
A�Tw User/Group µ

�ñ�TaCXFs�W�C

14. ÷ΓU Rights µ�A�Bu,∩u¬�vBujMvMu±�vÑ

ⁿvT�v¡C��ΣL�v¡úú�∩�C

Mß÷U OKC

15. ÷U Add Rule ÷sCt@
Wh���w]�sWC

16. bsW�WhñA÷U Allow/Deny µ�AMßNª]w� AllowC

17. ÷ΓU User/Group µ�CSelect Users and Groups °íN�X{C

N�¼]w� Add Group to ListAMßΘJHU�s�W�G

cn=remote-acl-users,cn=SecurityGroups,secAuthority=Default

÷U Add ÷sC

Mß÷Ue���� OKC

18. ϕ½sπ� Set Access Permissions °í
A�Tw User/Group µ

�ñ�TaCXFs�W�C

19. ÷ΓU Rights µ�A�Bu,∩u¬�vBujMvMu±�vÑ

ⁿvT�v¡C��ΣL�v¡úú�∩�C

Mß÷U OKC

20. ϕ½sπ� Set Access Permissions °í
AT
s�Whú�π�C
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÷Ue���� OKC

21. s�
εYwsWC

ziH∩�UC��]qu@C���⌠ Netscape ConsoleG

Console > Exit
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Policy Director LDAP ⌡�
Policy Director ����� LDAP ⌡��Ω@������n²\αC

�⌡�i² Policy Director PΣLjh�� LDAP ��{í����M

s��z\α�eC

]� Policy Director Σ�sx��v\αA�w� Policy Director LDAP

½≤wqi�$����⌡�Co
�w½≤�⌡��bw� Policy

Director 
oG≤ LDAP �²A�i²ΣL LDAP ��{í��C

z�
��n�∩o
�q½≤�⌡�wqAH�W[s½≤�wqC

÷M�� Policy Director 
iH⌠
o
�≤AΣL��{í�O�ε

�o
�≤C�HAb�	�≤Ot����{íún��w�
�ú

���q Policy Director LDAP ½≤wqC

�nW&≤ Policy Director �zuπº�A�
@�vΩT�≤Ot�

��{íiH�� APIC�
� Tivoli SecureWay Policy Director

Administration API Developer Reference]iq Policy Director Σ�⌠�

�o�C
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s� WebSEAL ΩT

¶ �n� WebSEAL SSL [c]GSKit ��O
Θjp�

¶ [cO@h
�w]�Φ

¶ A	 GSKit ≈�Ω�w���¼

¶ ú�T� Step-up 	O[c��G

¶ �� junctioncp ��{í

�n� WebSEAL SSL [c]GSKit ��O�Θjp�

I�G
WebSEAL w] SSL ��O
Θjp�¡ε�G

¶ 512 �� (SSL V3)

¶ 256 �� (SSL V2)

�jp∩jí≈�ú�ípOú¼�C

Policy Director � GSKit �≤ú�F WebSEAL SSL A�Cϕ GSKit

SSL Ñq@�����
AWebSEAL �����s� SSL 	OC

ziH��⌠����[c GSKit SSL Ñq@����jpC

GSKit SSL Ñq@�����í≥�nDADnO�M≤Γ
]���¼

vTG

¶ Cϕ	O��q

�	Otv����ñ�n²W[C

¶ Ñq@� ID �Rg��]ssl-v2-timeout � ssl-v3-timeout 
��

�
�iε/��ñ�n²C

[cⁿ�G
⌠��� (GSK_V3_SIDCACHE_SIZE) iⁿw GSKit SSL Ñq@��

�jpCziHg%HUΦk�w⌠�����jpG

1. P�	Os�v�Cϕ¡í�AH�
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2. b ssl-v2-timeout � ssl-v3-timeout 
�]b secmgrd.conf [c

�ñ�ñ]wAϕ�Ñq@� ID O
�C

w�
�w]�G

GSK_V3_SIDCACHE_SIZE = 512]n²�
ssl-v2-timeout = 100]ϕ�
ssl-v3-timeout = 7200]ϕA� 2 p��

WebSEAL Ñq@� ID �z�oA� GSKit Ñq@� ID ��M

WebSEAL ����ºí��X¼�C]�Az�t�]w WebSEAL �

���O
 (ssl-cache-timeout)A�ªP GSKit ssl-v2-timeout �
ssl-v3-timeout ��ÑC

ssl-cache-timeout 
�Ob secmgrd.conf [c�ñCw�
�w]�

�G

ssl-cache-timeout = 3600]ϕA� 1 p��

HU��íi²zMw GSKit SSL Ñq@����AϕjpG

�O��/ϕ * ssl-v3-timeout � = ��jp

�pAµ@ WebSEAL °A�Cϕ	Otv�Ou⌠p�Cϕ 40 
C

pGzOdF ssl-v3-timeout 
��w]� (7200)Ah��jp�G

40 �n²/ϕ * 7200 ϕ = 288000 �n²

b�� Policy Director e�∩���G

1. �ε Policy DirectorG

# iv stop

2. ]w GSK_V3_SIDCACHE_SIZE ⌠���G

# GSK_V3_SIDCACHE_SIZE=288000

# export GSK_V3_SIDCACHE_SIZE

3. �� Policy DirectorG

# iv start

28 3.7/3.7.1 �



�: GSKit {íX�N GSK_V3_SIDCACHE_SIZE �VU����	±

� 2 �
Φ�C�p 24000 �ε/� 16384B144000 ε/�

131072B4096 � 4096AH���C

pGz½s�� WebSEAL ≈�A�⌠�����≥óA��½]�w

]� (512)CYn	K��DA�NAϕ� export ⁿOíJ� iv start
ScriptC

W[ GSKit SSL Ñq@���jp��G�² WebSEAL {�

(secmgrd) ��≤h�O
ΘC144000 � GSKit SSL Ñq@���j

p�� WebSEAL W[��hF 100MB �O
ΘCY�P≈�Wsb

ivmgrd M ivacldAh]�W[O
Θ���qC

g%ε/ ssl-v3-timeout (� ssl-v2-timeout) 
�]ε/C
��n
²��j�Rg����Ai²zⁿw�p���jpC

Σ� Internet Explorer �SO�N��G
Microsoft Internet Explorer �����J�@
SO�¼pANO{b�

@
�D��Pj�CΓ��N�½s≤
Ñq@�CpGz��

Internet ExplorerAz�iα�[c WebSEAL �Q� SSL � HTTP Ñ

q@�¼A cookie ≈ε (ssl-cookie-sessions)AHK
@nJÑq@

�C

M�A½s≤
�Ñq@� ID �ú�aú� GSKit Ñq@� ID ��C

²e�Q��Ñq@� ID O
O% ssl-v2-timeout � ssl-v3-timeout

����MwCpG	Otv�¬Ab�
���j������Q

��a��C

bo
¼AUAziα��{N ssl-v2-timeout � ssl-v3-timeout 

�]w� 3 � 4 ��Co�ϕ
X Internet Explorer �½s≤
tvA

�Bi² GSKit ��úQo
½s≤
�Ñq@� ID �±íC

�÷�DG
t@
�÷��D�[c WebSEAL SSL �����jpCⁿw���


�� ssl-cache-max-sessions]�≤ secmgrd.conf �ñ�C
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�
�
εF���ie\h/
P
sb� SSL Ñq@�C�
��

vT SSL Ñq@���αA�B�²�{o
�ΩAAMwO�nW

[CpGzn�≤�
�A���h
]w�⌡µ@
�α��C

÷≤�z WebSEAL Ñq@�¼A�i@BΩTA�
\ Tivoli

SecureWay Policy Director 3.7 WebSEAL �zΓU �u4.2 �vC

[cO@h��w]�Φ
ziHzL�zO@��ΦA�
ε WebSEAL SSL s����[Kw

]h
CO@�z�w]�ΦOzL iv.conf [c�ñ�Γ

��


εG

¶ ssl-qop-mgmt

¶ [ssl-qop-mgmt-default] q¿ñ���

1. ��O@�z��ΦG

[wand]
ssl-qop-mgmt = yes
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2. ⁿw SSL s��w][Kh
G

[ssl-qop-mgmt-default]
# default = ALL | NONE | cipher-level
# ALL]�����KX�# NONE]�����KX�B�� MD5 MAC �X�d�
# DES-40
# DES-56
# DES-168
# RC2-40
# RC2-128
# RC4-40
# RC4-128
default = ALL

�	NAz]iHⁿw�∩�s��KXG

[ssl-qop-mgmt-default]
default = RC4-128
default = RC2-128
default = DES-168

�: ssl-qop-mgmt = yes 
�]iH�� [ssl-qop-mgmt-hosts] M
[ssl-qop-mgmt-networks] q¿ñ�⌠≤]wCo
q¿ie\S
wD≈/⌠⌠/⌠⌠Bn IP �}�O@�z�ΦC

[ s s l - q o p - m g m t - d e f a u l t ] q¿hCXF��ú
X

[ssl-qop-mgmt-hosts] M [ssl-qop-mgmt-networks] q¿���
IP �}����KXC

[ssl-qop-mgmt-hosts] M [ssl-qop-mgmt-networks] q¿�On
ú�Vß�e�Cb�ú	�z��o
 Policy Director 3.7 [cñ

�q¿C

A� GSKit ≈�Ω�w���¼

�: HU�ΩTiWj Tivoli SecureWay Policy Director WebSEAL �z

ΓUñ�u2.6 �v�eC

uIBM ≈��zuπ (iKeyman)v��FUϕñJ
��
���¼C

CMS ≈�Ω�w]tF��W� .kdb ���A�Biα�Γ
HW�

ΣL��Cb	&s�≈�Ω�w
AN�	& .kdb �C.kdb ��ñ�

≈�÷²iHO���π�[K�p�≈�ΩT���C
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bz	&s��nD
AN�	& .rdb M .crl �Cπ
 CA ��nD

{�ú�n .rdb �C

���¼ í�

.kdb u≈�Ω�wv�CxsF
H��B
H��nDM���

�C�pAWebSEAL �w]≈�Ω�w�� pdsrv.kdbC

.sth u⌠
v�CxsF≈�Ω�wKX�[K��C����


W�P�÷� .kdb ��PC

.rdb unDvΩ�w�Cb	& .kdb ≈�Ω�w�
���	&C

����
W�P�÷� .kdb ��PC��]tF�⌡µM�

q CA 	¼����nDC

ϕ CA �&��
A�jM .rdb �HK±∩��nD]���

}≈��CpGΣ�
X���Ah�	¼��A�∩���

�nD�q .rdb �ñRúC

pGΣú�
X���Ah���	¼��C��nDñ]t

F@δW�B�	B≤Da}MΣLbnD
�ⁿw�ΩTA

H�PnD�÷��}MpK≈�C

.crl u��oεMµv�C��@δ]tF]�Y
�]Q�°�

��MµCM�AiKeyman ú∩��oεMµú�⌠≤Σ�A�

HªO��C

.arm wsX� ASCII Gi��C.arm �]tFH base-64 sX

ASCII ϕ����A	]tFΣ�}≈�A�útpK≈�C�

l�Gi���Ω��Qα½� ASCII ϕ�ΦíC

ϕ���¼� .arm ��í���
AiKeyman �∩ ASCII ϕ

�Φí�	X�@AMßHGi�ϕ�ΦímJAϕ� .kdb

�CP�aAϕ���q .kdb ��X��
AiKeyman �NΩ

�qGi�α½� ASCIIAMßNªmJ .arm �C

.arm �ñ� ASCII Ω�NOzb��nD{�ñ��e� CA

�Ω�C

�	NGun��O Base64 sX���A⌠≤���¼]]t

.arm H��úiH��C

.der u	OsXWhv�C.der �]tFHGi�ϕ����A	]

tFΣ�}≈�A�útpK≈�CúFϕ�ΦíOGi��

úO ASCII H�AªM .arm �D��ⁿC
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���¼ í�

.p12 uPKCS 12 �FPKCS Oⁿu�}≈�[K��vC.p12 �]

tFHGi�ϕ����A	]tF�}MpK≈�C

.p12 �]iα]tFh
��F�pA��BoX��� CA �

¡���BCA ���oX�H�ΣoX�ÑÑC]� .p12 �

]tFpK≈�Aªⁿ�KXO@C
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ú�T� Step-up �O[c��G
pGb iv.conf [c�� [authentication-levels] q¿ñAú�Ta[
cF step-up 	Oh
A�� WebSEAL ñ� step-up \α��C�¼

p��PDw��	Oµ�A�p% POP O@�½≤�oX�KXnJ

�A�n�Od	Oh
C

b�∩ step-up 	Oh
ßA��d secmgrd.log ��H�o⌠≤[c�

	�°iC

�� junctioncp ��{í

�: UCΩT≤sF Tivoli SecureWay Policy Director WebSEAL �zΓ

U ñ�u5.2.1 �vMuC.1 �v�eC

b�� junctioncp ��{íeAz��G

1. H root ���� ivmgr ����nJC

junctioncp ��{í��iH¬� ivmgr ���� secmgrd.conf

�C

2 . ��Az��⌡µ dce_ log in]U N I X � W i n d o w s��

netseat_login]Windows�C

3. �ßA��í�σ≤ñ�zAIs junctioncp ⁿOC
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AIX i500 µW���N��

¶ AIX i500 µW�
	N��

AIX i500 µW���N��

��
o
	N��O��	
� Tivoli SecureWay Policy Director 3.7 Base for

Solaris w�ΓUñ�� 6 �][c LiveContent Server�C

b LiveContent(i500) ��²ñw�M[c AIX W� Policy Director

3.7.1AO�nh
BJ�@�CHUO�nBJ�KnC

1. b AIX D≈Ww� Policy Director 3.7.1 M≤C

2. N i500 Sw�[c��s� i500 D≈C

3. [cúF PDAcld H���n Policy Director 3.7.1 �≤Cu�b i500

�²ñ[cF PDMgr ßA'α[c PDAcldC

4. Ne@BJñ�ú�� i500 [cΩ���s� i500 D≈C

5. �� i500 ��í[c Script �⌡µ i500 D≈� i500 �²ñ�[

cC

6. ½�BJ 3B4 M 5 �w� PDAcld �⌠≤ΣL�°A�C

ziH½�BJ 3B4 M 5 �	ú[c⌠≤�"í� Policy Director 3.7

�≤C

nΘ�D

�
�te�Σ�N AIX W� Policy Director w�� Solaris W� i500

�²Ci500 �Σ����M Policy Director 3.7 �PG

¶ LiveContent DSA V8.3.1.12

¶ LDAP Server V8.2.4.8

b AIX Ww� Policy Director 3.7.1
��� Tivoli SecureWay Policy Director 3.7 Base for AIX w�ΓUH

�uP o l i c y D i r e c t o r �
	N��v�w� P o l i c y D i r e c t o r
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3.7.1C/opt/PolicyDirectory/i500_external �²�Q	&C]���²ñ�

�e]tF i500 Sw�[c�AG�αe� i500 °A���²G

<any-i500o-host-directory>/i500_external

[c LiveContent �²
�ϕ� Tivoli SecureWay Policy Director 3.7 Base for Solaris w�ΓU

ñ�u6.2 �vCuBJ 2vñ�°≤b Policy Director 3.7.1 ñOi∩

��C

I500_DAP_PORT ⌠���iHwq�]t DAP ≡�C�h DAP ≡�

Qw]� LDAP ≡��e@�C

ⁿJ Policy Director ⌡�

�ϕ� Tivoli SecureWay Policy Director 3.7 Base for Solaris w�ΓU

ñ�u6.3 �vC]t⌡����²�G

<any-i500-host-directory>/i500_external/lib

b AIX Ww�
��s� i500_external �²C

Policy Director D≈t��[c
�ϕ� Tivoli SecureWay Policy Director 3.7 Base for Solaris w�ΓU

ñ�u6.4 �vC�@�Ob i500 � Solaris D≈W⌡µA�úOb

Policy Director � AIX D≈W⌡µCY i500 w[cAhu6.4.1 �v�

BJ 1 � 5 úA�C�b i500 D≈W⌡µUC@�G

¶ N $ O D S R E L E A S E / < d s a - n a m e > / o i d s l o c a l �s /�[�

$ODSRELEASE/scriptsC

[c IBM LDAP q��

�ϕ� Tivoli SecureWay Policy Director 3.7 Base for Solaris w�ΓU

ñ�u6.5 �vC

� LiveContent ⌡�PB�
�ϕ� Tivoli SecureWay Policy Director 3.7 Base for Solaris w�ΓU

ñ�u6.6 �vCDAC �iHqHU�m�sG

/opt/PolicyDirector/i500_external/lib
�
<any-i500-host-directory>/i500_external/lib
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[c AIX W� Policy Director
ziH�� Tivoli SecureWay Policy Director 3.7 Base for AIX w�Γ

Uñ�� 7 ��[c AIX ≈�W� Policy DirectorC

o
iH[cúF PDAcld H�����≤Cb�Ta[c PDAcld eA

z��b i500 D≈W�πa[c PDMgrC

pG[c�Q�¿Ah�ú� /tmp/aaa_details.cfg �C��]tF Policy

Director w"�n{í�KXA]�u� “root” '�¬�MgJ�\i

vC�����e� i500 D≈HK�≥[cC

[c i500 D≈W� Policy Director

1. ���²G

<any-i500-host-directory>/i500_external/bin

2. ΘJUCG

Perl i500_ext_config -h <hostname> -p <LDAP-port#> -P
<DAP-port#> -D <i500-admin-DN> -w <i500-admin-pwd>

HU�\αϕ�π�G

Policy Director i500 �í[c
1. sWs��εΩT
 Policy Director DIT
2. � Policy Director DIT �ús��εΩT
3. sW@��zNz{í�°A��n{í
4. �ú@��zNz{í�°A��n{í
5. Rú AAA �
6. �⌠
∩�\αϕ��G

3. ∩��� 1CUCnDN�X{G

ΘJ GSO r��u�OW�vG

4. �ΘJ GSO r
�W�F�W�P[c Policy Director 
nDΘJ

��PCϕ@��¿
A\αϕ�A
X{C

5. ���� 3CUC�nD�X{G

ΘJ AAA ���²/��⌠�G

6. �ΘJq AIX D≈W� /tmp/aaa_details.cfg �s���W�M⌠�C

w]��P���⌠�C
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����e� AIX ≈�W[c�°A� DN MKXCϕ@��¿


A\αϕ�A
X{C

7. �∩��� 5CUCnDN�X{G

ΘJ AAA ���²/��⌠�G

8. ½sΘJ aaa_details.cfg ��W�C

]�w"���qA����QRúCϕ@��¿
A\αϕ�A


X{C

9. ∩��� 6 HK�⌠[cuπC

z{biHw"ab AIX D≈W[c PDAcld ��n
bΣL�D

≈W[cΣL� Policy Director �ΣC

�ú[c AIX W� Policy Director
ziH�� Tivoli SecureWay Policy Director 3.7 Base for AIX w�Γ

Uñ�� 7 ��	ú[c AIX D≈W� Policy DirectorC

ϕ	ú[c�Q�¿Ah�	& /tmp/aaa_details.cfg �C�����e�

i500 D≈HK�≥	ú[cC
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�ú[c i500 D≈W� Policy Director

1. ���²G

<any-i500-host-directory>/i500_external/bin

2. ΘJUCG

Perl i500_ext_config -h <hostname> -p <LDAP-port#> -P
<DAP-port#> -D <i500-admin-DN> -w <i500-admin-pwd>

HU�\αϕ�π�G

Policy Director i500 �í[c
1. sWs��εΩT
 Policy Director DIT
2. � Policy Director DIT �ús��εΩT
3. sW@��zNz{í�°A��n{í
4. �ú@��zNz{í�°A��n{í
5. Rú AAA �
6. �⌠
∩�\αϕ��G

3. ∩��� 2C

ϕ@��¿
A\αϕ�A
X{C

4. ∩��� 4CUCnDN�X{G

ΘJ AAA ���²/��⌠�G

5. �ΘJq AIX D≈W� /tmp/aaa_details.cfg �s���W�M⌠�C

w]��P���⌠�C

����e� AIX ≈�W[c�°A� DN Cϕ@��¿
A\α

ϕ�A
X{C

6. �∩��� 5CUCnDN�X{G

ΘJ AAA ���²/��⌠�G

7. ½sΘJ aaa_details.cfg ��W�C

]�w"���qA����QRúCϕ@��¿
A\αϕ�A


X{C

8. ∩��� 6 HK�⌠[cuπC

Policy Director �⌠≤ Policy Director ��≤{w	ú[cC
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�� 2001 � 1 δ�í�σ≤

¶ ��w�ΓU

¶ �� Base �zΓU

¶ �� WebSEAL �zΓU

¶ �� WebSEAL Developer Reference

¶ ��D�x�zΓU
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��w�ΓU

¶ ú�T� SSL ���W

¶ Base w�ΓUG�q� 4.4.3 �

ú�T� SSL ���W
Policy Director 3.7 Base for AIXBSolarisBHP-UX M Windows �w�

ΓUñA]tFú�T�σr��WF�σr�O��xsbw�

uPolicy Director �z°A�v
�	&M[c� SSL ��C

�T�W��G

pdcacert.b64

�úOG

pdacert.b64.

����π⌠��G

SolarisBAIX M HP-UXG
/opt/PolicyDirector/ivmgrd/keytabs/pdcacert.b64

WindowsG

Base w�ΓUG�q� 4.4.3 �

KnG
��uPolicy Director Base w�ΓUvñ�u4.4.3 �v�eíw�qC

���HUC��D�ΩT��Nu4.4.3 �vG

¶ 4.4.3 sW ACL 	 Policy Director r�

C:\Program Files\Tivoli\Policy Director\ivmgrd\keytabs\pdcacert.b64
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í�G
���uPolicy Director Base w�ΓUv]tF� 4 �Fª��D�u[

c IBM LDAPvC��í�Fp≤ⁿw� IBM SecureWay Directory °

A���� Policy Director ΩTC��ñ�ⁿ��bw�M[c Policy

Director °A�e⌡µC

u� 4 �v]tFu4.4.3 � sW Policy Director s�� LDAP

ACLvC��í�Fp≤� Policy Director ¿�uLDAP �²ΩT≡

(DIT)vñ� Policy Director r
���C

u4.4.3 �vñ�ⁿ�w�qCPolicy Director ú�n¿� Policy Director

r
����CPolicy Director iH�πa�� LDAPA�ú�n¿�

Policy Director r
����C

pG Policy Director ��r
Ahiα�bΘßy¿ LDAP �zW�x

°C�pApGbq DIT �úr
eN�úF Policy Director °A�A

LDAP �z�NLk�"
ε�l�r
C

��UCσr��Nπ
u4.4.3 �vG

4.4.3 sW ACL 	 Policy Director r�

b[c Policy Director �
�Aª�����NAϕ� ACL sW�

LDAP Server �C
r
AHK² Policy Director 	&M≤s�
r


ñ����Ms�ΩTC

Ynb�l[c Policy Director ºßA% LDAP �z�sW⌠≤r
A

�z���Γ�sWAϕ� ACLC

÷≤b[c Policy Director ßNAϕ� ACL sW�r
�ⁿ�A�


\HU�uPolicy Director 3.7 �
	N��v�G

N Policy Director ACL M��s� LDAP r
.
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�� Base �zΓU

¶ Time-of-Day POP ��

¶ MX\iv

Time-of-Day POP ��
HU�	N��O��í� Tivoli SecureWay Policy Director Base �z

ΓU�u4.2.3 �vG

i∩��
�
�]NϕF Policy Director °A��
���Qw]�

localC

MX\iv

�: HU�ΩTO���N Tivoli SecureWay Policy Director Base �z

ΓUñu3.5.3 �v�σrM��C�Pσ≤ñ�u3.7.2v�]w@

Aϕ��qC

MX (T) \iviA�≤ WebSEAL Ñh�½≤�íñ�tm�½≤C

MX\iviⁿw ACL n²ñi	O�����s�Aπ�qL�tm

�½≤�\ivAHK�oÑhU�Ω
½≤�s�vCMX\ivú

��P�tm�½≤⌠≤ΣL�\ivC�nD�Ω
½≤�¡ú�n

MX\ivCM�A�Ω
½≤�Whtm�½≤]�²��nªC

HU�d�í�FMX\iv�B@ΦíCb ACME �qñA�@


Engineering tm�½≤]�²�A�ª]]tF@
 TechPubs tm�

½≤]l�²�CPΓí��¿
��� kate �MX
Engineering/TechPubs �²HK�°�
	N���C

�z�b Engineering M TechPubs �²ñ±mFπ� T \iv� sales
s� ACL n²C÷M Kate ∩oΓ
�²S�ΣL\ivAoiHqL

]MX�o
�²AHKs� release_note �C]���� kate ���
�¬�\ivAoiH�°��C
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ziH�PaNÑh�s�v¡εbⁿw�tm�½≤—�ú�n½]

o
½≤�
O\ivCzu�qAϕ� ACL n²ñ�úMX\ivC

ú��
½≤O�]tFΣL¡ε�/� ACLA�ú�²½≤�MX\

iviO@Ñhñ�C���½≤C

�pApG sales s�S� Engineering �²�MX\ivAhú� Kate

O�����¬�\ivAoúLks���
	N����C

� 1. MX\iv
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�� WebSEAL �zΓU

¶ ≤s WebSEAL for Dynamic URL (WebSEAL 6.3.3)

¶ WebSEAL 
H�	X (WebSEAL 5.7)

¶ WebSEAL �Σ� HTTP/1.0 ε≤	X

¶ GSKit Ñq@� ID O

�

≤s WebSEAL for Dynamic URL (WebSEAL 6.3.3)
b 2001 � 1 δ Tivoli SecureWay Policy Director WebSEAL �zΓU

�u6.3.3 �vñ�»z�Anb�� dynurlcp ��{í
ΣX
WebSEAL °A��⌠�W�ú�TC

N PolicyDirector �²�≤� intraverseG

dynurlcp -e /.:/subsys/intraverse/secmgr/server/<host> update

WebSEAL �H��X (WebSEAL 5.7)
b 2001 � 1 δ� Tivoli SecureWay Policy Director WebSEAL �zΓ

U�u5.7 �vñ�ⁿw� HTTP_PD_PORTAL � HTTP �Y��ú�

TC���� PD_PORTALC

��Au	N��v�u5.7.2 �vñ��G
�	G

ub[c�ñN�P�ß� URL ∩M�h
½≤G\iv∩A�y¿@

sΩ�½≤Mµv

O��C

WebSEAL �Σ� HTTP/1.0 ε≤�X
Tivoli SecureWay Policy Director WebSEAL �zΓU�u5.1.2 �vñ�

ϕµA]tFú�T�Σ�qH≤w RFC �XCHU�ϕµ]tF�T

�
�G

su Σ��qH≤w RFC 
X

e�]q��-�-WebSEAL� HTTP/1.0 M HTTP/1.1 RFC2068

ß�]WebSEAL-�-	X�°

A��

� HTTP/1.0 RFC1945
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GSKit Ñq@� ID O���
2001 � 1 δ� Tivoli SecureWay Policy Director WebSEAL �zΓU�

u2.3 �v]u[cO
�v�ú�Ta��MwqF ssl-v2-timeout M
ssl-v3-timeout 
�C

oΓ

�úO HTTP/HTTPS su�O

�Cª�O��wq GSKit

Ñq@� ID ��ñAÑq@� ID �Rg��
�Co

�ñΣ@�

��M	Otv��XAiHP� GSKit Ñq@���Q±í�t�C

oΓ

�Ob secmgrd.conf [c�ñ� [ssl] q¿G

o

�b 4.2 �u�zÑq@�¼Avñ�≤���Q�C

¶ ssl-v2-timeout

∩≤ SSL v2 qHA�
�wqFÑq@� ID ��db GSKit Ñ

q@���ñ�
í°�Cw]�� 100]ϕ�C

¶ ssl-v3-timeout

∩≤ SSL v3 qHA�
�wqFÑq@� ID ��db GSKit Ñ

q@���ñ�
í°�Cw]�� 7200]ϕ�C
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�� WebSEAL Developer Reference
¶ ípd� CDAS °A�]4.4 ��

ípd� CDAS °A�]4.4 ��

�: HU�Ω�í�F�lσ≤ñ�ⁿ�C��Moi�q� CDAS °

A��÷C

Tivoli SecureWay Policy Director WebSEAL Developer Reference ñg�

∩�u4.4 �v]u[c WebSEAL ��d� CDAS °A�v�pUG

4.4.1 �
d� CDAS °A�uO�d�{íXC{íñwTw�	O cdas_test
���]KXG “tivoli”�A	BN����∩M� Policy Director

test-userC

1. ϕ��l�ⁿ�C

2. ϕ��l�ⁿ�C

3. �� default-webseal ACL �	&��� ACL �hC� ACL �

h�]t������n²A	B�P TBr M x \ivC

4. N����hs	� WebSEAL ½≤�íñ�í≈½≤C

5. �≥u4.4.2 �vHK�� CDAS °A�s��ⁿO@½≤�αOC

4.4.2 �

1. ϕ��l�ⁿ�C

2. ��UC�s�ⁿO@�½≤AH�� CDAS °A�G

���W�Gcdas_test

KXGtivoli

3. d� CDAS °A��i¿\aN����∩M� test_user Policy

Director �¡A	B²zs�ⁿO@�½≤C

47Tivoli SecureWay Policy Director ���N��

1.
�

�
�

N
�

�



��D�x�zΓU

¶ �zD
x�zΓU��

�zD�x�zΓU��
u�zD
xvuWí�t�]tFuD
xví�σ≤���MµC
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nΘ¡ε

¶ SMP t�úΣ� NetSEAL ��]�

¶ NetSEAL M NetSEAT �Vß�e�

¶ �zD
xLk�� pdadmin \α

¶ ∩≤����r��yÑ¡ε

¶ LDAP ú∩���W���jpg

¶ pdconfig ��{íbΘσ HP-UX t�WiαLkB@

¶ �zD
xuWí�ú@P

¶ w���D
xuWí�ñ��F������

SMP t�úΣ� NetSEAL ��]

SMP t�úΣ� NetSEAL ��]�C

bh½Bz��t�W[c PDNet 
A�0����]�C

NetSEAL M NetSEAT �Vß�e�
NetSEAL 3.7 úαMe@��� NetSEAT q��@P��C

�zD�xLk�� pdadmin \α
HU� Policy Director 3.7 \αsb≤ pdadmin ��{íA�úbu�
zD
xvG

¶ °A��z\α

¶ NetSEAL �z

¶ ACL �@/�@s��z

¶ ½≤�íM½≤�z

¶ KX�h�z

¶ �v�z\α

¶ ���Ms��JⁿO
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∩≤����r��yÑ¡ε
ϕzb�σH��⌠�ñ⌡µ Policy Director 
AA�≤HU�¡εM

°≤G

¶ ϕb Netscape s²�ñ��u≥�	Ov�	O WebSEAL 
Az

��b���W�MKXñ��iΓ�r��]7 �� US-ASCII�C

∩≤���W�]t����r��⌠�A�]w WebSEAL ��ϕ

µínJAHK�
q����ΘΩTC

ϕ��ϕµínJ
A��	&ϕµ�rX���P WebSEAL �b

⌡µ�rX��PC

¶ pG���Ω�]tFiΓ�r��]7 �� US-ASCII�H��r

�Az��Tw��� Policy Director �≤O���P�rX��⌡

µAHK��abo
�≤í@
Ω�C

¶ ϕ Policy Director O[c≤�σH��¡xWA�B�n	&DiΓ

�r���Ω�
Auα�� IBM SecureWay Directory @����

n²C

¶ ϕ�� junctioncp ��{í�	&s	X
A	XI�W���¡ε

�iΓ�r��C

C
u wvyÑú�h
rX�CHTTP 	úwq URL �n��

�rX�C�HAY URL ��iΓ�rX�]7 �� US-ASCII�

H��r�XAh��P�e���DC
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LDAP ú∩���W���jpg
�ΩTA�≤ IBM M Netscape LDAPC

Policy Director �b LDAP n²� secUser ½≤ñAN����W�
xs≤ principalName ��ñC

LDAP ⌡�N principalName wq���jpg�rΩCM�A���
W�ñ�ⁿ���ljpg�bNQxs� LDAP Ω�w
QOdC

]�AuTest Userv�Q°�Putest userv�PC

pdconfig ��{íbΘσ HP-UX t�WiαLkB@

pGzO�� ja_JP.SJIS yÑ⌠�� ja_JP.eucJP yÑ⌠��nJt�A

hbz��[c Policy Director 
Apdconfig iα�Lk⌡µC��D
��µ	MΦk���uCvyÑ⌠��nJ�t�AMß��u�

σv�[c Policy DirectorC

pGz����µ	MΦkAPolicy Director �b�l
{�ObuCv

yÑ⌠�ñ⌡µCb�� ja_JP.SJIS � ja_JP.eucJP yÑ⌠��nXAn

Jt�ßAPolicy Director ���εAMß½s��HKα	O ja_JP.SJIS

]� ja_JP.eucJP�yÑ⌠�C

��D��X{b HP-UX t�WC

�zD�xuWí�ú@P
u�zD
xv�ú��uWí�σ≤AMuD
xv�¡π��Ω�

e�/�
ºí�í�ú@PC

�@��¼�ú@PO]�buD
xv�{íXñA��F�s� Java

swing �OCuWí�ñ�����⌡��].gif ��Ob�{íX�≤

e��oC]��≤�y¿�e�/�
�[W��≤�ϕpA	B�ú

�y¿⌠≤\α�D�xZC

�G��¼�ú@PO]�uD
xv�{íX≥ª�u�≤�z{

ívFªb Tivoli M�ñO�l]p�@�πXh�ú���zD
x

[cCu�≤�z{ív��z�C
ú�ú�n�����[c�α

½{íCuWí�ñ�π��í�\αe�/�
π�Fu�≤�z{
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ív[c���{íαOCM�Au�zD
xv�¡Ω�WO Policy

Director α½{í��GA�Buαú�P Policy Director �÷�\αC

w���D�xuWí�ñ��F������

u�zD
xvuWí�]HTML ��H�{íX����TºAwQ�

��EΩyÑCM�Aw���uWí�ñ������A��gL�

�C�eO��u�σv���C
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w��nΘ��M�µ�MΦk

¶ w�M
���
M�µ�MΦk

¶ Base ��
M�µ�MΦk

¶ WebSEAL ��
M�µ�MΦk

¶ NetSEAL ��
M�µ�MΦk

¶ �zD�x��
M�µ�MΦk

¶ LDAP ��
M�µ�MΦk
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w�M�����M�µ�MΦk

¶ �� Policy Director 3.6 WebSEAL

¶ IBM SecureWay Directory 3.2 �n AIX 4.3.3 ��{í

¶ IBM SecureWay Directory DMT ��{íLk��


� Policy Director 3.6 WebSEAL

�: ��Do�b SolarisBAIX M HP-UX t�WC��Dú�o�b

Windows t�C

�DG
ϕb�� Policy Director 3.6 
[c Policy Director 3.7 WebSEAL °

A�AWebSEAL °A�iα�Lk��CHU��	Tºiα�X{G

symbol IV_URAF: Σú������

í�G
pGb���� Policy Director 3.7 WebSEAL °A�
A�b⌡µ⌠≤

Policy Director 3.6 °A�Bz{�As� WebSEAL °A�iα�s�

���bO
Θñ� Policy Director 3.6 @
{íwC

Policy Director 3.6 @
{íwñA�]t Policy Director 3.7 WebSEAL

°A������{íw�íCo��s� WebSEAL °A�Lk��C

pGb���� Policy Director 3.7 WebSEAL °A�
APolicy Director

3.6 Authorization API Client {í�b⌡µñAh]�o���DC

�µ�MΦkG
pGzb[c Policy Director 3.7 WebSEAL °A�
DJ��	A��

¿UCBJG

1. ∩�uxv��⌠uPolicy Director [c\αϕvC

2. ∩�uxv��⌠uPolicy Director ]w\αϕvC

3. �ε��� Policy Director °A�AH��� Policy Director 3.6

Authorization API �q��{íCYn�ε Policy Director °A�A

�ΘJUCⁿOG
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¶ AIX

# /etc/iv/iv stop

¶ Solaris

# /etc/init.d/iv stop

¶ HP-UX

# /sbin/init.d/iv stop

4. �τ�ww�F Policy Director 3.6 �v{íwAMßA�úªG

¶ AIX

# ls -l /usr/lib/libivauthzn.a

# rm -f /usr/lib/libivauthzn.a

¶ Solaris

# ls -l /usr/lib/libivauthzn.so

# rm -f /usr/lib/libivauthzn.so

¶ HPUX

# ls -l /usr/lib/libivauthzn.sl

# rm -f /usr/lib/libivauthzn.sl

5. ��s� Policy Director 3.7 �v{íw�	&
���G

¶ AIX

¶ Solaris

¶ HPUX

6. ½s�� Policy Director °A�]H�⌠≤ Authorization API q�

��G

# ln –s /opt/PolicyDirector/lib/libivauthzn.a /usr/lib/libivauthzn.a

# ln –s /opt/PolicyDirector/lib/libivauthzn.so /usr/lib/libivauthzn.so

# ln –s /opt/PolicyDirector/lib/libivauthzn.sl /usr/lib/libivauthzn.sl
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¶ AIX

# /etc/iv/iv start

¶ Solaris

# /etc/init.d/iv start

¶ HP-UX

# /sbin/init.d/iv start

7. �� Policy Director [c��{íG

# pdconfig

8. ∩� Policy Director [cC

9. ∩� Policy Director WebSEAL (PDWeb) [cC

10. ÷�ú�A�¿ WebSEAL [cC

�MΦ�G
Ynw!��D�o�A�b��N Policy Director 3.6 t����

Policy Director 3.7 
AΓ��ε Policy Director 3.6 WebSEAL °A�C

�²�≈ Policy Director 3.6 ACL Ω�wM WebSEAL 	XΩ�wßA

A⌡µ��@C

�: pG Policy Director 3.6 t�ñ� NetSEAL °A�A�b�εΣL

Policy Director 3.6 °A�eA²µ�ú NetSEAL °A�C

Yn�ε AIX t�W� WebSEAL °A�A�b Shell ú�ñΘJU

CⁿOG

# /etc/iv/iv stop

Yn�ε Solaris t�W� WebSEAL °A�A�b Shell ú�ñΘJ

UCⁿOG

# /etc/init.d/iv stop

Yn�ε HP-UX t�W� WebSEAL °A�A�b Shell ú�ñΘJ

UCⁿOG

# /sbin/init.d/iv stop
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IBM SecureWay Directory 3.2 �n AIX 4.3.3 ��{
í

�DG
u�b AIX t�WAIBM SecureWay Directory 3.2 '�]��w�@

�²M°≤� AIX @�t�nΘA��Pw�ó�C

í�G
Policy Director 3.7 Σ� LDAP ���n²CPolicy Director ���i

H∩�w� IBM SecureWay Directory 3.2 �A�ú� LDAP ���n

²Σ�CPolicy Director Base CD ]tF SecureWay Directory 3.2 �C

u�b AIX WASecureWay Directory 3.2 �'�n�
 AIX @�t�

��{íF�bw� AIX 4.3.3 
A	�w]w�o
���CpG�

/Fo
�÷���⌠≤@
ASecureWay Directory 3.2 ��w��ó

�C

�MΦ�G

1. bw� SecureWay Directory 3.2 �ºeA��� smit ��{í�
τ�O�w�FUC��{íG

¶ X11.Dt.lib 4.3.3.2

¶ X11.Dt.rte 4.3.3.3

¶ X11.adt.motif 4.3.3.1

¶ X11.base.lib 4.3.3.2

¶ X11.base.rte 4.3.3.2

¶ X11.compat.lib.X11R5 4.3.3.2

¶ X11.motif.lib 4.3.3.2

¶ X11.motif.mwm 4.3.3.1

¶ bos.adt.include 4.3.3.1

¶ bos.adt.prof 4.3.3.3

¶ bos.net.tcp.client 4.3.3.3
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¶ bos.rte.libpthreads 4.3.3.3

¶ bos.sysmgt.serv_aid 4.3.3.2

¶ bos.mp 4.3.3.3

¶ bos.up 4.3.3.3

2. �� smit �w�⌠≤�/���{íC

IBM SecureWay Directory DMT ��{íLk��

�DG
¡xG� AIX

b����@
[c IBM SecureWay Directory 3.2 �
Au�²�z{

í (DMT)viα�Lk��C�ó��²
ε���n²� LDAP ACL

Lk≤sC�[cBJ�b Tivoli SecureWay Policy Director Base for AIX

w�ΓU�u4.4.1 �vMuA.7.3 �vñí�C

í�G
DMT ��{íO IBM SecureWay Directory 3.2 ��@í�CPolicy

Director 3.7 Base for AIX CD ]tF IBM SecureWay DirectoryC��

LDAP ���n²� Policy Director ���q��w� IBM SecureWay

Directory @� Policy Director ���nΘC

DMT ��{íh° AIX 4.3.3 @�t���� X11.adt.lib �wC
X11.adt.lib ���h�]tbⁿw��nΘ��÷Y]�����
SecureWay Directory .TOC �ñC]�Aú�O��/FnΘ��÷YA
IBM SecureWay Directory 3.2 �ú��¿w�C

�MΦ�G

1. �� smit ��{í�w� AIX 4.3.3 ��� X11.adt.libC

2. ½s�� DMT ��{íC
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Base ���M�µ�MΦk

¶ [c Solaris W�u�z°A�v

¶ LDAP 3.1.x � LDAP 3.2 �α{��q

¶ IBM DCE 3.1 ��{í 3 	MFu�z°A�v�O
Θn�

[c Solaris W�u�z°A�v

�DG
��D�w∩ SolarisCϕ LDAP °A�b�PD≈
A[c� SSL �

uPolicy Director �z°A�v(ivmgrd) �Lk��C

Yn��azL S S L �	OAu�z°A�v��iH¬�

/opt/ibm/gsk4/bin/ldapsslclient.kdb ≈�Ω�w�Cu��l	&��� root
���A'∩���¬�/gJ\ivCb��u�z°A�v
Aª�

�� ivmgr ����⌡µCivmgr ���Lk¬���C

�µ�MΦkG
N ldapsslclient.kdb ����v�≤� ivmgr ���C

LDAP 3.1.x 	 LDAP 3.2 �α{��q
�ΩTObQ�{s IBM SecureWay Directory (LDAP) í�σ≤ñA�

≤ Policy Director 3.6 ��� Policy Director 3.7 {���DC�BD

nQ���D�Od LDAP ⌡�C

�: �Q�O≥≤ Windows NT ¡xCM�A��DM�í��≤�]

A�≤ UNIX ¡xC

1. LDAP Server 3.2 � Readme σ≤ⁿwFí�N LDAP 3.1.1.5 �

α� LDAP 3.2 �í�σ≤C

2. �σ≤��D� Directory 3.2 w�M[cΓU]Windows NT ��A

�B�mb IBM Σ�⌠�G

http://www-4.ibm.com/software/network/directory/library/

3. �÷U�D�uw�B[cM�αv��C�π���pUG

ht tp : / /www-4. ibm.com/sof tware /network/di rec tory/ l ibrary/

publications/ldap32in/wparent.htm
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4. �i}����²AMß÷Uu�αvC

5. VU����D�u�α{s⌡�MOd�Ω�wv�l�Cbq

Policy Director 3.6 �α� 3.7 
A�{�O�n�C

6. uBJ 1vMuBJ 2vO�T�C�ε LDAP M DB2 ��C

7. uBJ 5v	�ú�÷≤�ε�s��T
�C

ª�]í��	N LDAP 3.2 �\w�b 3.1.1.5 WC

8. BJ 6 ºß�q¿	�u⌡��e≤svC

���P�D�u�α{s⌡�MOd�Ω�wv����≡C�

ΩWAPolicy Director b∩�⌡�ß�LkB@C]�AUC�B�

BJO�n�]��UCuq V3.1 �α� V3.2v�ñBJ 3 ��

sⁿOv�G

9. ��UCⁿO���⌡�G

MSDOS> copy
<install_directory>\etc\ldapV31\V3.modifiedschema
<install_directory>\etc

10. �� DMT uπ�τ���ß� LDAP Ω��i��C

��G

¶ �Q�Ow∩ WindowsCM�AUNIX iα���P��DC

¶ Solaris ¡xW�Ω���Γ�xsC

IBM DCE 3.1 ��{í 3 �MFu�z°A�v�O�

Θn�

�DG
UC�DiA�≤P
b Solaris W�� IBM DCE 3.1 � Policy Director

3.7C

�� pdadmin �u�zD
xvÑ�zuπ��∩�hA��Pu�z
°A�v(ivmgrd) �O
Θn�C

�MΦ�G
w� IBM DCE 3.1 ���{íi���O
Θn�C�o	Bw� IBM

DCE 3.1 �u��{í 3 (IDCE31-03)vC
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IBM DCE nΘ��G

http://www-4.ibm.com/software/network/dce/

��{í� 3G

http://www-4.ibm.com/software/network/dce/support/patches/
dce310/patchsummary_current.html
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WebSEAL ���M�µ�MΦk

¶ B�� WAP hDΣ�

¶ wRú�������b WebSEAL ��ñ

¶ CDSSO ���	Oy¿ WebSEAL o��D

B�� WAP hDΣ�
ϕz�� WebSEAL 	BSO�%ΣL� Proxy �hD°A��qH


AziHQ� WebSEAL �Σ�� HTTP over SSL 	OΦkC

�pAϕznb WAP ⌠�ñú��vA�
A�Φk�ϕ��C

1. �b iv.conf [c�� [wand] q¿ñΘJUC�[c
�G

use-http-auth-for-ssl = yes

2. [c enable-http-auth-forms 
�HKⁿwO�n��u≥�	Ov
�uϕµínJvC

�� iv.conf [c�ñ� [http-auth-headers] q¿A�ⁿw⌠≤S
O� HTTP �YA@�	OΩ�C

ϕzN WebSEAL ]w���í
AWebSEAL ��ñ SSL Ñq@�

IDAMß����� HTTP Ñq@��z≈εC�
� Tivoli SecureWay

Policy Director WebSEAL �zΓUAH�o÷≤o
	O≈ε���Ω

TC
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wRú�������b WebSEAL ��ñ

�DG
ϕzq���n²]DCE � LDAP�Rú���
AWebSEAL ���

�ñ������]pG����ú�Q�úC

�: ������O¡ε���n²�IsC

pGbRúbß
A����@�ñ�s²�Ñq@�A≥≤�Rú�

��A���iH�≥s²C

ϕRú���
Au�n²�ⁿvTCb@�ñ�s²�Ñq@�Ap

G������Xk��Ahú�d�n²Cn²d\]H�MRú�

bß�u�bs�nJ��e�����
A'�o�C

�µ�MΦkG
b���nXs²�Ñq@�ßA��ñ����QMúC

pGzOw"�z�A�B�n&Φ�εw"⌠�ñ����í�Az

iHbSw����w] WebSEAL ACL �hñ[J��AH�úMX

(T) \ivC

CDSSO ����Oy¿ WebSEAL o��D

�DG
pGb CDSSO ⌠�ñAq��zLq�������iµ∩⌠� A �

	OAMß��∩⌠� B ���AhO
Θn��� secmgrd
(WebSEAL) {�L�¿°C

�µ�MΦkG
n�� CDSSO \α�q��ú�zLq�������	O�l⌠�C

�pAu≥�	OvMuϕµínJvúOi	ⁿ�	OΦkC

�d�uTivoli Σ�ñ�v��o��M≤AHKe\zLq�����

�	OC
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NetSEAL ���M�µ�MΦk

¶ AIX ]���

¶ Solaris ��{í≥�nD

AIX ]
�

AIX ��]��@
�π���CzúαN NetSEAL [c�∩�
≡]

�]�pA1025 � 5000 d≥ñ�≡�C

pGzN NetSEAL [c�∩�
≡]�A����e⌠⌠suú�ó

�A��o°A�óh��C

Solaris ��{í≥�nD
NetSEAL ]��n Solaris ��s O/S ��{íC

O/S ��{í�≤G

http://sunsolve.Sun.COM

�d� Sunsolve ñ��eGuRecommended and Security patchesvC
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�zD�x���M�µ�MΦk

¶ �zD
x���M�µ	MΦk

�zD�x��
M�µ�MΦk
ϕz⌡µ Policy Director �zD
x]Windows ��
AHU�¡εM

°≤íA�G

¶ ∩≤ LDAP ���n²Aubß�z{ívúα�sMKW��u�

��vtm�A��{µs����ΣLs�����C

�µ	MΦk��±���C

¶ ∩≤ LDAP n²Abu	& GSO Ω
s�v�uGSO s��ev

�°e�ñA÷U u...v÷s�X{�ubß�z{ív�°e�A

��aXuGSO Ω
v�°e�CM�AuGSO Ω
v�°e�ú

�CX⌠≤Ω
C

��D��µ	MΦk�quGSO Ω
vtm�ñ�±Ω
C

¶ ∩≤ DCE n²AbaXu\ivv�°e�
ADCE SecRgy �°

e���uD
xv⌡XC���½kΣI∩us�v�

uPrincipalsvAMß÷UusWvAh]��uD
xv⌡XC

��Aí≈í�σ≤��/���≤s]�P�≤s�C

¶ z�∩�tm�½≤A'α�u½sπzv÷s��C�hANú

�⌡µ⌠≤½sπz��@C

¶ ∩≤ DCE n²Au��vMu½≤v�
PusΦ Principalv°í

ñ��PC

¶ ubß�z{ív�°e�ñ�u½≤vU�\αϕ�w��Cª

úú���°e�ñ�⌠≤\αϕ∩�Cª²e�OCXúΣ��

u�qⁿOv∩�A�BwQ�úC

¶ bu½≤�ív�°e�ñN ACL � POP s	�½≤A��≈

ACL P½≤
AuD
xv�S�&�C��@h�w¿\�¿C�

L&��D��µ	MΦk�½s��uD
xvC

¶ uD
xv�
�b��
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¶ uD
xv��½s��A'αε��@s���≤]�pAsW

��ú\iv���C

¶ pG½s[c PDRTE ���úP����n²�¼]�pAq DCE

���n²1½� LDAP ���n²�
AuD
xv��½sw

�C

66 3.7/3.7.1 �



LDAP ���M�µ�MΦk

¶ b[c LDAP 
AWebSEAL ��oú¡w

b[c LDAP �AWebSEAL ��oú¡w

I�G
∩≤ IBM LDAPAPolicy Director zL iv.conf [c�ñA[ldap] q¿
� auth-using-compare 
�A�ú�Wi	O�α�∩�C

�∩�∩ Netscape LDAP S�@�AWebSEAL �]���ñªC�


��í�σ≤b Tivoli SecureWay Policy Director Performance Tuning

Guide ñ�u4.2 �vC

auth-using-compare �w]��uyesvC∩≤ IBM LDAPAWebSEAL

iH���
�	B÷�w��⌡µC

�DG
M�Aϕb IBM LDAP ñN auth-using-compare ]w� unov
A

WebSEAL �]�I½�	Otⁿ��oú¡wC

��Aϕ Policy Director [cF Netscape LDAPAú�O��ñ

auth-using-compare 
�A�P����� WebSEAL ]�I½�	

Otⁿ��oú¡wC

�P��D�vT Policy Director ���� IBM LDAP q��C

�µ�MΦkG
�0∩ IBM LDAP N auth-using-compare ]w�unovC

∩≤ Netscape LDAP hS��µ	MΦkC

��{íUⁿN���ú��zC
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