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pGM	�� Tivoli Access Manager runtime environment (65 MB) �Xb@�A�

���p���í� 75 MBC

��zt�Od 100 MB ���í� WebSEAL Θx���C

v O�ΘG�� 64 MBC���� 256 MBC

��NG�B���� 64 MBA�ú]A	�º Tivoli Access Manager runtime

environment��D]�� 64 MB�Cn� 256 MB HW��O�Θ�A αú��

��αC

w�M≤

Web Security CD ]tUC WebSEAL nΘ�w�M≤G

v IBM Tivoli Access Manager WebSEAL

o�M≤ñ� WebSEAL °A�H
tm�C

v IBM Tivoli Access Manager WebSEAL ��{í}ouπc (ADK)
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o�M≤t� Tivoli Access Manageru≤⌠
�wA� (CDAS)vB Tivoli Access

Manageru≤⌠
∩M[c (CDMF)vAH
 Tivoli Access ManageruKXj	��v

�}o APIC

Web Security CD �]tUC	��nΘM≤G

v IBM Tivoli Access Manager runtime environment

v IBM SecureWay Directory Client

v IBM Global Security Toolkit

v IBM Tivoli Access Manager ADK

	�nΘ�D

WebSEAL O@�iw��⌡µ≤ Tivoli Access Manager w
⌠
���{íCz	

�²�� Tivoli Access Manager w
⌠
A αw� WebSEAL 
 WebSEAL ADKC

Tivoli Access Manager w
⌠
O≤w� Tivoli Access Manager Policy Server ���C

A�≤z@�t�� IBM Tivoli Access Manager Base CD ]t��h°A�C

HUU	�OQ
U� WebSEAL M≤�nΘ�DG

v � 2 ��yWebSEAL °A�	��Dz

v � 3 ��yWebSEAL ADK 	��Dz

WebSEAL °A����D

C@íx� WebSEAL °A��qúú	�w�
tmUC	�nΘG

v IBM Global Security Toolkit (GSKit)

v IBM SecureWay Directory Client

v IBM Tivoli Access Manager runtime environment

z	�²�� Tivoli Access Manager w
⌠
A αw� WebSEAL 
 WebSEAL

ADKCpGn��w
⌠
Ah�bP@íx� WebSEAL °A��qú
bt@í�

�qúWw�
tmUCnΘG

v IBM Tivoli Access Manager Policy Server

v Σ�� LDAP °A�Ap IBM SecureWay Directory

]�AWebSEAL °A��Γ�ípípG

1. P Tivoli Access Manager Policy Server P��bP@íqúW

2. P Tivoli Access Manager Policy Server �O�búPqúW

b�@�ípñA��� WebSEAL 	��Dbw�
tm�h°A��íú	�w�

¿Cbw��h°A�ºeA	�²w� IBM Tivoli Access Manager runtime

environmentBIBM SecureWay Directory Client H
 IBM Global Security ToolkitCH

o��tmΦííp WebSEAL �Au�w� WebSEALA�ú	w�ΣL⌠≤≥��

DC

b�G�ípñAz	�²Nqútm�{�� Tivoli Access Manager w
⌠
ñA

MßAw� WebSEAL °A�CpGnNqútm� Tivoli Access Manager w
⌠


ñAz	�w�
tmUCnΘG
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v IBM Global Security Toolkit (GSKit)

v IBM SecureWay Directory Client

v IBM Tivoli Access Manager runtime environment

tmHW≥��DßAKiw�
tm WebSEALC

IBM Tivoli Access Manager Web Security CD ]tF	�nΘC�@	�nΘM IBM

Tivoli Access Manager Base CD ]t�nΘO�
�P�]��
X@�@��CIBM

Tivoli Access Manager Web Security CD ñú����i²zú�s� IBM Tivoli

Access Manager Base CDA]iH�¿ WebSEAL �w�@�C

�: WebSEAL °A�ú� Tivoli Access Manager �v°A�YiB@C�@�v°

A�Oz@�t�º IBM Tivoli Access Manager Base �@í≈C

WebSEAL ADK ���D

z	�b WebSEAL ADK �b�qúWw�
tmUCnΘG

v IBM Global Security Toolkit

v IBM SecureWay Directory Client

v IBM Tivoli Access Manager runtime environment

v IBM Tivoli Access Manager ��{í}ouπc (ADK)

v IBM Tivoli Access Manager WebSEAL °A�

pGznw�
�� WebSEAL ADKAz	�²w�
tm WebSEAL °A�CnF

�o�"�Az	�²�¿HW� 2��yWebSEAL °A�	��Dz�í��≥�

�DC

��Az	�w� IBM Tivoli Access Manager ADKCADK bz@�t�� IBM Tivoli

Access Manager Base CD ñO@��O�M≤CWeb Security CD ]]to� ADKC

zi≤ IBM Tivoli Access Manager Base w�ΓUño�� ADK �π�w�ⁿ�C

� WebSEAL w�ΓUñ]�w�ⁿ�KnC

w�º[

�σ≤ú�T�w�ⁿ�Czi�
z∩ WebSEAL ���ípqñ∩�@�Aϕ�ⁿ

�AMßϕ�ⁿ���¿ WebSEAL �w�CHUU	ú�U�ⁿ���tKnG

v � 3 ��yw�s� WebSEAL °A�z

v � 4 ��y	�{�� WebSEAL °A�z

v � 4 ��y���÷w�{íz

w�s� WebSEAL °A�

pGznw�s� WebSEAL °A�A��¿� 2 �uw�
tm WebSEALvñ�

ⁿ�C

��í�p≤w�
tm WebSEAL °A�H
 WebSEAL ��{í}ouπc

(ADK)Ct�Aw∩p≤w� WebSEAL M WebSEAL ADK �nΘ�DA��]��

÷ⁿ�C
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��ñ�ⁿ�]�í�p≤��@�t��w���{í]p pkgaddBinstallpB
swinstall 
 InstallShield��iµw�Ctm WebSEAL �ⁿ��í�p≤�� Tivoli

Access Manager tm��{íC

ú���Az]i�� WebSEAL �÷w�ⁿnC�² A -u�÷w�ⁿnvñ��÷

w��í�C

��{�� WebSEAL °A�

WebSEAL w�nΘi²zN WebSEAL q� 3.8 
 3.9 �	��� 4.1 �CpGz

n�¿ WebSEAL °A��	�A�ϕ��T�uN WebSEAL q� 3.8 �	���

4.1 �v
�%�uN WebSEAL q� 3.9 �	��� 4.1 �vñ�ⁿ�C

�: 	� WebSEAL °A�ú�n�¿� 2 �uw�
tm WebSEALvñ�ⁿ�C

t�AzLk���² A -u�÷w�ⁿnvñ�ⁿ��	� WebSEAL °A�C

	�	�UC	�nΘA α�¿ WebSEAL �	�{	C

v IBM Global Security Toolkit

v IBM SecureWay Directory Client

v IBM Tivoli Access Manager runtime environment

WebSEAL �	�{	M Tivoli Access Manager Policy Server �	�{	÷YK$C

�T�uN WebSEAL q� 3.8 �	��� 4.1 �vM�%�uN WebSEAL q� 3.9

�	��� 4.1 �vñ�ⁿ�	�M IBM Tivoli Access Manager Base w�ΓUñ�

�h°A�	�ⁿ�tX��C

���÷w�{í

WebSEAL �ú���÷w�{íAi²z��[� WebSEAL °A�M WebSEAL

ADK �w�
tmt	C�÷w�{íú�@��í��	��A@���	M@�t

���{íºí� wrapper ñ�{íC�² A -u�÷w�ⁿnvñ�o�{í�í

�C

�÷w�{í�ú���	ú�tm WebSEALBWebSEAL ADK 
nΘ�D����

ΩTC����	ú��ΩTA�÷w�{íKi��w�
t WebSEALBWebSEAL

ADK 
nΘ�DC

b\h WebSEAL ípñAzúi���² A -u�÷w�ⁿnvñ�ⁿ��N	� 2

�uw�
tm WebSEALvñ�ⁿ�C

zLk���÷w�{íN WebSEAL q� 3.8 
 3.9 �	��� 4.1 �C
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� 2 � w��tm WebSEAL

��ú�Fw�
tm IBM Tivoli Access Manager WebSEAL (WebSEAL) M≤�ⁿ

�Ct�Aw∩p≤w� WebSEAL M≤�nΘ�DA��]ú�F�÷ⁿ�C

�: pGz Γq��� IBM Tivoli Access Manager �	� WebSEALA�ñL��C

��\� 23 ��� 4 �, yN WebSEAL q� 3.9 �	��� 4.1 �z
� 17

��� 3 �, yN WebSEAL q� 3.8 �	��� 4.1 �zC

WebSEAL ú��Γ�M≤�¿G

v WebSEAL °A�

v WebSEAL ��{í}ouπc (ADK)

úw� WebSEAL ADK ]iw� WebSEAL °A�CúLApGnw� WebSEAL

ADKA@wn²w� WebSEAL °A�C

bw�
tm Tivoli Access Manager runtime environment�A�n� WebSEAL °A

�M WebSEAL ADKC��Aw� IBM Tivoli Access Manager ADK �A��n

WebSEAL ADKC

WebSEAL °A�M WebSEAL ADK Γ	�	�M≤ú]tb Web Security CD ñC

��ñ�w�ⁿ��í�p≤w�C�	nM≤C

�: �÷ IBM Tivoli Access Manager runtime environmentM IBM Tivoli Access Manager

ADK �π�w�í�Ptm∩�A��\ IBM Tivoli Access Manager Base w�

ΓUC

���	í�p≤bC�Σ�� UNIX t�Ww�
tm WebSEAL °A�M

WebSEAL ADKC�²	��÷p≤bUNIX Ww� WebSEAL °A��í≈AA	�

÷p≤b UNIX Ww� WebSEAL ADK �í≈C

�÷p≤b Windows Ww�
tm WebSEAL °A�M WebSEAL ADK �ⁿ�ú]

tbP@	ñC

�: ú��ñ�ⁿ��Az]i�� WebSEAL �÷w�{íCp�ΣLΩTA��\

� 37���² A, y�÷w�ⁿnzC

HUU	C�úP�w�ⁿ�A��\A��ⁿ��w� WebSEALG

v � 5 ��yb UNIX Ww�
tm WebSEAL °A�z

v � 11��yb UNIX Ww� WebSEAL ADKz

v � 14��yb Windows Ww� WebSEAL °A�M WebSEAL ADKz

b UNIX Ww��tm WebSEAL °A�

�	�Oí�p≤bC�Σ�� UNIX ¡xWw� WebSEAL °A�C
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��A�	�tP@��	�í�p≤b UNIX Wtm WebSEAL °A�Ctm

WebSEAL °A��o@	iM�≤�� UNIX ¡xC

��¿HUU	CX�ⁿ��b UNIX t�Ww� WebSEAL °A�G

v � 6 ��yb Solaris Ww� WebSEAL °A�z

v � 7 ��yb AIX Ww� WebSEAL °A�z

v � 7 ��yb HP-UX Ww� WebSEAL °A�z

v � 8 ��yb Linux on zSeries Ww� WebSEAL °A�z

�¿HWU	ñ�w�ⁿ�ßA���U	ñ�ⁿ��tm WebSEAL °A�G

v � 9 ��yb UNIX Wtm WebSEAL °A�z

b Solaris Ww� WebSEAL °A�

iµ WebSEAL w�@��A	�N���úYMM≤tm�}BzC�²��

pkgadd NnΘM≤w�� Solaris WCMßA�� Tivoli Access Manager tm��

{í pdconfig �tm WebSEALC

�: w�
tm WebSEAL ºßApG�n½sw�Az	�²�útm��ú

WebSEAL M≤C��\� 31��� 5 �, y�útm
�ú WebSEALzC

pGznb Solaris Ww� WebSEAL °A�A��¿UCⁿ�G

1. H root ��	¡≈nJC

2. �≥iµºeAτ�ww�Fz� Solaris @�t�������
{íC��\

IBM Tivoli Access Manager for e-business Release NotesAH�o�π�nΘ	�Ω

TC

3. N IBM Tivoli Access Manager Web Security for Solaris CD �ⁿb /cdrom/cdrom0C

4. N"²$½� /cdrom/cdrom0/solarisC

5. PwoíqúO�wgtmF IBM Tivoli Access Manager runtime environmentCp

Goíqúww� Tivoli Access Manager Policy ServerA
	oíqúºew[J

Tivoli Access Manager w
⌠
ñANϕ�ªwtmruntime environmentC

6. pGoíqúwtmruntime environmentA�ñLo�BJA⌡�U@�BJC

pGoíqú�&tm IBM Tivoli Access Manager runtime environmentA��¿ IBM

Tivoli Access Manager Base w�ΓUñ�Aϕⁿ�A�w�
tm	�nΘC

7. ΘJUCⁿO�w� WebSEAL °A�M≤G

# pkgadd -d . PDWeb

�@hTº��zunH setuid/setgid w�o�M≤
HvC

8. ΣJ yAA÷U Enter ΣC

ϕt���zO�n�≥iµ�A�ΣJ yAA÷U Enter ΣC

���q CD �úYA�Bw��w�WC

o��X{@hTºAⁿX WebSEAL M≤�w�w�Q�¿Cpkgadd ��{í
HY
⌠C

9. �U�z	�tm WebSEAL °A�C�⌡�U@	G� 9 ��yb UNIX Wt

m WebSEAL °A�zC
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b AIX Ww� WebSEAL °A�

iµ WebSEAL w�@��A	�N���úYMM≤tm�}BzC�²��

installp ��{íNnΘM≤w�� AIX WCMßA�� Tivoli Access Manager t

m��{í pdconfig �tm WebSEALC

�: w�
tm WebSEAL ºßApG�n½sw�Az	�²�útm��ú

WebSEAL M≤C��\� 31��� 5 �, y�útm
�ú WebSEALzC

pGznb AIX Ww� WebSEAL °A�A��¿UCⁿ�G

1. H root ¡≈nJC

2. �≥iµºeAτ�ww�Fz� AIX @�t�������
{íC��\ IBM

Tivoli Access Manager for e-business Release NotesAH�o�π�nΘ	�ΩTC

3. PwoíqúO�wgtmF IBM Tivoli Access Manager runtime environmentCp

Goíqúww� Tivoli Access Manager Policy ServerA
	oíqúºew[J

Tivoli Access Manager w
⌠
ñANϕ�ªwtmruntime environmentC

4. pGoíqúwtmruntime environmentA�ñLo�BJA⌡�U@�BJC

pGoíqú�&tm IBM Tivoli Access Manager runtime environmentA��¿ IBM

Tivoli Access Manager Base w�ΓUñ�Aϕⁿ�A�w�
tm	�nΘG

5. ΘJUCⁿO�w� WebSEAL °A�M≤G

# installp -c -a -g -X -d . PDWeb.Web

∩� í�

–c Tw��"ewM�²&Tw�ⁿw≤sC

–a M�@�
h�nΘú�
≤sCoOw]�@Co�X�iP –c X�@��

�M�
Tww���≤s�nΘú�C

–g ��w�
Tw�Ao�X�����Oaw�
Twⁿw�nΘú��	�

�⌠≤nΘú�
≤sC

–X 
�XR⌠≤S�¼≈�í�iµw�@����t�C

–d ⁿwiHΣ�w�CΘ��mC

6. HYw� WebSEAL ��Cuw�Knvϕµ�u
Gv�q�ⁿX SUCCESSA

ϕ�w�Qaw�M≤C

7. �U�z	�tm WebSEAL °A�C�⌡�G� 9 ��yb UNIX Wtm

WebSEAL °A�zC

b HP-UX Ww� WebSEAL °A�

iµ WebSEAL w�@��A	�N���úYMM≤tm�}BzC�²��

swinstall NnΘM≤w�� HP-UX WCMßA�� Tivoli Access Manager tm�

�{í pdconfig �tm WebSEALC

�: w�
tm WebSEAL ºßApG�n½sw�Az	�²�útm��ú

WebSEAL M≤C��\� 31��� 5 �, y�útm
�ú WebSEALzC

pGznb HP-UX Ww� WebSEAL °A�A��¿UCⁿ�G

1. H root ��	¡≈nJC

� 2 � w�
tm WebSEAL 7



2. �≥iµºeAτ�ww�Fz� HP-UX @�t�������
{íC��\

IBM Tivoli Access Manager for e-business Release NotesAH�o�π�nΘ	�Ω

TC

3. N IBM Tivoli Access Manager Web Security for HP-UX CD íJ'�≈C��U

CⁿO��ⁿ CDG

# /usr/sbin/pfs_mount <mount-device> <mount-point>

	pG

# /usr/sbin/pfs_mount /dev/dsk/c0t0d0 /cdrom

4. N"²$½� hpC

5. PwoíqúO�wgtmF IBM Tivoli Access Manager runtime environmentCp

Goíqúww� Tivoli Access Manager Policy ServerA
	oíqúºew[J

Tivoli Access Manager w
⌠
ñANϕ�ªwtmruntime environmentC

6. pGoíqúwtmruntime environmentA�ñLo�BJA⌡�U@�BJC

pGoíqú�&tm IBM Tivoli Access Manager runtime environmentA��¿ IBM

Tivoli Access Manager Base w�ΓUñ�Aϕⁿ�A�w�
tm	�nΘG

7. ΘJUCⁿO�w� WebSEAL °A�M≤G

# swinstall -s /cdrom/hp PDWeb

o��X{@hTºAⁿX�RÑqwg�Q�¿CMß�X{t@hTºAⁿX

⌡µÑq!b}lC

���q CD �úYA�Bw��w�WCo��X{@hTºAⁿX⌡µÑqw

g�Q�¿C

swinstall ��{íHY
⌠C

8. �U�z	�tm WebSEAL °A�C�⌡�G� 9 ��yb UNIX Wtm

WebSEAL °A�zC

b Linux on zSeries Ww� WebSEAL °A�

iµ WebSEAL w�@��A	�N���úYMM≤tm�}BzC�²�� rpm
NnΘM≤w�� Linux WC��A�� Access Manager tm��{í pdconfig �
tm WebSEALC

�: w�
tm WebSEAL ºßApG�n½sw�Az	�²�útm��ú

WebSEAL M≤C��\� 31��� 5 �, y�útm
�ú WebSEALzC

pGznb Linux Ww� WebSEAL °A�A��¿UCⁿ�G

1. H root ��	¡≈nJC

2. �≥iµºeAτ�ww�Fz� Linux on zSeries @�t�������
{íC

��\ IBM Tivoli Access Manager for e-business Release NotesAH�o�π�n

Θ	�ΩTC

3. �o Access Manager WebSEAL for Linux on zSeries rpm ���s�v¡C��

NALinux on zSeries ��úΣ�s�'�≈C���UCΣñ@�Φk��o	n

���G

v N WebSEAL for Linux on zSeries ��ⁿJ�t@�u@�C�� ftpAN��
αe� Linux for zSeries ≈�W�"²C
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v N IBM Tivoli Access Manager for Linux on zSeries CD �ⁿbt@�u@�C

�� NFS q Linux on zSeries ≈�s�ªC

b CD WA WebSEAL ��bUC"²G

/zSeries

4. PwoíqúO�wgtmF IBM Tivoli Access Manager runtime environmentCp

Goíqúww� Tivoli Access Manager Policy ServerA
	oíqúºew[J

Tivoli Access Manager w
⌠
ñANϕ�ªwtmruntime environmentC

5. pGoíqúwtmruntime environmentA�ñLo�BJA��U@�BJC

pGoíqú�&tm IBM Tivoli Access Manager runtime environmentA��¿ IBM

Tivoli Access Manager Base w�ΓUñ�Aϕⁿ�A�w�
tm	�nΘG

6. ΘJUCⁿO�w� WebSEAL °A�M≤G

# rpm -i PDWeb-PD-4.1.0-0.s390.rpm

���q CD �úYA�Bw��w�WC rpm ��{íHY
⌠C

7. �U�z	�tm WebSEAL °A�C�⌡�G� 9 ��yb UNIX Wtm

WebSEAL °A�zC

b UNIX Wtm WebSEAL °A�

�� Tivoli Access Manager tm��{í pdconfigAb UNIX ¡xWtm

WebSEALCb�� UNIX ¡xWAWebSEAL °A��tmBJú@�C

pGznb UNIX t�Wtm WebSEAL °A�A��¿UCⁿ�G

1. H root ¡≈Ab UNIX Shell ú�ñΘJUCⁿOG

# pdconfig

���X{uAccess Manager for e-business ]w\αϕvC

Access Manager for e-business ]w\αϕ

1. tmM≤
2. �útmM≤
3. π�tm¼A
x. �⌠

�∩�\αϕ�� [x]G

2. ΣJ 1 ∩�tmM≤C

���X{uAccess Manager for e-business tm\αϕvC

Access Manager for e-business tm\αϕ

1. Access Manager WebSEAL tm
x. �� Access Manager for e-business ]w\αϕ

�∩�\αϕ�� [x]G

3. ΣJNϕ Access Manager WebSEAL tm�\αϕ
XC

���X{uAccess Manager WebSEAL for e-business ]w\αϕvC

Access Manager WebSEAL for e-business ]w\αϕ

1. tm
2. π�tm¼A
x. �⌠

�∩�\αϕ�� [x]G

� 2 � w�
tm WebSEAL 9



4. ΣJ 1 ∩�tmAA÷U Enter ΣC

���X{ú�AnDzΘJuTivoli Access Manager �z	v�KXC

5. ΘJ sec_master �KXC

�°���N��GpGz½�ΘJú!T�KXAziα�	�HU�	T

ºG��G�bßw��ΩwA]���nJó��h�CpGo��¼pA�

�o!T�KXAÑ¡�	²Ωw¼A�úAMßA½s	� pdconfigC

o�qú�ú�z	� WebSEAL °A�M LDAP °A�ºí� SSL qTC

6. ΣJ y]O�
 n]��Ab Access Manager °A�P LDAP °A�í	� SSL

qTC

zTwnb Access Manager °A�P LDAP °A�ºí�� SSL qT� (y/n) [O]H

pGznO@ WebSEAL Ω	P LDAP °A�ºí� SSL qTA�⌡�BJ 7C

pGzúnO@ WebSEAL Ω	P LDAP °A�ºí� SSL qTA�⌡�BJ

8C

7. �bznO@ WebSEAL Ω	P LDAP °A�ºí� SSL qT�A ΣJ y

]O�C�ΣJUCΩT]C@�n²ßA�÷U Enter Σ�G

�ΘJ LDAP SSL �ß�≈����mG
�ΘJ SSL �ß�����]pG
�n���G
�ΘJ LDAP SSL �ß�≈��KXG
�ΘJ LDAP °A� SSL ≡�G

q
����q�Oú�n�Co���u�bN LDAP °A�tm¿nD�ß�

��� �nCq�ALDAP °A�u�n°A�����CpGz� LDAP °

A�ú�n�ß����AziHbo�ú�ñ÷U Enter ΣC

w] LDAP °A�≡� 636C

8. �bzúnO@ WebSEAL Ω	P LDAP °A�ºí� SSL qT�A ΣJ n

]��C÷U Enter ΣC

9. �d Web °A��tm�C�∩�n	≤��Cbjí��ípUAziH�ⁿ

w]�Co�e�W�X{HU�∩��G

��d Web °A�tmG
1. �� TCP HTTPH Yes
2. HTTP ≡ 80
3. �� HTTPSH Yes
4. HTTPS ≡ 443
5. Web σ≤��² /opt/pdweb/www/docs
a. �ⁿtm��≥w�
x. �⌠w�
�∩�n�≤���G

�: pGznboíqúW⌡µΣL⌠≤ Web °A�]p IBM HTTP Server�A

�T{o�°A�� TCP HTTP ≡P WebSEAL TCP HTTP ≡S��≡Cq

�ApG≡
o��≡Apdconfig ��{í�����≡A�BN≡
∩�[
jC

10. Twtm�
!TßA�ΣJr( aAϕ�n�ⁿtm��≥w�C÷U Enter ΣC

tm WebSEAL °A���X{�h¼ATºC

tm�¿��X{@h¼ATºAⁿX WebSEAL °A�YN	�C

11. ÷U Enter Σ�≥⌡µC
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���X{uAccess Manager WebSEAL for e-business ]w\αϕvC

12. ÷U Enter Σ∩�w]∩� xAH
⌠��{íC

�: Tivoli Access Manager WebSEAL Σ�bC@D≈W�h� WebSEAL °A��Ω

	C��\ IBM Tivoli Access Manager WebSEAL Administrator’s GuideAH�o

tmh� WebSEAL °A�Ω	��÷ΩTC

b UNIX Ww� WebSEAL ADK
�	C�@�ⁿ�AiDzp≤bC�Σ�� UNIX ¡xWw� WebSEAL ADKC

WebSEAL ADK �nww� IBM Tivoli Access Manager ADKC

�: w� WebSEAL ADK ºeA@wn²w� WebSEAL °A�CpGz�&boí

qúWw� WebSEAL °A�A�⌡�� 5 ��yb UNIX Ww�
tm

WebSEAL °A�z

HUU	C�úP�w�ⁿ�A��\A��ⁿ��w� WebSEAL ADKG

v � 11 ��yb Solaris Ww� WebSEAL ADKz

v � 12 ��yb AIX Ww� WebSEAL ADKz

v � 12 ��yb HP-UX Ww� WebSEAL ADKz

v � 13 ��yb Linux on zSeries Ww� WebSEAL ADKz

b Solaris Ww� WebSEAL ADK
pGznb Solaris Ww� WebSEAL ADKA��¿UCⁿ�G

1. τ�O�wgw�
tm WebSEAL °A�M≤C

pG�Sw� WebSEAL °A�A��¿� 6��yb Solaris Ww� WebSEAL

°A�zñ�ⁿ�C

2. τ�UCΩTG

v zOH root ¡≈nJC

v IBM Tivoli Access Manager Web Security for Solaris CD w�ⁿ≤

/cdrom/cdrom0C

v {µ"²O /cdrom/cdrom0/solarisC

3. WebSEAL ADK �n²w� IBM Tivoli Access Manager ADKCpGww�F IBM

Tivoli Access Manager ADKA�ñLo�BJCpG"e�&w� IBM Tivoli Access

Manager ADKA�ΘJUCⁿOG

# pkgadd -d . PDAuthADK

ϕt���zO�n�≥iµ�A�ΣJ yAA÷U Enter ΣC���q CD �ú

YA�Bw��w�WCo��X{@h¼ATºAⁿX IBM Tivoli Access Manager

ADK M≤�w�w�Q�¿Cpkgadd ��{íHY
⌠C

4. ΘJUCⁿO�w� WebSEAL ADKG

# pkgadd -d . PDWebADK

ϕt���zO�n�≥iµ�A�ΣJ yAA÷U Enter ΣC���q CD �ú

YA�Bw��w�WCo��X{@h¼ATºAⁿX WebSEAL ADK M≤�w

�w�Q�¿Cpkgadd ��{íHY
⌠C
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WebSEAL ADK ú�niµ⌠≤tmCo�N�¿ WebSEAL ADK �w�FC

b AIX Ww� WebSEAL ADK
pGznb AIX Ww� WebSEAL ADKA��¿UCⁿ�G

1. τ�O�wgw�
tm WebSEAL °A�M≤C

pG�Sw� WebSEAL °A�A��¿� 7 ��yb AIX Ww� WebSEAL °

A�zñ�ⁿ�C

2. TwzOH root ¡≈nJAB IBM Tivoli Access Manager Web Security for AIX

CD b'�≈ñC

3. WebSEAL ADK �n²w� IBM Tivoli Access Manager ADKCpGww�F IBM

Tivoli Access Manager ADKA�ñLo�BJCpG"e�&w� IBM Tivoli Access

Manager ADKA�ΘJUCⁿOG

# installp -c -a -g -X -d . PD.AuthADK

HYNw� ADK ��Cuw�Knvϕµ�u
Gv�q�ⁿX SUCCESSAϕ�

w�Qaw�M≤C

∩� í�

–c Tw��"ewM�²&Tw�ⁿw≤sC

–a M�@�
h�nΘú�
≤sCoOw]�@Co�X�iP –c X�@��

�M�
Tww���≤s�nΘú�C

–g ��w�
Tw�Ao�X�����Oaw�
Twⁿw�nΘú��	�

�⌠≤nΘú�
≤sC

–X 
�XR⌠≤S�¼≈�í�iµw�@����t�C

–d ⁿwiHΣ�w�CΘ��mC

4. ΘJUCⁿO�w� WebSEAL ADKG

# installp -c -a -g -X -d . PDWeb.ADK

HYNw� WebSEAL ADK ��Cuw�Knvϕµ�u
Gv�q�ⁿX

SUCCESSAϕ�w�Qaw�M≤C

WebSEAL ADK ú�niµ⌠≤tmCo�N�¿ WebSEAL ADK �w�FC

b HP-UX Ww� WebSEAL ADK
pGznb HP-UX Ww� WebSEAL ADKA��¿UCⁿ�G

1. τ�O�wgw�
tm WebSEAL °A�M≤C

pG�Sw� WebSEAL °A�A��¿� 7 ��yb HP-UX Ww� WebSEAL

°A�zñ�ⁿ�C

2. τ�UCΩTG

v zOH root ¡≈nJC

v w�ⁿ IBM Tivoli Access Manager Web Security for HP-UX CDCpG�S�

ⁿ CDA�ΘJUCⁿOG

# /usr/sbin/pfs_mount <mount-device> <mount-point>

	pG
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# /usr/sbin/pfs_mount /dev/dsk/c0t0d0 /cdrom

v {µu@"²O /cdrom/hpC

3. WebSEAL ADK �n²w� IBM Tivoli Access Manager ADKCpGww�F IBM

Tivoli Access Manager ADKA�ñLo�BJCpG"e�&w� IBM Tivoli Access

Manager ADKA�ΘJUCⁿOG

# swinstall -s /cdrom/hp PDAuthADK

ϕt���zO�n�≥iµ�A�ΣJ yAA÷U Enter ΣC���q CD �ú

YA�Bw��w�WCo��X{@h¼ATºAⁿX IBM Tivoli Access Manager

ADK M≤�w�w�Q�¿Cswinstall ��{íHY
⌠C

4. ΘJUCⁿO�w� WebSEAL ADKG

# swinstall -s /cdrom/hp PDWebADK

ϕt���zO�n�≥iµ�A�ΣJ yAA÷U Enter ΣC���q CD �ú

YA�Bw��w�WCo��X{@h¼ATºAⁿX IBM Tivoli Access Manager

WebSEAL ADK M≤�w�w�Q�¿Cswinstall ��{íHY
⌠C

WebSEAL ADK ú�niµ⌠≤tmCo�N�¿ WebSEAL ADK �w�FC

b Linux on zSeries Ww� WebSEAL ADK
pGznw� WebSEAL ADKA��¿UCⁿ�G

1. τ�O�wgw�
tm WebSEAL °A�M≤C

pG�Sw� WebSEAL °A�A��¿� 8��yb Linux on zSeries Ww�

WebSEAL °A�zñ�ⁿ�C

2. τ�UCΩTG

v zOH root ¡≈nJC

v ziHq IBM Tivoli Access Manager Web Security for Linux on zSeries CD s

� rpm M≤C��NAo� CD Lk�ⁿ≤ Linux for zSeries ≈�WCp�s

�ⁿ�A��\� 5��yb UNIX Ww�
tm WebSEAL °A�zC

w�M≤�≤ CD W� /zSeries "²ñC

3. WebSEAL ADK �n²w� IBM Tivoli Access Manager ADKCpGww�F IBM

Tivoli Access Manager ADKA�ñLo�BJCpG"e�&w� IBM Tivoli Access

Manager ADKA�ΘJUCⁿOG

# rpm -i PDAuthADK*.rpm

���q CD �úYA�Bw��w�WC rpm ��{íHY
⌠C

4. ΘJUCⁿO�w� WebSEAL ADKG

# rpm -i PDWebADK-PD-4.1.0-0.s390.rpm

���q CD �úYA�Bw��w�WC rpm ��{íHY
⌠C

WebSEAL ADK ú�niµ⌠≤tmCo�N�¿ WebSEAL ADK �w�FC
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b Windows Ww� WebSEAL °A�M WebSEAL ADK
iµ WebSEAL w�@��A	�N���úYMM≤tm�}BzC�Q�

InstallShield {í�w� WebSEAL ��C��A�� pdconfig tm��{í�t
m WebSEAL °A�C

�: w�
tm WebSEAL ºßApG�n½sw�Az	�²�útm��ú

WebSEAL M≤C��\� 31��� 5 �, y�útm
�ú WebSEALzC

pGnb Windows Ww�
tm WebSEALA��¿UCⁿ�G

1. Hπ� Windows �z	M�v���	¡≈nJ Windows ⌠
C

2. �≥iµºeAτ�ww�Fz� Windows @�t�������
{íC��

\ IBM Tivoli Access Manager for e-business Release NotesAH�o�π�nΘ	

�ΩTC

3. N IBM Tivoli Access Manager Web Security for Windows CD íJ'�≈C

4. PwoíqúO�wgtmF IBM Tivoli Access Manager runtime environmentC

pGoíqúww� IBM Tivoli Access Manager Policy ServerA
	oíqúº

ew[J Tivoli Access Manager w
⌠
ñANϕ�ªwtmruntime environmentC

5. pGoíqúwtmruntime environmentA�ñLo�BJA⌡�U@�BJC

pGoíqú�&tm IBM Tivoli Access Manager runtime environmentA��¿

IBM Tivoli Access Manager Base w�ΓUñ�Aϕⁿ�A�w�
tm	�nΘG

��ApGQnw� WebSEAL ADKAz	�w�	�� IBM Tivoli Access

Manager ADKC��\ IBM Tivoli Access Manager Base w�ΓUAH�o�π

ⁿ�C

6. ÷ΓUHU���⌡µ WebSEAL InstallShield w�{í]ΣñAUCⁿO�r
( E: Nϕ'�≈�G

E:\Windows\PolicyDirector\Disk Images\Disk1\WebSEAL\Disk Images\Disk 1\setup.exe

o��X{u∩�w�yÑv∩��C

7. ∩�Aϕ�yÑAMß÷@UTwC

���	� InstallShield {íA�X{uw∩��v∩��C

8. ÷@UU@BC

���X{u�vX
v∩��C

9. ÷@UOA�ⁿu�vX
vC

o��X{u∩�"��mv∩��C

10. �ⁿw]�
÷@Us²�ⁿw	N�mC÷@UU@BC

���X{u∩��≤v∩��C

11. ∩�znw��M≤��∩�G

v PDWeb

o�M≤ñ� WebSEAL °A�M��{íC�
w]�A�w²∩�o�M

≤C

v PDWebADK

�@M≤]t WebSEAL ��{í}ouπc (ADK)CpGnw�o�M≤A

z	�∩�o��∩�Cz	�²w� PDAuthADKAMß iHw�
PDWebADK M≤CpG&²w� PDAuthADKANLkw� PDWebADKC
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12. ÷@UU@BC

�∩M≤���HY�úY���ñCo��X{@hTºAⁿXo�M≤wg

w��ªC

13. ÷@U�¿�
⌠ InstallShield {íC

14. �U�z	�tm WebSEAL °A�C�⌡�G� 15 ��yb Windows Wtm

WebSEAL °A�zC

b Windows Wtm WebSEAL °A�

pGzntm WebSEAL °A�A��¿UCⁿ�CWebSEAL ADK ú�niµ⌠≤

tmC

1. Hπ� Windows �z	M�v���	¡≈nJ Windows ⌠
C

2. ∩�}l > {í� > Access Manager for e-business > tmC

���X{uAccess Manager for e-business tmv∩��C

3. ∩� Access Manager WebSEALAA÷@UtmC

���X{uAccess Manager WebSEAL for e-business tmv∩��C

4. ∩�uw] WebSEALvAA÷@UtmC

���X{uAccess Manager �z	KXv∩��C

5. ΘJ sec_master �KXAA÷@UTwC

�°���N��GpGz½�ΘJú!T�KXAziα�	�HU�	T

ºG��G�bßw��ΩwA]�nJó��h�CpGo��¼pA��o

!T�KXAÑ¡�	²Ωw¼A�úAMßA½s	�tm{íC

6. o��X{uP LDAP °A�iµ SSL qTv∩��C

pGznO@ WebSEAL P LDAP °A�ºí� SSL qTA�⌡�BJ 7C

pGzúnO@ WebSEAL P LDAP °A�ºí� SSL qTA�⌡�BJ 8C

7. �bznO@ WebSEAL P LDAP °A�ºí� SSL qTA �∩uOvC

a. ΘJ LDAP �ß� SSL ΩTG

v �≤ SSL �Ñ�≡


v ≈�Ω	w����π⌠��m

v ����

v ≈�Ω	w���KX

b. ÷@UTwC

c. ���X{uHTTP �ev∩��C��BJ 9C

8. �bzúnO@ WebSEAL P LDAP °A�ºí� SSL qTA �∩u�vC

÷@UTwC

���X{uHTTP �ev∩��C�≥iµBJ 9C

9. ∩�
�°∩�e\úw�� TCP HTTP s��∩�CpGze\úw
� TCP

HTTP s�A�ⁿw≡
Cbjí��ípUAq�úiH�ⁿw]≡
 80CpG

≡
o��≡Apdconfig ��{í�����≡A�BN≡
∩�[jC

10. ∩�
�°∩�e\ HTTPS s��∩�CpGze\ HTTPS s�A�ⁿw≡


Cbjí��ípUAq�úiH�ⁿw]≡
 443CpG≡
o��≡A

pdconfig ��{í�����≡A�BN≡
∩�[jC÷@UTwC
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���X{¼ATºtm Tivoli Access Manager WebSEALCtm�¿��X{¼

ATºAⁿXtmw�Q�¿C���X{uAccess Manager WebSEAL for

e-business tmv∩��C

11. ÷@U÷¼C

���X{uAccess Manager for e-business tmv∩��C

12. ÷@U÷¼C

o�Nb Windows W�¿ WebSEAL �tmFC

�: Tivoli Access Manager WebSEAL Σ�bC@D≈W�h� WebSEAL °A��Ω

	C��\ IBM Tivoli Access Manager WebSEAL Administrator’s GuideAH�o

tmh� WebSEAL °A�Ω	��÷ΩTC
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� 3 � N WebSEAL q� 3.8 �
��� 4.1 �

IBM Tivoli Access Manager (Tivoli Access Manager) Σ�N IBM Tivoli Access Manager

WebSEAL (WebSEAL) q� 3.8 
 3.9 �	��� 4.1 �C���í�p≤N� 3.8

�� WebSEAL °A�	��� 4.1 �C

�: pGOnw�s� WebSEAL °A�A���í��úA�C��\� 5��� 2

�, yw�
tm WebSEALzCpGz Γq� 3.9 �	��� 4.1 �A�ñL

��C��\� 23��� 4 �, yN WebSEAL q� 3.9 �	��� 4.1 �zC

�: ��\ Tivoli Σ�⌠�W� IBM Tivoli Access Manager for e-business Release

NotesAHF� WebSEAL 	�{	iα�¡εC

biH∩ WebSEAL ��UC	�{	ºeAz	�TwUC Tivoli Access Manager

�≤w	��� 4.1 �G

v IBM Global Security Toolkit (GSKit)

v IBM SecureWay Directory Client

v IBM Tivoli Access Manager runtime environment

��\ IBM Tivoli Access Manager Base w�ΓUAH�oNo��≤	��� 4.1 �

�ⁿ�C

b Solaris W
� WebSEAL
pGnb Solaris W	� WebSEAL °A�A��¿UCⁿ�G

1. H root ��	¡≈nJC

2. Tw Tivoli Access Manager w
⌠
i	� WebSEALG

a. Tww
⌠
� Tivoli Access Manager Policy Server w	��� 4.1 �C

b. Tw Tivoli Access Manager Policy Server b⌡µñABziMªs�CziH

⌡µd	 pdadmin ⁿO��¿��@C	pG

# pdadmin
# login -a sec_master -p password
pdadmin> acl list

pGzLknJA�&�≥ WebSEAL 	�@�C�²�MnJ�DA�≥C

3. �ε WebSEAL °A�C�ΘJUCⁿOG

# /usr/bin/pdweb stop

4. N IBM Tivoli Access Manager Web Security for Solaris CD �ⁿbG

/cdrom/cdrom0

5. N"²$½�G

/cdrom/cdrom0/solaris

6. �o Tivoli Access Manager migrate.conf ��Co����≤ CD ñ�UC�mG

<mount-point>/solaris/migrate/migrate.conf

a. N migrate.conf �s�G
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/tmp/migrate.conf

b. sΦ migrate.confA�[Jzw
⌠
� sec_master KXC

pdadmin-login = sec_master
pdadmin-pwd = <sec_master_password>

�∩ migrate.conf ñ�ΣL�"��w]�C

7. Twz�≤ solaris "²C

# cd <mount-point>/solaris

8. ΘJUCⁿO�w� WebSEAL °A�M≤G

# pkgadd -a /<mount-point>/solaris/pddefault -d . PDWeb

���q CD �úYA�Bw��w�WC

o��X{@hTºAⁿX	�!biµC

o��X{@hTºAⁿX WebSEAL M≤�w�w�Q�¿Cpkgadd ��{í
HY
⌠C

WebSEAL °A����½s	�C

9. pGznboíqúW	� WebSEAL ADKA�≤{bw�C

WebSEAL ADK 	�� IBM Tivoli Access Manager ��{í}ouπc (ADK)

 i⌡µCΓ� ADK M≤ú]tb Web Security CD ñCpGz�&w�� 4.1

�� IBM Tivoli Access Manager ADKA��Yw�C��� pkgadd w�C@�
M≤G

# pkgadd -a <mount_point>/solaris/pddefault -d . PDAuthADK

# pkgadd -a <mount_point>/solaris/pddefault -d . PDWebADK

���q CD �úYA�Bw��w�WCo��X{@hTºAⁿX WebSEAL

ADK M≤�w�w�Q�¿Cpkgadd ��{íHY
⌠C

IBM Tivoli Access Manager ADK M≤M WebSEAL ADK M≤úú�n⌠≤tm

BJC

b Solaris WN WebSEAL q� 3.8 �	��� 4.1 ��@�w�¿C

zú�n⌡µ pdconfig �tm WebSEALCWebSEAL ������ 3.8 ��tmΩ

TC�l webseald.conf tm�]t�z�q�tm]w�NOdU�A�BH� 4.1

�q¿
��[H≤sC

b AIX W
� WebSEAL
pGnb AIX W	� WebSEAL °A�A��¿UCⁿ�G

1. H root ��	¡≈nJC

2. Tw Tivoli Access Manager w
⌠
i	� WebSEALG

a. Tww
⌠
� Tivoli Access Manager Policy Server w	��� 4.1 �C

b. Tw Tivoli Access Manager Policy Server b⌡µñABziMªs�CziH

⌡µd	 pdadmin ⁿO��¿��@C	pG
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# pdadmin
# login -a sec_master -p password
pdadmin> acl list

pGzLknJA�&�≥ WebSEAL 	�@�C�²�MnJ�DA�≥C

3. �ε WebSEAL °A�C�ΘJUCⁿOG

# /usr/bin/pdweb stop

4. �ⁿ IBM Tivoli Access Manager Web Security for AIX CDC

5. N"²$½�G

<mount-point>/usr/sys/inst.images

6. �o Tivoli Access Manager migrate.conf ��Co����≤ CD ñ�UC�mG

<mount-point>/usr/sys/inst.images/migrate/migrate.conf

a. N migrate.conf �s�G

/tmp/migrate.conf

b. sΦ migrate.confA�[Jzw
⌠
� sec_master KXC

pdadmin-login = sec_master
pdadmin-pwd = <sec_master_password>

�∩ migrate.conf ñ�ΣL�"��w]�C

7. Twz�≤ inst.images "²C

# cd <mount-point>/usr/sys/inst.images

8. ΘJUCⁿO�w� WebSEAL °A�M≤G

# installp -c -a -X -F -d . PDWeb.Web

���q CD �úYA�Bw��w�WC

uw�Knv�u
Gv�q�ⁿX SUCCESSAϕ�w�Qaw�M≤C

installp ��{íHY
⌠C

WebSEAL °A����½s	�C

9. pGznboíqúW	� WebSEAL ADKA�≤{bw�C

WebSEAL ADK 	�� IBM Tivoli Access Manager ��{í}ouπc (ADK)

 i⌡µCΓ� ADK M≤ú]tb Web Security CD ñCpGz�&w�� 4.1

�� IBM Tivoli Access Manager ADKA��Yw�C��� installp w�C@�
M≤G

# installp -c -a -X -F -d . PDAuthADK

# installp -c -a -X -F -d . PDWebADK

���q CD �úYA�Bw��w�WC

uw�Knv�u
Gv�q�ⁿX SUCCESSAϕ�w�Qaw�M≤C

installp ��{íHY
⌠C

IBM Tivoli Access Manager ADK M≤M WebSEAL ADK M≤úú�n⌠≤tm

BJC

o�Nb AIX W�¿ WebSEAL �	�FC
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zú�n⌡µ pdconfig �tm WebSEALCWebSEAL ������ 3.8 ��tmΩ

TC�l webseald.conf tm�]t�z�q�tm]w�NOdU�A�BH� 4.1

�q¿
��[H≤sC

b HP-UX W
� WebSEAL
pGznb HP-UX W	� WebSEALA��¿UCⁿ�G

1. H root ��	¡≈nJC

2. Tw Tivoli Access Manager w
⌠
i	� WebSEALG

a. Tww
⌠
� Tivoli Access Manager Policy Server w	��� 4.1 �C

b. Tw Tivoli Access Manager Policy Server b⌡µñABziMªs�CziH

⌡µd	 pdadmin ⁿO��¿��@C	pG

# pdadmin
# login -a sec_master -p password
pdadmin> acl list

pGzLknJA�&�≥ WebSEAL 	�@�C�²�MnJ�DA�≥C

3. N WebSEAL ��≈��Ω	w
KX⌠
��s��s"²G

# cp /var/pdweb/www/certs/pdsrv.kdb /<temporary-directory>
# cp /var/pdweb/www/certs/pdsrv.sth /<temporary-directory>

4. ΘJUCⁿOG

# cd /opt/pdweb/.configure
# touch upgrade38

5. �ε WebSEAL °A�C�ΘJUCⁿOG

# /usr/bin/pdweb stop

6. �ⁿ IBM Tivoli Access Manager Web Security for HP-UX CDG

# /usr/sbin/pfs_mount <mount-device> <mount-point>

	pG

# /usr/sbin/pfs_mount /dev/dsk/c0t0d0 /cdrom

7. �o Tivoli Access Manager migrate.conf ��Co����≤ CD ñ�UC�

mG

<mount-point>/hp/migrate/migrate.conf

a. N migrate.conf �s�G

/tmp/migrate.conf

b. sΦ migrate.confA�[Jzw
⌠
� sec_master KXC

pdadmin-login = sec_master
pdadmin-pwd = <sec_master_password>

�∩ migrate.conf ñ�ΣL�"��w]�C

8. Twz�≤ hp "²C

# cd <mount-point>/hp

9. �� swinstall ��{íw� WebSEAL °A�M≤G

# swinstall -s <mount-point>/hp PDWeb
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o��X{@hTºAⁿX�RÑqwg�Q�¿C���q CD �úYA�Bw

��w�WC

o��X{@hTºAⁿX⌡µÑqwg�Q�¿Cswinstall ��{íHY
⌠C

10. pGznboíqúW�� WebSEAL ��{í}ouπc (ADK)A�≤{bw

�CpGzún��ªA�ñL�BJA�⌡�U@BJC

WebSEAL ADK 	�� Tivoli Access Manager ADK  α⌡µCoΓ� ADK M

≤ú±b WebSEAL CD WC

a. �� swinstall w� Tivoli Access Manager ADKG

# swinstall -s /mount_point/hp PDAuthADK

�RÑq�Q�¿�Ae�W�X{@h¼ATºC��HY�úY�w�

WC⌡µÑq�Q�¿�Ae�W�X{@h¼ATºCswinstall ��{íH
Y
⌠C

Tivoli Access Manager ADK M≤ú�n⌠≤tmC

b. �� swinstall w� WebSEAL ADKG

# swinstall -s /mount_point/hp PDWebADK

�RÑq�Q�¿�Ae�W�X{@h¼ATºC��HY�úY�w�

WC⌡µÑq�Q�¿�Ae�W�X{@h¼ATºCswinstall ��{íH
Y
⌠C

WebSEAL ADK M≤ú�n⌠≤tmC

11. b}l	� WebSEAL ºeA²��zOdº� 3.8 �� WebSEAL ���G

# cp /<temporary-directory>/pdsrv.kdb /opt/pdweb/www/certs/pdsrv.kdb
# cp /<temporary-directory>/pdsrv.sth /opt/pdweb/www/certs/pdsrv.sth

12. ⌡µ WebSEAL 	� ScriptG

# cd /opt/pdweb/sbin
# PDWeb_upgrade

�: 	�ºßAswlist ⁿOiα(�π� Policy Director WebSEAL 3.8.0 �MµC

ziH
ñ�@�"CWebSEAL 3.8 �Gi��w	��� 4.1 �C

IBM Tivoli Access Manager ADK M≤M WebSEAL ADK M≤úú�n⌠≤tmB

JC

o�Nb HP-UX W�¿ WebSEAL �	�FC

zú�n⌡µ pdconfig �tm WebSEALCWebSEAL ������ 3.8 ��tmΩ

TC�l webseald.conf tm�]t�z�q�tm]w�NOdU�A�BH� 4.1

�q¿
��[H≤sC

b Windows W
� WebSEAL
pGznb Windows W	� WebSEALA��¿UCⁿ�G

1. Hπ� Windows �z	M�v���	¡≈nJ Windows ⌠
C

2. Tw Tivoli Access Manager w
⌠
i	� WebSEALG

a. Tww
⌠
� Tivoli Access Manager Policy Server w	��� 4.1 �C
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b. Tw Tivoli Access Manager Policy Server b⌡µñABziMªs�CziH

⌡µd	 pdadmin ⁿO��¿��@C	pG

MSDOS> pdadmin
MSDOS> login -a sec_master -p password
pdadmin> acl list

pGzLknJA�&�≥ WebSEAL 	�@�C�²�MnJ�DA�≥C

3. Tw WebSEAL °A�úb⌡µñC��A�����ε WebSEAL °A�C

4. N IBM Tivoli Access Manager Web Security for Windows CD íJ'�≈C

5. q Web Security CD �o Tivoli Access Manager migrate.conf �Co����

≤ CD ñ�UC�mG

E:\Windows\migrate\migrate.conf

a. N migrate.conf �s�G

%TEMP%\migrate.conf

pGz&]w %TEMP%A�N migrate.conf ±J %TMP% ñC

b. sΦ migrate.confA�[Jzw
⌠
� sec_master KXC

pdadmin-login = sec_master
pdadmin-pwd = sec_master_password

�∩ migrate.conf ñ�ΣL�"��w]�C

6. ⌡µ WebSEAL w�{í]ΣñAUCⁿO�r( E: Nϕ'�≈�G

MSDOS> E:\Windows\PolicyDirector\Disk Images\Disk1\WebSEAL\Disk Images\Disk1\setup.exe

o��X{u∩�w�yÑv∩��C

7. ∩�Aϕ�yÑAMß÷@UTwC

���	� InstallShield {íC

8. ÷@U�¿�
⌠w�{íC

WebSEAL ���	�C

o�Nb Windows W�¿ WebSEAL �	�FC

zú�n⌡µ pdconfig �tm WebSEALCWebSEAL ������ 3.8 ��tmΩ

TC�l webseald.conf tm�]t�z�q�tm]w�NOdU�A�BH� 4.1

�q¿
��[H≤sC
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� 4 � N WebSEAL q� 3.9 �
��� 4.1 �

IBM Tivoli Access Manager (Tivoli Access Manager) Σ�N IBM Tivoli Access Manager

WebSEAL (WebSEAL) qq� 3.8 
 3.9 �	��� 4.1 �C���í�p≤N� 3.9

�� WebSEAL °A�	��� 4.1 �C

�: pGOnw�s� WebSEAL °A�A���í��úA�C��\� 5��� 2

�, yw�
tm WebSEALzCpGz Γq� 3.8 �	��� 4.1 �A�ñL

��C��\� 17��� 3 �, yN WebSEAL q� 3.8 �	��� 4.1 �zC

�: ��\ Tivoli Σ�⌠�W� IBM Tivoli Access Manager for e-business Release

NotesAHF� WebSEAL 	�{	iα�¡εC

biH∩ WebSEAL ��UC	�{	ºeAz	�TwUC Tivoli Access Manager

�≤w	��� 4.1 �G

v IBM Global Security Toolkit (GSKit)

v IBM SecureWay Directory Client

v IBM Tivoli Access Manager runtime environment

��\ IBM Tivoli Access Manager Base w�ΓUAH�oNo��≤	��� 4.1 �

�ⁿ�C

b Solaris W
� WebSEAL
pGnb Solaris W	� WebSEAL °A�A��¿UCⁿ�G

1. H root ��	¡≈nJC

2. Tw Tivoli Access Manager w
⌠
i	� WebSEALG

a. Tww
⌠
� Tivoli Access Manager Policy Server w	��� 4.1 �C

b. Tw Tivoli Access Manager Policy Server b⌡µñABziMªs�CziH

⌡µd	 pdadmin ⁿO��¿��@C	pG

# pdadmin
# login -a sec_master -p password
pdadmin> acl list

pGzLknJA�&�≥ WebSEAL 	�@�C�²�MnJ�DA�≥C

3. �ε WebSEAL °A�C�ΘJUCⁿOG

# /usr/bin/pdweb stop

4. N IBM Tivoli Access Manager Web Security for Solaris CD �ⁿbG

/cdrom/cdrom0

5. Twz�≤ solaris "²C

# cd <mount-point>/solaris

6. ΘJUCⁿO�w� WebSEAL °A�M≤G

# pkgadd -a /<mount-point>/solaris/pddefault -d . PDWeb

���q CD �úYA�Bw��w�WC

© Copyright IBM Corp. 1999, 2002 23



o��X{@hTºAⁿX	�!biµC

o��X{@hTºAⁿX WebSEAL M≤�w�w�Q�¿Cpkgadd ��{í
HY
⌠C

WebSEAL °A����½s	�C

7. pGznboíqúW	� WebSEAL ADKA�≤{bw�C

WebSEAL ADK 	�� IBM Tivoli Access Manager ��{í}ouπc (ADK)

 i⌡µCΓ� ADK M≤ú]tb Web Security CD ñCpGz�&w�� 4.1

�� IBM Tivoli Access Manager ADKA��Yw�C��� pkgadd �Ow�o
Γ�M≤G

# pkgadd -a <mount_point>/solaris/pddefault -d . PDAuthADK

# pkgadd -a <mount_point>/solaris/pddefault -d . PDWebADK

���q CD �úYA�Bw��w�WCo��X{@hTºAⁿX WebSEAL

ADK M≤�w�w�Q�¿Cpkgadd ��{íHY
⌠C

IBM Tivoli Access Manager ADK M≤M WebSEAL ADK M≤úú�n⌠≤tm

BJC

b Solaris WN WebSEAL q� 3.9 �	��� 4.1 ��@�w�¿C

zú�n⌡µ pdconfig �tm WebSEALC WebSEAL ������ 3.9 ��tm

ΩTC�l webseald.conf tm�]t�z�q�tm]w�NOdU�A�BH� 4.1

�q¿
��[H≤sC

b AIX W
� WebSEAL
pGnb AIX W	� WebSEAL °A�A��¿UCⁿ�G

1. H root ��	¡≈nJC

2. Tw Tivoli Access Manager w
⌠
i	� WebSEALG

a. Tww
⌠
� Tivoli Access Manager Policy Server w	��� 4.1 �C

b. Tw Tivoli Access Manager Policy Server b⌡µñABziMªs�CziH

⌡µd	 pdadmin ⁿO��¿��@C	pG

# pdadmin
# login -a sec_master -p password
pdadmin> acl list

pGzLknJA�&�≥ WebSEAL 	�@�C�²�MnJ�DA�≥C

3. �ε WebSEAL °A�C�ΘJUCⁿOG

# /usr/bin/pdweb stop

4. �ⁿ IBM Tivoli Access Manager Web Security for AIX CDC

5. Twz�≤ inst.images "²C

# cd <mount-point>/usr/sys/inst.images

6. ΘJUCⁿO�w� WebSEAL °A�M≤G

# installp -c -a -X -F -d . PDWeb.Web

���q CD �úYA�Bw��w�WC
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uw�Knv�u
Gv�q�ⁿX SUCCESSAϕ�w�Qaw�M≤C

installp ��{íHY
⌠C

WebSEAL °A����½s	�C

7. pGznboíqúW	� WebSEAL ADKA�≤{bw�C

WebSEAL ADK 	�� IBM Tivoli Access Manager ��{í}ouπc (ADK)

 i⌡µCΓ� ADK M≤ú]tb Web Security CD ñCpGz�&w�� 4.1

�� IBM Tivoli Access Manager ADKA��Yw�C��� installp w�C@�
M≤G

# installp -c -a -X -F -d . PDAuthADK

# installp -c -a -X -F -d . PDWebADK

���q CD �úYA�Bw��w�WC

uw�Knv�u
Gv�q�ⁿX SUCCESSAϕ�w�Qaw�M≤C

installp ��{íHY
⌠C

IBM Tivoli Access Manager ADK M≤M WebSEAL ADK M≤úú�n⌠≤tm

BJC

o�Nb AIX W�¿ WebSEAL �	�FC

zú�n⌡µ pdconfig �tm WebSEALC WebSEAL ������ 3.9 ��tm

ΩTC�l webseald.conf tm�]t�z�q�tm]w�NOdU�A�BH� 4.1

�q¿
��[H≤sC

b HP-UX W
� WebSEAL
pGznb HP-UX W	� WebSEALA��¿UCⁿ�G

1. H root ��	¡≈nJC

2. Tw Tivoli Access Manager w
⌠
i	� WebSEALG

a. Tww
⌠
� Tivoli Access Manager Policy Server w	��� 4.1 �C

b. Tw Tivoli Access Manager Policy Server b⌡µñABziMªs�CziH

⌡µd	 pdadmin ⁿO��¿��@C	pG

# pdadmin
# login -a sec_master -p password
pdadmin> acl list

pGzLknJA�&�≥ WebSEAL 	�@�C�²�MnJ�DA�≥C

3. N WebSEAL ��≈��Ω	w
KX⌠
��s��s"²G

# cp /var/pdweb/www/certs/pdsrv.kdb /<temporary-directory>
# cp /var/pdweb/www/certs/pdsrv.sth /<temporary-directory>

4. ΘJUCⁿOG

# cd /opt/pdweb/.configure
# touch upgrade39

5. �ε WebSEAL °A�C�ΘJUCⁿOG

# /usr/bin/pdweb stop
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6. �ⁿ IBM Tivoli Access Manager Web Security for HP-UX CDG

# /usr/sbin/pfs_mount <mount-device> <mount-point>

	pG

# /usr/sbin/pfs_mount /dev/dsk/c0t0d0 /cdrom

7. Twz�≤ hp "²C

# cd <mount-point>/hp

8. �� swinstall ��{íw� WebSEAL °A�M≤G

# swinstall -s <mount-point>/hp PDWeb

o��X{@hTºAⁿX�RÑqwg�Q�¿C���q CD �úYA�Bw

��w�WC

o��X{@hTºAⁿX⌡µÑqwg�Q�¿Cswinstall ��{íHY
⌠C

9. pGznboíqúW�� WebSEAL ��{í}ouπc (ADK)A�≤{bw

�CpGzún��ªA�ñL�BJA�⌡�U@BJC

WebSEAL ADK 	�� Tivoli Access Manager ADK  α⌡µCoΓ� ADK M

≤ú±b WebSEAL CD WC

a. �� swinstall w� Tivoli Access Manager ADKG

# swinstall -s /mount_point/hp PDAuthADK

�RÑq�Q�¿�Ae�W�X{@h¼ATºC��HY�úY�w�

WC⌡µÑq�Q�¿�Ae�W�X{@h¼ATºCswinstall ��{íH
Y
⌠C

Tivoli Access Manager ADK M≤ú�n⌠≤tmC

b. �� swinstall w� WebSEAL ADKG

# swinstall -s /mount_point/hp PDWebADK

�RÑq�Q�¿�Ae�W�X{@h¼ATºC��HY�úY�w�

WC⌡µÑq�Q�¿�Ae�W�X{@h¼ATºCswinstall ��{íH
Y
⌠C

WebSEAL ADK M≤ú�n⌠≤tmC

10. b}l	� WebSEAL ºeA²��zOdº� 3.9 �� WebSEAL ���G

# cp /<temporary-directory>/pdsrv.kdb /opt/pdweb/www/certs/pdsrv.kdb
# cp /<temporary-directory>/pdsrv.sth /opt/pdweb/www/certs/pdsrv.sth

11. ⌡µ WebSEAL 	� ScriptG

# cd /opt/pdweb/sbin
# PDWeb_upgrade

�: 	�ºßAswlist ⁿOiα(�π� Policy Director WebSEAL 3.9.0 �MµC

ziH
ñ�@�"CWebSEAL 3.9 �Gi��w	��� 4.1 �C

IBM Tivoli Access Manager ADK M≤M WebSEAL ADK M≤úú�n⌠≤tmB

JC

o�Nb HP-UX W�¿ WebSEAL �	�FC
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zú�n⌡µ pdconfig �tm WebSEALC WebSEAL ������ 3.9 ��tm

ΩTC�l webseald.conf tm�]t�z�q�tm]w�NOdU�A�BH� 4.1

�q¿
��[H≤sC

b Linux on zSeries W
� WebSEAL
pGnb Linux on zSeries W	� WebSEAL °A�A��¿UCⁿ�G

1. H root ��	¡≈nJC

2. Tw Tivoli Access Manager w
⌠
i	� WebSEALG

a. Tww
⌠
� Tivoli Access Manager Policy Server w	��� 4.1 �C

b. Tw Tivoli Access Manager Policy Server b⌡µñABziMªs�CziH

⌡µd	 pdadmin ⁿO��¿��@C	pG

# pdadmin
# login -a sec_master -p password
pdadmin> acl list

pGzLknJA�&�≥ WebSEAL 	�@�C�²�MnJ�DA�≥C

3. N WebSEAL ��≈��Ω	w
KX⌠
��s��s"²G

# cp /var/pdweb/www/certs/pdsrv.kdb /tmp
# cp /var/pdweb/www/certs/pdsrv.sth /tmp

4. ΘJUCⁿOG

# cd /opt/pdweb/.configure
# touch upgrade39

5. �ε WebSEAL °A�C�ΘJUCⁿOG

# /usr/bin/pdweb stop

6. �o Access Manager WebSEAL for Linux on zSeries rpm ���s�v¡C�

�NALinux on zSeries ��úΣ�s�'�≈C���UCΣñ@�Φk��o

	n���G

v N WebSEAL for Linux on zSeries ��ⁿJ�t@�u@�C�� ftpAN�
�αe� Linux for zSeries ≈�W�"²C

v N IBM Tivoli Access Manager for Linux on zSeries CD �ⁿbt@�u@�C

�� NFS q Linux on zSeries ≈�s�ªC

b CD WA WebSEAL ��bUC"²G

/zSeries

7. �� rpm ��{íw� WebSEAL °A�M≤G

# rpm -U PDWeb-PD-4.1.0-0.s390.rpm

���q CD �úYA�Bw��w�WC

rpm ��{íHY
⌠C

8. pGznboíqúW�� WebSEAL ��{í}ouπc (ADK)A�≤{bw

�CpGzún��ªA�ñL�BJA�⌡�U@BJC

WebSEAL ADK 	�� Tivoli Access Manager ADK  α⌡µCoΓ� ADK M

≤ú±b WebSEAL CD WC

a. �� rpm w� Tivoli Access Manager ADKG

# rpm -U PDAuthADK-PD-4.1.0-0.s390.rpm
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��HY�úY�w�WCrpm ��{íHY
⌠C

Tivoli Access Manager ADK M≤ú�n⌠≤tmC

b. �� rpm w� WebSEAL ADKG

# rpm -U PDWebADK-PD-4.1.0-0.s390.rpm

��HY�úY�w�WCrpm ��{íHY
⌠C

WebSEAL ADK M≤ú�n⌠≤tmC

9. b}l	� WebSEAL ºeA²��zOdº� 3.9 �� WebSEAL ���G

# cp /<temporary-directory>/pdsrv.kdb /opt/pdweb/www/certs/pdsrv.kdb
# cp /<temporary-directory>/pdsrv.sth /opt/pdweb/www/certs/pdsrv.sth

10. ⌡µ WebSEAL 	� ScriptG

# cd /opt/pdweb/sbin
# ./PDWeb_upgrade

���X{TºAⁿXw�Qa	�M≤�	�F°A�C

11. τ� WebSEAL O�!b⌡µñG

# ./pd_start status
Access Manager °A�
°A� w�� ⌡µñ
___________________________________

webseald O O

b Windows W
� WebSEAL
pGznb Windows W	� WebSEALA��¿UCⁿ�G

1. Hπ� Windows �z	M�v���	¡≈nJ Windows ⌠
C

2. Tw Tivoli Access Manager w
⌠
i	� WebSEALG

a. Tww
⌠
� Tivoli Access Manager Policy Server w	��� 4.1 �C

b. Tw Tivoli Access Manager Policy Server b⌡µñABziMªs�CziH

⌡µd	 pdadmin ⁿO��¿��@C	pG

MSDOS> pdadmin
MSDOS> login -a sec_master -p password
pdadmin> acl list

pGzLknJA�&�≥ WebSEAL 	�@�C�²�MnJ�DA�≥C

3. Tw WebSEAL °A�úb⌡µñC��A�����ε WebSEAL °A�C

4. N IBM Tivoli Access Manager Web Security for Windows CD íJ'�≈C

5. ⌡µ WebSEAL w�{í]ΣñAUCⁿO�r( E: Nϕ'�≈�G

MSDOS> E:\Windows\PolicyDirector\Disk Images\Disk1\WebSEAL\Disk Images\Disk1\setup.exe

o��X{u∩�w�yÑv∩��C

6. ∩�Aϕ�yÑAMß÷@UTwC

���	� InstallShield {íC

7. ÷@U�¿�
⌠w�{íC

WebSEAL ���	�C
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o�Nb Windows W�¿ WebSEAL �	�FC

zú�n⌡µ pdconfig �tm WebSEALC WebSEAL ������ 3.9 ��tm

ΩTC�l webseald.conf tm�]t�z�q�tm]w�NOdU�A�BH� 4.1

�q¿
��[H≤sC
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� 5 � �útm��ú WebSEAL

��í�p≤�útm WebSEAL M WebSEAL ADK ��úoΓ�nΘC

�: �útm WebSEALA��ΩT]�q WebSEAL Junction Ω	wñ�úC�Tw

ΩTS�Od�	nßANª�úC

WebSEAL 	�� IBM Tivoli Access Manager runtime environment α⌡µC���

&í�p≤�úruntime environmentCpGn�úruntime environmentA�ϕ� IBM Tivoli

Access Manager Base w�ΓUñ�í�C

WebSEAL ��útm
�ú{	�Γ�BJC�²Az	��� pdconfig ��{íA
qw
⌠
�útm WebSEALC��AzNiH��¡xSw���{íAqw��

ú WebSEAL ��C

pGn�útm WebSEALA��¿UCΣñ@	�CX�ⁿ�G

v yb UNIX W�útm WebSEALz

v � 32��yb Windows W�útm WebSEALz

pGn�ú WebSEAL ��A��¿UCΣñ@	�CX�ⁿ�G

v � 33��yq Solaris �ú WebSEALz

v � 33��yq AIX �ú WebSEALz

v � 34��yq HP-UX �ú WebSEALz

v � 34��yq Linux on zSeries �ú WebSEALz

v � 35��yq Windows �ú WebSEALz

b UNIX W�útm WebSEAL
�� pdconfig tm��{í��útm WebSEAL

1. H root ¡≈nJC

2. 	� pdconfig tm��{íG

# pdconfig

���X{uAccess Manager for e-business ]w\αϕvC

Access Manager for e-business ]w\αϕ

1. tmM≤
2. �útmM≤
3. π�tm¼A
x. �⌠

�∩�\αϕ�� [x]G

3. ΣJ 2 ∩��útmM≤C

���X{uAccess Manager for e-business �útm\αϕvC

4. ΣJ Access Manager WebSEAL �útm�\αϕ
XC

���X{uAccess Manager WebSEAL for e-business ]w\αϕvC
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5. ΣJ 2��útmC

���X{uAccess Manager WebSEAL for e-business �útm\αϕvC

6. ΣJ 1 �∩�w] WebSEAL °A�C

�: pGz�t�tmt�h� WebSEAL Ω	Ahz	�²�ú��Ω	AMß

 α�útmw] WebSEAL °A�CpG&ϕ��@��	ANX{@h�

	Tº�izC

���X{ú�AnDzΘJuTivoli Access Manager �z	v�KXC

7. ΘJ sec_master �KXC

o��X{@tC�¼ATºCo�Tº�OⁿXG!b�°°A��tmB!

bMúΘx�H
!b¼�ΘX�ICo���ε WebSEAL °A�A��X{�

ß@hTºAⁿX�útmw�Q�¿C

8. ÷U Enter ΣC

o�N�¿�útmFC

���X{uAccess Manager WebSEAL for e-business ]w\αϕvC

9. ΣJ x H
⌠ pdconfig ��{íC

10. �≥iµAϕ��qAHq UNIX t��ú WebSEAL ��C

b Windows W�útm WebSEAL
�� pdconfig tm��{í��útm WebSEAL

pGnb Windows W�útm WebSEAL M WebSEAL ADKA��¿UCⁿ�G

1. Hπ��z	M�v� Windows ��	nJC

2. ÷@U}l > {í� > Access Manager for e-business > tmC

���X{uAccess Manager for e-business tmv∩��C

3. ∩� Access Manager WebSEALAA÷@U�útmC

���X{uAccess Manager WebSEAL for e-business tmv∩��C

4. ∩�w] WebSEALAA÷@U�útmC

���X{uAccess Manager �z	KXv∩��C

5. ΘJ sec_master �KXC÷@UTwC

�@hTºAⁿXt�!b�útm WebSEALC���X{uAccess Manager

WebSEAL for e-business tmv∩��C

6. �τ�zwg�útm WebSEALCuw] WebSEALv�tm¼A�C��

u�vC

7. ÷@U÷¼C

���X{uAccess Manager for e-business tmv∩��C

8. ÷@U÷¼C

9. �≥iµAϕ��qAHq Windows t��ú WebSEAL ��C
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q Solaris �ú WebSEAL
�� pkgrm q Solaris �ú WebSEAL �C

�: zú��útm WebSEAL ADKAYi�úΣ��C

1. H root ¡≈nJC

2. ∩�UCΣñ@�ⁿOG

v pGn�ú WebSEAL ADKA�ΘJUCⁿOG

# pkgrm PDWebADK

v pGn�ú WebSEALA�ΘJUCⁿOG

# pkgrm PDWeb

�: z	�²�ú PDWebADKA α�ú PDWebC

v pGnP��ú WebSEAL M WebSEAL ADKA�ΘJUCⁿOG

# pkgrm PDWeb PDWebADK

o��X{ú�AnDzT{O�n�úz∩��M≤C

3. ΣJ yC

�@hTº��zun�≥�úo�M≤
vC

4. ΣJ yC

¼ATºHYv@CXQ�ú���C

b postremove Script ⌡µßA�X{@h¼ATºAⁿXnΘM≤��ú@�w�Q

�¿C

pkgrm ��{íHY
⌠Co�N�¿�∩M≤��ú@�FC

pGzn�ú IBM Tivoli Access Manager runtime environmentA�ϕ� IBM Tivoli

Access Manager Base w�ΓUñ�ⁿ�C

q AIX �ú WebSEAL
�� installp q AIX �ú WebSEAL �C

�: zú��útm WebSEAL ADKAYi�úΣ��C

1. H root ¡≈nJC

2. ∩�UCΣñ@�ⁿOG

v pGn�ú WebSEAL ADKA�ΘJUCⁿOG

# installp -u PDWeb.ADK

v pGn�ú WebSEALA�ΘJUCⁿOG

# installp -u PDWeb.Web

∩� í�

–u qt��úⁿw�nΘú�AH
ª�⌠≤ww��≤s�"C

�: z	�²�ú PDWebADKA α�ú PDWebC
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3. t�HY�ú WebSEAL ��Auw�Knvϕµ�u
Gv�q�ⁿX

SUCCESSAϕ�w�Qa�úC@�M≤C

o�N�¿ WebSEAL ��ú@�FC

pGzn�ú IBM Tivoli Access Manager runtime environmentA�ϕ� IBM Tivoli

Access Manager Base w�ΓUñ�ⁿ�C

q HP-UX �ú WebSEAL
�� swremove q HP-UX �ú WebSEAL �C

�: zú��útm WebSEAL ADKAYi�úΣ��C

1. H root ¡≈nJC

2. ∩�UCΣñ@�ⁿOG

v pGn�ú WebSEAL ADKA�ΘJUCⁿOG

# swremove PDWebADK

v pGn�ú WebSEALA�ΘJUCⁿOG

# swremove PDWeb

�: WebSEAL ADK 	�� WebSEAL  α⌡µCϕ WebSEAL ADK (bt

�W�A�&
��ú WebSEALC�²�ú WebSEAL ADKC

w∩C��ú∩�At�ú�π�@tC�¼ATºCo��X{@h¼ATºA

ⁿX�RÑqwg�Q�¿C swremove ��{í�N WebSEAL ��qw�ñ

�úC

�ú@��¿�Aswremove ��{íK�
⌠C

o�Nb HP-UX W�¿ WebSEAL ��ú@�FC

pGzn�ú IBM Tivoli Access Manager runtime environmentA�ϕ� IBM Tivoli

Access Manager Base w�ΓUñ�ⁿ�C

q Linux on zSeries �ú WebSEAL
�� rpm q Linux on zSeries �ú WebSEAL �C

�: zú��útm WebSEAL ADKAYi�úΣ��C

1. H root ¡≈nJC

2. ∩�UCΣñ@�ⁿOG

v pGn�ú WebSEAL ADKA�ΘJUCⁿOG

# rpm -e PDWebADK-PD-4.1.0-0

�: �²Az	��ú WebSEAL ADKAMß α�Qa�ú WebSEALC

v pGn�ú WebSEALA�ΘJUCⁿOG

# rpm -e PDWeb-PD-4.1.0-0

v pGnP��ú WebSEAL ADK 
 WebSEALA�ΘJUCⁿO]M≤)��C

��	ú�ú�⌠≤tº�G
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# rpm -e PDWebADK-PD-4.1.0-0 PDWeb-PD-4.1.0-0

ú��T{�ú�∩M≤�Tº
¼AX{C rpm ��{íHY
⌠C

o�N�¿�∩M≤��ú@�FC

pGzn�ú IBM Tivoli Access Manager runtime environmentA�ϕ� IBM Tivoli

Access Manager Base w�ΓUñ�í�C

q Windows �ú WebSEAL
Windows ¡xW� WebSEAL �Γ��≤�¿GWebSEAL M WebSEAL ADKCzi

HNΓ��≤
í�úA]iHu�ú WebSEAL ADK �≤C

pGzMwn�ú WebSEAL °A�At�K����ú WebSEAL ADKC

HUU	C�úPⁿ�A�ϕ�A��ⁿ��iµ�ú@�G

v � 35 ��yP��ú WebSEAL M WebSEAL ADKz

v � 35 ��y��ú WebSEAL ADKz

P��ú WebSEAL M WebSEAL ADK
�� Windows sW/�ú{í������úC�M≤���C

pGnb Windows W�ú WebSEAL M WebSEAL ADKA��¿UCⁿ�G

1. ÷@UsW/�ú{í��C

2. ∩� Access Manager WebSEALC

3. ÷@U�≤/�úC

o��X{u∩�w�yÑv∩��C

4. ∩�@�yÑAMß÷@UTwC

5. ∩��úΩsC÷U@BC

���X{uT{�úw�v∩��C

6. ÷@UTwC

t�HY�ú WebSEAL ��A��ú WebSEAL ADK ���C

���X{u�@�¿v∩��C

7. ÷@U�¿C

o�N�¿ WebSEAL ��ú@�FC

pGzn�ú IBM Tivoli Access Manager runtime environmentA�ϕ� IBM Tivoli

Access Manager Base w�ΓUñ�Aϕⁿ�C

��ú WebSEAL ADK
ziHu�ú WebSEAL ADKA�ú�ú WebSEAL °A���C

�: �ú WebSEAL ADK ���ºeAú	²�úª�tmC

pGzuQb Windows W�ú WebSEAL ADKA��¿UCⁿ�G

1. ÷@UsW/�ú{í��C
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2. ∩� Tivoli Access Manager WebSEALC

3. ÷@U�≤/�úC

o��X{u∩�w�yÑv∩��C

4. ∩�@�yÑAMß÷@UTwC

5. ∩��∩ΩsC÷U@BC

���X{u∩��≤v∩��C

6. Mú PDWebADKs ��∩�C

�: ϕzMúo��∩�ßA InstallShield �N��≤ⁿw�n�ú��≤C

7. ÷@UU@BC

t�HY�ú WebSEAL ADK ���C

8. ÷@U�¿�
⌠�{íC

o�Nb Windows W�¿ WebSEAL ADK ��ú@�FC
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�² A. �÷w�ⁿn

IBM Tivoli Access Manager WebSEAL ú�F�÷w�{íAzi��w��tm

WebSEALB WebSEAL ADK H
	�nΘCziH���÷w�{íAN	@�t�

��{í]p pkgaddBinstallpB swinstall 
 InstallShield�A�w� WebSEAL


 WebSEAL ADKC

�÷w�{í�e{@�r�¼�e���	���@�t���{íH
 pdconfig
tm��{íCb UNIX ¡xñA�÷w�{íO@� Shell ScriptFb Windows ñA

�÷w�{íhO@�σ��C

�÷w�{í�ú���	ú�w�
tm WebSEALBWebSEAL ADK 
	�nΘ�

���ΩTCt�A�÷w�{í]�A�ú�w]�C

��	ú�	n�tm�ßA�÷w�{íK�w�
tm WebSEALBWebSEAL ADK


	�nΘA�
ú�H��JC

�÷w�{í�N��	ú��tmΩTxsb@�W� response ��Ω	�ñCHß

niµw��A�÷w�{íKiq���¬�tm]wAú	Aú���	ú�t

mΩTC��o�\αAKi��D¼�í�í
��]w�í�⌡µ�÷w�{

íC

WebSEAL �÷w�{íA�≤U�ípípCziHNo�ípM�h°A���÷

w�{í�XAN WebSEAL �tw�
tm�µ@t�� Tivoli Access Manager w


⌠
ñCo��kSOA�≤�¼}oB��{í}oB��
i�Ñ��C

t�A�÷w�{í]i��íph� WebSEAL °A�Cb�ípUA���Ki�

�[típ@�C��AWebSEAL ADK �÷w�{í]�AX���t]w

WebSEAL }o⌠�C

�: zLk���÷w� Script N WebSEAL q� 3.8 
 3.9 �	��� 4.1 �C

WebSEAL �÷w�{í

WebSEAL CD W�UC�÷w�{íG

UNIXG

v ezinstall_pdweb

v ezinstall_pdwebadk

v ezinstall_pdrte

v ezinstall_pdauthadk

WindowsG

v ezinstall_pdweb.bat

v ezinstall_pdwebadk.bat

v ezinstall_pdrte.bat
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v ezinstall_pdauthadk.bat

ziHb IBM Tivoli Access Manager Web Security CD ��"²ñΣ��÷w�{íC

ezinstall_pdrte {íi��w� WebSEAL M WebSEAL ADK ���nΘ�DC

ezinstall_pdauthadk {íi��w� WebSEAL ADK ���nΘ�DC

ezinstall_pdweb M ezinstall_pdwebadk Script i��A�Is ezinstall_pdrteC
�z	b⌡µ ezinstall_pdweb 
 ezinstall_pdwebadk ºeAú	²⌡µ
ezinstall_pdrteC

p� ezinstall_pdrte M ezinstall_pdauthadk {í��÷ΩTA��\ IBM Tivoli

Access Manager Base w�ΓUC

HUU	�Oí� WebSEAL w� ScriptG

v � 38 ��y�� WebSEAL �÷w�{íz

v � 39 ��y�� WebSEAL ADK �÷w�{íz

�� WebSEAL �÷w�{í

WebSEAL w�{í ezinstall_pdweb (ezinstall_pdweb.bat) i��w�UCnΘG

v IBM Global Security Toolkit

v IBM SecureWay Directory Client

v IBM Tivoli Access Manager runtime environment

v IBM Tivoli Access Manager WebSEAL

@δ�ÑAezinstall_pdweb {íA�≤UCΣñ@�ípG

v ��s� Tivoli Access Manager w
⌠
AHK�� WebSEAL �O@ Web ¼Ω

�C

b�ípUA@íqúiP�x� Tivoli Access Manager Policy Server M WebSEAL

°A�C�h°A��@�∩���÷w�{íAW� ezinstall_pdmgrCz��²
�� ezinstall_pdmgr �w�
tm�h°A�CMßA�� ezinstall_pdweb �
w�
tm WebSEALC

ezinstall_pdmgr {í]tbz@�t�� IBM Tivoli Access Manager Base CD ñC

pGn��o�{íA��\ IBM Tivoli Access Manager Base w�ΓUñ�í�C

v N WebSEAL °A�[J@íww�
tm�h°A��qúWC

b�ípUAϕ�wg�� Tivoli Access Manager w
⌠
A{bz	�XR⌠


w
�AQ� WebSEAL �O@ Web ¼�Ω�Cun⌡µ ezinstall_pdwebAKi
F¿o�"�C�÷w�{í�ú���	ú� WebSEAL �w�
tmΩTC

v bNsqú[J Tivoli Access Manager w
⌠
�AsW WebSEAL °A�C

b�ípUAWebSEAL °A�	�b@íúx��h°A��qúW⌡µAMßA

zL⌠⌠P���h°A�iµqTCß⌠�@ñΓ�qú	�w�
tm IBM

Tivoli Access Manager runtime environmentA α��M���h°A�ºí�qTC

oOw� WebSEAL ����≥��DC

WebSEAL �÷w� Script ezinstall_pdweb �²��O�ww�
tmnruntime

environmentC

pG�Stmruntime environmentAezinstall_pdweb ���Is ezinstall_pdrte �
w�
tmUCnΘG
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– IBM Global Security Toolkit

– IBM SecureWay Directory Client

– IBM Tivoli Access Manager runtime environment

pGzww�runtime environmentA ezinstall_pdweb �ñLo�BJA��iµ
WebSEAL �w�
tm@�C

�� WebSEAL ADK �÷w�{í

WebSEAL w�{í ezinstall_pdwebadk (ezinstall_pdwebadk.bat) i��w�U
CnΘG

v IBM Global Security Toolkit

v IBM SecureWay Directory Client

v IBM Tivoli Access Manager runtime environment

v IBM Tivoli Access Manager ADK

v IBM Tivoli Access Manager WebSEAL

v IBM Tivoli Access Manager WebSEAL ADK

@δ�ÑAezinstall_pdwebadk {íA�≤UCΣñ@�ípG

v b��s� Tivoli Access Manager w
⌠
�w� WebSEAL }o⌠�AHK��

WebSEAL �O@ Web ¼�Ω�C

b�ípUA@íqúiP�x� Tivoli Access Manager Policy ServerBWebSEAL

°A�H
 WebSEAL ADKC�h°A��@�∩���÷w�{íAW�

ezinstall_pdmgrCz��²�� ezinstall_pdmgr �w�
tm�h°A�A��
A�� ezinstall_pdwebadk �w�
tm WebSEAL M WebSEAL ADKC

�: u�b Windows NT WA	�²⌡µ ezinstall_pdweb.bat �w� WebSEAL

°A�AMßA⌡µ ezinstall_pdwebadk.bat �w� WebSEAL ADKCb

Windows 2000 
�� UNIX ¡xWAu�⌡µ ezinstall_pdwebadk.bat Ki
P�w� WebSEAL M WebSEAL ADKC

WebSEAL ADK 	�� IBM Tivoli Access Manager ADK M≤ α⌡µC�@M

≤�≤ IBM Tivoli Access Manager Web Security CD ñABπ��v��÷w�

{í ezinstall_pdauthadkCpG ADK �&w�Aezinstall_pdwebadk {í��
�Is ezinstall_pdauthadkC

ezinstall_pdauthadk {í]tbz@�t�� IBM Tivoli Access Manager Base CD

ñCpGn��o�{íA��\ IBM Tivoli Access Manager Base w�ΓUñ�

í�C

v N WebSEAL °A�M}o⌠�[J@íww�
tm�h°A��qúWC

b�ípUAϕ�wg�� Tivoli Access Manager w
⌠
A{bz	�sW

WebSEAL �O@ Web ¼�Ω�A�sW WebSEAL }o⌠�Cun⌡µ

ez ins ta l l _pdwebadkKiF¿o�"�C�÷w�{í�b	n�Is
ezinstall_pdauthadk �w�	�� ADK }o⌠�AMßAú���	ú�

WebSEAL M WebSEAL ADK Γ	�w�
tmΩTC

�² A. �÷w�ⁿn 39



�: u�b Windows NT WA	�²⌡µ ezinstall_pdweb �w� WebSEAL °

A�AMßA⌡µ ezinstall_pdwebadk �w� WebSEAL ADKCb Windows

2000 
�� UNIX ¡xWAu�⌡µ ezinstall_pdwebadk KiP�w�
WebSEAL M WebSEAL ADKC

v bNsqú[J Tivoli Access Manager w
⌠
�AsW WebSEAL °A�M

WebSEAL }o⌠�C

b�ípUAWebSEAL °A�M WebSEAL ADK 	�b@íúx��h°A��

qúW⌡µAMßAzL⌠⌠P���h°A�iµqTCß⌠�@ñΓ�qú	

�w�
tm IBM Tivoli Access Manager runtime environmentA α��M���

h°A�ºí�qTCoOw� WebSEAL ����≥��DCo�qú]	�w�

IBM Tivoli Access Manager ADK M≤A α�� WebSEAL ADKC

ezinstall_pdwebadk {í����d��nΘ�DO�
í�⌠Ct�A�÷w�
{í]�ú���	ú�UCM≤�w�]w
tm]w]pGUCM≤w
í�

¿tmAhúAπ�ú�e��G

– IBM Global Security Toolkit

– IBM SecureWay Directory Client

– IBM Tivoli Access Manager runtime environment

– IBM Tivoli Access Manager ADK

– IBM Tivoli Access Manager WebSEAL

��A�÷w�{íK�w�
tm WebSEAL ADKC

�: u�b Windows NT WA	�²⌡µ ezinstall_pdweb �w� WebSEAL °

A�AMßA⌡µ ezinstall_pdwebadk �w� WebSEAL ADKCb Windows

2000 
�� UNIX ¡xWAu�⌡µ ezinstall_pdwebadk KiP�w�
WebSEAL M WebSEAL ADKC

Q��÷w�{í�tm WebSEAL
�÷w�{íiHΓ�úPΦí�o	n�tm]wCªi≤{í�@�⌡µ�Aú

���	ú���	n�tm]wC

ϕw�@��¿�A�÷w�{í�N��	ú��]wxsb@�
�����Ω

	�ñCU�
Σß≥º⌠@�Aϕ��	bP@íqúWIs�÷w�{í�A�

�	Ki∩�xsb���ñ�Ω	A�ú	bⁿOú�UΘJtmΩTC

HUU	�Oí��÷w�{í�oΓ��kG

v � 40 ��yHµ�í�otm]wz

v � 42 ��yq����otm]wz

Hµ�í�otm]w

WebSEAL M WebSEAL ADK �÷w�{í�ú���	ú�	n�tmΩTCp�

⌠≤�&w��nΘ�DAWebSEAL M WebSEAL ADK �÷w�{íK�ú���

	ú�	nΩTC
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�@�	�O WebSEAL bw
⌠
�Yt�Ww�
tm Tivoli Access Manager

Policy Server �A�π��	�nΘCpGzn��s�w
⌠
Az	�⌡µ�h°

A��¡��÷w�{íAH�X���÷YC�{í]tb IBM Tivoli Access

Manager Base CD ñC

UϕCX��	bw� WebSEAL 
 WebSEAL ADK �iα�nú��tmΩTC�

�NGΣñ�í≈ΩTOtm	n�runtime environment����ΩTC

Uϕ]�A�CX�÷w�{í�ú��w]�Czi�
z��D	≤⌠@w]

�C

�: w∩Y� WebSEAL tm]wAWebSEAL �÷w�{í���w]�A�HzL

k	≤o�]wC��\ � 42��y�÷w��¡εzC

tm�� ]w

IBM Global Security Toolkit

ú�ntm��C

IBM SecureWay Directory Client

ú�ntm��C�≤tmruntime environment�tmP LDAP °A�ºí�qTC

IBM Tivoli Access Manager runtime environment

n²�¼ w]�GLdap

LDAP °A� D≈W
 Lw]�C����π⌠
W
C

LDAP °A�≡
 w]�G389

Tivoli Access Manager Policy Server D≈W
 Lw]�C����π⌠
W
C

GSO Ω	w� LDAP DN Lw]�C

	� LDAP °A��� SSL w]�� NoC

LDAP SSL ≈�� ≈�Ω	w�m��π⌠�C

LDAP SSL ≈�� DN ≈�Ω	w����C

LDAP SSL ≈��KX ≈�Ω	w��KXC

LDAP °A� SSL ≡ w]�G636

w�"² UNIXG

/opt/pdweb

WindowsG

C:\Program Files\Tivoli\Policy Director

Access Manager Policy Server D≈W
 Lw]�C����π⌠
W
C

SSL °A�≡
 w]�G7135

�h°A� CA ���W
 Lw]�C

IBM Tivoli Access Manager ADK

ú�ntm��C

IBM Tivoli Access Manager WebSEAL

Security Master KX Lw]�C

	� LDAP °A��� SSL qT w]�� NoC

LDAP SSL �ß�≈�� ≈�Ω	w���mCLw]�Cd	⌠�W


G /var/ldap/keytabs/pd_ldapkey.kdb

SSL �ß����� Lw]�
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tm�� ]w

SSL �ß�≈��KX Lw]�

LDAP °A� SSL ≡
 w]�G636

IBM Tivoli Access Manager WebSEAL ADK

ú�ntm]wC

q	���otm]w

H¼�í�í⌡µ�÷w�{í�Az∩ú�������xsb@�
�����

Ω	�ñC UNIX ����W

�m]AG

/var/tmp/ezinstall_pdweb.rsp
/var/tmp/ezinstall_pdwebadk.rsp

Windows ¡x���@����G

%TEMP%\ezinstall.rsp

Hß⌡µ�÷w�{í�AzKi��wxs������ΘJΩ	Co�\αi�

�iµD¼�íw�
��]ww�CnbY�w
⌠
�íp@tC WebSEAL °A

��A-ΣAX��o�\αCzisΦ���Aw∩Sw�°A�]wSw��A

MßA⌡µ Script ��¿D¼�íw�C

C�⌡µ�÷w�{í�Aªú��dO�w����CΣ�Y�����A�÷w

�{í���znún��ªCpGzn��A�÷w�{í�²ú�zΘJ	nK

XAMßAqo����ñ¬�tm]wAi��¿w�C

Q��X�xsKXAbw
W���IA�H�÷w�{íúxsKXCzi��

σrsΦ��sW�ΩT���C

z	�w∩UC�sΦ���G

v �z	KX

v SSL ≈��KX]∩��

u�btm WebSEAL °A�M LDAP °A�ºí� SSL qT�A �n��o

�KXC

�÷w��¡ε

���÷w�{í�A�dNUC¡εG

v ϕ WebSEAL q� 3.8 
 3.9 �	��� 4.1 ��AzLk���÷w�{íC

v ϕzntm WebSEAL ���UC WebSEAL tm]w�Dw]��AzLk��

ezinstall_pdweb {íG

�� �

	� TCP HTTP Yes

TCP ≡
 80

	� HTTPS yes

HTTPS ≡
 443
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�� �

Web σ≤�"²Ñh UNIXG/opt/pdweb/www/docs

WindowsG

C:\Progam Files\Tivoli\PolicyDirector\PDWeb\www\docs

�² A. �÷w�ⁿn 43



44 IBM Tivoli Access Manager: WebSEAL w�ΓU



�² B. �N
�

�ΩTOw∩ IBM bⁿΩ�ú�ºú�PA�}oX��A�bΣLΩa
a�ñA

IBM úúo�ú���ñ�ú�U�ú�BA�B
\αCpGnF�z�b�a�"

eO�i��o�ú�PA�A�Vϕa� IBM A�Nϕd�C��bú
 IBM �

ú�B{í
A��Aúϕ�
t�uα�� IBM �ú�B{í
A�Cun&I*

IBM �
z]úvA⌠≤\α�ϕ�ú�B{í
A�úiH�N IBM �ú�B{í


A�CúLAΣLD IBM ú�B{í
A�bB@W��⌠Pτ�AΣd⌠
≤�

�	C

bo��
σ≤ñiα]t� IBM ���ºMQ
MQ+��C����	�ú��

ezMQº⌠≤�vCziH���Φí�d��vA�τ�H�G

IBM Director of Licensing

IBM Corporation

500 Columbus Avenue

Thornwood, NY 10594

U.S.A

Ynd��÷G��� (DBCS) ΩT�S\v¡�yA�p�zΩa
a�� IBM 


z]úí�A
	���ΦíH�G

IBM World Trade Asia Corporation

Licensing

2-31 Roppongi 3-chome, Minato-ku

Tokyo 106, Japan

UCq¿YP�Ωºk�°�Φ�AY°�úA�G IBM �Hu{¼vú���A�

úú�⌠≤��
q�ºO�]]A²ú¡≤i���
�XSw���O��CY

��a�bY�µ÷W�ú.\�úWzO�Ah��úL�C

��ñiα���NW
��LΩW��	C]�AIBM �w��qF�N�qß��

e�Js�ñCP�AIBM oH�∩i�/
	���ñ�ú
�ú�
/
{íC

�ΩTñ⌠≤∩D IBM ⌠���z����AIBM ∩�⌠��úú�O�C�⌠�W

�Ω	A�D� IBM ú���Ω	�@í�Ap]���⌠��y¿l�AΣd⌠�

Q�ß�µtdC

IBM oHU�Aϕ�Φí��
�G� Q�ßú��⌠≤ΩTA�L�∩ztdC

�{íº≥�v	Y�µ�o�÷Ω	AHK��UCΩT	ió� IBMCΣUCΩT

ⁿ�OG (1) W����{íPΣL{í]]A�{í�ºí≤½ΩT�Φí (2) �¼

��wµ½ºΩTΦk Y�⌠≤�D�p�G

IBM Corporation

2Z4A/101

© Copyright IBM Corp. 1999, 2002 45



11400 Burnet Road

Austin, TX 78758

USA

WzΩ	º�o�ΣSϕn≤AbY�ípU	�IOΦo��C

IBM ≥≤�ΦºuIBM �ßX
vBuIBM Ω�{í�vX
v
⌠≤PÑX
º°

�Aú���ñ�í��v{íPΣ��A���vΩ	C

⌠≤�B[\�⌡µ�αΩ	úOb@�ⁿ�ε�⌠�UMw�C]�AYbΣL@

�⌠�UA�o�
Giα���j�úPC���qwb}oÑqt�W�LAú

Lo�úO�b@δt�W�X{�P
GCA	A���qiαwzL��Φí�

⌠LC²Ω�
Giα�Dp�C�����	���v�Sw⌠�Ad�A��Ω

	C

���ú
ºD IBM ú�ΩTAY@�ú�����A
ΣX��n�
ΣL�}�

D�oCIBM �&��Lo�ú�A]LkT{o�D IBM ú��⌡µ�αB�e

�B
⌠≤∩ú��ΣLDiO��
L	CpGz∩D IBM ú���α�⌠≤��

�A�wV�ú�����d�C

�÷ IBM &��V�⌠≤»zA�Nϕ IBM �"��wA�iα≤&�²n��í

pU��	�
M�C

��]tzΘ���@����ºΩ	
°i�d	C�F�í��q��Ao�d

	]tF�HB�qB�PPú��W
C�ÑW
�
ΩcAZ��ⁿΩ�°��

�ºW

a}	A�
/XC

�@v�vG

�ΩT]t�lyÑ�d	��{íA�Hí�U�@�¡xW�{í]p�NCo

�d	{í&g�π��A]�A∩o�{í�ia�BA��
\αA IBM ú0O

�CziH≥≤πoB��BPΓ
�G�X@�¡x (�gd	{í�@�¡x) º�

�{í�����{íÑ"�AH⌠≤�í�sB�∩
�Go�d	{íA�ú	

V IBM IOC

o�d	{í
⌠≤l�u@�C���
⌠≤í≈Aú	�]A�@vn�ApU

��G

©] Q�qW
�]%≈�C�{íXº@í≈Yl��uIBM Corp. ��{ívC©

Copyright IBM Corp. _ΘJ%≈_. All rights reserved.

pGz�°�O�ΩT�ql�A
�MmΓ�	iαú�X{C

��

UCM�WⁿO IBM �qbⁿΩM/
ΣLΩa]a�����
�U��G

AIX

DB2

IBM

IBM �x

46 IBM Tivoli Access Manager: WebSEAL w�ΓU



SecureWay

Tivoli

Tivoli �x

MicrosoftBWindowsBWindows NT M Windows �xO Microsoft �qbⁿΩM/
Σ

LΩa]a�����C

Java 
��H Java �≥ª���P�xO Sun Microsystems, Inc. bⁿΩM/
ΣLΩ

a]a�����
�U��C

UNIX O The Open Group bⁿΩMΣLΩa]a����U��C

ΣL�qBú�
A�W
AiαO�T	���
A��xC

�² B. �N�� 47



48 IBM Tivoli Access Manager: WebSEAL w�ΓU









���

Printed in Australia

SC40-1167-00


