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5. ΘJUCⁿO�w� Tivoli Access Manager for WebLogic M≤G

# pkgadd -d . PDWLS

ϕt���zO�n	≥iµ�A�ΣJ yAMß÷ Enter ΣC���q CD �ú

YA�Bw��w�WC���π�@hTºAⁿX Tivoli Access Manager M≤�

w�w�Q�¿Cpkgadd ��{íHY�⌠C
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6. �
Atm Tivoli Access Manager for WebLogicC⌡�� 19��� 3 	, ytm

{�zC

b AIX Ww�

iµ Tivoli Access Manager for WebLogic w�@��A	
N���úYMM≤tm

�}BzC�²�� SMIT NnΘM≤w�� AIX WC�
AHΓ�Φítm Tivoli

Access Manager for WebLogicC

�: w��tm Tivoli Access Manager for WebLogic ºßApG�n½sw�Az	


²�útm��ú Tivoli Access Manager for WebLogic M≤C��\� 40 �

�yq AIX �úzC

pGnb AIX Ww� Tivoli Access Manager for WebLogicA��¿UCⁿ�G

1. H root ¡≈nJC

2. τ�O�í¼FnΘ²Mn≤A]A�
 Tivoli Access Manager Base �	n	≤C

��\� 8��y	�nΘzC

�i: pGn�� WebLogic Server 7.0 P Tivoli Access Manager for WebLogic

ftAb�@��� WebLogic Server �Az��b�e�	íñ��

WebLogic Server 7.0CpGOb 7.0 	íñ�� WebLogic Server 7.0ANúA

iα≤�e�	íñs�{��⌠�C

ϕz�@��� WebLogic Server 7.0 �A�Twϕ� WebLogic Server í�σ≤

ñb�e�	íñ���BJA��l]w�e�w�CoNTw WebLogic Server

7.0 Nb(��½s��ñA
�b�e�	íñ��C

3. N IBM Tivoli Access Manager Web Security CD íJ*�≈C

4. b Shell ú�ñΘJUCⁿOG

# smit

o���� SMIT ��{íC

5. ∩�nΘw���@C∩�w��≤snΘC

v Y� AIX 4.3 t�A∩�q�si��nΘ
w��≤snΘC

v Y� AIX 5.1 t�A∩�w�nΘC

6. ϕt�ú�zú�ΘJ�m�G

v Y� AIX 4.3AΘJⁿ CD ��m

v Y� AIX 5.1AΘJ]tw�M≤º CD W�#²C�pG

/<mount_point>/usr/sys/inst.images

÷@UTwC

7. ÷@UMµ÷s��onw��nΘC

uh½∩Mµv°í�π� IBM Tivoli Access Manager nΘM≤�MµC

8. ∩� Access Manager for WebLogic M≤ (PDWLS)C÷@UTwC

9. ���}�uq�si��nΘ�w��≤snΘv°íC

10. τ�w]�OX{b�����w����nΘ�µ�ñC

11. �
z�w��]w�÷�ΣLµ��C bjí��ípUAziH�ⁿw]�C

÷@UTwC
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12. o��π�@�Tº�A��zO�Tww�o�M≤C÷@UTwC

t��w�M≤��AP��π�Xh¼ATºCb�¿���úY�A�X{

�ß�¼ATºAⁿX�Q�¿C

13. ÷@U�¿C÷@U�°��⌠ SMITC

14. �
Atm Tivoli Access Manager for WebLogicC�⌡�G� 19��� 3 	, yt

m{�zC

b HP-UX Ww�

iµ Tivoli Access Manager for WebLogic w�@��A	
N���úYMM≤tm

�}BzC�²�� swinstall NnΘM≤w�� HP-UX WC�
AHΓ�Φítm

Tivoli Access Manager for WebLogicC

�: w��tm Tivoli Access Manager for WebLogic ºßApG�n½sw�Az	


²�útm��úªC��\� 41��yq HP-UX �úzC

pGnb HP-UX Ww� Tivoli Access Manager for WebLogicA��¿UCBJG

1. H root ���¡≈nJC

2. τ�O�í¼FnΘ²Mn≤A]A�
 Tivoli Access Manager Base �	n	≤C

��\� 8��y	�nΘzC

�i: pGn�� WebLogic Server 7.0 P Tivoli Access Manager for WebLogic

ftAb�@��� WebLogic Server �Az��b�e�	íñ�� WebLogic
Server 7.0CpGOb 7.0 	íñ�� WebLogic Server 7.0ANúAiα≤�e�

	íñs�{��⌠�C

ϕz�@��� WebLogic Server 7.0 �A�Twϕ� WebLogic Server í�σ≤

ñb�e�	íñ���BJA��l]w�e�w�CoNTw WebLogic Server

7.0 Nb(��½s��ñA
�b�e�	íñ��C

3. N IBM Tivoli Access Manager Web Security CD íJ*�≈C��UCⁿO�

ⁿ CDG

# nohup /usr/sbin/pfs_mountd &
# nohup /usr/sbin/pfsd &
# /usr/sbin/pfs_mount <mount_device> <mount_point>

�pG

# /usr/sbin/pfs_mount /dev/dsk/c0t0d0 /cdrom

4. N#²%½� hpC

5. ΘJUCⁿO�w� Tivoli Access Manager for WebLogic M≤G

# swinstall -s /temp_directory PDWLS

o��π�@hTºAⁿX�RÑqwg�Q�¿CMß�π�t@hTºAⁿX

⌡µÑq&b}lC���q CD �úYA�Bw��w�WCo��π�@hT

ºAⁿX⌡µÑqwg�Q�¿Cswinstall ��{íHY�⌠C

6. τ� SHLIB_PATH w]� /usr/lib 	 /opt/ibm/gsk5/libCpG(]wªA�ΘJG

export SHLIB_PATH=/opt/ibm/gsk5/lib

ϕ(]wo�	��A Tivoli Access Manager �vA�{íiαLks� IBM

Global Security Toolkit (GSKIT) {íwC
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7. �
Atm Tivoli Access Manager for WebLogicC�⌡�G� 19��� 3 	, yt

m{�zC

b Linux Ww�

iµ Tivoli Access Manager for WebLogic w�@��A	
N���úYMM≤tm

�}BzC�²�� rpm NnΘM≤w�� Linux WC�
HΓ�Φítm Tivoli

Access Manager for WebLogicC

�: w��tm Tivoli Access Manager for WebLogic ºßApG�n½sw�Az	


²�útm��úªC��\� 41��yq Linux �úzC

pGnb Linux Ww� Tivoli Access Manager for WebLogicA��¿UCBJG

1. H root ���¡≈nJC

2. τ�O�í¼FnΘ²Mn≤A]A�
 Tivoli Access Manager Base �	n	≤C

��\� 8��y	�nΘzC

�i: pGn�� WebLogic Server 7.0 P Tivoli Access Manager for WebLogic

ftAb�@��� WebLogic Server �Az��b�e�	íñ�� WebLogic
Server 7.0CpGOb 7.0 	íñ�� WebLogic Server 7.0ANúAiα≤�e�

	íñs�{��⌠�C

ϕz�@��� WebLogic Server 7.0 �A�Twϕ� WebLogic Server í�σ≤

ñb�e�	íñ���BJA��l]w�e�w�CoNTw WebLogic Server

7.0 Nb(��½s��ñA
�b�e�	íñ��C

3. ]wUC⌠�	�G

# export LD_PRELOAD=/usr/lib/libstdc++-libc6.1-2.so.3:/usr/lib/libstdc++-3-libc6.2-2-2.10.0.so

�: z	
]wo�⌠�	�A!α�K Tivoli Access Manager ���� C++ {

íw��P IBM Global Security Toolkit ºío��≡C

4. ]wUC⌠�	�AHKTwuJava �≈��viHMΣAϕ� Tivoli Access

Manager for WebLogic C {íwG

# export LD_LIBRARY_PATH=/opt/pdwls/lib

5. �ⁿ IBM Tivoli Access Manager Web Security CDC

6. N#²%½� /mount_point/linuxC

7. ΘJUCⁿO�w� Tivoli Access Manager for WebLogic M≤G

# rpm -i PDWLS-PD-4.1.0-0.i386.rpm

ϕt���zO�n	≥iµ�A�ΣJ yAMß÷ Enter ΣC���N���ú
YA�Bw��w�WC rpm ��{íHY�⌠C

8. �
Atm Tivoli Access Manager for WebLogicC⌡�� 19��� 3 	, ytm

{�zC
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b Windows Ww�

iµ Tivoli Access Manager for WebLogic w�@��A	
N���úYMM≤tm

�}BzC��� InstallShield setup.exe �w� Tivoli Access Manager for WebLogic

��Cϕ InstallShield �¿�A�HΓ�Φítm Tivoli Access Manager for WebLogicC

�: w��tm Tivoli Access Manager for WebLogic ºßApG�n½sw�Az	


²�útm��úªC��\� 39��yq Windows �úzC

pGnb Windows Ww��tm Tivoli Access Manager for WebLogicA��¿UC

ⁿ�G

1. Hπ� Windows �z�M�v����¡≈nJ Windows ⌠�C

2. τ�O�í¼FnΘ²Mn≤A]A�
 Tivoli Access Manager Base �	n	≤C

��\� 8��y	�nΘzC

�i: pGn�� WebLogic Server 7.0 P Tivoli Access Manager for WebLogic

ftAb�@��� WebLogic Server �Az��b�e�	íñ��

WebLogic Server 7.0CpGOb 7.0 	íñ�� WebLogic Server 7.0ANúA

iα≤�e�	íñs�{��⌠�C

ϕz�@��� WebLogic Server 7.0 �A�Twϕ� WebLogic Server í�σ≤

ñb�e�	íñ���BJA��l]w�e�w�CoNTw WebLogic Server

7.0 Nb(��½s��ñA
�b�e�	íñ��C

3. N IBM Tivoli Access Manager Web Security CD íJ*�≈C

4. ⌡µ Tivoli Access Manager for WebLogic InstallShield w�{íAΦk�÷ΓU

HU��AΣñUCⁿOñ�r+ E: Nϕ*�≈G

E:\Windows\AccessManager\Disk Images\Disk1\PDWLS\Disk Images\Disk 1\setup.exe

o��}�u∩w�yÑv°íC

5. ∩�Aϕ�yÑAMß÷@UTwC

o���� InstallShield {íB}�uw∩��v°íC

6. ÷@UU@BC

o��}�u�vX�v°íC

7. ÷@UOA�ⁿu�vX�vC

o��}�u∩#��mv°íC

8. �ⁿw]�	ⁿw�N�mC÷U@BC

o���N��úY���Co��π�@hTºAⁿXo���wgw��

ªC

9. ÷@U�¿��⌠w�{íC

10. �
Atm Tivoli Access Manager for WebLogicC��� 19��� 3 	, yt

m{�zC
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� 3 � tm{�

pGntm Tivoli Access Manager for WebLogicA��¿UCU
ñ�ⁿ�G

v y� 1 í≈Gtm Tivoli Access Manager Java ⌡µ��⌠�z

v � 21��y� 2 í≈G�X Tivoli Access Manager w�⌠�z

v � 23��y� 3 í≈G����bßz

v � 24��y� 4 í≈G]w startWebLogic � CLASSPATHz

v � 26��y� 5 í≈Gtm
qΓ�z

v � 31��y� 6 í≈Gtm WebLogic Server � WebSEAL �Xz

v � 33��y� 7 í≈G��tmz

�: �	ñ�ⁿ���]zww�F Tivoli Access Manager for WebLogic �	�nΘA

]A Tivoli Access Manager ≥�	≤�tmCpGz(w�nΘA�ϕ�� 7�

�� 2 	, yw�ⁿ�zñ�ⁿ�AYw�ªC

� 1 í≈Gtm Tivoli Access Manager Java ⌡µ��⌠�

Tivoli Access Manager Java ⌡µ��⌠�O Tivoli Access Manager for WebLogic �

²Mn≤Cz	
&TatmF Java ⌡µ��	≤ßA!αtmuWebLogic Server 


qΓ�vC��� Tivoli Access Manager ��{í pdjrtecfgA�≤s WebLogic Server

����uJava ⌡µ��⌠�vC��ApGt�t�h� Java ⌡µ��A�Tw

WebLogic Server ����uJava ⌡µ��⌠�vO��⌡µ pdjrtecfg ��{íC

1. τ�zww��tmF Tivoli Access Manager Base runtime 	≤C

2. τ�ww�F Tivoli Access Manager Base Java ⌡µ��⌠�C

p��÷ΩTA��\� 8��y	�nΘzC

3. τ�ϕ⌡µ pdjrtecfg �ANs�&T��� JavaG

a. Pw WebLogic Server ���� Java ⌡µ��⌠���mC

T%�#²�mP@�t��¼�÷C��Abw� WebLogic Server ßAí≈

WebLogic Server íp]p WebLogic Server 7.0 for Linux����	
Uⁿ�

JDKCbo�ípñAJDK ��mO�w�{í�MwC

�pG

UNIXG/WebLogic_install_directory/jdk_release/jre/bin/java
WindowsGC:\WebLogic_install_directory\jdk_release\jre

Windows W�w] WebLogic w�#²O C:\beaC

UNIX W�w] WebLogic w�#²O /opt/beaC

�: ��\ WebLogic Server í�σ≤AH�o���ΦkA�Tw PATH ⌠�

	�w]w��� WebLogic Server �ú�� Java }oM≤]JDK�C

b. ∩UCA�≤z@�t��ⁿ�G

v b Windows t�WAτ� %PATH% 	�N WebLogic Server ú�� Java ⌡

µ��⌠�C��⌠�ñ��@�C
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v b UNIX t�WAΘJUCⁿOG

# which java

�����Xzbe@�BJñ�Mw��mC

– jí≈ WebLogic Server 6.1 UNIX w�@��w]�mOG

/WebLogic_install_directory/jdk131/jre/bin/java

– jí≈ WebLogic Server 7.0 UNIX w�@��w]�m�H
�¡x�

JDK �qh���∩	C��NA WebLogic Server 7.0 #eúΣ�

AIXC

4. N#²%½� Tivoli Access Manager w�⌠�ñ� sbin #²C�pG

(UNIX) /opt/PolicyDirector/sbin

(Windows) C:\Program Files\Tivoli\Policy Director\sbin

5. ⌡µ pdjrtecfg ⁿOC�pA�Hs≥@µΘJUCⁿOG

Windows:
MSDOS> pdjrtecfg -action config
-java_home C:\WebLogic_install_directory\JDK131\jre

UNIX:# pdjrtecfg -action config -java_home /WebLogic_install_directory/jdk131/jre

�: W�π�� JDK #²W�iα�ny@�∩A!α&Mz@�t�M�� JDK

1.3.1 ������#²C

p�p≤�� pdjrtecfg ��÷ΩTA��\ IBM Tivoli Access Manager Base w

�ΓU ñ�ⁿO����C

6. sWUC�#� CLASSPATH 	�G

ϕ 4. UNIX @�t�� CLASSPATH �#C

UNIX

/opt/PolicyDirector/java/export/pdjrte/PD.jar

/opt/PolicyDirector/java/export/pdjrte/ibmjceprovider.jar

/opt/PolicyDirector/java/export/pdjrte/jaas.jar

/opt/PolicyDirector/java/export/pdjrte/US_export_policy.jar

/opt/PolicyDirector/java/export/pdjrte/ibmjsse.jar

/opt/PolicyDirector/java/export/pdjrte/local_policy.jar

/opt/PolicyDirector/java/export/pdjrte/ibmjcefw.jar

/opt/PolicyDirector/java/export/pdjrte/ibmpkcs.jar

ϕ 5. Windows @�t�� CLASSPATH �#C

Windows

C:\Program Files\Tivoli\PolicyDirector\java\export\pdjrte\PD.jar

C:\Program Files\Tivoli\PolicyDirector\java\export\pdjrte\ibmjceprovider.jar

C:\Program Files\Tivoli\PolicyDirector\java\export\pdjrte\jaas.jar

C:\Program Files\Tivoli\PolicyDirector\java\export\pdjrte\US_export_policy.jar

C:\Program Files\Tivoli\PolicyDirector\java\export\pdjrte\ibmjsse.jar

C:\Program Files\Tivoli\PolicyDirector\java\export\pdjrte\local_policy.jar

C:\Program Files\Tivoli\PolicyDirector\java\export\pdjrte\ibmjcefw.jar

C:\Program Files\Tivoli\PolicyDirector\java\export\ibmpkcs.jar
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� 2 í≈G�X Tivoli Access Manager w�⌠�

Tivoli Access Manager for WebLogic �X Tivoli Access Manager w�⌠�AΦk�

nO Tivoli Access Manager �v API ��{íA�
qí≈tm�]wCtmBJJ

�pUG

v Nd�tm��s�N��xs Tivoli Access Manager for WebLogic ���mC

v �� Java �O SvrSslCfgAú�P�h°A��sq�C

�: p≤��o��O�M≤ Tivoli Access Manager Java ⌡µ���AϕtmwA

Σí�b� 19��y� 1 í≈Gtm Tivoli Access Manager Java ⌡µ��⌠

�zñC

v �� svrsslcfg ��{í��	n����A��πtm�]wC

C@�BJú�bUCⁿ�ñ[H��í�CpGnN Tivoli Access Manager for

WebLogic tm� Tivoli Access Manager w�⌠�A��¿UCC@�BJG

1. Tivoli Access Manager for WebLogic ]Ad�tm� PDRealm.confCo���]

tb etc #²]�≤ Tivoli Access Manager for WebLogic w�#²�C

Nd�tm��s�z∩�#²C�pApGzb WebLogic Server w�#²U

� PDRealm #²A�Hs≥@µΘJUCⁿOG

ϕ 6. p≤b UNIX @�t�W�sd�tm�

UNIX

# cp /opt/pdwls/etc/PDRealm.conf \

/WebLogic_install_directory/PDRealm/PDRealm.conf

ϕ 7. p≤b Windows @�t�W�sd�tm�

Windows

> copy \C:\Program Files\Tivoli\pdwls\etc\PDRealm.conf

C:\WebLogic_install_directory\PDRealm\PDRealm.conf

2. �� Tivoli Access Manager SvrSslCfg Java �O�tmP� Tivoli Access Manager

°A�� SSL qTCHs≥@µⁿOΦíΘJ�ykpUG

java com.tivoli.mts.SvrSslCfg Name sec_master_password
Access_Manager_policy_server_hostname
Access_Manager_policy_server_hostname

∩�pUG

v Name

n��P SSL qTú�÷pº Tivoli Access Manager for WebLogic ��{

í�W�Co���{íO°A�C�pG

amwlsserver

v sec_master_password

sec_master ����KXC

v Access_Manager_policy_server_hostname

Tivoli Access Manager Policy Server ⌡µ�b�t�W�C

v Access_Manager_policy_server_hostname

Tivoli Access Manager Policy Server ⌡µ�b�t�W�C
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Tivoli Access Manager Policy Server D≈W�ⁿwFΓ�C�G��#O	n�A

]� SvrSslCfg �O�n@��#ⁿX Authorization Server �D≈W�Cϕ Tivoli

Access Manager w�⌠�ú]A@� Authorization Server �Az	
∩�ⁿw

�h°A��D≈W�C��NATivoli Access Manager for WebLogic ú�n

Authorization ServerC]�Abσ¼ Tivoli Access Manager for WebLogic w�

@�ñAz	
ⁿw�h°A�D≈W�Γ�C

p� com.tivoli.mts.SvrSslCfg ��÷ΩTA��\ IBM Tivoli Access Manager

Administration Java Classes Developer’s ReferenceC

3. Hs≥@µΘJUC svrsslcfg ⁿOG

ϕ 8. UNIX @�t�W svrsslcfg �ⁿOµ��C

UNIX

# svrsslcfg -config -f /WebLogic_install_directory/PDRealm/PDRealm.conf

-d /WebLogic_install_directory/PDRealm -n amwlsserver -s remote

-P sec_master_password -S amwlsserver_password -r 0

ϕ 9. Windows @�t�W svrsslcfg �ⁿOµ��C

Windows

svrsslcfg -config -f c:\WebLogic_install_directory\PDRealm\PDRealm.conf

-d c:\WebLogic_install_directory\PDRealm -n amwlsserver -s remote

-P sec_master_password -S amwlsserver_password -r 0

svrsslcfg �o�d�Is��¿UC@�G

v �@��� amwlsserver ����CϕzL SSL P Tivoli Access Manager

Policy Server qT�A��{íN��o����¡≈C

v ÷
 -S ∩��ⁿwA�� amwlsserver �KXC

v ������ SSL ≈��AMßNª±b -d ∩��ⁿw�#²ñC

v sW���� remote-acl-users s�]�
 -s remote ∩�w�

�: ��o� remote (�ϕ�wb�	íñtmF�vCoϕ�	
b Tivoli

Access Manager w�⌠���t@�D≈t�Wtm Authorization ServerC

v �∩ⁿw�tm� PDRealm.conf ñ�]wC��NA	
ú�tm���∩⌠�

W�� -f ∩�C

p� svrsslcfg ��÷ΩTA��\ IBM Tivoli Access Manager Administration C

API Developer’s ReferenceC

4. τ�zO�iHs��h°A�CH�z� sec_master ¡≈nJ pdadminAAΘJ
UCⁿOG

pdadmin> server list

�
o�ⁿO����π�Γ�°A�CΣñ@�OPD≈W��X� Tivoli Access

M a n a g e r f o r W e b L o g i c ��{í�W�AoOzbe@
Is java

com.tivoli.mts.SvrSslCfg ��ΘJ�W�Ct@�O svrsslcfg ��{í⌡µt
mBJ��GC

�: oΓ�°A�úαPWC
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UCd�π�Γ�H�Θr¼π��°A�G

pdadmin> server list
pdwls-securix
amwlsserver-securix.ibm.com
webseald-securix.ibm.com
ivacld-securix.ibm.com

� 3 í≈G�����bß

ϕIs Tivoli Access Manager �z API ���ATivoli Access Manager for WebLogic

�n@�bßA�u
qΓ�v��CϕzL WebSEAL tmµ@nJαO�A�nB

��bßC

pGzn�	n�bßA��¿UCⁿ�C

1. �� pdadminA��pdadmin_context_userC

�pAHs≥@µΘJUCⁿO�����G

pdadmin> user create pdadmin_context_user
cn=pdadmin_context_user,o=ibm,c=au
pdadmin_context_user pdadmin_context_user
pdadmin_context_user_password iv-admin

pdadmin_context_user ON���

pdadmin ⌠�wq����W�CoOu
qΓ�vP
Tivoli Access Manager �z API @����⌠�wqC

���	
�b iv-admin ���s�A	ⁿw�¼≈�\ivA
i�BRúB�∩�C����Ms�C�k�bs�� /Management

½≤�í�Aϕ½≤�s�	εMµ (ACL) WA�P���UC\ivG

TcmdbsvatNWA

s�� /Management ½≤�w] ACL W�O default-management

2. �� pdadmin ���s� pdadmin_context_user bßC�pG

pdadmin> user modify pdadmin_context_user account-valid yes

3. pGzúQ�� WebSEAL �ú�µ@nJαOA�ñLo�BJC⌡�� 24��

y� 4 í≈G]w startWebLogic � CLASSPATHzC

pGzQn�� WebSEAL �ú�µ@nJαOA��� Tivoli Access Manager

Web Portal Manager 	 Tivoli Access Manager ��{í pdadmin �� WebSEAL

configured_userC

configured_user OSϕ� Tivoli Access Manager ���A

��b WebSEAL P WebLogic Server ºí�¿H⌠÷YCo�����W�iHO⌠≤

�
� Tivoli Access Manager ���W�C

�pApG configured_user O websealssoAB websealsso �KXO pdwebwlsssoA

�ΘJUC pdadmin ⁿOCC@�ⁿOú��Hs≥@µΘJG
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pdadmin> user create websealsso cn=websealsso,o=ibm,c=au
websealsso websealsso pdwebwlssso

pdadmin> user modify websealsso account-valid yes

�: HAϕ���NW�ⁿOñ��� (o=ibm) �Ωa	a� (c=au)C

Yno���w��A�O@ configured_user KXC

w�	≤KXC���� Tivoli Access Manager H≈KXú��G

UNIXG/opt/PolicyDirector/sbin/genpass

� 4 í≈G]w startWebLogic � CLASSPATH
startWebLogic ⁿOO���� WebLogic ServerCz�n�∩ CLASSPATH ⌠�	�A

H�� startWebLogic �s��ⁿJ&T� Java �OC

��¿UCⁿ�G

1. pG WebLogic Server &b⌡µA�Y�εªC

2. sWUC�W� startWebLogic ⁿO� CLASSPATH 	�C

ϕ 10. nb UNIX @�t�WsW� CLASSPATH ��WC

UNIX

/opt/pdwls/lib/PDWASAuthzManager.jar

/opt/pdwls/lib/pdAuthzn.jar

/opt/pdwls/lib/PDRealm.jar

ϕ 11. nb Windows @�t�WsW� CLASSPATH ��WC

Windows

C:\Progra~1\Tivoli\pdwls\lib\PDWASAuthzManager.jar

C:\Progra~1\Tivoli\pdwls\lib\pdAuthzn.jar

C:\Progra~1\Tivoli\pdwls\lib\PDRealm.jar

startWebLogic ⁿOO�bww�� WebLogic Server ⌠��#²ñCb��w�

ñAoOG

v WebLogic Server 6.1

(Windows) C:\bea\wlserver6.1\config\mydomain
(UNIX) /bea/wlserver6.1/config/mydomain

v WebLogic Server 7.0

(Windows) C:\WebLogic_install_directory\user_projects\domain_name
(UNIX) /WebLogic_install_directory/user_projects/domain_name

	� domain_name Ozb� WebLogic Server 7.0 ⌠���∩��W�C

3. �¿�BJñ�ⁿ�AHTw WebLogic Server ⁿJ&T� Java �OC

�i: z	
�¿o�BJAúM WebLogic Server Nú�½s��C

q Java ⌡µ��⌠�]ww�¿ WebLogic Server �²Mn≤��{íw
�#

²�ú Tivoli Access Manager Base Java ⌡µ��⌠���C
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{íw
�#²pUG

UNIXG/Java_runtime_environment_path/lib/ext
WindowsGC:\Java_runtime_environment_path\lib\ext

Java ⌡µ��⌠�⌠���m���Xzb� 19��y� 1 í≈Gtm Tivoli

Access Manager Java ⌡µ��⌠�zñ�Mw�⌠�C

q{íw
�#²�úUC��G

ϕ 12. nq
�#²�ú���Mµ

PD.jar

US_export_policy.jar

ibmjcefw.jar

ibmjceprovider.jar

ibmjsse.jar

ibmpkcs.jar

jaas.jar

local_policy.jar

�: btm Tivoli Access Manager Base Java ⌡µ��⌠��íAo���w�s

�o�#²Cz�ú�O����C²ú��ú�l��C

4. sWUC�#� startWebLogic ⁿOñwq� CLASSPATH 	�CTwo��#±

b WebLogic Server �#ºßC

�i: z	
�¿o�BJAúM WebLogic Server Nú�½s��C

ϕ 13. UNIX @�t�W�s CLASSPATH �#

UNIX

/opt/PolicyDirector/java/export/pdjrte/PD.jar

/opt/PolicyDirector/java/export/pdjrte/US_export_policy.jar

/opt/PolicyDirector/java/export/pdjrte/ibmjcefw.jar

/opt/PolicyDirector/java/export/pdjrte/ibmjceprovider.jar

/opt/PolicyDirector/java/export/pdjrte/ibmjsse.jar

/opt/PolicyDirector/java/export/pdjrte/ibmpkcs.jar

/opt/PolicyDirector/java/export/pdjrte/jaas.jar

/opt/PolicyDirector/java/export/pdjrte/local_policy.jar

ϕ 14. Windows @�t�W�s CLASSPATH �#

Windows

C:\Progra~1\Tivoli\Policy~1\java\export\pdjrte\PD.jar

C:\Progra~1\Tivoli\Policy~1\java\export\pdjrte\US_export_policy.jar

C:\Progra~1\Tivoli\Policy~1\java\export\pdjrte\ibmjcefw.jar

C:\Progra~1\Tivoli\Policy~1\java\export\pdjrte\ibmjceprovider.jar

C:\Progra~1\Tivoli\Policy~1\java\export\pdjrte\ibmjsse.jar

C:\Progra~1\Tivoli\Policy~1\java\export\pdjrte\ibmpkcs.jar

C:\Progra~1\Tivoli\Policy~1\java\export\pdjrte\jaas.jar

C:\Progra~1\Tivoli\Policy~1\java\export\pdjrte\local_policy.jar

5. pGzn��w]yÑ]
σ�A�ñLo�BJC⌡�� 26��y� 5 í≈Gt

m
qΓ�zC

pGzn��Σ�Dw]yÑ]
σ��yÑM≤Ahz	
sWUC⌠��

startWebLogic Script ñwq� CLASSPATHG

v UNIX t�G

/opt/pdwls/nls/java
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v Windows t�G

C:\Progra~1\Tivoli\pdwls\nls\java

� : sWo�#²Ni²zs�yÑM≤w�@�w�b
/opt/pdwls/nls/java/com/tivoli/pdwls/nls/ �Ω��C

� 5 í≈Gtm�qΓ�

��¿UCU
ñ�ⁿ�G

v y� 5A í≈G�s�
qΓ�z

v � 29��y� 5B í≈Gtms���Γ�z

v � 30��y� 5C í≈G�����s�W�∩Mz

� 5A í≈G��s��qΓ�

1. �� startWebLogic ��� WebLogic °A�C

pGz&n�� WebLogic Server 7.0A²�(�@���°A�A�\¬UC�N

��G

�i: pGn�� WebLogic Server 7.0 P Tivoli Access Manager for WebLogic

ftAb�@��� WebLogic Server �Az��b�e�	íñ�� WebLogic
Server 7.0CpGOb 7.0 	íñ�� WebLogic Server 7.0ANúAiα≤�e�

	íñs�{��⌠�C

ϕz�@��� WebLogic Server 7.0 �A�Twϕ� WebLogic Server í�σ≤

ñb�e�	íñ���BJA��� WebLogic Server 7.0CoNTw WebLogic

Server 7.0 Nb(��½s��ñA
�b�e�	íñ��C

2. bs²�ñ�� WebLogic Server D	xC�k�s�UC URLG

http://WebLogic_Server_host:WebLogic_Server_listening_port/console

WebLogic_Server_host O WebLogic Server t��W�C

WebLogic_Server_listening_port O WebLogic Server �Ñ�b�≡C

o�≡�w]�O 7001C

3. ∩�Aϕ�\αϕ�#G

v ∩≤�e�	íñ� WebLogic Server 7.0A�∩�G

�e�w��í > Γ� > tms��qΓ�

v ∩≤ WebLogic Server 6.1A�∩�G

÷@Uw�� -> Γ� -> tms��qΓ�

4. �u
qΓ�vCⁿwUC�G

v W�GPDRealm

oONsW� WebLogic Server �uTivoli Access Manager 
qΓ�v�W�C

o�W�iHOz∩�⌠≤W�Co�ú��W� PDRealm ��d�º�C

v Γ��OW�Gcom.tivoli.pdwls.realm.PDRealm

v KXG]ú�n�C
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b WebLogic Server 7.0 ñ�s�⌠��íAu⌠�tmδFv�ú�@�∩

�A�ⁿww]W� system H��t����W�CpG∩no�Ahz]


÷
U@�BJñ�í�Aⁿw�e wls.configurable.user.nameC

b WebLogic Server 7.0 ñApGzⁿw system H��t����W�ABz(

]w wls.configurable.user.nameATivoli Access Manager for WebLogic N�

�w]W� systemCp�N�oz�Dw]t����W�B≤L
¼AC

�pApG�F⌠�ABb�⌠��íAwN���W� myuser ⁿw¿t�

���Ah wls.configurable.system.user=myuser 	
sW�
qΓ�tmC

ñLo�tm�#��P Tivoli Access Manager for WebLogic Nt����w

]� systemCoN�o myuser B≤L
¼AAHPLk[H�zCϕ���L


�ANLkRú���A]Lk	≤KXC

ϕzb WebLogic Server 7.0 W���e�	í�Ab�⌠��íA�
��

 system ���]pGS�ⁿw���C��� system �KX���Mⁿw�

t����]b�⌠��]w���KX@C

�pA�]v�t����W� myuser �KX mypassword �F⌠�C���

e�	í�
��@�KXO mypassword � system ���CMßANiH�

�� myuser 	��� system �¡≈A��� WebLogic °A��s� WebLogic

Web ¼D	xC

5. ΘJu
qΓ�v�e]w�AϕtmΩ�Cϕ]w���e��A��\�BJ

ñ�]t�ΩTAMß÷@U��C

p≤Pw	e]w

Tivoli Access Manager for WebLogic ]A@�d�σr�AΣñt���	n�t

m]wCziHNo����s� WebLogic D	x°íAMß�∩o��H�X

z�⌠�C

d�σr��≤UC�mG

v UNIX t�G

/opt/pdwls/sbin/DefaultConfig.txt

v Windows t�G

C:\Progam Files\Tivoli\pdwls\sbin\DefaultConfig.txt

Uϕí�d�tm�ñ�]A��eC��o�ϕµñ�wqA�≤UzPwo�

�ñ������≤z�⌠�ñC

ϕ 15. 
qΓ��e]w

Γ�	eGwebseal.sso.configured

���Gtrue 	 false

í�GwqO�Ntm WebSEALAH�PwuTivoli Access Manager 
qw�Γ�vO�N�⌡µµ@nJC

Γ�	eGpdadmin.user.name

���Gpdadmin_context_user

í�Gpdamin.user.name O pdadmin_context_userABON��� pdadmin ⌠�wq����W�C
oOu
qΓ�vP Tivoli Access Manager �z API @����⌠�wqCo����W�w�
o�tmⁿ�wqbe@�BJñC
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ϕ 15. 
qΓ��e]w (	≥)

Γ�	eGpdadmin.password

���Gpdadmin_context_user_password

í�Gpdadmin.user.name �KXC

o���XbW�w�
o�tmⁿ�be@�BJñwq�KXC

Γ�	eGpdrealm.registry.listing

���Gtrue 	 false

í�GwquTivoli Access Manager 
qΓ�vO���N���Ms�]]A

s�¿�Ωµ�C�� WebLogic Server D	x��{íCb�ú⌠�ñAo��]� falseC

�b��⌠�ñA!Nª]¿ trueC

Γ�	eGconnection.pool

���G: 1 -n

í�GΣñ n O@�π�A��wqnbuΓ�vxs%ñΩ�)�uΓ�v½≤�#C

Γ�	eGpdrealm.tracing

���Gtrue 	 false

í�G}�	÷¼uTivoli Access Manager for WebLogic Γ�vl�Cl�Ne� WebLogic Server ΘxC

Γ�	eGwls.admin.user

���G configured_user

í�GQtm�b WebSEAL P WebLogic Server ºí�¿H⌠÷Y�Sϕ���C

o��#	
�Xz²e�
o�tmⁿ���� configured_user ¡≈C

Γ�	eGgroup.dn

���G�
�	OW� (DN)

í�Gs�wq�b� LDAP RW⌠�wqC�pAo=ibm,c=auxC

Γ�	eGuser.dn

���G�
�	OW� (DN)

í�G���wq�b� LDAP RW⌠�wqC�pAo=ibm,c=auxC
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ϕ 15. 
qΓ��e]w (	≥)

Γ�	eGaznapi.conf.file

���G authorization_api_configuration_file_path

í�GTivoli Access Manager �vtm� PDRealm.conf ��π⌠�A

oOϕ�� svrsslcfg �tm Tivoli Access Manager �v API ��{í��ú��tm�C

Γ�	eGwls.configurable.system.user

���G

í�Go�]wⁿwt����W�Cϕ�F

WebLogic Server 7.0 ⌠�AB�⌠��t����W�wⁿw�w]W� system H����A

N�no�]wCo��e����Oϕ� WebLogic Server 7.0 ⌠��ΘJ�t��������W�C

��NAϕtm WebLogic Server 6.1 ⌠��A	q{� WebLogic Server 6.1 ⌠���� WebLogic Server :break>7.0 ⌠��A

ú�no�tm�#C

Γ�	eGwls.admin.user.password.expiry

���G number_of_minutes

í�Gⁿw���� configured_user KX≤���C��OH���µ�ⁿw�C

pGzúQnKX��A�ún]wo��eA	Nª]�*≤ 1 ��C

ϕ configured_user �KX���Au
qΓ�vN½s�wq WebSEAL ¼��KXA:break>�±� Tivoli Access Manager ���n²

pGwb���n²ñ	≤FKXAh	
Hs�KX≤s WebSEAL tmA

B	
½s�� WebSEALC

� 5B í≈Gtms���Γ�

��¿�
ñ�BJAHtms���Γ�Co�ⁿ��]z� WebLogic D	x&b

⌡µñC

1. ∩�Aϕ�\αϕ�#G

v ∩≤�e�	íñ� WebLogic Server 7.0A�∩�G

�e�w��í > ��Γ� > tms���Γ�

v ∩≤ WebLogic Server 6.1A�∩�G

w�� -> Γ� -> tms���Γ�

2. ⁿwUC�G

a. W�GPD_Caching_Realm

oONsW� WebLogic Server �uTivoli Access Manager ��Γ�v�W�C

o�W�iHOz∩�⌠≤W�Co�ú��W� PD_Caching_Realm ��d

�º�C

b. ≥�Γ�GPDRealm
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o�W����Xzbe@�BJñⁿw�u
qΓ�vW�C²e���d

�O PDRealmC

c. ��jpgG�

3. ÷@U��C

4. 	≥iµy� 5C í≈G�����s�W�∩MzC

� 5C í≈G�����s�W�∩M

Tivoli Access Manager for WebLogic ú�nP Tivoli Access Manager w��@��

��B���]wCo�]wO��tmUC���G

v �����

v s�W�∩M

��¿UCⁿ�G

1. pGzQn∩���������w]]wA�ñLo�BJAMß	≥iµU@

�BJC

���
ñ�]w�����������C������i�o���
αCU

ϕñ�í���#��sW�uAccess Manager w�Γ�v�tmΩ�C

ϕ 16. �������]w

����

Γ�	eGcredential.cache.entry.lifetime

���G number_of_minutes

í�GⁿwnN�����Odb��O�Θñh[�í]���C

�pA5CpG(ⁿw��A	��*≤ 1AN������C

��NAo�����]��s�¿�Ωµ	≤�
����íC

u
qΓ�vNú���������ñ�	≤A��LFo��íqC

Γ�	eG credential.cache.max.entries

���G π�

í�Gⁿw��O�Θñ�hi�h*��#C

�pA10000CpG(ⁿw��A	��*≤ 1AN������C

Γ�	eG credential.cache.num.buckets

���Gπ�

í�Gⁿw��O�Θ�Nπ�h*���O�Θ]xs��C

�pA20C��h�xs�Nb��O�Θñ�o�����d\
αC

pG(ⁿw��A	��*≤ 1AN������C

2. pGzQn∩s�W�∩M��w]]wA�ñLo�BJAMß	≥iµU@�

BJC
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s�W�∩M��

o����xss�u	OW�v	 UUID P Tivoli Access Manager ��ºí�

∩MCo�∩MO��±� J2EE ípyzl�s�ΩTP���n²ñ�t��s

�ΩTCϕ�
ñΓ¿�ΩµBzs�]�v�nD�A��o�ΩTNo���


αCUϕñ�í���#��sW�uTivoli Access Manager for WebLogic w�

Γ�v�tmΩ�C

ϕ 17. s�W�∩M���]w

s�W�∩M��

Γ�	eGgroup.mapping.cache.entry.lifetime

���Gnumber_of_minutes

í�GⁿwC@����#��Rg�]���C

�pA720C

Γ�	eGgroup.mapping.cache.max.entries

���Ginteger

í�Gⁿw��O�Θñ�hi�h*��#C

�pA500C������Twt�D�hs��w�@�ú��*i��t�O�ΘC

3. ∩�Xz WebLogic Server ���X�ⁿ�G

WebLogic Server 6.1

a. ��w�� -> FileRealmAMß

b. Nª]¿zwbe@�BJñⁿw���Γ�W�Ce@�BJñ�d���

Γ�W�O PD_Caching_RealmCNΣL��µ�O��¼C

WebLogic Server 7.0

a. ÷@U mydomain –> w��

b. ÷@U@δ�C∩≤w]Γ�A∩� CompatibilityRealmC

c. ÷@U FileRealm �C∩≤��Γ�A∩�zw��Γ�W�C

d. ÷@UM�C

4. ½s�� WebLogic ServerC

w�]w{bN�
C

� 6 í≈Gtm WebLogic Server � WebSEAL �X

pGzQn�� WebSEAL �ú�µ@nJA�A����
ñ�ⁿ��tm	n�

WebSEAL �XCpGz(�� WebSEAL µ@nJA�ñL�
A⌡�� 33��y�

7 í≈G��tmzC

�i: ϕ��µ@nJA��A���	í�����s� WebLogic ServerC
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pGz� WebLogic Server w�@��nBz�
z��⌠⌠������s�nDA

�� WebSEAL �ú�µ@nJA���j�uICb�ípUAWebSEAL Nú��

��wA�� WebLogic ServerC

úLAϕ�� WebSEAL �ú�µ@nJA���í����Aúe\�í���úg

L WebSEAL s� WebLogic ServerC WebSEAL b	@C@�nD����W��

KX�#�A�Nª�ϕ@ WebLogic Server H⌠÷Y�@í≈CH⌠÷Y�n∩Sϕ

WebSEAL ��� configured_user ���wΩw]nJó���W¡�C

]�∩ configured_user ��F�wΩwA�HcN�í���iα���R WebLogic

Server � WebSEALA�jµ�Zε�KX≡C∩≤o
}aH⌠÷Y](	�o

�A²iα�Y½�íp����"mNO� WebSEAL ⌡µ����wC]�Aϕ�

�µ@nJ�A WebLogic Server ��������
�í������s�nDC

pGntm WebLogic Server � WebSEAL �XA�bx	 WebSEAL °A��t�

W�¿UCBJG

1. b WebSEAL tm� webseald.conf ñA≤sUCtm�#G

basicauth-dummy-passwd = configured_user_password

2. �ε�½s�� WebSEALAH�tm	≤�
C

3. �� pdadmin ⁿOA���Sϕ WebSEAL ��� configured_user ��wΩwG

pdadmin> policy set max-login-failures unset -user configured_user

4. �� pdadmin ⁿO�� WebSEAL �XC

�: o�BJiHb Tivoli Access Manager w�⌠�ñ�⌠≤≈�WiµCzú@

wnb WebSEAL t�W⌡µªC�pAziHb Tivoli Access Manager Policy

Server t�W⌡µªC

�Tw�� -b ∩�A�ú��X#� URLC∩≤µ@nJAoO	n�C

�pAHs≥@µΘJUCⁿOG

pdadmin> server task webseald_server_name create -t tcp
-p WebLogic_Server_listen_port -h WebLogic_Server
-b supply junction_target

UϕwqWz pdadmin ⁿOñ�	�G

ϕ 18. pdadmin ⁿO�∩�

∩� í�
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ϕ 18. pdadmin ⁿO�∩� (	≥)

webseald_server_name WebSEAL °A��W�C

W�O�oΓ�í≈��¿G

webseald-WebSEAL_server_instanceC

∩ WebSEAL_server_instance ��z�t�D≈W�C

�pApGD≈W�O cruzA

h webseald_server_name NOG

webseald-cruz

��GpGwbP@°A�Ww�Fh� WebSEAL Ω�A

hz]�nⁿw°A�Ω�Cp�Q�h�°A�Ω���X:break>�ⁿ�A

��\ IBM Tivoli Access Manager WebSEAL Administrator’s GuideC

WebLogic_Server WebLogic Server �D≈W�

WebLogic_Server_listen_port WebLogic Server �Ñ�b�≡

junction_target �X� URL #�

p����� WebSEAL �X��πΩTA��\IBM Tivoli Access Manager

WebSEAL Administrator’s GuideC

� 7 í≈G��tm

�¿UCBJ�τ�w&TatmFuTivoli Access Manager 
qΓ�vG

1. �� WebLogic Server D	x��s������C

2. ⌡µUC pdadmin ⁿOG

pdadmin> user show test_user

v τ� account-valid O yesC

v τ� password-valid O yesC

uTivoli Access Manager 
qΓ�vµ@nJ�MΦ�e\zL WebSEAL iµµ@

�wBJAHzqΦíV WebLogic Server τ����¡≈CziH⌡µ�d��{

íA�T{w&TatmF�wC�d��{í�í�b� 35��y���d��{

ízñC
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� 4 � �z@�

�	t�÷≤ Tivoli Access Manager for WebLogic �UCΩTG

v y���d��{íz

v � 36��y������z

v � 36��y�knZz

v � 37��y�°��nZz

v � 38��y¡εz

���d��{í

ziH���d��{íA�d	Γ
�v�¼�d�AH�B� WebSEAL µ@nJ

αOC

Γ
�v�¼pUG

v �i

��uípyzlv��P����s�Sw�ñΓC�
w]�APDDemoApp ��

{íú��Ps�v¡�⌠≤���C

v {í

��{íw��AEnterprise Java Bean iTw��C@�bß�����v�°L�


v�bßlBC�pA��� Mark Lk�°��� Luke �lBC

pGn⌡µ�d��{íA��¿UCBJG

1. N�d��{í PDDemoApp.ear �s� WebLogic_domain_directory\applicationsC

��NAú�n��o�#²CziHN EAR �±Jz��t�W�⌠≤#²C

2. �� WebLogic Server D	x�w��d��{íC

3. �� WebLogic Server D	x��UC���G

Banker1
Banker2
Banker3
Banker4

4. �� WebLogic Server D	x�sWs�� PDDemoApp ñ� BankMembersRoleC

oiHOwsb�s�A	ziH�� WebLogic Server D	x��s�s�C

t�ANW������sW� BankMembersRoleC

p��� WebLogic Server D	x�ⁿ�A��\ WebLogic Server í�σ≤C

5. pGzwbW��BJANs�sW� BankMembersRoleA�NW������

��]Banker1BBanker2BBanker3BBanker4�sW�s�CpGzw�OaN�

��[J BankMembersRoleA�ñLo�BJC

6. pGns��d��{íA�s�UC URLC

http://WebLogic_Server_host:WebLogic_Server_listening_port/pddemo/PDDemo
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Q�W�wq����º@�iµ¡≈τ�C

WebLogic_Server_host O WebLogic Server t��D≈W�C

WebLogic_Server_listening_port O WebLogic Server �Ñ�b�≡C

7. τ���w�P� BankMembersRole ����iHs� ServletC

8. τ�w�w����iH�°L�
v�lBA²úα�°⌠≤ΣL����l

BC

pGn�� WebSEAL µ@nJA��¿UCBJG

1. s�UC URLG

https://webseald_server_name/junction_target/pddemo/PDDemo

WebSEAL Nú�ziµ¡≈τ�C

p�	� webseald_server_name � junction_target �í�A��\� 31��y� 6

í≈Gtm WebLogic Server � WebSEAL �XzC

�: �bo��� HTTPSA]�w] WebSEAL µ��²εzL HTTP iµu≥

�v	uMϕ¼v�wC

2. HW�wq����º@�iµ¡≈τ�C

o�Bz{�i²���∩ WebLogic Server iµµ@nJABú��G��wA

NiHIs ServletCϕzL WebSEAL s��APDDemo �d��{íNπ�P�

�s� WebLogic Server ��π���Pµ�C

3. τ�w�w����iH�°L�
v�lBA²úα�°⌠≤ΣL����l

BC

�������

�FΦKApG�n\h�����ANú�W� users.sh � ScriptCo�uπi�

��	Rúh������AΦk��Aϕ� pdadmin ScriptG

v ⌡µ users.sh �ú�Γ�σr�Apdadmin iH��ª��sW@������
��n²A	qΣñ�ú@����C

v pGn�� users.sh ScriptA�sΦ� ScriptAMßwqz⌠�A��	�C

o��ú�Γ���Gadd_users.txt � remove_users.txtC ��o���@�

pdadmin Script �ΘJApU��G

pdadmin -a sec_master -p <password> <add_users.txt

pdadmin -a sec_master -p <password> <remove_users.txt

�knZ

1. ∩�í�����µ@nJ�A�ϕu}n�w�uhCTw�� WebSEAL °A

�⌡µ�wCpGnF¿o�#�A���S�qL WebSEAL °A���í��

�s� WebLogic ServerC
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2. b�ú⌠�ñAuTivoli Access Manager 
qΓ�vMµ��]� falseC�b�

�Hτ�Γ�O�i@��A!No��e]� trueC

3. pGnzL WebSEAL �� WebLogic Server system � guest ���Az	
b

Tivoli Access Manager �@�Ω�� guestAMß]wu&� Guest � System K

XAH�X configured_user KXC

úLA��NAoϕ�pGzQne\ guest ���úqL WebSEAL NinJ]p

s��í⌠⌠�AzN�n�n configured_user KXC

4. ��-ATivoli Access Manager � WebLogic Server Γ�ú�l�ó���w�C

C@�ú�ú��@@�w�tm]wA�ⁿwbΩw���bßºeAie\�

ó�����W¡C���NQoΓ�]wñ��*�[HΩwC�pApGN

WebLogic Server tm�e\ 5 �nJó�A²N Tivoli Access Manager tm�

�e\ 3 �nJó�Ahb 3 �nJó�ßANΩw���C

�°��nZ

DD�(G

v y��Mϕ¼nJ�o�µ@nJó�z

v yLkb HP-UX W���vA�{íz

v yWebLogic Server ßXO�Θº�¼pz

��Mϕ¼nJ�o�µ@nJó�

ϕ���zLMϕ¼nJ�iµ�wAB�s�L�Lvs��Ω��Aiα�X

{UC�TºG

�� WebSEAL �LknJTº

o
ípiαo�A]�Y����Ω�WqLF�wAL�.MLvs� Web tm

�ñ� ServletC

ϕ��u≥��wv�ApGo�o
�AN½sú����ú��w��Aú

�	�W��í����CoOw] WebLogic Server µ�ApG�����	zL

WebSEAL �s���AN	�o
µ�C

Lkb HP-UX W���vA�{í

�b HP-UX 11i WApG Tivoli Access Manager �vA�{íLk��A��d

SHLIB_PATH ⌠�	�O�]w&TCo�	�	
]A IBM Global Security Toolkit

(GSKIT) {íw��mC�miHO /usr/lib 	 /opt/ibm/gsk5/libC

pG(]w SHLIB_PATHA�ΘJG

export SHLIB_PATH=/opt/ibm/gsk5/lib

pG]wF SHLIB_PATHA²S�]toΓ�#²º@A�sWΣñ@�#²�⌠�C

WebLogic Server ßXO�Θº�¼p

	DGßXF java.lang.OutofMemory º�¼pC

í�Gϕ⌡µjq� Access Manager for WebLogic Server Ñq@��A BEA WebLogic

Server iα��*Ω�∩�íC
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�MΦ�Gb startWebLogic script ñA[j Java Virtual Machine (JVM) �Ω�∩j

pW¡∩�C�pG

%JAVA_HOME%\bin\java -ms64m -mx128m

�\ BEA ú�í�σ≤A�
��{í[c�bD≈t�W⌡µ�Bz{�]��j

qO�Θ���#AH�o���Ω�∩jpC��{í��[HYµ��AHPw

ª��⌠��A��Ω�∩jpC��\UC URLAH�o⌡µⁿ�q�Ω�∩jp�


α�π�N��G

http://edocs.bea.com/wls/docs61/perform/index.html

¡ε

1. Tivoli Access Manager for WebLogic úΣ�	j�s�¿�Ωµ]s���s��C

2. �ñ	ε���∩ WebLogic � J2EE Ω��s�v¡N¡ε�s�ºí��ñ�

���Ao����wⁿw���{íípyzlñ�ñΓC

3. Tivoli Access Manager for WebLogic ú�Ω@ java.security.ACL ��C��NA

Tivoli Access Manager ACL ú�∩�� WebLogic Server ACLC
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� 5 � �úⁿ�

�	í�p≤�útmH��ú IBM Tivoli Access Manager for WebLogic ServerC

��¿UCΣñ@
ñ�ⁿ�G

v yq Solaris �úz

v yq Windows �úz

v � 40��yq AIX �úz

v � 41��yq HP-UX �úz

v � 41��yq Linux �úz

q Solaris �ú

�� pkgrm ��ú Solaris ��W� Tivoli Access Manager for WebLogicC��¿

UCⁿ�G

1. H root ¡≈nJC

2. �� WebLogic Server D	x��ú PDRealm �tmC

3. pGn�ú Tivoli Access Manager for WebLogicA�ΘJHUⁿOG

# pkgrm PDWLS

o��X{ú�AnDzT{O�n�úz∩��M≤C

4. ΘJr+ yC

¼ATºHYv@CXQ�ú���Cß�ú Script }l⌡µßAe�W�X{@h¼

ATºAⁿXnΘM≤��ú@�w�Q�¿Cpkgrm ��{íHY�⌠C

oN�¿ Tivoli Access Manager for WebLogic M≤��ú@�FC

pGzQn�ú IBM Tivoli Access Manager Base ²Mn≤]Tivoli Access Manager

Base runtime environmentBTivoli Access Manager Base Java ⌡µ��⌠�AH�∩�

� Tivoli Access Manager ��{í}ouπc�A�ϕ� IBM Tivoli Access Manager

Base w�ΓUñ�ⁿ�C

q Windows �ú

��uWindows sW/�ú{ív����A��ú Tivoli Access Manager for WebLogic

��C��¿UCⁿ�G

1. Hπ��z�M�v� Windows ���nJC

2. �� WebLogic Server D	x��útm PDRealmC

3. ÷ΓUsW/�ú{í��C

4. ∩� Access Manager for WebLogic Application ServerC

5. ÷@U�≤/�úC

o��X{u∩w�yÑv∩��C

6. ∩�@
yÑAMß÷@UTwC
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7. ∩��úΩsC÷U@BC

HYX{uT{��Rúv∩��C

8. ÷@UTwC

o���ú Tivoli Access Manager for WebLogic �C

���X{u�@�¿v∩��C

9. ÷@U�¿C

oN�¿ Tivoli Access Manager for WebLogic ��ú@�FC

pGzQn�ú IBM Tivoli Access Manager Base ²Mn≤]Tivoli Access Manager

Base runtime environmentBTivoli Access Manager Base Java ⌡µ��⌠�AH�∩�

� Tivoli Access Manager ��{í}ouπc�A�ϕ� IBM Tivoli Access Manager

Base w�ΓUñ�ⁿ�C

q AIX �ú

�� SMIT ��{í��ú AIX M≤� Tivoli Access Manager for WebLogicC��

¿UCⁿ�G

1. H root ¡≈nJC

2. �� WebLogic Server D	x��ú PDRealm �tmC

3. �� SMITC∩�nΘw���@C

4. ∩�nΘ�@���{íC

5. ∩��úw��nΘC

6. ÷@UnΘW��Σ�C�÷sC

HYX{uh½∩Mµv°íCo��π�M≤W� PDWLSC

7. ∩� PDWLS M≤GAccess Manager for WebLogicC

���X{u�úww��nΘv∩��C

8. N�w²µ���	≤�	C

9. b��ΣLµ�ñA�ⁿw]�	C÷@UTwC

10. ���X{uzTw�HvTº°íC÷@UTwC

o��X{@h¼ATºAⁿX&bw�nΘCMß�t@h¼ATºACX�

�wQ�ú�M≤C

11. ÷@U�¿C

���X{u�úww��nΘv∩��C

12. ÷@U�°C÷@U�⌠��⌠ SMITC

oN�¿ Tivoli Access Manager for WebLogic ��ú@�FC

pGzQn�ú IBM Tivoli Access Manager Base ²Mn≤]Tivoli Access Manager

Base runtime environmentBTivoli Access Manager Base Java ⌡µ��⌠�AH�∩�

� Tivoli Access Manager ��{í}ouπc�A�ϕ� IBM Tivoli Access Manager

Base w�ΓUñ�ⁿ�C

40 IBM Tivoli Access Manager for WebLogic Server: ��ΓU



q HP-UX �ú

�� swremove ��ú Tivoli Access Manager for WebLogic ��C��¿UCⁿ�G

1. H root ¡≈nJC

2. �� WebLogic Server D	x��ú PDRealm �tmC

3. pGn�ú Tivoli Access Manager for WebLogicA�ΘJHUⁿOG

# swremove PDWLS

o��X{@tC�¼ATºCo��X{@h¼ATºAⁿX�RÑqwg�Q

�¿C swremove ��{í�N Tivoli Access Manager for WebLogic �qw�

ñ�úC

�ú@��¿�Aswremove ��{íK��⌠C

oNb HP-UX W�¿ Tivoli Access Manager for WebLogic ��ú@�FC

pGzQn�ú IBM Tivoli Access Manager Base ²Mn≤]Tivoli Access Manager

Base runtime environmentBTivoli Access Manager Base Java ⌡µ��⌠�AH�∩�

� Tivoli Access Manager ��{í}ouπc�A�ϕ� IBM Tivoli Access Manager

Base w�ΓUñ�ⁿ�C

q Linux �ú

�� rpm ��ú Tivoli Access Manager for WebLogic ��C��¿UCⁿ�G

1. H root ¡≈nJC

2. �� WebLogic Server D	x��ú PDRealm �tmC

3. pGn�ú Tivoli Access Manager for WebLogicA�ΘJHUⁿOG

# rpm -e PDWLS-PD-4.1.0-0.i386.rpm

o���ú��Crpm ��{ísbC

oNb Linux W�¿ Tivoli Access Manager for WebLogic ��ú@�FC

pGzQn�ú IBM Tivoli Access Manager Base ²Mn≤]Tivoli Access Manager

Base runtime environmentBTivoli Access Manager Base Java ⌡µ��⌠�AH�∩�

� Tivoli Access Manager ��{í}ouπc�A�ϕ� IBM Tivoli Access Manager

Base w�ΓUñ�ⁿ�C
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�². �N��

�ΩTOw∩ IBM bⁿΩ�ú�ºú�PA�}oX��AbΣLΩa	a�ñA

IBM úúo�ú���ñ�ú�U�ú�BA�B	\αCn�Dbz�ba�O�i

��o�ú�PA��A�Vϕa� IBM A�Nϕd�C��bú� IBM �ú�B

{í	A��Aúϕ�	t�uα�� IBM �ú�B{í	A�Cun(I/ IBM �

�z]úvA⌠≤\α�ϕ�ú�B{í	A�úiH�N IBM �ú�B{í	A�C

úLAΣLD IBM ú�B{í	A�bB@W��⌠Pτ�AΣd⌠�≤���C

bo��	σ≤ñiα]t
 IBM ���ºMQ	MQ0��C������ú$�

ezMQº⌠≤�vCziH���Φí�d��vA�τ�H�G

IBM Director of Licensing
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úú�⌠≤��	q�ºO�]]A²ú¡≤i	��	�XSw
��O��CY

��a�bY�µ÷W�ú�\�úWzO�Ah��úL
C

�ΩTñiα���NW	��LΩW��C]�AIBM �w��qF�N�qß�

�e�Js�ñCP�AIBM oH�∩i�/		���ñ�ú��ú��/	{íC

�ΩTñ⌠≤∩D IBM ⌠���z����AIBM ∩�⌠��úú�O�C�⌠�W

�Ω�A�D� IBM ú���Ω��@í�Ap]���⌠�y¿l�AΣd⌠�

Q�ß
µtdC

IBM oHU
Aϕ�Φí��	�G� Q�ßú��⌠≤ΩTAL�∩ztdC

�{íº≥�v�Y�µ�o�÷Ω�AHK��UCΩT�ió� IBMCΣUCΩT
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Wⁿ��

G�

Jf⌠�]portal�. @
πX�⌠�Aª��
Y@��
��s�vAH�AΦíú�
q� Web Ω�Mµ]p

�B�e	A��A�Sw�����C

��

�}≈�]public key�. bqúw�ñAC@�Húi
���≈�C�∩
pK≈�]private key�C

¡�

D≈]host�. s��⌠⌠]�p⌠�⌠⌠	 SNA ⌠

⌠�A�iú�∩�⌠⌠ºs�I�qúCP�A°⌠�

wAD≈iHú�∩⌠⌠��ñ	εCD≈iHO�ß

B°A�	P���ßM°A�C

[K]encryption�. bqúw�ñANΩ�α½¿Lk
δ	�µí�{�AH"ε�o�lΩ�	�α��K{

���oΩ�C

i��]scalability�. ⌠⌠t���ÑW�s�Ω���
��q�αOC

�í�vA�{í]external authorization service�.
@
�v API ⌡µ���{íAi�����{í	⌠

�S���vMª¿� Access Manager �vMª�@í

≈C�ßiH��u�v ADKv�}oo�A�C

�²⌡�]directory schema�. iHX{b#²ñ��

���¼�½≤�OC���¼�½≤�Owq���

�ykC	
e{����#²iHe{���C

��

°��ovO]business entitlement�. ������
�R��A��í�wqδ��°≤Ao�úOi�bΩ

���vnDñ�°≤C


��]response file�. @
��Ao���]t@�
w²wq��D]�{íúX��¬Ai��ªú	@

�S@�aΘJΣñ@�C

hu proxy Nz�]multiplexing proxy agent
(MPA)�. e�h��ßs��hDCϕ�ß��

WAP s�w�⌠��Ao�hD��S��uLus�q

T≤w]WAP�vhDC�hD��µ@�wWD��

l°A�A�zL�WDu∩qv����ßnDM�

�C

h½]l�w]multi-factor authentication�. @
ⁿO
@�½≤�h]POP�Ajε�����Γ�	HW��

wh��iµ�wC�pAⁿO@Ω�W�s�	εiH

nD���P�HW�/KX����W�/O�qµX�

iµ�wCt��\ⁿO@�½≤�hC

r�]suffixes�. @
	OW�Ai��	O�⌠��
Od�#²Ñhñ���#C�≤u���#²s�q

T≤w]LDAP�v���∩RW⌡#A�H�r�A�

≤�#²Ñh��ΣLC@��#C#²°A�iH�h

�r�AC@��OⁿX�⌠��Od�#²ÑhC

s��εMµ]access control list�. (1) (2) bqúw

�ñAoOPY�½≤�÷�@≈MµAo≈MµⁿXi

s�½≤���DDH�o�DD�s�vC�pAs�

	εMµNOP���÷�@≈MµAo≈Mµ�ⁿXi

s�������A�ⁿX���∩≤����s�vC

s��εs�]access control groups�. �≤s�	
ε�s�CC@�s�]t�\h��¿���Ao��

�ñt�\h¿�	OW�Cs�	εs��½≤�O�

AccessGroupC

s��ε]access control�. bqúw�ñAoOⁿT
wqút��Ω�uα�≥o�v����H�v�Φí

�[Hs��{�C

s�v]access permission�. M��π�½≤�s�
M�vC	OAM����s��O�\ivC

w� Socket h]secure sockets layer (SSL)�. iú
�qTpK�w��qT≤wCSSL i�K�ß/°A�

��{íºí�qTD���B½∩	�yC SSL O�

Netscape Communications Corp. M RSA Data Security, Inc.

�}oC

w��z]security management�. M��M��∩½
n���{íMΩ��s�	εαO��z�hC

w�⌠�]secure domain�. @�@PA�����B
t�MΩ�s�Aq��@P#��B@C

�µ�U]self-registration�. oO@
Bz{�A��
�i��ª�ΘJ	n�Ω��¿�w�U� Tivoli Access

Manager ���Aú��z���JC
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C�

pK≈�]private key�. bqúw�ñAu����!
�D�≈�C�∩
�}≈�]public key�C

ñΓⁿw]role assignment�. ⁿwñΓ�����Bz
{�Ap����N�∩wq��ñΓ�½≤π�Aϕ�

s�vC

ñΓ��]role activation�. Ns�vM��ñΓ�B

z{�C

K�

���n²]user registry�. ��\n²C

���]User�. ��LΦ�ú�ºA��H�B��B
Bz{�B�mB{íBqT≤w	t�C

εíΩ� ID]uniform resource identifier (URI)�. �
�	O⌠�⌠⌠W�m�e�ΦkC URL]εíΩ�w�

��OSϕ�í� URIA��	O⌠��}C URI q�í

� (a) ��s�Ω�]�pAHTTPBHTTPSBFTP��≈

εB ( b ) Ω�xs�b�Swqú]�pA

www.webserver.org�AH�qúWΩ��SwW�]�

pA/products/images/serv.jpg�C

εíΩ�w��]uniform resource locator (URL)�.
@sΩr	ANϕqúW	⌠⌠]⌠�⌠⌠�ñ�ΩTΩ

�Co@sΩ�r	]A (a) ��s�ΩTΩ�ºqT≤w

�YgW�AH� (b) qT≤w��MΣΩTΩ��ΩTC

�pAb⌠�⌠⌠�⌠�wqñAo�Oí≈��s�U


ΩTΩ�ºqT≤w�YgG

httpBftpBgopherBtelnetAH� newsFUCO IBM ���

URLGhttp://www.ibm.comC

ⁿO@�½≤�í]protected object space�. ��≤
M��vA�{í��� ACL M POP �Ω�t�Ω��

Ω�½≤ϕ�íC

ⁿO@�½≤�h]protected object policyAPOP�.
@
w��h��¼AⁿX�Q�¿ ACL �h�dºßs

�ⁿO@Ω��B�°≤CPOP �d�]AΘ��ís�

MO@�Φ�h�C

A�]service�. �°A��⌡µ�u@CA�iHO²
Ω�e	xs��µnD]�pAQ���°A�B

HTTP °A�Bqll≤°A�M finger °A��A]i

HO≤�°�u@A�pACL°A�	Bz{�°A

�C

≈�Ω�w��]key database file�. ��\≈�⌠

]key ring�.

≈�∩]key pair�. bqúw�ñAⁿ�}≈��pK

≈�CN≈�t∩�≤[K�Ae�����}≈�N

Tº[KA¼≤Hh��pK≈�NTº�KCN≈�t

∩�≤�	�A�	����pK≈�NTºϕ�k[

KA¼≤Hh���}≈�NTºϕ�k�KAHKτ�

�	C

≈��]key file�. ��\≈�⌠]key ring�C

≈�⌠]key ring�. bqúw�ñAt��}≈�Bp
K≈�B�¬�H���M�����C

≈�]key�. bqúw�ñAMKXtΓk@����@
�����Ai��NΩ�[K	�KC��\pK≈�

��}≈�C

E�

O@��Φ]quality of protection�. Ω�w���h
�A��wB�π�MpK�°≤��X�MwC

Q�

�h°A�]policy server�. �@÷≤ΣL°A�bw
�⌠�ñ��mΩT� Tivoli Access Manager °A�C

�hΩ�]policy data�. P�]tKXj��hΩ�M
nJΩ�C

�h]policy�. M��ⁿ�zΩ��@�WhC

O	]token�. (1) b��⌠⌠ñAqY�Ω���≥

e�t@�Ω���v¡���AHϕ�����	εF

ΘCΘCC@�Ω��ú�≈��oM��O��	ε

CΘCO�O@
Sw�Tº	�	¼Aiϕ�Θ\

ivC (2) b��⌠⌠]LAN�ñAzLΘCΘAq@�

�me�t@��m��	��CϕO�w�[Ω�

�AO�N	¿T�C

tm�½≤]container object�. N½≤�í��¿ú

P\α���c)ⁿwC

tm]configuration�. (1) ��Mµ¼s�ΩTBzt

�ºnwΘ�ΦíC (2) �¿t�Blt�	⌠⌠��mM

{íC

Q@�

�@]action�. s�	εMµ]ACL�\iv��C

≥��w]basic authentication�. �wΦkº@A�n
���ΘJ�
����W��KXßA!�Pw�uW

Ω��s�v¡C
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⌡µ��]run time�. ⌡µqú{í��íC⌡µ��
⌠�O@�⌡µ⌠�C

KX]cipher�. [K�Ω�OLk¬��AúD�≈�

Nªα½¿�Ω�]�K�C

M�v����A�]privilege attribute certificate
service�. (1) b Tivoli Access Manager ñAM�v�

���A�O��Hib�σr⌠�ñΘ�µíA∩

Tivoli Access Manager ��iµsX	�XCµíO ASN1

� MIME sX��XCA�O��b Tivoli Access

Manager �v APIC (2) NHw²Mw�µíϕ�� PAC

α½¿ Access Manager ��]	&º���v API ⌡µ

���ß�{íCo�A�]iH��]�	tm

Access Manager ��AHΘ�w�⌠��ΣL¿�C�

ßiH��u�v ADKv�}oo�A�C (3) t��\

M�v����C (4) Michelle, this term has two

definitions, which one do you think should be used?

M�v����]privilege attribute certificate�. í�
b�íwq� Tivoli Access Manager w�⌠��Ω�tm

�Aªt�DΘ��w��vAH�αOC

�n{í]daemon�. ��⌡µ��A��
�⌡µ{

íC���n{í�
�oAH⌡µΣ@�FΣL�n

{íhOw�⌡µC

�X]junction�. e WebSEAL °A�Pß Web �

�{í°A�ºí� HTTP 	 HTTPS suC�X�H�

ΦΦíNß°A�� Web �íP WebSEAL °A��

Web �í�XA²zαH@PΦí�°π� Web ½≤�

íC�Xi² WebSEAL Nϕß°A�ú�O@A�C

WebSEAL bzL�XNΩ����nD	�ß°A�

ºeA�∩��nD⌡µ�w��v�dC�XP�]e

\�ßPw�X�ß��{íºí�U
µ@nJ�

MΦ�C

�vA��{í]authorization service plug-in�. @

i�AⁿJ�{íw]DLL 	@�{íw�Ai�

Access Manager �v API ⌡µ���ßb�l]w�ⁿ

JAH⌡µbu�v APIv�
�A����@�C#ei

��A���]Au�zvBu�í�vvBu���

∩vBu�ovOvH� PAC 	@��C�ßiH��

u�v ADKv�}oo�A�C

�v]authorization�. (1) bqúw�ñAⁿ�P��

�Pqút�qT	��qút��vQC (2) �P���

∩½≤BΩ�	\α��π	�¡s�v�{�C

�α]migration�. w�s��	s���{íAH�N
�¡���	��C

\iv]permission�. s�ⁿO@�½≤]p��	#
²��αOC½≤\iv��X�NqO�s�	εMµ

�wqC

q�hD��]common gateway interface (CGI)�. @

b Web °A�W⌡µ�qú{íAª���uq�hD

��]CGI�vA�⌡µq�úO� Web °A�⌡µ�@

�]�pAΩ�ws��ϕµBz�C CGI Script O@


H Scripting yÑ]p Perl��g� CGI {íC

s�]bind�. N	OrP{íñ�t@�½≤�÷pF
�pAN	OrPY��B�}	t@�	Or÷pA	

�N&í���PΩ�����÷pC

su]connection�. (1) bΩ�qTñAⁿ\αµ	º

í���÷pAH�≤	ΩTC (2) b TCP/IP ñA

ⁿú�ia�Ω��y	eA��Γ�qT≤w��{í

ºí�⌠�Cb⌠�⌠⌠ñAsu�qY�t�� TCP �

�{í
��t@�t�W� TCP ��{íC (3) bt�

qTñAⁿibΓ�t�í	t�M�míeΩ��u

⌠C

QG�

�¬�H���]trusted root�. buw� Socket h

]SSL�vA�}≈�M���zñ�]CA��÷p	O

W�C

µ@nJ]single signon (SSO)�. ⁿ���α≈nJ

@�A�Bis�h���{íAú��OanJ�C@

���{íCt��\s�nJC

Lnw�]silent installation�. @
w�ΦíAªú�
eTº�D	xAONTºM�xsbΘx�ñC

��A
�w�iH������ΘJΩ�Ct��\�

��C

n²]registry�. (1) �@�\�Pw�⌠�����M

s�ºbßΩT�Ω�xsBC (2) t�t�tmΩT�Ω

�wAo�ΩTP���BwΘMww��{íM��{

í�÷C

Ω�D≈]virtual hosting�. e\ Web °A�Qϕ@

⌠�⌠⌠W�h�D≈�αOC

WσrαeqT≤w]hypertext transfer protocol
(HTTP)�. b⌠�⌠⌠qT≤w�ñAⁿ��αeMπ�
W�σσ≤�qT≤wC

iÑ�w]step-up authentication�. @
ⁿO@�½

≤�h]POP�Aª��αww²tm��wh�A��


Ω�W�]w��h�⌡µSw��wh�CiÑ�w

POP ÷Mú�jε�����h��wh��iµ�wA

Hs�⌠≤�w�Ω�A²O�n���bPO@Ω��

�h���h�@¬�h�ñiµ�wC
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QT�

	e∩��]transport selector (TSEL)�. P TCP/IP

ñ�≡��ϕ� Open Systems Interconnection]OSI�Cτ

�� TSEL �XC

Ω�½≤]resource object�. Nϕu&�⌠⌠Ω�Ap
A�B���{íC

≤BzqT]interprocess communication (IPC)�. i
²{íP�Bz\h���nD�ΦkA�k����

zP�b@�t�ñ⌡µ��O{í{�C

≤⌠�∩M[c]cross domain mapping framework
(CDMF)�. @
{í]p��Ai²{í}o�
qp≤
∩M����¡≈AH�ϕ�� WebSEAL e-Community

SSO \α�Ap≤Bz�����C

≤⌠��wA�]cross domain authentication service
(CDAS)�. @
ú�@�{íw≈ε� WebSEAL A�A

o
≈εi²zNw] WebSEAL �w≈ε½¿@�i

� Tivoli Access Manager ¡≈� WebSEAL �
q{�C

t��\ WebSealC

Q��

�z°A�]management server�. w@oC��\�
h°A�C

�zA�]administration service�. @
�v API ⌡

µ���{íAi��∩ Access Manager Ω��z{í

⌡µ�znDC�zA�N���
 pdadmin ⁿO��

nDAH⌡µpU�@�GC�ⁿO@�½≤≡¼�cñ

¡
IU�½≤C�ßiH��u�v ADKv�}oo�

A�C

⌠�W�]domain name�. b⌠�⌠⌠qT≤w�ñA
ⁿD≈t�W�C⌠�W�O�@�lW�����¿A

�BH�jr	j}C�pApGD≈t���π⌠�W

�O ralvm7.vnet.ibm.comAhUCC@�úO⌠�W�G

v ralvm7.vnet.ibm.com

v vnet.ibm.com

v ibm.com

⌠�]domain�. (1) qú⌠⌠ñtd	εΩ�BzΩ�

�í�C (2) ��\⌠�W�]domain name�C

⌠⌠¼�w]network-based authentication�. @
ⁿ
O@�½≤�h]POP�A���
����⌠�⌠⌠q

T≤w]IP��}�	ε½≤s�Ct��\ⁿO@�½

≤�hC

⌠�⌠⌠qH≤w�]Internet suite of protocols�. @
��F⌠�⌠⌠���}o�qT≤wA�zL Internet

Engineering Task Force]IETF�oG�u��nD

]RFC�vC

⌠�⌠⌠qH≤w]Internet protocol (IP)�. b⌠�⌠
⌠qH≤w�ñAⁿ@
L
su�qT≤wAizL⌠

⌠	µ¼s��⌠⌠�	eΩ�A�Bi@��¬qT≤

whPΩΘ⌠⌠ºí�C�C

⌡�]schema�. HΩ�wqyÑϕ��»zíAH�π
í�Ω�w��cC

����²s�qT≤w]lightweight directory access
protocol (LDAP)�. @
}±íqT≤wA(a) ��

TCP/IP �ú�∩Σ� X.500 	íº#²�s� (b) ú	

π�≤�°� X.500 #²s�qT≤w]DAP���n�

Ω�C�� LDAP]τ����#²���{í����{

íiH��#²�@�q��Ω�xswH���H�	

A���÷ΩTA�pqll≤�}B�}≈�	A�S

w�tm��CLDAP �²Ob RFC 1777 ñⁿw�C

LDAP � 3 �Ob RFC 2251 ñⁿwA IETF .b	

≥BzΣL���\αCb RFC 2256 ñiHΣ�Y��

IETF wq� LDAP ��⌡#C

���≤Ot��w] l i gh twe ight th i rd par ty
authentication (LTPA)�. @
�w[cAe\≤L@�
¿b⌠�⌠⌠⌠��� Web °A�iµµ@nJC

�e�]routing file�. @�t�ⁿO� ASCII �Ao

�ⁿOY��	εTº�tmC

Q¡�

s�nJ]global signon (GSO)�. u��µ@nJ�
MΦ�Ai²���ú��N���W�MKX�ß

Web ��{í°A�Cs�nJi²���s�L�≥v

���pΓΩ� — zLµ@nJC GSO Yw∩�ºΦB

��íBΓ⌠���hít�M��{í��¿ºj¼°

�]pA��°�����zh����W�MKXº

�Ct��\µ@nJC

����]digital signature�. bql	�ñA�[�

Ω�µ��Ω�A	Ω�µ��[Kα½Ai²Ω�µ�

�¼≤Hτ�µ����M�π�A�Bδ	iα��y

Ω�C

��]replica�. t�t@�°A��#²���°A

�C����≈°A�AHK[j
α	Yu���íA

�TwΩ���π�C

ⁿ�]polling�. bΣñ�XΩ�nD�WDs�Φk

]CAM�CbDn/q�Ω�d�ñADn�m�ⁿyd

�C@�q��mAO�π�⌠≤nΘ�Ω�CpGq

48 IBM Tivoli Access Manager for WebLogic Server: ��ΓU



��m�¬�AN�\�mΘª�Ω�CpGq��m

�¬S�AhDn�mN≈}A�ⁿ�U@�q��mC

o�Bz{���≥�½�C∩≤ Tivoli Access ManagerA

ziHtm WebSEAL °A�AHw�ⁿ�Dn�v]�

h�Ω�wA��o≤sΩ�C

Q��

���zñ�]certificate authority (CA�). bql	
�ñAⁿtdoX�����C���zñ���w��

����¡≈H����Q�v���A�BoXs��

�B≤s{����AH�NúAQ�v�������

����[H�°C

��]certificate�. bqúw�ñAⁿ@
��σ≤Ai
N�}≈�s��������¡≈A]�i∩����

�iµ�wC��O����zñ��oXC

QC�

�ovOA�]entitlements service�. @
�v API

⌡µ���{íAi��qDΘ	@�°≤��í��

��ovOC�ovOq�O��{íS��Ω�AN

�Ω��z{íHY
Φí�[H��A	sW�DΘ�

��AHKb�v{�ñi@B���C�ßiH��

u�v ADKv�}oo�A�C

�ovO]entitlement�. t��í)w��hΩT�Ω
��cC�ovOt��hΩ�A	HSw��{íiH

A��Φí�[Hµí)�αOC

��αeqT≤w]file transfer protocol (FTP)�. b
⌠�⌠⌠qT≤w�ñAⁿQ�uΘ	εqT≤w

]TCP�vM Telnet ÑA�b≈�	D≈ºíαejqΩ

�����{íh�qT≤wC

QE�

�OW�]distinguished nameADN�. i�@	O#
²ñº�#�W�C	OW�O���:�t∩��¿Ao

�t∩OHrI�jC

��	∩A�]credentials modification service�. @

�v API ⌡µ���{íAi���∩ Access

Manager ��C��ßb�í}o����∩A��¡≤⌡

µq����MµsW��ú�@�AH��¡≤��Q

°�i≤∩���C

��]credentials�. b�w�í��oAí����B
⌠≤�s�÷p�ΣLw��÷�¡≈�����ΩTC

��i��w�a⌡µ\hA�A�p�vBf�Me

⌠C

GQ@�

��Mµ]attribute list�. b Tivoli Access Manager

ñAt�
�ΩT�w�MµAo�ΩTY���X�

vMªC��MµO�@� keyword = value t∩�c¿C

GQG�

�w]authentication�. (1) bqúw�ñAⁿτ���

��¡≈	���s�½≤�ΩµC (2) bqúw�ñAⁿ

τ�Tº�(≤∩	l�C (3) bqúw�ñAⁿ��τ�

ΩTt�	ⁿO@Ω�º����{�Ct��\h½]

l�wB⌠⌠¼�wAH�iÑ�wC

A

ACL. ��\s�	εMµC

B

BA. ��\≥��wC

blade. ú���{íS��A��	≤�	≤C

C

CA. ��\���zñ�C

CDAS. ��\≤⌠��wA�C

CDMF. ��\≤⌠�∩M[cC

CGI. ��\q�hD��C

cookie. °A�xsb�ß≈�A�bß≥�Ñq@�
�ís��ΩTCcookie e\°A�Oϕ÷≤�ß�Sw

ΩTC

D

DN. ��\	OW�]distinguished name�C

E

EAS. ��\�í�vA�{íC

G

GSO. ��\s�nJC
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H

HTTP. ��\WσrαeqT≤wC

I

IP. ��\⌠�⌠⌠qH≤w]Internet Protocol�C

IPC. ��\≤BzqTC

L

LDAP. ��\ ���#²s�qT≤w]Lightweight

Directory Access Protocol�C

LTPA. ��\ ���≤Ot	�wC

M

meta Ω�]metadata�. í�wxsΩ�º�Φ�Ω

�C

P

PAC. ��\M�v����C

POP. ��\ⁿO@�½≤�h]protected object

policy�C

R

RSA [K]RSA encryption�. �≤[KM�w��}
≈�[Kkt�C�t�Ob 1977 ,� Ron RivestBAdi

Shamir M Leonard Adleman �o�Ct��w�O�
∩

ΓjΦ���n���]�°�wC

S

SSL. ��\w� Socket h]Secure Sockets Layer�C

SSO. ��\µ@nJC

T

TSEL. ��\	e∩��]transport selector�C

U

URI. ��\εíΩ� IDC

URL. ��\εíΩ�w��C

W

WebSEAL. @
 Tivoli Access Manager bladeC

WebSEAL O@�¬
αBh½⌡µⁿ� Web °A�Aª

�Nw��hM��ⁿO@�½≤�íCWebSEAL iú�

µ@nJ�MΦ�ANß Web ��{íΩ��JΣw�

�h�C

WPM. ��\Web Portal ManagerC

Sϕr

Tivoli Access Manager for Business Integration. @

 Tivoli Access Manager bladeAª�ú�sx�w�A�

� IBM MQSeriesCª�
� MQSeries ⌠�AHΣ�≤ε

C�∩w��C

Tivoli Access Manager for Operating Systems. @


 Tivoli Access Manager bladeAª�ú�w�(��

Tivoli Identity Director ú�Co
w�(��I��n�

v�d�@�t�IsAp��s�C

Web Portal Manager]WPM�. ���zw�⌠�ñº
Tivoli Access Manager Base � WebSEAL w��h� Web

¼��í��{íCo� GUI iN� pdadmin ⁿOµ�
�A²��z�α≈s�A�B²�z�α≈�e⌠

����⌠�AH�ⁿwe⌠�z��o�⌠�C
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