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UCnΘ�w�b�� Web °A�ßA$αw� Tivoli Access Manager Plug-in for

Web Servers nΘG

v Web °A�nΘCoNOUCΣñ@�G

– IIS 5.0 �≤ Windows 2000 Server/Advanced Server ⌠�

– Sun ONE Web Server 6.0 (Service Pack 4) for Solaris 7 (sparc)/8

– IHS 1.3.19 �≤ AIX 4.3.3 	 5L ⌠�C

v IBM Tivoli Access Manager runtime environment v4.1
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Tivoli Access Manager Base w�ΓUC

v IBM Global Security Toolkit (GSKit) 5.0.5.46

v pGz&b�� LDAP ���n²A�w� IBM Directory Client 4.1

3. Tivoli Access Manager Plug-in for Web Servers w�@���
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4. N IBM Tivoli Access Manager Web Security, Version 4.1, for AIX CD íJ+�
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5. b Shell ú�ñΘJUCⁿOG

# smit
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v YnO@h�Ω�D≈�w�A�ΘJ�∩≤wπ�ºMµñΩ�D≈�m�

	CH�µj}�ΘJ��XC

v ΘJ allA²��{íO@°A�W��w��Ω�D≈C

18. ΘJ Tivoli Access Manager �z� ID �KXC

19. AZN ≤sOb��{í@��íAq�v
h°A�αe
hΩT delta �]CΘ

J≡���Ñ AZN ≤sA	÷U Return ��ⁿw]	C

20. ΘJ Y/N ���/�� LDAP Server � SSL qTCb Web °A�� LDAP Server

�≤P@w�⌠⌠�⌠�ñAiαú�n�� SSLCpGziHTw Web °A�

P LDAP ºí�e�Ω��π��w��Ah∩�ú�� SSL N∩�⌠⌠W

eA]�ª��úw�tßC

21. pGb��{íP LDAP Server ºí��F SSL qTANú�zΘJ LDAP SSL

�ß	≈���CΘJ�ß	 GSKit ≈�Ω�w� pd_ldapkey.kdb �≤
h°A

��π⌠�W
C

�: ϕ Tivoli Access Manager Plug-in for Web Servers w�b Tivoli Access Manager

Policy Server �b�P@í≈�WABQ� SSL tm� LDAP �A LDAP

�ß	��NLk@�C

� 2 � w� IBM Tivoli Access Manager Plug-in for Web Servers 9



YnO@���K�g�v�s�A�� UNIX ��\ivCpG\ive

\u��{ív���s���Ah LDAP �ß	≈���iH@�C

22. Tivoli Access Manager Plug-in for Web Servers tm���Q¿FC

23. ½s�� Web °A�C

b Solaris – Sun ONE Web Server Ww�	�{í

Ynb Solaris Ww��tm Tivoli Access Manager Plug-in for Web ServersG

1. b Solaris Web °A�WATwibz�⌠�ñ�� IBM Tivoli Access Manager

for e-business Policy Server v4.1C��\ IBM Tivoli Access Manager Base w�

ΓUC

�: Tivoli Access Manager Policy Server ú�nP Tivoli Access Manager runtime

environment �bP@í≈�WC

2. Twww�G

v Sun ONE Web Server nΘC

v IBM Tivoli Access Manager for e-business runtime environment v4.1. ��\ IBM

Tivoli Access Manager Base w�ΓUC

v IBM Global Security Toolkit (GSKit) 5.0.5.46

v pGz&b�� LDAP ���n²A�w� IBM Directory Client 4.1

3. iµ��{íw�@��A�N��
úYMM≤tm�}BzC�²��

pkgadd NnΘM≤w�� Solaris WC�
A����{ítm��{í

pdwpicfg �tm��{íC

H root ���¡≈nJC

4. N IBM Tivoli Access Manager Web Security, Version 4.1, for Solaris CD �ⁿb

/cdrom/cdrom0

5. N�²�½� /cdrom/cdrom0/solaris

6. iµ��{íw�@��A�nsWΓ�M≤C�⌡µUCⁿOA�w���{

íG

# pkgadd -d . PDWPI PDWPIipl

ú�X{�A�ΘJ yAMß÷U ReturnC���q CD 
úYA�Bw��w

�WC

7. Yntm��{íA��� /opt/pdwebpi/binAMß⌡µG

# ./pdwpicfg

8. ΘJr, c �tm��{íC

9. ΘJ Sun ONE Web Server ���²C

10. e��π�@�MµACX Web °A�����íΩ�D≈Czπ�T�∩�G

v pGz
Qn@íⁿ���{íO@�Ω�D≈A�ΘJ�∩≤wπ�ºMµ

ñΩ�D≈��XC

v YnO@h�Ω�D≈�w�A�ΘJ�∩≤wπ�ºMµñΩ�D≈�m�

	AH�µj}�ΘJ�	C

v ΘJ allA²��{íO@°A�W��w��Ω�D≈C

11. ΘJ Tivoli Access Manager �z� ID �KXC
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12. AZN ≤sOb��{í@��íAq�v
h°A�αe
hΩT delta �]CΘ

J≡���Ñ AZN ≤sA	÷U Return ��ⁿw]	C

13. ΘJ Y/N ���/�� LDAP Server � SSL qTCb Web °A�� LDAP Server

�≤P@w�⌠⌠�⌠�ñAiαú�n�� SSLCpGziHTw Web °A�

P LDAP ºí�e�Ω��π��w��Ah∩�ú�� SSL N∩�⌠⌠W

eA]�ª��úw�tßC

14. pGb��{íP LDAP Server ºí��F SSL qTANú�zΘJ LDAP SSL

�ß	≈���CΘJ�ß	 GSKit ≈�Ω�w� pd_ldapkey.kdb �≤
h°A

��π⌠�W
C

�: ϕ Tivoli Access Manager Plug-in for Web Servers w�b Tivoli Access Manager

Policy Server �b�P@í≈�WABQ� SSL tm� LDAP �A LDAP

�ß	��NLk@�C

YnO@���K�g�v�s�A�� UNIX ��\ivCpG\ive

\u��{ív���s���Ah LDAP �ß	≈���iH@�C

15. ΘJ LDAP ���W
�KXC

16. Tivoli Access Manager Plug-in for Web Servers tm���Q¿FC

17. ½s�� Web °A�C

b Windows – IIS Ww�	�{í

Ynb Windows 2000 Server/Advanced Server Web °A�Ww� Tivoli Access Manager

Plug-in for Web ServersG

1. b Windows 2000 Web °A�WATwibz�⌠�ñ�� IBM Tivoli Access

Manager for e-business Policy Server v4.1C��\ IBM Tivoli Access Manager Base

w�ΓUC

�: Tivoli Access Manager Policy Server ú�nP Tivoli Access Manager runtime

environment �bP@í≈�WC

2. Twww�G

v IIS Web °A�nΘC

v IBM Tivoli Access Manager for e-business runtime environment v4.1. ��\ IBM

Tivoli Access Manager Base w�ΓUC

v IBM Global Security Toolkit (GSKit) 5.0.5.46

v pGz&b�� LDAP ���n²A�w� IBM Directory Client 4.1

3. Hπ� Windows �z�M�v����¡≈nJ Windows ⌠�C

4. N IBM Tivoli Access Manager Web Security, Version 4.1, for Windows CD íJ

+�≈C

5. ÷ΓUUC���⌡µ Tivoli Access Manager Plug-in for Web Servers InstallShield

w�{í]Σñr, E: O+�≈�C

E:\Windows\PolicyDirector\Disk Images\Disk1\PDWebPI\Disk Images\Disk1\Setup.exe

6. q∩�M≤°íA∩� Plug-in for Web Servers M≤AMß÷@UTwC

7. e��π�∩�w�yÑ∩��C∩�Aϕ�yÑAMß÷@UTwC

8. o� InstallShield {íN���A�π�w∩��∩��C÷U@BC

9. e��π��vX�∩��C÷@UOA�ⁿ�vX��°�C
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10. e��π�∩�M≤∩��CO�oΓ�w�∩�∩� Access Manager Plug-in
for Web Servers � Access Manager Plug-in for Microsoft Internet
Information ServicesC÷U@BC

11. e��π�∩���m∩��C�ⁿw]w��m	ⁿw�N�mC÷U@

BC

o�{í��N�
úY���Ce�W�π�@hTºAⁿXww�nΘC

12. ÷@U�¿��⌠w�{íA�}l��
úYBz{�C¿�A�÷@U�

¿C

13. q}l\αϕ∩�G{í� > Access Manager Plug-in for Web Servers > t

mC

e�W�π� Tivoli Access Manager Plug-in for Web Servers tm∩�∩��C

14. e�W�π�@�MµACX Web °A�����íΩ�D≈C∩�nO@�Ω

�D≈C÷U@BC

15. ΘJ Tivoli Access Manager �z���� ID sec_masterAH�KXC÷U@BC

16. AZN ≤sOb��{í@��íAq�v
h°A�αe
hΩT delta �]CΘ

J≡���Ñ AZN ≤sA	�ⁿw]	C÷U@BC

17. ∩�O	����/�� LDAP Server � SSL qTCb Web °A�� LDAP

Server �≤P@w�⌠⌠�⌠�ñAiαú�n�� SSLCpGziHTw Web

°A�P LDAP ºí�e�Ω��π��w��Ah∩�ú�� SSL N∩�⌠

⌠WeA]�ª��úw�tßC

pGz∩�nb��{íP LDAP Server ºí�� SSL qTG

a. ΘJ�ß	 GSKit ≈�Ω�w� pd_ldapkey.kdb �≤
h°A��π⌠�

W
C

b. n�AΘJ����C

c. ΘJ≈���KXC

d. ∩�U@BC

�: ϕ Tivoli Access Manager Plug-in for Web Servers w�b Tivoli Access Manager

Policy Server �b�P@í≈�WABQ� SSL tm� LDAP �A LDAP

�ß	��NLk@�C

YnO@���K�g�v�s�A����\ivCpG\ive\

u��{ív���s���Ah LDAP �ß	≈���iH@�C

18. ú�X{�A�ΘJ LDAP ���W
�KXC

19. Tivoli Access Manager Plug-in for Web Servers tm���Q¿FC

20. ½s�� IISC

�: pGzwb Active Directory ��ß	Ww��tmF Access Manager]�pA

Access Manager � Active Directory �búPt	W)Ah�ß	t	��X⌠

�A�Bz�Hu�z�v¡≈nJ⌠�A$αb�ß	t	W⌡µ Access

Manager tmC
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	� Tivoli Access Manager Plug-in for Web Servers
��ú�bT�Σ��¡xWAN Tivoli Access Manager Plug-in for Web Servers q

� 3.9 �
�� 4.1 ��ⁿ�C


�eAzú�nOd⌠≤ Tivoli Access Manager Plug-in for Web Servers ΩTCM

�A�Twbw��
��� 4.1 �nΘeA∩ Tivoli Access Manager t	⌡µπ

��≈C

]N�n
� LDAP �ß	� GSKitC

b AIX - IHS W�	�{í

Ynb AIX W
� Tivoli Access Manager Plug-in for Web ServersG

1. b AIX Web °A�WATwzG

v wN Tivoli Access Manager for e-business runtime environment 
��� 4.1 �C

��\ IBM Tivoli Access Manager Base w�ΓUAH�op≤iµ
��ⁿ

�C

v wN IBM Global Security Toolkit (GSKit) 
��� 5.0.5.46 �C

v pGz&b�� LDAP ���n²A�N IBM Directory Client 
��� 4.1

�C

2. �εuIHS Web °A�vC

3. b root shell ú�ñΘJUCⁿOA��ε Tivoli Access Manager Plug-in for Web

Servers Bz{�G

# /etc/pdwebpi/pdwebpi stop

4. �� SMITAb AIX W
�nΘM≤CH root ���¡≈nJC

5. N IBM Tivoli Access Manager Web Security, Version 4.1, for AIX CD íJ+�

≈C

6. b Shell ú�ñΘJUCⁿO��� SMIT ��{íG

# smit

7. ∩�nΘw�
�@C∩�w�
≤snΘC∩�q�si��nΘ�w�
≤

snΘC

8. X{nDΘJ�m�ú��A�ΘJ�ⁿ CD ��mC

9. ÷@UC�÷s��onw��nΘCh½∩�Mµ°í�π� Tivoli Access

Manager nΘM≤C

10. ∩� Access Manager Plug-in for Web Servers nΘM≤C÷@UTwC

11. e�W�π�q�si��nΘ�w�
≤snΘ∩��C

12. τ�w]	OX{b�����w����nΘ�µ�ñC

13. �z�w��]w�÷�ΣLµ�	C bjí��ípUAziH�ⁿw]	C

÷@UTwC

14. e��π�@�Tº�A��zO�Tww�o�M≤C÷@UTwC

t	�w�M≤��AP��π�Xh¼ATºCb¿��
úY�A�X{

�ß�¼ATºAⁿX�Q¿C

15. ∩ Access Manager Plug-in for IBM HTTP Server M≤½�BJ 9 - 14C

16. ÷@U�¿C÷@U�°��⌠ SMITC
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17. b root shell ú�ñΘJUCⁿOA��� Tivoli Access Manager Plug-in for Web

Servers Bz{�G

# /etc/pdwebpi/pdwebpi start

18. ½s��uIHS Web °A�vC

b Solaris - Sun ONE Web Server W�	�{í

Ynb Solaris W
� Tivoli Access Manager Plug-in for Web ServersG

1. b Solaris Web °A�WATwzG

v wN Tivoli Access Manager for e-business runtime environment 
��� 4.1 �C

��\ IBM Tivoli Access Manager Base w�ΓUAH�op≤iµ
��ⁿ�C

v wN IBM Global Security Toolkit (GSKit) 
��� 5.0.5.46 �C

v pGz&b�� LDAP ���n²A�N IBM Directory Client 
��� 4.1 �C

2. �ε Sun ONE Web ServerC

3. b root shell ú�ñΘJUCⁿOA��ε Tivoli Access Manager Plug-in for Web

Servers Bz{�G

# /etc/init.d/pdwebpi stop

4. TwzH root ���¡≈nJC�²�� pkgadd NnΘM≤w�� Solaris WC

# pkgadd -d package directory -a pddefault packages

ΣñG

package directory t���{íM≤��²]q�Oq CD �ⁿ�C

pddefault b CD WΣ������C

packages ��{íM≤Fp PDWPI � PDWPIipl

5. N IBM Tivoli Access Manager Web Security, Version 4.1, for Solaris CD �ⁿb

/cdrom/cdrom0

6. N�²�½� /cdrom/cdrom0/solaris

7. iµ��{íw�@��A�nsWΓ�M≤C�⌡µUCⁿOA�w���{

íG

# pkgadd -d . PDWPI PDWPIipl

ú�X{�A�ΘJ yAMß÷U ReturnC���q CD 
úYA�Bw��w

�WC

8. b root shell ú�ñΘJUCⁿOA��� Tivoli Access Manager Plug-in for Web

Servers Bz{�G

# /etc/init.d/pdwebpi start

9. ½s�� Sun ONE Web ServerC

b Windows - IIS W�	�{í

Ynb Windows 2000 Server/Advanced Server Web °A�W
� Tivoli Access Manager

Plug-in for Web ServersG

1. b Windows 2000 Web °A�WATwzG
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v wN Tivoli Access Manager for e-business runtime environment 
��� 4.1 �C

��\ IBM Tivoli Access Manager Base w�ΓUAH�op≤iµ
��ⁿ

�C

v wN IBM Global Security Toolkit (GSKit) 
��� 5.0.5.46 �C

v pGz&b�� LDAP ���n²A�N IBM Directory Client 
��� 4.1

�C

2. Hπ� Windows �z�M�v����¡≈nJ Windows ⌠�C

3. �ε Microsoft Internet Information Services Web ServerC

4. zLA
	εx�ε Tivoli Access Manager Plug-in for Web ServersC

5. N IBM Tivoli Access Manager Web Security, Version 4.1, for Windows CD íJ

+�≈C

6. ÷ΓUUC���⌡µ Tivoli Access Manager Plug-in for Web Servers InstallShield

w�{í]Σñr, E: O+�≈�C

E:\Windows\PolicyDirector\Disk Images\Disk1\setup.exe

7. qu∩�M≤v°íA∩� Plug-in for Web Servers M≤AMß÷@UTwC

8. e��π�∩�w�yÑ∩��C∩�Aϕ�yÑAMß÷@UTwC

9. o� InstallShield {íN���Aπ�w∩��∩��C÷U@BC

10. e��π��vX�∩��C÷@UOA�ⁿ�vX��°�C

11. e��π�∩�M≤∩��CO�oΓ�w�∩�∩� Access Manager Plug-in
for Web Servers � Access Manager Plug-in for Microsoft Internet
Information ServicesC÷U@BC

12. e�W�π�@hTºAⁿwYNiµ
�A�÷@UTwC

13. o�{í��N�
úY���Ce�W�π�@hTºAⁿXww�nΘC

14. ∩ Tivoli Access Manager Plug-in for Microsoft Internet Information Services M≤

½�BJ 12 -13C

15. ÷@U�¿��⌠w�{íC

16. zLA
	εx�� Tivoli Access Manager Plug-in for Web ServersC

17. �� Microsoft Internet Information Services Web ServerC

�ú Tivoli Access Manager Plug-in for Web Servers
��í��ú Tivoli Access Manager Plug-in for Web Servers nΘ�Bz{�C��

úí��ú Tivoli Access Manager runtime environment 	 Tivoli Access Manager Policy

Server �Bz{�Cp��ú runtime environment � Policy Server ��ΩTA��

\ IBM Tivoli Access Manager Base w�ΓUC

q Windows – IIS �ú	�{í

�ú��{íeA�²
úª�tmC

Ynb Windows W
ú��{í�tmG

1. Hπ��zM�v� Windows ���¡≈nJC

2. q}l\αϕ÷@UG{í� > Access Manager Plug-in for Web Servers >

�útmC
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�: pGOqⁿOú�⌡µAhbLk�F Management Server �A-f ∩�i��
jε⌡µ
útmC

3. e�W�π�@�MµACX��{í�O@��íΩ�D≈C∩�n
útm�

Ω�D≈C÷U@BC

4. ΘJ Tivoli Access Manager ��� ID �KXC∩�U@BC

@-�Qa
úF��{í�tm�Ae�WN�π�@�¼ATºC

5. ½s�� IISC

Ynq Windows �ú��{íG

1. quWindows 	εxvA÷@UsW/�ú{íC

e�W�π�sW/�ú{í∩��ACX��ww��nΘC

2. ∩�Nϕ Access Manager Plug-in for Microsoft Internet Information Services
���C÷@U�≤/�ú÷sC

3. o� InstallShield {íN���A��ú��{íC

4. ÷@U�¿C

q AIX – IHS �ú	�{í

�ú��{íeA�n²
úª�tmCYnb AIX ¡xW
ú��{í�tmG

1. H root ¡≈nJC

2. q bin �²⌡µUCⁿOA�����{ítm��{íG

# pdwpicfg

�: ϕLk�F Management Server �A-f ∩�i��jε⌡µ
útmC

3. ΘJ u iµ
útmC

4. e�W�π�@�MµACXⁿO@�Ω�D≈C∩�n
útm�Ω�D≈C

5. ΘJ Tivoli Access Manager �z� ID �KXC

6. ϕ
útm¿�Ae�W�π�@hTºC

7. ½s�� Web °A�C

Yn�ú��{íG

1. H��� root ¡≈�� SMITC

2. ∩�qT��{í
A�C

3. e�W�π�qT��{í
A�\αϕC∩� Access ManagerC

4. q Access Manager \αϕ∩� Access Manager �útmCe�W�π�@

�MµACXwtm� Tivoli Access Manager M≤C

5. ∩� Access Manager Plug-in for Web ServersC

ú�X{�A�ΘJ Tivoli Access Manager KXC

6. b��ú�ñA÷U EnterC

7. ∩ Access Manager Plug-in for Web Servers IHS M≤½�BJ 3 � 7C

q Solaris – Sun ONE Web Server �ú	�{í

b
ú��{í�tmßA$α�úªCYnb Solaris W
ú��{í�tmG

1. H root ¡≈nJC

16 IBM Tivoli Access Manager: Plug-in for Web Servers ��ΓU



2. q bin �²⌡µUCⁿOA�����{ítm��{íG

# pdwpicfg

�: ϕLk�F Management Server �A-f ∩�i��jε⌡µ
útmC

3. ΘJ u iµ
útmC

4. e�W�π�@�MµACXⁿO@�Ω�D≈C∩�n
útm�Ω�D≈C

5. ΘJ Tivoli Access Manager �z� ID �KXC

6. ϕ
útm¿�Ae�W�π�@hTºC

7. ½s�� Web °A�C

Ynq Solaris �ú��{íG

1. ΘJⁿOG

# pkgrm PDWPI PDWPIipl

t	�ú�zT{z�MwCbú�ñΘJ yC

e�W�π�@hTºAⁿX�ú¿\C

� 2 � w� IBM Tivoli Access Manager Plug-in for Web Servers 17
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� 3 � IBM Tivoli Access Manager Plug-in for Web Servers tm

��í�ziH⌡µH�q IBM Tivoli Access Manager (Tivoli Access Manager) Plug-in

for Web Servers �@δ�z�tm@�C

DD��G

v y@δ��{íΩTz

v � 22��ytm Authorization Serverz

v � 23��ytmΩ�D≈°A�z

v � 26��yWeb °A�S��tmz

v � 28��ytm LDAP °A��ó���z

v � 28��ytm��{íf�BOⁿBl����Ω�wz

v � 32��ytm�v API A
z

v � 32��yyÑΣ�z

@δ	�{íΩT

UC��í�÷≤ Tivoli Access Manager Plug-in for Web Servers tm�@δΩTG

v ypdwebpi.conf tm�z

v � 20��ypdwebpimgr.conf tm�z

v � 20��yTivoli Access Manager Plug-in for Web Servers w�@����²z

v � 21��y����ε Tivoli Access Manager Plug-in for Web Serversz

v � 21��yHTTP ��Tºz

pdwebpi.conf tm�

ziHtm�≤ pdwebpi.conf tm����A��q��{í�@�C��ObHU

��²ñG

UNIXG

/opt/pdwebpi/etc/

WindowsG

C:\Program Files\Tivoli\PDWebPI\etc\
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UϕNtm��q¿ (stanza) ��C

ϕ 2. pdwebpi.conf �qKn

	q q¿

GENERAL [module-mgr] [modules] [wpiconfig] [pdweb-plugins]

AUTHENTICATION [ c o m m o n - m o d u l e s ] [ a u t h e n t i c a t i o n - l e v e l s ]

[authentication-mechanisms] [BA] [failover] [forms] [ltpa]

[tag-value] [token-card] [http-hdr] [iv-headers] [acctmgmt]

[ecsso] [ecsso-domain-keys] [login-redirect] [spnego]

VIRTUAL HOSTS [virtual-host-name]

SESSIONS [sessions] [session-cookie]

LDAP [ldap]

PROXY [proxy-if] [proxy]

AUTHORIZATION API [aznapi-entitlement-services] [aznapi-configuration]

WEB SERVER [ihs] [iis] [iplanet]

��\� 107���² A, ypdwebpi.conf ��zAH�o pdwebpi.conf tm��i

tm���í�C

�: C��≤ pdwebpi.conf ���Azú�HΓ�Φí½s�� Tivoli Access

Manager Plug-in for Web ServersA²s��≤��C��\� 21��y����

ε Tivoli Access Manager Plug-in for Web ServerszAH�o����ε��{í

��÷ΩTC

pdwebpimgr.conf tm�

��{í� UNIX w�@�]Atm� pdwebpimgr.confCo�tm�t�����½

s���v�n{í]Yªó�������C

o����≤�²G

/opt/pdwebpi/etc/

z��ú�n�≤o���ñ���C

Tivoli Access Manager Plug-in for Web Servers w�@���²

Tivoli Access Manager Plug-in for Web Server �{í���w�bUC��²G

UNIXG

/opt/pdwebpi/

WindowsG

C:\Program Files\Tivoli\PDWebPI\

b Windows Ww���{í�íAziHtmo�⌠�Cb UNIX Wiµw��Az

Lktmo�⌠�C�ΓU�� install_path ���Nϕo���²C

b UNIX Wiµw��AHU�W��²]tFiXR���]�pf�MΘx��G

/var/pdwebpi/
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��

ε Tivoli Access Manager Plug-in for Web Servers
Yn����ε��{íBz{�Ab UNIX W��� pdwebpi_start ⁿOAb
Windows W���uA
	εxvC

UNIXG

pdwebpi_start {start|stop|restart|status}

�pAYn�ε��{íAMßA½s��A���G

# pdwebpi_start restart

pdwebpi_start ⁿO�≤UC�²G

/opt/pdwebpi/sbin/

WindowsG
buA
	εxvñΣX��{íBz{�AMß��Aϕ�	ε÷sC

�: pdwebpi O Authorization Server Bz{�Cb UNIX Wiµw��ABz{�

pdwebpimgrd ���½s�� Authorization ServerApGªó���Cb Windows

WAWindows A
���½s�� Authorization ServerC

HTTP ��Tº

�� Tivoli Access Manager Plug-in for Web Servers ���A
@�nDA²ó�C

y¿o�ó���h�
]CΓ��ú�ó�
]pUG

v ��úsb

v \iv]wTεs�

ϕA
nDó��A��{í���@���X� Web °A�AMß°A�N�
�

��X�π�∩�����C

¿�Σ�
UCOib�q HTML �������¿�C¿�N��Am½i��AϕΩTC

ϕ 3. Σ��¿��N

¿� í�

%USERNAME% wnJ����W


%ERROR_CODE% P���÷��r��X

%ERROR_TEXT% P���÷���σr

%URL% �ß	�nD� URL

%HOSTNAME% π�D≈W


%HTTP_BASE% °A��≥� HTTP URLG

http://host:tcpport/

%HTTPS_BASE% °A��≥� HTTPS URLG

https://host:sslport/

%REFERER% ��nD�����Y�	AYS�Ah� ’Unknown’C

%BACK_URL% ��nD�����Y�	AYS�Ah� ’/’C

%BACK_NAME% pG����Ye{bnDñAh�	 ’BACK’AYS�Ah

� ’HOME’C
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�q IIS ��Tº�π�Φí
IIS i²z�qπ���ß	º����µí��eCo�U≤π�≤����ΩT�

�ß	C��{íiHb IIS �Q�o����q≈αC

b pdwebpi.conf tm�� [iis] q¿��� use-error-pages ��AzNiH∩�O
IIS tm����	O����X�����ß	s²�C]� yesA use-error-pages
����P��{í��⌠≤�q� IIS ���C]� noAN�w∩ Authorization

Server J����π������C�w]	Ause-error-pages ���]� noC

�: N use-error-pages ]� yesA]�e\� Authorization Server ��π��q�

IIS ���AN�P��{í�α�Y½h)C

tm Authorization Server
jí≈��v��wBz{�O� Authorization Server BzC Authorization Server ú

�u@�⌡µⁿ�xs$Ao�⌡µⁿiHG

v �ⁿ����{í�nD

v �eC@�nD��G����{í

��{íOzL��@�O�ΘΩ@� IPC ≈εAP Authorization Server qTC

pdwebpi.conf tm�ñ� [proxy-if] q¿ⁿwM�≤��{íP Authorization Server

ºíqT�tm��C

tmu@	⌡µⁿ

tm�� [proxy-if] q¿ñ� number-of-workers � worker-size ��ⁿwi�π
Hú�����{í Authorization Server �α�	Cϕ]wo�	�A��{⌠⌠W

qT��q��¼C

[proxy-if]
number-of-workers = 10
worker-size = 10000
cleanup-interval=300

number-of-workers ��ⁿw��{íiA
��µiJnD��Cb���u@�⌡
µⁿúbúL��F�nDNmJw�A���u@�⌡µⁿi��εCo���

uOⁿwi�A
iαL¡ε�u@εCº⌡µⁿ��C�����zw� Web °

A�P��ⁿºnD��W¡�W[Cb UNIX ¡xWA@�t	iα�∩o�	j[

¡εC

@δ�ÑAW[⌡µⁿ���YYεΣ¿nD�
O�¡í�íCM�AW[⌡µ

ⁿ����vTΣL]�AΣiα∩°A��α�t��vTC

worker-size ��wqw²tm�C@�u@�⌡µⁿ�O�Θ�q]H�	��µ
��C

cleanup-interval Oß≥Mú Authorization Server @�O�Θºí��í]H���

µ��C

�: 
�≤ cleanup-interval � worker-size ��A�
M�α�DC
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]w IPC nD�Ñq@��Rg�W¡

pdwebpi.conf tm�� [proxy-if] q¿ñ� max-session-lifetime ��]wO�eA
��{íNÑ��� Authorization Server º����í]Hϕ�µ��Co���


Pu�Rg��uÑq@�v�÷Ao�Ñq@�O�FiµnDBzA�b��{

íP Authorization Server ºí���CpGo�p��O�AN�@�����e�

�ß	Cp��O�O¬�úiαC

[proxy-if]
max-session-lifetime = 300

�: max-session-lifetime ��ú�	εw�wºÑq@���Rg�Cw�wºÑq
@��Rg�O� [sessions] q¿ñ� timeout ���	εC

tm���

�≤ pdwebpi.conf tm�� [proxy] q¿ñ���A��ⁿwϕ proxy ño���

�Anπ�� HTML ��Cb [proxy] q¿�]w���pUGerror-pageB
acct-locked-pageBretry-limit-reached-page � login-successCo���ú�w]
��CziHsΦo���A	ⁿws�����X����DCUϕJ�o��

�C

ϕ 4. [proxy] ���tm��C

�� í�

error-page ϕDw�°A���o��Aπ�b���s²�Wº

���⌠�C

acct-locked-page ϕ�����s�wΩw�bß��π�º���⌠

�C

retry-limit-reached-page ϕnJ��ó����F�Fe\�W¡��π�º�

��⌠�Ce\�nJó���W¡]wb LDAP - �

�\� 77 ��yT
nJ
hzAH�op≤]w�

	��ΩTC

login-success ⁿwbMϕ	O�nJ¿\ßAY��{íS����

½s�V�����ΣñANπ����Cϕz�m@

�nJMϕA���enJ POST Ω�����{í

�ANiαo�o�¼pC

�w]	Ad� HTML ���≤UC�²G install_directory/nls/html/langC

Σñ lang ��≤ NLS tmCbiµⁿí�σw�@��Alang N]� CC

tmΩ�D≈°A�

Tivoli Access Manager Plug-in for Web Servers OH pdwebpi.conf tm��

[pdweb-plugins] q¿ñ]w�HNW
��OΩ�D≈C

��{íiH�nD�Γ��ΦA�M�úP�w�
hG

v nD�e�ºΩ�D≈� ID

v nD�F����qT≤w]http 	 https�

Ω�D≈ ID Ol��D≈ Web °A��tmΩTAO Web °A�S��Cª�M

wΦípUG
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IHS ���cΩ�D≈ ID �tmtΓkpUG

1. pG ServerName ⁿ�sb≤ <VirtualHost {hosta}:{port} {hostb}:{port}...>

�⌠�AN���W
A∩Ω�D≈Mµñ�C@�D≈�c½≤�

íCú��Nú�� servername 
R�π� hostnameC

2. pG VirtualHost �⌠�S� ServerName ⁿ�A�BMµñ�D≈W

úO�	 IP �}AN��πwqC@�W
AMß�C@�úP�

D≈W
��½≤�íC

3. pG VirtualHost �⌠�S� ServerName ⁿ�A�BMµñ�D≈W

O�	 IP �}AN��ΓC@� IP �}
R�π�D≈W
C

4. pG*MS�D≈W
ABbs� ServerName ⁿ�ñⁿwF@�W
A
N���W
]ú
R�C

5. pGS�s� ServerName ⁿ�AN��π��t	D≈W
C

IIS � ID ��∩�≤ Internet Information Services �zOJí�zµ	ñπ

��⌠�W
C�pAϕtm IIS �����w]⌠�W� ″Default Web

Site″AoO Tivoli Access Manager Plug-in for Web Servers ���� IDC

Sun ONE Web
Server]ºe�

� iPlanet�

� ID �∩�≤b Sun ONE Web Server tm GUI ñ��Ω�D≈��

ⁿw�Ω�D≈W
Co�W
xsb server.xml ��� <VS id= > 	�
ñC

Tivoli Access Manager Plug-in for Web Servers O÷�Ω�D≈�wqw�
hC
Tivoli Access Manager Plug-in for Web Servers Ω�D≈OHW�wq�Ω�D≈
IDAH�ª��O@�qT≤w�]httpBhttps 	Γ���[H�OCΩ�D≈wq
�wΘt��Σu²��BÑq@��OΘtAH���zLΣñ@����qT≤

wAM�� Web °A�Ω�D≈ºnD�ßm�vBzCΩ�D≈]�wqp≤N
URI ∩M� Tivoli Access Manager �uⁿO@�½≤�ívW
C

Tivoli Access Manager Plug-in for Web Servers Ω�D≈wqbtm��

[pdweb-plugins] q¿ñCª�iαwq�ⁿO@�	úⁿO@�CúⁿO@�Ω�D
≈NS�M�� Tivoli Access Manager w�
hCpG¼�@�ú�XΣñ@�ww

qºⁿO@	úⁿO@�Ω�D≈�nDANb Authorization Server �Θx�ñú�

@h�iTºAⁿXnD�Ω�D≈ ID �qT≤wCoN�ze÷E�Xtm�DC

ⁿO@�Ω�D≈O� [pdweb-plugins] q¿� virtual-host ���wqCúⁿO@
�Ω�D≈O� [pdweb-plugins] q¿� unprotected-virtual-host ���wqC�
��Ω�D≈W
q��∩�≤o�Ω�D≈±∩�Ω�D≈ IDA²Oípú@w*


úOp�CªOwqb [pdweb-plugins] q¿ñ�Ω�D≈W
A��wqΩ�D≈
S��w�
hC

SϕΩ�D≈�w�
hO�tΩ�D≈W
�q¿ñⁿw�tm���wqC��

iHwqbΩ�D≈q¿ñ���úπ�Aϕ�w]	A]�ú�nC@�Ω�D≈

ú�@�q¿C
bΩ�D≈�w�
húP≤w]	�A$�nπ�p�q¿C

Ω�D≈�Γ���O��±∩iJ�nDPwq��M��nDºw�
h�Ω�

D≈CoΓ���O id � protocolsC

id ��Nwq�o�Ω�D≈N±∩�Ω�D≈ IDC id ���w]	OΩ�D≈W

�¡C

protocols ��wqΩ�D≈N±∩�qT≤w�Co�	iαO httpBhttps 	
bothCw]	O bothC
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Ω�D≈��l����wq��M���Xo�Ω�D≈ºnD�w�
hC

Ω�D≈PⁿO@�½≤�í�Sϕl�Σ�÷pCnD� URI OHo�l�Σ�r

�AH�cⁿO@�½≤�íW
Co�ⁿO@�½≤�íW
O�≤�X�vM

ªCbranch tm��wqo�ⁿO@�½≤�í�W
C

[virtual_host_name]
branch = virtual_host_id

pGΩ�D≈ ID 	S�e�&�u (/)A��NH /PDWebPI/ �r�C

b r a n c h ��Nw]� i d ���	A]��Pw]½≤W
r�

/PDWebPI/virtual-host-idC

w���Ω�D≈�Σ

b��{ítm�íAN��
� /PDWebPI �½≤xs�Cbo�½≤xs��A�

���{í�O@�C@�Ω�D≈����CΩ�D≈½≤U�½≤xs�O��

�{í Authorization Server ���Ao�°A���Ω�D≈½≤�íñ�Ω	⌡µ

�vMªC�w]	Aw∩Ω�D≈���½≤xs��Σ�qΩ�D≈ ID �oª

�W
CpGN�� /PDWebPI ½≤xs��úP�ΣAh�Σ�����ⁿwo��

ΣC�ΣiHbΩ�D≈ºí@�CϕΩ�D≈O���OW�ANiαo�o�í

pC

�: ϕ�Σ�≤�A�nHsW
��½≤C⌠≤b��ΣUs�� ACL *�s��

s��sb½≤C

UCd�π�@�π�.�Ω�D≈º W e b °A����tm��G

ibm.comBlotus.com-HTTPBlotus.com-HTTPS � domino.comCΩ�D≈ lotus.com-HTTP

� lotus.com-HTTPS Ou&�P�Ω�D≈A]�ª�@��P��ΣFM�Aª�O

��s��¼]HTTP 	 HTTPS����Cbo�ípñAiH�s��¼AHúP

Φí]w�wtmCdomino.com úⁿ��{íO@A�B ibm.com OP@°A�W�

t@�Ω�D≈C

[pdweb-plugins]
virtual-host = ibm.com
virtual-host = lotus.com-HTTPS
virtual-host = lotus.com-HTTP
unprotected-virtual-host = domino.com

web-server = iplanet

[lotus.com-HTTPS]
id = lotus.com
protocols = https
branch = lotus.com

[lotus.com-HTTP]
id = lotus.com
protocols = http
branch = lotus.com

[ibm.com]
id = ibm.com
protocols = http, https
branch = ibm.com

Yn]wC@��OΩ�D≈��w��A�nC@Ω�D≈�i@BtmC��\

� 39��ytmΩ�D≈��wzAH�otmΩ�D≈��wΦk��ΩTC
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Web °A�S��tm

��{í�í≈�@O Web °A�S��A�H���{í�@�b� Web °A

��¼AN�nSϕtmC�b pdwebpi.conf tm�� [pdweb-plugins] q¿ñ�
� web-server ��A�wqz� Web °A��¼C��	O ihsBiplanet 	 iisC
�pG

[pdweb-plugins]
web-server = ihs

Web °A�S��tm��sb≤ pdwebpi.conf tm�� [iis]B[ihs] � [iplanet]
q¿ñC

ziH��C@�Σ�]wí≈ Web °A�tm��AΦk�Nπ�Ω�D≈�Σ

�[�q¿F�pA[iplanet:/PDWebPI/lotus.com]CPs² Web �í�÷���i

�o�Φk[HtmC
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Uϕí�Sw Web °A��¼�itm��C

ϕ 5. Web °A�S��tm��

�� í�

[ihs]

query-contents ⁿwn�≤zL ’pdadmin> object list’ ⁿOs² IBM

HTTP Server Web �í�d��e{íCo���i

H��C@�Σ�m½AΦk�bW� [ihs:branch]
�q¿]�pA[ihs:/PDWebPI/lotus.com]�ñAⁿw

@	�ª

query-log-file i�od��e{í�J�º���Θx���mC

doc-root ⁿwí�σ≤ rootAª�ú�⌡µ ’pdadmin> object

list’ ⁿO��� Web �ís²αOCϕ]wΩ�D≈

�Ao���O�tm��{í�]w� - ªO��

C@
h�Σb [ i h s : b r a n c h ] q¿]�pA
[ihs:/PDWebPI/lotus.com]�ñⁿw�C

[iis]

query-contents ⁿw�≤zL pdadmin s² IIS Web �í�d��

e{íCo���iH��C@�Σ�m½AΦk�

bW� [ i i s : b r a n c h ] �q¿]�pA

[iis:/PDWebPI/lotus.com]�ñAⁿw@	�ª

query-log-file i�od��e{í�J�º���Θx���mC

log-file wqΘx�AH�o�� IIS ��{í����l�

TºAo�Tº��OOsb Authorization Server Θ

x�H��Θx�CpGⁿw��∩⌠�A�mN�

∩≤w��²� log l�²CpGⁿw��∩⌠�A

N���∩⌠�C

[iplanet]

query-contents ⁿw�≤zL pdadmin s² Sun ONE (iPlanet) Web

�í�d��e{íCo���iH��C@�Σ�

m½AΦk�bW� [iplanet:branch] �q¿]�pA
[iplanet:/PDWebPI/lotus.com]�ñAⁿw@	�ª

query-log-file i�od��e{í�J�º���Θx���mC

doc-root ⁿwí�σ≤ rootAª�ú�⌡µ ’pdadmin> object

list’ ⁿO��� Web �ís²αOCϕ]wΩ�D≈

�Ao���O�tm��{í�]w� - ªO��

C@
h�Σb [iplanet:branch] q¿]�pA
[iplanet:/PDWebPI/lotus.com]�ñⁿw�C

bU�d�ñAΩ�D≈ i b m . c o m � l o t u s . c o m Γ�btm�G

[iplanet:/PDWebPI/ibm.com] � [iplanet:/PDWebPI/lotus.com] ñúπ�∩��q¿A

oOSw�tm��wq�bC

[pdweb-plugins]
virtual-host = ibm.com
virtual-host = lotus.com
web-server = iplanet

[iplanet]
query-contents = /opt/pdweb/bin/wpi_iplanet_ls
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[iplanet:/PDWebPI/ibm.com]
doc-root = /usr/local/ibm.com/doc/root

[iplanet:/PDWebPI/lotus.com]
doc-root = /usr/local/lotus.com/doc/root

�: b Web °A��e∩��ñA���²w����tm IIS w�]w�A�O

ϕí≈itmw�]wOizL Web �íÑh��C

��{í��Aa��uΩ�vWeb �í½≤A�BzU�τ�Co�½≤W�w

�]wq�úO½n�Co�½≤W�w��eúo�≤C

@-b�e∩����²w����A�∩F IIS w�]wAe�WN�π��

m½∩��C�m½∩���C�m½zΦ]wº	�l�ICzπ�∩��

��I����s	�∩�Cbo�∩��ñAúo∩� PDWebPI �IC

tm LDAP °A��ó���

���ATivoli Access Manager plug-in for Web Servers �s��⌠≤i�� LDAP

Server]Dn	��A°u²���w�CpG LDAP Dn°A�]Gϕ≈A��{í

�α≈s��i�� LDAP ��°A�AHiµ⌠≤¬�@�CoO�� Tivoli

Access Manager LDAP ��tmCp�i@B��ΩTA��\ IBM Tivoli Access

Manager Base Administrator’s GuideC

IBM Directory (LDAP) Σ�@�	h��¬�� LDAP °A��sbC Sun ONE]º

e
� iPlanet�Directory Server (LDAP) �\P�sb@	h�
� ″consumers″ �
�¬�� LDAP °A�Cz�sWXµ� pdwebpi.conf tm�� [ldap] q¿ñA
H�Oi���{í���⌠≤��°A�C�∩C@�����UCykG

replica = ldap_server,port,type,preference

ΣñG

ldap-server LDAP ��°A��⌠⌠W
C

port �°A���Ñ�≡Cq�O�� 389 	 636C

type ��°A��\α - τY ″read-only″ 	 ″read-write″Cb@δípU�

�� ″read-only″C″read-write″ o��¼Nϕ�ODn°A�C

preference q 1 � 10 ��rCπ��¬�n]w	�°A��Q∩�iµ LDAP

suC��\ IBM Tivoli Access Manager Base Administrator’s Guide

ñ� ″Setting preference values for replica LDAP servers″C

d�G

replica =replica1.ldap.tivoli.com,389,readonly,5
replica =replica2.ldap.tivoli.com,389,readonly,5

tm	�{íf�BOⁿBl����Ω�w

Oⁿ�f�ú��ΩTNi≤Uz�O⌠≤iα]���{í�DJ��DCpGz

o{DJ��A�B�nY��°��TºA��� -foreground ∩�Abe�ñ��
��{íFτYA

pdwebpi -foreground
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�: Ynb IIS iµw�A�be��íñ����{íºeA²½s�� IISAA�

X⌠≤{��@�O�ΘC

¼A���Tºú�Oⁿb log-fileBlogs � log-entries ��ñ�tm���Ao�
���≤ pdwebpi.conf tm�� [pdweb-plugins] q¿ñC

��{íf��≥���Ω�wtmO��b p d w e b p i . c o n f tm��

[aznapi-configuration] q¿ñ����⌡µC

f�O²

�v API �≥�A
e\���w (authn) ��v (azn) f��≤C

M�A�� ’authn’ f��≤ú���÷≤�w���¼≈ΩTAo���e\o��

≤PSwΩ�D≈]bo���{í&bO@h�µ@D≈��÷C≥≤o�z�A

��{í�Ω@ª�v�f��≤��AH��Ω�D≈S���wΩTC

��H /PDWebPI/virtual_host_name r����ⁿO@½≤W
A�� ’azn’ f��≤

�T�����{í�÷Ω�D≈ΩTC

��{íS���wf��≤�O²bpU�c�Ω�D≈S��f��≤xs$G

wpi.virtual_host_name.authn.authentication_module_name

��{íS���wf��≤�X IBM Tivoli Access Manager Base Administrator’s Guide

ñ�í�� DTD wqC

Uϕ�í� XML �í ’wpi’ f�O²�	�C

ϕ 6. �wf�O²µ�wqC

XML �� í�

<event> ��f�O²���C	�]Aí�O²� doc �¼wq�q

���C

<date> o��≤�Θ���í�O²C

<outcome> ��	�]A@� status ��A��O Tivoli Access Manager

	��{í��XC	�í��≤�sx�GCiα	pUG

v 0 = ¿\

v 1 = ó�

v 2 = �m

v 3 = ú�

<originator> f�O²��l��q��Y��C��	�]A@� blade �
�A��Otd�≤� Tivoli Access Manager bladeC

<component> ���Ow��f�O²�	≤C	≤�Ho�µíO²G

wpi.virtual_host_name.type_of_event.module_name
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ϕ 6. �wf�O²µ�wqC (≥)

XML �� í�

<action> �Ow����wΦkC�@X�Σ∩���w≈εpUG

16961 - BA
17236 - �ß���
17731 - Ecsso
17999 - ó��� cookie
17997 - Mϕ
18504 - Http �Y
18768 - IP �}
4806211 - IV �YGPAC ��
4806229 - IV �YG���W�
4806220 - IV �YG�OW�
300609 - IV �YGIP �}
21579 - O�

<location> wq�l�≤�°A�W
C

<accessor> f�O²�s�� (accessor) �q��Y��C��	�iH]

As���W
C

<DΘ> DΘ��]A�� authA��O�w�²A
C��wqwτ�
����W
C

<target> ����]AiHOUCΣñ@	��� resourceG

v 0 = �v

v 1 = Bz

v 2 = TCB

v 3 = ��

v 4 = @δ

�wf�O²*
ú�No�	]� 3 - ��C

<object> OdP�wBz{�y��÷�f�Ω�C

<data> B���wó�ΩTC�pAb�� HTTP �YΩTiµ�w�

��íYó�AN�Pf�ΘxO²ANó�� HTTP �YO²

bo�µ�ñC

f�tm

Uϕπ�f�tm���í�Στ�C

ϕ 7. f�tm��wq

�� í�

logsize Θx�α½�s���jp]H�	��µ��CpG]� 0A

Θx�Nú�α½Ct�NC,α½ΘxAú�Σjp�≤C

logflush MúΘx�íj]Hϕ�µ��C�h 6 p�Aw]	O 20

ϕC

logaudit ��	��f�C

auditlog ⁿwf����W
C

auditcfg ��	���v�/	�wf�C

�pG
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[aznapi-configuration]
logsize = 2000000logflush = 20logaudit = no
auditlog = audit.log
auditcfg = azn
#auditcfg = authn
auditcfg = wpi

l�	�{í�@

Tivoli Access Manager Plug-in for Web Servers �≥≤ú����Aú�l��@�N

�Gxsb���αOCl�DnO�R��DE�uπAQ��{íΣ����o

�P��º�@�π�°C@�����ziα�o{í≈��{íl�≈α��

�A²Ojí≈≈α��BújAúDz&bE��°��DC

b��{íñl� HTTP TºOiα�CoiαD���A]�ª��aπ�q��

�¼��Ω�AH��������Ω� - Y�qTOzL HTTPSA]O@�Cl�

O���� pdadmin l�ⁿO�}��÷¼C

pdadmin l�ⁿO

C�l�	≤

list ⁿO�ú�@�MµACX��iHl����{í�@C

ykG

pdadmin> server task PDWebPI-server-name trace list [component]

�CX�jí≈l�@�úO Tivoli Access Manager S��C��{íS��

l���OH pdwebpi �r�C

]wl�	≤

�Γ�ziαo{�U≤ú��Dnl���G

v pdwebpi.request

v pdwebpi.plugin

pdwebpi.request ]� 2A�l�C@�zL��{í�e�nDCϕ

pdwebpi.request ]� 9 �AnD�YN"Jbl�ñCpdwebpi.plugin �
b��{í°A�ñ��l�C��Tºú��e� Web °A��Θx�Ab

IIS �ípñAh�e�úP≤w∩ Authorization Server ��ºΘx�ΘxC

trace set ⁿOπ�UCykG

pdadmin> server task PDWebPI-server-name trace set component
level [file path=file|other-log-agent-config]

Σñ component O list ⁿO�π��l�	≤�W
Cl�Ow∩o�	≤�

]w�Ch�Ow∩l��¼�����qCd≥� 1 � 9C1 O�ú�A

9 O��C∩�� file path ��ⁿwl�ΘX��mC�w]	Al�
ΘXN�e���tm���{íΘx�]��	≤ pdwebpi.plugin �ú
��C∩≤ IIS w�A*
úbtm�ñ [iis] q¿U�� log-file ���t
m��{í	≤l�N�e���WC

ziH�� -foreground ∩�ANΘX�e��⌡CτYG

pdwebpi -foreground
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π�l�	≤

Ynπ�l�	≤A�HUCµí�� show ⁿOG

pdadmin> server task PDWebPI-server-name trace show [component]

��Ω�w]w

ziHtm��{íw�ⁿ�Dn�vΩ�wAHKF
O��≤sΩTC

cache-refresh-interval ��iH]� ″default″B″disable″ 	Sw�íj]Hϕ�µ
��Cw]]wO disableC

[aznapi-configuration]
cache-refresh-interval = 60

db-file ��wq ACL ��Ω�w�π⌠�C�w]	Aú]wo���C

[aznapi-configuration]
db-file = /var/pdwebpi/db/pdwebpi.db

listen-flags ����	��
h��≤sq���¼C″disable″ 	���q��¼�C
o���O svrsslcfg ��{í]w�C

[aznapi-configuration]
listen-flags = disable

tm�v API A�

pdwebpi.conf tm�� [aznapi-entitlement-services] q¿�ⁿwA
 ID �A
C

C@�q¿��wqúP�¼� aznAPI A
Cp��÷ΩTA��\ IBM Tivoli Access

Manager Administration C API Developer’s ReferenceC

C@���úπ�o��µíG

service_id = path_to_dll [ & params ... ]

A
 ID OQ aznAPI �ß	���OA
CziHⁿwϕ aznAPI �l]wA
�A

n�e�o�A
���C��Ob��ñ ″&″ ��ºßC

yÑΣ�

Tivoli Access Manager Plug-in for Web Servers iH��ß�n�yÑπ� Tivoli Access

Manager ú�� HTML ��C�≤π�b HTML ���yÑO��≤ HTTP nD�

Σ�� Accept-Language �YCyÑ	OHΓ�r	NϕC�mS��	OHΓ�í≈

µí�ϕ�A�OⁿXyÑH���o�yÑ���Ωa	a�Cd�]AG

v es]ΦZ-σ�

v de]wσ�

v en]�σ�

v it]qjQσ�

v en-US]ⁿí�σ�

v en-GR]�í�σ�

v es-ES]ΦZ-σ/ΦZ-�

v es-MX]ΦZ-σ/ÑΦ⌠�

v pt-BR (�σ-σ/.Φ�
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pG��{íb HTTP nDñΣú�Aϕ�yÑXAª�½s��yÑMµAú¡wΦ

Ñ]p es-MX �ϕ@ es �½��CpG*MΣú�Aϕ�yÑA°A�N���σC


� Tivoli Access Manager ú����A]tb install directory/nls/html/lang

�A$�hyÑA
Co����d�]A�� Tivoli Access Manager �wMϕAH

� Tivoli Access Manager bß�z��C

b H T T P �Yñ��ⁿyÑµ��ⁿw�yÑ���∩M� i n s t a l l

directory/nls/html �²�Σ���²CziH�syÑ�²A��∩°A�AHU�

yÑⁿw{í�qCYn�∩°A�A���s�u&yÑ�²OG

am base install directory/nls/msg/lang
am webpi install directory/nls/html/lang
am webpi install directory/nls/msg/lang

UϕCX��{íΣ��yÑAH��÷p�l�²W
G

ϕ 8. ��{íΣ��yÑAH�Σ���²C

yÑ t�²

�σ]w]	� C

�Jσ cs

wσ de

ΦZ-σ es

kσ fr

I-Qσ hu

qjQσ it

Θσ ja

	σ ko

i⌡σ pl

�σ-σA.Φ pt_BR

Xσ ru

ñσAñΩ zh_CN

ñσAxW zh_TW

�hib HTTP �Y��ⁿyÑµ�ñδ� 10 �yÑWµC
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� 4 � IBM Tivoli Access Manager Plug-in for Web Servers �w

��Q� IBM Tivoli Access Manager (Tivoli Access Manager) Plug-in for Web Servers

p≤�@Ñq@�¼ABBz�wBz{�AH�∩w�vÑq@�⌡µ⌠≤n�

ßm�vBz{�C

DD��G

v y�wBz{�z

v � 37��ytm�wz

v � 45��y�zÑq@�¼Az

v � 51��y�wtmº[z

v � 54��ytm≥��wz

v � 56��ytmMϕ�wz

v � 57��ytm���wz

v � 59��ytmO��wz

v � 60��ytmw�ú�� NEGOtiation (SPNEGO) �wz

v � 62��ytmó��� cookie �wz

v � 63��ytm IV �Y�wz

v � 65��ytm HTTP �Y�wz

v � 67��ytm IP �}�wz

v � 68��ytm LTPA �wz

v � 69��ytmnJß����½s�Vz

v � 69��ysW LDAP ����� HTTP �Y]��	�z

v � 71��yΣ�hu Proxy Nz� (MPA)z

�wBz{�

�wO�O��nJw�⌠�º�OBz{�	ΩΘ�ΦkC �Q¿�w�ú�Nϕ

���� Tivoli Access Manager ¡≈C��{í���o�¡≈��o������

�C�vA
{íb�⌠x	C@�½≤º
h� ACL \ivM POP °≤ºßA�

�o�����\	��∩ⁿO@Ω	�s�v¡C

�: ACL = s�	εMµ
h

POP = ⁿO@�½≤
h

Tivoli Access Manager Plug-in for Web Servers w]Σ����wΦkA�iQ�q�

��ΣLΦkC
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b�w�íA��{í��d�ß	nDAH�oUCΩTG

v Ω�D≈ΩT

nDN�V�Σñ�Ω�D≈¡≈Oq Web °A�Mw�C Authorization Server �

��Ω�D≈ΩTA��Ow}�Ω�D≈AH�±∩nDP Tivoli Access Manager


hΩTC

v Ñq@�Ω�

Ñq@�Ω�O��b�ß	M��{í°A�í�OSwsu�ΩTCÑq@�

Ω�OqnD��eMw�CΩ�O��½s�O�e���{í°A���ß	

Ñq@�AH��K�C@�nD��sÑq@���ú��tßCÑq@�Ω�

�d�OuSSL Ñq@� IDvA	Ñq@� cookie ñ�	C

ªOqnD	�Ñq@�Ω��Ñq@���Ao������Ñq@�Ω�ϕ@

��AbÑq@���O�Θñxs/	�Ñq@�ΩT]�pA������C

v �wΩ�

�wΩ�O���ß	�²��{í�O�ß	�ΩTC�wΩ��¼]tF�ß

	��BKXH�O�XC

�w��iH⌡µΓ�τ�Cª��qnD	��wΩT�τ�ªC�wΩTiα

O��Mϕ���� ID/KXΩTA	O�� X.509 ��� DNC��]\α≈ú�

�wt�AizL��{í���@δ���C�D���w��úiHú�t

�C

v ßm�vΩ�

Y�iJnDiαOw∩�núP≤&�ípºBz{�� URICßm�vBz{�

�Bz�nSϕ�wΦk�nDCo�Bz{�q��½s�V�]p��w��

nD�SϕBz{�Cßm�v��O��ú�o�B��τ�Cb�vnDßA

NIso���AMßN�≈��ⁿ���{íA�∩nD	��Cßm�v��

iα�sWuIV �Yv�nDAHF¿µ@nJA	ª�iαI�Sϕ URLA�}

lSw�Bz{�C

∩≤�F Web °A��C@�nDA��{í�PwnD�w∩�Ω�D≈A�Pw

O�ntmΩ�D≈�iµO@C

�tm�iµO@ºΩ�D≈�nDe\qLAú�i@BBzC∩≤tm�iµO

@ºΩ�D≈�nDA��{í�Pw�XnDº����¡≈Ciα��A���

��OO��nD��Ω��⌡µA�Ω�iαOwⁿw��º{�Ñq@��@í

≈Cbo�ípñAiH��{�����⌡µ�vCpGS�e{��AN�Pn

D�g�w��C

pGw�vnDAh Authorization Server �PwO��n�∩nD	��Co�Bz

{�O�ßm�v���⌡µAo����⌡µpsW�Y	 cookie �nDA	N��

�½s�V�Aϕ��Ñ@�CpG���{µ����vnDAh proxy ���bn

Dñ���wΩT]�pABA �Y���ms���CpG¿\Aho��wΩTi

H��½s���vCpGS��wΩTAh proxy N��∩��{í�m@��wt

���CpGúiαe����@��wt�AN��Tεs����C

UCy{�π�w∩BznD�X�MªC
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tm�w

��i���wΦk�Σ�÷p�@�{íwW
úwqb pdwebpi.conf tm��

[modules] q¿ñC [modules] q¿]�C�w∩Ñq@��O�ßm�vBz��
����CyßNí�o���C@�{íw�sb≤ pdwebpi/lib �²ñCⁿw@

�{íwW
�AS�⌠≤@�t	S��r�]p lib�AH�⌠≤@�t	S��r

�]p dll�C�pG

BA = pdwpi-ba-module

bezd�ñAw�P BA ��{íw@� pdwpi-ba-moduleCb Windows WA��

{í�MΣ@�
� pdwpi-ba-module.dll ���Ab Solaris WAªNMΣ@�
�

l i b p d w p i - b a - m o d u l e . s o ���AH�b A I X WAªNMΣ@�
�

libpdwpi-ba-module.a ���C

� 2. Web °A�s�MªC
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�: {íw���w]jM⌠���N⌠�iHwqb [module-mgr] q¿ñC

C@�wqb [modules] q¿ñ���úπ�ª�v∩��q¿A�pA[BA]B[cert]
� [token]CC@��wΦk�SwtmΩTúObo�q¿ñⁿw�A�BM���
�wΦkAPq�@�Ω�D≈IsªL÷CpGC@�Ω�D≈ú�nSϕtmA

hiH��HΩ�D≈��wq�����q¿A�m½w]tmC�pG

[BA]
basic-auth-realm = "Access Manager"

[BA:ibm.com]
basic-auth-realm = "ibm.com"

bW�d�ñA��u≥��wvs�Ω�D≈ ibm.com ����Nⁿ�q¿

[BA:ibm.com] ñⁿw�tm���ΣtC

�����tm
�\@���{íwΩ�ⁿw�@�ⁿw��wΦkA�pG

[modules]
BA = pdwpi-ba-module

í≈w�@�iα�nⁿwh��w{íwΩ�CϕúP��wh��núP���

µ��AípiαNOp�CUCd�π�Γ�Mϕ�w��Ω��tmC

[modules]
ba = pdwpi-ba-module
forms-authn-level1 = pdwpi-forms-module
forms-authn-level2 = pdwpi-forms-module

[common-modules]
authentication = forms-authn-level1
authentication = forms-authn-level2
authentication = BA

[forms-authn-level1]
login-form = level1-form

[forms-authn-level2]
login-form = level2-form

[BA]
...

tm�wΦk��ß@�BJNOⁿw�wΦkCo�úO÷ª���n��A]w

btm�� [common-modules] q¿ñC�pG

[common-modules]
session = ssl-id
session = BA
session = session-cookie

authentication = cert
authentication = BA

post-authzn = ltpa

bW�d�ñAtm]wTwG

v SSL Ñq@� ID O���@@��∩�Ñq@�ΩTC

v ϕ SSL Ñq@� ID Lk���ABA �Y]pGi����O���@Ñq@�

ΩTC
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v ϕ SSL Ñq@� ID � BA �YLk���AÑq@� cookie N@��@Ñq@

�ΩT��ßΓqC

v ��O@��∩��wΦkC

v ϕ��Lk���AN�� BA iµ�wC

v LTPA cookie NsW�nDA@�ßm�vBz{��@í≈C

tmΩ�D≈��w

ziH��bC@�Ω�D≈q¿ñⁿwΦkA�F¿�wΦk�tmC�pG

[pdweb-plugins]
virtual-host = ibm.com

[ibm.com]
....
session = ssl-id
session = BA
session = session-cookie

authentication = cert
authentication = BA

post-authzn = ltpa

ⁿwΩ�D≈º�wΦk��NΦkNO��wΦktmwq@�q¿Cp�Ne\

h�Ω�D≈@���tmC��tmq¿O�Ω�D≈q¿ñ� modules ��[H
ⁿwC�pG

[pdweb-plugins]
virtual-host = ibm.com
virtual-host = lotus.com

[ibm.com]
modules = ibm-lotus-module-stanza

[lotus.com]
modules = ibm-lotus-module-stanza

[ibm-lotus-module-stanza]
authentication = ba
session = ba
post-authzn = ltpa

ϕC@Ω�D≈W�wΦktm��Oq¿�wqbtm��A��Ω�D≈ú��

� [common-modules] q¿ñtm���FτYAmodules ���w]	O common

modulesC

UCd�]w@�
� ibm.com �Ω�D≈Aª�bAϕºB�� SSL Ñq@� IDB

bLk�� SSL ID ºB�� BA �YAH�π� BA �YAMß��Ñq@�

cookieA@��@Ñq@�ΩT��ßΓqCªΣ�b≥��wºe����wA�b

�w¿\�AsW LTPA cookie �n� Web °A�Bz�nDC�d�
π�o�

wq���C

[pdweb-plugins]
virtual-host = ibm.com

[modules]
ssl-id = pdwpi-ssl-id
session-cookie = pdwpi-session-cookie
ba = pdwpi-ba
cert = pdwpi-cert
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ltpa = pdwpi-ltpa

[ibm.com]
session = ssl-id
session = ba
session = session-cookie

authenitcation = cert

post-authzn = ltpa

ziH��Ω�D≈S���wtmq¿A���C@Ω�D≈F¿�w���i@

BtmC�U�d�π�oΓ�Ω�tmGibm.com � lotus.comCC@�Ω�D≈ú�

��S���wtmC

[pdweb-plugins]
virtual-host = ibm.com
virtual-host = lotus.com

[modules]
...

[ibm.com]
session = ba
session = session-cookie

authenitcation = ba
authentication = forms

[lotus.com]
session = session-cookie

authenitcation = ba
authentication = cert

[BA:ibm.com]
basic-auth-realm = "Access Manager - ibm.com"

[BA:lotus.com]
basic-auth-realm = "Access Manager - lotus.com"

tm�wΦk���

wtm��wΦkπ�btm�ñ���O&T�@��{ínΘ�úi��Cz�

nHK≤ó��F¿w����ΦkA�J��{�Ω@z∩���wΦk�¼C

Tivoli Access Manager Plug-in for Web Servers HiH≥≤úPw��D��πAH�

XúP�ß�D�ΦkAΣ�U��wΦkC

pPb�σ≤�eX�ñ�
��@δApdwebpi.conf tm�� [common-modules]
q¿Ozⁿwn��º�wΦk��mCtm�� [authentication-levels] q¿wq]
w�wh�]��\ � 80��y�wj��ⁿO@�½≤
h]iÑ�z�AH��

� [common-modules] q¿ñ�tm��wΦkC

b [authentication-levels] q¿ñS�wq⌠≤����wΦk�Aª�w]�h�
1C�
A�w���Pw���¬�wh�AVU� [authentication-levels] q¿ñ
wwq��wΦk��C�wh�CpG����@�@��wh�Ahl��N�

��X{b [common-modules] q¿�����[HMwC

YnA
��{í�wA��{��{íp≤�¬ª�Bz�C@�nD�Γ��

DAoO����G
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1. �iH��wtm��wΦk��wo�nD�H

pGo��D�¬���A��{íNnDU@��DC

2. �iH��wtm��wΦk�ú�@��wnD�H

��{UCtmC

[common-modules]
authentication = BA

∩≤iJnDApG ACL ú�\�g�w����AN�n�w���CN BA 
¿

�@wtm��wΦk���{í��u�iH��≥��w��wo�nD

�HvCpGnDOs�Ah¬���—��{íú{�o����C�
A��{

í��u�iH��≥��w�ú��wnD�HvCpGw&Tatm≥��wA

h¬��OC��{íNú����ΘJ ID �KXC

oO��u≥��wviµ�w��µd�CziαQntmh��wΦkA°z½

≤�í�w��D�wC

�UO��{í���PSϕ�wΦku²��º	Φ�≤�d�C

UCX�q¿ñ�Q��	Φ�]ú�\�g�w����s�Ω	AH��]w∩

pdwebpi.conf tm��FUCtmC

[common-modules]
authentication = BA
authentication = failover
authentication = forms

post-authzn = failover

[authentication-levels]
1 = BA
2 = failover

ºe�tmⁿwT��wΦkGBABó��� cookie �tó��� cookie �MϕA

�iµßm�vBz{�C [authentication-levels] q¿ñ]w�h�MwNIs�@
��wΦk��wnDCMϕ�w�h�Nw]� 1A]�b [authentication-levels]
q¿S�wq⌠≤h��ªC

b�¼nD�A��{í���W��tmbnD�YñMΣó��� cookieC��{

í�bMΣ BA Ω�ºeA²MΣó��� cookieA]�b [authentication-levels]
q¿ñAó���wⁿwbh� 2C [ a u t h e n t i c a t i o n - l e v e l s ] q¿±
[common-modules] q¿ñ�w��wq���≤πu²��C

��{í��u�iH��ó��� cookie ��wo�nD�HvCpG²e���w

nDAh¬���A]���{í²e���cnD�ó��� cookieC�
A��{

í��u�iH��ó��� cookie �ú��wnD�HvC¬���A]�ó���

cookie ��S�ú�nD�iµ�w�ΦkC

��{í��� [authentication-levels] q¿ñU@�tm��wΦkAτYd�ñ�
BAC��{í��u�iH�� BA �Y��wo�nD�HvC¬�O�A]�²

e���wnDC�
A��{í��u�iH�� BA �ú��wnD�HvC¬�

iα�OA�BNú����ΘJ��� ID �KXC¿\��w�ú�@�w≥�v

�Ñq@�A�B�@�ó��� cookie �íJnD�YA@�P@Ñq@��íß≥

nD��@��wΦkC
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U@ B A ��Lkú�@��w����ΦkA��{íNw]�tm��

[common-modules] q¿ñ�C��Φk��CbW��tmd�ñA��{íNⁿ
w�wΦk�u²��A]����G

level 1 = BA, Mϕ

level 2 = ó��� cookie

pGó��� cookie � BA Lkú�����wΦkAh��{íN��Mϕ��w

���C
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�U�y{�π���∩��w�����{í	ΦC

��{í�÷ª�tm���IsC@��w��A��Σñ@���������

���εCpGS�@�wtm��w��α≈ú���Ah�wt���e���

�AHú�L�ú��wΩTC

pG�n�wt�ANIs��wtmMµº�@�AX��w��A�ú����

ⁿOHú�t�C�D���w��úiHú�t�C�pAS�nDuHTTP �Yv

�t� — o�úOe{bnDñANO��úsbC��A�w��iαLk��A

]�ªw���O&nα�nD���{í� proxy Nz�Ci����ú�t���

���w≈εNOu≥��wv]�@� BA t���e�����AH�Mϕ¼�w

]�@�nJMϕ��e�����CpGS�i���wΦkANLk�w��

�A�B��{íN��Tεs����C

� 4 ñ�y{�π�∩�@��wΦk��et������Bz{�C

C@�wtm��wΦkú�÷ª�tm���[H�dA��Σ�Σñ@��wΦ

kí¼����wh��εCpGΣ�@�í¼�w�h���ANIsªH��n

�e�����t�CpGwtm��wΦkúúAXAhiαúiµ⌠≤�wC�

�{í���uTεs�v������A]����S�n�\ivA�s��

nD�Ω	A�B]úiα�eL�@�nbnh��w�t�C

� 3. Mw�w�����{íBzy{C
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tmßm�vBz{�

bnD≥o�vßANIswtm�ßm�v��Cßm�v���MwbnD��

���{íAH� Web °A�BzºeAO��n��⌠≤ΣL�@C��wtm�

ßm�v��NQIsAHMwO���n∩nD���@C

ußm�vv��iH���G

v �∩ SSO �nD — o�ßm�v���sW Web ��{í����ΩT]cookie

	�Y)AH�Oú�n�G��w����C

v �∩
� — o�ßm�v��q����[J�Y	 cookieA��∩��C�pA

ó������sWó��� cookie ���C

v Sϕτ� — o�ßm�v���δ�QnD@�í≈Sϕτ�º�o{í� URIC

Sϕτ�ⁿX��{í�BznDCd�� eCSSOußOvnDC

ßm�v���÷ª�X{btm�����[HIsCbMµñu�ßvⁿw�ß

m�v��α≈�
	�g²e�ßm�v������≤C

�pAUCtm�N�PúP���{íµ�A° BA � Qϕ b [common-modules]
q¿ñⁿw����wC

[common-modules]
...
post-authzn = BA
post-authzn = Mϕ

� 4. �wt�Bz	ΦC
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[BA]
...
strip-hdr = always

[forms]
...
create-ba-hdr = yes

W��tmO@��µ�d�AªⁿXzLßm�v�����tm���AiHF

¿hj�u�C

�zÑq@�¼A

��{í���Ñq@�¼AΩT��OiJnD��	Cϕ�ß	b@�Ñq@�

�⌡µ\hnD�A��{íN���nD�	�¡≈A��@�ß	P°A�ºí

Ñq@�¼ACY�ß	M°A�ºí���Ñq@�¼AA�ß	M°A�í�

w∩��ß≥nDiµqTW�≤�C Ñq@�¼AΩTiH∩i�αA]�ª�°ú

½��w��DC�ß	iHnJ@�Mßiµh�nDA�ú�nw∩C�nDi

µt��nJC

Tivoli Access Manager Plug-in for Web Servers iP�Bz HTTP � HTTPS qTC

��{í�]pO��HU⌠≤ΩT�¼��@�ß	�Ñq@�¼AG

1. SSL Ñq@� ID

2. ≥��w

3. °A�S��Ñq@� cookie

4. HTTP �YΩ�

5. IP �}

6. LTPA cookie

7. IV �Y

8. SPNEGO

��{í�ⁿyIsC@�wtm�Ñq@���C��{í�≥jMwtm�Ñ

q@����¼A���@������εCMßA��{í�Pw��{íO��

�uhu Proxy Nz�vCpGªOuProxy Nz�vAhu&@δ����t@�Ñ

q@��sbC�FMΣo�ΣLÑq@�A��{í�≥IswtmºÑq@

����Σlí≈CϕΣ�wo�����w�{�Ñq@��AN������

�Co���O���vnDCpGS�⌠≤wtm�Ñq@���������
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�AhÑq@�Os�A	OS������Ñq@�C

tm	�{íÑq@�/����

��{íÑq@���i²°A�xs��h��ß	�Ñq@� ID ΩTCÑq@�

��iHP�e� HTTPS � HTTP Ñq@�¼AΩTC

��{í��xsÑq@� ID ΩTAH�w∩C@��ß	�o���ΩTC��Ω

T�Q
sb��ñAH�Kb�v�d�½�d����n²Ω�wC��{í�

�]��@��{íP LDAP ���n²ºí SSL su�Ñq@�¼AΩTC

��{í��ú���i��tm��Ai²z�π����αC

�: b pdwebpi.conf tm�� [sessions] q¿ñtm�	ib [module_name] q¿
ñ[Hm½A�B��	iH��C@Ω�D≈�b

[module_name:virtual_host_name] q¿ñi@B�m½C

]wµ��W¡�
�≤ pdwebpi.conf tm�� [sessions] q¿� max-entries ��Ai]wC@�
Ñq@����Ñq@�/����ñ��µ���W¡C

�	∩�≤SϕÑq@�����µnJÑq@���Cϕ��jp�F�	�Ah

���±�(���tΓkAq���ú��AHK�ⁿs�iJnJC

�µnJÑq@��w]��� 4096G

[sessions]
max-entries = 4096

]w���O��
�≤ pdwebpi.conf tm�� [sessions] q¿� timeout ��Ai]w��{íÑ
q@�/����ñ����Rg�O�W¡C

� 5. MwÑq@������{íBzy{C
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��{í�b�í����ΩTCÑq@���O���ⁿwOdbO�Θñ��v

��ΩTº�í°�C

���úO�εí�O�C 	�∩M�u���Rg�v�úOu��O�vCΣ��

b≤ú
w��AΣΦkOb�Fⁿw�O�¡ε�Ajε���½s�wC

w]nJÑq@�O�]Hϕ�µ��� 3600G

[sessions]
timeout = 3600

ziHtmbC�o�½s�w�½]Ñq@����Rg�CC�o�½s�w

�AÑq@���O�	Y�½]CYntmÑq@����Rg�½]A�b

pdwebpi.conf tm�� [sessions] q¿ñ�� reauth-lifetime-reset ��G

[sessions]
reauth-lifetime-reset = yes

w]	O NOC

ϕ���&b⌡µ½s�w�A�iα²Ñq@����Rg�	��Cb½s�w

nJMϕ�e����ºßA�b��¿�nJMϕºeAÑq@����Rg�

iα���CϕÑq@����Rg�	���AY�RúÑq@�����Cϕn

JMϕ����{í�AúA������Ñq@�C��A��������nD

Ω�]�≥óCpGb½s�w�íAÑq@����Rg���AhiH�Ñq@

����Rg�tm�íi�	ue¡�vC

pdwebpi.conf tm�� [sessions] q¿ñ� reauth-grace-period ��ú���í
i�]Hϕ�µ�)C�pG

[reauthentication]
reauth-grace-period = 20

w]	 0 úú�Ñq@���O�	i�C reauth-grace-period ��A�π�{s
�Ñq@������B�n½s�w����C�pG

v ]� POP w�
h�⌡µ½s�w����

v ]�Ñq@���Lí��⌡µ½s�w����

v ⌡µiÑ�w����

reauth-grace-period ∩�q��tX reauth-lifetime-reset = yes ∩���C

]w���Lí�O��
inactive-timeout ��]�≤ pdwebpi.conf tm�� [sessions] q¿ñ�i]wn
JÑq@�Lí��O�	C

w]nJÑq@�Lí�O�]Hϕ�µ��� 600G

[sessions]
inactive-timeout = 600

Yn���O�\αA�N��	]w� 0C
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Q� SSL Ñq@� ID �@Ñq@�¼A

Tivoli Access Manager Plug-in for Web Servers iHQ�iJ� HTTPS nD� SSL

Ñq@� IDA�l�Ñq@�Co�≈αúαb IIS W��A]� IIS ú�²��{

í�� SSL Ñq@� IDC

�: SSL Ñq@� ID úOw∩�wnD����C

pdwebpi.conf tm�ñ� [common-modules] q¿wqp≤Q�µí module_type =

module-nameA�����Ñq@�B�w�ßm�vΦkCYn�� SSL Ñq@� ID

��@Ñq@�¼AA�ⁿw ssl-id @r� session ��ApU��G

[common-modules]
session = ssl-id

Twwb pdwebpi.conf tm�� [modules] q¿tmF ssl-id �@�{íwCτYG

[modules]
ssl-id = pdwpi-sslsessid-module

Q�≥��w��@Ñq@�¼A

u≥��w (BA)vOzLΘJ���W
�KXA��w�����@Ñq@�¼A�

ΦkC BA O� HTTP qT≤w�wqA�izL HTTP � HTTPS Ω@C

u≥��wvO����u≥��wv�Y��eO²��@Ñq@�¼AC

Yntm��{íAHQ�u≥��wv��@Ñq@�¼AA�b pdwebpi.conf t

m�ñ�� [common-modules] q¿CN�� session ΘJ�	 BAApU��G

[common-modules]
session = BA

pG BA O���@Ñq@�¼AAh]�n��ª�iµ����wCtm��

[common modules] q¿]����w]w BAC

[common-modules]
session = BA
authentication = BA

Q�Ñq@� Cookie ��@Ñq@�¼A

��Ñq@� cookie �OdÑq@�ΩTO@��@��{íÑq@�¼A�ΦkC°

A�²NSw�ß	�¼AΩT��b cookie ñAMß�e��ß	�s²�C w∩

C@�s�nDAs²�ú�N� cookie]t�Ñq@� ID����°A�AHK½

s�O�¡C

ϕ�ß	�s²��b�u��ííj�A½s≤�Σ SSL Ñq@��AÑq@�

Cookie iH��¼pú�iα�
MΦ�C �pAY���� Microsoft Internet

Explorer s²��CjΓ	T��Y½s≤� SSL Ñq@�C

Ñq@� cookie 
∩�ß	wb@�u
�q�]j� 10 ����w�°A�Aú

��ß	�½s�wC�≈εO≥≤@�u°A� cookievLk�e�ú�� cookie º

≈�H��≈�C

��AÑq@� cookie ]t@��� IDAΣ��s¿°A�Ñq@���ñ cookie �

�� —S�ΣLΩT��nbÑq@� cookie ñCÑq@� cookie ú�M�w�


hC
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Tivoli Access Manager Plug-in for Web Servers ��w�°A�S��Ñq@� cookieC

UC°≤A�≤� cookie ≈εG

v Cookie 
]tÑq@�ΩTFª�ú]t¡≈ΩTC

v Cookie u�bs²�O�Θñ]ú�gJ��W�s²� cookie jar�C

v Cookie π�@��¡��Rg�]itm�C

v Cookie π�⌠�M⌠���AiTεQΣL°A���C

Yntm��{íA��Ñq@� cookie ��@Ñq@�¼AA�b pdwebpi.conf t

m�ñ�� [common-modules] q¿CN�� session ΘJ�	 session-cookieAp

U��G

[common-modules]
session = session-cookie

resend-pdwebpi-cookies ��]�≤ pdwebpi.conf tm�� [sessions] q¿ñ�
i��	��bC����NÑq@� cookie �e�s²�Co��@iH≤UTOÑ

q@� cookie *dbs²��O�ΘñC resend-pdwebpi-cookies ��π�w]]
w noG

[sessions]
resend-pdwebpi-cookies = no

Nw]]w�≤� yesAHKbC�����e��{íÑq@� cookieC

Q� HTTP �Y��@Ñq@�¼A

ziHtm Tivoli Access Manager Plug-in for Web ServersA��� HTTP �YΩTA

H�OÑq@���@Ñq@�¼AC

��{íiH�� HTTP �YA�l�Ñq@�AH��w���CpGtm��{

íA�� HTTP �Y�l�Ñq@�Ah]�tmªA�� HTTP �Y��w���C

M�ApGtm��{íA�� HTTP �Y��wiJ�nDAhú�ntm��{

íANil�Ñq@�C��\� 65��ytm HTTP �Y�wzAH�op≤tm

��{íA�� HTTP �Yiµ�ß	�wC

ϕ�� HTTP �Y��@Ñq@�¼A�A�Q�UC	A�tm pdwebpi.conf t

m�� [common-modules] q¿G

[common-modules]
authentication = http-hdr
session = http-hdr

HTTP �Y���tm
�\ⁿw@��YA�pG

[modules]
http-hdr = pdwpi-httphdr-module

Ynⁿwh� HTTP �YA�tmh� HTTP �Y��Ω�C

�pG

[modules]
entrust-client-header = pdwpi-httphdr-module
some-other-header = pdwpi-httphdr-module

[entrust-client-header]
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header = entrust-client

[some-other-header]
header = some-other

Q� IP �}��@Ñq@�¼A

Tivoli Access Manager Plug-in for Web Servers iH�� IP �}��O�l�Ñq@

�C

Yntm��{íA�� IP �}�l�Ñq@�¼AA�b pdwebpi.conf ñ��

[common-modules] q¿CN�� session ΘJ�	 ip-addrCτYG

[common-modules]
session = ip-addr

Twwb pdwebpi.conf tm�� [modules] q¿tmF IP �}�w�@�{íwC

τYG

[modules]
ip-addr = pdwpi-ipaddr-module

pG IP �}O���@Ñq@�¼AAhª�]����wiJ�nDC��\� 67

��ytm IP �}�wzAH�op≤tm Tivoli Access Manager Plug-in for Web

ServersA�� IP �}@��ß	�wΦk��ΩTCM�Aϕ�� IP �}�w�

ß	�A�ú�nª�@��OÑq@��ΦkC

Q� LTPA cookie �Y��@Ñq@�¼A

LTPA �wi��� LTPA cookie iµ�ⁿ��wCuLTPA �wviHQ�C@

� HTTP nD�Σ�� LTPA cookie ��@Ñq@�¼AC

Yntm��{íAHQ�uLTPA �wv��@Ñq@�¼AA�b pdwebpi.conf t

m�ñ�� [common-modules] q¿CN�� session ΘJ�	 ltpaApU��G

[common-modules]
session = ltpa

pG LTPA O���@Ñq@�¼AAh]�ntmª�iµ����wCtm��

[common modules] q¿]����w (authentication)]w LTPAC

[common-modules]
authentication = ltpa
session = ltpa

Q� iv-headers �}��@Ñq@�¼A

Tivoli Access Manager Plug-in for Web Servers iH�� iv-header ΩTA�∩it	

�αC

pdwebpi.conf tm�ñ� [common-modules] q¿wqp≤Q�µí module_type =

module-nameA�����Ñq@�B�w�ßm�vΦkCYn�� iv-headers ΩTA

�ⁿw	 iv-headers � session Ñq@�ApU��G

[common-modules]
session = iv-headers

Twwb pdwebpi.conf tm�� [modules] q¿tmF iv-headers �@�{íwC

τYG
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[modules]
iv-headers = pdwpi-iv-headers-module

Q� SPNEGO ��@Ñq@�¼A

��\� 60��ytmw�ú�� NEGOtiation (SPNEGO) �wz

�wtmº[

pPb� 37��ytm�wz �ñ
��@δA�w��O��⌡µqnD	��w

ΩT�Bz{�Cτ��wΩT��w≈ε�⌡µnD�u&�wCj≈�w��P

�w≈εºí�ñΓAi²w∩ WebSEAL �g��q CDAS {íwP��{í@�

��C

Tivoli Access Manager Plug-in for Web Servers Σ�����wΦk�≈εútmb

pdwebpi.conf tm�� [authentication-mechanisms] q¿ñCⁿΣ���wΦk�
�]AG

v �	]����w{í

�	�w{í���ⁿwF&T���@�{íw (UNIX) 	 DLL (Windows) �C

v �q�í�w{í

��{íú�°A�{íXd�Azi���m�ⁿw�q��íu≤⌠��wA


 (CDAS)v°A�C

�í CDAS �w{í�ⁿw&T��q@�{íwC

�: úP≤ [modules] q¿�tmAb [authentication-mechanisms] q¿ñtm≈
ε�A�sWπ��WCτYA]A��r��@�t	S�� �WC

���w≈ε

UC�w≈ε��ⁿw�	���w{íG

ϕ 9. �	���w{í.

�� í�

MϕM≥��w

passwd-ldap H LDAP ���W
MKXiµ�ß	s�C

�ß	��í�w

cert-ssl zL SSL Q��ß	��iµ�ß	s�C

uHTTP �YvBuIP �}�wvBw�� iv-remote-address �uIV �YvC

http-request zLSϕ� HTTP �YBIP �}�w	w�� iv-remote-address �

uIV �YvA�iµ�ß	s�C

�� [authentication-mechanisms] q¿AHUCµí�tm�wΦk�Ω@ΦíG

authentication_method_parameter = shared_library

	í�q CDAS �w��

HU���i��ⁿw�í CDAS °A���q@�{íwG
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ϕ 10. �í CDAS °A���.

�� í�

passwd-cdas H�TΦn²����W
MKXiµ�ß	s�C

token-cdas H LDAP ���W
MO�qµNXiµ�ß	s�C

cert-cdas zL SSL Q��ß	��iµ�ß	s�C

úF�w{íw�A��Γ�ib��{íñ���ΣL�� Tivoli Access Manager {

íwG

v passwd-strength

o�{íw��dbKX�≤MϕW�ΘJ�sKXC

v cred-ext-attrs

o�{íwe\ⁿw�q���]W
/	t∩�AH"J��C

��\ IBM Tivoli Access Manager WebSEAL Developer’s ReferenceAH�o�÷�m

MtmΩ@ CDAS °A���q@�{íw��ΩTC

	�{í�w]tm

�w]	A�]w��{íA��u≥��w (BA)v���W
MKX]LDAP n

²���w�ß	C

q��∩ TCP � SSL s�P�����{íC]�A [authentication-mechanisms]
q¿�σ¼tm]tF���W
MKX�Σ�]LDAP n²�H�zL SSL º�ß

	���Σ�C

UCd�Nϕ Solaris W [authentication-mechanisms] q¿�σ¼tmG

[authentication-mechanisms]passwd-ldap = libldapauthn.so
cert-ssl = pdwpi-sslauthn.so

YntmΣL�wΦkA�sWAϕ���PΣ@�{íw]	 CDAS ���C

tmh	�wΦk

ziH�∩ pdwebpi.conf tm�� [authentication-mechanisms] q¿A�ⁿwN
�≤⌠≤iΣ���wΦk�@�{íwCϕztmh��wΦk�AHU�¼pí

iA�G

1. ����wΦkúiU�W�B@C z]iH�
�C�iΣ��Φktm@�@

�{íwC

2. ϕ cert-cdas ΦkM cert-ssl Φkúwtm�Ae�u²≤ß�Cz���oΓ
�Φkº@A$αΣ��ß	��C

3. btmh�KX�¼�w{í�AΩ�Wu���Σñ@�C ��{í��UCu

²��A�
Rh�tm�KX�w{íG

a. passwd-cdas

b. passwd-ldap

4. ziH�
�Γ�úP��wΦktm�P��q{íwC �pAziHgJ@�

�q@�{íw�Bz���W
/KXM HTTP �Y�wC b�d�ñAzi�

passwd-cdas M http-request ��tm�P�@�{íwC {í}oH��

td�@Ñq@�¼AA�B�KΓ�Φko�≡C
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nXBKX�≤
í�ⁿO

Tivoli Access Manager ú�FHUⁿOAΣ�zL HTTP 	 HTTPS �w��ß	C

pkmslogout
ϕ�ß	�����wΦkAú�w∩���nDú��wΩ��A�ß	iH��

pkmslogout ⁿOq{µÑq@�nXCϕ���wΦk�ú�C@�nD��wΩ�
�A pkmslogout ⁿO÷M�MúÑq@���A²O��ΩT*]tbnD�YñC
b�ípUA����÷¼s²�A$α�nXÑq@�C

pkmslogout ⁿOA�≤��HU��wΦíG�ß	��BO�qµNXBuMϕv
�wAH� HTTP �Y�w�Y�Ω@ΦíC

÷�HU�Φí�⌡µⁿOG

https://www.tivoli.com/pkmslogout

s²��π� pdwebpi.conf tm�ñ�wq�nXMϕG

[acctmgmt]
logout-success = logout_success.html

logout-success ��iHⁿww²wq� HTML �]�tb≥� install/nls/html/C

�²��	 URICⁿw� URI iHO�∩ URI 	�∩ URIC

ϕ⌠⌠tm�núP��⌠e�A����nX�πúP�Ω�t	�A pkmslogout
��{í]Σ�h�nX����C

pkmspasswd
ϕz��u≥��w (BA)v	uMϕv�w�AziH���ⁿO��≤nJKXCo

�ⁿOA�≤zL HTTP 	 HTTPSC

�pG

https://www.tivoli.com/pkmspasswd

s²��π� pdwebpi.conf tm�ñ�wq�KX�≤MϕG

[acctmgmt]
password-change-form-uri = /pkmspasswd.form
password-change-uri = /pkmspasswd
password-change-success = password_change_success.html
password-change-failure = password_change_failure.html

ziH�∩ password_change_success.html � password_change_failure.html ��

�Xz��DC

pkmshelp
ziH��o�ⁿO�s�í���Co�ⁿOA�≤zL HTTP 	 HTTPSC

í����W
��mwqb pdwebpi.conf tm�ñG

[acctmgmt]
help-uri = /pkmshelp
help-page = help.html

ziH�∩ help.html ���Xz��DC
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tm≥��w

u≥��w (BA)vO∩�w≈εú����W
MKX���ΦkC BA O� HTTP

qT≤w�wqA�zL HTTP �zL HTTPS Ω@C

��≥��w

�w]	A��{íOw∩ BA ���W
�KX�tm�Cpdwebpi.conf tm�

ñ� [common-modules] q¿wqp≤�� BA �w���CτYG

[common-modules]
authentication = BA

pdwebpi.conf tm�ñ� [modules] q¿wq��i���w≈εAH�ª��÷p
�@�{íwW
CTw≥��w���sbFτYG

[modules]
BA = pdwpi-ba-module

�w]	Abtm�� [authentication levels] q¿ñA BA �w≈ε�h��ⁿ

w� 1C∩≤iJ�nDAo�]wP�w≈ε�u²���÷C

tm≥��w≈ε

passwd-ldap ��iⁿw��Bz���W
MKX�w�@�{íwC

v b UNIX WAú���∩M\α���O@�
� libldapauthn �@�{íwC

v b Windows WAú���∩M\α���O@�
� ldapauthn � DLLC

ϕ 11. BA @�{íw�w≈ε

�w≈ε

@�{íw

Solaris AIX Windows

passwd-ldap libldapauthn.so libldapauthn.a ldapauthn.dll

ziHb pdwebpi.conf tm�� [authentication-mechanisms] q¿ñAN
passwd-ldap ��ΘJ�@�{íw���¡xS�W
A�tm���W
MKX�
w≈ε – pU��G

SolarisG

[authentication-mechanisms]passwd-ldap = libldapauthn.so

WindowsG>

[authentication-mechanisms]passwd-ldap = ldapauthn.dll

]wΓ�W�

Γ��π�bs²�e{����AHnD���W
�KX�∩��ñCΓ�W


�ⁿw� basic-auth-realm ��]�≤ pdwebpi.conf tm�� [BA] q¿ñ�C

[BA]
basic-auth-realm = realm_name

�@ BA �Y

ziHtm��{íA��	ε�e� Web °A�� BA �Y�eAH
l	�∩L

��ß	¡≈ΩTú�ⁿO@���{íC�ß	e��{��YiHG
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v R���nDB

v R��g�w�nDB

v �e�g�≤���nDC

∩≤�ú� BA �Y��ß	A	∩≤�e� Web °A��{��ß	�YΩTA�

YΩTiHG

v ]�Tw����W
�KXB

v π�Tw�w�eKX]t�Hw�w���W
�e����W
�B

v Q��� Tivoli Access Manager GSO Ωw��ΩT[H]wC

Yn�@iJnD� BA �YA��{í�[HtmAHe\��u≥��wv�i

µßm�vBz{�CYno��A�b pdwebpi.conf tm�� [common-modules] q

¿ñAsW�� post-authzn �Nª]� BA 	CτYG

[common-modules]
post-authzn = BA

strip-hdr ���ⁿ���{íG

� �G

ignore N�YO�
¼C��{í��e
l��ß	 BA �Y�Ω	AS�

⌠≤zwC≥�WAo��cΩ	���nJAzq���{íC

�: o�∩�iαe\�g�w�����e BA �Y� Web °A

�C
bTwz�nª�A
w�t��A$����o�∩�C

always bα�nD� Web °A�ºeA Always �q⌠≤�ß	nDñ�úu≥

��wv�YΩTCb�ípUA��{í�¿µ@w�ú��CpG

z�n∩ Web °A�ú�Y��ß	ΩTAziN�∩�P IV �Y�

w�XAN Tivoli Access Manager �ß	¡≈ΩT±J HTTP �Yµ�C

�: @-��Fo�∩�ApGⁿO@�°A��e@� BA t�Ah�

ß	�
�@��w�{°íA²LknJA]�ª����*
ú�

D��úC

unauth q�ß	¼�� BA �YNq��nDñ�úA²������nDú

�A]���{íw��u≥��wv�wFL�Co�\w�w��

���ew�w� BA �Y� Web °A�A²²ε�g�w����o

��C

tm�� [BA] q¿ñ� add-hdr ��i²zbuHTTP ≥��w (BA)v�Yñú�

�ß	�OΩTC�� add-hdr ��b HTTP BA �Yñú��ß	�OΩTOo�

bQ� strip-hdr ��\αiµ⌠≤Bz{�ºßC add-hdr ��iH]�GnoneB

gso 	 supplyC

v ]� noneABA �YNú�sW�nDC

v ]� gsoA�@� GSO BA �YN�sW�nD — ��\� 94��y��s�µ

@nJ (GSO)zAH�op≤tm��{í GSO \α��ΩTC

v ]� supplyA�@�RAKX����W
N�sW� BA �YCo�RAKX��

��W
úwqb supply-password � supply-username ��]�≤tm��
[BA] q¿�ñC supply-username ��iH]�Tw����W
	CpG�]
w supply-username ��AN�� Tivoli Access Manager �w�wW
A���

BA �Yñ����W
Cb�ípUA��{íO@�Ω	�n�� Tivoli Access

Manager ¡≈��wC
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ϕ add-hdr ��]� supply � supply-passwordA�B]wF supply-username
��Ah��nDúN��ⁿw����W
�KXC��@P���W
�K

XA�ú¼HV��{í°A���Ai�����W
XknJ�ß	CpG�

ß	*
qL��{í�s�Ω	Aho�
MΦ�ú�X{⌠≤w��DCú

LAQ�ΣLiα�s�ΦkΩ�O@Ω	OD�½n�C�≤�Ω
S�KXh

��w�A]���{íO@�Ω	�⌠taH⌠��{íAHτ��ß	�X

k�C���n²]�δ� Tivoli Access Manager ¡≈A$α≈�ⁿªC

pG�]w supply-usernameAB����g�wAhS� BA �Y�sW�nDC

tmMϕ�w

Tivoli Access Manager �ú��uMϕv�wAO��u≥��wv≈εH��t@�

∩�Co�Φk�� Tivoli Access Manager ú��q� HTML nJMϕA�úO]

u≥��wvt�ú����nJú�C

ϕz��uMϕv¼nJ�As²�ú�pPΣbu≥��wvñ@������W


MKXΩTC

��Mϕ�w

pdwebpi.conf tm�ñ� [common-modules] q¿wqp≤�����wΦkCY
n��Mϕ���wA�ⁿw forms @r� authentication ��FτYG

[common-modules]
authentication = forms

ϕ��Mϕiµ�w�A]�tm��{íAH��Mϕiµßm�vBz{�C�

�Mϕi²��{í½s�Vw�w������
lnD URLCb pdwebpi.conf t

m�� [common-modules] q¿ñAsW�� post-authznApU��G

[common-modules]
authentication = forms
post-authzn = forms

pdwebpi.conf tm�ñ� [modules] q¿wq��i���w≈εAH�ª��÷p
�@�{íwW
CTwMϕ�w���sbFτYG

[modules]
forms = pdwpi-forms-module

tmMϕ�w≈ε

passwd-ldap ��iⁿw��Bz���W
MKX�w�@�{íwC

v b UNIX WAú���∩M\α���O@�
� libldapauthn �@�{íwC

v b Windows WAú���∩M\α���O@�
� ldapauthn � DLLC

ϕ 12. Mϕ@�{íw�w≈ε

�w≈ε

@�{íw

Solaris AIX Windows

passwd-ldap libldapauthn.so libldapauthn.a ldapauthn.dll
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ziHb pdwebpi.conf tm�� [authentication-mechanisms] q¿ñAN
passwd-ldap ��ΘJ�@�{íw���¡xS�W
A�tm���W
MKX�
w≈εApU��G

SolarisG

[authentication-mechanisms]passwd-ldap = libldapauthn.so

WindowsG

[authentication-mechanisms]passwd-ldap = ldapauthn.dll

�q HTML 
�Mϕ

Mϕ�w�nz���qnJMϕC�w]	Ad� login.html Mϕ�≤UC�²G

install_directory/nls/html/lang

Σñ lang ��≤ NLS tmCbiµⁿí�σw�@��Alang N]� CC

tm�� [forms] q¿ñ� login-form ��wqbnJ�íe{����ºMϕ��

WC���⌠����∩≤wα½� p d w e b p i H T M L �²F�pA

pdwebpi/nls/html/langC

[forms]
login-form = login.html

�qMϕnJ URI
ziHπ�bµ@Ω�D≈���ºMϕnJ���h�Ω�Cbp��Ω�ñA�

n�≤ϕ�MϕnJ���C@�OΩ�eXnJMϕ�wiK� URIC [forms] q
¿ñ� login-uri ���	εo� URICpGOqw]	�≤Ah login-form ��]�
�\y�q HTML ��Mϕz��≤sA$α&M�≤C

�� BA �Y

Mϕ�wi²z�nJMϕñú�����W
�KXA��� BA �YC���Y

�ú�@��÷nJ≈εAϕß	��{í�n≥��wAB���W
�KX�X

Tivoli Access Manager ������W
�KX�ANiH��o�≈εC

tm�� [forms] q¿�� create-ba-hdr ��i��	���� BA �YA�pG

[forms]
create-ba-hdr = yes

�w]	A�w�ú��� BA �Y - create-ba-hdr ]� noCú�p≤]w��A

ϕ��Q�w����Aú��� BA �YAϕ����KX���A]ú����

YC

�: pG post-authzn MµñbMϕ��ß�t@����gF BA �Y]	�úF

ª�Aho�\αNLkB@C��z��NMϕ��ⁿw� post-authzn Mµñ
��ß@�C

tm���w

Tivoli Access Manager Plug-in for Web Servers Σ�zL SSL ���ß	����A

iµP�ß	�w�qTCb��wΦkñA��ΩT]�pu�OW
v	 DN��

∩�� Tivoli Access Manager ¡≈C
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����¼��w

bΓ�ÑqñA��������iµ�wG

v ��{í�b� Web °A�HΣ°A�	��A∩ SSL �ß	�OΣ�¡C

v Web °A���Σu���zñ� (CA)vDn���Ω�wAτ�H�ß	��s

�°A���ß	C

1. SSL �ß	�nzL��{íP Web °A���suC

2. b��ñAWeb °A����w�p�°A�	���eΣ��≈�Co���²

ew�ⁿH⌠��TΦ��≈c (CA) ��pC

3. �ß	�d����o��O�i�Σ�H⌠��ⁿC �ß	�s²�q�t�ⁿ

H⌠ CA �oX�Dn��MµCpG Web °A����W��W�Xo�Dn

��º@Ah°A�OiH⌠�C

4. pG�Wú�As²�Yq�Σ���AⁿX���O�ú���≈c�oXC �


A�ⁿ	�����O����d⌠C

5. pG�W�Xs²��Dn��Ω�wñ���Ah�w�a≤��ß	P Web °

A�ºí�Ñq@�≈�C

o�Bz{����GNOw�WDA�ß	iHzLo�WD�iµ�w

]�pA�����W
�KX�Cb�Qa�wßA�ß	P°A�iH≥

zLo�WDiµw��qTC

6. {bA�ß	NzL��{í�eΣ��≈���� Web °A�C

7. Web °A�N���� Web °A����xs�AN�ß	��W��WPw�

CA ±∩C

8. pG�Wú�ANú� SSL ��XA�Nª�e��ß	C

9. pG�W��AhiH⌠�ß	CNo��ß	�wA]��P Tivoli Access

Manager ¡≈C

10. w�a≤��ß	P Web °A�ºí�Ñq@�≈�Co�Bz{����G

NOΓ��w��ß	P°A�ºíw�BH⌠�qTWDC

�����w

pdwebpi.conf tm�ñ� [common-modules] q¿wqp≤�����wΦkCY
n�������wA�ⁿw ’cert’ @r� authentication ��FτYG

[common-modules]
authentication = cert

pdwebpi.conf tm�ñ� [modules] q¿wq��i���w≈εAH��÷p�@
�{íwW
CTw���w���sbFτYG

[modules]
cert = pdwpi-certificate-module

�: ∩≤ IHS W�w�@�Az�tm Web °A�AV�ß	nD��C

tm���w≈ε

cert-ssl ��iⁿw∩M���wΩT�@�{íwC

b UNIX WAú���∩M\α���O@�
� libpdwpi-sslauthn �@�{íwC

b Windows WAú���∩M\α���O@�
� sslauthn � DLLC
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ϕ 13. ��@�{íw�w≈ε

�w≈ε

@�{íw

Solaris AIX Windows

cert-ssl libpdwpi-sslauthn.so libpdwpi-sslauthn.a pdwpi-sslauthn.dll

ziHb pdwebpi.conf tm�� [authentication-mechanisms] q¿ñAN cert-ssl
��ΘJ�@�{íw���¡xS�W
A�tm���w≈εC

SolarisG

[authentication-mechanisms]cert-ssl= libpdwpi-sslauthn.so

WindowsG>

[authentication-mechanisms]cert-ssl = pdwpi-sslauthn.dll

�: pdwpi-sslauthn CDAS �n�����ñ�DD DN ��X��� LDAP DNC

pGz�n��≤�°�∩MAN�n}o@��q� CDASC��\ WebSEAL

Developer’s ReferenceA�op≤�m CDAS ���ⁿ�Ao�ⁿ�]A�≤ Plug-in

for Web ServersC

tmO��w

Tivoli Access Manager Plug-in for Web Servers iΣ�zL�ß	ú��O�qµNX

iµ�wCo��w���Γ�H RSA SecureID™ Yó�≥ª�]lnJC

��O	�w

pdwebpi.conf tm�ñ� [common-modules] q¿wqp≤�����wΦkCY
n��uO����wvA�ⁿw ’token’ @r� authentication ��C

ϕ��F��O���w�A]�tmO�A�iµßm�vBz{�Cbtm�

� [modules] q¿ñA��c@� post-authzn ��A�ⁿw ’token’ @	�ªC

[common-modules] q¿��]AUCΓ���G

[common-modules]
authentication = token
post-authzn = token

pdwebpi.conf tm�ñ� [modules] q¿wq��i���w≈εAH��÷p�@
�{íwW
CTwO��w���sbFτYG

[modules]
token = pdwpi-token-module

tmO	�w≈ε

token-cdas ��iⁿw∩MO�qµNX�wΩT�@�{íwC

v b UNIX WAú���∩M\α���OW
� libtokenauthn �@�{íwC

v b Windows WAú���∩M\α���O@�
� tokenauthn � DLLC
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ϕ 14. O�@�{íw�w≈ε

�w≈ε

@�{íw

Solaris AIX Windows

token-cdas libtokenauthn.so libtokenauthn.a tokenauthn.dll

�w]	A���@�{íwOgb{í�AH∩M SecureID O�qµNXΩ�C

ziH�qo�����wΣL�¼�SϕO�Ω�A�]∩���N�Ω�∩M�

Tivoli Access Manager ¡≈C��\ IBM Tivoli Access Manager WebSEAL Developer

ReferenceAH�o API Ω	C

ziHb pdwebpi.conf tm�� [authentication-mechanisms] q¿ñAN
token-cdas ��ΘJ�@�{íw���¡xS�W
A�tmO��w≈εC

�pG

SolarisG

[authentication-mechanisms]token-cdas = libtokenauthn.so

WindowsG

[authentication-mechanisms]token-cdas = tokenauthn.dll

�qO	
���

tm�� [token-card] q¿ñ� token-login-form ��wqbO�nJ�íe{�

����ß	ºMϕ��WC���⌠����∩≤wα½� pdwebpi HTML �²F

�pA pdwebpi/nls/html/langCΣñ lang ��≤ NLS tmCbiµⁿí�σw�

@��Alang �]� CC

[token-card] q¿ñ� next-token-form ��wqπ������ß	HnDU@�

O��MϕCϕ°A�Lk�Qaq�@�O��w����ANnD�ß	ΘJt

@�O�C�@�z�iα�PLk�w���C²OA��o�����
]O�

ß	P°A���úPBCϕ���@�O�Lk�Qa�w�AN�π�

next-token-form ��ñ�ⁿw���A�ú�ΘJU@�O�C

token-card q¿π�UCµíG

[token-card]
token-login-form = tokenlogin.html
next-token-form = nexttoken.html

tmw�ú�� NEGOtiation (SPNEGO) �w

∩≤ Windows �ß	]p Microsoft Internet Explorer�A Tivoli Access Manager Plug-in

for Web Servers Σ��� SPNEGO ���wqT≤wA@���{íO@� IIS °

A���w≈εC SPNEGO �w≈εú�uµ@nJ (SSO)vαOAH�\���q


�n�lnJ� Windows �ß	As�w� IIS Web °A�W�Ω	CWeb °A

�	��{í]°��{ítm�w��b�w⌠�	ε���ß	s²�ºí�e

nDC

ϕ���s�w� Web °A��AN∩�⌠⌠�⌠�	ε��xs���� ID �K

XA��d��� ID �KXA�bUCíp�A�P���s�vG
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v ���O⌠��¿�

v wb Authorization Server ñ��F SPNEGO

v Authorization Server �\s�

���Ys���{í SPNEGO �w�O@�Ω	ABúO⌠��¿�A	&b��

Internet Explorer H��s²�Ah���t@�Φk]�pAu≥��wv	Mϕ�

�iµ�wC

�: SPNEGO ��{í\αP IIS w�tmL÷C

�� SPNEGO ���w

Yn�� SPNEGO ���wA�ⁿw�� spnego � authentication � session �
�]�≤ pdwebpi.conf tm�� [common-modules] q¿ñ�CSPNEGO �w\

αNú�&Ta�@AúD authentication � session ��Γ�ú]� spnegoC

[common-modules]
authentication = spnego
session = spnego

pdwebpi.conf tm�ñ� [modules] q¿wq��i���w≈εAH�ª��÷p
�@�{íwW
CTw SPNEGO �w���sbFτYG

[modules]
spnego = pdwpi-spnego-module

tm SPNEGO ��

SPNEGO �w��Otmb pdwebpi.conf tm�� [spnego] q¿ñC

web-server-does-authn ��ⁿw��⌡µ SPNEGO �w�≈εC]� trueAIIS N

⌡µ�w��1���¡≈C��nDúOb����⌠�wqñ⌡µC∩≤\h�

�{íAoOQn��@A²O∩≤Y���{íAbW����⌠�wqH��

⌠≤⌠�wqñπ� Web °A��Bz�nDAiα�Q°�w��ICN

web-server-does-authn ��]� false e\B��w�Cϕ��]� false �A IIS

bBznD�Nú�1����¡≈A]�ANHW����¡≈�BznDC

]w���NOzQnMww�w����M�v�aΦC�w]	A

web-server-does-authn ���]� trueC

[spnego]
web-server-does-authn = true

����@�s� SPNEGO �wO@�w� HTTP Web �í�At	�ú�L�Θ

JL�����W
BKX�⌠�Cbo��lnJßAL�iHb��{íO@�

Web �íºís²Aú�n½snJCHTTPS �ß	ú�X{nJú�A]�⌠�w

qª���lnJ�Dª�����W
�KXC

pGQ��� Web °A�@� �	�í⌠⌠⌠�	ⁿH⌠�⌠�A�tmz� Internet

Explorer s²�AhziH�K���W
�KX��lnDCYnb Internet Explorer

ñiµp��tmG

1. q Internet Explorer \αϕCA∩�uπ > ⌠�⌠⌠∩�A�π�⌠�⌠⌠∩�∩

��C

2. ∩�w����C
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3. ∩����í⌠⌠��	H⌠�⌠���AA÷@U⌠�... ÷sC

4. pGbBJ 3 ñ∩�F���í⌠⌠A�÷@UiÑ÷sC

5. ΘJ�� Web °A�]IP �}	D≈W
�AA÷@UsW÷sC

6. ÷@UTwC

tmó��� cookie �w

ó��� cookie \αq�O�≤zLtⁿ¡�≈εs��w�g�e	 Web °A��

�ß	Cϕ°A�P�ß	ºí�
lÑq@��¿Lk���Aó��� cookie �²

εjε�½s�wC

ϕtmó��� cookie �iµßm�vBz{��A��{íN�H°A�S��	�

⌠�� cookie �[K��Ω�Cϕ�ß	�@�s��A� cookie �Q±bs²�

ñCpGóhF�l Web °A�Ñq@�Ah cookie �e{��ß	½s�V��U

@�°A�C cookie O�≤��½s�wA�H���ß	��Γ�½s�w�@�C

w�gº°A�W���{í�@�@�@P�≈�A�≈�O��
K cookie ñ�O

d���ΩTAH���s�Ñq@�C

W�π�N]��ó��� cookie �ⁿq�σ¼[cCP@ Web °A��T��PΩ

�ú�btⁿ¡�°A�ºßAo�°A��NnD�V�oT�°A�º@A°t

ⁿ�i���wC�pA�]ztm www.ibm.com �C@�Ω�AQ�ó���cookie

��w�ß	A�B]tmo�Ω�A��ó��� cookie iµßm�vBz{�C�

ß	�s� www.ibm.comAMß�V�°A��Ω� 1A��Qa¿�wC�ß	�

��O[K�A�Bxsb�ß	s²�ñ�xs��⌠� cookieCbÑq@��íA

pG�ß	�ns� www.ibm.com �Ω� 2 	Ω� 3]�pApGΩ� 1 ó�A	

�D�o1j�A�ß	s²�ñ�xs�ó��� cookie N�≤��½s�wAú�

n�����JC

��ó��� cookie ���w

pdwebpi.conf tm�ñ� [common-modules] q¿wqp≤�����wΦkCz
iHtmó��� cookieA�⌡µ�w�ßm�v@�C

�F��ó��� cookie iµßm�vBz{��tm���{í�[K��A�Nª

xs�º���ñ�ó��� cookieC

��{í]tm���ó��� cookie ⌡µ�w����[K���]����nDñ

Σ��ó��� cookie�A�½s�w�ß	C

� 6. ó��� cookie �σ¼°A�[cC
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Yn��ó���r cookie ����w�ßm�vA�ⁿw�� ’ó���’ �

authentication � post-authzn ��FτYG

[common-modules]
authentication = failover
post-authzn = failover

�: ϕtmΣL�w≈εAH�ó��� cookie �A�Nó��� cookie �wtm

¿�l�wΦkC

pdwebpi.conf tm�ñ� [modules] q¿wq��i���w≈εAH�ª��÷p
�@�{íwW
CTwó����w���sbFτYG

[modules]
failover = pdwpi-failovercookie-module

tmó��� cookie ��

ó��� cookie �w��Otmb pdwebpi.conf tm�� [failover] q¿ñC

failover-cookies-keyfile ��ⁿw��bó��� cookie ñ[K�
K��Ω���

�C�pG

[failover]
failover-cookies-keyfile = failover.key

≈������{í pdwpi-cdsso-key-gen]�≤ install_path/bin �²��[

H��C�kG

./pdwpi-cdsso-key-gen key_file_name_to_create

failover-cookies-lifetime ��wq failover-cookie ����Rg�]H���µ��C

oO�� cookie ��� cookie ºí��íCw]	O 30 ��C

[failover]
failover-cookies-lifetime = 30

enable-failover-cookie-for-domain ����	��π�⌠��� cookie ���C

�pG

[failover]
enable-failover-cookie-for-domain = false

tm IV �Y�w

Tivoli Access Manager Σ����íú�B��e�ß		 proxy Nz�ú���Y

ΩTA�iµ�wC≥≤�{z�Ao�
� IV (IntraVerse) �YCϕ��{íj)�

Web °A�qⁿH⌠���{í]p WebSEAL 	hu proxy Nz���¼nD�A

IV �YiíJ�w�e���{í proxy °A��nDC IV �Yt��O�	�ß

	�úO�e°A��ΩTC�Yñ�ΩTO≥≤�v������c�	�ß	�

�CP�aApG��{íj)� Web °A��enD�t@�αδ� IV �Y�

Tivoli Access Manager °A�Ah��{í proxy iHíJ IV �YAH�O�	�

ß	C

� 4 � IBM Tivoli Access Manager Plug-in for Web Servers �w 63



ziHtm��{íAH�� IV �Yiµßm�vBz{�	�wnDCw∩ßm�

vBz{��tm���{íAb�QtmßA��∩º�nDAΦk�íJ�ß	

�u&¡≈@� IV �YCMßA�	 Web °A�iα�No��Yα��t@�°

A�C

pGztm��{íA��uIV �Yv�⌡µ�ß	�wAh��{í���qº�n

DñΣ�� IV �Y	��¡≈A���@��ß	��C]��ß	e÷!y IV �

YA�H
b proxy °A�b�wnDñ]w ’use secondary authenticator’ X�A�

ⁿw�Y�H⌠A$α��p����C

∩≤�wAziHtm IV �YAϕzL proxy �¼�AbnDñ�ⁿ@�B@�	�

� iv-userBiv-user-lBiv-creds 	 iv-remote-address �YA@��w���C

iv-remote-address �YO��O²����u&
	�}C

w∩ßm�vBz{��tm� I V �YA�P@�B@�	��

iv-userBiv-user-lBiv-creds �/	 iv-remote-addressBHTTP �Y@�íJnDñC

ϕ 15. IV �Yµ�í�

IV �Yµ� í�

iv-user Access Manger �����
CpG�ß	O�g�w]ú

��ANw]� unauthenticatedC

iv-user-l ����π⌠�W
]°¼�C�pA LDAP �OW
C

iv-groups ������s�MµC

iv-creds wsX�úz�Ω��cANϕ���� Tivoli Access Manager �

�C

iv-remote-address �ß	� IP �}C �	iαNϕ Proxy °A�	⌠⌠�}α½

� (NAT) � IP �}C

�� IV �Y���w

pdwebpi.conf tm�ñ� [common-modules] q¿wqp≤�����wΦkCY
n�� IV �Y���wA�ⁿw�� iv-headers � authentication ��FτYG

[common-modules]
authentication = iv-headers

Yn�� IV �Yiµßm�vBz{�A�ⁿw iv-headers @	� post-authzn �
�]�≤ pdwebpi.conf tm�� [common-modules] q¿ñ�CτYG

[common-modules]
post-authzn = iv-headers

pdwebpi.conf tm�ñ� [modules] q¿wq��i���w≈εAH�ª��÷p
�@�{íwW
CTw IV �Y�w���sbFτYG

[modules]
iv-headers = pdwpi-iv-headers-module

tm IV �Y��

IV �Y�w��Otmb pdwebpi.conf tm�� [iv-headers] q¿ñC
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accept ��ⁿw⌡µ IV �Y�w���ⁿ� IV �Y�¼C�w]	A��{í

�ⁿ���¼� I V �YC��∩��

allBiv-credsBiv-userBiv-user-lBiv-remote-addressCYnΘJh��Y�¼A�HrI

j}	C

�pG

[iv-headers]
accept = iv-creds,iv-user

generate ��ⁿwϕα� proxy nD�Nú�� IV �Y�¼C�w]	Aϕα�

p r o x y nD�A��{íNú����¼� I V �YC��∩��G

allBiv-credsBiv-userBiv-user-lBiv-remote-addressCYnΘJh��Y�¼A�HrI

j}	C

tm for iv-remote-address � IV �Y�w≈ε

buIV �Yvñ�� iv-remote-address �AzN�nⁿw∩M HTTP �w�YΩ

T�@�{íwC http-request �w≈ε�ⁿw∩M HTTP �w�YΩT�@�{í

wC

v b UNIX WAú���∩M\α���O@�
� libpdwpi-http-cdas �@�{í

wC

v b Windows WAú���∩M\α���O@�
� pdwpi-http-cdas � DLLC

ϕ 16. IV �Y@�{íw�w≈ε

�w≈ε

@�{íw

Solaris AIX Windows

http-request libpdwpi-http-cdas.so libpdwpi-http-cdas.a pdwpi-http-cdas.dll

ziHb pdwebpi.conf tm�� [authentication-mechanisms] q¿ñAN
http-request ��ΘJ�@�{íw���¡xS�W
A�tm HTTP �Y�w≈εC

SolarisG

[authentication-mechanisms]http-request = libpdwpi-http-cdas.so

WindowsG

[authentication-mechanisms]http-request = pdwpi-http-cdas.dll

tm HTTP �Y�w

Tivoli Access Manager Σ�zL�ß		 proxy Nz��ú���q HTTP �YΩT

iµ�wC

�≈ε�n∩M\α]@�{íw�ANⁿH⌠�]gw²�w��YΩ�∩M� Tivoli

Access Manager ¡≈C��{íi�o�¡≈AMß��������C

��{í�] proxy Nz�²ew�w�q HTTP �YΩ�C≥≤o�z�A
b�

�{í�bw�w� Web proxy Nz�ºßAB [pdweb-plugins] q¿��
mpa-enabled ��]� true �Ao���$αB@C

�w]	A��m�@�{íwAHKq Entrust Proxy �Y∩MΩ�C
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�� HTTP �Y���w

pdwebpi.conf tm�ñ� [common-modules] q¿wqp≤�����wΦkCY
n�� HTTP �Y���wA�ⁿw�� http-hdr � authentication ��FτYG

[common-modules]
authentication = http-hdr

pdwebpi.conf tm�ñ� [modules] q¿wq��i���w≈εAH�ª��÷p
�@�{íwW
CTw HTTP �Y�w���sbFτYG

[modules]
http-hdr = pdwpi-httphdr-module

ⁿw�Y�¼

z�b pdwebpi.conf tm�� [http-hdr] q¿ñⁿw��Σ�� HTTP �Y�¼C

[http-hdr]
header = header_type

HTTP �Y���tm
�\ⁿw@��YA�pG

[modules]
http-hdr = pdwpi-httphdr-module

Ynⁿwh� HTTP �YA�tmh� HTTP �Y��Ω�C

�pG

[modules]
entrust-client-header = pdwpi-httphdr-module
some-other-header = pdwpi-httphdr-module

[entrust-client-header]
header = entrust-client

[some-other-header]
header = some-other

tm HTTP �Y�w≈ε

http-request ���ⁿw∩M HTTP �w�YΩT�@�{íwC

v b UNIX WAú���∩M\α���O@�
� libpdwpi-http-cdas �@�{í

wC

v b Windows WAú���∩M\α���O@�
� pdwpi-http-cdas � DLLC

ϕ 17. HTTP �Y@�{íw�w≈ε

�w≈ε

@�{íw

Solaris AIX Windows

http-request libpdwpi-http-cdas.so libpdwpi-http-cdas.a pdwpi-http-cdas.dll

�w]	A���@�{íwwgb{í�A��N Entrust Proxy �YΩ�∩M�

��� Tivoli Access Manager ¡≈Cz��qo�����wΣL�¼�SϕO�

Ω�A�]∩���N�Ω�∩M� Tivoli Access Manager ¡≈C��\ IBM Tivoli

Access Manager WebSEAL Developer ReferenceAH�o API Ω	C

ziHb pdwebpi.conf tm�� [authentication-mechanisms] q¿ñAN
http-request ��ΘJ�@�{íw���¡xS�W
A�tm HTTP �Y�w≈εC
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�pG

SolarisG

[authentication-mechanisms]http-request = libpdwpi-http-cdas.so

WindowsG

[authentication-mechanisms]http-request = pdwpi-http-cdas.dll

tm IP �}�w

iJnD� IP �}iH���@Ñq@�¼AA����ß	�}�Y��w�ß	

nDC

YS�P�]tm��{í��� IP �}�w�ß	nDANLktm��{íA�

� IP �}��@Ñq@�¼ACM�ApG��{íú�� IP �}�l����Ñ

q@�AhiH�� IP �}��w���C

�� IP �}���w

pdwebpi.conf tm�ñ� [common-modules] q¿wqp≤�����wΦkCY
n��nD�l��uIP �}v����wA�ⁿw�� ip-addr � authentication
��ApU��G

[common-modules]
authentication = ip-addr

Yn����uIP �}v�l����Ñq@�A�ⁿw�� ip-addr � session �
�ApU��G

[common-modules]
session = ip-addr

pdwebpi.conf tm�ñ� [modules] q¿wq��i���w≈εAH�ª��÷p
�@�{íwW
CTwuIP �}v�w���sbApU��G

[modules]
ip-addr = pdwpi-ipaddr-module

tm IP �}�w≈ε

uIP �}�w≈εvP≤uHTTP �Yv��w≈εC http-request ���ⁿwuIP

�}v�w≈ε�@�{íwC

v b UNIX WAú���∩M\α���O@�
� libpdwpi-http-cdas �@�{í

wC

v b Windows WAú���∩M\α���O@�
� pdwpi-http-cdas � DLLC

ϕ 18. IP �}@�{íw�w≈ε

�w≈ε

@�{íw

Solaris AIX Windows

http-request libpdwpi-http-cdas.so libpdwpi-http-cdas.a pdwpi-http-cdas.dll

ziHb pdwebpi.conf tm�� [authentication-mechanisms] q¿ñAN
http-request ��ΘJ�@�{íw���¡xS�W
A�tm IP �}�w≈εC
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�pG

SolarisG

[authentication-mechanisms]http-request = libpdwpi-http-cdas.so

WindowsG

[authentication-mechanisms]http-request = pdwpi-http-cdas.dll

tm LTPA �w

��{íiH�� LTPA cookie ��w���CLTPA cookie iH� Tivoli Access

Manager WebSEAL 	 IBM WebSphere °A�ú�C

�� LTPA �w

pdwebpi.conf tm�ñ� [common-modules] q¿wqp≤�� LTPA �wnDC

τYG

[common-modules]
authentication = ltpa

pdwebpi.conf tm�ñ� [modules] q¿wq��i���w≈εAH�ª��÷p
�@�{íwW
CTw LTPA �w���sbFτYG

[modules]
ltpa = pdwpi-ltpa-module

]w≈���

�¼��u& LTPA cookie wQ�e�[KC]�Acookie �²
KßA$αo�

�wCpdwebpi.conf tm�ñ� [ltpa] q¿t�
KBz{����≈���G

[ltpa]
ltpa-keyfile = full path of keyfile
ltpa-stash-file = password stash file location
ltpa-password = password in lieu of the stash file

ΣñG

ltpa-keyfile ��ⁿw�l≈��ú�º≈���W
C≈����On�C

ltpa-stash-file ��ⁿwt�≈��KXº���W
Co���O∩��A²OAp
GªúsbAltpa-password ���sbCo����⌠≤ⁿw� ltpa-password ≤
πu²��C


b ltpa-stash-file ��úsb�A$�n ltpa-password ��Cª��t�wⁿw
�≈����σrKXC

tm LTPA ßm�vBz{�

LTPA ��Ow∩ßm�vBz{��tm�AH@� WebSphere ��{í°A��

µ@nJ
MΦ��@í≈C��\� 90 ��y�� LTPA cookie µ@nJ�

WebSphere ��{í°A�zAH�otm��C
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tmnJß����½s�V

�� login-redirect ��AziHtm��{íAb����Qa¿�wßANL�
½s�V�Sw� URLCpGzQn�����½s�V��JfúOL��nD�⌠

�A	Qne�{���@�w∩��A	uW��{í��l�Ao��iα��

�C

��{ínJ½s�V\αOW�B@�AP�≤�w����ΦkL÷C½s�V

ú�w∩]w�w	½s�w�o�C

����	½s�V

pdwebpi.conf tm�ñ� [common-modules] q¿wqp≤�����wΦkCY
nb����lnJ��wßANL�½s�V�Sw� URIA�ⁿw�� login-redirect

� post-authzn ��FpU��G

[common-modules]
post-authzn = login-redirect

�: ���A�� login-redirect ����m≤ßm�v��Mµñ��@��mFú
MAt@��w��½s�V]�pAMϕßm�v���iα��ou²vC

pdwebpi.conf tm�ñ� [modules] q¿wq��i���w≈εAH�ª��÷p
�@�{íwW
CTw login-redirect ���sbApU��G

[modules]
login-redirect = pdwpi-loginredirect-module

tm��	½s�V��

���½s�V��Otmb pdwebpi.conf tm�� [login-redirect] q¿ñC

[login-redirect]
redirect-uri = redirect uri

�� redirect-uri ��A�ⁿwzQn���b�QnJß�V��@� URICⁿw�

URI iHO�∩ URI 	�∩ URIC

sW LDAP ����� HTTP �Y]����

q�AN���S��ΩT]�pAq��XBqll≤�}�q LDAP s�� HTTP

�w�nD��YO����Coe\h���{ís�s��ΩTA�ú��a

d� LDAP °A�C�ΩT��ΦNOªO�ϕRA�A⌠≤��ª���{íqú�

≤sªCΩ�m≤�����A@� ivauthn �wBz{��@í≈C�ΩT]�zL
���Ω@� CDAS �w��As�������C

UCBzy{í��≤���G

v ����� LDAP n²bßñ⌠≤µ�����wq��RΩ�A�Q@�����

Ω��sW����� Access Manager ��C

v Qtm�iµ��	ßm�vBz{��A��{í�	� LDAP ����Ω�A�

Nªm≤nD� HTTP �YñC

v ß	��{íiHq�Yñ	�Ω�A�ú�nSO�{íX	�v APIC

tm��{íAN LDAP ����ΩTíJ HTTP �Y]AUCBJG
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1. buWeb ��{ívñtm��	ßm�vC��\� 71��y����	Bz{

�zAH�op≤���ΩTC

2. sΦ Tivoli Access Manager tm� (pd.conf)AMßb [ldap-ext-cred-tags] q¿
ñⁿwn	����C

b��ñApd.conf tm�ñwq�C@� cred-ext-attr-name ��Aú�br�
[W ″tagvalue_″ @rC�r�i�KP��ñ�ΣL{sΩTo�≡C �pG

�� inetOrgPerson ½≤�O�W
�	G employeeNumber:09876

������W
G ldap-employee-number

���W
P pd.conf [ldap-ext-cred-tags]
q¿ñ� LDAP Ω�W
ú�÷pG

[ldap-ext-cred-tags ]

ldap-employee-number = employeeNumber

X{b��������W
�	G tagvalue_ldap-employee-number:09876

3. ½s����{íC

4. sW����� Access Manager ñ� /PDWebPI/host ½≤C�p]H@µΘJ�G

pdadmin> object modify /PDWebPI/host
set attribute HTTP-Tag-Value ldap-home-phone=homePhone

vT��ñ LDAP �����¼p

v LDAP Ω�iH�� inetOrgPerson ½≤�Oñ���	�qµ�C

v ziHb [ldap-ext-cred-tags] q¿ñ±mh�����C

v [ldap-ext-cred-tags] q¿ñⁿw�������ú�b����QnJ�mJ��
ñC

v LDAP Ω�W
ú��jpgC

v ������W
��jpgC

v zL [ldap-ext-cred-tags] q¿AN����íJ������Φkúú�Bz�s
gSϕr	]]A��	�r� (DBCS)��ΦíC�q� CDAS i��sg���

�AH�� DBCS �Nª�íJ��ñC��ApGo���Oϕ@ HTTP �Y�

�eAhß	��{í�α≈BzwsX�Sϕr	C

z]iH��s� Tivoli Access Manager ���� CDASA�No���ⁿw���

{íñ��w≈εC�pG

1. N [authentication-mechanisms] q¿ñ� cred-ext-attrs ��]�s� CDASC

�p]H@µΘJ�G

[authentication-mechanisms]cred-ext-attrs = /opt/PolicyDirector/lib/libextcredtags.so
& /opt/pdwebpi/etc/pdwebpi.conf

]w]tm�O pd.conf�

2. sΦ pdwebpi.confA�sWq¿G [ldap-ext-attr-cdas-tags] �n� LDAP �

���C�pG

[ldap-ext-attr-cdas-tags]
ldap-home-phone = homePhone

3. ½s����{í

4. sW����� Tivoli Access Manager ñ� /PDWebPI/host ½≤C�p]H@µ

ΘJ�G

pdadmin> object modify /PDWebPI/host
set attribute HTTP-Tag-Value ldap-home-phone=homePhone
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�����Bz{�

pdwebpi.conf tm�ñ� [common-modules] q¿wqp≤�����wΦkCY
n����	���Bz{�A�ⁿw�� tag-value � post-authzn ��FpU�
�G

[common-modules]
post-authzn = tag-value

pdwebpi.conf tm�ñ� [modules] q¿wq��i���w≈εAH�ª��÷p
�@�{íwW
CTw��	���sbApU��G

[modules]
tag-value = pdwpi-tag-value-module

tm�����

��	��Otmb pdwebpi.conf tm�� [tag-value] q¿ñC

[tag-value]
cache-definitions = yes
cache-refresh-interval = 60

cache-def in i t ions ����	����ws��½≤�í���	wqC

cache-refresh-interval wq½sπzwq���O�Θ�íj]Hϕ�µ��C

Σ�hu Proxy Nz� (MPA)
Tivoli Access Manager ú�O���uhu Proxy Nz� (MPA)vº⌠⌠�
MΦ�C

uhu Proxy Nz� (MPA)vO�Ah½�ß	s��hDC o�hD���µ@�

wWD�w��°A�A�zL�WDu∩qv����ß	nDM��C∩��{

í�ÑAqL�WD�ΩT��OH��@��ß	�h½nDX{C ��{í��

� MPA °A��wPC@��O�ß	�B��wC��hD��úd�OuLus

�qT≤w (WAP)vhDC�XD≈ Web °A�@�tmAHe\ WebSEAL P�

�{íºí�µ@nJ�A Tivoli Access Manager WebSEAL ]�Rϕ MPACYnt

m���
MΦ�AiH�� iv-header �w��C��\� 89��� 6 �, yWeb µ

@nJ
MΦ�zAH�op≤tm SSO ��ΩTC

���Ñq@�Ω��¼M�wΦk

]� Tivoli Access Manager Plug-in for Web Servers �� MPA �@gL�w�Ñq

@�Aª]�P��@C@��ß	��OÑq@�C]�AMPA ����Ñq@�

Ω�M�wΦkA�M�ß	����Ñq@�Ω�M�wΦk���OCUϕC

XF MPA M�ß	���Ñq@��¼G

ϕ 19. MPA ���Ñq@�Ω��¼

���Ñq@��¼

MPA-to-plug-in Client-to-plug-in

SSL Ñq@� ID

HTTP �Y HTTP �Y

BA �Y BA �Y

IP �}

Cookie Cookie
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v �ß	úi�� SSL Ñq@� ID @�Ñq@�Ω��¼C

v ��íApG MPA �� BA �Y@�Ñq@�Ω��¼A�ß	Nuα∩�

HTTP �YM cookie @�Ñq@�Ω��¼C

v pG MPA �� HTTP �Y@�Ñq@�Ω�A�ß	iH��úP� HTTP �Y

�¼C

v °A�S� cookie u]tFÑq@�ΩTFªS�¡≈ΩTC

v pG��F MPA Σ�A�� SSL Ñq@� ID ��@Ñq@�¼AN��≤C@

δ�ÑApGwtm SSL Ñq@� ID ��@Ñq@�¼AAhu� SSL Ñq@

� ID i���@ HTTPS �ß	�Ñq@�CYn² MPA �� SSL Ñq@� ID

��@Ñq@�A�B²�ß	��ΣLΦk��@Ñq@�Ah�¡εNús

bC

MPA-to-plug-in �����wΦk�úP≤ client-to-plug-in �����wΦkCUϕ

CXF MPA M�ß	����wΦkG

ϕ 20. ��� MPA �w�¼

����w�¼

MPA-to-plug-in Client-to-plug-in

≥��w ≥��w

Mϕ Mϕ

O� O�

HTTP �Y HTTP �Y

��

IP �}

v ��íApG MPA ��u≥��wvA�ß	iH∩�uMϕvBO�H�

HTTP �Y@��wΦkC

v �ß	úα����M IP �}�wΦkC

v @δ�ÑAYY��ΘΦíw��FuMϕv]	O���wA��ΘΦí�u≥

��wv�����CpG��F MPA Σ�Ah�¡εúsbC o�iH² MPA

HuMϕv]	O��nJA��ß	]i��g�u≥��wvAzL�P��

ΘΦínJC

MPA Mh	�ß���wBz{�

1. iµUCtm�≤G

v btm�ñ��uhu) Proxy Nz�vΣ�C

v �Sw� MPA hD�� Tivoli Access Manager bßC

v �Po�bß Proxy ([PDWebPI]p) s�vAHs� proxy nDN�V��Ω�

D≈�uM P A O@�½≤vCbw]tmñAiH²���¿�

pdwebpi-mpa-servers s��¿�A�F¿o���C

2. �ß	s�� MPA hDC

3. hDNnDα½¿ HTTP nDC

4. hD�w�ß	C

5. hD���ß	nD��P��{í�suC
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6. MPA �V��{í�w]��P�ß	úP�Φk�A�B��o MPA �¡≈

]w���{íbß�C

7. ��{íτ� pdwebpi-mpa-servers s�ñ� MPA ¿�ΩµC

8. ��F MPA ��A�b��ñ���Sϕ MPA �¼C

÷M� MPA ��±HC@��ß	nDA²ª�ú�≤∩o�nD��v�dC

9. {bA��{í�i@B�OnD����C

MPA α≈��h��ß	AHAϕa�enJú�C

10. �ß	�nJA�B��P MPA úP��wΦk�iµ�wC

11. ��{í���ß	��wΩ�����C

12. C@��ß	���Ñq@�Ω��¼�P MPA ����úPC

13. Authorization Server ������M½≤� ACL \ivA�\	��s�ⁿO

@�½≤C

�� MPA �w

mpa-enabled ��]�≤ pdwebpi.conf tm�� [pdweb-plugins] q¿ñ�i�

�	�� MPA �wC��]w� true � falseA�O�≤����� MPA �wC�

w]	AMPA �wO���CziH��OΩ�D≈]w MPA �wAΦk�bt

m�� [virtual_host] q¿ñⁿw mpa-enabled ��C

YnNs�Ñq@��O� MPA ����DnÑq@�AN�X@��vMªA��

MPA O@�½≤WO�� Proxy ([PDWebPI]p) \ivC�w]	AMPA O@�½

≤�wq� /PDWebPICYnm½o�w]]wA�pAYnwqúP�DΘ��Nϕ

C@�Ω�D≈� MPAAhiH∩ mpa-protected-object tm��ⁿw@	Czi
H∩C@�Ω�D≈m½o���AΦk�btm�� [virtual_host] q¿ñⁿwª�

	C�pAYn�� ibm.com Ω�D≈A²úO lotus.com Ω�D≈� MPA s�vA

�b pdwebpi.conf tm�ñ��UC]wG

[pdmweb-plugins]
virtual-host = ibm.com
virtual-host = lotus.com

[ibm.com]
mpa-enabled = yes

Yn� ibm.com Ω�D≈�nDAN ibm-mpa-servers s��¿�wq� MPAAH�

� lotus.com Ω�D≈�nDAN lotus-mpa-servers s�wq� MPAA���UCt

mG

[pdweb-plugins]
virtual-host = ibm.com
virtual-host = lotus.com

[ibm.com]
mpa-enabled = yes
mpa-protected-object = /PDWebPI/ibm.com

[lotus.com]
mpa-enabled = yes
mpa-protected-object = /PDWebPI/lotus.com

�wqUC Tivoli Access Manager 
hG
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pdadmin> acl create ibm-mpa
pdadmin> acl modify ibm-mpa set group ibm-mpa-servers T[PDWebPI]p
pdadmin> acl create lotus-mpa
pdadmin> acl modify lotus-mpa set group lotus-mpa-servers T[PDWebPI]p
pdadmin> acl attach /PDWebPI/ibm.com ibm-mpa
pdadmin> acl attach /PDWebPI/lotus.com lotus-mpa

mpa-protected-object tm��ⁿwb�X�vMª��∩��½≤C

� MPA ����	bß

��\ IBM Tivoli Access Manager Base Administration Guide � IBM Tivoli Access

Manager Web Portal Manager Administration GuideAH�op≤�����bß��

÷ΩTC

sW MPA bß� pdwebpi-mpa-servers s�

Tivoli Access Manager Plug-in for Web Servers ���@�÷≤�z MPA °A��

s�Co�s�
º� pdwebpi-mpa-serversCs�� /PDWebPI � default-pdwebpi

ACL ��P Proxy ([PDWebPI]p) \iv� pdwebpi-mpa-servers s��¿�Cϕ
w�bwtm�(@� WebSEAL � Tivoli Access Manager w�⌠��ANtm

default-pdwebpi ACLAHKª]�P Proxy \iv� webseal-servers �
webseal-mpa-servers s��¿�CziH∩��v�s�� ACLAH��	ε@�

uhu Proxy Nz�vºDΘ��OC

��\ IBM Tivoli Access Manager Base Administration Guide � IBM Tivoli Access

Manager Web Portal Manager Administration GuideAH�o÷≤�zs��ΩTC
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� 5 � IBM Tivoli Access Manager Plug-in for Web Servers w��

h

��t��ΩT�Hí�p≤tm��q IBM Tivoli Access Manager (Tivoli Access

Manager) Plug-in for Web Servers w�
hC

DD��G

v y��{íS��s�	εMµ (ACL) 
hz

v � 77��yT
nJ
hz

v � 78��yKXj�
hz

v � 80��y�wj��ⁿO@�½≤
h]iÑ�z

v � 83��y½s�w�ⁿO@�½≤
hz

v � 84��y⌠⌠¼�w�ⁿO@�½≤
hz

v � 85��yO@�Φ�ⁿO@�½≤
hz

v � 86��yBz�g�w���� (HTTP/HTTPS)z

	�{íS��s��εMµ (ACL) �h

UCw��qA�≤ⁿO@�½≤�íñ� /PDWebPIG

v Tivoli Access Manager Plug-in for Web Servers ½≤�l½≤�íº��{í���

ACL �
C

v pGzúM�ΣL�T� ACLAho�½≤�wq]zL��π� Web �í�w

�
hC

v s��½≤��IHU�⌠≤½≤ú�nMX\ivC

��\ IBM Tivoli Access Manager Base Administrator’s GuideAH�o�÷ Tivoli Access

Manager ACL 
h�πΩTC

�: Microsoft IIS Web °A�i²zb�²�ⁿw@�w]⌠�Aϕ���nDt�@

�
]A�²⌠�� URL �AN�π�o�⌠�C

� Plug-in for Web Servers ⌡µ� ACL �d
A�≤nD URL ñⁿw��²A

úA�≤ IIS b��o�nD��A
�w]⌠�C

b IIS ¡xWΩ@z�w�
h�Az���Jo� ACL �d¡εC

/PDWebPI/host 
 virtual_host
/PDWebPI/host 	 virtual_host l�²≡t�Sϕ��{íΩ��½≤�íCUCw��

qA�≤�½≤G

v s��IHU�⌠≤½≤ú�nMXvC

v pGzúM�ΣL⌠≤�T� ACLAho�½≤wq]zL���≈�Wπ�½≤

�í�w�
hC
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	�{í ACL \iv

Uϕí�A�≤½≤�íº Tivoli Access Manager Plug-in for Web Servers ��� ACL

\ivG

ϕ 21. ��{í ACL \iv

\iv @� í�

[PDWebPI]r ¬� �°�²H��⌠≤	�C⌠≤ HTTP GET 	 POST

nDú�no�\ivCS�Sw�uC�vvAi

nD�²C�]H / ��� URL � GET�C

[PDWebPI]d Rú q Web �íñ�ú Web ½≤CHTTP DELETE ⁿ

O�no�\ivC

[PDWebPI]m �∩ b��{í½≤�íñ±m/oG HTTP ½≤C HTTP

PUT nD�no�\ivC

[PDWebPI]p proxy Pw���O�iHRϕuhu ProxyvNz�C��

\� 74��ysW MPA bß� pdwebpi-mpa-servers

s�zAH�o�ΩTC

T MX s��IHU�⌠≤½≤ú�nªC

��{í]Σ��U�π�� WebDAV @�C

ϕ 22. ��{í WebDAV \iv

@� �n�\iv

PROPFIND [PDWebPI]R

PROPPATCH [PDWebPI]M

MKCOL [PDWebPI]N

WebDAV @�O�nD URI ��v – úO��X��O¿�C��A]í≈Σ

�@�ΣL WebDAV @�G

v COPY - �XW�n [PDWebPI]RAHKiH¬�u�s�	vCú��d���\
ivC

v MOVE - o°�²�sARúCbnqñ����XW�n [PDWebPI]RdCú��
d���\ivC

w] /PDWebPI ACL �h

Tivoli Access Manager Plug-in for Web Servers ACL (default-pdwebpi) �����
]AG

s� iv-admin Tcmdbva[PDWebPI]rmdNRM

��� sec_master Tcmdbva[PDWebPI]rmdNRM

ΣL [PDWebPI]rR

�g�w T

s� pdwebpi-mpa-servers T[PDWebPI]p

s� webseal-servers T[PDWebPI]p

s� webseal-mpa-servers T[PDWebPI]p

76 IBM Tivoli Access Manager: Plug-in for Web Servers ��ΓU



w��A�w] ACL �s��½≤�í� /PDWebPI tm�½≤C

MXve\XW Web Portal Manager ñNϕ� Web �íCC�\ivi² Web Portal

Manager π� Web �í��eC

T�nJ�h

�≤ LDAP ¼ Tivoli Access Manager w��T
nJ
hi²z²εqúKX≡�A

Φk�ⁿwnJó�����W¡H�g@Ωw�íC�
h��@�°≤AY��

��Ñ�@q�íAMß$αiµ≤h
²ó��nJ��C�pA
hiα�ⁿ

w 3 �ó���ßA� 180 ϕ�g@C o��¼�nJ
hi#ε@ϕ�o�h��

qúH≈ú��nJ��C

T
nJ
h�nΓ� pdadmin policy ⁿO]w��X@�G

v nJó�����W¡

policy set max-login-failures

v WXó�nJ��]w�g@

policy set disable-time-interval
g@]wi"JbßΩw�ííj	���bßC

pG]wFbT�ó���ºß��Sw�Ωw�íg@ºnJ
h]pd��Ah

�.����]ú�&T	ú&T�N��P@����AⁿX�≤KX
h�
�

Lk��bßC

�ííjOHϕ�ⁿw - ����p�ííj� 60 ϕC

pG disable-time-interval 
h]� disableAh����QΩwLks�bßAB

����� LDAP account valid ���]� noC�z�izL Web Portal Manager

½s��bßC

�: N disable-time-interval ]� disable ��PB���z¿�Czi[εN��

bßΩT�g���{í���≡Co�íp�M≤z� LDAP ⌠�C��A��

bß≤s@���PY� LDAP Ω@iαJ��αh)C≥≤�
]A��z��

O�íjC
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UC pdadmin ⁿO
AXP LDAP n²@���C

ϕ 23. pdadmin LDAP nJ
hⁿO

ⁿO í�

policy set max-login-failures {number|unset} [-user username]

policy get max-login-failures [-user username]

�zjεΩIg@ºe	εnJó�����W¡�


hCo�° policy set disable-time-interval ⁿOñ]w

�g@�wC

¡�@��z�AziN�
hM��Sw����A

	N�
hπΘM�� LDAP n²ñ�C������

�C

w]]w� 10 ���C

policy set disable-time-interval {number|unset|disable} [-user username]

policy get disable-time-interval [-user username]

�zg@
hAo�
h	εb�FnJó�����

W¡�A���bß���C

¡�@��z�AziN�g@
hM��Sw���

�A	N�
hπΘM�� LDAP n²ñ�C����

���C

w]]w� 180 ϕC

KXj��h

Tivoli Access Manager LDAP ¼w�@�ú�Γ�	εKX�c�ΦkG

v ¡� pdadmin KX
hⁿO

v i����w��]PAM�AΣi²z�qKX
h

��\ Tivoli Access Manager Authorization C API Developer’s Reference

pdadmin ��{í�]w�KXj	�h

zL pdadmin ��{íΩ@�¡�KXj���]AG

v �pKX°�

v �p�σr,

v �pD�σr,

v �j½�r	

v e\��µ

ϕzH pdadmin 	 Web Portal Manager �����AH�H pdadminBWeb Portal

Manager 	 pkmspasswd ��{í�≤KX�A�jεo�
hC

UC pdadmin ⁿO
AXP LDAP n²@���C unset ∩����o�
h�� –

τYAújε�
hC
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ϕ 24. pdadmin LDAP KXj�ⁿO

ⁿO í�

policy set min-password-length {number|unset} [-user username]

policy get min-password-length [-user username]

�zΣ	ε�pKX°��
hC

¡�@��z�AziN�
hM��Sw����A

	N�
hπΘM��w]n²ñ�C������

�C

w]]w� 8C

policy set min-password-alphas {number|unset} [-user username]

policy get min-password-alphas [-user username]

�zΣ	εbKXñe\��p�σr,��
hC

¡�@��z�AziN�g@
hM��Sw���

�A	N�
hπΘM��w]n²ñ�C�����

��C

w]]w� 4C

policy set min-password-non-alphas {number|unset} [-user username]

policy get min-password-non-alphas [-user username]

�zΣ	εbKXñe\��pD�σr,]�r��

�
hC

¡�@��z�AziN�
hM��Sw����A

	N�
hπΘM��w]n²ñ�C������

�C

w]]w� 1C

policy set max-password-repeated-chars {number|unset} [-user username]

policy get max-password-repeated-chars [-user username]

�zΣ	εbKXñe\��j½�r	��
hC

¡�@��z�AziN�
hM��Sw����A

	N�
hπΘM��w]n²ñ�C������

�C

w]]w� 2C

policy set password-spaces {yes|no|unset} [-user username]

policy get password-spaces [-user username]

�zΣ	εKXO�i]t�µ�
hC

¡�@��z�AziN�
hM��Sw����A

	N�
hπΘM��w]n²ñ�C������

�C

w]]w��]wC
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Uϕí�H¡� pdadmin ��ºw]	�≥ª���KXd�M
h�GG

ϕ 25. KXd�

d� �G

KX L�G��(]t@�D�σr,C

pass L�G��(]t 8 �r	C

passs1234 L�G]tΓ�HW�½�r	C

12345678 L�G��(]t 4 ��σr,C

password3 ��C

Sw��	Ms�]w

pdadmin policy ⁿOiHw∩Sw���]Q� - user ∩��	s�]ú�� - user

∩�� �[H]wC⌠≤���S��]wú�m½
h�πΘ]wCz]iH��

(unset) 
h��Aϕ����út⌠≤	Ca� unset ∩��⌠≤
húú�Q�d�

jεC

�pG

pdadmin> policy set min-password-length 8

pdadmin> policy set min-password-length 4 -user matt

pdadmin> policy get min-password-length

�pKX°�G8

pdadmin> policy get min-password-length -user matt

�pKX°�G4

��� matt π� 4 �r	��pKX°�
hFΣL������π� 8 �r	�

�pKX°�
hC

pdadmin> policy set min-password-length unset -user matt

{bA��� matt ⁿ¡≤ 8 �r	�πΘ�pKX°�
hC

pdadmin> policy set min-password-length unset

{bA]A matt b�������úS��pKX°�
hC

�wj��ⁿO@�½≤�h]iÑ�

�wj��uⁿO@�½≤
hv(POP) �ziH�ª�����wΦk�	ε½≤

�s�C

zi��o�\α]��S
�iÑ�w��TO������j��w≈εs��

≈K�Ω	CziHbSwΩ	��j������o�°≤C

�pAzi∩ Web �í���ú�≤¬�w��AΦk�M�Σ�wh�¬≤�li

J WebSEAL ⌠������ß	�iÑ POP 
hC

iÑ�w]iHw∩ Web °A�WC@�SwΩ�D≈�[H]wAHe\�OΩ�

D≈Γaª��v�iÑh���wAúⁿ�°A�
hΩ@��εC

�wj�
hOb POP 
h�uIP 	I�wΦkv��ñ]w
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tmiÑ�v�h�

tm�wS��s�v¡��@�BJOtmΣ���wΦkA�Mw�{[jo�

�wΦk���C ��\� 35��� 4 �, yIBM Tivoli Access Manager Plug-in for

Web Servers �wzAH�op≤tm�w≈ε��ΩTC

⌠≤zL��{ís� Web °A���ß	ú�@��wh�A�pu�g�wv	

uKXvAΣⁿXe�zL��{í��w�ß	�ΦkC

bY�ípUAziα��µs�SwΩ	���n��Cuw�vh�C�pA

bY�⌠�ñA��O�KXiµ�wi�Q°�±H���W
MKXiµ�w≤

�w�Ct@�⌠�iαπ�úP���C

ϕ�ß	ú�X����wh��AiÑ�w≈ε�ú�jε�ß	½s��ª��

Ñq@�A�Oú��ß	�G�≈���n�Φk]h��½s�wC

iÑ�wΦkϕ�Aϕ�����s��nu�¬v�wh�]¬≤ΣnJ�h��

�Aú�¿W
�u��vTºC�&�A��@�s��wú�e{����An

DΣ��¬�wh��ΩTC pGL�α≈ú���wh�AhN��\Σ
lnDC

zib p d w e b p i . c o n f tm�� [ a u t h e n t i c a t i o n - l e v e l s ] 	

[authentication-levels:virtual_host_label] q¿ñtm�wh�C�pG

[authentication-levels]
1 = BA
2 = iv-headers
3 = cert

�ΦkbMµñ���Aⁿw@�h����C@�ΦkC

v �g�w�h��]� 0C

v ziH⌠≤���±mß≥�ΦkC ��\� 82��yiÑ�w�N��M¡εz

v �(��Γ���$α��iÑ�wC

v �w≈ε�h�iHw∩SwΩ�D≈�[H]wAΦk���π�UCµí�q

¿�ⁿwh�G[authentication-levels:virtual_host_name]

�: ÷≤]wn��w≈εº�ΩTA��\� 35��� 4 �, yIBM Tivoli

Access Manager Plug-in for Web Servers �wzC

��iÑ�w

iÑ�wO��m≤�n���w�vº½≤W� POP 
h�Ω@Czi�� POP 


h�uIP 	I�wΦkv��C

pdadmin pop modify set ipauth ⁿOiⁿw IP �I�wΦk��e\�⌠⌠H�

n��wh�C

gtm��wh�i
�� IP �}d≥C o�Φk���bú��zu�CpG� IP

�}Lo���ú½nAhzi∩ anyothernw]ΣL⌠≤⌠⌠�]wµ@��Co�
]wN�vT���s����]L� IP �}�≤�A�nDL�bⁿw�h��wC

oOΩIiÑ�w����ΦkC

ykG

pdadmin> pop modify pop_name set ipauth anyothernw level_index
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anyothernw ����@�@�N��Xú POP ñⁿw�⌠⌠��⌠≤⌠⌠º⌠⌠d

≥C o�ΦkO����w]��AH����ú�X� IP �}A	Oe\�X�w

h��D�⌠≤���iµs��@C

�w]	Aanyothernw H�wh��� 0 X{b POP ñC���Hu⌠≤ΣL�

⌠⌠vX{b pop show ⁿOñG

pdadmin> pop show test
ⁿO@½≤��hG test
í�G Test POP
�iG L
f�h�G L
O@�ΦG L
s�Θ��íGP�ΘBP�@BP�GBP�TBP��BP�¡BP�	G

H�Gϕa
IP �I�wΦk�h

⌠≤ΣL�⌠⌠ 0

d�

1. b pdwebpi.conf ñtm�wh�G

[authentication-levels] � [authentication-levels:virtual_host_label]
1 = BA
2 = token

2. tmuIP 	I�wΦk POPv��G

pdadmin> pop modify test set ipauth anyothernw 2
pdadmin> pop show test

ⁿO@�½≤�hG test
í�G Test POP
�iG L
f�h�G L
O@�ΦG L
s�Θ��íGP�@BP�TBP�¡G⌠≤�íGϕa
IP �I�wΦk�h

⌠≤ΣL�⌠⌠ 2

]�As��� POP �O@º½≤�����nh� 2 �wA	NQóQ�O�

Φk�iµ�wC

t��\� 84��y⌠⌠¼�w�ⁿO@�½≤
hzC

iÑ�w�N��M¡ε

v iÑ�wizL HTTP M HTTPS Σ�C

v zLkq HTTP ≤wiÑ� HTTPSC

v �b [authentication-levels] q¿ñⁿw��wΦkNw]�h� 1C

v �wΦk
αbh�Mµñⁿw@�C

v SPNEGO ú�iÑ�⌠≤�� POST Mϕ��wC�� SPNEGO �w��tmi

Ñµ���P@���������ß	C

v iÑ�wh��ú&Ttm��P����{í��iÑ\αC�¼p��PDw

���wµ�A�p�ⁿ POP O@�½≤�oX�KXnJ��A�nD��O�

qµNX�wΦkC

btmFiÑ�w≈εßA��d pdwebpi.log �A

O���°⌠≤tm��C
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½s�w�ⁿO@�½≤�h

Tivoli Access Manager Plug-in for Web Servers iHjε���⌡µB��nJ]½s

�w)AHTOs�ⁿO@Ω	����MÑq@�}l��w�OP@HC½s�w

iH�ⁿO@½≤W�uⁿO@�½≤
h (POP)v	WLÑq@���Lí�O�	

�Φí���C��� POP ����ⁿw�w�
h�Q�½s�wC��\� 46

��ytm��{íÑq@�/����zAH�op≤tmuÑq@�/����v�

�ΩTC

vT POP ½s�w�°≤

jε�½s�wú�w�⌠�ñ�P�Ω	�B�O@C≥≤w�
h�½s�wΦ

íAO�O@nDΩ	½≤� POP ñ�Sw�������CPOP iH��s�b½

≤A	�½≤iH�Wh½≤� POP °≤CUC���{í�wΦkΣ�½s�wG

v Mϕí]���W
MKX��w

v O��w

��AiHgJ�q���W
/KX CDAS HΣ�½s�wC

½s�w�]����l�wnJw�⌠�A�B���sb�����Cb½s�

w�A����Hú�{�����P¡≈�nJCTivoli Access Manager �b½s

�w�íOd���
��Ñq@�ΩTA]A��C½s�w�A��ú�Q�

NC

½s�w�A��{í]���ú�½s�w�nDCϕ�Q¿½s�w�A��

�Ω����½s�mnDC

pG½s�wó�A��{í�½s��nJú�CpG½s�w¿\A²O�Ω	

� ACL �dó�Ah��� 403uTεs�vTº������s�nD�Ω	Cb

⌠@�ípUA���úú�nXCQ�*M�����A���iH�⌠½s�w

Bz{�]nDt@� URL)A�BiHs�ú�n½s�w�ΣªΩ	�*Mi�P

w�⌠�C

��MM�½s�w POP
�w�
h�jε½s�wtmO����W
� ″reauth″ �Sϕ�������ⁿ
O@�½≤
h (POP)CziHs�� POP ��njε½s�w�ú�ºB�O@�

⌠≤½≤C

�Oo��π� POP �½≤���l�]�� POP °≤CC@�nD�l½≤ú

�n�O�½s�wC

�� pdadmin pop createBpdadmin pop modify M pdadmin pop attach ⁿOC
UCd�í��� reauth ������W
� ″secure″ � POPA�Nªs��½≤G

pdadmin>pop create secure
pdadmin>pop modify secure set attribute reauth true
pdadmin>pop attach /PDWebPI/hostA/budget.html secure

⌠≤H��s� budget.html ú���Pú�{s���P�¡≈M�wΦk�jε½

s�wC

pG���nDΩ	O�g�wAPOP �jε���iµ�wCC�s�½s�w
h

�O@�½≤�Aú�n½s�wC
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b�²ñjí≈²D�í½≤�n½s�w�¼pñA�nN POP s��π��²A

]A ″reauth″ ����C∩≤��ú�n½s�w�½≤As�P�²� POP �P�

POPA²ú]A ″reauth″ ����C

�÷ pdadmin ⁿOµ��{í��ΩTib IBM Tivoli Access Manager Base

Administrator’s Guide ñΣ�C

⌠⌠¼�w�ⁿO@�½≤�h

⌠⌠¼�w�uⁿO@�½≤
h (POP)v�zi����� IP �}�	ε½≤�

s�Czi��o�\α�#εSw� IP �}]	 IP �}d≥�s�zw�⌠��

�⌠≤Ω	C

z]iHNiÑ�wtmM���
hAH�∩C@�ⁿw� IP �}d≥nDSw�

�wΦkC

⌠⌠¼�w
h]w≤ POP 
h�uIP 	I�wΦkv��ñC z�b���ñ

ⁿwΓ�≥�nDG

v �wh�

v e\�⌠⌠

p�ⁿwtmh���ΩTA��\� 81��ytmiÑ�v�h�z

ⁿw IP �}Pd≥

btm�wh�ºßAz�ⁿw� POP 
he\� IP �}P IP �}d≥C

pdadmin pop modify set ipauth add ⁿOⁿwuIP 	I�wΦkv��ñ�⌠⌠

]	⌠⌠d≥�Mn��wh�C

ykG

pdadmin> pop modify pop_name set ipauth add network netmask level_index

tm��wh�
�� IP �}d≥C o�Φk���bú�u�C pG� IP �}

Lo���ú½nAhzi]w anyothernw]ΣL⌠≤⌠⌠��µ@��Co�]w
�vT���s����]L� IP �}�≤�A��nL�bⁿw�h��wC

ykG

pdadmin> pop modify pop_name set ipauth anyothernw level_index

&ºApGzQn�ñ�wh�BuQ� IP �}�e\	��AzNiHbQe\

�d≥W��h� 0A�w∩zQ���d≥�� ″forbidden″C

anyothernw ����@�@�N��Xú POP ñⁿw�⌠⌠��⌠≤⌠⌠º⌠⌠d

≥Co�Φki����w]��AH����ú�X� IP �}A	Oe\�X�w

h��D�⌠≤���iµs��@C

�w]	Aanyothernw H�wh��� 0 X{b POP ñC���Hu⌠≤ΣL�

⌠⌠vX{b pop show ⁿOñG

pdadmin> pop show test
ⁿO@�½≤�hG test
í�G Test POP
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�iG L
f�h�G L
O@�ΦG L
s�Θ��íGP�ΘBP�@BP�GBP�TBP��BP�¡BP�	G

H�Gϕa
IP �I�wΦk�h

⌠≤ΣL�⌠⌠ 0

��\� 81��ytmiÑ�v�h�zAH�o÷≤]w�wh���Q�C

d�

�n�� IP �}d≥ 9.0.0.0 �⌠⌠Bn 255.0.0.0 ������h� 1 ��w]w

]�uKXv�G

pdadmin> pop modify test set ipauth add 9.0.0.0 255.0.0.0 1

nDSw������h� 0 �wG

pdadmin> pop modify test set ipauth add 9.1.2.3 255.255.255.255 0

#ε������]bWzd�ñⁿw����ú��s�½≤G

pdadmin> pop modify test set ipauth anyothernw forbidden

H IP �}
�iÑ�w

ykG

pdadmin> pop modify pop_name set ipauth remove network netmask

�pG

pdadmin> pop modify test set ipauth remove 9.0.0.0 255.0.0.0

⌠⌠¼�wtΓk

Tivoli Access Manager Plug-in for Web Servers ��HUtΓk�Bz POP ñ�¼pG

1. �d POP W� IP 	I�wΦk
hC

2. �d ACL \ivC

3. �d POP W�Θ��í
hC

4. �d POP W�f�h�
hC

O@�Φ�ⁿO@�½≤�h

O@�Φ�uⁿO@�½≤
h (POP)v��i²zⁿwb∩½≤⌡µ@��A�n5

≥h��Ω�O@C

pdadmin> pop modify pop_name set qop {none|integrity|privacy}

ϕ 26. QOP level descriptions

QOP h� í�

privacy Ω�[KOn� (SSL)C

integrity ��Y�≈ε�TOΩ���≤C

none ú��⌠≤Ω�O@ΦkC

�pG

pdadmin> pop modify test set qop privacy
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ϕ ACL Mª� ″yes″ ��]]tn�O@�Φh��AO@�Φ POP ��e\µ

@º�CpG��{íLkO�ú�n�O@h�AnDN�Q��C

Bz�g�w���� (HTTP/HTTPS)
Tivoli Access Manager Plug-in for Web Servers �ⁿgL�w��g�w���zL

HTTP M HTTPS oX�nDCHßA��{í��α Authorization ServerA���\

	��∩ⁿO@�Ω	ºs�A�Iµw�
hC

UC¼pA�≤zL SSL s���g�w���G

v ∩�g�w���P��{íºí�ΩTµ½[K – @kNpP∩gL�w����

��@δC

v �g�w���P��{íºí� SSL suu�n°A�	�wC

Bz�W�ß��oX�nD

1. W�ß	�zL��{í]�� HTTP 	 HTTPS�∩ Web °A�oXnDC

2. ��{í�o��ß	���g�w���C

3. nDsP����e�ⁿO@� Web ½≤C

4. Authorization Server ��db ACL ��g�w��WO���½≤�\ivAM

ß�\	���nD�@�C

5. O�α�Qs��½≤A°�(]t¬�v (r) ��g�w ACL ���wC

6. pGnDLkqL�vMwA�ß	�¼�@≈nJMϕ]BA 	uMϕ¼v�C

jε��	nJ

zijε�g�w����nJAΦk�∩O@�nD�½≤º ACL 
hñ��g�

w��]wAϕ�\ivC

¬� [PDWebPI]r \ive\∩½≤iµ�g�w�s�C

Ynjε�g�w����nJA�qO@�½≤º ACL 
hñ��g�w��ñA

�ú¬� [PDWebPI]r \ivC

M��g�w� HTTPS
��hΩ���z��HΣ�zL HTTPS ∩��{íj)� Web °A�iµ�g�

w�s�G

v Y���{íú�n�HnJA²�n�PΩTA�pa}MH�d�XC��

ÑA]AuW�R≈��ΣL��C

v Y���{í�nDz²V�qnObßAMß$αiµi@B�µ÷C �PΩTS

A��qL⌠⌠C

H ACL/POP �h�ε�g�w���	

�: ″any-other″ ���¼]
� ″any-authenticated″ ���¼C

1. Yn�\�g�w���s���½≤A�H�(]t∩�g�w� any-other ��

�¬� [PDWebPI]r \iv� ACL �O@���eG

unauthenticated [PDWebPI]r
any-other [PDWebPI]r
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�: unauthenticated ��O@�� any-other ���Pw\iv�Bn]÷�
	 ″and″ @��Cu�ϕ unauthenticated \iv]X{b any-other ��
ñ�A$��P�\ivC�≤ unauthenticated �M≤ any-otherA]�A
pG ACL ]t unauthenticated ²ú]t any-otherANújXG	ΦFC
pG ACL ]t unauthenticated ²ú]t any-otherAw]��NOú�P
\iv� unauthenticatedC

2. YnnD[K (SSL)A�HⁿwpK��°≤�uⁿO@�½≤
h]Protected Object

Policy, POP�v�O@�eC

��\� 85��yO@�Φ�ⁿO@�½≤
hzC
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� 6 � Web µ@nJ�MΦ	

N Tivoli Access Manager Plug-in for Web Servers ϕ@�vA
{í�Ω@AHK�

w�⌠�ú�O@�Azq��ú��⌠��Ω	�µ@nJ
MΦ�C��Q�

Tivoli Access Manager Plug-in for Web Servers O@� Web �íµ@nJ
MΦ�C

DD��G

v yµ@nJº
z

v y��nJ�w����{íz

v � 91��yq WebSEAL 	ΣL proxy µ@nJ���{íz

v � 92��y��ó��� cookie iµµ@nJz

v � 94��y��s�µ@nJ (GSO)z

v � 96��yw�ú�� NEGOtiation (SPNEGO) µ@nJz

µ@nJº�

ϕⁿO@�Ω	�≤��{íj)� Web ��{í°A�W�AYnbs�úPw�

��{í�A⌡µh�nJA�n@�nD�Ω	��ß	CC@�nJiαú�n

úP�nJ¡≈C

�z��@h�nJ¡≈��Dg�iHµ@nJ (SSO) ≈ε≥o
MC SSO e\�

��
���l�nJANiHs�Ω	C Web °A�WΩ	�⌠≤i@BnJ�D

bBz�A���O
ú��C

Tivoli Access Manager Plug-in for Web Servers Σ�YzúP�µ@nJ[cCpUG

1. ú�µ@nJ�°A�Wh�w���{í���{íΩ�C

2. q WebSEAL 	ΣL proxy Nz�]p WAP hD�µ@nJ���{íC

3. ��ó��� cookie �ú�úP⌠�ºí�µ@nJC

4. ��us�µ@nJ (GSO)vΩw���AQ�xs������ΩT�ú���{

í�s�C

5. ��uw�ú�� NEGOtiation (SPNEGO)vA�\s� IIS ¼ Web °A�W�Ω

	C

6. ql�sµ@nJAbo������w@�A�o�L@�O�AH�\L�s

�Ω�⌠��s��ΣL⌠�Aú�n½s�wC

�²¡� SSO Ω
d��b��ñ[HQ�C�6�Ω
d�OU@��DDC

��nJ�w����{í

HTTP �Y� LTPA cookie]ϕ��{íO WebSphere Application Server ��i��

¿°A�Wⁿ�Y���{íO@º��{í� SSOC

b�l�w�ß	ßA��{íiH�m@�t��ß	�OΩT� HTTP �YAo�

�OΩTi�≤���wAHO@°A�W⌡µ���{íCQ�P��ΦíAzi

�� LTPA cookie �¿ Web ��{í°A�]p WebSphere�� SSOC

© Copyright IBM Corp. 2000, 2002 89



tmµ@nJH�� HTTP �Y�O@��{í

�≤nJ���{í� HTTP �YO� iv-header ßm�v���ú��Ciú���

Y�	
� IV �YC

b�Qa�v���nDßA��{íiHNwq�ß	º¡≈� IV �YAíJ��

�{íBz�nDCϕw� Web °A�x	���{íBznD�Ao��YΩTi

@����¡≈���C]�AiHKú���C�s�s��{í�únnJ��

DC

w∩ßm�vBz{��tm� I V �YA�P@�B@�	��

iv-userBiv-user-lBiv-credsBiv-remote-address HTTP �Y@�íJCUϕNí�o��

Y�¼C

ϕ 27. IV �Yµ�í�

IV �Yµ� í�

iv-user Tivoli Access Manager �����
CpG�ß	O�g�w

]ú��ANw]� unauthenticatedC

iv-user-l ����π⌠�W
]°Mϕ�A�pALDAP �OW
C

iv-groups ������s�MµC

iv-creds wsX�úz�Ω��cANϕ���� Tivoli Access Manager �

�C

iv-remote-address �ß	� IP �}C �	iαNϕ Proxy °A�	⌠⌠�}α½

� (NAT) � IP �}C

��

�ú� IV �Y
Yn����{íAN IV �YíJw≥�v�nDA�ntm��{íH�� IV �

Y�iµßm�vBz{�C pdwebpi.conf tm�ñ� [common-modules] q¿w
qp≤�����wΦkCYn�� I V �Yiµßm�vBz{�A�b

pdwebpi.conf tm�ñ� [common-modules] q¿ñAN�� post-authzn ⁿw�
÷Σr	 iv-headersCτYG

[common-modules]
post-authzn = iv-headers

tm IV �Y��
IV �Y�w��Otmb pdwebpi.conf tm�� [iv-headers] q¿ñC

generate ��ⁿwϕα� proxy nD�Nú�� IV �Y�¼C�w]	Aϕα�

p r o x y nD�A��{íNú����¼� I V �YC��∩��

allBiv-credsBiv-userBiv-user-l � iv-remote-addressCYnΘJh��Y�¼A�HrI

j}	C

�pG

[iv-headers]
generate = iv-creds,iv-user,iv-user-1

�� LTPA cookie µ@nJ� WebSphere ��{í°A�

ϕ��{íw�� WebSphere ��{í°A�W�O@h�As��ß	���∩Γ�

iα�nJI – WebSphere �A
���{í�w���{íCYnbo�ípñú
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�µ@nJIAziHtm��{íAHú���e cookie ¼���≤Ot��w

(LTPA) ≈ε�Σ� LTPA cookie � Web ��{í°A�C

ϕ���∩°A�W�Ω	�XnD�A����²�qL��{í��wCb�

Q�wßA��{íN�ú�Nϕ���� LTPA cookieCRϕ Web ��{í°A�

º�wO�� LTPA cookie t����¡≈�KXΩTC�ΩT�����{íP�

�{í°A�í@��KXO@�K≈��iµ[KC

��{í�b�e� Web ��{í°A�ºnD� HTTP �YñíJ cookieC��

{í°A��¼�nDA�B� cookie 
KAMß� cookie �ú��¡≈ΩT��

w���C

YnWi�αA��{í�bÑq@���ñxs LTPA cookieA�Bb�P����

Ñq@�ñANxsb��ñ� LTPA cookie �≤ß≥�nDCp�]wÑq@��

������ΩTA��\� 46��ytm��{íÑq@�/����z

�� LTPA cookie tm WebSphere �µ@nJ
�� LTPA cookie �¿Σ� LTPA cookie º��{í°A��µ@nJAO��{

í�ßm�vBz{��@í≈CYn��o�\αA�b pdwebpi.conf tm��

[common-modules] q¿ñAN÷Σ	 ltpa ΘJ��� post-authznFτYG

[common-modules]
post-authzn = ltpa

LTPA cookie tmOb pdwebpi.conf tm�� [ltpa] q¿ñ⌡µCUC���nt
mC

ϕ 28. LTPA tm��

�� í�

ltpa-keyfile ��� cookie ñ�]tº¡≈ΩT[K�≈���π⌠

�W
C

ltpa-stash-file KX⌠�����mCpGS�KX⌠���sbAo��

����¿��C

ltpa-password ϕKX⌠���úsb�n���KXC

ltpa-lifetime LTPA cookie ��Rg�]Hϕ�µ��C

LTPA µ@nJ��N�N��

v ≈��]tFSw Web ��{í°A���÷ΩTCpGzsWh���{í°A

��P@��{íA���°A��@��P�≈��C

v Yn²µ@nJ¿\A��{íP��{í°A��HY�Φí�@��P�n

²ΩTC

v ��{í°A��td]w LTPA H���@���K≈�C

q WebSEAL �ΣL proxy µ@nJ�	�{í

ϕ��{íj)� Web °A�qⁿH⌠���{í]p WebSEAL 	hu proxy N

z���¼nD�A IV �YiíJw�e���{í�nDC IV �Yt��O�	

�ß	�úO�e°A��ΩTC�Yñ�ΩTO≥≤�v������c�	�ß

	��C
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pGztm��{íA��uIV �Yv�⌡µ�ß	�wAh��{í���qº�n

DñΣ�� IV �Y	��¡≈A���@��ß	��C]��ß	e÷!y IV �

YA�H
b�wnDñ]w ’use secondary authenticator’ X�A$��p����C

∩≤�wAziHtm IV �YAϕzL proxy �¼�AbnDñ�ⁿ@�B@�	�

� iv-userBiv-user-lBiv-creds 	 iv-remote-address �YA@��w���C

iv-remote-address �YO��O²����u&
	�}Co� IV �Y�¼O� Tivoli

Access Manager � WebSEAL [H�OC

ϕ 29. IV �Yµ�í�

IV �Yµ� í�

iv-user �ß	��
CpG�ß	O�g�w]ú��ANw]�

unauthenticatedC

iv-user-l ����π⌠�W
]°Mϕ�C

iv-groups �ß	���s�MµC

iv-creds wsX�úz�Ω��cANϕ Tivoli Access Manager ��C

iv-remote-address �ß	� IP �}C �	iαNϕ Proxy °A�	⌠⌠�}α½

� (NAT) � IP �}C

�Fα≈ϕ@�ß	¡≈�����ⁿAWebSEAL 	ΣL proxy �¡�qL��{

í��wCq�AoOzL��{í�O@� proxy P Web °A�ºí�¼��w

SSL su�¿C

�� IV �Y��

��w
pdwebpi.conf tm�ñ� [common-modules] q¿wqp≤�����wΦkCY
n�� IV �Y���wA�ⁿw�� ’iv-header’ � authentication ��FτYG

[common-modules]
authentication = iv-header

tm IV �Y��
IV �Y�w��Otmb pdwebpi.conf tm�� [iv-headers] q¿ñC

accept ��ⁿw⌡µ IV �Y�w���ⁿ� IV �Y�¼C�w]	A��{í

�ⁿ���¼� IV �YC��∩�� al lB iv-credsB iv-userB iv-user- l �

iv-remote-addressCYnΘJh��Y�¼A�HrIj}	C

�pG

[iv-headers]
accept = iv-creds,iv-user

��ó��� cookie iµµ@nJ

ϕtmó��� cookie �iµßm�vBz{��A��{íN�H°A�S��	�

⌠�� cookie �[K�ß	���Ω�Cϕ�ß	�@�s��A� cookie �Q±b

s²�ñCϕ�ß	��s�⌠���t@�w�°A��A cookie �e{��ß	½

s�V��U@�°A�C cookie O�≤��½s�wA�H���ß	��Γ�½s

�w�@�Cw�gº°A�W���{í�@�@�@P�≈�A�≈�O��


K cookie ñ�Od���ΩTAH��s�Ñq@�C
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�: b��{í 4.1 �ñw∩iFú�ó��� cookie ��O�w��Co�∩iL

kP Tivoli Access Manager 3.9 O�sX[cµ¼@�CYn≥α≈P 3.9 Tivoli

Access Manager Web Security ú�µ¼@�A�N [pdweb-plugins] q¿ñ�
pre-410-compatible-tokens tm��]¿ trueCo���A�≤π�Bz{�A
�BLk��C@Ω�D≈≥ª�ⁿwC

��ó��� cookie ��µ@nJ

ziHtmó��� cookieA�⌡µ�w�ßm�v@�C

�F��ó��� cookie iµßm�vBz{��tm���{í�[K��A�Nª

xs�º���ñ�ó��� cookieC

��{í]tm���ó��� cookie ⌡µ�w����[K���]��º�nDñ

Σ��ó��� cookie�A�½s�w�ß	C

Yn��ó��� cookie ��� SSOA�btm�� [common-modules] q¿ñA
ⁿw��uó���v� authentication � post-authzn ��FτYG

[common-modules]
authentication = failover
post-authzn = failover

�: ϕtmΣL�w≈εAH�ó��� cookie �A�Nó��� cookie �wtm

¿�l�wΦkC

tmó��� cookie ��

ó��� cookie �w��Otmb pdwebpi.conf tm�� [failover] q¿ñC

failover-cookies-keyfile ��ⁿw��bó��� cookie ñ[K�
K��Ω���

�C�pG

[failover]
failover-cookies-keyfile = failover.key

≈������{í pdwpi-cdsso-key-gen]�≤ install_path/bin �²��[

H��C

�kG

./pdwpi-cdsso-key-gen key_file_name_to_create

failover-cookies-lifetime ��wq failover-cookie ����Rg�]H���µ��C

oO�� cookie ��� cookie ºí��íCw]	O 30 ��C

[failover]
failover-cookies-lifetime = 30

enable-failover-cookie-for-domain ����	��π�⌠��� cookie ���CY

n∩⌠�����°A�¿ SSOA�No���]� trueC

�pG

[failover]
enable-failover-cookie-for-domain = true
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��s	µ@nJ (GSO)
ziHtm Tivoli Access Manager Plug-in for Web ServersA�P���L�zLµ@

nJ≥v��ºBΓΩ	�s�vCGSO Yw∩�ºΦB��íBΓ⌠���hít	

M��{í��¿ºj¼°��]pAΣ°�@δ����zh����W
MKX

º�C

Yn�� GSO 
MΦ�A�²�� Web Jf�z{í	 pdadmin ��{í��
Tivoli Access Manager GSO Ω	� GSO Ω	s�Cp��� GSO Ω	� GSO Ω

	s���ΩTA��\ IBM Tivoli Access Manager Base Administrator’s GuideC

b�vnDßANIsu≥��w (BA)vßm�v��A�Pw�nD�Ω	O��i

��Ω	��CΩ	��O∩M�C@�Ω	�xsb���n²����W
/KX

�XC BA ßm�v���	�AX≤�����nDº��{íΩ	�Ω	��AM

ß��	��Ω	�����uHTTP ≥��wv�YA�No� BA �YsW�

HTTP nDCΩ	��
	���@�nD����n²A∩≤��ß≥�nDAΩ	

��Nϕ@Ñq@�ΩT�	�C

U�í�p≤�� GSO ≈ε	�ß	��{íΩ	º���W
MKXC

1. ��� Michael nDⁿO@�ß	 Web °A���{í (travel-app) �s�vC

Tivoli Access Manager �w�ß	A��o@� Tivoli Access Manager ¡≈Cp

G�nD�Ω	��ⁿ�O@AhnDNα�� Web °A�iµBzC

�: µ@nJBzP�l�wΦkU�W�B@C

2. ��{íN Tivoli Access Manager ¡≈�����n²°A�]LDAP 	 URAF�C

���n²°A��@@�π��wΩTΩ�wAΣΩT�	íOΩ	∩Sw�

wΩT�∩MC��wΩTO���W
 / KX��XAS
�Ω	��Cuα�

wnO������Ω	��C

� 7. zL GSO O@��{í����s�vC
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Uϕí� GSO Ω	��Ω�w��cG

Michael Jane

resource: travel-app

username=mike

password=123

resource: travel-app

username=Jane

password=abc

resource: payroll-app

username=smith

password=456

resource: payroll-app

username=Jones

password=xyz

3. n²������W
 ″mike″ �KX ″123″ ���{íC

4. ��{í�N Michael ����W
�KXΩTíJnD� HTTP ≥��w (BA)

�YAMßAANnD��� Web °A�C

5. Web °A���nDñ�íJ� BA �Yñ���]��BJ 4���w Michael

]w∩L�nD�Ω	�ApPªO���ß	@δC

tms�µ@nJ

Yn��us�µ@nJv\αAz�ntm pdwebpi.confCb [common-modules]
q¿ñA�ⁿw BA @	� post-authzn ��ApU��G

[common-modules]
authentication = ...
session = ...
post-authzn = BA

Twb��q¿ñA�� BA wⁿw��(w]��FτYG

[modules]
BA = pdwpi-ba-module

b pdwebpi.conf tm�� [BA] q¿�A�@���O�≤tm BA ßm�v��C

pUG

v basic-auth-realm

v strip-hdr

v add-hdr

v gso-resource-name

v supply-password

v supply-username

Yn∩ß	��{í¿ GSOA�� add-hdr � gso-resource-name �ntmCb
� 54��ytm≥��wzñN≤�aQ�ΣL BA ��C

add-hdr 	ε@-�wFnDANp≤sW BA �YCYn¿ GSOA�No���

]� gso @	A�pG

[BA:virtual_host1]
...
add-hdr = gso

N add-hdr ��]� gso @	ϕ�s� BA �YN����n²ñ�xs�Ω	Ω

T�sW� HTTP nDCtm�� [BA] q¿ñ� gso-resource-name ��ⁿwN

� 6 � Web µ@nJ
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�� GSO � Web °A�Ω	�W
CoiH��C@Ω�D≈≥ª�ⁿwC���

n²ñ�xs�Ω	���∩M����n²ñ�xs�C@�Ω	C

N gso-resource-name ��]�N�� GSO º Tivoli Access Manager Ω	�W
C

�pG

[BA:virtual_host1]
...
gso-resource-name = payroll-app

C@Ω�D≈
αⁿw@� G S O Ω	W
CpG�ⁿw⌠≤	�

gso-resource-nameAhΩ�D≈W
N@� GSO Ω	W
C

�: pG&b Sun ONE]ºe
� iPlanet�P Tivoli Access Manager ºí@� LDAP

n²AzNLkb Tivoli Access Manager �AH�����W
]P≤w�nV

uSun ONE Web °A�v�w����W
��� GSO Ω	��CoO]�ϕ

�w����
jM&T LDAP ½≤�O�½≤�A uSun ONE Web °A�v

Lk¡ε LDAP jM�hC

w�ú�� NEGOtiation (SPNEGO) µ@nJ

�� SPNEGO @���{í���w≈εAiú�µ@nJ\αAH�\���q

Windows �ß	s�w� IIS Web °A�W�Ω	A�Bb�lnJ�⌠�ßANú

�A��wC� 60 ��ytmw�ú�� NEGOtiation (SPNEGO) �wz]A�

SPNEGO µ@nJ�@��tm�ΩTC
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� 7 � ql	sµ@nJ

ϕΩ@ Tivoli Access Manager Plug-in for Web Servers �ú�w�⌠��O@�Aq

��ú�Ω	�µ@nJ
MΦ�C��NQ���{íql�sµ@nJ
MΦ

�C

DD��G

v yº[z

v � 98��yql�sµ@nJ\α��Dz

v � 98��yql�sµ@nJBzy{z

v � 99��yql�s cookiez

v � 100��yßOnD���z

v � 100��yßOO�z

v � 101��y[KßOO�z

v � 101��ytmql�sz

v � 103��ytmql�sµ@nJ - d�z

º[

Tivoli Access Manager Plug-in for Web Servers ql�sµ@nJ\αi²���ú�

½s�w�ípUAbh�⌠��h�°A�ºís�Ω	C

uql�svO¿�í��
÷Y��úP⌠�]Tivoli Access Manager 	 DNS��

�¿�s�Co�[J�⌠�iHtm�µ@°��@í�]�B��a���úP

� DNS W
�A	�@�÷Y�úP°�]�p°��íB�I�qH�]
�z�

q�C

b���Ω
ñATw��@�⌠�Qⁿw�u�lv	u���v⌠�Cb[J�

°�ñA�l⌠�����zql�s�°�≤�C

bΓ�Ω
ñA[Jql�s�����wΩTO��l⌠���@Co��w�i

e\]��z�D���µ@��IA�pAql�sñ���Isú�ⁿV�l⌠

�C

t�AziH�� Tivoli Access Manager Web Portal Manager �eú�ΩT��zvA

²[J�⌠�itd�z�¡����C

�l⌠�u��v��� – ]NOiH	ε�����wΩTCú����b≤BnD

Ω	Aí���l⌠��wC

�wí��o�bDn�w°A� (MAS) – �≤�l⌠�ñ�tm�����w��

����°A�]	@���°A��CMAS �⌠
¡ε≤ú��wA
C MAS W

ú��i²������Ω	C
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b����QqL MAS ��wßAMAS �ú�ußOvO�Co�O������

�oXnD�b�°A�C °A��N�ußOvO�°����w�QqL MAS �

w���A�BiH�Pql�sC

yql�sµ@nJBzy{z��ñ��í�ql�s⌠�í�ΩTαeC

ql	sµ@nJ\α��D

v uql�sv\αΣ����� URL]���s�Ω	C

v Ω@uql�sv�A���Pql�s�⌠������{íú�n@P�t

mC

v [Jql�s������únqL�l⌠�ñ�µ@Dn�w°A� (MAS) ��

wC

v pG���b MAS WS����bßAhuql�svbΩ@�ie\b
	⌠�

Wiµu�	v�wC

ϕ���bnDD MAS]²Ow[J�⌠�ñ�Ω	A²�qL MAS ��w�A

���iH∩�VnD�b��	°A�iµ�wC

v MAS]H��ßb
	⌠�ñ∩��ΣL°A���ußOv�����w¡≈C

v ⌠�S�� Cookie O�b�OiHú�ußOvA
�°A�Co�ie\
	⌠

�ñ�°A�b�	nDußOvΩTCql�s cookie �[K�e��]t��

�¡≈	w�ΩTC

v SϕO�O����w[K�ußOv���¡≈CußOvO�ú]tu&���

��wΩTC@���K≈�]T½ DES tΓk�iHú�π�C �O�]tF

O�	]�Rg��HK¡εO�����≥�íC

v ql�sbΩ@WΣ� HTTP M HTTPSC

v ql�s�tmO]w≤C@��Pº��{í� webseald.conf �ñC

ql	sµ@nJBzy{

ql�sO���{íj)�Dn�w°A� (MAS) �ΣLRϕql�sº��{í

j)�°A���¿Cql�sµ@nJ
MΦ�]iHP WebSEAL O@�Ω	µ¼

@�C

ql�sbΩ@�O�ußOvt	Cq�Aϕ�g�w����zL��{í�

nDΩ	�ANú�L�ú��wΩTCbql�stmñA��{í°A���O

ußOv°A�A�BV���qL�w�ußOv°A�nDτ�CßO°A��

xs��������ΩTC

w∩�����@�nDAußOv°A�Tw� MASCMAS �≥@��l⌠�Ω

	�ußOv°A�Cϕ���≥nDql�sñ�Ω	�AC@�
	⌠�ñ�

W�°A�iH�µ��w∩������]��� MAS ����¡≈ΩT�A�

Bß⌠�¡�b⌠�Ω	�ußOv°A�ñΓC
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W��d�π�Γ�⌠�]IBM ⌠�� Lotus ⌠��sb≤ql�s�Cϕ����

@�nJ�ql�s��w�⌠��ANo�UCBz{�G

1. ���nD Web °A� ww1.ibm.com WΩ	�s�vC��{í�I�nDA�

T{ ww1.ibm.com wtm� Tivoli-IBM-Lotus ql�s�@í≈Cql�sñ�

MAS °A�Oq ww1.ibm.com tmñ�O�C

2. nDN��� MAS - www.tivoli.comCMAS �Nϕ ww1.ibm.com ��wnDA�

oX@��¿���ql�s¡≈�ßOO�CO�ñ����¡≈ΩT�Q[

KC

3. MAS °A�N�eußOvO�� ww1.ibm.comC ww1.ibm.com �N�ußOv

O�°����w�QqL MAS �w���A]�A{biH�&��v	εA

�s��nD�Ω	C

ql	s cookie
v ql�s cookie O�@���{í�]w�⌠�S� cookieFª�xsb����

s²�O�ΘñA�B�bß≥�nDñ�e�ΣL���{íΩ�]b�P�⌠

�ñ�C

v ⌠�S� cookie ]tFußOv°A��W
Bql�s¡≈BußOv°A�M

\α��m (URL)AH��Rg�	Ccookie ñS����ΩTC

v ql�s cookie i²�P⌠�ñ�°A�b�	nDußOvΩTC MAS �b⌠

��ql�s cookie OΩt��n�ñΓC

v cookie ñ�π���Rg�]O��	O]w≤ pdwebpi.conf tm�C��Rg�

	iⁿw
	°A�nßh[��íA$αú�����ußOvΩTCϕ cookie �

�Rg����A����½s�V� MAS HK�o�wC

� 8. nJ�ql�s
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v ϕs²�÷¼�AO�Θñ� cookie �QMúCpG���nXFSw⌠�Aql

�s cookie �Q∩g��1C��@i��aNªqs²�ñ�úC

ßOnD��

ql�sußOv@��nzLΓ�SO�c� URL �s�M�\αGußOvnD

MußOv��Co� URL Obiµql�sußOvHTTP ½s�V�A�

pdwebpi.conf ñ�tmΩT��c�C

ßOnD

ϕ���V��°A�nDΩ	]w∩ql�s�tm�A��°A�S�����

���ΩT�AN��oußOvnDC°A���e HTTP ½s�V�ußOv°A

�]MAS 	ql�s cookie ñ��O�°A��C

ußOvnD]tFHUΩTG

https://vouch_for_server/pkmsvouchfor?ecommunity_name&target_url

�¼�°A���d ecommunity_nameAHτ�ql�s¡≈C�¼�°A��buß

Ov��ñ�� target_urlANs²�½s�V��
lnD���C

pkmsvouchfor ßO URL Oitm�C

�pG

https://www.tivoli.com/pkmsvouchfor?companyABC&https://ww2.lotus.com/index.html

ßO
�

ußOv��OⁿußOv°A�∩��°A����C

ußOv��]tFHUΩTG

https://target_url?PD-VFHOST=vouch_for_server&PD-VF=encrypted_token

PD-VFHOST ���O⌡µFßO@��°A�C�¼�]���°A�����ΩT
�∩��ußOvO� (PD-VF) 
K�&T≈�C PD-VF ��NϕF[K�ußOv
O�C

�pG

https://ww2.lotus.com/index.html?PD-VFHOST=www.tivoli.com&PD-VF=3qhe9fjkp...ge56wgb

ßOO�

�FF�≤⌠��µ@nJAí����¡≈ΩT�b°A�í�ΘCo��PΩ

T�zL½s�V�BzF�½s�V�]t[K� URL @í��¡≈ΩTCo�[

K�Ω�
º�ußOvO�C

v �O�]tFußOv¿\	ó��¼AB����¡≈]bßO¿\��B��

O��°A�πW
Bql�s¡≈AH����í	C

v ��ußOvO�����iH���O�b°A�W��Ñq@�]H���

��A�ú�ngL�°A���wC

v �O����@�T½ DES tΓk��K≈��[KA]�iHτ�ΣTΩ�C

v [K�O�ΩTú�xsbs²�ñC
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v O�u��e@�C�¼�°A�����ΩTb��ñ���������C ϕ�

��b�P�Ñq@�ñ@Xß≥�nD�A°A�N���o���C

v O�ñ�π���Rg�]O��	O]w≤ pdwebpi.conf tm�C�	iHO�

u]ϕ�HKε( re-play ≡���IC

�: b��{í 4.1 �ñw∩iFO�w��Co�∩iLkP Tivoli Access Manager

3.9 O�sX[cµ¼@�CYn≥α≈P 3.9 Tivoli Access Manager Web

S e c u r i t y ú�µ¼@�A�N [ p d w e b - p l u g i n s ] q¿ñ�

pre-410-compatible-tokens tm��]¿ trueCo���A�≤π�Bz{�A
�BLk��C@Ω�D≈≥ª�ⁿwC

[KßOO�

Tivoli Access Manager Plug-in for Web Servers ��� pdwpi-cdsso-key-gen �
�{í]�≤ /bin �²��ú��≈��[Km≤O�ñ��wΩ�Cz�PC@

��P�⌠���C@í��{í°A�@�≈��A�uPB)vo�≈�CC@

�⌠���C@í�P���{í°A�ú����P�≈�C

�: ≈�����M�e�D Tivoli Access Manager ql�sBz{��@í≈Cz

��µw�aN≈��s�����$°A�C

ϕz⌡µ pdwpi-cdsso-key-gen ��{í�A���{í�nDzⁿw≈����m
]�∩⌠�W
�G

UNIXG

# pdwpi-cdsso-key-gen absolute_pathname

WindowsG

MSDOS> pdwpi-cdsso-key-gen absolute_pathname

[K≈�Otmb pdwebpi.conf tm�� [ecsso-domain-keys] q¿ñCo�tm
NzbU@� ytmql�sz

tmql	s

����\Ω@ql�s��n���tm��Co���Ob pdwebpi.conf �ñC

z�∩ql�sñC@��P���{íJ�tmo���C

��

�ql�s¿�

pdwebpi.conf tm�ñ� [common-modules] q¿wqp≤�����wΦkCY
n����{í°A�Abql�s��@A�ⁿw ecsso @ⁿ� authentication �
post-authzn ��ApU��G

[common-modules]
authentication = ecsso
post-authzn = ecsso

pdwebpi.conf tm�ñ� [modules] q¿wq��i���w≈εAH�ª��÷p
�@�{íwW
CTwql�s SSO ���sbFτYG

[modules]
ecsso = pdwpi-ecsso
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e-community-name
e-community-name ���O°A���ºql�s�W
C�pG

[ecsso]
e-community-name = companyABC

∩≤ql�s���¿�Ae-community-name 	�O�P�C

is-master-authn-server
���i�O�°A�O�� MASCΣ	]A yes 	 noCql�s MAS ���N

]wpUG

[ecsso]
is-master-authn-server = yes

h���{íiHtm�Dn�w°A�AMßm≤tⁿ¡��ºßCb�ípñA

tⁿ¡���Qql�sñ��ΣL��{í°A��O� MASC

pG is-master-authn-server ]� yesAho�°A�N�ⁿ��ΣL��{íΩ��

ußOvnDAúLAo�Ω�� e-community-name ��PA�Bª��⌠�≈
��C�b [ecsso-domain-keys] q¿ñC

master-authn-server
pG is-master-authn-server ��]w� noAz�°ú master-authn-server �
����A�B[HⁿwC���i�Oql�s MAS �π⌠�W
C�pG

[ecsso]
master-authn-server = www.tivoli.com

master-http-port
ⁿwDn�w°A����¼ HTTP nD�≡�CpG≡�úO��≡ 80Ah�b

o�ⁿwD��≡�C

[ecsso]
master-http-port = port_number

master-https-port
ⁿwDn�w°A����¼ HTTSP nD�≡�CpG≡�úO��≡ 443 h�b

o�ⁿwD��≡�C

[ecsso]
master-https-port = port_number

vf-token-lifetime
���]wußOvO���Rg�O�	]ϕ�C�	�� cookie W����íW

O�iµ�dC w]	� 180 ϕC z�N�$°A�í��í�tCJ�qC�

w]	A��N]�G

[ecsso]
vf-token-lifetime = 180

vf-url
���ⁿwußOvURLC�	�H�u (/) }YCw]]w	�G

[ecsso]
vf-url = /pkmsvouchfor

z]iHϕ���� URLG

vf-url = /ecommA/pkmsvouchfor
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allow-login-retry
ϕ���⌡µFú¿\�nJ�A�����W
/KX¼�w[c� MAS π�Γ�∩

�GªiHú����½sΘJL����A	ªiH�Y½s�V�����L�


²��s��°A�A��ßO���Cbß��ípñA���Qó���ⁿq

�°A���wC allow-login-retry ��	ε MAS ñ�o�µ�Co���
A�

≤ ecsso �s� MAS �tmC

�: ���iH��½]���KXC

ΣLo�b MAS �nJó�]pbßΩw���P�Y½s�V�q�°A�Aú�

allow-login-retry ���	C�w]	A��N]�G

[ecsso]
allow-login-retry = true

ecsso Domain Keys
wqbtm�� [ecsso-domain-keys] q¿ñ�	O≈����mA��o�≈��A
$αb MAS P
	⌠�ñ�P�°A�ºí[K�
KO�C MAS �tm]Awq

C@�⌠�]�¡ODn⌠���≈�C MAS H��ql�s¿��tm]Awq⌠

�� MAS �≈�Cz�ⁿw°A��π⌠�W
H�≈���m��∩⌠�W


C

HU� MAS tmd�ú�F MAS ��≈��PΓ�
	⌠�qTG

[ecsso-domain-keys]
ibm.com = /abc/xyz/ibm-lotus.key
lotus.com = /abc/xyz/lotus-tivoli.key

⌠�ñ°A��tm]Aⁿw MAS ⌠�AH���P MAS µ½ΩT�∩�≈�Cb

⌠�ñ�°A�ºíµ½Ω��A]�n≈�C�pA�Pql�s�⌠�ñ�

[ecsso-domain-keys] q¿��liαpUG

[ecsso-domain-keys]
#the key for data exchange between the MAS (tivoli.com)
#and the ibm.com domain servers
tivoli.com = /abc/xyz/ibm-tivoli.key
#the key for data exchange between servers in the ibm.com domain
ibm.com = /abc/xyz/ibm.key

tmql	sµ@nJ - d�

bUCd�ñA�Γ�wtm�ql�s – lotus-domino � ibm-db2 – Bπ�µ@ MAS

��woΓ��s�nDC
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UC°≤A�≤o�d�G

v www.tivoli.com OoΓ�ql�s� MASC

v �Γ�úP�⌠�]�F�)AC@�⌠��@�°A��sb≤ lotus-domino ql

�s – domino.com � lotus.comCs�o�⌠�º@����ú�½s�wANiH

s�ΣL⌠�A]�wzL MAS �P��s�vC

v ibm-db2 ql�st�Γ�úP�⌠� – ibm.com � db2.comCs�o�⌠�º@�

���ú�½s�wANiHs�ΣL⌠�C

v s�Σñ@� ibm.com °A�����iHs�ΣL��ußOvO��°A�Cb

�ípUAú�n MAS �Ps�vANα¿µ@nJC

bW��d�ñANM�UCtm°≤G

MAS �tm – www.tivoli.com
ϕ MAS Oh�ql�s�	εñ��A�ntm ecsso ���Γ�úPΩ�A

H��nwq MAS 	ε�ql�sW
CMAS �nbª	ε����s�A

ⁿwFDn⌠����≈�CNM�UCtm°≤G

[modules]
ecsso1 = pdwpi-ecsso-module
ecsso2 = pdwpi-ecsso-module

[common-modules]
authentication = ecsso1
authentication = ecsso2

post-authzn = ecsso1
post-authzn = ecsso2

[ecsso1]
e-community-name = lotus-domino
is-master-authn-server = yes
.....etc

[ecsso2]
e-community-name = ibm-db2

� 9. ql�sµ@nJtmd�
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is-master-authn-server = yes
.....etc

[ecsso1-domain-keys]
# one key for each domain the MAS controls
domino.com = /abc/tivolikeys/tivoli-domino.key
lotus.com = /abc/tivolikeys/tivoli-lotus.key
db2.com = /abc/tivolikeys/tivoli-db2.key
ibm.com = /abc/tivolikeys/tivoli-ibm.key

www.domino.com �tm

[modules]
ecsso = pdwpi-ecsso-module

[common-modules]
authentication = ecsso

post-authzn = ecsso

[ecsso]
e-community-name = lotus-domino
is-master-authn-server = no
master-authn-server = www.tivoli.com
.....etc

[ecsso-domain-keys]
#key for encrypting/decrypting data
#between servers in the domino.com domain
domino.com = /abc/domino-keys/domino.key
#key for encrypting/decrypting data between
#servers in the domino.com domain and the MAS
tivoli.com = /abc/domino-keys/tivoli-domino.key

www.lotus.com �tm

¿ www.lotus.com µ@nJ�tm��NP≤tm� www.domino.com ��

�A²⌠�≈�N��úPCwww.lotus.com �⌠�≈�tmpUG

[ecsso-domain-keys]
#key for encrypting/decrypting data
#between servers in the lotus.com domain
lotus.com = /abc/lotus-keys/lotus.key
#key for encrypting/decrypting data
#between servers in the lotus.com domain and the MAS
tivoli.com = /abc/lotus-keys/tivoli-lotus.key

www.db2.com �tm

[modules]
ecsso = pdwpi-ecsso-module

[common-modules]
authentication = ecsso

post-authzn = ecsso

[ecsso]
e-community-name = ibm-db2
is-master-authn-server = no
master-authn-server = www.tivoli.com
.....etc

[ecsso-domain-keys]
#key for encrypting/decrypting data
#between servers in the db2.com domain
db2.com = /abc/db2-keys/db2.key
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#key for encrypting/decrypting data between
#servers in the db2.com domain and the MAS
tivoli.com = /abc/db2-keys/tivoli-db2.key

ww1.ibm.com �tm

ww1.ibm.com �ql�sµ@nJtmP≤ www.db2.com �tmC�nΓ�

≈�A@��≤b MAS P ibm.com ⌠�ºí[K/
KΩ�At@�h�≤b

ibm.com ⌠��°A�]po�d�ñ� ww1.ibm.com � ww2.ibm.com�ºí

[K/
KΩ�C

[ecsso-domain-keys]
ibm.com = /abc/ibm-keys/ibm.key
tivoli.com = /abc/ibm-keys/tivoli-ibm.key

ww2.ibm.com �tm

ww2.ibm.com �≈�wqNP≤ ww1.ibm.com �≈�wqC

[ecsso-domain-keys]
ibm.com = /abc/ibm-keys/ibm.key
tivoli.com = /abc/ibm-keys/tivoli-ibm.key
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² A. pdwebpi.conf 
�

Tivoli Access Manager Plug-in for Web Servers O���b pdwebpi.conf tm�ñ�

���[Htm�C��ObHU��²ñG

UNIXG

/opt/pdwebpi/etc/

WindowsG

C:\Program Files\Tivoli\PDWebPI\etc\

�UOib pdwebpi.conf tm��tm�C@����í�C��N�ª����

��¿úP�ϕµs�C

ϕ 30. @δtm��

@δ

�� í�

[pdweb-plugins]

virtual-host �Ot�÷≤SwΩ�D≈ºtmΩT�lhq¿C

unprotected-virtual-host �O��{íúú�w�O@�Ω�D≈C��{í�\

ú�n∩nD⌡µ�w��vANiHs�o�Ω�D

≈C

web-server �O��ñ� Web °A��¼Ci�ⁿ�	pUG

v iis Nϕ Microsoft Internet Information Services

v ihs Nϕ IBM HTTP Server

v iplanet Nϕ Sun ONE]ºe
� iPlanet�Web Server

w��íA���]wo���C

windows-file-system V Authorization Server ⁿXA����w#�IAH�K

PNϕ Windows ��t	Ω	� URI �÷�w��DC

]� trueANTεs�t⌠�	�]p Windows 2000 u

⌠�W
�� URIC8ΣAN��H ~digit ���⌠�	

�Cb Windows t	WAo����w]�]� trueCb

UNIX t	WAh�]� falseC

o���iH��C@Ω�D≈≥ª�m½AΦk�bA

ϕ� [virtual_host] q¿ⁿwªC
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ϕ 30. @δtm�� (≥)

@δ

�� í�

case-sensitive iD Authorization Server p≤Bz URI �rΘC

]� falseAϕ∩��X�vMª�½≤W
A�c∩��

Tivoli Access Manager ½≤W
�AURI N�α½¿pg

rΘC

b UNIX t	WAo����]� trueCb Windows t

	WAh�]� falseC

ϕ windows-file-system ��]� trueAB�wq

case-sensitiveAh URI �w]�α½¿pgrΘC

��NA��α½½≤W
� /PDWebPI/branch í≈C

o���iH��C@Ω�D≈≥ª�m½AΦk�bA

ϕ� [virtual_host] q¿ⁿwªC

utf8-url-support-enabled 	εb�m∩�� Tivoli Access Manager �uⁿO@�½

≤W
v�A
� URL ���rX�C

]� trueAe{� Authorization Server � URI N�]H

UTF8 sXA�Bα½¿ Authorization Server b���c

Tivoli Access Manager �ⁿO@�½≤W
ºeA⌡µ�

���rX�C

]� falseAe{� Authorization Server � URI N�]H

Authorization Server ⌡µ����rX��sXC

]� autoAN�dC@� URI O��h�	� UTF8 �

�CpGΣ���AURI N�]H UTF8 sXCpG$�

�L�� UTF8 r	��AURI N�]H Authorization

Server ⌡µ����rX��sXC

o���iH��C@Ω�D≈≥ª�m½AΦk�bA

ϕ� [virtual_host] q¿ⁿwªC

log-file �O�� Authorization Server @����bºΘx���

W�⌠�C

logs ⁿwb½����@�Θx�ºeAn���Θx��

�C

log-entries ⁿw��s�Θx�ºeAngJ�Θx����C

mpa-enabled uhu Proxy Nz� (MPA)vO�Ah½�ß	s��h

DC t	����	I°A��µ@�wWDA���ß

	���qTú�zLo�WD��eC

]� trueAN��� MPA αOC

]� falseAN��� MPA αOC o���iH��C@

Ω�D≈≥ª�m½AΦk�b [virtual_host] q¿wq
ªC
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ϕ 30. @δtm�� (≥)

@δ

�� í�

mpa-protected-object wq MPA ½≤HK∩Σ�X�vMªC

o���iH��C@Ω�D≈≥ª�m½AΦk�b

[virtual_host] q¿wqªC

user b UNIX t	WAo���t����W
A�z{í�

proxy Bz{�NHo����W
�⌡µC

group b UNIX t	WAo���t�s�W
A�z{í�

proxy Bz{�NHo�s�W
�⌡µC

pre-410-compatible-tokens ��	�� Tivoli Access Manager � 4.1 �P Tivoli

Access Manager 3.9 ñO�[j\αºí��e�C]�

trueAql�sµ@nJ�ó��� cookie ú��O�w

��NP Tivoli Access Manager 3.9 O�sX[cµ¼@

�Co���A�≤π�Bz{�A�BLk��C@Ω

�D≈≥ª�ⁿwC

[module-mgr]

path t���@�{íw���⌠�Cϕ��{íNjM�í

���A�\h�⌠���C

[wpiconfig]

server-type tm�í]wH≤U
útmC

install-dir tm�í]wH≤U
útmC

vhosts tm�í]wH≤U
útmC

ϕ 31. �wtm��

�w

�� í�

[modules]

module_name =
shared_library_name

�ii���wΦk��÷p�{íwC

acctmgmt bß�z

BA ≥��w

cert ��

failover ó���

forms Mϕ

ip-addr IP �}

iv-headers IV �Y

session-cookie Ñq@� Cookie

ssl-id SSL ID

tag-value ��	

http-hdr HTTP �Y

token O�

ltpa LTPA Cookie
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ϕ 31. �wtm�� (≥)

�w

�� í�

ecsso ql�sµ@nJ

login-redirect nJ½s�V

spnego w�ú��≤�

[common-modules]

authentication ⁿwn�≤����w�ΦkC

session ⁿwn�≤�@Ñq@�¼A�ΦkC

post-authzn ⁿwn�≤ßm�vBz{��ΦkC

[authentication-levels]

level = module_name [authentication-levels] q¿wqiÑ�wh�AH�
[modules]q¿ñwq��wΦk���C

ϕS�wq⌠≤����wΦk�Aª�w]�h� 1C�
w���Pw���¬�wh�AVU�wwq��wΦ

k��C�wh�CpG���wΦk@�@��wh

�Ahl��N���X{b [modules] q¿�����
[HMwC

[authentication-mechanisms]

passwd-cdaspasswd-ldap passwd-uraf
token-cdas

cert-sslcert-cdas
http-requestcdssopasswd-strength

cred-ext-attrs

C�Σ��ΣL�w≈ε��÷p�@�{íwAª��

��� Tivoli Access Manager ��wlt	C

[BA]

basic-auth-realm �ib≥��wnJ�íANX{be{����º∩�

�Γ�W
C

strip-hdr 	εp≤qnD�ú BA �YC���∩�pUG

v ignore - ú∩ BA �Y⌡µ⌠≤�@C

v always - qnD�ú BA �YC

v unauth - pG�Y�g�wANqnD�ú BA �YC

add-hdr 	εp≤sW BA �Y�nDCo������∩�p

UG

v none - únsW BA �Y�nDC

v gso - sW GSO BA �Y�nDC

v supply - b BA �Yñú�RAKX	���W
A	

OP�ú�oΓ�

gso-resource-name t����� GSO BA �Y� GSO Ω	W
Cϕ

add-hdr ]� gso �Aⁿw	O∩��Cϕ add-hdr ]
� igsoA²�]w gso-resource-name �AN��Bz
nDºΩ�D≈�W
C

supply-password pG add-hdr ]� supplyAN�n@	C]w�A���

ⁿwbw��� BA �Yñ���RAKXC
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ϕ 31. �wtm�� (≥)

�w

�� í�

supply-username t�bw��� BA �Yñ���RA���W
Cϕ

add-hdr ��]� supply �Ao����]wO∩��C

ϕ]w supply ��A²�]w supply-username]τ
YAª*MO�
��ANbw��� BA �Yñ��w

�w����W
C

[failover]

failover-cookie-keyfile �i��[K�
Kó��� cookie ñ���Ω�º≈�

��⌠�C

failover-cookie-lifetime ó��� cookie ����Rg�]H���µ��C

enable-failover-cookie-for-domain ��/��π�⌠���d≥�ó��� cookieC

[ltpa]

ltpa-keyfile LTPA ≈���π⌠�W
C

ltpa-stash-file KX⌠�����m

ltpa-password nb⌠���b���KXC

ltpa-lifetime LTPA cookie ��Rg�]Hϕ�µ��C

[forms]

login-form nJMϕ��WC

login-uri nJMϕNnJ��e�� URICnJ���e�o�

URIAΣñ����W
b POST Ω��� ’username’ ñ

ⁿwA�����KXhb POST Ω��� ’password’ ñ

ⁿwC

create-ba-hdr ��	��ϕ��Mϕ�w��� BA �YC

[tag-value]

cache-definitions ⁿXO�n��ws��½≤�í���	�¼L	Cp

Gw����AN�n½s�� proxyAHD∩��/	wq

�⌠≤�≤C

cache-refresh-interval wq���O�Θ�½sπzíj]Hϕ�µ��C

[token-card]

token-login-form O�nJ����WC

next-token-form wqπ������ß	HnDU@�O��MϕCϕ°

A�Lk�Qaq�@�O��w����ANnD�ß

	ΘJt@�O�C

[http-hdr]

header ��u≤⌠��wA
 (CDAS)viµ�w��YW
C

[iv-headers]

�² A. pdwebpi.conf �� 111



ϕ 31. �wtm�� (≥)

�w

�� í�

accept ϕ@�� proxy ��w����ⁿ��YMµC���∩

�pUG

v all - �ⁿ���Y�¼C

v iv-creds - �����ΩTC

v iv-user - u���W
C

v iv-user-l - °���W
C

v iv-remote-address - �ß	� IP �}C

generate q proxy α�nD�Nú���YMµC���∩�p

UG

v all - ú����Y�¼C

v iv-creds - �����ΩTC

v iv-user - u���W
C

v iv-user-l - °���W
C

v iv-remote-address - �ß	� IP �}C

[acctmgmt]

password-change-form ϕ���nDKX�≤��π��MϕC

password-change-form-uri ϕ���nDKX�≤��s�� URIC

password-change-uri KX�≤ß� URI ��aC

password-change-success ϕ����Qa¿KX�≤��π����C

password-change-failure ϕ���Lk�QnJ��π����C

logout-uri ���nXß� URI ��aC

help-uri í�����mC

help-page ϕ���nDí���π��í�����WC

logout-success ϕ����QnX��π�� URI 	��C

[ecsso]

e-community-name X{bßOO�MnDñ�ql�sW
C

is-master-authn-server ⁿw°A�ODn°A�	úbql�sñC]� yesAo

�°A�N�ⁿ��ΣL��{íΩ��ßO�DAo�

Ω��⌠�≈�C�b [ecsso-domain-keys] q¿ñC

master-authn-server ql�sñDn°A��W
CpG is-master-authn-server

]� noAho���On�C

master-http-port ⁿwDn�w°A�W�Ñ HTTP nD�≡]úP≤��

≡ 80�CpG�°A��Dn�w°A�Ah��ñ��

�C

master-https-port ⁿwDn�w°A�W�Ñ HTTPS nD�≡]úP≤��

≡ 443�CpG�°A��Dn�w°A�Ah��ñ��

�C

vf-token-lifetime ßOO��Rg�]Hϕ�µ��C

vf-url ßO URLC
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ϕ 31. �wtm�� (≥)

�w

�� í�

allow-login-retry ϕ�g�w����Q½s�V�Dn°A�iµ�w

�A��	�����nJ�½�C]� trueADn°A�

Ne\���b�l��ó�ßA½sΘJL�����

W
/KXC]� falseA���NQ½s�V�q�°A

�A�úßO���C

[ecsso-domain-keys]

domain-name = key-file wqϕP��ql�s�ⁿw�⌠���P�qT�n�

��≈�C

o�q¿�W
l��wqb [modules ] q¿�
pdwpi -ecsso-module ���W
Cª�µíO

[ecsso-module-name-domain-keys]C

[login-redirect]

redirect-uri �w¿\����N½s�V�� URIC

[spnego]

web-server-does-authn ⁿXO� Authorization Server 	uWeb °A�vBzπX

�nJµ½C true 	ⁿX� Web °A�Bzµ½A false

hⁿX� Authorization Server Bzµ½C

ϕ 32. Ñq@�tm��

Ñq@�

�� í�

[sessions]

max-entries µ@Ñq@���Ω���xs�Ñq@���W

¡CC@Ω�D≈�C@Ñq@����Ñq@��

�W¡C

timeout Ñq@��Rg�W¡]Hϕ�µ��C

inactive-timeout bÑq@�O�eAÑq@����óm�í°�

]Hϕ�µ��C

resend-pdwebpi-cookie ��	��∩C@�nD�euWeb ��{ív

cookieC

reauth-lifetime-reset 	εÑq@��Rg�p��C]� yesAhb½s�

w¿\�AN½]Ñq@��Rg�p��]τYA

timeout ��ñ]w�	�C]� noAhb½s�w¿

\�ANú�⌡µ½]C

reauth-grace-period Hϕ�µ�]w�ß	π�h(�í@�e¡�AH

K�Qa⌡µ½s�wAúMA��N��C

[session-cookie]

use-same-session ⁿw HTTP � HTTPS qT≤wO������P�

Ñq@�C
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ϕ 33. LDAP tm��

LDAP

�� í�

[ldap]

bind-pwd Web Plug-in �n{í�KX]btm�í]w�C

enabled ��	�� LDAP qT]btm�í]w�C

host LDAP Server �W
]btm�í]w�C

port LDAP �≡�]btm�í]w�C

replica ó��� LDAP Ω���� LDAP WµCϕDn

LDAP °A�Lk���AN���ªC

cache-enabled ��M���	 LDAP ��C

ϕ 34. Proxy tm��

Proxy

�� í�

[proxy-if]

id ⁿw proxy ��� ID 	@�O�Θ��W
C ID 

��X��{í���� IDC

number-of-workers Bz��{ínDºu@�⌡µⁿ���C

worker-size w²tm�C@�Bz��{ínDºu@�⌡µⁿ

�O�Θ�qC

cleanup-interval C@�MúO�Θ�íZ]Hϕ�µ��C

max-session-lifetime O�eA��{íÑ��� Authorization Server º�

���í]Hϕ�µ��C

[proxy]

error-page ϕDw�°A���o��Aπ�b���s²�W

º���⌠�C

acct-locked-page ϕ�����s�wΩw�bß��π�º���⌠

�C

retry-limit-reached-page ϕnJ��ó����F�Fe\�W¡��π�º

���⌠�Ce\�nJó���W¡O�� policy
ⁿO]wb LDAPC

login-success ⁿwbMϕ	O�nJ¿\ßAY��{íS���

�½s�V�����ΣñANπ����Cϕz�

m�nJMϕO���enJ POST Ω�����{í

�ANiαo�o�¼pC

ϕ 35. �v API tm��

�v API

�� í�

[aznapi-configuration]

f��Oⁿ���tm
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ϕ 35. �v API tm�� (≥)

�v API

�� í�

logsize ��sΘx�����jp]H�	��µ��C

pG]� 0ANú��s�Θx�C

pG]�t�ANC,��s�Θx�Aú�jp�

≤C

logflush MúΘx�íj]Hϕ�µ��C

�j	O 21600]6 p��C

logaudit ��	��f�OⁿC

auditlog f����W
C

auditcfg ��	��	≤S��f�O²C��	pUG

authn - ���w�≤C

azn - ���v�≤C

db-file ACL Ω�w������mC

cache-refresh-interval �dDn�v°A�O�≤s�íj]Hϕ�µ

��C

listen-flags ��	��
h��≤sq���¼X�C

�v API A
wq

[aznapi-entitlement-services]

service_id C@�q¿��wqúP�¼� aznAPI A
Cp��

÷ΩTA��\ IBM Tivo l i Acces s Manager

Authorization C API Developer’s ReferenceC

AZN_ENT_EXT_ATTR oOú���≤�t	h���Cªe\b½≤�í

W������C

ϕ 36. Web °A�S��tm��

Web °A�S��

�� í�

[ihs]

query-contents ⁿwn�≤zL ’pdadmin> object list’ ⁿOs² IBM

HTTP Server Web �í�d��e{íCo���i

H��C@�Σ�m½AΦk�bW� [ihs:branch]
�q¿]�pA[ihs:/PDWebPI/foo.bar.com]�ñAⁿ

w@	�ª

query-log-file i�od��e{í�J�º���Θx���mC

doc-root ⁿwí�σ≤ rootAª�ú�⌡µ ’pdadmin> object

list’ ⁿO��� Web �ís²αOCϕ]wΩ�D≈

�Ao���O�tm��{í�]w� - ªO��

C@
h�Σb [ i h s : b r a n c h ] q¿]�pA
[ihs:/PDWebPI/foo.bar.com]�ñⁿw�C

[iis]
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ϕ 36. Web °A�S��tm�� (≥)

Web °A�S��

�� í�

query-contents ⁿw�≤zL pdadmin s² IIS Web �í�d��

e{íCo���iH��C@�Σ�m½AΦk�

bW� [ i i s : b r a n c h ] �q¿]�pA

[iis:/PDWebPI/foo.bar.com]�ñAⁿw@	�ª

query-log-file i�od��e{í�J�º���Θx���mC

log-file wqΘx�AH�o�� IIS ��{í����l�

TºCTº��OOsb Authorization Server Θx�

H��Θx�AHTw���@P�CpGⁿw��

∩⌠�A�mN�∩≤w��²� log l�²CpG

ⁿw��∩⌠�AN���∩⌠�C

[iplanet]

query-contents ⁿw�≤zL pdadmin s² Sun ONE Web �í�

d��e{íCo���iH��C@�Σ�m½A

Φk�bW� [iplanet:branch] �q¿]�pA
[iplanet:/PDWebPI/foo.bar.com]�ñAⁿw@	�ª

query-log-file i�od��e{í�J�º���Θx���mC

doc-root ⁿwí�σ≤ rootAª�ú�⌡µ ’pdadmin> object

list’ ⁿO��� Web �ís²αOCϕ]wΩ�D≈

�Ao���O�tm��{í�]w� - ªO��

C@
h�Σb [iplanet:branch] q¿]�pA
[iplanet:/PDWebPI/foo.bar.com]�ñⁿw�C
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² B. ���t
�

�wO�O��nJw�⌠�º�OBz{�	ΩΘ�ΦkC �H	Bz{���s�

��{í�ⁿO@⌠���wΦkiH��\h�	íC IBM Tivoli Access Manager

Plug-in for Web Servers Σ�@��wΦkCUϕNCXo��wΦk�ΣAϕí�C

ϕ 37. ��{í�wΦk/����

�wΦk/�� í�

BA

pdwpi-ba-module

u≥��wv�w��C

]iαtm�Ñq@��ßm�v��C

forms

pdwpi-forms-module

uHTML Mϕv�w��C

��zLMϕeX����W
�KX�iµ�wC

���Ao���]�tm�ßm�v��C

ip-addr

pdwpi-ipaddr-module

u�ß	 IP �}v�w��C

ú��H�ß	� IP �}�≥ª��wC http nD�

w≈ε���ßú�A$αN IP �}ΩT∩M� Tivoli

Access Manager DΘC

]itm�Ñq@���C

http-hdr

pdwpi-httphdr-module

uHTTP �Yv�w��C

ú��HnDñⁿw� HTTP �Y	�≥ª��wC

http nD�w≈ε���ßú�A$αN�YΩT∩M�

Tivoli Access Manager DΘC

]itm�Ñq@���C

token

pdwpi-token-module

O��w��C

Tivoli Access Manager Plug-in for Web Servers iΣ�Q

��ß	ú��O�qµNXiµ�wCo��w���

Γ�H RSA SecureID Yó�≥ª�]lnJC

���A]�tm�ßm�v��C

cert

pdwpi-certificate-module

u�ß	��v�w��C

�ß	���DD DN O� cert-ssl �w≈ε∩M� Tivoli

Access Manager Principa W
C cert-ssl �w≈ε�n�

ß	���DD DN ��∩M����n²ñ Tivoli

Access Manager ���� DNC

o���N�ño�nDAH�w�zL SSL Ñq@�Φ

F�nDAHKiHw�atmª�A�Bz HTTP �

HTTPS nD�v�Ω�D≈��C
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ϕ 37. ��{í�wΦk/���� (≥)

�wΦk/�� í�

Failover

pdwpi-failovercookie-module

ó��� Cookie �w��C

o��ⁿó��� cookie ��w���C

���Ao���]�tm�ßm�v��C

iv-headers

pdwpi-iv-headers-module

uIV �Yv�w��C

ú�HnDñ� i v -use rB i v -use r - lB i v -c reds 	

iv-remote-address HTTP �Y	�≥ª��wCϕ���w

qLe	 proxy °A���w�Ao����U≤∩ Tivoli

Access Manager Plug-in for Web Servers ��µ@nJC

�Fα≈�oH⌠A���w�wÑq@�Pe	 proxy

°A�]�pAWebSEAL �X�ftAnD$α�FC

proxy �ϕ@����iµ�wA�Bo�����∩

&bs�ºΩ�D≈�ⁿO@½≤�íπ� P r o x y

([PDWebPI]p) \ivC

∩≤�� iv-remote-address �Y��wAhttp nD�w≈

ε���ßú�A$αN IP �}ΩT∩M� Tivoli

Access Manager DΘC

o���]iαtm�ßm�v���Ñq@���C

ecsso

pdwpi-ecsso-module

uql�sµ@nJv�w��C

o����tm�Ω�D≈��w��A�D&b�P

ql�sºDn�w°A���w��C

���Ao���]�tm�ßm�v��C

unauth

pdpwi-unauth-module

�g�w����w��C

o���O≥≤π��C�bo�Cª*
⌠tatm

��Cu²����w��A�B��ú��g�w��

����C

ltpa

pdwpi-ltpa-module

LTPA �w��

�ⁿ��wH LTPA cookie �≥ª����C LTPA

cookie iH� WebSEAL 	� WebSphere °A�ú�C

spnego

pdwpi-spnego-module

SPNEGO �w��

Q� Windows LAN ⌠����� SPNEGO �wqT≤

wA�F¿uµ@nJv
MΦ�AHKb IIS WΩ@�

�{íC
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ϕ 38. ��{íÑq@�����

�� í�

BA

pdwpi-ba-module

u≥��wvÑq@���C

��u≥��w�vv�Y	@�Ñq@�≈�C

���A]�tm��w��C

]itm�ßm�v��C

ip-addr

pdwpi-ipaddr-module

uIP �}vÑq@���C

��w�w�ß	 IP �}@�Ñq@�≈�C

���Aª]�tm��w��C

http-hdr

pdwpi-httphdr-module

uHTTP �YvÑq@���C

��w�w�ß	�Y@�Ñq@�≈�C

���Aª]�tm��w��C

session-cookie

pdwpi-sesscookie-module

uÑq@� CookievÑq@���C

o����ú���ⁿ���OÑq@�� cookieCq�


@�Cu²���Ñq@��O≈εC

ssl-id

pdwpi-sslsessid-module

uSSL Ñq@� IDvÑq@���C

��uSSL Ñq@� IDv@�Ñq@�≈�C��NA÷

Mo���Ob Tivoli Access Manager Plug-in for Web

Servers � Windows teñú��A²O Microsoft Internet

Information Services Web Server ú�ú�uSSL Ñq@�

IDvΩT���{íA�HuSSL Ñq@� IDvLk@�

IIS �Ñq@�≈�C

iv-headers

pdwpi-iv-headers-module

IV �YÑq@���

spnego

pdwpi-spnego-module

SPNEGO Ñq@���

Q� Windows LAN ⌠����� SPNEGO �wqT≤

wA�F¿uµ@nJv
MΦ�AHKb IIS WΩ@�

�{íC


b�wBz�íA$���o���Ab�w¿ßA

�(�@�ΣLÑq@�������@Ñq@�C
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ϕ 39. ��{íßm�v����

�� í�

Mϕ

pdwpi-forms-module

uHTML Mϕvßm�v��C

buHTML Mϕ¼vnJ�íAo����BzMϕΩ��

eXC

���Aª]�tm��w��C

o���]iHqeX����W
�KX�]w BA �

YC

BA

pdwpi-ba-module

u≥��wvßm�v��C

�∩ Web °A��
�� BA �YA	q GSO Ωw�Ω

���ªA��∩��YC

token

pdwpi-token-module

O�ßm�v��C

Tivoli Access Manager Plug-in for Web Servers iΣ�Q�

�ß	ú��O�qµNXiµ�wCo��w���Γ

�H RSA SecureID Yó�≥ª�]lnJC

���AO���]�tm��w��C

failover

pdwpi-failovercookie-module

ó��� Cookie ßm�v��C

o������ß	��@�ó��� cookieC

���Aó��� cookie ��]�tm��w��C

iv-headers

pdwpi-iv-headers-module

uIV �Yvßm�v��C

be\ Web °A�BznDeAo����N����O

ΩTAϕ@ IV �YíJ�nDñCo�U≤ú�µ@nJ

� Web °A��x	���{íCiHsW��YO

iv-userBiv-user-lBiv-groupsBiv-creds � iv-remote-addressC

o���]itm��w���Ñq@���C

tag-value

pdwpi-tag-value-module

��/	ßm�v��C

be\ Web °A�BznDeAo����N�����

���B�����Aϕ@ IV �YíJ�nDñCo��

���q��∩M������n²������C

acctmgmt

pdwpi-acct-mgmt-module

ubß�zvßm�v��C

o����ú�nX ( / p k m s l o g o u t )B�≤KX

(/pkmspasswd)Bí� (/pkmshelp) \αC

ltpa

pdwpi-ltpa-module

LTPA Cookie ßm�v��C

be\ Web °A�BznDeAo����N WebSphere

Application Server (WAS) �u���≤Ot��w

(LTPA)vcookie íJ�nDCo�ú�µ@nJ�&Q Web

°A�x	���{íC
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ϕ 39. ��{íßm�v���� (≥)

�� í�

ecsso

pdpwi-ecsso-module

uql�sµ@nJvßm�v��C

���Pql�s�Ω�D≈�π�tm�ßm�v�

�� ecsso ��C

o���]�tm����P���w��A²Dn�

w°A�ú�C

login-redirect

pdwpi-loginredirect-module

unJ½s�Vvßm�v��C

ϕ��⌠@���{íΣ��ΦkA�⌡µnJ�A@-

�w¿\A���N�½s�V�wtm���C
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² C. ⁿO�t
�

UCOiQ⌡µH⌡µU� IBM Tivoli Access Manager Plug-in for Web Server @�

ºⁿO�í�C

pdwebpi_start
b UNIX Wiµw��A����ε��{íBz{�C

���∩�pUG

pdwebpi_start {start|stop|restart|status}

Yn�ε��{íAA½s��ªA���G

# pdwebpi_start restart

pdwebpi_start ⁿO�≤UC�²G

/opt/pdwebpi/sbin/

Yn����ε��{í Windows w�A�buA
	εxvñΣX��{íBz{

�AMß��Aϕ�	ε÷sC

pdwpi-cdsso-key-gen
���≤[K�
K��{íΩ�]pó��� cookie ΩT�ßOO���≈���C

�kG

./pdwpi-cdsso-key-gen key_file_name_to_create

pdwpi-cdsso-key-gen ⁿO�≤ /bin �²ñC

pdwpi-version
C�w�@�����
@vΩTC

�kG

./pdwpi-version

pdwpi-version ⁿO�≤ /bin �²ñC

pdwpicfg
��tm�
útm��{í���{íC

pdwpicfg ⁿO�≤ /bin �²ñC

�kG

UNIX:

./pdwpicfg

Windows ⁿOµG
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pdwpicfg-cl

∩�G

pdwpicfg -a [configure|unconfigure] -A
admin_id -P admin_pwd
parameter1 parameter2 ...

ΣñG

-A admin_id OuTivoli Access Manager �z�vW
C

-P admin_pwd OuTivoli Access Manager �z�vKXC

tm�k

pdwpicfg -a configure -A admin_id -P admin_pwd -p port_num
-t server_type -d ldap_admin_dn -m ldap_admin_pwd -s
[ -k key_file -w key_file_pwd -c cert_label -l ssl_port ]
{ -iis options- } { -iplanet options- } { -ihs options- }

∩�G

-p port_num °A���Ñ≡�]w]	O 7237�

-t server_type Web °A��¼Ap IISBiPlanet 	 IHS

-d ldap_admin_dn LDAP �z� DN]w]	O cn=root�

-m ldap_admin_pwd LDAP �z�KX

-s ��P LDAP Server � SSL qT

-k key_file LDAP SSL ≈���

-w key_file_pwd LDAP SSL ≈���KX

-c cert_label LDAP �ß	����]pG�n���

-l ssl_port LDAP SSL ≡]w]	O 636�

-v vhosts Nⁿ�O@�Ω�D≈C�	�µí��CXUΩ�D≈ IDAΣí

�HrIj}CΩ�D≈ ID ºíú���µC

IIS ∩�G

-d �� IIS Lo�C

iPlanet ∩�G

-i iplanet_dir iPlanet w���²CpGS�ⁿw⌠≤�²ANw]� /usr/iplanet/servers

IHS ∩�G

-i ihs_dir IHS w���²C

�útm�k

pdwpicfg -a unconfigure -A admin_id -P admin_pwd -f -D {acls|objspace|all}
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∩�G

-f jε
útmA�ñ����

-D q
hΩ�w�úⁿw�Ω�AΣñG

acls: 
�ú pdwebpi default ACL � pdwebpi �@s�C

objspace: �ú /PDWebPI/\vhost ½≤�íC

all: P��ú acls �½≤�íC
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Wⁿ��

G�

Jf⌠�]portal�. @�πX�⌠�Aª��Y@��
��s�vAH�AΦíú��q� Web Ω	Mµ]p


�B�e	A
�A�Sw�����C

��

�}≈�]public key�. bqúw�ñAC@�Húi
���≈�C�∩�pK≈�]private key�C

¡�

D≈]host�. s��⌠⌠]�p⌠�⌠⌠	 SNA ⌠

⌠�A�iú�∩�⌠⌠ºs�I�qúCP�A°⌠�

�wAD≈iHú�∩⌠⌠��ñ	εCD≈iHO�ß

	B°A�	P���ß	M°A�C

[K]encryption�. bqúw�ñANΩ�α½¿Lk
δ��µí�{�AH#ε�o
lΩ�	
α�
K{

���oΩ�C

i��]scalability�. ⌠⌠t	��ÑW�s�Ω	��
��q�αOC

	í�vA�{í]external authorization service�.
@��v API ⌡µ����{íAi�����{í	⌠

�S���vMª¿� Access Manager �vMª
�@í

≈C�ßiH��u�v ADKv�}oo�A
C

²⌡]directory schema�. iHX{b�²ñ��
����¼�½≤�OC���¼�½≤�Owq��	

�ykC�e{�����²iHe{���C

��

°��ovO]business entitlement�. ������
�R��A��í�wqδ��°≤Ao�úOi�bΩ

	��vnDñ�°≤C


��]response file�. @���Ao���]t@�
w²wq��D]�{íúX�
¬Ai��ª�ú@

�S@�aΘJΣñ@	C

hu proxy Nz�]multiplexing proxy agent
(MPA)�. e�h��ß	s��hDCϕ�ß	��

WAP s�w�⌠��Ao�hD��S
�uLus�q

T≤w]WAP�vhDC�hD���µ@�wWD�


l°A�A�zL�WDu∩qv����ß	nDM�

�C

h½]l�w]multi-factor authentication�. @�ⁿO
@�½≤
h]POP�Ajε�����Γ�	HW��

wh��iµ�wC�pAⁿO@Ω	W�s�	εiH

nD���P�HW
/KX����W
/O�qµX�

iµ�wCt��\ⁿO@�½≤
hC

r�]suffixes�. @��OW
Ai���O�	⌠��
Od��²Ñhñ�!	��C�≤u����²s�q

T≤w]LDAP�v���∩RW⌡�A�H�r�A�

≤��²Ñh��ΣLC@���C�²°A�iH�h

�r�AC@��OⁿX�	⌠��Od��²ÑhC

s��εMµ]access control list�. (1) (2) bqúw

�ñAoOPY�½≤�÷�@≈MµAo≈MµⁿXi

s�½≤���DDH�o�DD�s�vC�pAs�

	εMµNOP���÷�@≈MµAo≈Mµ�ⁿXi

s�������A�ⁿX���∩≤����s�vC

s��εs�]access control groups�. �≤s�	
ε�s�CC@�s�]t�\h	�¿���Ao��

�ñt�\h¿��OW
Cs�	εs��½≤�O�

AccessGroupC

s��ε]access control�. bqúw�ñAoOⁿT
wqút	�Ω	uα�≥o�v����H�v�Φí

�[Hs��{�C

s�v]access permission�. M��π�½≤�s�
M�vC	OAM����s��O�\ivC

w� Socket h]secure sockets layer (SSL)�. iú
�qTpK�w��qT≤wCSSL i�K�ß	/°A�

��{íºí�qTD���B½∩	!yC SSL O�

Netscape Communications Corp. M RSA Data Security, Inc.

�}oC

w��z]security management�. M�
M��∩½
n���{íMΩ��s�	εαO��z
hC

w�⌠�]secure domain�. @�@PA
����B
t	MΩ	s�Aq��@P���B@C

�µ�U]self-registration�. oO@�Bz{�A��
�i��ª�ΘJn�Ω��¿�w�U� Tivoli Access

Manager ���A�ú��z���JC
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C�

pK≈�]private key�. bqúw�ñAu����$
�D�≈�C�∩��}≈�]public key�C

ñΓⁿw]role assignment�. ⁿwñΓ�����Bz
{�Ap����N�∩wq��ñΓ�½≤π�Aϕ�

s�vC

ñΓ��]role activation�. Ns�vM��ñΓ�B

z{�C

K�

��	n²]user registry�. ��\n²C

��	]User�. ��LΦ�ú�ºA
�H�B��B
Bz{�B�mB{íBqT≤w	t	C

εíΩ� ID]uniform resource identifier (URI)�. �
��O⌠�⌠⌠W�m�e�ΦkC URL]εíΩ	w�

��OSϕ	í� URIA���O⌠��}C URI q�í

� (a) ��s�Ω	]�pAHTTPBHTTPSBFTP��≈

εB ( b ) Ω	xs�b�Swqú]�pA

www.webserver.org�AH�qúWΩ	�SwW
]�

pA/products/images/serv.jpg�C

εíΩ�w��]uniform resource locator (URL)�.
@sΩr	ANϕqúW	⌠⌠]⌠�⌠⌠�ñ�ΩTΩ

	Co@sΩ�r	]A (a) ��s�ΩTΩ	ºqT≤w

�YgW
AH� (b) qT≤w��MΣΩTΩ	�ΩTC

�pAb⌠�⌠⌠�⌠�wqñAo�Oí≈��s�U

�ΩTΩ	ºqT≤w�YgG

httpBftpBgopherBtelnetAH� newsFUCO IBM ���

URLGhttp://www.ibm.comC

ⁿO@�½≤�í]protected object space�. ��≤
M��vA
{í��� ACL M POP �Ω�t	Ω	�

Ω�½≤ϕ�íC

ⁿO@�½≤�h]protected object policyAPOP�.
@�w�
h��¼AⁿX�Q¿ ACL 
h�dºßs

�ⁿO@Ω	�B�°≤CPOP �d�]AΘ��ís�

MO@�Φ�h�C

A�]service�. �°A��⌡µ�u@CA
iHO²
Ω��e	xs��µnD]�pAQ���°A�B

HTTP °A�Bqll≤°A�M finger °A��A]i

HO≤�°�u@A�pACL°A�	Bz{�°A

�C

≈�Ω�w��]key database file�. ��\≈�⌠

]key ring�.

≈�∩]key pair�. bqúw�ñAⁿ�}≈��pK

≈�CN≈�t∩�≤[K�A�e�����}≈�N

Tº[KA¼≤Hh��pK≈�NTº
KCN≈�t

∩�≤���A������pK≈�NTºϕ�k[

KA¼≤Hh���}≈�NTºϕ�k
KAHKτ�

��C

≈��]key file�. ��\≈�⌠]key ring�C

≈�⌠]key ring�. bqúw�ñAt��}≈�Bp
K≈�B�¬�H���M�����C

≈�]key�. bqúw�ñAMKXtΓk@����@
�����Ai��NΩ�[K	
KC��\pK≈�

��}≈�C

E�

O@��Φ]quality of protection�. Ω�w���h
�A��wBπ�MpK�°≤��X�MwC

Q�

�h°A�]policy server�. �@÷≤ΣL°A�bw
�⌠�ñ��mΩT� Tivoli Access Manager °A�C

�hΩ�]policy data�. P�]tKXj�
hΩ�M
nJΩ�C

�h]policy�. M��ⁿ�zΩ	�@�WhC

O	]token�. (1) b��⌠⌠ñAqY�Ω���≥�

e�t@�Ω���v¡���AHϕ���
�	εF

�ΘCΘCC@�Ω��ú�≈��oM��O��	ε

CΘCO�O@�Sw�Tº	�	¼�Aiϕ��Θ\

ivC (2) b��⌠⌠]LAN�ñAzL�ΘCΘAq@�

�m�e�t@��m��	��CϕO�w�[Ω�

�AO�N�¿T�C

tm	½≤]container object�. N½≤�í��¿ú

P\α���c)ⁿwC

tm]configuration�. (1) ��Mµ¼s�ΩTBzt

	ºnwΘ�ΦíC (2) �¿t	Blt		⌠⌠��mM

{íC

Q@�

�@]action�. s�	εMµ]ACL�\iv��C

≥��w]basic authentication�. �wΦkº@A�n
���ΘJ������W
�KXßA$�Pw�uW

Ω	�s�v¡C
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⌡µ��]run time�. ⌡µqú{í��íC⌡µ��
⌠�O@�⌡µ⌠�C

KX]cipher�. [K�Ω�OLk¬��AúD�≈�

Nªα½¿�Ω�]
K�C

M�v����A�]privilege attribute certificate
service�. (1) b Tivoli Access Manager ñAM�v�

���A
O��Hib
σr⌠�ñ�Θ�µíA∩

Tivoli Access Manager ��iµsX	
XCµíO ASN1

� MIME sX��XCA
O��b Tivoli Access

Manager �v APIC (2) NHw²Mw�µíϕ�� PAC

α½¿ Access Manager ��]	&º���v API ⌡µ

���ß	��{íCo�A
]iH��]�	tm

Access Manager ��AH�Θ�w�⌠��ΣL¿�C�

ßiH��u�v ADKv�}oo�A
C (3) t��\

M�v����C (4) Michelle, this term has two

definitions, which one do you think should be used?

M�v����]privilege attribute certificate�. í�
b�íwq� Tivoli Access Manager w�⌠��Ω�tm

�Aªt�DΘ��w��vAH�αOC

n{í]daemon�. ��⌡µ��A
���⌡µ{

íC���n{í����oAH⌡µΣ@�FΣL�n

{íhOw�⌡µC

�X]junction�. e	 WebSEAL °A�Pß	 Web �

�{í°A�ºí� HTTP 	 HTTPS suC�X�H	

ΦΦíNß	°A�� Web �íP WebSEAL °A��

Web �í�XA²zαH@PΦí�°π� Web ½≤�

íC�Xi² WebSEAL Nϕß	°A�ú�O@A
C

WebSEAL bzL�XNΩ	���nD���ß	°A�

ºeA�∩��nD⌡µ�w��v�dC�XP�]e

\�ß	Pw�X�ß	��{íºí�U�µ@nJ


MΦ�C

�vA�	�{í]authorization service plug-in�. @
�i�AⁿJ�{íw]DLL 	@�{íw�Ai�

Access Manager �v API ⌡µ���ß	b�l]w�ⁿ

JAH⌡µbu�v APIv���A
���@�C�ei

��A
��]Au�zvBu�í�vvBu���

∩vBu�ovOvH� PAC �@��C�ßiH��

u�v ADKv�}oo�A
C

�v]authorization�. (1) bqúw�ñAⁿ�P��

�Pqút	qT	��qút	�vQC (2) �P���

∩½≤BΩ		\α�π	�¡s�v�{�C

�α]migration�. w�s��	s���{íAH�N
�¡���	��C

\iv]permission�. s�ⁿO@�½≤]p��	�
²��αOC½≤\iv��X�NqO�s�	εMµ

�wqC

q�hD��]common gateway interface (CGI)�. @
�b Web °A�W⌡µ�qú{íAª���uq�hD

��]CGI�vA�⌡µq�úO� Web °A�⌡µ�@

�]�pAΩ�ws��ϕµBz�C CGI Script O@�

H Scripting yÑ]p Perl��g� CGI {íC

s�]bind�. N�OrP{íñ�t@�½≤�÷pF
�pAN�OrPY�	B�}	t@��Or÷pA	

�N&í���PΩ�����÷pC

su]connection�. (1) bΩ�qTñAⁿ\αµ	º

í����÷pAH�≤��ΩTC (2) b TCP/IP ñA

ⁿú�ia�Ω��y�eA
�Γ�qT≤w��{í

ºí�⌠�Cb⌠�⌠⌠ñAsu�qY�t	� TCP �

�{í���t@�t	W� TCP ��{íC (3) bt	

qTñAⁿibΓ�t	í	t	M�mí�eΩ��u

⌠C

QG�

�¬�H��	]trusted root�. buw� Socket h

]SSL�vA�}≈�M���zñ�]CA��÷p�O

W
C

µ@nJ]single signon (SSO)�. ⁿ���α≈nJ

@�A�Bis�h���{íAú��OanJ�C@

���{íCt��\s�nJC

Lnw�]silent installation�. @�w�ΦíAªú�
�eTº�D	xA�ONTºM��xsbΘx�ñC

��A��w�iH������ΘJΩ�Ct��\�

��C

n²]registry�. (1) �@�\�Pw�⌠�����M

s�ºbßΩT�Ω�xsBC (2) t�t	tmΩT�Ω

�wAo�ΩTP���BwΘMww��{íM��{

í�÷C

Ω�D≈]virtual hosting�. e\ Web °A�Qϕ@

⌠�⌠⌠W�h�D≈�αOC

WσrαeqT≤w]hypertext transfer protocol
(HTTP)�. b⌠�⌠⌠qT≤w�ñAⁿ��αeMπ�
W�σσ≤�qT≤wC

iÑ�w]step-up authentication�. @�ⁿO@�½

≤
h]POP�Aª��αww²tm��wh�A��

Ω	W�]w�
h�⌡µSw��wh�CiÑ�w

POP ÷Mú�jε�����h��wh��iµ�wA

Hs�⌠≤�w�Ω	A²O�n���bPO@Ω	�


h���h�@�¬�h�ñiµ�wC
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QT�

	e∩��]transport selector (TSEL)�. P TCP/IP

ñ�≡��ϕ� Open Systems Interconnection]OSI�Cτ


� TSEL �XC

Ω�½≤]resource object�. Nϕu&�⌠⌠Ω	Ap
A
B���{íC

≤BzqT]interprocess communication (IPC)�. i
²{íP�Bz\h���nD�ΦkA�k�����

zP�b@�t	ñ⌡µ��O{í{�C

≤⌠�∩M[c]cross domain mapping framework
(CDMF)�. @�{í]p��Ai²{í}o��qp≤
∩M����¡≈AH�ϕ�� WebSEAL e-Community

SSO \α�Ap≤Bz�����C

≤⌠��wA�]cross domain authentication service
(CDAS)�. @�ú�@�{íw≈ε� WebSEAL A
A

o�≈εi²zNw] WebSEAL �w≈ε½¿@�i�

� Tivoli Access Manager ¡≈� WebSEAL ��q{�C

t��\ WebSealC

Q��

�z°A�]management server�. w@oC��\

h°A�C

�zA�]administration service�. @��v API ⌡

µ����{íAi��∩ Access Manager Ω	�z{í

⌡µ�znDC�zA
N���� pdadmin ⁿO�
	

nDAH⌡µpU�@�GC�ⁿO@�½≤≡¼�cñ

¡�IU�½≤C�ßiH��u�v ADKv�}oo�

A
C

⌠�W�]domain name�. b⌠�⌠⌠qT≤w�ñA
ⁿD≈t	W
C⌠�W
O�@�lW
����¿A

�BH�jr	j}C�pApGD≈t	�π⌠�W


O ralvm7.vnet.ibm.comAhUCC@�úO⌠�W
G

v ralvm7.vnet.ibm.com

v vnet.ibm.com

v ibm.com

⌠�]domain�. (1) qú⌠⌠ñtd	εΩ�BzΩ	

�í�C (2) ��\⌠�W
]domain name�C

⌠⌠¼�w]network-based authentication�. @�ⁿ
O@�½≤
h]POP�A�������⌠�⌠⌠q

T≤w]IP��}�	ε½≤s�Ct��\ⁿO@�½

≤
hC

⌠�⌠⌠qH≤w�]Internet suite of protocols�. @
��F⌠�⌠⌠���}o�qT≤wA�zL Internet

Engineering Task Force]IETF�oG�u��nD

]RFC�vC

⌠�⌠⌠qH≤w]Internet protocol (IP)�. b⌠�⌠
⌠qH≤w�ñAⁿ@�L�su�qT≤wAizL⌠

⌠	µ¼s��⌠⌠��eΩ�A�Bi@��¬qT≤

whPΩΘ⌠⌠ºí�C�C

⌡]schema�. HΩ�wqyÑϕ��»zíAHπ
í�Ω�w��cC

���²s�qT≤w]lightweight directory access
protocol (LDAP)�. @�}±íqT≤wA(a) ��

TCP/IP �ú�∩Σ� X.500 �íº�²�s� (b) ú

π�≤�°� X.500 �²s�qT≤w]DAP���n�

Ω	C�� LDAP]τ
����²���{í����{
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