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� 1 � �� IBM Tivoli Access Manager plug-in for Edge Server

Edge Server ��{ísWi� IBM WebSphere Edge Server ú��wM�v\αCϕ

���{íbz�w�⌠�ñΩ@��vA
{í�AiHú�µ@nJ�MΦ��

�⌠�ñ�Ω�C

�	í� IBM Tivoli Access Manager w��¼� Edge Server ��{í�w�[j\

αC

t��D

bw��
�oº\αºeA Tivoli Access Manager ��π�Sw���nwΘCo

�n≤]A@�t�BwΘ¡xÑÑCp��sΩTA��\ IBM Tivoli Access

Manager for e-business Release NotesC

Tivoli Access Manager w��¼

Edge Server ��{íi� Edge Server �� Proxy sW�wM�v�εC�F�z

Edge Server ��{íAz�n⌠x Tivoli Access Manager �¼AH⌡µw��hC

Tivoli Access Manager �¼O≥≤∩��M��⌠⌠⌠�ñ����B{íMΩ��	

��h�A�C�F�	w�⌠�ATivoli Access Manager �n�z��wqUCΩΘG

v nO��½≤

v �\∩C@�½≤⌡µ��@

v �\⌡µ�@����

Tivoli Access Manager �÷�UC�z��zo�ΩΘ�C@�G

v ½≤�bÑhíⁿO@½≤W��í	½≤�íñwq�CXC

v ����@]�p¬�MgJ�úOwq¿\ivC�z�]iHwq
q���

{íSw�@C

v ���Ms�Owq≤ Tivoli Access Manager Σ�����n²C

Tivoli Access Manager NWz�º�X�A¿us��εMµv(ACL�Ao≈Mµ

O�Sw���	s�P\iv]�@�Mµ�X�¿�C�z�iNo� ACL s�

�½≤�íñ�½≤C

�pA�z�iH��N ACL s�� Web °A�WÑhí��t������A�

�ε∩ Web °A��e�s�C�z�]iH∩
b�C���ÑhM�≤Yµ�

ACLC≤Yµ� ACL �m½s��Ñh��� ACLC Edge Server ��{í��	

�nD��@A�dC��nD½≤�¬�]r�B�∩]m�	⌡µ]x�\ivA
�⌡µs��εC

Tivoli Access Manager w��¼I�u�A�Σ�\húP�tmC�� Edge Server

��{íeAz²n⌠x Tivoli Access Manager \αCp��÷ΩTA��\ IBM

Tivoli Access Manager Base Administrator’s GuideC
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Edge Server ��{íw�⌠�

Edge Server ��{íP IBM WebSphere Edge Server @���iú�s��εCª�

≤°�⌠⌠ΣtA≤�B⌠�
�⌡≡���ß��s�nDC

Edge Server O�Γ�÷Σ ≤�¿G

v �� Proxy

v ⌠⌠�ú�

��{íO�C@nDW��� Proxy  ≤IsA�nDMw���O�gL�v�i

Hs��nD�Ω�C�� Proxy �	�⌡µ��{í����vMªC÷M⌠⌠�ú

� ≤ú�⌡µ��{íA²ªi�≤¬eq⌠�ñ�g°A�í�tⁿ¡�C

q�Aϕ���qs²�∩⌠�oXnD�Aú�� URL ñ�e{�½≤�∩��

Web °A�ñ�½≤C Edge Server ��{íi��τ����O�g�vi∩ Web

°A�½≤⌡µ�nD��@A�ú�s��εC��{í��kO∩� Tivoli Access

Manager ���n²�τ����¡≈A∩� Tivoli Access Manager ½≤�í���

���vAp
 1ñ�í�C��{í��¼AΩT��� ProxyAⁿX���O�gL

�vi∩½≤⌡µ�nD��@C�� Proxy ���o�ΩT���	e\�nD��

@Cϕw��h\i�AEdge Server �� Proxy ����nD�½≤AH��α��

!C

Edge Server ��{í∩UC�� Proxy tmú�s��εG

v �V Proxy

v �V Proxy

o�º�N�bUCU
ñQ�C

�V Proxy s��ε

ϕ Edge Server �� Proxy �≤⌠�⌠⌠��ß�s²�H��⌡≡ß�� Web °A

�ºí�Aioº�V Proxy �\αCbß⌠o�ñΓ�A�� Proxy �I��
⌠

�⌠⌠����nDANªαe�Aϕ�D≈ Web °A�A�����Ω�AMß

N�ºΩ�	e�⌠�⌠⌠W��ß����C
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Edge Server ��{íi��∩o�J≡��ß�nDú�s��εCziHb Edge

Server �� Proxy ≈�Wtm⌠����⌠�W�AMßⁿwq�∩�ß� Web °A

��⌠�]p
 2ñ�z�C

bo�d�ñAEdge Server ��{íOtm¿∩ newbooks.com W�½≤ú�s��

εCb���≥o�vßA�� Edge Server ��{í	tⁿ¡���]p Edge Server

⌠⌠�ú���e¼	e���NnD	e�∩��ß�°A�CEdge Server ��{í

⌡µ URL ∩MAτY�ⁿb Edge Server �� Proxy tm�ñ Proxy »zí�ú�
�\αC

ziH]w��{ítm� osdef.conf ñ�����tm Edge Server ��{ís�

�εCbo�⌠�d�ñAz�sWUC��G

[Remote: /ESProxy/reverse/newbooks.com]
domains = newbooks.com www.newbooks.com
login_method = forms
form_login_file = http://newbooks.com/pub/login.html
form_login_errorfile = http://newbooks.com/pub/loginerr.html
form_logout_url = /pub/logout.html
route = http://backend1.com

o����tm Edge Server ��{íAH⌡µUC�@G

v ∩ newbooks.com M www.newbooks.com ���nD�vAΦkOd\ Tivoli Access

Manager O@�½≤W��íñA�≤ /ESProxy/reverse/newbooks.com ��U�

½≤�s�� ACLC

v ��Mϕ¼nJ@�nJΦk

v NC@� URL ∩M�UC Web °A�G

backend1.com

b�d�ñA�z���N%g�w� ACL s�≤ /pub �²WCp�p≤��%g

�w� ACL ��÷ΩTA��\ IBM Tivoli Access Manager Base Administrator’s

GuideC

��NApG���eX� URL nDP /pub/logout.html �	Ah����nXC
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�	w]AE d g e S e r v e r ��{í�∩�V P r o x y nD��d

/ESProxy/reverse/domain_nameCziH��°A�wq]wB��∩�CpGzS

�ⁿw∩��]wAh�∩��]wN�� osdef.conf tm�� [Global] �q�

]wC

Edge Server ��{íΣ���nJΦkCúFtmd��π�Mϕ¼nJ�A]iH

tm Edge Server ��{í���UCnJΦkG

v ≥��w

v �ß����w

p��÷ osdef.conf ��∩���÷ΩTA��\� 51 ���² B, y½≤�íw

qtm���zC

�V Proxy s��ε

ϕ Edge Server �� Proxy �≤�ß�s²�]�≤�⌡≡ß�H�⌠�⌠⌠ºí�A

iϕ@�V Proxy ��C�ß�s²��tm¿ΓnD�V Edge Server �� ProxyC

�V�� Proxy �N�ß��nDαe�⌠�⌠⌠W��eD≈A������Ω�A

MßN���Ω�	e��ß�C

Edge Server ��{íi���o�X≡��ß�nDú�s��εAp
 3 �zC

�	w]�AE d g e S e r v e r ��{í��eV P r o x y nD�d

/ESProxy/forward/domain_nameCziHm½o�w]]wAΦkOb½≤�íwq

tm�ñ�	@	h�°A�wq]pU��G

[Remote: /ESProxy/forward/blockedsites]
domains = games.com *.games.com *.competitor.com
route = http://backend2.com /pub/browsepolicy.html

bo�d�ñA��P games.comB*.games.comB	 *.competitor.com Ñ⌠�W��	

�s²�nDAú�Q½s�V"�q�s²�h⌠�A�⌠��≤UC⌠}G

backend2.com

t�AziHb½≤�í�o��mñs�@� Tivoli Access Manager ACLC�pA

o� ACL iH��s�⌠≤CX⌠�������C
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� 2 � w� Edge Server ��{í

�	í�p≤b IBM AIXBRed Hat LinuxBSun Solaris Operating Environment]ºß

�� Solaris�� Microsoft Windows Ñ¡xWw�Mtm Edge Server ��{íC�

NAYz�t��eOH GSKitBIBM SecureWay Directory �ß�M IBM Tivoli Access

Manager runtime environment Ñ�Σ����]w�Az��w���{íM≤C

�	]tUCU
G

v � 5 ��yb AIX Ww� Edge Server ��{íz

v � 5 ��yb Linux Ww� Edge Server ��{íz

v � 6 ��yb Solaris Ww� Edge Server ��{íz

v � 6 ��yb Windows Ww� Edge Server ��{íz

v � 6 ��ytm Edge Server ��{íz

b AIX Ww� Edge Server ��{í

UCBJí�p≤w� Edge Server ��{íº�� ≤C

�: bw���{íM≤eA�Twzw�F IBM Tivoli Access Manager for e-business

Release Notes ñ�C���nΘC

1. H root ¡≈nJt�C

2. íJ IBM Tivoli Access Manager Web Security, Version 4.1, for AIX CDC

3. YnN Edge Server ��{íM≤w�≤w]�mA�ΘJUCⁿOG

installp -c -a -g -X -d /dev/cd0 PDPlgES

4. Yn
¿ Edge Server ��{í�w�A�ϕ
� 6 ��ytm Edge Server ��

{ízñ�ⁿC

b Linux Ww� Edge Server ��{í

UCBJí�p≤w� Edge Server ��{íº�� ≤C

�: bw���{íM≤eA�Twzw�F IBM Tivoli Access Manager for e-business

Release Notes ñ�C���nΘC

1. H root ¡≈nJt�C

2. íJ IBM Tivoli Access Manager Web Security, Version 4.1, for Linux CDC

3. 	½" /mnt/cdrom/linux �²AΣñ /mnt/cdrom Oz CD ��ⁿIC

4. YnN Edge Server ��{íM≤w�≤w]�mA�ΘJUCⁿOG

rpm -i PDPlgES-PD-4.1.0-0.i386.rpm

5. Yn
¿ Edge Server ��{í�w�A�ϕ
� 6 ��ytm Edge Server ��

{ízñ�ⁿC
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b Solaris Ww� Edge Server ��{í

UCBJí�p≤w� Edge Server ��{íº�� ≤C

�: bw���{íM≤eA�Twzw�F IBM Tivoli Access Manager for e-business

Release Notes ñ�C���nΘC

1. H root ¡≈nJt�C

2. íJ IBM Tivoli Access Manager Web Security, Version 4.1, for Solaris CDC

3. 	½" /cdrom/cdrom0/solaris �²C

4. YnN Edge Server ��{íM≤w�≤w]�mA�ΘJUCⁿOG

pkgadd -d /cdrom/cdrom0/solaris -a /cdrom/cdrom0/solaris/pddefault PDPlgES

5. Yn
¿ Edge Server ��{í�w�A�ϕ
� 6 ��ytm Edge Server ��

{ízñ�ⁿC

b Windows Ww� Edge Server ��{í

UCBJí�p≤w� Edge Server ��{íº�� ≤C

�: bw���{íM≤eA�Twzw�F IBM Tivoli Access Manager for e-business

Release Notes ñ�C���nΘC

1. Hπ��z�M�v����¡≈nJt�C

2. íJ IBM Tivoli Access Manager Web Security, Version 4.1, for Windows CDC

3. bUC�m⌡µ setup.exe ��G

cdrom_drive\windows\PolicyDirector\Disk Images\Disk1

4. qu∩�M≤v°íA∩� Edge Server M≤���{íC

5. Yn
¿ Edge Server ��{í�w�A�ϕ
� 6 ��ytm Edge Server ��

{ízñ�ⁿC

tm Edge Server ��{í

Edge Server ��{íú�@�tm��{íAW� wslconfig.sh]≤ UNIX t��

	 wslconfig.exe]≤ Windows t��Co���{í�
¿UC@�G

v � Edge Server ��{í�	 Tivoli Access Manager ¡≈C

v � Edge Server ��{í�	 Tivoli Access Manager O@�½≤�íC

v �b Windows ¡xAtm Edge Server �� Proxy ≤��{í���A
�ⁿJ

Edge Server ��{íC

Yntm Edge Server ��{íA�ϕ
UCBJG

1. Yn��tm��{íA�ΘJUCⁿOG

v b UNIX t�WG

wslconfig.sh

v b Windows t�WG

wslconfig.exe
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�: ��b Windows 2000 t�WAActive Directory ���n²���{í�t

m�n�z�KXAtmuπ"α¿\⌡µCtm�A�� wslconfig ⁿO
H�UC��G

wslconfig -adpwd Active_Directory_admin_password

2. �≤ú�AΘJUCΩTG

v Edge Server �� Proxy �≡�Cw]�≡�O 80C

v Tivoli Access Manager �z��� ID �KXC�pAΘJ sec_master MΣ
÷pKXC

tm��{í�
¿UC@�G

v �°A��	n²½≤C

v sW°A��w�s�Givacld-servers M SecurityGroupC

v �	 SSL ��C

v q Tivoli Access Manager Policy Server �o SSL �p���C

v tm Edge Server �� Proxy ��� Edge Server ��{í]g�]w Edge Server

�� Proxy ]w� ibmProxy.conf ñ�ⁿ#�C

v ½s�� Edge Server �� Proxy Bz{� ibmProxyC

U@BAtm��{í�� Edge Server ½≤�í�z{í���{íAΦkO��

wesosm ⁿOCo���{í�≤s Tivoli Access Manager ½≤�íA� Edge Server

��{í�	@�s�½≤�ítm�C

Edge Server ��{ítm{bwg
¿C Edge Server �� Proxy (b⌡µñABw

ⁿJ Edge Server ��{íC�z��� sec_masterAi��s��� Proxy ���C


� Edge Server ��{í

¡������{íºtmuπb�útm{��íA�
��N���tm�A

]o���y¿���tmΩTyó�Cb�útm�íAEdge Server ��{í� 4.1

�ú��N���tm�Cq Edge Server ��{í�{���	��Azob�út

m��{íe�≈������∩L�tm�Ap ibmwesas.confBosdef.confB

ibmProxy.confC
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� 3 � �z Edge Server ��{í

�	w∩�� Edge Server ��{í��zzw�⌠��Ω�Aú�º�B�z{�M

�N��ΓUΩTC�	]tUCU
G

v � 9 ��y�z���bßz

v � 9 ��y�	 Tivoli Access Manager ½≤�íz

v � 11 ��y��M�ε Edge Server ��{íz

v � 11 ��ytm�z

v � 14 ��yΘx�z

v � 15��ytmnJΦkz

v � 18��ytm���t∩Σ�z

�z���bß

IBM Tivoli Access Manager Og� pdadmin ⁿOµ����@��z���bß C
�����iH�	BRúM�∩���Ms�C��{í��τ��eX����

ΩTO�P Tivoli Access Manager n²ñ������	X�τ����¡≈C��

{í]�τ����bß¼AO���C

�����KX�húOg� Tivoli Access Manager ]wAMßb�w�í�	��

�{íC��{íú��@⌠≤KX�hΩTA�Oa Tivoli Access Manager ��@

p�jnJó���Bbß��Θ�M�°KX�íÑ�ΩTC�w�íA��{í

τ����bßO����Tw���KX%��CY���bßw��Ah���

�vó�CM�AYKXw��B���{ítmF	≤KXMϕAh�e{�Mϕ

����A�	≤���KXC

�� Tivoli Access Manager ½≤�í

Tivoli Access Manager ��ⁿO@�½≤W��í�Nϕ�nM�s��ε�h�½≤C

ⁿO@�½≤�íi]t Web °A�W�Ω�CN Web Ω�[J�½≤�í��µ

�ΦkO�J Web °A���t�A�b�n�M� Tivoli Access Manager s��

εMµ (ACL)C

Edge Server ��{íú�F@�½≤�í�z{í��{íA�NΩ�sW� Tivoli

Access Manager ½≤�íñC� wesosm ⁿOiHIso���{íCziH��

wesosm �� Edge Server �� Proxy H� Edge Server ��{í�O@� Web °

A�ú ½≤�íC

�: p�÷≤ wesosm ⁿO��÷ΩTA��\� 61���² C, ywesosm ⁿO�

�zC

UCU
í�p≤N Web Ω�sW"ⁿO@�½≤�íG

v � 10��y��� Proxy �	½≤�íz

v � 10��y�ΣL Web °A��	½≤�íz
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��� Proxy ��½≤�í

÷M Edge Server �� Proxy O@ ProxyAϕnDO��w∩ Edge Server �� Proxy

≈��Dn⌠�W��Aª]iH@� Web °A�Cq�A��M�
TºúOxs

b Proxy � Web �í�C Edge Server ��{íi∩ Edge Server �� Proxy ��

z�½≤⌡µs��εC

C@��nO@�½≤ú��b Tivoli Access Manager ½≤�íñwqC�Γ�Φk

iHsW½≤�½≤�íC

ziH�� pdadmin ⁿOAHΓ�ΦíN½≤sW"½≤�íC pdadmin ⁿO]t
i���	s�½≤�íH�sWB�∩MRú½≤�ⁿOµ∩�Cp��÷ΩTA

��\ IBM Tivoli Access Manager Command ReferenceC

z]iH�� query_contents ��{í��o Web Ñhñ�½≤wsAN@tC�

Web Ω�sW"½≤�íñC�Φkb� 10 ��y�ΣL Web °A��	½≤�

ízñ�Q�C

tm� osdef.conf ñ�UCd�°A�wqNϕW� bookProxy.com � Edge Server

�� ProxyG

[Local: /ESproxy/bookproxy.com]
domains = bookproxy.com
query_command = http://bookproxy.com/cgi-bin/query_contents?dirlist=/

ϕzbw��ítm Edge Server ��{í�Awslconfig ��{í�⌡µ wesosm
ⁿOA�� Edge Server �� Proxy ú w]�½≤�íCw]�½≤�í]tUC

tm�½≤G

/ESproxy
/Esproxy/proxy_host_name
/ESproxy/forward
/ESproxy/reverse

�	½≤ºßAziHN ACL m≤ Edge Server �� Proxy �½≤�íñ�Aϕ�

mC

�ΣL Web °A���½≤�í

��½≤�í�z{í wesosm ⁿO�d��� Web °A����t�AHKb

Tivoli Access Manager ½≤�íñ�	∩����C½≤�í�z{í�¬�

osdef.conf tm�A�B���ñ�C�°A�wq�	½≤��C

�� query_contents ��{í��J Web °A����t��ⁿO@�½≤�íC

query_contents ��{í�b Windows t�W� install_dir\binA	�b UNIX

t�W� /opt/pdweb-lite/binCb�� Web °A�W� cgi-bin �²ñ�so��

�{íC��Ab Windows t�W� C:\WINNT\query_contents.cfg ñ]w

DOCROOT ��A	b UNIX t�W� query_contents.sh ñ]w DOCROOTDIR
��A�ⁿw Web °A������²�mCp� query_contents ��{í��÷
ΩTA��\ IBM Tivoli Access Manager WebSEAL Administrator’s GuideC

tmn query_contents ��{íºßA�b½≤�íwqtm�ñsW@���Ai
� wesosm ⁿOp≤d��� Web °A����t�C�pAsWUC��≤tm

�G
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[Remote: /ESproxy/reverse/newbooks.com]
domains = newbooks.com www.newbooks.com
...
query_command = http://backend1.com/cgi-bin/query_contents?dirlist=/

N��sW"tm�ºßA��UCΦíAq Edge Server ��{í≈�⌡µ½≤�í

�z{íG

wesosm -run -infile location_of_osdef.conf -verbose

wesosm ⁿO�s�� Web °A��d�Σ��t�C�	Aª�s�� Tivoli

Access Manager Policy ServerAH≤ /ESProxy/reverse/newbooks.com U�½≤�í

ñ�	��CY°A�wqS�÷p� query_contents ��{íAh��	��ΣC
b�	½≤�íºßAziHN ACL s��Aϕ��mC

z]iH�� wesosm ⁿO��@½≤�íAΦkORh⌠≤°�
n�o≤��C

pGnNw@o���q½≤�í�úA�⌡µtUC∩�� wesosm ⁿOG

wesosm -run -infile location_of_osdef.conf -clean -verbose

��M�ε Edge Server ��{í

YnHΓ�Φí��� Edge Server �� Proxy �ⁿJ Edge Server ��{íA�i

µUCΣñ@��@G

v b UNIX t�A�� wslstartwte ⁿOC

�: ziHbC�t����AsW wslstartwte ��{í� UNIX �� Script H


��� Edge Server �� Proxy M Edge Server ��{íC

v b Windows t�WA�� IBM Caching Proxy A
C

Yn�ε Edge Server �� Proxy UNIX t�A�⌡µUCΣñ@��@G

v b UNIX t�A�� wslstopwte ⁿOG

v b Windows t�A�ε IBM Caching Proxy A
C

tm�

bw�Mtm Edge Server ��{í�AN��	 Edge Server ��{ítm�A�B

Nªm≤��t�ñCb�ltmºßAziH�Γ�Φí��∩o���C

tm�O�≤UCΣñ@��²G

v b UNIX t�WG

/opt/pdweb-lite/etc

v b Windows t�WG

install_dir\etc

UCU
�Oí�tm�G

v � 12 ��y≥�tm� (ibmwesas.conf)z

v � 12 ��y½≤�íwqtm� (osdef.conf)z

v � 14��y���∩Mtm� (usermap.conf)z
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≥�tm� (ibmwesas.conf)
≥�tm�W� ibmwesas.confC wslconfig ��{í�bw��tm Edge Server �

�{í�A�l]w���Co���]t���l]wM�� Edge Server ��{í

���Cq�b�ltmºßAz�ú�n�∩o���C

� ibmwesas.conf ��]tⁿwUC����G

v Tivoli Access Manager ����²s�qT≤w (LDAP) tm]w

o�]A LDAP D≈M≡�Cϕ Tivoli Access Manager P LDAP °A��qTO

zLuw� Socket h (SSL)v�A SSL tm�N�]tbo�C

v Tivoli Access Manager tm�G

– Ω�w�g�í]��	���

– Ω�w�m

– f���m

– ��½sπzíj

– t���ΩT� SSL tm��m

v Lightweight Third Party Authentication (LTPA) cookie µ@nJ]w

v WebSEAL cookie µ@nJ]w

v osdef.conf ½≤�íwq����m

v usermap.conf ���∩M����m

p� ibmwesas.conf ����ΩTA��\� 49���² A, y≥ªtm���zC

½≤�íwqtm� (osdef.conf)
½≤�íwq]w���W�O osdef.confCosdef.conf ���ⁿw Edge Server �

�{í��∩���ß�nD⌡µs��ε�tm]wC½≤�íwqtm��]w

�¿UC�qG

v [Global]

ⁿwA�≤��nDA�Bo�nDbt@��q][Local] 	 [Remote]��S�Q

�T
g�]wC

v [Local]

ⁿwA�≤ Edge Server �� Proxy W½≤ºnD�]w�C

v [Remote]

ⁿwA�≤�� Web °A�½≤�nD�]wC

v [SSO]

ⁿw Edge Server ��{íi��N�wΩT�e� Web °A��µ@nJwqM

]wC

� [Global] í�]	≤ osdef.conf ���]tUCtm∩�G

v �z�W�MKX

v ��	��≤s½≤�í

v ½≤�í rootBeV Proxy ��H��V Proxy ���½≤�í�m

v ��t��¼

v ���Vu⌠�W�t�]DNS�vd�� URL �R
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v nJΦk

– L

���z�� Tivoli Access Manager �u%g�w ACLvA�ún��uLv

@�nJ�¼C

– ≥��w

– MϕínJ

– ��

v MϕínJ]w

]tw�MϕnJn���Mϕ��mB�
��mBKXBzH�w��¼C

v ��xsw�w���ΩT���jpM��O��

v OⁿTº]w

� [Local] í�]	≤ the osdef.conf ���]AUCtm∩�G

v ⌠�W�

v nJΦk

v d�ⁿO]w

o��O��¼���uEdge Serverv�� Proxy ½≤��íΩTC

� [Remote] í�]	≤ osdef.conf ���]t Edge Server ��{íO@�C@�

��°A�wqCC@�°A���]wú]tUC��G

v ⌠�W�

v nJΦk�Σ���

v d�ⁿO

v SSL s��D

v µ@nJ∩�

v 	e∩�

� [SSO] �q]	≤ osdef.conf ���]tµ@nJwqMµ@nJtm�]wCp

G���wgqL�wAEdge Server ��{íiHñL�wBJCEdge Server ��{

í]i�eµ@nJΩT� Web °A�H@� HTTP �Y	 cookieC

HUOw²wqn�µ@nJ�¼G

v IBM WebSphere LTPA cookie

v Tivoli Access Manager WebSEAL ó��� cookie

v CDAS ��µ@nJ

Edge Server ��{íú�F��w²wq�¿�A²z��µí!µ@nJΩTC�÷

o�¿��ΩTAH�µí!�µ@nJΩTd�A��\ osdef.conf ��ñ�d�C

Edge Server ��{íΣ�\húP�tmípCP�aA\htm∩�úiH@�πC

osdef.conf tm���OⁿFC@�∩�A�B�C@�∩�ú�@�w]Md��C

ϕz∩ Edge Server ��{í�F≥��A�ºßANiH�÷
qMtm Edge Server

��{íAHKbz�⌠�ñ��C��w]����AEdge Server ��{íiH(�

B@C]�Azú�]wC@�∩�ANαoºª��αC�]w�÷∩�C
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p� osdef.conf ��W�ΣLΩTA��\� 51 ���² B, y½≤�íwqtm

���zC

�	�∩Mtm� (usermap.conf)
usermap.conf �O��Nµ@nJ���M�����∩M� Tivoli Access Manager

���Cp����∩M����÷ΩTA��\ usermap.conf �ñ�ú����C

usermap.conf �O�≤UCΣñ@��²G

v b UNIX t�G

/opt/pdweb-lite/etc

v b Windows t�G

install_dir\etc

Θx�

Edge Server ��{í�N�≤O²� Edge Server �� Proxy ��≤Θx�ñCzi

H�do�Θx�A��° Edge Server ��{í���L��@C

b UNIX t�ñAΘx�OG

/opt/ibm/edge/cp/server_root/logs/event.date

b Windows t�ñAΘx�OG

C:\Program Files\IBM\edge\cp\Logs\event.date

� 15��
 4 π@��
�≤Θx��K²C
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tmnJΦk

nJΦkⁿw���NH≤�Φíe{�����{íAHiµ�wC��{íΣ�

UCzL½≤�ítm� osdef.conf tm�nJΦkC

UCX
Ní�nJΦkG

v � 16��y≥��wz

v � 16��yMϕnJz

v � 18��y�ß���z

[03/15/02 10:04:53 1] --------------------------------------------
[03/15/02 10:04:53 1] ΘJ�l]w��{íGWTESeal_Init()
[03/15/02 10:04:53 1] tm]w��l]w¿\
[03/15/02 10:04:55 1] WebSEAL cookie ����l]w¿\
[03/15/02 10:04:55 1] �l]w��Mµ
[03/15/02 10:04:55 1] [00]: azn_init_audit_file
[03/15/02 10:04:55 1] [01]: azn_init_cache_refresh_interval
[03/15/02 10:04:55 1] [02]: azn_init_cfg_file
[03/15/02 10:04:55 1] [03]: azn_init_db_file
[03/15/02 10:04:55 1] [04]: azn_init_ldap_bind_dn
[03/15/02 10:04:55 1] [05]: azn_init_ldap_bind_pwd
[03/15/02 10:04:55 1] [06]: azn_init_ldap_host
[03/15/02 10:04:55 1] [07]: azn_init_ldap_port
[03/15/02 10:04:55 1] [08]: azn_init_listen_flags
[03/15/02 10:04:55 1] [09]: azn_init_mode
[03/15/02 10:04:55 1] AZN API �ß�{íw� 4.1.0 � (Build 30395)
[03/15/02 10:04:55 1] Access Manager �l]w¿\
[03/15/02 10:04:55 1] �⌠�l]w��{íGWTESeal_Init()
[03/15/02 10:04:55 1] Ñ�su...
[03/15/02 10:06:02 2560]
[03/15/02 10:06:02 2560] --- �ⁿDw�su ---
[03/15/02 10:06:02 2560] ΘJ PreExit ��{íGWTESeal_PreExit()
[03/15/02 10:06:02 2560] �� 110.120.130.140 ����eXnDGGET /
[03/15/02 10:06:02 2560] �nD�nJΦkO≥��Φk
[03/15/02 10:06:02 2560] �d�V Proxy �í��v�Y
[03/15/02 10:06:02 2560] ¿\aq�v�Y����� ’joe’
[03/15/02 10:06:02 2560] �⌠ PreExit ��{íGWTESeal_PreExit()
[03/15/02 10:06:02 2560]
[03/15/02 10:06:02 2560] ΘJ�v��{íGWTESeal_Authorize()
[03/15/02 10:06:02 2560]
HTTP �YG
D≈Gnewbooks.com
�vG≥� Yah7dglDai84qBXf=

[03/15/02 10:06:02 2560] g� Access Manager �w��� ’joe’ �¡≈
[03/15/02 10:06:02 2560] ��� ’joe’ �¡≈�w¿\
[03/15/02 10:06:02 2560] ���� ’joe’ �
 LDAP ¡≈
[03/15/02 10:06:02 2560] ⁿJ��H�v���� ’joe’
[03/15/02 10:06:03 2560] �ds� (r) ≤ ACL rΩ /ESProxy/reverse/newbooks.com
[03/15/02 10:06:03 2560] w�Ps�½≤�\iv
[03/15/02 10:06:03 2560] w¿\�v��� ’joe’ (��X = 200)
[03/15/02 10:06:03 2560] ���V Proxy �e��enD� http://backend1.com/
[03/15/02 10:06:03 2560] �⌠�v��{íGWTESeal_Authorize()


 4. �≤Θx�K²
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≥��w

ϕ��{íds²�H�o��� ID �KX�A������≥��w�nJC�

�s²��ú���ú���� ID �KXA�	ANoΓ�e"��{íHiµ�

wCb�w¿\ßAt�iα�e{@�Mϕ����A�	≤���KXC

UCd�í� newbooks.com �tmAbo������≥��w�iµ�wA�Bϕ

KX���A�e{@�Mϕ����AH	≤�KXC

[Remote: /ESproxy/reverse/newbooks.com]
domains = newbooks.com www.newbooks.com
route = http://backend1.com

# ⁿwnJΦk
login_method = basic

# �≤KXMϕ
form_chgpasswd_file = /opt/pdweb-lite/samples/forms/formchgpwd2.html

# ���≤KX URL ��≤KX
form_chgpasswd_submit_url = /pub/chgpasswd
form_chgpasswd_response_url = /pub/passwdchanged.html
form_chgpasswd_url_recovery = no

d�í�UC��G

1. �����≥��wiµ�wC

2. b�w¿\ßA�e{@�Mϕ����A�	≤���KXC

3. ���eX	≤KXMϕ�UC URLG

http://newbooks.com/pub/chgpasswd

4. b��{í�Qa	≤FKXºßAs²�N½s�V�UC URLG

http://newbooks.com/pub/passwdchanged.html

MϕnJ

ϕ��{í�e@�nJMϕ����AH�o��� ID �KX�A������M

ϕnJ�iµnJC����±gMϕAMßNªe"��{íHiµ�wCϕ��

�eXnJMϕ�A��{í���UCT�Φkº@A���O�eXFnJM

ϕC

v w²nJ cookie

v Mϕ�W

v nJ URL

ϕJ%tmMϕ�WA]%tmnJ URL �A��{í���w²nJ cookie ��

�O�eXFnJMϕCϕ�enJMϕ�s²��Aª��	o� cookieCϕ���

eX�wMϕH�o� cookie �A��{íN�τ����¡≈C

bnJMϕñAMϕ�WO⌠��W�=�ⁿwCϕ���eX@�	XwtmºMϕ

�W�nJMϕ�A��{íN�qMϕ������ΩTA�τ����¡≈C�

�NA�btmF��{í�	enD�ß�°A�A"����Mϕ�WC

nJ URL Ot@�i���{í��O�weXnJMϕ�ΦkCpGweX� URL

	Xwtm�nJ URL �A��{íN�qMϕ������ΩTA�τ����¡

≈C
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pGtmFMϕ�W	nJ URLANú���w²nJ cookieCt��w�nJMϕt

�Mϕ�WA	we"nJ URLC��oΓ�tmº@A���úiHeX@�nJM

ϕ���{íHiµ�wAY�����e(bs��Ω�ú�nw�w�s�A]

Op�CoiαA�≤ú�nC@����úniµ�w�⌠�C

P�aAϕ���eX	≤KXMϕ���{í�A����KXi[H	≤]Y�

ª%���Cϕ��{í���weX	≤KXMϕ�Aª���	≤KXMϕ�W

		≤KX URLA�	≤����KXC

ϕw���{í�Ao�d�ñ����d�MϕN�s���t�Co�Mϕi[

H�∩AHt�I�
&�v���óMϕCTwnJMϕñ���v���úú�

n�wYis�A�Bb��Mϕñ�v�	I�
&�Aú��∩ URLC

UCd�í� newbooks.com �tmAbo������Mϕ�W�iµ�wC

[Remote: /ESproxy/reverse/newbooks.com]
domains = newbooks.com www.newbooks.com
route = http://backend1.com

# ⁿwnJΦk
login_method = forms

# nJ�nXMϕ
form_login_file = /opt/pdweb-lite/samples/forms/formlogin1.html
form_login_errorfile = /opt/pdweb-lite/samples/forms/formerror1.html
form_logout_file = /opt/pdweb-lite/samples/forms/formlogout.html

# ��nJ�W�MϕnJ
#form_login_url = /account/greeting
form_signature_login = FormType=LoginForm
form_logout_url = /pub/logout

# �≤KXMϕ
form_chgpasswd_file = /opt/pdweb-lite/samples/forms/formchgpwd1.html

# ���≤KX�W��≤KX
#form_chgpasswd_submit_url = /pub/chgpasswd
form_signature_chgpasswd = FormType=ChangePasswordForm
form_chgpasswd_response_url = /pub/passwdchanged.html
form_chgpasswd_url_recovery = no

d�í�UC��G

1. ���eXnJMϕ���{íC

2. ��{í���nJMϕ�W���O�eXFnJMϕC

3. b�w¿\ßA�e{@�Mϕ����A�	≤���KXC

4. ���eX	≤KXMϕ���{íC

5. ��{í���	≤KXMϕ�W���O�eXF	≤KXMϕC

6. b��{í�Qa	≤FKXºßAs²�N½s�V�UC URLG

http://newbooks.com/pub/passwdchanged.html

UCd�í� newbooks.com �tmAbo������nJ URL �iµ�wC

[Remote: /ESproxy/reverse/newbooks.com]
domains = newbooks.com www.newbooks.com
route = http://backend1.com

# ⁿwnJΦk
login_method = forms
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# nJ�nXMϕ
form_login_file = /opt/pdweb-lite/samples/forms/formlogin2.html
form_login_errorfile = /opt/pdweb-lite/samples/forms/formerror2.html
form_logout_file = /opt/pdweb-lite/samples/forms/formlogout.html

# ��nJ URL �MϕnJ
#form_signature_login = FormType=LoginForm
form_login_url = /account/greeting
form_logout/url = /pub/logout

# �≤KXMϕ
form_chgpasswd_file = /opt/pdweb-lite/samples/forms/formchgpwd2.html

# ���≤KX URL ��≤KX
#form_signature_chgpasswd = FormType=ChangePasswordForm
form_chgpasswd_submit_url = /pub/chgpasswd
form_chgpasswd_response_url = /pub/passwdchanged.html
form_chgpasswd_url_recovery = no

d�í�UC��G

1. ���eXnJMϕ�UC URLG

http://newbooks.com/account/greeting

2. ��{í���nJ URL ���O�eXFnJMϕC

3. b�w¿\ßA�e{@�Mϕ����A�	≤���KXC

4. ���eX	≤KXMϕ�UC URLG

http://newbooks.com/pub/chgpasswd

5. ��{í���	≤KX URL ���O�eXF	≤KXMϕC

6. b��{í�Qa	≤FKXºßAs²�N½s�V�UC URLG

http://newbooks.com/pub/passwdchanged.html

	ß���

ϕ�� proxy ds²�H�o�ß����A���N����ß����iµn

JC��s²��ú���∩�ww����A�	ANo���e"��{íH

iµ�wC

�ß����w�tm]Atm�� proxy H�ⁿ SSL suA�ds²�H�o�

ß���C��{í�nJΦk]��Aϕa[H]wA�B��b usermap.conf t

m�ñ�	@�∩MWhAHN��ñ��OW�∩M" Tivoli Access Manager ��

�Cp����∩M���÷ΩTA��\� 1 4 ��y���∩Mtm�

(usermap.conf)zC

tm���t∩Σ�

��{í�Σ�o��\αAbo����ΩT��
 LDAPA�b�wß±J���

���C���ΩT��
���� LDAP �OW��Nϕ�½≤A�Bi∩
�as

W"ß�°A�� HTTP �YC

UCd�í�p≤��o�tm��G

[Remote: /ESproxy/reverse/newbooks.com]
domains = newbooks.com
route = http://backend1.com

# N��H±J������ LDAP ��
tagvalue_creds_registry = lastname:sn email:mail
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tagvalue_creds_registry = account:internationalISDNNumber

# ß�°A����� HTTP �Y
tagvalue_creds_headers = lastname:X-LastName email:X-Email
tagvalue_creds_headers = account:X-Account

# Yn������W�@� HTTP �YW�A
# N�������±J HTTP �YA�∩�o�]w
# tagvalue_creds_headers = *

�{o�Ω
AΣñNϕ����OW�� inetOrgPerson t� LDAP ñ�UC	�G

cn=joe, c=us
uid: Joe
sn: Smith
mail: joe@internet.com
internationalISDNNumber: 123456789

987654321

UC	��sW"������Ctagvalue_ prefix ����o�	�PΣL	�G

tagvalue_lastname: Smith
tagvalue_email: joe@internet.com
tagvalue_account: 123456789

987654321

ß�°A��b HTTP �Yñ¼�UCB�ΩTG

X-LastName: Smith
X-Email: joe@internet.com
X-Account: 123456789::987654321

�ºAtagvalue_creds_registry ]w�q LDAP �����ΩTAMßb���iµ

�wßANªxsb������ñCziH�� tagvalue_creds_headers ]wAN

xsb�����ñ�ΩTsW"ww�ß�°A���� HTTP �YAHTw��A

ϕ��Y�e"C@�ß�°A�C
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� 4 � F� Edge Server ��{ítm

�	ú� Edge Server ��{ítm�º[AΣñ��Fº�B�¼M{�C�	]t

UCU
G

v y°A�tm�¼z

v � 22��yM��°A�tmº�z

v � 24��y½≤�ítm�¼z

v � 25��yµ@nJtm�¼z

v � 26��yJ��tm{�z

°A�tm�¼

Edge Server ��{íú��wM�vA
{í�w�⌠�ñº Web °A�AΦkO⌡

µb Edge Server Proxy �w���Db Web °A��w��C��b Proxy Ω@w

�⌡µA��{í�qñíú�w��A
���w�⌠�ñ� Web °A�Cb��

�g�vßA��{í�NnDαe�∩�� Web °A�]t����ΩT�C

]�⌠��eiα]�αM�ete�ε≤h� Web °A�A��{í�nú�w�

�A
�w�⌠�ñ�h½ Web °A�CϕY� Web °A�iαx��eA�ΣL

�°A�iαx�sx� Web ��{í�AΓ���núP�w�≥��DC�pA

Y�°A�iαú�n�wA²ΣL�iα�nC�n�w�C@�°A�iα�n

���ΩTHY�M	µíeXC��w��]w∩��°A�O@q�ApMϕÑ

q@�O�FY�]w∩C@°A�oOM	�ApnJΦkMµ@nJC

��{íO@ Web °A�h	�}CAC@�ú�ΣM	tm�D]g�Σ½≤�í

wqtm� osdef.conf�C�tm��C@�ⁿO@� Web °A���]w�°A�

wqñCbC@°A�wqñAú]nF°A�Sw�]wC�T��¼�°A�w

q�≤tm�ApUϕ�C

°A�wq í�

[Global] C≤�wqU�]wiM���� Web °A

�Cu�@��wq�Ω�C

[Local] C≤�wqU�]wuiM�� Edge Server �

� ProxyCu�@��wq�Ω�C

[Remote] C≤�wqU�]wiM����{í�O�

��í	�� Web °A�C�wqi�h�Ω

�C

úFO²≤ osdef.conf ��ñ�@���A⌠≤]wúiH±m≤⌠≤wqUC�pA

form_session_timeout ]wAi±≤ [Global] wqU	 [Remote] wqUApU�G

[Global]
login_method = forms
form_login_file = /opt/pdweb-lite/samples/forms/welcome.html
form_session_timeout = 10

[Remote: /ESProxy/reverse/anyother.com]
domains = anyother.com

© Copyright IBM Corp. 2001, 2002 21



[Remote: /ESProxy/reverse/verysecure.com]
domains = verysecure.com
form_session_timeout = 1

b�d�A⌠≤nJ verysecure.com ����úúQ�\�≥ómWL@��A�hÑ

q@�N�L�CM�A∩⌠≤nJ anyother.com M��ΣL⌠������ÑAóm

O�O 10 ��A�D�≤ªOQ]≤ [Global] wqñCúF@���][SSO] ]w�A

���¼iQ�≤tm�ñ�⌠≤°A�]wAp
 5ñí��C

�����¼AC@ Web °A�ú�P�]wú�nbC@°A�wqU½�Au

nbtm�U� [Global] wqUCX@�YiC�pAY��°A����P�Mϕn

J��Ah]wiHQC≤ [Global] wqC

M��°A�tmº�

∩tm��≥�F�AN±�e÷F���{íp≤��tm��⌡µw��Cϕn

DQ��{í�¼�ßAª�ϕ
≥�BJ��v���C

1. Y���wgL�wA�p]g�@�ⁿH⌠�hD��ⁿ���µ@nJΩT�

�≥ 4 BJC

2. �	UCΣñ@�nJΦk�o���¡≈G

v ∩≥��wMMϕnJA�o��� ID MKXC

v ∩��nJA�o���OW�C

3. ∩� Tivoli Access Manager ���n²τ����¡≈C

4. ∩� Tivoli Access Manager ½≤�í�v���C

5. eX����µ@nJΩTC

6. αenD�∩�� Web °A�C

Yn⌡µo��vBJA��{í��d\tm�H�o÷≤nD�tmΩTCC@

�BJú�nq osdef.conf tm�ñ��@�	h�]wC�pA 2BJ�n��

login_method ]wC

Yn�nD��@]wA��{í�n²Mw²q�@�wq}l��]wCo��

NnDPtm�ñ�Sw°A�wq÷pC¿���{íiH∩�VMeV Proxy nD

⌡µw�A��{íú��{�nDO@�V	eV� Proxy nDC
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�⌠�W�Ox�ⁿO@�Ω��∩� Web °A�º�� IDCb�V Proxy Φ�ñA

o�nb��{ít�W�	OW	��⌠�W�Ap
 6 ñ�í��C

b�tmñA��∩ www.newbooks.comBnewbooks.comBnewnovels.com M

newpoems.com �nD��F Edge Server Proxy B���{íO@C��⌠�W�@

�nD�M	 IDA��{í{biHjMtm�H�o	X⌠�W��°A�wqC

�{UC osdef.conf tm�G

[Global]
login_method = basic

# Definition 1
[Remote: /ESProxy/reverse/newbooks.com]
domains = newbooks.com *.newbooks.com
login_method = forms
route = http://backend1.com

# Definition 2
[Remote: /ESProxy/reverse/label2]
domains = newnovels.com
login_method = certificate
route = http://backend2.com

# Definition 3
[Remote: /ESProxy/check_here/this_is_just_a_label]
domains = newpoems.com
route = http://backend3.com

�{UCnDA��{íMwnJΦk�aΦB���Q�v�½≤�í�mBH�

nDQαe��� Web °A�G

v Y���ΣJUC URLA���{í�NnDPwq 1 ±∩A]�⌠�]w]t�

*.newbooks.comG

http://www.newbooks.com/private.html

�nJΦkOMϕA]�ªb�wqUw�Ta]wCw∩�v�dA⌠�W��

Q�vrΩ�N� URL ⌠��Q�[WhCb�d�A¬�\iv��v�d�b

/ESProxy/reverse/newbooks.com/private.html ⌡µCnD�αe" backend1.com

O]�	e]wC

v pG���ΣJUC URLA���{í�²�b IP �}W⌡µ�V DNS d\AM

ßNnDPwq 2 ±∩A]�⌠�]w]t� newnovels.comG


 6. b��{ít�W�	OW
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http://IP_address_of_newnovels.com/gifs/private.html

�nJΦkO��A]�ªb�wqUw�Ta]wC¬�\iv��v�dOb

/ESProxy/reverse/label2/gifs/private.html ⌡µCnD�αe" backend2.com O

]�	e]wC

v Y���ΣJUC URLA���{í�NnDPwq 3 ±∩A]�⌠�]w]t�

newpoems.comG

http://newpoems.com/logo.gif

�nJΦkO≥�A]�ªb�wqU�%�Ta]wBOq [Global] wqñ�≤

�C¬�\iv��v�dOb /ESProxy/check_here/this_is_just_a_label

/logo.gif ⌡µCnD�αe" backend3.com O]�	e]wC

v Y���tmL�s²���� Edge Server @� Proxy �ΣJUC URLA��

{íú��nDΣM	X����� [Global] wqG

http://internet.com/mail/logo.gif

nJΦkO≥�Cw∩�v�dA���w]α	 P r o x y d

�A/ESProxy/forward/domain/pathCb�d�A¬�\iv��v�d�b

/ESProxy/forward/internet.com/mail/logo.gif ⌡µCJM�½≤iαúsb≤½

≤�íA����\iOqs�≤ /ESProxy/forward � ACL u���CnD�


�α	� internet.comA]�ª�O@�eV Proxy nDCM�A≤]b½≤�íñ

t@�m⌡µ�v�d�α	 internet.com nD�OB��tm�ñ�	@�wqO

iα�C��{íú��{nDO@eV	�VnDCboΓ�tmAú�H�P

�ΦíBznDC

½≤�ítm�¼

ϕ��{í≤ Tivoli Access Manager ½≤�íñ��ΣU⌡µ�v�d�Aª�∩M

�nD�Ω�	 URL �½≤�íC�pAb°A�wq 1A�∩�v�d⌡µUC∩

MG

URL ½≤Ghttp://www.newbooks.com/private.html
Tivoli Access Manager ½≤G/ESproxy/reverse/newbooks.com/private.html

�F�� Tivoli Access Manager ACL Ns��εM��Sw�½≤A��H@�Φí

�c½≤�íAbo�ΦíñA���bL� URL ñ�nD�½≤�P Web °A

�ú��½≤�ºí�@��∩MC��µ�ípO URL ñQ������M Web °

A�W�Ω���í�@��∩MApí�G

Tivoli Access Manager ½≤G/ESproxy/reverse/newbooks.com/°A���
/ESProxy/reverse/newbooks.com/private.html
/ESProxy/reverse/newbooks.com/public.html
/ESProxy/reverse/newbooks.com/gifs
/ESProxy/reverse/newbooks.com/gifs/logo.gif

URL ½≤Ghttp://www.newbooks.com/°A���
http://www.newbooks.com/private.html
http://www.newbooks.com/public.html
http://www.newbooks.com/gifs
http://www.newbooks.com/gifs/logo.gif

d� query_contents ��{í�ú� Web °A�W�����⌠�� wesosm �

�{íC��ΩT��s�½≤�íA�Hϕ��{í⌡µ�v�dAb URL ½≤M

°A�½≤í�@��∩MC
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Y URL ½≤�N@�O query_contents ��{íMΣ���� Web °A�W�Ω

Θ�Ah��¼B@}nCbY�ípUAURL ½≤�iαú���∩�� Web °A

�W�ΩΘ��Cb�ípUAquery_contents ��{íiQ�∩���� Web °

A��ú��Ω�½≤ApU�G

Tivoli Access Manager ½≤G/ESproxy/reverse/newbooks.com/Ω�½≤
/ESProxy/reverse/newbooks.com/object1
/ESProxy/reverse/newbooks.com/object2
/ESProxy/reverse/newbooks.com/object3
/ESProxy/reverse/newbooks.com/object3/object3.1

URL ½≤Ghttp://www.newbooks.com/Ω�½≤
http://www.newbooks.com/object1
http://www.newbooks.com/object2
http://www.newbooks.com/object3
http://www.newbooks.com/object3/object3.1

b�ípUAWeb °A�����½≤iαú���∩�� Web °A�W�ΩΘ�

�CM�AW e b °A�F�o�½≤�≤A]�Dp≤��LCun

query_contents ��{íiH� wesosm ��{íC	o�Ω�½≤A��{íN

iH∩o�Ω�½≤⌡µ�v�dC

��{í��τ�b Tivoli Access Manager ½≤�íñO��Aϕ�\iv�⌡µ�

v�dCª∩M URL �½≤�íHMw⌡µ�v�d�T)�mC�FM� ACL ≤

��{í�O��Sw�½≤A��Tw½≤�íñ�Nϕ�½≤�X∩��ⁿO@

� Web w��°A�º URL nDñ�Nϕ�½≤�XC

µ@nJtm�¼

��{íΣ�b½≤�íwqtm�� [SSO] ��U��	�i
qµ@nJO�Ap

Uϕ�ⁿX�C

°A�wq í�

[SSO] C≤�wqU�]wO��wqµ@nJO

�C�wqi�h�Ω�C

C≤�wq�]wPC≤ [Global]B[Local] M [Remote] °A�wq�]wL÷C�

pA trust_list ]wAbtm�ñ⌠≤°A�wqUúOL��CM�A��b@aΦ
wqµ@nJO�ALiQ�@ accept_sso M submit_sso ]o�b°A���
UO�������CUCd�π iv-user O�]Γ� Web °A����O���

wqG

[Remote: /ESProxy/reverse/newbooks.com]
domains = newbooks.com
accept_sso = mysso
submit_sso = mysso
route = http://backend1.com

[Remote: /ESProxy/reverse/newnovels.com]
domains = newnovels.com
submit_sso = mysso
route = http://backend2.com

[SSO: mysso]
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name = iv-user
format = <userid>
trust_basis = IP_Address
trust_list = 0.0.0.0/0.0.0.0

b�d�A��{í�q∩ newbooks.com @nD�⌠≤ IP �}�d iv-user O��

sbCYΣ� iv-user O�Aª�qO������ ID ��v���C��{í]N

UOß�°A�� iv-user O�eX� newbooks.com M newnovels.comC

J��tm{�

Edge Server ��{íú�u��[c�∩z� Web °A�W�ⁿO@�Ω�iµtm

s��εCª�\z]w°A�Sw�tm��ApnJΦkBµ@nJO�M��

a°A�CM��C@�°A��]w�i≤@�aΦ]wA�°A�Sw�]w

�Ahi�C@UO°A�]wC

tm��{í�@δΦkpUG

1. ∩�V Proxy tmA�C@�n�vA
{í� Web °A�b��{í≈��	

OW⌠�C

2. �C@�O°A��	∩� [Remote] °A�wqA�ⁿúOW⌠���wqC

3. b�°A�wqU]w°A�Sw�]wA�≤tm�� [Global] wqñ]ws�

]w�C∩h�]w��w]�í��{í�O¼≈�C

4. ⌡µ wesosm ��{í�ú ½≤�íA�≤ Tivoli Access Manager ½≤�í]

wXA� ACL H�ε�°A��s�C

b	≤tmßA@wn½s����{íCYzLkPwtm�
��]A��d�

≤Θx�H�oí���{íp≤BznD��÷ΩTC⌡µ UNIX l� -f ⁿO≤�
≤Θx�WAib�≤o �AY��U[ε�≤Cb[ε�≤ΘxßAPwtm

D��]±�e÷C
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� 5 � íp Edge Server ��{í

�	í� IBM Tivoli Access Manager Plug-in for Edge Server �d�ípCo�íp

�@í����εX�s�º	�⌠��d�CUCU
�Oí��d�G

v � 27 ��y]p⌠�z

v � 28 ��ytm⌠�z

]p⌠�

�
ñA]pF newbooks.com � Edge Server tmº
π���{íC�⌠��\�

��s²M����CEdge Server º��{í�\h÷Σ\αb�d�ñú�í�C⌠

��]pi��UCX� ≤G

v � 27 ��y�etez

v � 27 ��yµ@nJz


ete

bo�]pí�ñAú�Nπ�⌠���exsb Web °A�WA�O�e���

Web °A�WC Web ��ei�¿UCUí�G

v newbooks.com

v catalog.newbooks.com

v account.newbooks.com

v payment.newbooks.com

� newbooks.com ⌠�]t�I��Ms�⌠��ΣLí��s�Ccatalog.newbooks.com

l⌠�]tb�⌠�ΓX����y�xswC⌠��o�í��ú�ns��εA

]�S�ⁿ�O@C

account.newbooks.com �²]t HTML M Java {íX]���z����bß�C

payment.newbooks.com �²]]t HTML M Java {íXH�¼����R��I�

��C⌠��o�í�jhOⁿO@�C account.newbooks.com U��²O��nOs

���Co��²�S�ⁿO@C

µ@nJ

�]pñAbx� account.newbooks.com l⌠�� Web °A�W⌡µ�@��{í�

�n[KL� Lightweight Third Party Authentication (LTPA) cookie ��Og�w�

���Cbx� payment.newbooks.com l⌠�� Web °A�W⌡µ�t@���{

í�n HTTP �YBApp-User]����� ID�Cª]�n�
 Edge Server �≥�

�wAH@��ⁿw�w����H⌠≥ªCb∩���{íH��� ID pluginMK
X bookworm �wΣ
¡�AEdge Server ��{íO�n�C

b�d�ñAwgMt@�t	 newnovels.com �	÷YHKNg�w����g�

Edge Server ��{íαe� newbooks.com. �ⁿO@���C�≤ newnovels.com �
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hD����t���� ID novelgateway MKX bookworm ��v�Y∩ Edge

Server ��{íiµ
��wChD�Nwg�w���� ID m≤ cookie Novel-User

ñAp
 7 ñ
�C

tm⌠�

�Fú� newbooks.com s��εA��tm Edge Server ��{íCtmOqb

osdef.conf tm�ñwqs�]w}lApU��G

[Global]
# ⌡µ wesosm ����z���� ID MKX
update_admin_userid = sec_master
update_admin_password = secret5

# ⁿX�n SSL ���Tº
require_ssl_errorfile = /opt/pdweb-lite/samples/errorpages/require_ssl.htmls

# MϕnJ�nXΩT
login_method = forms
form_login_file = http://newbooks.com/pub/login.html
form_login_errorfile = http://newbooks.com/pub/loginerr.html
form_logout_url = /pub/logout.html

# �≤KXΩT
form_chgpasswd_file = http://newbooks.com/pub/chgpasswd.html
form_chgpasswd_submit_url = /pub/chgpasswd
form_chgpasswd_response_url = /pub/passwdchanged.html

# nMΣ�µ@nJO�
accept_sso = NovelSSO

tm�ñ� [Global] wq�ⁿwnM�� Edge Server ��{í�Bz�C@�nD

�]wCb�tmñA�ú��z���� ID MKXA�o wesosm ��{íiH

�	M≤s½≤�íCP�ApGnD�nw�suA²OSS�ú�w�suAN

�Nⁿw��
�������C²OApGiα�As²��
�Q½s�V�

w��xC
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�tm]�]�NnJΦkⁿw�Mϕ�CXnJMϕCnJMϕiHq�� Web °

A�]H http }Y����A	�q����t���CpGMϕ����v�Ah

Mϕñ÷≤o�v�� URL s���]tv��
π URLA�pG

http://newbooks.com/pub/gifs/banner.gif

ϕ�nD� URL ⌠�Pⁿw�nX URL ⌠��P�AN�²���nXCP�A�

	tm�Aϕ����KXL��A]��e	≤KXMϕ�wg�wL���

�C

�q�≤ newnovels.com �hD��ⁿµ@nJ����]�� NovelSSO µ@nJw

q�Co�µ@nJwq��btm�ñwqC

tm�ñ� [Local] wq�ⁿwnM����t�Wⁿ� Edge Server �� Proxy �

zº½≤�]wCtm�ñuα�Σñ@�wqCo�°A�wqO�tmuπ�

	AΣ�e�ⁿUCd�G

[Local: /ESProxy/bookProxy.com]
domains = bookProxy.com
query_command = http://bookProxy.com/cgi-bin/query_contents?dirlist=/
login_method = basic

b�d�ñAbookProxy.com O⌡µuEdge Server �� Proxyv�≈�Dn�⌠�W�C

OW newbooks.com hOⁿw�P@í≈��t@�⌠�W�]H�Σ÷p� IP �

}�CEdge Server ��{í��O∩uEdge Server �� Proxyv�	½≤H�	≤

newbooks.com �½≤�nDAΦkON�nD�⌠�W�Mtm�ñ�°A�wq[H

±∩C�⌠�]w�ⁿX°A�wqM��⌠�C

tm�ñ� [Remote] wq�ⁿwnM���í Web °A��]wCzi���°A

�wq���S�¡εC�pAUCwqN�AX newbooks.com:

[Remote: /ESProxy/reverse/newbooks.com]
domains = newbooks.com www.newbooks.com

# �
½≤�í�d�ⁿw
query_command = http://backend1.newbooks.com/cgi-bin/query_contents?dirlist=/home

# ∩MnD�°A�
route = http://backend1.newbooks.com/home

UCl⌠�wqOw∩⌠�ΣLí��wq�G

[Remote: /ESProxy/reverse/catalog.newbooks.com]
domains = catalog.newbooks.com
query_command = http://backend1.newbooks.com/cgi-bin/query_contents?dirlist=/catalog
route = http://backend1.newbooks.com/catalog

[Remote: /ESProxy/reverse/account.newbooks.com]
domains = account.newbooks.com
query_command = http://backend2.newbooks.com/cgi-bin/query_contents?dirlist=/
require_ssl = yes
submit_sso = LTPA-COOKIE
route = https://backend2.newbooks.com

[Remote: /ESProxy/reverse/payment.newbooks.com]
domains = payment.newbooks.com
query_command = http://backend3.newbooks.com/cgi-bin/query_contents?dirlist=/
require_ssl = yes
submit_sso = PayAppSSO PayAppAuth
route = https://backend3.newbooks.com
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o�°A�wq�ⁿwneX�C@��nµ@nJO�º Web °A��µ@nJO

�Co�wq]�i� Edge Server ��{íAN URL ∩M�x��nD��e�∩

�� Web °A�CpGn��t@í	e��≤ Edge Server ��{í� URL ∩M

ºBAunqtm�ñRú∩ �e (route) ÷Σr�����YiC

tm�ñ� [SSO] wq�wqiQ�ⁿ	QeX�µ@nJO�ApU�G

[SSO: PayAppSSO]
type = header
name = App-User
format = “<userid>”

[SSO: PayAppAuth]
type = auth_header
format = plugin:bookworm

[SSO: NovelSSO]
type = cookie
name = Novel-User
format = “<userid>”
trust_basis = basic_auth
trust_list = novelgateway:bookworm

bz�	µ@nJwqßAªiú�@� accept_sso M submit_sso ÷Σr�∩
�Co�Ní¼F��ñ�µ@nJ≥��DC
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� 6 � ��≤⌠��wA�

�	��p≤�	u≤⌠��wA
 (CDAS)v@{íwA�{íwi��
qBz

M�ß��wΩT�Bz{�Cª]í�p≤tm Edge Server ��{í�w∩�w�

�
q@{íwC

d CDAS {íwPí� CDAS \αºΩ@� Edge Server ��{í]�b@�C

ziH½ss���∩�d{íwH�	
q@{íwC

�	]tUCU
G

v y�w�¼z

v � 33��y�m@
q@{íwz

v � 37��ytm Edge Server ��{í���
q@{íwz

v � 40��yCDAS ��M��{íτ�z

v � 40��yCDAS API ��τ���z

�w�¼

�
í�Γ� CDAS �w�¼�¼G

v � 31 ��yµ@�w�¼z

v � 32 ��y�ú��w�¼z

ϕ IBM Tivoli Access Manager plug-in for Edge Server ¼��ß�nD�Aª��e

Aϕ��wΩ��
q@{íwCú��	 Tivoli Access Manager ���n²∩�

��iµ¡≈τ�A CDAS @{íw������í�w≈ε�	�N���n²∩

���iµ¡≈τ�C�A CDAS �� Tivoli Access Manager ¡≈���{í�H

∩ Tivoli Access Manager ½≤�íiµ�wC

Yz�	
q CDAS @{íw�Bz���W�MKX�wA�ß��wΩ���]

t����W�MKXCM�AY@{íwOg�Bz���wA�ß��wΩ�

��]t�ß����C

µ@�w�¼

� 32��
 8í�µ@�w CDAS \α�d�C
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 8 ñí��BJpU�G

1. �ß�ú��wΩT���{íC

2. b�d�A��{íOtm���
q CDAS @{íwH��wC

� CDAS @{íwi≤�íτ����¡≈�Nú � Tivoli Access Manager ¡

≈����{í] 4 BJ�C�pA@{íwiH�ⁿ����A�∩u�OW

� (DN)vΩ�A�N�∩� DN p Tivoli Access Manager ¡≈δ��C

3. 
q@{íwi�eΩ��⌡µΣ�ß�
¡�w�í�wA
]]\��≤O

t	]≥d�����n²�C

4. CDAS ��UC¼AXº@���{íG

v @�¿\�¼AX]ⁿX¿\��w°
�M Tivoli Access Manager ¡≈C

v @�ú¿\�¼AXAⁿXó���w°
C

��A
q CDAS iHQg�ú��(�	�Ω����{í]H�t≤����

�ñ�C

5. Y��F¿\�¼AXA��{í�	±∩¡≈P Tivoli Access Manager ���n

²ñ���CYΣ�	X��A��{í�N�ß�ϕ@w�w�C�hAª�N

�ß�°�%g�v�C

�@�¿\�w�ú b���� Tivoli Access Manager ��ñC⌠≤�(�	�Ω

�ú]t≤��ñAi≤ºß���Aϕ��C��i²����P Tivoli Access

Manager w�⌠�C

�ú��w�¼

zi�	�	��{í�i��÷p���ú�wnD�ΣL CDAS ��� CDAS �

�C��ú CDAS ���¡ú�⌡µ⌠≤�wA��eú�wM�(	���	�ΣL

CDAS ���Nq CDAS �����¡≈�	���{íC����¼A��{íi

�	 URL ∩úP����n²iµ¡≈τ�C

� 33��
 9 í� CDAS �ú�\αºd�C


 8. CDAS �w�¼d�
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 9 ñí��BJpUG

1. �ß�ú��wΩT���{íC

2. b�d�ñA��{íOtm���
q CDAS @{íwHBz���w�Ω

�C

3. �	q��{í�����ACDAS ����nD�ú�w�Aϕ� CDAS ��C

� CDAS @{íwi≤�íτ����¡≈�Nú � Tivoli Access Manager ¡

≈�� CDAS �ú�C�pA@{íwiH�ⁿ����A�∩u�OW�

(DN)vΩ�A�N�∩� DN p Tivoli Access Manager ¡≈δ��C

4. 
q@{íwi�eΩ��⌡µΣ�ß�
¡�w�í�wA
]]\��≤O

t	]≥d�����n²�C

5. Aϕ� CDAS ���� Tivoli Access Manager ¡≈M�(	�� CDAS �ú�C

6. CDAS �ú�����UC¼AXº@���{íG

v @�¿\�¼AX]ⁿX¿\��w°
�M Tivoli Access Manager ¡≈C

v @�ú¿\�¼AXAⁿXó���w°
C

��A
q CDAS iHQg�ú��(�	�Ω����{í]H�t≤����

�ñ�C

7. Y��F¿\�¼AXA��{í�	±∩¡≈P Tivoli Access Manager ���n

²ñ���CYΣ�	X��A��{í�N�ß�ϕ@w�w�C�hAª�N

�ß�°�%g�v�C

�m@�q@�{íw

b�m
q CDAS {íweAz��MwQH,≥Φí²Sw��wM∩MA
bz�

w�⌠�ñ�@C��dΩ� CDAS �Ω@z�
q CDAS {íwC

�
]tUCDDG

v � 34��yCDAS ��{í}ouπcz

v � 34��y{í]p
q@{íwz

v � 35��y����wΩ�z

v � 36 ��y���ß�¡≈z

v � 36��ys�
q@{íwz


 9. �ú��w�¼d�
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CDAS �	{í}ouπc

� CDAS ��{í}ouπc (ADK) ]tUC ≤G

v API {íw]��{íτ��

v API �Y�

v CDAS �l�d�]��d�

v Make �

CDAS ADK ��O�≤UCΣñ@��²G

v b UNIX t�G

/opt/pdweb-lite/samples/cdas_adk

v b Windows t�WG

install_dir\samples\cdas_adk

ADK  ≤O]tbUCl�²ñC

�² 
e

include ��²t� C �Y�C

��\y�Y�zC

lib ��²t�RA CDAS API ��{í{íwG

- b UNIX t�Glibpdxauthn.a

- b Windows t�Gpdxauthn.lib

example example �²]tG

- �l� (xauthn.c)

- Makefile

- @�w²�	�Sw¡xd�@{íwA�H

d\α�� CDAS

�Y�
UC�Y�O]tb include �²ñC

�� 
e

pdxauthn.h τ��¼�wqB�ß�¡≈M�w CDAS API τ�����
XC

xnvlist.h ����wΩ���{í\α

xattr.h ����(�	�Ω��c��{í\α

{í]p�q@�{íw


q CDAS @{íw��]tUC APIG

v xauthn_initialize

p��÷ΩTA��\� 35 ��y�l]wGxauthn_initializez

v xauthn_shutdown

p��÷ΩTA��\� 35 ��y÷≈Gxauthn_shutdownz

v xauthn_authenticate

p��÷ΩTA��\� 35 ��y�wGxauthn_authenticatez

v xauthn_change_password
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p��÷ΩTA��\� 35 ��yKX	≤Gxauthn_change_passwordz

�: o� API τ�b� 40 ��yCDAS API ��τ���z ñ���í�C

	l]wGxauthn_initialize
��{íⁿJ CDAS @{íw��l]wªAΦkOIs xauthn_initializeC

�τ�]t argc M argv ∩�Co�∩�]t osdef.conf tm�ñ�ⁿw��Cú

� C yÑ argvA argv[0] }C��O�@�∩�C

÷≈Gxauthn_shutdown
÷≈�íA��{í�Is xauthn_shutdown τ�H�ε CDAS @{íwBz{

�C

� xauthn_shutdown τ�OHP�e� xauthn_initialize τ��P� argc M argv
∩��Is]b�@��l]w@{íw��C

�wGxauthn_authenticate
btmF CDAS @{íwH�¼�nDßA��{í��J����ΩT�@{í

wAΦkOg� xauthn_authenticate τ�C

����wΩT��J�≤W�/�Ω�Mµ (xnvlist_t) ñ��τ�CW�/�Ω�Mµ

��ei∩	ABo��e∩tm��wΦk�ÑOSw�C

� xauthn_authenticate τ��	Ω�Mµñ�Σ���wΩTA⌡µ��{íSw
�wBz{����ú ��ß�¡≈ (xauthn_identity_t) ���{íC

�½n�On�NAg��τ�����ß�¡≈it��(�	�Ω�C

KX�≤Gxauthn_change_password
�τ�²���∩xsb�N���n²ñ�bßKXiµ	≤C����W�MK

X�wΦkΣ��τ�CY�í�w≈εúΣ�KX	≤A�τ���G

XAUTHN_S_UNSUPPORTED_AUTHN_METHOD

����wΩT��J�≤W�/�Ω�Mµ (xnvlist_t) ñ��τ�CΩ�Mµ]t�
��W�BKXMsKXC

�	��wΩ�

��{í�eU��ß��wΩT�@{íwC�ΩTO��W�/�Mµµí��

eAΣñ�W�Oⁿw��¼��O	C

�ΩTOxsb xnvlist_t Ω��¼Ci����{íτ� xnvlist_get �s�o��C
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UCϕµCX��{í�e� CDAS �������w∩�C

�wΦk W� �

�	�W�/KX xauthn_username
xauthn_password
xauthn_new_password
xauthn_ipaddr
xauthn_browser_info
xauthn_extended_handle
xauthn_extended_parameter

- ���W�

- ���KX

- ���sKX

- ��� IP �}

- s²�ΩT

- �� Proxy �I

- tm�∩�

�� xauthn_cert_dn
xauthn_ipaddr
xauthn_browser_info
xauthn_extended_handle
xauthn_extended_parameter

- ��� DN

- ��� IP �}

- s²�ΩT

- �� Proxy �I

- tm�∩�

µ@nJ xauthn_ipaddr
xauthn_browser_info
″Request-URI″
″Request-Headers″

xauthn_extended_handle
xauthn_extended_parameter

- ��� IP �}

- s²�ΩT

- nD URL

- nD�Y

- �� Proxy �I

- tm�∩�

÷M Edge Server ��{í� CDAS Ω@P WebSEAL �ⁿA-��LtºCtºp

UG

v xauthn_extended_handle M xauthn_extended_parameter Edge Server O��

{í�e� CDAS ���∩�C

v xauthn_extended_handle ú� CDAS �������� Proxy � API ���Σ

L� HTTP �Y��n��� Proxy ��IC

v xauthn_extended_parameter q osdef.conf tm�ú��÷p�∩�� CDAS

��C

�
	ß�¡≈

∩��ú ��ß�¡≈���{í�ÑACDAS @{íwO�n�C �ß�¡≈O

� xauthn_identity_t Ω��c�wq�C

p��÷ΩTA��\ IBM Tivoli Access Manager WebSEAL Developer’s GuideC

s��q@�{íw

CDAS d{íw��lXO�≤UC�²º@G

v b UNIX t�G

/opt/pdweb-lite/samples/cdas_adk/example

v b Windows t�G

install_dir\samples\cdas_adk\example

�l� xauthn.c M xauthn.h O���	 CDAS @½≤C

Yn
qMs�
q CDAS @{íwA�⌡µUC�@G

1. 
q�l��Ω@∩z����n²iµ¡≈τ�����ΦC
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2. Yn½ss�{íXA��UCΣñ@� make �G

v b UNIX t�G

/opt/pdweb-lite/samples/cdas_adk/example/Makefile.in

v b Windows t�G

install_dir\samples\cdas_adk\example\Makefile.in

bC@¡xWs��ⁿO]t≤ Makefile.in ñCmakefile �]z�s��M	

�ⁿOiq{µ�²IsBwgbt��⌠�ñC

3. ¿\�m
q CDAS ��ßAX{�@{íwRWpUG

v Y� AIX t�Glibwslcdas.a

v Y� Linux t�Glibwslcdas.so

v Y� Solaris t�Glibwslcdas.so

v Y� Windows t�Gwslcdas.dll

4. �ε��{í�Ns CDAS ���s��≤UCΣñ@�²�{� CDAS ��G

v b UNIX t�G

/opt/pdweb-lite/lib

v Y� Windows t�Ginstall_dir\bin

�: p�÷≤��M�ε��{í��÷ΩTA��\� 11��y��M�ε Edge

Server ��{ízC

tm Edge Server ��{í	���q@�{íw

�
Q�Sw�tmBJAz��⌡µo�BJAEdge Server ��{í"i�� CDAS

��C

�
]tUCDDG

v � 37 ��ytm
q@{íwz

v y
q@{íwtmΦ�z

v � 38 ��ytmd{íwz

v � 39��yⁿJ
q@{íwz

tm�q@�{íw

Yntm
q CDAS @{íwA��∩]tb osdef.conf ��ñ�tm∩�Cp

�÷≤ osdef.conf tm∩��ΩTA��\� 51 ���² B, y½≤�íwqtm

���zC

�q@�{íwtmΦ�

UCΦ�í�tm∩����C�Φ�πT��� CDAS �⌠�C�@�⌠���M

ϕ@�nJΦkA²�G�⌠�����C�T�⌠��� CDAS �iµµ@nJA²

�� Tivoli Access Manager �iµ≥��wC

[Global]
...
cdas_loaded = yes
cdas_init_parameter = ldap /etc/ldap.conf
cdas_init_parameter = cert /etc/cert.conf
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[Remote: /ESProxy/reverse/newnovels.com]
domains = newnovels.com
login_method = forms
cdas_enabled = yes
cdas_auth_parameter = ldap

[Remote: /ESProxy/reverse/newpoems.com]
domains = newpoems.com
login_method = certificate
cdas_enabled = yes
cdas_auth_parameter = cert

[Remote: /ESProxy/reverse/newbooks.com]
domains = newbooks.com
login_method = basic
accept_sso = CDAS-MODULE

b�Φ�ñAxauthn_init QIsΓ�A�@�OH argv[0] = ldap, argv[1] =

/etc/ldap.conf �l]w∩�A�G�OH argv[0] = cert, argv[1] = /etc/cert/conf
�l]w∩�Cs� newnovels.com ����OH xauthn_extended_parameter =

ldap �wA²s� newpoems.com ����OH xauthn_extended_parameter = cert
�wCCDAS ��]QIs���s� newbooks.com ºw²�wL����C

C D A S @{íwiPBΣ�h����xsw��	Σ�¼��

xauthn_extended_parameter �A⌡µ)½C]i�	 argv[0] ∩�⌡µh½�l]
wA�\@� CDAS @{íw�⌡µt��nh� CDAS {íwº\αC

tm�d{íw

Yntm CDAS d{íwA��∩ osdef.conf ��ñ�tm∩�C�pA�{π

b
 10 ñ�∩�C

�: ∩≤d��Abasic _auth M cert úO cdas_auth_parameter ����C

b�d�A∩d��tmF��� ID MKXB∩� Tivoli Access Manager ��O

W�M����OW�C� cdas_init_parameter ⁿw�#���e�d��]ϕ
Is xauthn_initialize τ���CUC���e� xauthn_initialize �íG

argc = 8
argv[0] = demouser
argv[1] = userid
argv[2] = demopassword
argv[3] = password
argv[4] = democertdn
argv[5] = CertDN
argv[6] = validpddn
argv[7] = validpdDN

ϕ�� Web °A�WⁿO@�Ω�Qs��A��� xauthn_authenticate τ�⌡
µ�wCϕ x a u t h n _ a u t h e n t i c a t e τ�QIs�Ad�����d

[Global]
...
cdas_loaded=yes
cdas_init_parameter=demouser userid demopassword password democertdn CertDN validpddn validpdDN

[Local]
cdas_enabled=yes
cdas_auth_parameter=basic_auth


 10. osdef.conf ñtm∩��d�
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xauthn_extended_parameter �CY�J basic_authAh�∩��l]w�í��
J��� ID MKX��d�J���� ID MKXCY�J cert Ah�∩�l]w
��J� CertDN ��d�J� CertDNCY�w¿\A��� Tivoli Access Manager

�OW������{íHiµ�vC

ⁿJ�q@�{íw

CDAS @{íw�b��{í��l]w�íⁿJCCDAS {íw��ibUCΣñ

@�mΣ�G

v b UNIX t�G

/opt/pdweb-lite/lib/libwslcdas.ext

Σñ ext OUCΣñ@�G

– b AIX t�Ga

– b Linux t�Gso

– b Solaris t�G so

v b Windows t�G

install_dir\bin\wslcdas.dll

YzQn��{í��]��d CDAS {íwA�⌡µUCΣñ@�G

v Y� UNIX t�AN ibwe.idas.ext ��½¿ libcdasdemo.ext ��AibUC

�mΣ�ªG

/opt/pdweb-lite/samples/cdas_adk/example/libcdasdemo.ext

Σñ ext OUCΣñ@�G

– b AIX t�Ga

– b Linux t�Gso

– b Solaris t�G so

v Y� Windows t�AN wescdas.dll ��½¿ cdasdemo.dll ��AibUC�m

Σ�ªG

install_dir\samples\cdas_adk\example\cdasdemo.dll

YzQn��{í��
q� CDAS @{íwA�iµUCΣñ@�G

v Y� UNIX t�AN ibwe.idas.ext ��½¿
q CDAS @{íw��]Σñ

ext OUCΣñ@��G

– b AIX t�Ga

– b Linux t�Gso

– b Solaris t�G so

v Y� Windows t�AN wescdas.dll ��½¿
q CDAS @{íw��C

�: YbⁿJz�
q CDAS @{íw�o DAziH���d CDAS {í

wC
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CDAS ��M��{íτ�

UC�� API τ���bz�
q CDAS @{íwñΩ@G

v xauthn_initialize

v xauthn_shutdown

v xauthn_authenticate

v xauthn_change_password

CDAS ��{í{íwO�≤UCΣñ@��²ñG

v b UNIX t�G

/opt/pdweb-lite/samples/cdas_adk/lib

v b Windows t�G

install_dir\samples\cdas_adk\lib

AIXBLinux M Solaris �� libpdxauthn.a 	 Windows �� pdxauthn.lib ÑRA

{íw��ú]tF��{íτ�CYn��o�τ�Az��Nz�
q@{í

ws�����C

UC��{íτ��U≤Ω��@G

v xnvlist_get

v xattr_malloc

v xattr_free

v xattr_get

v xattr_set

v xattr_dup

� xnvlist_get τ��¼q��{í�J��wΩ�C�l���{í�\z�c Tivoli

Access Manager ¡≈��(	�C

p��÷ΩTA��\� 40 ��yCDAS API ��τ���zCp���{íτ��

�÷ΩTA��\ IBM Tivoli Access Manager WebSEAL Developer’s ReferenceC

CDAS API ��τ���

�
CX��Ω@z� CDAS @{íwºUC�� API τ�G

v xauthn_authenticate

v xauthn_change_password

v xauthn_initialize

v xauthn_shutdown
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xauthn_authenticate
⌡µ CDAS �wC

WUσ
xauthn_status_t

xauthn_authenticate(

xnvlist_t *authnInfo,

xauthn_identity_t *ident

);

í�
��{íIs����⌡µ�ßSw�í�wC�ß��wΩTOg��{í��Θ

J#� authnInfo ��eC

��� 35 ��y����wΩ�z H�o authnInfo iH]t��w∩�MµC

�	�wΩTA�τ�Ω@Sw��w≈ε�xsú ��ß�ΩT≤ identC�ΩT
yß�����{íC

��O�ß�¡≈ ident i]tB�����ΩTC

∩�
ΘJ

authnInfo
� authnInfo ∩�Ot��ß��wΩT�W�/�Ω�MµC

ΘJ/ΘX

ident
� ident ∩�]t�wL����ΩTC


�X
Y¿\A�τ���� XAUTHN_S_COMPLETEC

iα��
XiHb pdxauthn.h �Y�ñΣ�C
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xauthn_change_password
⌡µ CDAS KX	≤C

WUσ
xauthn_status_t

xauthn_change_password(

xnvlist_t *authnInfo

);

í�
��{íIs����Ω@
qKX	≤≈εC����Σ����W�MKX�w

≈εC�ß�KX	≤ΩTOg��{í��ΘJ#� authnInfo �eC

���� 35 ��y����wΩ�z H�o authnInfo ]t��wΩ��MµC

∩�
ΘJ

authnInfo
� authnInfo ∩�Ot��ß��wΩT�W�/�Ω�MµC


�X
Y¿\Aτ���� XAUTHN_S_COMPLETEC

Y�í�wBzúΣ�KX	≤N���

XAUTHN_S_UNSUPPORTED_AUTHN_METHODC

iα��
XiHb pdxauthn.h �Y�ñΣ�C
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xauthn_initialize
�l]w CDAS @{íwC

WUσ
xauthn_status_t

xauthn_initialize(

int argc,

const char **argv

);

í�
���τ���l]w�w@{íwC�ΘJ∩� argc M argv Oq osdef.conf

tm�ñ cdas_init_parameter �ⁿw�∩���m�CUCd�wqí�d� CDAS

@{íw��l]wG

cdas_init_parameter = -dbms sys.db

b�d�Axauthn_initialize QIs�� argc �� 2C� argv }CtUC�G

argv[0] = “-dbms”
argv[1] = “sys.db”

�/�∩ΘJ∩�C

∩�
ΘJ

argc
b argv }Cñt�#���C

argv
w∩�A
Ω��JA
wq�rΩ#�C


�X
Y¿\A�τ���� XAUTHN_S_COMPLETEC

iα��
XiHb pdxauthn.h �Y�ñΣ�C
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xauthn_shutdown
÷¼ CDAS @{íwC

WUσ
xauthn_status_t

xauthn_shutdown(

int argc,

const char **argv

);

í�
(�÷≈�íA��{í�Is����⌡µ⌠≤
q⌠�����÷≈Bz{�C

ΘJ∩� argc M argv Oq osdef.conf tm�ñH cdas_init_parameter ⁿ#ⁿ
w�∩��m�CUCd�í�d� CDAS @{íw�εG

cdas_init_parameter = -dbms sys.db

b�d�Axauthn_shutdown QIs�� argc �� 2C� argv }CtUC�G

argv[0] = “-dbms”
argv[1] = “sys.db”

∩�
ΘJ

argc
b argv }Cñt�#���C

argv
w∩�A
Ω��JA
wq�rΩ#�C


�X
Y¿\A�τ���� XAUTHN_S_COMPLETEC

iα��
XiHb pdxauthn.h �Y�ñΣ�C
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� 7 � �ú Edge Server ��{í

�	í�p≤�útmH��ú Edge Server ��{íCn�útmH��ú��{íA

�
¿UCΣñ@
�ⁿG

v � 45 ��yb AIX W�ú Edge Server ��{íz

v � 45 ��y�ú Linux W� Edge Server ��{íz

v � 46 ��yb Solaris W��ú Edge Server ��{íz

v � 47 ��y�ú Windows W� Edge Server ��{íz

b AIX W�ú Edge Server ��{í

b AIX W� Edge Server ��{íº�ú@�OΓí��Bz{�Cz��²�út

m��{íM≤MßNª�úC

Ynb AIX W�útm��{íA�⌡µUC�@G

1. H root ¡≈nJC

2. �ΘJHUⁿOG

wslconfig.sh -u

3. ΘJ IBM Tivoli Access Manager �z������� IDCziH÷U Enter Σ

��ⁿ sec_master �w]���C

���X{úAnDzΘJ Tivoli Access Manager �z��KXC

4. �ΘJ sec_master �KXC

o��X{@tC�¼ATºCEdge Server ��{ínJ Tivoli Access Manager

Policy Server ��ú
¡�tmC

�útm
¿B wslconfig ��{ísbC

pnb AIX W�ú��{íM≤M⌠≤��nΘA�ΘJUCⁿOG

installp -u -g PDPlgES

�: �bzQ�úⁿw�M≤���nΘ�A�� –g ∩�C

Edge Server ��{í��w�úCinstallp ��{íHY�⌠Cb AIX W� Edge

Server ��{íº�ú@�w
¿C

pGzQn�ú�� Tivoli Access Manager  ≤A�ϕ
 IBM Tivoli Access Manager

Base w�ΓUñ��úⁿC

�ú Linux W� Edge Server ��{í

�úb Linux W� Edge Server ��{íº@�OΓí��Bz{�Cz��²�ú

tm��{íM≤MßNª�úC

Ynb Linux W�útm��{íA�⌡µUC�@G

1. H root ¡≈nJC
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2. �ΘJHUⁿOG

wslconfig.sh -u

3. ΘJ Tivoli Access Manager �z������� IDCziH÷U Enter Σ��ⁿ

sec_master �w]���C

���X{úAnDzΘJ Tivoli Access Manager �z��KXC

4. �ΘJ sec_master �KXC

o��X{@tC�¼ATºCEdge Server ��{ínJ Tivoli Access Manager

Policy Server ��ú
¡�tmC

�útm
¿B wslconfig ��{ísbC

pnb Linux W�ú��{í��A�ΘJUCⁿOG

rpm -e PDPlgES-PD

Edge Server ��{í��w�úCrpm ��{ísbCb Linux W� Edge Server �

�{íº�ú@�w
¿C

pGzQn�ú Tivoli Access Manager runtime environment 	ΣL Tivoli Access

Manager  ≤A�ϕ
 IBM Tivoli Access Manager Base w�ΓUñ�ⁿC

b Solaris W��ú Edge Server ��{í

�úb Solaris W� Edge Server ��{íº@�OΓí��Bz{�Cz��²�ú

tm��{íM≤MßNª�úC

Ynb Solaris W�útm��{íA�⌡µUC�@G

1. H root ¡≈nJC

2. �ΘJHUⁿOG

wslconfig.sh -u

3. ΘJ Tivoli Access Manager �z������� IDCziH÷U Enter Σ��ⁿ

sec_master �w]���C

���X{úAnDzΘJ Tivoli Access Manager �z��KXC

4. �ΘJ sec_master �KXC

o��X{@tC�¼ATºCEdge Server ��{ínJ Tivoli Access Manager

Policy Server ��ú
¡�tmC

�útm
¿B wslconfig ��{ísbC

pnb Solaris W�ú��{í��A�ΘJUCⁿOG

pkgrm PDPlgES

Edge Server ��{í��w�úCpkgrm ��{íHY�⌠Cb Solaris W� Edge

Server ��{íº�ú@�w
¿C

pGzQn�ú Tivoli Access Manager runtime environment 	ΣL Tivoli Access

Manager  ≤A�ϕ
 IBM Tivoli Access Manager Base w�ΓUñ�ⁿC
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�ú Windows W� Edge Server ��{í

�úb Windows W� Edge Server ��{íº@�OΓí��Bz{�Cz��²�

útm��{íM≤MßNª�úC

Ynb Windows W�útm��{íA�⌡µUC�@G

1. H Administrator ¡≈nJC

2. �ΘJHUⁿOG

wslconfig -u

3. ΘJ Tivoli Access Manager �z������� IDCziH÷U Enter Σ��ⁿ

sec_master �w]���C

���X{úAnDzΘJ Tivoli Access Manager �z��KXC

4. �ΘJ sec_master �KXC

o��X{@tC�¼ATºCEdge Server ��{ínJ Tivoli Access Manager

Policy Server ��ú
¡�tmC

�útm
¿B wslconfig ��{ísbC

Ynb Windows W�útm��{íA�⌡µUC�@G

1. ∩�}l → ]w → �εxC÷@UsW/�ú{íC�πusW/�ú{ív∩A

CX��ww��nΘC

2. ∩� Tivoli Access Manager Plug-in for Edge ServerC÷@UsW/�ú{íC

e�W�πu∩
yÑ]wv∩C

3. ∩��ú{�n���yÑAMß÷@UTwC

4. quT{ ≤�úvTºA÷@UOC Edge Server �����{íw�úC

5. ÷@UTw��⌠{íC

b Windows W� Edge Server ��{íº�ú@�w
¿C

pGzQn�ú Tivoli Access Manager runtime environment 	ΣL Tivoli Access

Manager  ≤A�ϕ
 IBM Tivoli Access Manager Base w�ΓUñ�ⁿC
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�² A. ≥ªtm���

ibmwesas.conf ��]t���l]w��{í�]w�Co�]w�]A Tivoli Access

Manager tm]w�H� LTPA & WebSEAL ó��� cookie ��tm]w�CΣL

�tmig�½≤�íwqtm���oC���n����∩�]w�CbUϕ

ñC��ΣL�]wúg�tmuπAϕa]wAq�ú�����∩C

∩� í�

LTPA_Cookie_Enabled ⁿX LTPA cookie ��O���≈��M≈�

�KX��l]wCw]�O YESC

LTPA_Cookie_Keyfile ⁿXt���[KM�K�KX≈�º LTPA

≈��Ci� WebSphere Application Server w

∩��{íM°A�í�µ@nJ�ú ��

�C

LTPA_Cookie_Keyfile_Password ⁿXs� LTPA ≈�����KXC

LTPA_Cookie_TTL ⁿX��{íú�½sπz� LTPA cookie �

óm���íCw]�O 20 ��C

LTPA_Cookie_Validation ⁿX LTPA cookie ��Wb��{í�K

cookie �AO�gL[j�w�τ�C�N�τ

�iH±��K cookie ≤� CPU Ω�Cw]

�O YESC

WebSEAL_Cookie_Enabled ⁿX WebSEAL ó��� cookie ��O���

≈��M≈������l]wCw]�O

YESC

WebSEAL_Cookie_Keyfile ⁿX WebSEAL ó��� cookie ≈��t��

�[KM�K�KX≈�C���Obtm�

�{í�íú �C

WebSEAL_Cookie_Keylabel ⁿX��q WebSEAL ó��� cookie ≈��

ñ��KX≈����C

WebSEAL_Cookie_TTL ⁿX��{íú�½sπz� WebSEAL Fail

Over cookie �óm���íCw]�O 20 �

�C

ObjectSpace_File ⁿX½≤�íwqtm���mC����	

URL ñ�ⁿw�⌠�W�iD��{í Tivoli

Access Manager ½≤�í��@�ΣO�≤�

vC���]ⁿw⌠�Sw�tm]wC

UserMap_File ⁿX���∩M����mC���iD��

{íp≤N@δ��� ID 	���OW�∩M

� Tivoli Access Manager ���C���O�

≤Pw��������MΦF��{íºe

gL�w����C
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�² B. ½≤�íwqtm���

��²ú�½≤�íwqtm�W���ΩT�]tUCí�G

v y°A�wqz

v � 59��yµ@nJwqz

°A�wq

osdef.conf ��wqⁿO@�½≤ (URL) M Tivoli Access Manager ½≤�íºí�

∩MCⁿO@� Web °A�º]w�Q���°A�wqñCb°A�wqñA°A

�Sw�]wAp⌠�BnJΦkB�Q��∩���⌡µ�v�d�½≤�í�Σ

MΣL⌠�Sw�]wú�QtmC

∩� í�

½≤�í]� wesosm�

update_objectspace ⁿX��{í��Ω�O�tdHC@� Web

°A����t�ΩT≤s Tivol i Access

Manager ½≤�íCw]�O YESC

update_admin_userid ⁿX�∩½≤�í��� Tivoli Access Manager

�z���� IDC

update_admin_password ⁿX�∩½≤�í��� Tivoli Access Manager

�z�KXC

query_command ⁿX�oX�H�o½≤�íΩT� HTTP n

DC�nD���Ω�µí�P WebSEAL

query_contents ��{í	XC

query_authentication ⁿX��x� query_contents º Web °A�

� HTTP �v�Y��CY%ⁿw�∩�Aú�

�e⌠≤�v�YC

query_interval ⁿXb��ΣUQ≤s�½≤�í±vCY��

]� 0ANú�∩� Tivoli Access Manager ½

≤�í�Σ⌡µ⌠≤≤sCw]�O1440 ��

]1 0�C

query_files ⁿXO�]niJ Tivoli Access Manager ½≤

�íd�C@�²ñ���CpGz�Qs�

ACL ��²A$ Tivoli Access Manager NS�

nN Web ��xsb½≤�íñCw]�O

YESC

query_depth ⁿXiJ Tivoli Access Manager ½≤�íd�

�l�²�
CJM½≤�íOxsb�vΩ�

wñAúnND�n���t�ΩTxsb�Ω

�wñO�Q�CuN½≤xsb Web �í

]��² ACL s��L�N¼≈FCN��

]� 0 ���½≤�íñ��Σ��
¡εCw

]�O 0C
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∩� í�

query_removal ⁿXLk�O	%���O��q½≤�íñ�

úCYw��Ab Web °A�WΣú����

ΣU���{����ú�q½≤�íñ�úC

w]�O YESC

½≤�í]wesosm M��{í�

objectspace_branch_reverse ⁿX½≤�í�Σb���vnDUA��N�

��ñ%�Twq��V proxy nDCw]�O

/reverseC

objectspace_branch_forward ⁿX½≤�í�Σb���vnDUA��N�

��ñ%�Twq��V proxy nDCw]�O

/forwardC

objectspace_filesystem_type ⁿX�e Web °A�b����t��¼W⌡

µC�]w�PwC@� URL ∩M� ACL r

ΩH�v����ΦíCw]�O unixC

��t��¼G

v unix - ��jpg� UNIX ��t�

v win32 - ú��jpg� WIN32 ��t�

@δ

domains ⁿX°A�wqM��⌠�MµCY�nD�

URL ñ�⌠�W�	X⌠@�ⁿw�⌠�W�A

h�q�°A�wq��nD�tm]wC

login_method ⁿX�⌠��nJΦkCnJΦkiHPSw�

�m]w�]� WebSphere EveryPlace Suite�÷

pCY%ⁿw⌠≤�mAh���m���P�

nJΦkCw]�O basicC

nJΦkG

v nome - ���S�nnJC

v basic - �����≥��wnJC

v forms - �����MϕnJC

v certificate - ������ß���nJC

ykGlogin method [device profile list]

reverse_dns_lookup Y URL t�@ IP �}	ú
π⌠�W�A�

∩��iD��{íh⌡µ�V DNS d\HP

w
π⌠�W���	i}�W�@X�vM

wC��b���� [Global] �qA�∩�"�

�Cw]�O YESC

�	�ΩT
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∩� í�

realm b∩���iµ¡≈τ�ºeⁿXns��C@

���� I D �Γ�C�pApGΓ�O

bank_aAh��� joe �Q�w� joe@bank_aC

]� Tivoli Access Manager ∩������ ID

��µ@W��íA�Hb Tivol i Access

Manager ñ���	��� ID H�s��L

�Γ�Co≥�A	≤úP⌠���P����

ID iHb Tivoli Access Manager ����n²

]�pGjoe@bank_a, joe@bank_b�ñP�sbC

���

require_ssl_errorfile Y⌠��n SSL suA��	�suúO

SSLAh��
�������C

require_cert_errorfile Y⌠��n��A�����s²��S�ú

�Ah��
�������C

MϕnJ

form_login_file ⁿX���w�MϕnJ��C���iH��

⌠��ΦísbA	H URL ñ�ⁿw����

�ΦísbCY%ⁿw�∩�Ahú�∩�⌠�

��MϕnJCMϕnJiHPSw��m]w

�÷pCY%ⁿw⌠≤�mAh���m���

P�MϕC

ykGlocal path | URL [device profile list]

form_login_errorfile ⁿϕ���ºMϕ�wó��AnoeMϕ�


��C��iPnJ���PAt�ⁿX��

�nJó��º��
TºC

ykGlocal path | URL [device profile list]

form_logout_file ⁿϕ���eXnX URL �AnoeMϕn

X��C��iti����Ñq@�wg�⌠

�TºCY%gⁿwAnD�e�ß�°A�C

ykGlocal path | URL [device profile list]

form_type ⁿXMϕ MIME �e�¼AⁿwMϕ���µ

íCLu�miα�nSϕ�¼CY%ⁿw�

¼AN��� text/htmlC

ykGtype [device profile list]

form_signature_login Mϕ�WOMϕñ�ⁿú�⌠�	�CϕMϕQ

∩@nJΦk�AY��{í�¼�]t�ⁿú

ºMϕeXAª�qMϕñ����� ID MK

X�τ����¡≈C∩MϕnJ���ΦkA

Y�����ºe�%�	s�ⁿO@�⌠�A

��{í-i∩���iµ¡≈τ�CYⁿwF

�∩�AMϕñ�iΣ��WAúDt�ⁿwA

�hú��dMϕ�WC

ykGname=value
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∩� í�

form_login_url ⁿX���b�@�MϕnJ URL ñeX�w

MϕCϕMϕQ∩@nJΦk�ApG��{í

¼�@�MϕeX@�AΣ	X� URLAhª�

qMϕñ����� ID MKX�τ����¡

≈C��NAtmMϕnJ�WOt@�i��

�{í��O�weXnJMϕ�ΦkCpGJ

%tm f o r m _ l o g i n _ u r lA]%tm
form_signature_login ∩�Ah��{í���
cookie ���O�weXnJMϕC

ykGURL [device profile list]

form_logout_url ⁿX�nnX�����úX�MϕnX URLC

��{íb���@X	X� URL �nD�A

Rú����Ñq@�ΩTC

ykGURL [device profile list]

form_login_url_recovery ⁿXϕ�����MϕnJ URL �iµ�w

�A��{íO�nb�wßANs²�½s�

V��l URLCw]�O YESC

form_session_size ⁿX��MϕnJiPBnJ��j����C

��b���� [Global] �qA�∩�"��C

w]�O 10000 ����C

form_session_timeout ⁿXb��MϕnJ�A���iHO�óm�

úeXnD��í°
Cb�O��íßA��

���AnJ@�Cw]�O 20 ��C

form_ssl_security ⁿX��O�MϕnJ�w���¼CϕMϕn

J�bw���suW�A��� ID MKX�

xsb��⌠��±H	@�w��Ñq@�

IDCw]�O cookie_sessionIdC

MϕnJw��∩�G

v ssl_sessionId - SSL Ñq@� ID P ���

ID MKX�÷pC

v cookie_sessionId - @��Lk����Ax

sbÑq@� cookie ñAP��� ID MKX

÷pC

form_client_validation ⁿX���� IP �}b�����MϕnJ�

iµ¡≈τ��AO�Q�\	≤C Yw��A

bMϕnJÑq@���íN�τ����� IP

�}Cw]�O YESC

form_fieldname_userid ⁿX POST @��eX���� ID Ω��µ�

W�Cw]�O UserIDC

form_fieldname_password ⁿX POST @��eX�KXΩ��µ�W�C

�]w�M��nJM	≤KXMϕΓ�C w]

�O PasswordC

form_fieldname_newpassword ⁿXϕ����KX�	≤�APOST @��e

X�sKXΩ��µ�W�Cw]�O

NewPasswordC
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∩� í�

form_fieldname_verifynewpassword ⁿXϕ����KX�	≤�APOST @��e

X�sKXτ�Ω��µ�W�Cw]�O

VerifyNewPasswordC

form_fieldname_requestdata ⁿX�wMϕñxsnDΩT�⌠�µ�W�C

ϕeXMϕiµ�w�A��{í�qo�µ�

��nDΩTCw]�O RequestDataC

form_fieldvalue_requestdata ⁿX�wMϕñ��{íNHnDΩT�N�⌠

�µ��Cϕ�wMϕ�������A��{

í�N��½¿nDΩTCw]�O

INSERT.REQUEST.DATA.HEREC

form_fieldname_postdata ⁿXxsFwxs POST Ω���eº�wMϕ

ñ⌠�µ�W�CϕMϕweX��w�A��

{í�q�µ���wxs� POST Ω�Cw]

�O PostCacheDataC

form_fieldvalue_postdata ⁿX�wMϕñ�⌠�µ��]��{í�H

POST Ω��Nº�Cϕ�wMϕ���eX

POST nD�����A��{íHeX�

P O S T Ω��N��Cw]�O

INSERT.POST.DATA.HEREC

form_fieldvalue_url ⁿX�wMϕñ��{íNH URL �N�⌠�

µ��Cw]�O INSERT.URL.HEREC

form_fieldvalue_secure_url ⁿX�wMϕñ��{íNHw� URL �N�

⌠�µ��Cw]�O

INSERT.SECURE.URL.HEREC

form_fieldvalue_method ⁿX�wMϕñ��{íNHΦk�N�⌠�µ

��Cw]�O INSERT.METHOD.HEREC

�≤KX

form_chgpasswd_file ⁿXϕnJΦkO≥�	Mϕ�A�e����

H	≤��KX�MϕCϕ����KX��

�A�Mϕ��e�����	≤���KXC

Y%ⁿw�∩�ANú�⌡µ⌠≤KX���

dC

ykGlocal path | URL

form_chgpasswd_generic_errorfile ⁿX�e������
��A���ⁿ�ϕ�

���KXQ	≤�o �@δ�
C

ykGlocal path | URL

form_chgpasswd_oldpasswd_errorfile ⁿX�e������
��A���ⁿ�K

XKXO�
�C

ykGlocal path | URL

form_chgpasswd_newpasswd_errorfile ⁿX�e������
��A���ⁿ�sK

X%qLKX�hτ��dC

ykGlocal path | URL
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∩� í�

form_chgpasswd_verifypasswd_errorfile ⁿX�e������
��A���ⁿ�sK

X�%gL���(Tτ�C

ykGlocal path | URL

form_signature_chgpasswd ⁿX����O�weX	≤KXMϕ�Mϕ�

WCpG��{í¼�@�MϕeX@�AΣñ

]Ao��WAª�qMϕñ�����ΩT�

	≤����KXC

form_chgpasswd_submit_url ⁿXKX	≤nDeFB� URLCϕKX	≤n

DeX�� URLA��{í�HeX�ΩT�≤

s����KXCb��{í	≤����KX

ºeA�����wgL�wC��NAtmM

ϕ	≤KX�WOt@�i���{í��O�

weX	≤KXMϕ�ΦkC�∩ Tivoli Access

Manager ���n²Σ��\αC

ykGURL [device profile list]

form_chgpasswd_response_url ⁿXϕ¿\	≤KX�A�e�������

URLC���iD���KXw¿\	≤Cw]

�O/C

ykGURL

form_chgpasswd_url_recovery ⁿXb���	≤F���KXºßA��{í

O�nNs²�½s�V��l URLA�úON

s²�½s�V��� URLCw]�O YESC

w��

cookie_security_enabled ⁿXbw��suW�	� cookies O�Q�\

ñLúw��suCYw��Aw�� cookies

ú�Q�\ñLúw��suCw]�O YESC

require_ssl ⁿXs��⌠�O��nw��suCYw��

suO�n�As²��
�½s�V�w��

xC

µ@nJ

accept_sso ⁿXn��⌠��ⁿ�µ@nJO�CY���

wgL�wA��{íiHñL�wC��{í

jM�Mµ��ªΣ�µ@nJO�C��\

SSO �qH�o≤h÷≤µ@nJ�ΩTC

submit_sso ⁿXn��⌠�eX�µ@nJO�C��{í

iHeXwgL�w�����ΩT�ß�°A

�C��{íeXMµñ�C@�µ@nJO�

�ß�°A�C��\ SSO �qH�o≤h÷

≤µ@nJ�ΩTC

�e
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∩� í�

route ⁿX�V Proxy tmñ�nD�nα	����

°A�Cb�tmñADNS �Qtm�∩Mh�

⌠�W����{íC	e∩�iD��{íN

nD	e�∩���e Web °A�CY�tm

ñ�%ⁿw⌠≤	e∩�A�� Proxy ���Σ

tm�∩MWh�	enDC

ykGURL [default page]

Proxy ⁿX��nDúg�ΣNz� HTTP Proxy °A

�� URLC�pAtranscoder Proxy °A�iH

��N HTML ��α½��m�e���C�

ϕ	enD�A�∩�"A�C

ykGURL

��

user_cache_size ⁿX�wL�������ϕµñ�xs��j

����Cϕτ����¡≈¿\�A����

���xsb���ñC∩�P�����ß≥

�nDA�q����������Cb��í

LhßA�∩���n²τ�������C�

�b���� [Global] �qA�∩�"��Cw

]�O 20000C�� W E S Σ��A�≤

ibmwesas.conf ]w MaxSessionCache ��C

user_cache_timeout ⁿX�wL����xsb��ñ��°�íC

bⁿw��íßA�∩���n²τ�����

����CYτ�ó�A�����AnJ@

�Cw]�O 10 ��C�� WES Σ��A�

≤ ibmwesas.conf ]w MaxSessionAge ��C

Oⁿ

logging_flags ⁿX��{í�e��≤Θx��OⁿTº�

�C�	Xⁿw����Tº��e�Θx�C

��b���� [Global] �qA�∩�"��C

w]�O EWIC

ΘxTºX�∩�G

v E - �
Tº

v W - �iTº

v I - ��Tº

v D - ú�Tº

logging_level ⁿX��Mú�ΘxTº�1°h�C��d≥

iq 0 � 5C�¬��rϕOⁿF�h�T

ºC��b���� [Global] �qA�∩�"�

�Cw]�O 3C

CDAS Σ�

cdas_loaded ⁿX CDAS ��O�wⁿJMw�l]wC��

b���� [Global] �qA�∩�"��Cw]

�O YESC

�² B. ½≤�íwqtm��� 57



∩� í�

cdas_init_parameter ⁿX�" CDAS ����l]w��CYwqF

h½��h�h�Is CDAS �l]wτ�C�

�b���� [Global] �qA�∩�"��C

cdas_enabled ⁿXϕnJΦkO≥�BMϕB	���AO�

�Is CDAS ��C���∩�Ai∩Y�

URL �� CDASA∩ΣL���C�NAú�∩

µ@nJΣ��� CDASCw]�O YESC

cdas_tagvalue_enabled ⁿXϕ�� Tivoli Access Manager ���n²

iµ�w�AO��Is CDAS ��A�sW�

(	��������C��o�∩�A��{

í�⌡µ�wA²Is CDAS ���sW�(�

���	�Cw]�O YESC

cdas_auth_parameter ⁿX�e" CDAS ���÷p��]∩	Xtm

�ñ°A�wq���nD�C���∩�A

CDAS ��iH�	���∩
�wΦkCS�

w]�C

cdas_sso_headers ⁿXO���q CDAS �w������C@�

�(	�ú HTTP �YCYw��Ah���

�µí tagvalue_name �W�º�(	�Mµñ

�C@�W�/�t∩��ú HTTP �YCú 

� HTTP �Y��	 tagvalue_creds_headers
∩��]w�[Hµí!Cw]�O YESC

cdas_sso_mapping ⁿXO�eX∩� Tivoli Access Manager ��

� ID �ß�°A�Aiµµ@nJCpG�

�Ah��µ@nJeX�l CDAS ���

IDCw]�O YESC

���

tagvalue_creds_registry ⁿXb�wßsW"������ LDAP 	�C

o�]wiα�h�Ω�CpG%ⁿwAS�

LDAP 	��sW"������C

ykGcredential attribute name:ldap attribute name

tagvalue_creds_headers ⁿXNsW"ww�ß�°A���º HTTP �

Y������	�Co�]wiα�h�Ω

�CpGⁿwFSϕr *AN����	�W

�@� HTTP �YW�AΓ�������	�

sW" HTTP �YC��NAo�]w]A�≤

CDAS �(	�C

ykGcredential attribute name:HTTP header name
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µ@nJwq

pG���wgqL�wA��{íiHñL�wBJC��{í]i�eµ@nJ

ΩT� Web °A�H@� HTTP �Y	 cookieC��{í�i�ⁿ�
ⁿH⌠��

w°A�ºw²�w����C

UCµ@nJwqOw²wq�Ai�@ accept_sso M submit_sso ���G

v CDAS-MODULE: CDAS ��µ@nJ]� SSO �ⁿ�

v LTPA-COOKIE: WebSphere LTPA Cookie

v WEBSEAL-COOKIE: WebSEAL �ó��� Cookie

∩� í�

type ⁿXµ@nJ�¼G

v cookie - Cookie �Y

v header - HTTP �Y

v auth_header - �v�Y]� SSO eX�

v IP_address - IP �}]� SSO �ⁿ�

name ⁿX cookie �W�	]t���� SSO ΩT�

HTTP �YC�∩�Ow]� auth_header � SSO

�¼� �vABúAX IP_address � SSO �¼C

format ⁿX cookie 	�Y��µíCUCCX�¿�i�

�ⁿw��� ID b�Y	 cookie ñ��mC�∩

�úA�≤ IP_address � SSO �¼C

UCw]¿�i��µí!µ@nJΩTG

v <userid> - ���� ID

v <userdn> - ���� Tivoli Access Manager �

OW�

v <pd_cred> - ���� Tivoli Access Manager

EPAC ��]� SSO eX�

v <opaque> - ��{íLkδ��Ω�]� SSO �

ⁿ�

sso_realm b��� ID ∩M� Tivoli Access Manager �OW

�eA��µ@nJwqAⁿXs��w²�w�

��� ID �Γ�C�Γ����Oq�w²�w�

°A�A������ ID M	�O∩MWhC��

\���∩M��H≥�≤hΩTCϕeXF SSO

ΩTßA�∩�úA�C

default_user ⁿXw] Tivoli Access Manager ���]Σ��Q

���v�w���µ@nJwq��w���

��CYΣú�w²�wL���� ID �∩M�

�Ah����������⌡µ�vCpGΣú

�w²�wL���� ID �∩M��AB%ⁿw�

∩�Ah��{í�#� Tivoli Access Manager d

\n²ñ���� IDCϕeXF SSO ΩTßA�

∩�úA�C
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∩� í�

trust_basis ⁿX��{íiHH⌠w²�w�°A��≥�C

u�b��{íH⌠w²�w�°A��A��{

í"�ⁿw²�w����Cw]�O

IP_addressCϕeXF SSO ΩTßA�∩�úA

�C

H⌠≥�∩�G

v IP_address - w²�w�°A�� IP �}��

	X trust_list ]w�ñ���CYS�� trust_list

ⁿw IP �}Ahú��ⁿ⌠≤w²�w����

]���µ@nJwq�C

v basic_auth - w²�w�°A�����u�

vv�Y�iµ¡≈τ�CeX���� ID MK

X��	X trust_list ]w�ñ���C

v Proxy_auth - w²�w�°A�����uProxy

�vv�Y�iµ¡≈τ�CeX���� ID M

KX��	X trust_list ]w�ñ���C

v certificate - w²�w�°A������ß�

���iµ¡≈τ�C�� D N ��	X

trust_list ]wñ���C

trust_list ⁿXi�w²�w�°A�i���{íºi�

ⁿ��O�MµCϕeXF SSO ΩTßA�∩�ú

A�C
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�² C. wesosm ⁿO��

��²CXP wesosm ��{í�÷�ⁿOC

ⁿOyk

��²ñ�ⁿO��UCSϕr �wqⁿOykG

[ ] �O∩�� 	CΦA�][ ]���$�O�n�C

... ⁿXziH�e@� 	ⁿwh��CúDⁿOΩTt�ⁿA�hOH�µ

��jh��C

Y 	��ñ	��	kΦA�A���ΦA�ñ�yk�ⁿwh��C�

pA�∩� [–a admin]...ⁿwΓ��z�A��� –a admin1 –a admin2C

Y 	��ñ	�bΦA�ñA����ß@� 	�yk�ⁿwh��C�

pAYnⁿwΓ�D≈≤ [–h host...]A��� –h host1 host2C

| ⁿX¼0�ΩTCziH���≤½��°µ¬Σ	kΣW� 	C

{ } ¡w@�¼0� 	]pGo� 	Σñº@O�n��CY 	O∩��A

L�Qm≤A� ([ ]) ñC

úFSϕr �A���� xi��yrΘ��D�zñ�í��rΘ��D�C
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wesosm

��

�	M�@ Edge Server ��{í� Tivoli Access Manager ½≤�í

yk

wesosm {–start | –stop | –run | –file [output_file]}

[–infile input_file] [–logging [log_file] [-clean]

[–force [branch]] [–fast] [–skiperrors] [–verbose]

∩�

–clean q /ESProxy]btm� osdef.conf ñΣú���U�½≤�í�ú

����C�p����∩�A]�bRú½≤�í�A⌠≤s��

ACL ú�úúC

–fast ϕ�d Tivoli Access Manager ½≤�íM Web °A����t�í

�tº�A����iD��{í�h±�½≤W��ún±��

¼CTivoli Access Manager ½≤�¼�ⁿX½≤�í��O��	�

²C�pAYb Web °A�W�{���	≤�²²W�-�P�A

��{íú�����{H]ϕⁿwF�����C

–file ��½≤�í�z{�≤s½≤�í@�AMßε��{íCúO

≤s Tivoli Access Manager ½≤�íA�ON½≤�íΩTgJⁿw

���C

–force ϕH daemon ��½≤�í�z{íAjó��{í�l≤s½≤�í

]bÑ�U�≤sºíj��CY�ⁿwA�½≤�íñⁿX��Σ

�Q≤sCU�r i��ⁿw�ΣC

–infile ⁿXtm� osdef.conf]��≤s½≤�í���mC

–logging ⁿX½≤�í�z{íO��N½≤�íOⁿ�Θx�CYS�ⁿw

Θx�AN���w]�Θx� wesosm.logC

–run ��½≤�í�z{�≤s½≤�í@�AMßε��{íC

–skiperrors ϕ≤s½≤�í�ApGb≤s Tivoli Access Manager ½≤�í�I

��
A��{íú�ñ�CY½≤�ít��
��AoN��

�C

–start H daemon ��½≤�í�z{íCdaemon N
¡w�bO�ΘñH

osdef.conf tm�ñ�tm�íjA≤s½≤�íCoiTO½≤�í

P∩�� Web °A�W��eOPB!�C

–stop �ε½≤�í�z{í daemonC� daemon �Nª
¡qO�Θñ�

ú��ε∩½≤�í⌡µi@B≤sC

–verbose b≤s½≤�í�Aπ÷≤T)���]b½≤�íñ�	BRú

M�∩�����ΩTC
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�² D. 	N��

�ΩTOw∩ IBM bⁿΩ�ú�ºú�PA
}oX��A�bΣLΩa	a�ñA

IBM úúo�ú���ñ�ú�U�ú�BA
B	\αCn�Dbz�ba�O�i

��o�ú�PA
�A�Vϕa� IBM A
Nϕd�C��bú� IBM �ú�B

{í	A
�Aúϕ	tuα�� IBM �ú�B{í	A
Cun%I2 IBM �

�z]úvA⌠≤\α�ϕ�ú�B{í	A
úiH�N IBM �ú�B{í	A
C

úLAΣLD IBM ú�B{íB	A
bB@W��Pτ�AΣd⌠	≤���C

bo��	σ≤ñiα]t	 IBM ���ºMQ	MQ3��C������ú�

ezMQº⌠≤�vCziH���Φí�d��vA�τ�H�G

IBM Director of Licensing

IBM Corporation

North Castle Drive

Armonk, NY 10504-1785

U.S.A.

Ynd��÷G� � (DBCS) ΩT�S\v¡�yA�p�zΩa	a�� IBM �

z]úí�A	����ΦíH�G

IBM World Trade Asia Corporation

Licensing

2-31 Roppongi 3-chome, Minato-ku

Tokyo 106, Japan

UCq¿YP�Ωºk�°�Φ�AY°�úA	G IBM �Hu{¼vú���A�

úú�⌠≤�	qºO�]]A²ú¡≤i	��		XSw���O��CY

��a�bY�µ÷W�ú�\�úWzO�Ah��úL�C

�ΩTñiα���NW	��LΩW��
C]�AIBM �w��qF�N�qß�

�e
Js�ñCP�AIBM oH�∩i�/		���ñ�ú��ú��/	{íC

�ΩTñ⌠≤∩D IBM ⌠���z����AIBM ∩�⌠��úú�O�C� Web

�W�Ω�A�D� IBM ú���Ω��@í�A]��� Web �y¿ºl�A�

Q�ß
µtdC

IBM oHU�Aϕ�Φí��	�G� Q�ßú��⌠≤ΩTA�L�∩ztdC

�{íº≥�v�Y�µ�o�÷Ω�AHK��UCΩT�ió� IBMCΣUCΩT

ⁿ�OG (1) W	�	�{íPΣL{í]]A�{í�ºí≤½ΩT�Φí (2) �¼

��wµ½ºΩTΦk Y�⌠≤D�p�G

IBM Corporation

2Z4A/101

11400 Burnet Road

Austin, TX 78758

U.S.A.
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WzΩ�º�o�ΣSϕn≤AbY�ípU��IOΦo��C

IBM ≥≤�ΦºuIBM �ßX�vBuΩ�{í�vX�v	⌠≤PÑX�º°�A

ú��σ≤ñ�zº�v{íPΣ��A���vΩ�C

���ú�ºD IBM ú�ΩTAY@�ú����	A	ΣX��n�	ΣL�}�

D�oCIBM �%��Lo�ú�A]LkT{o�D IBM ú��⌡µ�αB�e

�B	⌠≤∩ú��ΣLDiO�
�L
CpGz∩D IBM ú���α�⌠≤��

A�wV�ú����	d�C

�÷ IBM %��V�⌠≤»zA�Nϕ IBM ����wA�iα≤%�²n��í

pU��	�	M�C

�ΩT]tΘ�	�µ�ºΩ�M°i�d�C�F¿iα�í�o�d�AΣ]A

��HB�qB�PMú�C�ÑW��	ΩcAZ��ⁿΩ�°���ºW��a

}�A�	4XC

	@v�vG

�ΩT]t�lyÑ�d���{íA�Hí�U�@�¡xW�{í]p�NC Q�

ßo�}oB��BPΓ	�GB���{íº@�¡x���{í{í����g

���{íº��AKO�sB�∩��Go���{íC��d��%b��íp

U
π��CG IBM úO�	qO���{íºia�BA
�	\αCziH≥

≤πoB��BPΓ	�G	X IBM ��{í��º��{íÑ��AH⌠≤í�

sB�∩��Go�d�{íA�ú�V IBM IOC

C≈��	⌠≤o�d�{í�í≈	⌠≤l u@A�pUC��vn�G

©] Q�qW��]*≈�C�{íXº@í≈Yl 
uIBM Corp. ��{ívC©

Copyright IBM Corp. _ΘJ*≈_. All rights reserved.

Yz�°�O�ΩT�ql�AΣñ�
&M
�iαú�π{C

	�

UCM�WⁿO IBM �qbⁿΩM/	ΣLΩa	a��	�	�U	�G

AIX

DB2

IBM

IBM logo

OS/390

SecureWay

Tivoli

Tivoli logo

Universal Database

WebSphere
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z/OS
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Java M��H Java �≥ª�	�M�xO Sun Microsystems, Inc. bⁿΩM/	ΣLΩ

a	a��	�	�U	�C

Microsoft M Windows O Microsoft Corporation bⁿΩM/	ΣLΩa	a��	�C

Java ���H Java �≥ª�	�P�xO Sun Microsystems, Inc. bⁿΩ�/	ΣLΩ

a	a��	�	�U	�C

UNIX O The Open Group bⁿΩ�ΣLΩa	a���U	�C

ΣL�qBú�	A
W�AiαO�T��	�	A
�xC
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Wⁿ��

G�

Jf⌠�]portal�. @�πX�⌠�Aª��	Y@��
��s�vAH�AΦíú 
q� Web Ω�Mµ]p	

�B�e	A
�A�Sw�����C

��

�}≈�]public key�. bqúw�ñAC@�Húi
���≈�C�∩�pK≈�]private key�C

¡�

D≈]host�. s��⌠⌠]�p⌠�⌠⌠	 SNA ⌠

⌠�A�iú�∩�⌠⌠ºs�I�qúCP�A°⌠�

�wAD≈iHú�∩⌠⌠��ñ�εCD≈iHO�ß

�B°A�	P���ß�M°A�C

[K]encryption�. bqúw�ñANΩ�α½¿Lk
δ��µí�{�AH�ε�o�lΩ�	�α��K{

���oΩ�C

i��]scalability�. ⌠⌠t���ÑW�s�Ω���
��q�αOC

�í�vA�{í]external authorization service�.
@��v API ⌡µ����{íAi�����{í	⌠

�S���vMª¿� Access Manager �vMª	�@í

≈C�ßiH��u�v ADKv�}oo�A
C

�²⌡�]directory schema�. iHX{b�²ñ��
�	��¼�½≤�OC	��¼�½≤�Owq	��

�ykC��e{�	���²iHe{�	�C

��

°��ovO]business entitlement�. ������
�R	�A��í�wqδ��°≤Ao�úOi�bΩ

���vnDñ�°≤C


��]response file�. @���Ao���]t@�
w²wq�D]�{íúX��¬Ai��ª�ú�@

�S@�aΘJΣñ@�C

hu proxy Nz�]multiplexing proxy agent
(MPA)�. e
h��ß�s��hDCϕ�ß���

WAP s�w�⌠��Ao�hD��S��uLus�q

T≤w]WAP�vhDC�hD��	µ@�wWD��

l°A�A�zL�WDu∩qv����ß�nDM�

�C

h½]l�w]multi-factor authentication�. @�ⁿO
@�½≤�h]POP�Ajε�����Γ�	HW��

wh��iµ�wC�pAⁿO@Ω�W�s��εiH

nD���P�HW�/KX����W�/O�qµX�

iµ�wCt��\ⁿO@�½≤�hC

r�]suffixes�. @��OW�Ai���O��⌠��
Od��²Ñhñ�����C�≤u����²s�q

T≤w]LDAP�v���∩RW⌡�A�H�r�A�

≤��²Ñh��ΣLC@���C�²°A�iH�h

�r�AC@��OⁿX��⌠��Od��²ÑhC

s��εMµ]access control list�. (1) (2) bqúw

�ñAoOPY�½≤�÷�@≈MµAo≈MµⁿXi

s�½≤���DDH�o�DD�s�vC�pAs�

�εMµNOP���÷�@≈MµAo≈Mµ�ⁿXi

s�������A�ⁿX���∩≤����s�vC

s��εs�]access control groups�. �≤s��
ε�s�CC@�s�]t�\h��¿�	�Ao�	

�ñt�\h¿��OW�Cs��εs��½≤�O�

AccessGroupC

s��ε]access control�. bqúw�ñAoOⁿT
wqút��Ω�uα�≥o�v����H�v�Φí

�[Hs��{�C

s�v]access permission�. M�"π�½≤�s�
M�vC	OAM�"	�s��O�\ivC

w� Socket h]secure sockets layer (SSL)�. iú
�qTpK�w��qT≤wCSSL i�K�ß�/°A�

��{íºí�qTD��B½∩	�yC SSL O�

Netscape Communications Corp. M RSA Data Security, Inc.

�}oC

w��z]security management�. M��M��∩½
n���{íMΩ��s��εαO��z�hC

w�⌠�]secure domain�. @�@PA
����B
t�MΩ�s�Aq��@P���B@C

�µ�U]self-registration�. oO@�Bz{�A��
�i��ª�ΘJ�n�Ω��¿�w�U� Tivoli Access

Manager ���A�ú��z���JC
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C�

pK≈�]private key�. bqúw�ñAu����"
�D�≈�C�∩��}≈�]public key�C

ñΓⁿw]role assignment�. ⁿwñΓ�����Bz
{�Ap����N�∩wq��ñΓ�½≤π�Aϕ�

s�vC

ñΓ��]role activation�. Ns�vM�"ñΓ�B

z{�C

K�

�	�n²]user registry�. ��\n²C

�	�]User�. ��LΦ�ú�ºA
�H�B��B
Bz{�B�mB{íBqT≤w	t�C

εíΩ� ID]uniform resource identifier (URI)�. �
��O⌠�⌠⌠W�m�e�ΦkC URL]εíΩ�w�

��OSϕí� URIA���O⌠��}C URI q�í

� (a) ��s�Ω�]�pAHTTPBHTTPSBFTP��≈

εB ( b ) Ω�xs�b�Swqú]�pA

www.webserver.org�AH�qúWΩ��SwW�]�

pA/products/images/serv.jpg�C

εíΩ�w��]uniform resource locator (URL)�.
@sΩr ANϕqúW	⌠⌠]⌠�⌠⌠�ñ�ΩTΩ

�Co@sΩ�r ]A (a) ��s�ΩTΩ�ºqT≤w

�YgW�AH� (b) qT≤w��MΣΩTΩ��ΩTC

�pAb⌠�⌠⌠�⌠�wqñAo�Oí≈��s�U

�ΩTΩ�ºqT≤w�YgG

httpBftpBgopherBtelnetAH� newsFUCO IBM ���

URLGhttp://www.ibm.comC

ⁿO@�½≤�í]protected object space�. ��≤
M��vA
{í��� ACL M POP �Ω�t�Ω��

Ω�½≤ϕíC

ⁿO@�½≤�h]protected object policyAPOP�.
@�w��h��¼AⁿX�Q
¿ ACL �h�dºßs

�ⁿO@Ω��B�°≤CPOP �d�]AΘ��ís�

MO@�Φ�h�C

A�]service�. �°A��⌡µ�u@CA
iHO²
Ω��e	xs��µnD]�pAQ���°A�B

HTTP °A�Bqll≤°A�M finger °A��A]i

HO≤�°�u@A�pACL°A�	Bz{�°A

�C

≈�Ω�w��]key database file�. ��\≈�⌠

]key ring�.

≈�∩]key pair�. bqúw�ñAⁿ�}≈��pK

≈�CN≈�t∩�≤[K�A�e�����}≈�N

Tº[KA¼≤Hh��pK≈�NTº�KCN≈�t

∩�≤�	�A�	����pK≈�NTºϕk[

KA¼≤Hh���}≈�NTºϕk�KAHKτ�

�	C

≈��]key file�. ��\≈�⌠]key ring�C

≈�⌠]key ring�. bqúw�ñAt��}≈�Bp
K≈�B�¬�H���M�����C

≈�]key�. bqúw�ñAMKXtΓk@����@
�	���Ai��NΩ�[K	�KC��\pK≈�

��}≈�C

E�

O@��Φ]quality of protection�. Ω�w���h
�A��wB
π�MpK�°≤��X�MwC

Q�

�h°A�]policy server�. �@÷≤ΣL°A�bw
�⌠�ñ��mΩT� Tivoli Access Manager °A�C

�hΩ�]policy data�. P�]tKXj
�hΩ�M
nJΩ�C

�h]policy�. M��ⁿ�zΩ��@�WhC

O]token�. (1) b��⌠⌠ñAqY�Ω���≥�

e�t@�Ω���v¡�	�AHϕ�����εF

�ΘCΘCC@�Ω��ú�≈��oM��O���ε

CΘCO�O@�Sw�Tº	� ¼�Aiϕ�Θ\

ivC (2) b��⌠⌠]LAN�ñAzL�ΘCΘAq@�

�m�e�t@��m�� ��CϕO�w�[Ω�

�AO�N	¿TC

tm½≤]container object�. N½≤�í��¿ú

P\α���c!ⁿwC

tm]configuration�. (1) ��Mµ¼s�ΩTBzt

�ºnwΘ�ΦíC (2) �¿t�Blt�	⌠⌠��mM

{íC

Q@�

�@]action�. s��εMµ]ACL�\iv	�C

≥��w]basic authentication�. �wΦkº@A�n
���ΘJ������W��KXßA"�Pw�uW

Ω��s�v¡C

68 IBM Tivoli Access Manager Plug-in for Edge Server: ��ΓU



⌡µ��]run time�. ⌡µqú{í��íC⌡µ��
⌠�O@�⌡µ⌠�C

KX]cipher�. [K�Ω�OLk¬��AúD�≈�

Nªα½¿�Ω�]�K�C

M	v����A�]privilege attribute certificate
service�. (1) b Tivoli Access Manager ñAM�v	

���A
O��Hib�σr⌠�ñ�Θ�µíA∩

Tivoli Access Manager ��iµsX	�XCµíO ASN1

� MIME sX��XCA
O��b Tivoli Access

Manager �v APIC (2) NHw²Mw�µíϕ� PAC

α½¿ Access Manager ��]	�º���v API ⌡µ

���ß���{íCo�A
]iH��]�	tm

Access Manager ��AH�Θ"w�⌠��ΣL¿�C�

ßiH��u�v ADKv�}oo�A
C (3) t��\

M�v	���C (4) Michelle, this term has two

definitions, which one do you think should be used?

M	v����]privilege attribute certificate�. í�
b�íwq� Tivoli Access Manager w�⌠��Ω�tm

�Aªt�DΘ��w��vAH�αOC

	n{í]daemon�. ��⌡µ��A
�
�⌡µ{

íC���n{í�
��oAH⌡µΣ@�FΣL�n

{íhOw�⌡µC


X]junction�. e� WebSEAL °A�Pß� Web �

�{í°A�ºí� HTTP 	 HTTPS suC�X�H�

ΦΦíNß�°A�� Web �íP WebSEAL °A��

Web �í�XA²zαH@PΦí�°π� Web ½≤�

íC�Xi² WebSEAL Nϕß�°A�ú�O@A
C

WebSEAL bzL�XNΩ����nD�	"ß�°A�

ºeA�∩$�nD⌡µ�w��v�dC�XP�]e

\�ß�Pw�X�ß���{íºí�U�µ@nJ�

MΦ�C

�vA���{í]authorization service plug-in�. @
�i�AⁿJ�{íw]DLL 	@�{íw�Ai�

Access Manager �v API ⌡µ���ß�b�l]w�ⁿ

JAH⌡µbu�v APIv��(A
���@�C�ei

��A
��]Au�zvBu�í�vvBu���

∩vBu�ovOvH� PAC �@��C�ßiH��

u�v ADKv�}oo�A
C

�v]authorization�. (1) bqúw�ñAⁿ�P��

�Pqút�qT	��qút��vQC (2) �P���

∩½≤BΩ�	\α�
π	�¡s�v�{�C

�α]migration�. w�s��	s���{íAH�N
�¡���	��C

\iv]permission�. s�ⁿO@�½≤]p��	�
²��αOC½≤\iv��X�NqO�s��εMµ

�wqC

q	hD��]common gateway interface (CGI)�. @
�b Web °A�W⌡µ�qú{íAª���uq�hD

��]CGI�vA�⌡µq�úO� Web °A�⌡µ�@

�]�pAΩ�ws��ϕµBz�C CGI Script O@�

H Scripting yÑ]p Perl��g� CGI {íC

s�]bind�. N�OrP{íñ�t@�½≤�÷pF
�pAN�OrPY��B�}	t@��Or÷pA	

�N(í���PΩ�����÷pC

su]connection�. (1) bΩ�qTñAⁿ\αµ º

í��	�÷pAH�≤�	ΩTC (2) b TCP/IP ñA

ⁿú�ia�Ω��y	eA
�Γ�qT≤w��{í

ºí�⌠�Cb⌠�⌠⌠ñAsu�qY�t�� TCP �

�{í�(�t@�t�W� TCP ��{íC (3) bt�

qTñAⁿibΓ�t�í	t�M�mí�eΩ��u

⌠C

QG�

	¬�H�	�]trusted root�. buw� Socket h

]SSL�vA�}≈�M���zñ�]CA��÷p�O

W�C

µ@nJ]single signon (SSO)�. ⁿ���α≈nJ

@�A�Bis�h���{íAú��OanJ"C@

���{íCt��\s�nJC

Lnw�]silent installation�. @�w�ΦíAªú�
�eTº�D�xA�ONTºM�
xsbΘx�ñC

��A
�w�iH������ΘJΩ�Ct��\�

��C

n²]registry�. (1) �@�\�Pw�⌠�����M

s�ºbßΩT�Ω�xsBC (2) t�t�tmΩT�Ω

�wAo�ΩTP���BwΘMww��{íM��{

í�÷C

Ω�D≈]virtual hosting�. e\ Web °A�Qϕ@

⌠�⌠⌠W�h�D≈�αOC

WσrαeqT≤w]hypertext transfer protocol
(HTTP)�. b⌠�⌠⌠qT≤w�ñAⁿ��αeMπ
W�σσ≤�qT≤wC

iÑ�w]step-up authentication�. @�ⁿO@�½

≤�h]POP�Aª��αww²tm��wh�A��

	Ω�W�]w��h�⌡µSw��wh�CiÑ�w

POP ÷Mú�jε�����h��wh��iµ�wA

Hs�⌠≤�w�Ω�A²O�n���bPO@Ω��

�h���h�@�¬�h�ñiµ�wC

Wⁿ�� 69



QT�

�e∩��]transport selector (TSEL)�. P TCP/IP

ñ�≡��ϕ� Open Systems Interconnection]OSI�Cτ

�� TSEL �XC

Ω�½≤]resource object�. Nϕu(�⌠⌠Ω�Ap
A
B���{íC

≤BzqT]interprocess communication (IPC)�. i
²{íP�Bz\h���nD�ΦkA�k��	��

zP�b@�t�ñ⌡µ��O{í{�C

≤⌠�∩M[c]cross domain mapping framework
(CDMF)�. @�{í]p��Ai²{í}o�
qp≤
∩M����¡≈AH�ϕ�� WebSEAL e-Community

SSO \α�Ap≤Bz���	�C

≤⌠��wA�]cross domain authentication service
(CDAS)�. @�ú�@�{íw≈ε� WebSEAL A
A

o�≈εi²zNw] WebSEAL �w≈ε½¿@�i�

� Tivoli Access Manager ¡≈� WebSEAL �
q{�C

t��\ WebSealC

Q��

�z°A�]management server�. w@oC��\�
h°A�C

�zA�]administration service�. @��v API ⌡

µ����{íAi��∩ Access Manager Ω��z{í

⌡µ�znDC�zA
N���
 pdadmin ⁿO���

nDAH⌡µpU�@�GCⁿO@�½≤≡¼�cñ

¡
IU�½≤C�ßiH��u�v ADKv�}oo�

A
C

⌠�W�]domain name�. b⌠�⌠⌠qT≤w�ñA
ⁿD≈t�W�C⌠�W�O�@�lW�����¿A

�BH�jr j}C�pApGD≈t��
π⌠�W

�O ralvm7.vnet.ibm.comAhUCC@�úO⌠�W�G

v ralvm7.vnet.ibm.com

v vnet.ibm.com

v ibm.com

⌠�]domain�. (1) qú⌠⌠ñtd�εΩ�BzΩ�

�í�C (2) ��\⌠�W�]domain name�C

⌠⌠¼�w]network-based authentication�. @�ⁿ
O@�½≤�h]POP�A���	����⌠�⌠⌠q

T≤w]IP��}��ε½≤s�Ct��\ⁿO@�½

≤�hC

⌠�⌠⌠qH≤w�]Internet suite of protocols�. @
��F⌠�⌠⌠���}o�qT≤wA�zL Internet

Engineering Task Force]IETF�oG�u��nD

]RFC�vC

⌠�⌠⌠qH≤w]Internet protocol (IP)�. b⌠�⌠
⌠qH≤w�ñAⁿ@�L�su�qT≤wAizL⌠

⌠	µ¼s��⌠⌠�	eΩ�A�Bi@��¬qT≤

whPΩΘ⌠⌠ºí�C�C

⌡�]schema�. HΩ�wqyÑϕ�»zíAH
π
í�Ω�w��cC

����²s�qT≤w]lightweight directory access
protocol (LDAP)�. @�}±íqT≤wA(a) ��

TCP/IP �ú�∩Σ� X.500 �íº�²�s� (b) ú�

π�≤�°� X.500 �²s�qT≤w]DAP���n�

Ω�C�� LDAP]τ�����²���{í����{

íiH���²�@�q��Ω�xswH���H�	

A
��÷ΩTA�pqll≤�}B�}≈�	A
S

w�tm��CLDAP �²Ob RFC 1777 ñⁿw�C

LDAP � 3 �Ob RFC 2251 ñⁿwA� IETF -b�

≥BzΣL���\αCb RFC 2256 ñiHΣ�Y��

IETF wq� LDAP ��⌡�C

���≤Ot��w] l i gh twe ight th i rd par ty
authentication (LTPA)�. @��w[cAe\≤L@�
¿b⌠�⌠⌠⌠��� Web °A�iµµ@nJC

�e�]routing file�. @�t�ⁿO� ASCII �Ao

�ⁿOY���εTº�tmC

Q¡�

s�nJ]global signon (GSO)�. u��µ@nJ�
MΦ�Ai²���ú��N���W�MKX�ß�

Web ��{í°A�Cs�nJi²���s�L≥v

���pΓΩ� — zLµ@nJC GSO Yw∩�ºΦB

��íBΓ⌠���hít�M��{í��¿ºj¼°

��]pA��°�����zh����W�MKXº

�Ct��\µ@nJC

����]digital signature�. bql	
ñA�[�

Ω�µ��Ω�A	Ω�µ��[Kα½Ai²Ω�µ�

�¼≤Hτ�µ����M
π�A�Bδ�iα��y

Ω�C

	�]replica�. t�t@�°A���²���°A

�C����≈°A�AHK[j�α	Yu���íA

�TwΩ��
π�C

ⁿ�]polling�. bΣñ�XΩ�nD�WDs�Φk

]CAM�CbDn/q	Ω
d�ñADn�m�ⁿyd

�C@�q	�mAO�π�⌠≤n�Θ�Ω�CpGq

70 IBM Tivoli Access Manager Plug-in for Edge Server: ��ΓU



	�m�¬�AN�\�m�Θª�Ω�CpGq	�m

�¬S�AhDn�mN≈}A�ⁿ�U@�q	�mC

o�Bz{���≥�½�C∩≤ Tivoli Access ManagerA

ziHtm WebSEAL °A�AHw�ⁿ�Dn�v]�

h�Ω�wA��o≤sΩ�C

Q��

���zñ ]certificate authority (CA�). bql	

ñAⁿtdoX�����C���zñ���w��

����¡≈H����Q�v���A
BoXs��

�B≤s{����AH�NúAQ�v�������

����[H�°C

��]certificate�. bqúw�ñAⁿ@���σ≤Ai
N�}≈�s��������¡≈A]�i∩����

�iµ�wC��O����zñ��oXC

QC�

�ovOA�]entitlements service�. @��v API

⌡µ����{íAi��qDΘ	@�°≤��í��

���ovOC�ovOq�O��{íS��Ω�AN

�Ω��z{íHY�Φí�[H��A	sW"DΘ�

��AHKb�v{�ñi@B���C�ßiH��

u�v ADKv�}oo�A
C

�ovO]entitlement�. t��í!w��hΩT�Ω
��cC�ovOt��hΩ�A	HSw��{íiH

A��Φí�[Hµí!�αOC

��αeqT≤w]file transfer protocol (FTP)�. b
⌠�⌠⌠qT≤w�ñAⁿQ�u�Θ�εqT≤w

]TCP�vM Telnet ÑA
b≈�	D≈ºíαejqΩ

�����{íh�qT≤wC

QE�

�OW�]distinguished nameADN�. i�@�O�
²ñº���W�C�OW�O�	�:�t∩��¿Ao

�t∩OHrI�jC

��	∩A�]credentials modification service�. @
��v API ⌡µ����{íAi���∩ Access

Manager ��C��ßb�í}o����∩A
�¡≤⌡

µq��	�MµsW��ú�@�AH��¡≤$�Q

°�i≤∩�	�C

��]credentials�. b�w�í��oAí����B
⌠≤�s�÷p�ΣLw��÷�¡≈	����ΩTC

��i��w�a⌡µ\hA
A�p�vBf�Me

⌠C

GQ@�

��Mµ]attribute list�. b Tivoli Access Manager

ñAt��(ΩT�w	�MµAo�ΩTY���X�

vMªC	�MµO�@� keyword = value t∩�c¿C

GQG�

�w]authentication�. (1) bqúw�ñAⁿτ���

��¡≈	���s�½≤�ΩµC (2) bqúw�ñAⁿ

τ�Tº�%≤∩	l�C (3) bqúw�ñAⁿ��τ�

ΩTt�	ⁿO@Ω�º����{�Ct��\h½]

l�wB⌠⌠¼�wAH�iÑ�wC

A

ACL. ��\s��εMµC

B

BA. ��\≥��wC

blade. ú���{íS��A
� ≤� ≤C

C

CA. ��\���zñ�C

CDAS. ��\≤⌠��wA
C

CDMF. ��\≤⌠�∩M[cC

CGI. ��\q�hD��C

cookie. °A�xsb�ß�≈�A�bß≥�Ñq@�
�ís��ΩTCcookie e\°A�Oϕ÷≤�ß��Sw

ΩTC

D

DN. ��\�OW�]distinguished name�C

E

EAS. ��\�í�vA
{íC

G

GSO. ��\s�nJC

Wⁿ�� 71



H

HTTP. ��\WσrαeqT≤wC

I

IP. ��\⌠�⌠⌠qH≤w]Internet Protocol�C

IPC. ��\≤BzqTC

L

LDAP. ��\ ����²s�qT≤w]Lightweight

Directory Access Protocol�C

LTPA. ��\ ���≤Ot	�wC

M

meta Ω�]metadata�. í�wxsΩ�º�Φ�Ω

�C

P

PAC. ��\M�v	���C

POP. ��\ⁿO@�½≤�h]protected object

policy�C

R

RSA [K]RSA encryption�. �≤[KM�w��}
≈�[Kkt�C�t�Ob 1977 *� Ron RivestBAdi

Shamir M Leonard Adleman �o�Ct��w�O�	∩

ΓjΦ���n���]�°
�wC

S

SSL. ��\w� Socket h]Secure Sockets Layer�C

SSO. ��\µ@nJC

T

TSEL. ��\�e∩��]transport selector�C

U

URI. ��\εíΩ� IDC

URL. ��\εíΩ�w��C

W

WebSEAL. @� Tivoli Access Manager bladeC

WebSEAL O@�¬�αBh½⌡µⁿ� Web °A�Aª

�Nw��hM�"ⁿO@�½≤�íCWebSEAL iú�

µ@nJ�MΦ�ANß� Web ��{íΩ�
JΣw�

�h�C

WPM. ��\Web Portal ManagerC

Sϕr!

Tivoli Access Manager for Business Integration. @
� Tivoli Access Manager bladeAª�ú�sx�w�A


� IBM MQSeriesCª��( MQSeries ⌠�AHΣ�≤ε

C��∩�w��C

Tivoli Access Manager for Operating Systems. @

� Tivoli Access Manager bladeAª�ú�w�#��

Tivoli Identity Director ú�Co�w�#��I��n�

v�d�@�t�IsAp��s�C

Web Portal Manager]WPM�. ���zw�⌠�ñº
Tivoli Access Manager Base � WebSEAL w��h� Web

¼
í��{íCo� GUI iN� pdadmin ⁿOµ�
�A²���z�α≈s�A�B²�z�α≈�	e⌠

����⌠�AH�ⁿwe⌠�z��o�⌠�C

72 IBM Tivoli Access Manager Plug-in for Edge Server: ��ΓU



��

#��HñσrA
σrA�S

ϕ	�º���CC

e��f
	� Edge Server ��{í 7

�V proxy s��ε 2

ΓU

�� vi

q� vi

uW vi

Θx� 14

e¡�f
X��

�� vi

q� vi

uW vi

��X�� vi

d{íw 38

e��f
rΘD� xi

w�[j\α

�� proxy 2

⌠⌠�ú� 2

w� Edge Server ��{í

	� Edge Server ��{í

��
 	� Edge Server ��{í

b AIX 5

b Linux 5

b Solaris 6

b Windows 6

tm Edge Server ��{í

��
 tm Edge Server ��{í

eC�f
°A�wq 51

°A�tm�¼ 21

�� proxy 2

t��D 1

eK�f
���bß, �z 9

���∩Mtm� 14

����wΩ� 35

≤Uuπ xi

½≤�í

½≤�ítm�¼ 24

�	 9

��� Proxy �	 10

�ΣL Web °A��	 10

½≤�íwqtm� 12

eE�f
�ßΣ�ñ� xi

�÷X�� viii

q�X�� x

eQ�f
�y

�� vi

q� vi

uW vi

tm

J� 26

A� 21

tm Edge Server ��{í 6

tm�

���∩Mtm� (usermap.conf) 14

½≤�íwqtm� (osdef.conf) 12

≥�tm� (ibmwesas.conf) 12

eQ@�f
≥�tm� 12

�v��� 22

����ε Edge Server ��{í 11

�ú Edge Server ��{í 45

íp Edge Server ��{í 27

eQG�f
µ@nJwq 59

µ@nJtm�¼ 25

�V Proxy s��ε 4

eQT�f
�úw� Edge Server ��{í

��
 �ú Edge Server ��{í

≤⌠��wA


��
 CDAS

qll≤p� x

eQ��f
Ω@ Edge Server ��{í 27

�z Edge Server ��{í 9

⌠⌠�ú� 2

�D

t� 1

eQ¡�f
���t∩tm�¼ 18

d�

�ete 27

Θx� 14

tm⌠� 28

]p⌠� 27

µ@nJ 27

CDAS Ω
 37

uWX�� x

eQE�f
÷≤X���Nú x

C
CDAS

d{íw 38

�m 33

��M��{íτ� 40

tm 37

tm Edge Server ��{í���

CDAS 37

{í]p 34

���ß�¡≈ 36

ⁿJ 39

s� 36

�w�¼ 31

�ú��w�¼ 32

µ@�w�¼ 31

API ��τ��� 40

CDAS Ω
 37

© Copyright IBM Corp. 2001, 2002 73



CDAS (�≥)

CDAS d� 37

I
ibmwesas.conf 12

O
osdef.conf 12

P
proxy s��ε 2

�V 2

�V 4

T
Tivoli �ßΣ�ñ� xi

Tivoli ΩTñ� x

U
usermap.conf 14

W
WebSEAL Fail Over cookie ��]w 49

wesosm

ⁿOyk 61

A� 62

wslstartwte 11

wslstopwte 11

X
xauthn_authenticate() 41

xauthn_change_password() 42

xauthn_initialize() 43

xauthn_shutdown() 44

74 IBM Tivoli Access Manager Plug-in for Edge Server: ��ΓU









���

Printed in Australia

SC40-1168-00


