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Single Sign-om £ 'HM

® Fewer password prompts, fewer passwords in general
* Happy users!
* Helpdesk and administrators have less work.

Ll

® Good security




Login OnNece per session
User name,

Password
-GH

"

Lotus Notes/Domino

.‘i.otus. Quickr.

A logged-in user accesses the SSO environment
without repeating login steps.

ad



Lightwerght i Party: Authentication (L TFPA)

® LTPA is one of IBM's SSO solutions

LI software ST software |

® Open architecture for interoperability with other SSO

* IBM Lotus Domino®, IBM WebSphere Applicaton Server® and
IBM Tivoli Access Manager® allow integration of other SSO

applications.

* IBM continues to improve LTPA integration with Windows
desktop and Kerberos security.




ETPA encoded token represents a logagedin
User

https://dogear.tap.renovations.com/atom/tag=coolStuff&email=ctaylor@renovations.com

emartin wayAwesomePassword

Lotus. Connections

tap.renovations.com

WebSphere NIM

User provides login name and password.
Server looks up the user in the directory and verifies password.




ETPA encoded token represents a logagedin

USEY

https://dogear.tap.renovations.com/atom/tag=coolStuff&email=ctaylor@renovations.com

Browser

Connections content

cookie:
LtpaToken
value:

Lotus. Connections

<encoded> tap.renovations.com

domain:

renovations.com WE-IJEIJhErE H:"II!E";

Server creates and returns an LTPA token containing user's name.




\VValidl L TPA tokenl ldentifies, user te various I1BM
SERVers

1S

-

Browser

LtpaToken

One SSO server creates the token. Lotus. Sametime.

Others servers validate the token using shared cryptographic keys.
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Portal EL A, 5‘*:&

user interface...

a Ul framework for integrating "other"

applications, content and processes.

includes additional infrastructure like
search, single sign-on, directory
management, etc.

Microsoft _|nternet Exglorer
esd

S —]

Portlet 2

Portlet 4

Portlet
1

Portlet 5

T2

..and Integration

Application
I )
Integration

A
Team ’
Collaboration
O, ‘




Portal s @ = (Security)

Authentication — Portal relieson WAS for authentication

WAS supports LDAP, WMM or Custom registry for user
authentication

WAS provides authentication exits in TAI

Authorization —Portal uses PAC (Portal Access Control)

Roles Based (role = roletype@resource; eg.
Editor@MyNews); Roles are assigned to principals (user
Or user groups)

Portal provides ability to externalize security to Siteminder
and Tivoli

Default SSO implementation uses L TPA



mailto:roletype@resource
mailto:Editor@MyNews

Portal . © b = (Security)

WMM —WebSphere Member Manager —used in user
and group lookups

Provides an abstraction to underlying user store (can be
LDAP, DB or LDAP+DB)

Portal provides Credential Vault to map user identities
within Portal, hence providing backend SSO capabilities

Credential Vault is implemented as a Portlet Service
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WebSphere =
Application WAS Anthent.
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Portal Single Sign-0n Realims

john.doe
DoeJ

Web-
Application 1

john.doe john.doe

Sf\?John Doe

Portlet John

Portlet
Portlet

Authentication Portal-
Proxy Server

PN:1234567
john.doe

Web-
Application 2
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L TRPA Single Sign-0On

n\ f a 1 q = ~n ' ~ : V-
VErsion 1: WenSpnere
Step 1: User authenticates
Application Server
Web
Application
allithenticate
: Portal
Client S

E' SENCIERPA COOKIE erver

Domino Server
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Version L WenSphere
Step 2: LTPA token is accepted by applications
Application Server
Web
Application
: Portal
Client
Server
Domino Server

g LT PA teken contains
enchypied Userrlin;




Version| 2: Authentication: Proxy: SSO (via TAl)

Step 1: User authenticates at the proxy

Application Server

Web
Application

althenticate;

Authentication Portal
- Proxy Server

EStaAlISISECULY

SESSION

Client

Other
Application




Version| 2: Authentication: Proxy: SSO (via TAl)

Step 2: Proxy tokens are accepted by applications

Client

' Application Server

Web
Application

Authentication
Proxy

Aust

(€10} a shiared SECret)

Portal
Server

Other
Application
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® Supported out-of-the-box by Tivoli Access Manager

 WebSEAL supports SPNEGO to ask for AD/Kerberos Ticket
In an HTTP Header

* Requires SPNEGO enabled browser (e.g. MS IE)
® Not supported out-of-the-box by WAS/Portal standalone
* But well known how to do so via ISSW services

« SPNEGO TAI++ implementation already built by ISSW
4 Not all the building blocks are officially supported

® SmartCard authentication supported by Tivoli Access Manager
or via Windows SSO ...




WP tor Backend SSO:
The Portall Credential \Vault

john.doe
DoeJ

Web-
Application 1

john.doe john.doe

Sf\?John Doe

Portlet John

Portlet
Portlet

Authentication Portal-
Proxy Server

PN:1234567
john.doe

Web-
Application 2




Portal tor Backend SSO: WP Credentral Vauli

Portlet || Portlet || Portlet
+ Credential Portlet Service

\/

A vault adapter interface to
integrate vault
implementations like the
Tivoli Access Manager
Global Sign-On Lockbox

TAM GSO
Lockbox




CredentialfVault: Internal ©rg

Vault Service

User-managed segment (U}

WVault implementations
WebSphere Portal vault

Slot Liae

S
5

segment (A1)

-

Slot Alae
Slot Albe

-
-5

Slot Alce

Administrator-managed
segment (AZ)

-

Other vault implementation

-

Slot Adas
Slot AZbe

-5 @

Slot Adce

-

« [O)




Using Active Credentiiall ©hbjects

- 5. Send Business Request _

3. Get Connection

Portal
Engine

4. Authenticate

1. Retrieve
Credential

N 00000000 A
- 2. Retrieve Secret l

Vault Store
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® Greatly improved Security Configuration
® SPNEGO support (Windows® Desktop SSO)
® Reuse Group information from WebSphere

® Replace WMM with VMM

® Remember Me Cookie Support




WebSphere Portal 6.1 5= {575 e

® Greatly improved Security Configuration

* Less steps involved in frequent tasks like switching to LDAP
(no disable/enable security required anymore)

« Easier to use SSL and Key Management
* Predefined Security profiles for WSRP

* Easy to Setup and Use Federated User Repositories

® SPNEGO support (Windows® Desktop SSO)
® Reuse Group information from WebSphere

® Replace WMM with VMM

® Remember Me Cookie Support
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@® Introducing a new more flexible configuration path
® No need to disable security anymore

@® Reduction of execution time

 General task execution time between 10 and 20
minutes




. Allocate target data sets.
2. Define variables
3. Ganerate customization jobs.

. Allocate target data sets. . Allocate target data sets.
2. Define variables 2. Define variables
3. Generata custom|zation jobs. 1. Ganerate custom|zation jobs.

. Allocate target data sets,

2. Defi
anerate CTRL Y Click fo select

3. Generate

. Allocate target data sets,
2. Define variablas.
3. Generate customization jobs.

. Allocate target data sets,
2. Define variables.
3. Generate customization jobs.
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® Enabling and configuring federated repository security, e.g. user registry class name
* wp-modify-federated-security

@ Configuring federated repositories

* VMM Federated LDAP — creating/updating the LDAP configuration in VMM
v wp-create-ldap
v' wp-update-federated-ldap

VMM Federated DB - creating/updating the DB configuration in VMM
v wp-create-db
V" wp-update-db

* VMM Federated CUR — creating/updating the VMM user registry configuration
V' wp-create-cur
v wp-update-federated-cur

* VMM Delete federated repository
v wp-delete-repository

@ Configuring stand-alone security
* VMM Stand-alone LDAP configuration
v' wp-modify-ldap-security
v wp-update-standalone-ldap
* VMM Stand-alone CUR configuration
v wp-modify-cur-security
v wp-update-standalone-cur
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@ Configuring a lookaside or property extension repository
* wp-configure-la-complete
* wp-add-la-property

@ Configuring VMM realms
* wp-create-realm
* wp-update-realm
* wp-delete-realm
* wp-default-realm
* wp-add-realm-baseentry
* wp-delete-realm-baseentry
* wp-query-realm-baseentry
* wp-modify-realm-defaultparents

@ Configuring VMM repository base entries
* wp-create-base-entry
* wp-update-base-entry
* wp-delete-base-entry

@ Changing the adminitrative users
* wp-change-was-admin-user
* wp-change-portal-admin-user




What diorwe have ©OlB

® WebSphere Portal does use a File as User Registry

« Easy simple repository for POC and Development
environment

® WebSphere Application Security is enabled

* Asin 6.0 WebSphere Portal bases on this environment setup
 We use Federated as OOTB UserRegistry of WAS
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® Greatly improved Security Configuration

® SPNEGO support (Windows® Desktop SSO)

« Automatically authenticate the user if logged into his desktop

® Reuse Group information from WebSphere

® Replace WMM with VMM

® Remember Me Cookie Support
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® Greatly improved Security Configuration
® SPNEGO support (Windows® Desktop SSO)

® Reuse Group information from WebSphere

» Better integration in WebSphere Security infrastructure

* Membership of a User can be driven by security infrastructure

® Replace WMM with VMM

® Remember Me Cookie Support




Reuse Group Infermation from \WehSphere

@ Better integration in WebSphere Security infrastructure

 WebSphere TAI++ enables you to establish trust
w/o verification

* With WebSphere Portal 6.1

® Membership of a User can be driven by security
Infrastructure




Reuse Group Infermation from WWebhSphere

’ AuthenticationProxy _’*

(WebSeal, Siteminder)

Get information
about current User

ANd2as SYM

Jm
&

Retrieve additional
attributes and other users/groups
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® Greatly improved Security Configuration
® SPNEGO support (Windows® Desktop SSO)
® Reuse Group information from WebSphere

® Replace WMM with VMM

* Reusing new WebSphere Infrastructure for Users and Groups

 Puma will be continued

® Remember Me Cookie Support




ViVIM IRtegration i WE V6. 1

WAS

Federated [|WAS LDAP -

|
T

Portal




Virtual VMiemiber Manager
® Integrated in WebSphere Application Server V6.1

® Replaces the WebSphere Member Manager (WMM) that came
with WebSphere Portal prior to release V6.1

® VMM User Registry (UR) adapter acts as the integration point
between WAS security and VMM

ccomibmws.wmregistry. WMJser Regi stry

® Out of the box VMM adapters for
* File-based repository
* LDAP repository
« Database repository




Puklic available Custom; Adapter

®Public API for Custom Adapter

 For Portal still possible to provide VMM adapter and
CUR adapter

®VMM API is based on Service Data Objects (SDO)

@ Config tasks available
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® Greatly improved Security Configuration
® SPNEGO support (Windows® Desktop SSO)
® Reuse Group information from WebSphere
® Replace WMM with VMM

® Remember Me Cookie Support

» User can select the website to remember them for delivering

personalized content without login

 Also provides step-up Authentication Framework for customer

authentication levels
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wpsadmin

StepUp and RememberMe

'H"****'H*

3 Remambear me on this computer

Mot registerad? Sign up

Persistent cookie allows portal to recognize user without I¢

v' - Portal can show a personalized welcome page [1e0e |
If cookie is present, portal treats the user as but not yet

v User can only see resources available for the anonymous user
Access to protected resources requires the user to authenticate.

Enables you to enforce another authentication level for specific
pages and/or portlets

Framework to

v E.g. enforce SSL for specific servcies, or client cite certificates,...
Available for Pages and Portlets

Required authentication strength can be managed using the
Resource Permission Portlet



No authentication level

Remember me level assignd
websphere P00

lHEHH Welcome MyBookmarks

SUA Authentication Level Informatien

@ Ferhaps you have authenticated againstthis Portal . itwas not necessarny though.




Harme

Remember Me Cookie Portlet

g the Porl RememberMeCookieService, t

Remember Me enabled:

Remember Me Cookie set:

User ID

Remember Me Cookie revocation URL

omputer

PumaHome and the PumaProfile,

EBookmarks




wps/portal/mybookmarks wps/myportal/mybookmarks

e o] Portal (o] Portal | Applications | Search Center

Home Welcome MyBookmarks Home LG MyBookmarks Feeds

SUA Authentication Level Information SUA Authentication Level Information

“fou have atleast provided a valid Remember Me Cookie to authenticate against this Portal. ‘You have at least provided a valid Remember Me Cookie to authenticate against this Portal.

Remember Me Cookie Portlet Remember Me Cookie Portlet

Using the Portlet Serice RememberMeCookieService, the following inforrmation has been retrieved: Using the Portlet Service RememberMeCookieService, the fallowing information has heen retrieved:

Remember Me enabled: true Remember Me enabled: true

Remember Me Cookie set: true Remember Me Cookie set: true

User ID: uid=stefan, o=defaultii MFileBase dRealm User ID uid=stefan,o=defaultiviMFileBasedRealm

Remember Me Cookie revocation URL: Awpsfoortaliutpic504_SB8KaxLLMIMS SzPyExBzea_g9.. Remember Me Cookie revocation URL: fwpelrmypartallutipic 504 _SE2KE:LLMEMI SzPyBxEza0._.
Revoke the Remember Me Cookie. Revoke the Remember Me Cookie.

Using the Partlet Service PumaHome and the PumaProfile, same user attributes have been obtained: e nulielhtisiSE s Bumabmelapd e BumabiatkEamElussiaiiibulesiiavebee bz ned

cn: Stefan Schmitt cn: Stefan Schmitt
. uid: stefan
uid: stefan

Bookmarks EBookmarks

. = YWehsphere Partal Security Home
* Portal Security Zong f y
- = Partal Security Zone
* Resource Permission
= Resource Permission




Custom Level Sam

o) Partal | Applications | Search Center

Home Welcome MyBookmarks Feeds

SUA Authentication Level Informatien

You have at least provided avalid Rememhber Me Cookie to authenticate againstthis Portal.

[ [P R SR RS | ......... |

Ports Dusatssnmirs Partiat

Remember Me Cookie Portlet

Llzing the Portlet Service RememberMeCookieService, the following inf

Remember Me enabled: true
Remember Me Cookie set: true
User ID: vid=stefan, o=defaultibFileB

Remember Me Cookie revocation URL: fwpsfmyportal/lutpic5i04_SBE
Revoke the Remember e Ce-"__

Level Authentication Challenge

uid: stefan

BooKkmarks

* Wighsphere Portal Security Horme

* Resource Permis

Requested Content

ple

Custom Level

A L Mgt B e by o L

mmﬂ \ Applivations | Searh Center | Questionnaire

Stefat

Home | weicome | myBookmarks T3

|IBM Press Releases

IBM Redbooks

IBM Press Releases
IBM Redbooks
Implementing an [EM/Brocade SAN with & Ghps Directars and Switches 1B Delivers the Next Wave of Busingss Social Networking: 1BM Lotus Connections & 18M
Mittwoch, " Juni 2008 150000 Allas

Dienstag, 10.Juni 2008 14:00:00
Enterprise Mutiplatiorm Auditing 1BM taday announc ed the nextwave of sotial netwarking toals for business. Latus Connections 2.0 and [Bh
Dienstag, 10. Juni 2008 15:00.00 Mlas for Lotus Connections feature & mix of new capabilities that blend 1BM's experfise in business software

with the Ve 2.0 capabilities popularin consumer social networking Web sites.

R
IBM Systern 210 Enterprise Class Technical Guide £ Exmallhis page of Sav 0 elicous & Dl

Dienstag, 10. Juni 2008 15:00:00
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