IBM 2% 24 % 7% & %

3 IBM A7 B2 L2 5% & IBM iz s —'é’::):j‘%%lt":i&-:?:%.}i‘i;}ﬁﬁ—'%@/}?}u’fig
SHE 0 R 253 R g VR AT

(<) e5% 294
I %233 REH
1.1 78 & “%‘2?‘ [ SRR s s N P T L
ﬂ?)%‘)i -3 4 & HIPAA - 2 5 5 8% &
s IE4F ALY
1.2 23
1.3

2%
fEss %%’* SRR R

3
p
%
®
=

1> By RERE > NITL G FhipLEA
%Vi]m'?—%f’ta‘\i%?"i’m,%{"‘ %%74‘:,1#‘@# ’éﬁié%‘:i’ﬁ,
R RF RN TR AFT Y
koM A LR B 0 U2 FREHFABIRERERN > v

“ﬁmﬁﬁﬁo

FoAd
W

X
st

=

i P
B

¥
s
:_i
=
Vi
!
i
i
W
\“@»r
&
)

G
B.\‘\‘
R R 3 g,,\;

&

fme A |

;SR F P

=F

S

1.4
1.5
1.6
1.7
1.8
1.9

e
Y
v
;?

™
-
m
- R
g

Hofas o LERM TS -
;I,, B SRCALS ?__—‘F*{ [EEIE S W P I S L S NI
?&i#miﬂﬁiimﬂﬁ°

%ﬁ*ﬁu G

w
1l
\_.

w
o

| 4

ﬁ FEFRFEFABOEIAFEEIT L F R
1@@#% FPREFFCFAFRGIATFELFAREL - £ ¥
- RFCR R GBI A R AT 2 R PRTE A R g TR R
5§f¢<’4?i¥i“lio 4o F R A § @“?w&&r?%ﬁ
BRI AP 1 P R AR A R AL 2 B R
o Bl B ZAEAY Y Y AP At KRG TEEE R
Jiwﬁl*ﬁm °

BoG oG o e

fmie
n‘g 4;3._.

Wy )4

~ g o

> “ﬁ ? \H—

?&
<

=i
1=

A5

:TQ:

(Z) 8% 2nZ R AdE

2 AAHBEARIRET R S P REZ I OTHEIEY FE o £ R
FEFRE A BERZA S AFE B P FHOLET &

2. MEP Ui ik T
2P Ve R LS F TR L R SRR T PR
PR EEDE D PURERE BB IR s - Rl R 2 A
&iﬁﬁﬁ,ckﬁ/ﬁ Foins polhant k> &4 BT mERR
Vi d GEFEEFFORDE A ABRERS Y B X LLAE
\%mﬁﬂﬁ@ B M P Se #3900 Vb sk b bk 2 ﬁﬂ*mk

1



A EAR G f M e L & év’ﬂ-‘i**,ﬁ;,ﬂ‘ PEE R RSN -FL Y
TERL HP VR B B2 RPRITFFRGEFFTL Ch A Vg2
ﬁ%’— PF'f—B—F&r/L: Lﬁv"g

22 B VEBRBIES R AREEZARBRRT NGB T RibrsE g2 o
23 VAR ERRERS LTI 2 G PR TS EAR T

FAL ek S o
24 LB I HIRE BEFTRO IS IHERT NI RALFETEERD
‘)\,;,% o

.

25 ML E AL YT HABH LY T EB A VR 46 2 2k
BUpd 23R A4 -
26 &7 IPEE - AL NP0k LRI S AR IR S o

27T VRIS R T P T l—‘i'-’“r)a ’]é‘ﬁi? f"m TR V2 18
PERRYERFIERDOBHSL 2 S0

it SR RNt Rk st VRS o E Ui

FE B i3 A8 A5 g T2 o

ARIEE L > o

g RS R AAF L W SREE 2 RE Y DRHTE o F - R
ﬂ&i%-‘f‘»"»/ﬁ—ﬂfﬁbﬂiﬂ\*ﬁak ol 4?*“%] & ’f?/)il%] EEF RAE ~ 2
BT L (FELEIRE £ F L ERIE) L2 = R4% (Saas ~ Paas ~ laas)
de@Bl - o

A
j
4

b



The Layers of a Typlcal Cloud Service

Application as a service
Application software licensed for use as a

service, provided to customers on demand

Platform as a service
Optimized middiewares — application servers,
database servers, portal servers

Cloud Dellvered
Services

Infrastructure as a service
Virtualized servers, storage, networking

Business Support Services
(ffiering Management, Customer Managemeant,
Ordering Management, Billing

Cloud
Platform

Operational Support Services
Infrastructure Provisioning, Instance, Image,
Resource/Asset Management

Virtualized Resources
Virtual Network, Server, Storage

Systern Resources
Metwork, Server, Storage

Physical System and Environment
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The Layers of a Typical Cloud Service

Application as a service SOA Security
Application software licensed for use as a

service, provided to customers on demand

B Identity » Federated identity, authorization,
2 E Platform as a service entitlements
&2 Optimized middleware — application servers, Compliance = Audit and compliance reparting,
=1 database servers, portal servers intrusion detection and prevention
ﬁ l=olation * Secure separation of subscriber

Infrastructure as a service dornains, secure integration with

Virtualized servers, storage, networking existing enterprise security
infrastructure
Business Support Services
Offering Management, Customer Management,

EE Croiaring henagemert, Bl £ = Contral of privileged user access
] E E (provider admins, subscriber adming)

= Efficient subscriber on-boarding

* Policy-bazed approach

* Multi-tznant log management,
compliance reporting

* Image image and VM integrity,
image provenance

Virtualized Resources
Virtwal Network, Server, Storage

Compliance

* Process isolation (in particular,
at hypervisor VM- level)
* Provigioning with security and
location constraints
* Data segregation, data encryption
* Multi-tenant security services

System Resources
Metwork, Server, Storage

Secure Virtuallzed Runtime

Isolation

Physical System and Environment
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