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UPDATE db2auth.users SET failed_logins = 0, password = ?,

pw_expire_date = (current date + 90 days)

WHERE USERID = UPPER(?)

W 2. VIR

SELECT groupid FROM db2auth.group_membership WHERE userid = ?

HEH 3. TN 2 ISE R LR

UPDATE db2auth.users SET account_status = "L", failed_logins = failed_logins + 1

WHERE userid = UPPER(?)
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. FHAREH

db2 call db2auth.add_user(‘'gene’, '<'#filfy MD5 F&= >, 2,2, ?)
. PHAREHES

db2 call db2auth.add group (‘db2users, ?, ?, ?)
. PIEEIY

db2 call db2auth.del_user(‘gene’, ?, 2, ?))
- bR

db2 call db2auth.del _group('db2users, ?, ?, ?)
o RERUMIHAYEVESEAY EL

db2 call db2auth.add_groupmember(‘db2admns, ‘gene’, ?, ?, ?)
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db2 call db2auth.del_groupmember (‘db2users, ‘gene’, ?, ?, ?)

?%FT I 4. change password_admin SQL @& H-pud ?Qﬁ%

CREATE PROCEDURE CHANGE_PASSWORD_ADMIN (IN userid_in VARCHAR(255),
IN newpassword_in VARCHAR(16) FOR BIT DATA,
OUT sglstate_out CHAR(5),
OUT sglreason_out INTEGER,
OUT message_out VARCHAR(70))
DYNAMIC RESULT SETS 1
-— SQL Stored Procedure
-- userid_in
-- newpassword_in (hashed using MD5 algorithm)
-- sglstate_out: Security processing error will result in "08001*
-- sglreason_out: Error reason code. See reason codes associated with
SQLSTATE 08001 in DB2 doc
-- message_out: Error message text
P1: BEGIN
-- Declare variables
DECLARE SQLSTATE CHAR(5) DEFAULT "00000";
DECLARE SQLCODE INT DEFAULT O;

DECLARE valid_userid SMALLINT DEFAULT 1;



-— Declare handler
DECLARE CONTINUE HANDLER FOR NOT FOUND
SET valid_userid = 0;

SET sqglstate_out = "00000*;
SET sqglreason_out = 0;

SET message_out = "";

IF userid_in = "" THEN
SET sglstate_out = "08001°*;
SET sglreason_out = 6;

SET message_out = "Security processing failed: Invalid userid.";

ELSE -- try to change the password
UPDATE DB2AUTH.USERS SET failed_logins = 0, account_status = "N",
PASSWORD = newpassword_in
WHERE USERID = UPPER(userid_in);

END IF;
IF valid_userid = 0 THEN -- userid not found in user table, return error
SET sglstate_out = "08001°*;
SET sqglreason_out = 24;
SET message_out = "Security processing failed: Invalid userid.";
END IF;

END P1
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C:\>db2 connect to DB2AUTH user GENE change password
Enter current password for GENE:
Enter new password for GENE:

Confirm new password for GENE:
Database Connection Information

Database server = DB2/NT 9.5.0
SQL authorization ID = GENE

Local database alias = DB2AUTH
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SQLDriverConnect (hdbc, (SQLHWND)NULL, "DSN=;UID=;PWD=;", SQL_NTS,
NULL, O, NULL, SQL_DRIVER _PROMPT)
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Uszer D Igene
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I¥ Change paszword

Mew password I xxxxx
Yerify new passwond | *****
Connection mode

|V ¥ Share " Exclusive
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Learn

e developerWorks resource page for DB2 for Linux, UNIX, and Windows: Read articles and tutorials and
connect to other resources to expand your DB2 skKills.

e |Learn about DB2 Express-C, the no-charge version of DB2 Express Edition for the community.

e "Understanding DB2 9 Security" (ISBN: 0131345907): Get a wealth of security information that isn't
available anywhere else, direct from a DB2 security deployment expert and the IBM DB2 development
team.



http://www.ibm.com/developerworks/db2/zones/db2udb
http://www.ibm.com/software/data/db2/udb/db2express/
http://www.ibm.com/developerworks/apps/SendTo?bookstore=safari&S_TACT=105AGX11&S_CMP=FP

e DB2 Monitoring Console: Find the open source project that can be used to monitor DB2 and is easily
extensible.

e developerWorks Information Management zone: Learn more about DB2. Find technical documentation,
how-to articles, education, downloads, product information, and more.

e  Stay current with developerWorks technical events and webcasts.

Get products and technologies

e  Build your next development project with IBM trial software, available for download directly from
developerWorks.

Discuss

e Participate in the discussion forum.

e Participate in developerWorks blogs and get involved in the developerWorks community.
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http://sourceforge.net/projects/db2mc
http://www.ibm.com/developerworks/db2/?S_TACT=105AGX11&S_CMP=FP
http://www.ibm.com/developerworks/offers/techbriefings/
http://www.ibm.com/developerworks/downloads/
http://www.ibm.com/developerworks/forums/forum.jspa?forumID=842
http://www.ibm.com/developerworks/blogs/

