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Smarter software for a Smarter Planet.

Server Analysis Overview

e Log.nsf

 Server Console

 Event Generators and Handlers
« Statistics Collection

* Activity Logging

« DCT

« DDM
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Smarter software for a Smarter Planet.

Server Analysis Overview

 Admin client tab for server analysis shows
- Log
- Catalog
- Administration Requests
- Activity Trends
- Domino Domain Monitoring
- If you are not using it now, turn it on
- Enable all of the probes
- Let it run for the weekend
- Turn them off if you're uncomfortable with letting it run
- DDM finds problems before they cause crashes
- Corrupt databases
- “Bad” agents
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Server Monitoring
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Smarter software for a Smarter Planet.

Domino Configuration Tuner(DCT)

 Easy to acquire, Easy to update, Easy to use

* Runs from your admin client

* Assess existing Domino deployments

* Requires no change to existing Server/Domain configuration
* Runs under/against Notes/Domino 7 and beyond

» Scans/evaluation can be initiated manually or scheduled
 Easy to expand rule catalog, frequently updated

* Rules are updated by IBM

- New rules are pulled by you upon request
* Checks for low-hanging fruit in configurations

* Run it to help clean up an existing environment
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Domino Configuration Tuner(DCT)

|
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Scan Rezults Lipdates
Current Report Filtered bw D Server
Fluzic Show reportz for all servers
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Smarter software for a Smarter Planet.

DCT vs. DDM

 Domino Configuration Tuner (DCT) is a client based static
analysis tool. DCT Is great for detecting a wide variety of
server configuration issues. It evaluates server settings
according to a growing catalog of best practices.

 Domino Domain Monitoring (DDM) is a run-time server
feature, DDM is great for detecting, understanding and
acting on run time issues.
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Agenda

eServer monitoring and analysis
Domino Domain Monitoring (DDM)

«Custom Monitoring and Third-Party Products
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Smarter software for a Smarter Planet.

Why Domino Domain Monitoring(DDM)

e PainPoint 1

 There is no tool can provide single view of the overall status of multiple
servers across one or more Domains.

e PainPoint 2

e Administrators always spend much time to find out the cause when a ser
ver problem occur .

e PainPoint 3

 The analysis and fix of problem strongly depends on the experience and
skill of Administrators.
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Smarter software for a Smarter Planet.

What is Domino Domain Monitoring(DDM)

 First introduced in Domino 7.0

« A server based monitoring solution that provides to Administrators a
single view of the overall status of multiple servers across domain

« Highly-configurable probes categorized by feature areas
« Default settings for easy out-of-the-box setup

« DDM automates problem determination and analysis in order to reduce
costs and time associated with monitoring and troubleshooting your
Domino environment

« Domino Administrators use the information provided by DDM to quickly
resolve issues before they cause more serious problems
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Smarter software for a Smarter Planet.

DDM Key Features

e Active monitoring capability: 58 new probes with highly-configurable
schedules, content and targets.

 Domino domain monitoring data aggregation with collection
hierarchies

* Automatic problem determination and determination of probable
cause in multiple feature areas, and provide possible solution.

* Delegation of problems
« Automation of corrective actions
* Auto-closing for the resolved problem.
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Smarter software for a Smarter Planet.

Benefit from Domino Domain Monitoring

« Reduction in the Total Cost of Ownership by monitoring and
troubleshooting servers and gathering the health of entire domain in a
single Ul/location

e Easy access to assessment and error reports
e Correlation capability for related problems
» Cross-server notification and reporting mechanism
« Corrective action context in many cases.
« Because efficient monitoring and problem resolution leads to
- Server stability
- Server uptime
- Focus on business needs instead of the mechanics of administration

. CREATED WITH LOTUS® SYMPHONY"

| ||
144l
g
I
&

lotusknows.com



Lotus knows.

Smarter software for a Smarter Planet.

log.nsf vs ddm.nsf

Domino generates errors and messages
Error ... “Object Store Manager: File does not exist”
Message ... “Index update process started”

All logged errors and messages are raised as events

Log.nsf records errors and messages sequentially

Some messages are deliberately excluded because ...
they are generated by printf debug spewage
an events4.nsf log filter configuration doc is defined

Log.nsf
Pro: Great for maintaining a record of all errors and messages
Pro: Great for debugging, if you know what you are looking for
Con: Dumping ground for lost information
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Smarter software for a Smarter Planet.

log.nsf vs ddm.nsf (Cont.)

As of Domino 7, all events are cached and tracked by DDM
DDM.NSF is the on-disk version and superset of the event cache

DDM.NSF records a set of associated events into a single report
document (not just a single event)

Pro: great for recording problem context

Pro: great for tracking and organizing problems
Pro: great for exposing knowledge about problems
Pro: great for resolving problems

Con: lousy for tracking sequential order of problems
Con: lousy for extracting ad hoc data from reports
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The Components of DDM

Events Events are generated by enabled probes, enabled Event generators and non-configurable
embeddedprobes.

Probes ProbesdothemajorityoftheworkandcanbeconfiguredtomonitorEventsinmultiplefeature
areas(Replication,Security,andsoon).

Filter FilterscontrolthevolumeofEventsthatappearinddm.nsf.Filtersareusedtospecifywhattype
ofEventsshouldbeincludedintheDominodomainmonitordatabase.

Collection One or more collection hierarchies can be created to roll up the Domino domain monitoring

Hierarchy | results(Event)informationintooneormorecollectionservers.

User MonitoringConfiguration(Events4.nsf)--usedtoconfigureDDMprobes,collection

Interfaces hierarchiesandfilters
DominoDomainMonitor(ddm.nsf)--storesproberesults(Events)byseverity,date,andtype.
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The Five C's of DDM

« Consolidate
- Track multiple, related errors in a single event report

 Check

- Assess health of functional areas
e Collect

- Access all domain wide reports from a single database
e Correlate

- Locate related reports from other servers
 Correct

- Assess knowledge base of explanations and recommendations.
- Click to resolve issues
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Smarter software for a Smarter Planet.

The Five C's of DDM

« Consolidate
- Track multiple, related errors in a single event report

 Check
 Collect

« Correlate
 Correct
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Smarter software for a Smarter Planet.

Simple and Enhanced Events

Events can have one or two associated errors.
When there are two errors, the “root cause” is the second error.
1 error: “Event: Could not locate view 'svrcollhier”
2 errors: “Object Store Manager: File does not exist”
Simple events are legacy events which include these attributes ...
Time stamp, originating server, resource strings and IDs, severities, types
Enhanced events also include the following attributes ...
New types, subtypes, target server

Enhanced events include one or more of these attributes ...

Target database, target user, target UNID, extra target data (i.e. string blobs),
rich text, call stacks, correlation codes, and the NOTEID of a config doc
responsible for firing the event.

This “target” data is some of the new event “context”
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Smarter software for a Smarter Planet.

Event Reports

Like log.nsf, all events are recorded into ddm.nsf

Unlike log.nsf, each set of events has it’s own report document
Each set of events has an associated unique ID (a PUID)

Every event with the same PUID is mapped into the same ddm.nsf
report document

A PUID is built using the enhanced event context data
Target database, target user, target agent, etc.

DDM.nsf Reports are presented in a variety of views,
as follows ...
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Event Report Views - Categorized
By Severity, By Date, By Type, By Server, By Assighment

DDM [ Dpen Events r Recent Events Y &l Events ]

all open eventz, zorted by severity

| Cpen Events [ Fecent Eventz Y Al Events ]

aetad b date

Wiy Everts

B ByTwpe DDM

D By Serve T By Seve

r Recent Events Y All Exvents ]

23 By Assig D ByDate | 2 by Ever-
& Open Gy [ BvTvpe & By Seve Cpen Events I Fecent Events Y All Events ]
By Serve| Il open events, zorted by zerver
I"EI"Z. By Aissig @ By Date
I
< Open G [k By Type _
ﬂ By Sery| 7
a3 By Assi 5
By Type |
&2 OpenC B By Severity
_|j, By Serv @ Open Eventz By Azzignment
IT'E':"i By Aszic By Date 0 Demo Occurrences
& Open o B By Toee 2 Demo Audit
[0 BySerer 1 @ 3 Demo CA Config
i3 By Assignment 3 | & Art Thomas/Westford/IEM
&2 Open Configuration *x |17 -
13 @ = Warning [High]
* |1 Databaze
e 1 = Database: Monitoring
\ ] CREATED WITH LOTUS® SYMPHONY * (7 Thu 02403 Jethradlnz  Databaze open emar: maildsbuzsel nef: T
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Event Report State
Open = The event has a non-Normal severity and has not been manually
closed

Auto Clearing Events = Some events can be automatically closed by
DDM if the problem is reported as resolved with a Normal severity event

Many events must be closed manually
Simple events ever auto close (only enhanced events)

Closed = The event has a Normal severity or has been manually closed
Automatically reopened if a severity change is detected

Permanently Closed = Used by Admins to say “l don’t care about this
problem, keep it out of my sight.”

Not automatically reopened, on a Normal severity, but continue to be
tracked and recorded in its reports
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Events Status Map

DDM

Events statuses Map

Administrator or
DDM (when a close
Event occurs again)

Administrator

Administrator or
an clearing Event

Administrator —
da verificare

[
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Event Report Views - Open, Recent, All

Open Events = All reports with a severity of non-Normal

Recent Events = Actively Open or Closed in the past week

All Events = Every Open, Closed or Permanently Closed report

DDM Recent Events ! All Events ]

Al nnen evrnte snded b s rueariby

kel Event '
@ My Events DDM DOpen Events Al Events ]
m By Severity T S T (o Y S ey Ty A TR I SRR
@ By Date @ My Events DDM L Dpen Events Recent Events &)l Events I
[:E:h By Type m Byv Severity r% M E All open and clozed events, sorted by severity
Bw Server i v Events
e ) @ By Date . @ Refrezh r;‘a,] Bzzign... 5‘1 Change State ™ 4.-‘1'-.|:|d Comments..
it By bzzignment B By Tvpe 3 By Severity
&2 Open Configur 0 ByServer (D S Date |1¢ | Date SErver |f-‘-.|| Ewents By Severnty
. _ Y * 18500 @ Open
i By Assignment | [y, By Type x |7078 @ Closed
G Open Configurat [l BvSerer 15 = Permanently Closed
ﬁ'?—-?, By Azzignrment * |3 {D Failure
@ Dpen Configuration 12 @ = Warning (High)
12 = Web: Configuration
* @ Thu 02416 zzz deleted KOS 3/ iz YWeb Best Practices Probe:;
analyzed, and 76 percent ol
ySY recommended best practice
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Event Report Basics

Comments, State & Assignment actions available in views and documents
Originating server, Simple/[Enhanced designation

Available context data of enhanced events is highlighted

The same error as that recorded in log.nsf

With the same time stamp

Add Comments... ﬁa Debug

OP'E“ Event Generated by supporfins For zerer: Supportflris
———

Databaze: Supporrepozitony] . nsf
urrently azzigned ta;

5 Agent: IIpdate SPR with Hotfix details (Schedule)
Harry Peeblesiwestiord/|BR Frentelass Enhanced Ilzer: Steve bullenfyestford/|Bhd

Agent Manager 1340 zecondz CPU uzage by agent 'Update SPR with Hoffix detailz (Schedule)' in databaze 'Suppofireposzitore] nzt'. Threzhold
level BO0 zeconds. Agent Owner: 'Steve Mullenfwestfordf|Bhd'.
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Event Report Occurrence Count

Additional occurrences of the same event are noted in the report

The time of the first occurrence is recorded

If you want the time of the in between occurrences ... search log.nsf
Some enhanced events have less target information than others

The current disposition for this error is the “Most Recent Event”

Add Comments... @ Debu

r,Q,} Feaszzign... |6r1 Change State ™

OPEI'I Event Gienerated by Ellallris For zerver: aerosmithiirs

) in Domain: Iriz Databasze: -
Currently azzigned to:

0 Demao Oocourrences

kdozt Recent Event l Prior Events

ﬁ YWednesday, Movernber 03, 2004 -11:39:27 Akd t zeen at 3:06:44 Ahd that day)

kdail destination has exceeded itz retry limit.: Remote svsterm no longer regponding

Agent; -
lzer: -

Event clazs: Enhanced

Fatal

. CREATED WITH LOTUS® SYMPHONY™
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Event Report Prior Events

When a new error maps into this report, but is not an exact match of the “Most
Recent Event”, instead of bumping the occurrence count ...

The new error becomes the “Most Recent Event”
What had been the “Most Recent Event" gets pushed into the “Prior Event” list

ozt Recent Eve l Friar Events l

This will happen because of a

ﬁ Tuesday, February 07, 2006 - 10:56:08 AM change of ...
kdail from bhzurters.iriz.comflriz to destination aceliriz has exceeded itz retry limit: Rerr .
Fatal . Severity
b bore.

Error text (new error)

@ kail frorm bhsurfers.iriz.com/flns to destination acelirs has exceeded its retry lirmit: Rerr Error _teXt (Change to
Failure substituted parameter)
... and some others.
kAail from bhzurfers.iriz.comilriz to destination aceliriz iz under itz mezzage limit.
Morrmal

e More...

. CREATED WITH LOTUS® SYMPHONY"
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Event Report Prior Events

At the bottom of the report is the Event change History.

DEBUG DDM-=1 in the Notes client notes.ini will reveal some useful information about the
report, like the PUID

Event Change History:

047 972005 11:21 Ak - John Paganethiiwestford/IBh - changed state to Permmanently Clozed
041 972005 11:21 Ak - John Paganethiiw'esttord/IBh - added commentsz: Serverz are out of Sermvice
0250452005 11:50 Akd : Chicksllrns - changed ztate to Open

[ CcPU wtilization no longer exceeds configured thresholds.

emplate Werzion: 7.0 ACL level: hManager (B)
Data Version: 3 ACL roles: [Assign Events]; [Change State]
ConfighlotelD: 43BDA Chivnet: Yes

Reason for change:

First occurmence in:

Latest occunence in:

# Occ:

First occurnence:

Latest ocourence:

Latest Server. Time. Start:

1 |Main Emraor Releaze 7.0 Releasze 7.0.1 1 021342006 04:47:01 &M | 0241342006 04:47:01 &M | 0240342006 13:36:46 EST
2 |Main Severity Releaze 7.0 Release 7.0.1 2 02/13/2006 04:34:01 &M | 0241342006 04:44:01 &M | 02/03/2006 13:36:46 EST
3 |Main Emrar Release 7.0 Release 7.0.1 1 0241342006 04:24:02 &M | 0241342006 04:24:02 &M | 0240342006 13:36:46 EST
4 |Main Erar Releaze 7.01 Releaze 7.0.1 1 021342006 03:36:02 &M | 0241342006 03:36:02 &M | 02/03/2006 13:36:46 EST
5 |Main Emar Release 7.0 Release 7.0.1 2 0241342006 03:17:01 &M | 0241342006 032701 &M | 0240342006 13:36:46 EST
E |Main Emaor Releaze 7.0.1 Release 7.0.1 1 02/13/2006 03:07:02 &M | 0241342006 03:07:02 &M | 02/0342006 13:36:46 EST
7 |Main Severity Release 7.0 Release 7.0.1 3 021342006 02:39:01 &M | 0241342006 02:59:01 &M | 02/03/2006 13:36:46 EST
8 |Main Severity Releaze 7.0 Releaze 7.0.1 9 02/13/2006 01:09:02 &M | 0241342006 02:29:02 &M | 0240342006 13:36:46 EST
3 |Main Severity Releasze 7.01 Releasze 7.0.1 1 021342006 12:53:01 &M | 0241342006 12:59:01 &M | 02/03/2006 13:36:46 EST
10 | Main Severity Releaze 7.0 Releasze 7.0.1 b 021342006 12:09:02 &M | 0241342006 12:49:02 &0 | 0240342006 13:36:46 EST
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Consolidation into Event Reports, the bottom line ...

Error states and the history of those states are
organized into report documents

Reports can be used as trouble tickets

Reports include the contextual details about all the
errors tracked by that document
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The Five C's of DDM

« Consolidate
- Track multiple, related errors in a single event report

* Check
- Assess health of functional areas
* Collect
* Correlate
* Correct
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DDM Probe Configuration
Events4.nsf — New DDM section
DDM Probes | By Type

Types are the major functional areas

Monitoring Configuration | @ newDDMProbe  (F)Edit Docurment |

Total  |Enabled Type - Pre
14 7 H Application Code
E|_.-' DDk Probes 0 4 [+ Database
: ------ 2 By Author ] 10 H Directory
24 11 *H Meszsaging
a 4 H QOperating System
2 H Replication
10 a] H Security
2 ] HServer
4 Setup Wizards 4 v Hweh
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DDM Probe Configuration

Types expand into subtypes ...

=l Application Code E Messaging = Replication
H Agents Behind Schedule Al DiEM Replication Errors
“dgenis Lulusiza oy LU Lkag: b ail Flenw Statistic Check Scheduled Replication Checks
H pgents Evaluated by Memory Uszage kdail Beflectar

= Security
Security Best Practices
H Security Configuration

Long Running Agents
E Databasze
H Database Compact

heszage Retrieval Proceszs State
hezzage Retrieval TCP Port Health
HRPC Routing Status

H Database Dezign '
E Datah E QM — H Router Process State .Securlt}-' Database ACL
atabaze Errar hdanitaring : :
M SHATE Process State Security Databaze Review
Scheduled Databaze Checks g e Ry
= Directory H SMTP TCF Port Health B Cunty Heview
=
® Directary Availability H Transfer Queus Check Server N .
H Directory Catalog Aggregation Schedule = Operating System B Administration
Directory Catalog Creation CRLU Hweb
Directory Indexer Process State Dizk weh Best Practices
H | DAP Search Response H Metawark
LDAP TCP Part Health

LOAP View Update &lgarithm
Mame Lookup Search Rezponsze
Secondary LOAP Search Responze
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DDM Probe Configuration

Three flavors of probes (some probes have more than one):
Scheduled probes run according to a configurable schedule and defaults are
supplied
Embedded probes "instrument" the feature area and catch problems/issues as
they occur
Listening probes run when particular error codes are logged

Probe configuration is quick and flexible:
Defaults probe configuration documents supplied for “out-of-box” values

“Special target servers” concept allows out-of-the-box probing without having to
specify named servers

Thresholds and result content are highly customizable
what the probe will actually check
probe sensitivity (when will they generate an event)
what severity event the probe will generate

Schedule is highly customizable for schedulable probes

Probes can be enabled/disabled per server/server group
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Smarter software for a Smarter Planet.

DDM Probe Configuration
Default probe configuration documents ship with Domino 7

These documents are initially disabled

.Hew OOk Probe Eu:lit Dacurment @Delete Dacument @Enahle Frobesz @Disahle Frobesz

Total |Enabled Tvpe = Frobe Dezcription Last bdadified By <
7 1] = Application Code
1 0 = wmEehind Schedule

L Default Application Codefbgents Behind Schedule Probe Lotus Motes Ter

& 1] = ggents Evaluated by CPU Lzage

@ |Default Application Codelfdgent: Evaluated By CPL Lotuz Motes Ter
|lzage (Agent Manager)

@ IDefault Application Codeltgents Evaluated By CPU Lotus Motes Ter
Uzage (HTTF)
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Smarter software for a Smarter Planet.

DDM Probe Configuration

Default probe configuration documents ship with Domino 7

These documents are initially disabled

Probes can be enabled/disabled from the view ...

|@|Enahle Probes ™ @Dis able Probes

Enable Selected Probes

New OOk Probe Eu:Iit Cocurnent @Delete Crocurmnent

Total Enabled |Tvpe . Frobe Dezcription 5:t bdodified By
Enable all Probes In Yiew

h a = Application Code

1 a = Agent: Behind Schedule

@  Default Application Codeldgent: Behind Schedule Frobe Lotus Motes Ter

2 a =l Agents Evaluated by CPU Usage
@ Default Application Codeldgentz Evaluated By CPL Lotus Motes Ter
zage (Agent Manager)
@ Default Application Codeldgentz Evaluated By CPL Lotus Motes Ter
Lzage (HTTF)

CREATED WITH LOTUS® SYMPHONY"
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DDM Probe Configuration

Probes can be enabled/disabled from the documents, as well

The Basics tab always includes type, subtype & Description

This Mail Reflector probe tracks mail sent to a particular address

@Save & C|DS®CEHCE| A" probe config

Massaging Probe: HPES-6FTQ5H docs include an

explanation
Bazics l fchedule l
Probe Tvpe: heszaging SpeCIfy the Target
Probe Subtype: kdail Reflector servers for any
probe

Frobe Deszcription: "Dema Mail Reflector Frobe g

Thiz probe will test the mail flow to any mail svstem. To test mail flow to the destination mail domain, you will
need to zpecify a mail recipient. The mail recipient must be canfigured zuch that mezsages received from thiz
probe are sent back to the originator. The zubject of the original meszsage muszt be contained in the subject of the
returned meszage. One way to configure thiz iz to auto-forward meszages from the mail recipient to the [Spy
tnail-in database on the zerver frorm which vou are probing. Aofe. messages delivered by thiz probe to the mail
recipient will not be autormatically deleted fram the mail file. You maywant to specify a test uzer.

i Al Servers inthe domain

" Onlythe following servers:

This probe will
target (run on) all
servers in the
domain

Which zervers should run
thiz probe?

1L
)
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DDM Probe Configuration

Select a Special Target Servers type so that you don’t have to
specifically name servers.

DDM automatically figures out which servers are the Mail Servers

which zervers should run O &l Servers in the domain

thiz probe? (* Special Target Servers

" Oy e tolow o e reeE
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Smarter software for a Smarter Planet.

DDM Probe Configuration

Select a Special Target Server type so that you don’t have to
specifically name servers.

DDM automatically figures out which servers are the Mail Servers

DDM automatically figures out other server types, depending on server tasks
running and other configuration settings

Special Target Server types allow you to configure probes without knowing
wihispeewie geevarnndmas ahéadddf Smerers in the domain
thiz probe? (¢ Special Target Servers

C° Only the following semrvers:

Fall Servers -

Administration Server of the Domino Directory A
IkAAF Servers

kAall Fecipient; LOAP Servers

FOF3 Servers

- Scheduled Directory Catalog Aggregation Servers__ |3
ﬁ - ahdTH Servers hul E
1N
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DDM Probe Configuration

Depending on the probe, there are a variety of “specifics”

Mail Recipient |r‘ni|::hae| peeblesimusic? =
Severity: |'W'arr'|ing {high) j rerity

[v Enable

|_ Erable Errors to ighore: Baszics l Specifics l Schedule l

|_ Enable “Which server settings should be validated?
v Cormpare Motes Public Key againstthoze stored in directory W Check password
W Allow Anoryrmous Botes Connections W Reguired Change Interval
WV Check pazzwords on Motes IDs W Check for exiztence of ID file in the person document
W Internet Authentication W Checkthe security of 35L Settings
[V Checkthe security of Web Settings W Checkthe zecurity of Domino Directory Settings
W Check the security of hail Settings W Checkthe security of DIOP setings
W Checkthe security of the Remuote Debug kanager W LUsze rmore secure internet passwords

CREATED WITH LOTUS® SYMPHONY"
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DDM Probe Configuration

Scheduled probe configuration documents have a schedule tab

This Messaging / Mail Reflector probe can run every few minutes, 24/7

Or, every few minutes, on specific days, in specific time windows

Basics | Schedule | Select which days the probe

will run
Howe ofter should this & Run multiple times per day .
probe run? © Daily Select the time range when
C weekly the probe will run
" konthly

Defined zchedule:

Eveny J"II:IJ rminutes

Should thiz probe run
twenty four hours per daw,
zeven davs perweek?

Onowehich davs should thiz Sunday

probe run? ¥ hdonday
¥ Tuesday
¥ Wednesday
¥| Thursday
¥ Friday

Saturd ay

During which hours of the 0600 £ (T

08:00 Phkd ()
daw zhould thiz probe run? From

F
A"
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DDM Probe Configuration

Some probes have the option to run as scheduled or in pseudo real time, like
the Security /| Best Practice probe

Disable the “real time” mode to show scheduling options

Basics | Specifics | Schedule l The schedule controls change to

match Multiple, Daily, Weekly,

The Best Practices probe has the ability to run "real time" " Yes Monthly selections
rather than an a zchedule. Should thiz probe run "real & Mo
time"7?

For “Daily”, select which days
and at what time

Hoowe often should this " Run multiple times per day
probe run? & Daily

" wWeekly
" Manthly

Qi wehich davs ghould this ¥| Sunday
prabe run? ¥ Monday
¥ Tuesday
¥ Wednesday
¥ Thursday

¢ Friday

At wehat tirme should thiz
probe run?

lotusknows.com
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DDM Probe Configuration

Event Reports are generated because an error was logged

Some of the logged errors are raised by enabled probes. The associated
reports include a link back to the enabled probe.

Event Generators (defined in events4.nsf) can also raise events. Reports
created by an Event Generator will include a link back to that configuration
document as well.

hdost Hecent Event l Frior Events l

e J Thurzday, bMMarch 09, 2006 - 2:04:43 Ak

[}
YWeb Best Practice: Probe: Server Docurment: have been analvzed,

Wwharning High

Explanation l Details l

* Triggered by E

* Reported by Event bonitar

. CREATED WITH LOTUS® SYMPHONY"
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Check health of functional areas, the bottom line ...

Actively look for problems
Highly configurable and customizable
Default configuration supplied out-of-the-box

. CREATED WITH LOTUS® SYMPHONY"
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The Five C's of DDM

« Consolidate
- Track multiple, related errors in a single event report

 Check
- Assess health of functional areas
e Collect
- Access all domain wide reports from a single database
« Correlate
* Correct

. CREATED WITH LOTUS® SYMPHONY"
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Server Collection Hierarchy
Available from the DDM section in events4.nsf
Create, delete or modify a hierarchy
Select a hierarchy from the dropdown box

Area5l, the collecting server, includes reports from
all of it’s children servers

Children servers include only their own reports

Mnnitnring Cnnﬁgura’[inn @NEW Server Collection Hierarchy @Delete Server Collection Hierarchy Change Callecting Server

....................................................................................................................................

= [ DD Configuration Select Hierarchy [frea1lris -
=% DOM Prabes

------ A By &uthor = 'Ij' =

------ Jj, By Probe Server . D L2l

' - D Supportfirs
- [ Rushilris
- D radiohead.iriz.camflns
- [ Little-villagedriz

% D Jethroflriz

. CREATED WITH LOTUS® SYMPHONY™
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Server Collection Hierarchy

Or click on an individual server to modify the hierarchy

Manage Server Collection Hierarchy X

# Add zubordinate servers to Areablilriz

Available Servers: OK

ACDCH s )
Azurellris
bouw/lriz

Monitor = , hII i . hy @Delete Server Collection Hierarchy Change Collecting Server
1= rs
caleladli)s

= [ oDM Garthlris i ﬂ

Glirmmetfriz

: W
EI"" _lll E

"""" Addz zelected servers as subordinates of Areab1ilris.

Pick the action

Select the servers

...... ? Cancel |

ris
------ D:ﬁ Server Collection Hierarchy ‘ i

- - O Litle-villagedlris
------ ‘@ Open Monitoring... D Jethrallris
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Server Collection Hierarchy

Select Hierarchy: |.ﬁ.33igned Servers

Domain collection hierarchy
_ % = D Claptonfirs
(Coll:clfilgr:';t;rver) E‘ D Ericllris
Mail collection hierarchy App/Web collection hierarchy ; """ % Ern&.‘;lrliﬂ
e [ Fl&

= [ Chicksilris

b [ Little-villagedriz
- [ Garfunkleflris
o [ Ellaflris

MailHub
(Collection and Node Server)

E‘ [l Brooksflris
| O Hakuwilris
----- [ Glimmeririz
o [ Garthilris

Mail2
Mail1 (Node Server) (Node and Web1 P
(Node Server) Collection Server) (Node Server) oo D Acellrz

Application1 collection hierarchy

A X
';\ j CREATED WITH LOTUS® SYMPHONY
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Server Collection Hierarchy

Servers generate report documents into their own ddm.nsf

Reports are automatically replicated between the parents and children, as
defined in the hierarchy

Which documents show up on which replica of ddm.nsf is defined by the union
of all server collection hierarchies in the domain

The selective replication formula for each ddm.nsf is automatically defined and
updated according to this hierarchy union

DDM ' Open Events Recent Events L 2l Events 1
n‘?n My Events All open events. sorted by server
. @} Refrezh g‘t:] Azzigh... Et] Change State ™ 4.-5‘-.|:|d Comments...
By Severity |1¢ | D ate Open Events By Server
© By Date x |151 Aretha/lris
[ ByType * |12 Arnistallns
O BySerer * |20 Azure/lris
[,"E'-%, By Azzignment *x |2 bgoat_notesdev.ibm_com
2 Open Configuration * 1941 bhsurfers.iris.com/lris
=1 1. Debug: Events By * |G1 blackbery/Ins
*x |2 bluej. pdl_pok_ibm.com
1429 3T boufins
Fals @ g Failure
* 1 Application Code
* |35 Database
1 = Directory
* @ Fri 02410 The Domino Directory gearch rezponze on t
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Collection, the bottom line ...

Define hierarchies depending on what servers are of
Interest to particular Domino administrators

Administrators can go to a single instance of ddm.nsf
to work with every report of every server of interest

Alternatively, administrators can open ddm.nsf on a
leaf server of the hierarchy to see reports for only that
server

. CREATED WITH LOTUS® SYMPHONY"
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The Five C's of DDM

« Consolidate
- Track multiple, related errors in a single event report

 Check

- Assess health of functional areas
e Collect

- Access all domain wide reports from a single database
e Correlate

- Locate related reports from other servers
 Correct

. CREATED WITH LOTUS® SYMPHONY"
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Correlation

When there are multiple servers noticing the same problem, the report
document will include a Correlated Events tab

Select from this embedded view and take action on all these reports at once

Fost Recent Evint l Carrelated Events l Friar Events l

Cortelated by zerver:

r:;',] Azzign... | Eb] Change 5tate"’| m.ﬁ.dd Comments...

Date Server Correlated Events
1) E Failure

v a0 Thu 03/03 t.aonazhiflris Unable to replicate

vl [y Thu 03403 karnajifiriz Inable to replicate

v (@l wed 0308 claptoniiriz Unable to replicate

v |3l Thu 02403 Froailriz lInahle to replicate

v | Tue 01/31 garfunkleliris Unable to replicate

v | Tue 01,/ radiohead.iriz. com/iris nable to replicate

v | bon 01730 claptonfins Unable to replicate

v (@l Mon01/30 areabllivs Lnable to replicate

. CREATED WITH LOTUS" SYMPHONY v | wed 01/25 Glimmerns Unable to replicate
v | Fri11/25/2005  Crash Test Durnrmlriz Inable to replicate

lotusknows.com |§ 4t ¥ sun 112002005 bk surers.iris.comiiris Unable to replicatd




Lotus knows.
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Correlation

Avoid confusion ...
These buttons only work on the current document

These buttons operate on the documents selected in the embedded view

Prevent pain ...

Never use <ctrl-a> in an embedded view because it will select every doc in the
parent view, not just those currently displayed in the embedded view!

OPEI’I E\.I"'E'nt Generated bv Kaonazhiflris For zercer dethroflrig
e " . 4 i Dlarmain: IRIS Databaze: -

urrently aszigned to: _ Agent: _

1 Dermo Correlated Event clazz: Enhanced User: )

hozt Recent Event l Correlated Events l Prior Events l

Correlated b

@ Refrezh r,Q,\ Azgign.. ‘ Eb] Change Statev‘ W.ﬂ.dd Commentz_

Date Server Correlated Events
:ﬂ =l Failure
. CREATED WITH LOTUS v @ Thu 03/03 Kaonashiflriz Inable to replicate with zerser Jethrollriz: The :
* v @ Thu 03409 karmajifiriz Inable to replicate with server Jethrallriz: The =
lotuskno 4 221 B
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Correlation, the bottom line ...

Some errors are noticed by multiple servers.
Therefore, multiple reports are generated for the
identical issues.

Collection servers have replicas of all those multiple
reports (if collecting from those reporting servers)

Those identical reports are grouped together under
the reports correlated tab

Assign, Annotate or change the state of all the
reports with at once

. CREATED WITH LOTUS® SYMPHONY"
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The Five C's of DDM

« Consolidate
- Track multiple, related errors in a single event report

 Check

- Assess health of functional areas
e Collect

- Access all domain wide reports from a single database
e Correlate

- Locate related reports from other servers
 Correct

- Assess knowledge base of explanations and recommendations.
- Click to resolve issues

. CREATED WITH LOTUS® SYMPHONY"
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Correction Leverages Knowledge

The Event Report explanation tab optionally has additional details about the error, like ...
The link to the probe that caused the error to be generated
The Server task that generated the error
A link to the message document associated with the error (more on that in a minute)

Thurzday, MMarch 09, 2006 -1:13:47 Abkd (2 ococurrences, first seen atWednesday, March 08, 2006 - 1:13:40 Abd)

Agent banager: 12 minute(s) have elapzed since start of agent 'CutofOffice| DutCfOffice’ in databaze 'maillkbidbdcGover.nzf'. Threzhald level 10
minutels). Agent Owner: 'bMartha MoGovern/wWestford/Bhd'.

Explanation l

m
DR N NN AN EAT EIIIHIIM

G
* Severity and tvpe: bk Fatal in Application Code ]

* Probable cauze: An agent iz running longer than the threzhold specified in the probe configuration.

# Poszzible zolution: 1. Cancel the agent "OutOfOfice|DutOfOffice’ in databasze 'maillbdbdcGover.nzt' on server 'ChicksfInz' from the server
congole or from the adminigtrator Client uzing "“ell amgr cancel "mailibdbdcGover.nsf" 'CutofOfice | DutOfOffice’ " conzole
command. (hgent Manager agentz only)

2. Examine agent performance by profiling it. To enable profiling editthe agent and then zelect 'Profile thiz agent’ option
on the zecond tab of the agent's properies. The next time thiz agentwill run itwill generate profile information which can
be viewed from Deszigner's Agent menu by zelecting “iew profile results’
3. Bend a meszzage to the agent owner 'Martha bocGovernMwestford/IBhd’

CREATH

* Corrective action: Choose Solution...
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Correction Leverages Knowledge

Probable cause = 0, 1 or more reasons why this might have happened
Possible solution = 0, 1 or actions that might resolve the situation
Corrective action = 0, 1 or more clickable resolutions or helper actions

Thurzday, MMarch 09, 2006 -1:13:47 Abkd (2 ococurrences, first seen atWednesday, March 08, 2006 - 1:13:40 Abd)

Agent banager: 12 minute(s) have elapzed since start of agent 'CutofOffice| DutCfOffice’ in databaze 'maillkbidbdcGover.nzf'. Threzhald level 10
minutels). Agent Owner: 'bMartha MoGovern/wWestford/Bhd'.

Explanation

* Triggered by &

* Reported by agent Manager

* Severity and tvpe: A Fatal in Application Code ]

* Probable cauze: An agent iz running longer than the threzhold specified in the probe configuration.

cnnsnle or frorm the Adminigtrator Client uzing "ell amgr cancel "malllMMcGDver nef" 'OutfOfice| DutOfOffice’ " conzole
command. (hgent Manager agentz only)

2. Examine agent performance by profiling it. To enable profiling editthe agent and then zelect 'Profile thiz agent’ option
on the zecond tab of the agent's properies. The next time thiz agentwill run itwill generate profile information which can
be viewed from Deszigner's Agent menu by zelecting “iew profile results’
3. Bend a meszzage to the agent owner 'Martha bocGovernMwestford/IBhd’

* Corrective action: Choose Solution...
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Correction Leverages Knowledge

Probable cause = 0, 1 or more reasons why this might have happened

Possible solution = 0, 1 or actions that might resolve the situation
Corrective action = 0, 1 or more clickable resolutions or helper actions

There may be multiple choices under a single button. The number of corrective action choices
may not match the number of possible solutions offered.

Thursday, March 09, 2006 - 1:13:41 A P mmsnno fadsss ks e s o Rdeesh R O0NE 1100 Ah)

Agent Manager: 12 minuts(s) have slapsed since Fix agent "OutOfOffice | QutOfOffice” in ‘'mail\MMcGover.nsf on server C X

minutels). Agent Cwner: 'bdartha bMoGovernfsfe st

10

Chooge an action

|zzue command bo cancel the agent Dot 0 FiceOutD 0 fhce
. Open the databaze to examine the agent
Explanation Send meszage to the agent designer b artha McoGovem M\ estford/ Bk

* Triggered by &

* Reported by agent Manager

* Severity and tvpe: A Fatal in Application Coc |4 b
* Probable cauze: An agent iz running longer than the threzhold specified in the probe configuration.

Fozzible zolution: 1. Cancel the agent "OutOfOfice|DutOfOffice’ in databasze 'maillbdbdcGover.nzt' on server 'ChicksfInz' from the server
congole or from the adminigtrator Client uzing "“ell amgr cancel "mailibdbdcGover.nsf" 'CutofOfice | DutOfOffice’ " conzole
command. (hgent Manager agentz only)

2. Examine agent performance by profiling it. To enable profiling editthe agent and then zelect 'Profile thiz agent’ option
on the zecond tab of the agent's properies. The next time thiz agentwill run itwill generate profile information which can
be viewed from Deszigner's Agent menu by zelecting “iew profile results’
3. Bend a meszzage to the agent owner 'Martha bocGovernMwestford/IBhd’

* Corrective action: Choose Solution...
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Correction Leverages Knowledge

Some event reports include two errors. The second one being the ‘root cause’.
Sometimes both errors have associated cause, solution and action information

Explanation ]

* Triggered by B

* Repored by Replicator

Foot cauge: "Replication cannot proceed because cannat maintain uniform access control list on replicaz”

Severity and twpe: 2} wharning High in Replication

Frobable cauze: The Llzer I being uzed to replicate does not have the required ACL privileges to replicate the databasze.

Fozzible zolution: Check the ACL privileges of the replicating User D or dizable the zetting "Enforce a conzistent ACL acroszsz all replicaz” in
the Addvanced ACL seftings.

Carrective actian: Choose Solution... |

“IInable to replicate names.nsf"

®# Severity and tvpe: @ Warning High in Replication O

Event:

* Probable cauze: The zecondary eventlerror describes the reazan far the database replication failure.

®# FPogzible zolution: See additional error information for thiz failure inthe Domino Administrator. Locate the information by clicking the
Feplication tab and then open the Replication Events wiew.

CREATEI

Chaoose Salutian...

Corrective action:
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Correction Leverages Knowledge

The knowledge database is the collection of message documents in events4.nsf

The Severity and type, Probable cause, Possible solution and Corrective action for this
error is stored in a single message document

Follow the link to examine or modify that document

(Of course, message config docs are accessible from events4.nsf views, t00)

Explanation l

» Triggered by B

* Repored by Feplicator

e Cannot maintain uniform access contral list an replicaz®

Severity and twpe: @ YWarning High in Replication 5

* Probable cauze: The Ulzer I being uzed to replicate does not have the required ACL privileges to replicate the database.

* Fozzible zolution: Check the ACL privileges of the replicating User D or dizable the zetting "Enforce a conziztent ACL acrosz all replicas” in
the Advanced ACL settings.

* Corrective action: Chooze Solution...

Severity and twpe: @ Warning High in Replication O

* Probable causze: The zecondary eventlerror describes the reazaon for the database replication failure.
® Pozzible zolution: See additional errar information far thiz failure inthe Domino Adminiztrataor. Locate the information by clicking the
CREATEI FReplication tab and then open the Replication Events view:.

Carrective action: Choose Solutian...
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Knowledge Defined in Message Documents

Since we’re looking at message docs, let’s cover the entire thing ...

Customers are encouraged to change Severity and Suppression time, if necessary
Future instances of this error will have the new severity (existing history is not changed)

Suppression will prevent alarms from being trigged by multiple occurrences of this error for the
specified period of time. (Alarms have been around for many releases)

The remainder of “Basics” is for Domino
developers, only

Original text: Warning: Cannot locate design note '<string>' in Error Str_mg is here for reference, only.
‘Crtring ' termplate Real Strlngs are resourced.

Addin narne: | | Addin name & Value is the ID of this
message document

Walue: w3000 : i
Old Event type is pre-D7 type, and still

Event ype: |Database - supported via Notes C API
Eventsubvpe:  [Design | Event type & subtype are new in D7

The Correlation setting defines how to

locate similar reports that have been
Eventsevert:  |waming thigh) - generated on other servers

Rrobable Cauze/FPoszzible Salution l Corrective Actioni(z) l

E_uppressil:nn |EI |r‘r‘|ir‘|utES

CREAT]

Event correlation:

E

|Eewer and Databaze wide carrelation
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Knowledge Defined in Message Documents

Probable Cause & Possible Solution text is also defined in the message documents

Customers are free to add to this text as they see fit.

We currently have about 10% of the ~6900 message document populated with Probable Cause &
Possible Solution text

robable cause:

lzer comments:

Bazic ] Frobable Cauze/FPoszible Salution l ]

orrective Actionz) ]

The number of meszages: zent to thiz destination iz excezsive. The
destination server may be unreachable over the network or the
zerver may be down. The details tab liztz arw errors encountered
when attempting to acceszs the destination.

Poszzible zolution:

Werfy that the destination server can be reached via the networl.
Configure a mail probe to quickly detect a nonrezponding zerver,
Werify that any Connection docurment to thiz destination iz enabled.
Yerify that the number of meszages required before routing ocours iz
lezz than the configured probe limit.

User Comments will show up in
the event reports, if populated in
the message document.

All User Comments are shipped
blank
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Knowledge Defined in Message Documents

Corrective Actions are also defined in the message documents

Actions can be written as a formula or in Lotus Script (but not both)

Any event report note item referenced from the formula or LS will be replaced with the
contents of that note item.

Baszics l Frobable CauzelPoszible Salutign l Corrective Actioniz) l We Currently have abOUt 1% Of
the ~6900 message document
S 1= [@Name([ibbreviate];"sTargetServers™) ~ pOpUIated with corrective actions
Driglierv = "3(0riginatinglerwver:™:

LB := "eventzd.nst"; Users are encouraged to create
P3l:= "Create mail routing probe™; . . .
their own corrective actions

P32:= "Examine cornmection document'”:
BEEM ! Ztrings to use for diasplay 1:
FEM { BEGIN 0K To Translate 1:;

_aTitle i= "Corrective Action Error™:

l Corrective LScript; i

. CREATED WITH LOTUS® SYMPHONY™
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Smarter software for a Smarter Planet.

Corrective Actions

Types of Corrective Actions shipping with D7.0
Security Change (e.g. ECL or ACL dialog box)
Configuration Change (e.g. modify values of notes.ini, directory, etc.)
Application Change (e.g. add/remove db, enable/disable agent)
Initiate (e.g. agent, task, compact, fixup)
Terminate (e.g. agent, task)
Restart (e.g. task, process)
Reset data (e.g. clear replication history)
Notification (e.g. compose an e-mail)
Navigation to something that could be examined
(e.g. Lotus Script profiling, a database view, etc.)
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Correction, the bottom line ...

Knowledge pertaining to error conditions is stored in
events4.nsf message documents

This knowledge is displayed in an event report as
probable cause text, possible solution text and
clickable corrective actions

Customers are encouraged to extend this knowledge
base by editing events4.nsf message documents
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Beyond the Five C’s of DDM

DDM Filters
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DDM Filters

7.0 event filters control what and how much
information is reported to ddm.nsf. Why?

Initial flood of events is striking, many of which have always been
there

Over time, administrators will want to “adjust the volume”, seeing
more or less of certain events

Enhanced and simple events can be filtered.

Filters can target specific servers and filter out
events by event typel/area and severity

A default filter is supplied and enabled for simple
events to reduce the initial “noise”.
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DDM Filters

Defined in events4.nsf

Can target specific servers
Can filter both enhanced and simple events, or just simple events

Can filter all event types by severity

Can filter spegifig,pusnid¥nes Mobsaveritiier :-*

hpeeblez? zimple code & db

" Apply filter to enhanced and zimple events

* Only apply filter to zimple events

* Log Selected Event Types
WV Application Code W All Severities

[ Al Severities

" Log &ll Event Tyvpes

W Databaze ¥ Fatal ¥ Failure

[ Directory [ [ [ [ [ [

' All servers in the damain '
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7 Key Points to Take Home

DDM is aimed at TCO reduction and all administrators

One-stop shopping for monitoring and problem resolution

Distills and correlates a huge amount of otherwise indigestible data
Highly usable interface allows systematic approach to server issues
Configurability and flexibility accommodates diverse enterprises

More efficient monitoring and problem resolution leads to:
Server stability and uptime
Focus on business needs, not the mechanics of administration

DDM should become primary monitoring interface, but it’s optional!
DDM architecture facilitates future extensibility and programmability
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Agenda

e Server monitoring and analysis
« Domino Domain Monitoring

e Custom Monitoring and Third-Party Products
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Custom monitoring

CREATED WITH LOTUS® SYMPHONY"
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Event Handlers
Shell/batch scripts to monitor ASCIlI Domino console log output
C/C++ API Toolkit to access Domino database components

Java/COM/OLE/LotusScript to access the Notes and Domino
environment
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IBM Tivoli Composite Application Manager(ITCAM) for Applications
Monitor your entire application environment

 |TCAM for Applications — Domino agent
Local or Remote monitoring of Domino Servers
Remote monitoring for Domino servers within the same domain
Performance Monitoring information on key Domino server components

Mail

v Ftrerxad - m 5 i

Replication

Calendar

Database R N— P
Clusters

Out of box Domino
performance reports
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 Domino deep dive capabilities with IntelliWatch

Ability to visualize Intelliwatch data in TEP
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Legal Disclaimer

© IBM Corporation 2010. All Rights Reserved.

The information contained in this publication is provided for informational purposes only. While efforts were made to
verify the completeness and accuracy of the information contained in this publication, it is provided AS IS without
warranty of any kind, express or implied. In addition, this information is based on IBM’s current product plans and
strategy, which are subject to change by IBM without notice. IBM shall not be responsible for any damages arising out
of the use of, or otherwise related to, this publication or any other materials. Nothing contained in this publication is
intended to, nor shall have the effect of, creating any warranties or representations from IBM or its suppliers or
licensors, or altering the terms and conditions of the applicable license agreement governing the use of IBM software.

References in this presentation to IBM products, programs, or services do not imply that they will be available in all
countries in which IBM operates. Product release dates and/or capabilities referenced in this presentation may change
at any time at IBM’s sole discretion based on market opportunities or other factors, and are not intended to be a
commitment to future product or feature availability in any way. Nothing contained in these materials is intended to,
nor shall have the effect of, stating or implying that any activities undertaken by you will result in any specific sales,
revenue growth or other results.

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment.
The actual throughput or performance that any user will experience will vary depending upon many factors, including
considerations such as the amount of multiprogramming in the user's job stream, the I/O configuration, the storage
configuration, and the workload processed. Therefore, no assurance can be given that an individual user will achieve
results similar to those stated here.

All customer examples described are presented as illustrations of how those customers have used IBM products and
the results they may have achieved. Actual environmental costs and performance characteristics may vary by
customer.

IBM, the IBM logo, Lotus, Lotus Notes, Notes, Domino, and Lotusphere are trademarks of International Business
Machines Corporation in the United States, other countries, or both.

Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.
Other company, product, or service names may be trademarks or service marks of others.
All references to Renovations refer to a fictitious company and are used for illustration purposes only.
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