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. Certification Authority

= Establishes policies, practices and controls

= lIssues, revokes, suspends, renews certificate(s)
- Directory
= Distributes certificates

= Dtisttrib;‘te?) revocation Qﬁ . Certificate Status Responder (opt)
status (op : = Distributes certificate status
!‘ E-|

Wﬂ

Confidentiality
Data integrity
Strong authentication

’ Non- repudlatlon

(>

. End-entities / Subscribing parties , Reglstration Authority
= comply with policies = Approves/rejects requests for
= use cryptographic services certification of public keys

= Forwards user info to
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Server Certificate

Client Hello
Cipher specs

Server Hello
Selected Cipher
Server Certificate

Generating and Encrypting
pre-master secret

generating master key by hashing pre-master secret
(master key = symmetric session key)

encrypted and signed
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¥ SO T ti‘ ﬂu:ld Server @Editﬁewer @hddmtluster @ﬂele’:eﬂen‘er

=] Cuarent Server Documen

($-)wieb,. =

| Al Server Documents Clomain Benann Create Wirtual Server
=] Confgurations — Create URL Mapping/Redirection
:=| Conneclions stlpaldZfibm Create File Protection
:=| Programs 08 Create Realm
Sp el 1 View Current Configurations

7| Exteinal Domain Metwork . T
GA Messaging I i <Create Web 550 Configuration >

Web SSO Configuration for : @ save & Ciose | (B keys.. > (X) Cancel

i_reate '
2 |
] Cormments ] Adminiztration 1 WEh SS@ ] Impork WEhSphere LTPA Keys .

Bazics ] Comiments 1 Adminiztration ]

Configuration Mame: "LtpaToken 4

Crganization: i

DME Domain: " atll.ibrm.corm

Doming Server Mames: "atlpaID?IiI:um, atlpallafibrmn,

atlpald9fibm =]
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SN R S AR 3o

Security Settings
Bazics 1 Fazsword Management ] Ewxecution Contral List 1 K.ewvs and Certificates | Signed Plug-inz | Portal Server 1 D ault ] Carm

Pazzword MManagement Bazics ] Mlotes Shared Login ]

Enable Motez shared login with operating Ma = iDu:-n't Satslie :j
veterm:
&llow User Changes? (s [T Don't setvalue

& Mo

Howe to notify uzers when enabled: AL EEVELRE AN Select Keywords E

iezsage text: F.eywords
-
System dialo
Custom meszage dialog Cancel
Howe to notify uzers when dizabled: "Mo notification =]
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Shared Mail | DB2 | Administration

Run unre strictedese

5 i
== E e g

Sign agents to run on behalf of
someone else:

Sign agents to run on behalf of the
wyoker of the agent:

Run re Scripti)ava agents,

Fun Simple and Formula agents:

Sign script libranes to run on behalf of ,
someone else:

Mote: The following settings are obszolete in Notes B.
They are used for compatibility with prior versions.

Run restricted JavallavazcriptfiCORM:

Fun unrestricted JavallavascriptiCOM:
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Notes

Fim BECL 3% &

Motes may run 'code’ (agents, commands, ete.] whenever you use a Motes database. Code may be signed to
identify itz creator. Based on the name found in the signature, you can restrict what code can do.

Notes/Domino Z4E Nl &
Tt U

&=  Security Basics
€ [ Your Identity

@ = Identity of Dthers Select a name in your Execution Contral List to see or set the permizsions assighed to the name.
-Default- permissions apply when code is sighed by someone nat in this list.

1& E What Others Do -No Signature- permissions apply when the code creator is unknown,

Using Workstation

Using Applets
Using JavaScnpt

\‘,’E B Notes Data

‘when code is signed by

-Ma Slgnalure
Bas van der Hoek /&M 5 /Lotus

Allow access to:
I~ File spstem
™ Extemal code

[~ Network
[ External programs

V' Cunent database

¥ Environment wariables

Bas van der Hoek /Metherlands/1BM I”" NonNotes databases
Bill Kreisle/CAM ALotus
BT Mail and Calendar Migration Tools/Lotu
Carmen Alonzo Franco/S witzerland/|B M
Christoph Kleger/Switzerland/|BM

Christy Larson/MSP/Lotus

Davorka Tomic/Switzerland/|BM

FA F1 Ann Sionerd| 1K /AR

2 Mail

Allow ability to:
™ Send mail

j ¥ Read other databases

[ Esport data
[ Modify other databases

Execution Security Alert

Motes has been asked to execute a potentially dangerous action by a progiam
on your zpstem. vou have not authorized the signer of the program to perfcrm
this action.

AT s

Frogram gigned by K.atherine Spanbauer/westford/|B M
On 061342002 11:37:11 AM

Iz attempting
‘Wwith the action

Access to external prograns

Launchépp

Allowing this action lo continue could damage wour system or expoze
confidential informat on. Disallowing it could cawze the cument activity to display
incorectly or not complete.

& Do NOT execute the achior:

" Execute the action this one tme

™ Start truzting the signer to execute this action

[oc ]

More Infa

N
j CREATED WITH LOTUS® SYMPHONY
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4

|

FI 7 AT RASE — R B A S A5 I A 55t 44

User Security B

==  Security Basics

€ © Your Identity [ Encrvpt mail that you send Encryption and Signature warmings. .. |

8  Identity of Dthers [ Sign mail that you send

[ Encrypt saved copy of mail that pou send

& & What Others Do ‘when receiving unencrpted mail, encmpt before storing in your mail file: <Information not available:

%’ + Motes Data

Click the Help buttan ta learm how enciyptioh and sighing make wour mail secure.

Uze Intermnet-style Mates mail to secure your mail meszages to and from people outside of Notes [and other
MHotes users).

To uze Internet-style secure mail, you need:
Ernciyption and/or signing options selected [ses above)
Intemet certificates

MIME format settings

Internet-ztyle Mail Optionz. .. |

Ok | Cloze
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Notes/Domino ZEHUCE - AHLE R nzs

s

AR SR B 50 TR A

User Security H B

==  Security Basics

You can configure Motes to automaticallp encrypt every new local databaze replica so that only vou have

€ [ Your Identity access, Database encivption is especialy useful if you share your computer, of if vour computer iz vulnerable to

thett.
% = Identity of Others
. " Do not locally encrypt
{5 +] WwWhat Others Do = Y VF
- {*" | acallp enciypt uzing M edium Encription b
%2 £l Hotes Data J
tedium enciyption iz the recommended choice. [t offers good secunty and speedy access to
documents. D atabazes uzing medium encryption cannot be compressed by disk compression
Documents utilities.

&% Mail

To manage encryption zettings for an existing databaze, open the databasze and wvisit D atabaze Properties.

Ok | Cloze
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7" (rollover)

L =10§ %]
O 63 | = 0 & = B
QR ~|

Generate New Certifier Key

ID File... | |E:‘\mad-punter‘\ids‘\garbage.id

|.-"I3 arbage

1EEPR BAGMRE BS53Y M5 45 WESFE M74AC
Compatible with all releazes (630 Bits)

M ame

Current Key |dentifier
Current Kep Strength

Mew Eey Strength

Carnpatible with 8.0 and later (4096 Bits)

The zelected Certifier iz a top level certifier and will recertify itzelf

Cancel

[ox ]

| | L] .2

Previouz Step |

Directom Server. | |paranu:nia.-"DSKTest :|

~ Toolg

/ Certification =
CeHify...

Crogss Certify...

Crogss Certify Kew...

Edit Multiple Paszwords..
Edit Recovery Information...
Extract Recovery Passwaord.

Recover D File...

ollover Cerifier Key... )

Raollover Crozs Certificate...
hdigrate Certifier...

hodity Cerifier...
Cerification Log...

1D Properties...

Set Server Controller'z 1D
s x

I =l

+| | dskadmin - parancia < | |23 «|
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Security Settings : OCSP enabled

Baszics ] Fazzward bdanagement ] Execution Cantral List ] Fev: and Cerificates | Signed Pluging | Partal Server | Cam

[ Inherit Public Key Requirement Settings frorm Parent I Enforce Public Key Requirernent Settings in Children

kdinimum allowable Key Strength: -

hlaxirmurm allowable Key Strength: -
Preferred key Strength: -
hlaxirmurm allowable Age for Kew: 36000 davs
Earliest Allowable key Creation Date: Qamineayy

Spread new key generation for all users over this many -
days:

hdaxirmurm number of davs the old key zhould remain valid 365 days
after the niew kew has been created:

wharning Period: 21 davs

Cusgtorm Warning bMeszage:

able OCSF checking

Default OC5P Responder: httpifoczp.openvalidation.org:80

[ Ahways uze Default OCSP Responder

Permitted Certificate Status: -
Level of Detail recorded in the Client Log: -

[[oma]
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Notes/Domino %Nl E - Internet ZEsH T

FEERL X YOS R RS e T # Es
G B SOR HH RSOHTRZ MR IR 0 AT A1 IR A e &

| tﬂ Wirkspace | D5ETest's Directary - Server... X | DEnnfiguratinn for paranoia... ¥

El:lit Server Configuration ®Cance|

Configuration Settings : paranoia/DSKTest

Basics | Security | Client Upgrade | RouterSMTP | MIME | NOTESINI Setings | Doming Web Acce:

Enforze Internet Pazsword Lockout; W ‘ex

. v Lockouts
Log Seftings: v Failures
Default Maxirmurm Triez Allowed: ]
Default Lockout Expiration: 2 Hourg
Default Maximurn Tries [nterval; 15 Minutes
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Notes/Domino Z4MlEH - Internet ZHEFHE - SHEX

[@ Waorkspace [ ] DSKTest's Directary - Palicies... 3¢ [ DSecurity Settings: Hard lockout 3¢

EditSet‘tings ®Cance|
DN P ‘rir‘ JJ;)-L g T j\ wE
= 4, - -
W H P et IR RER B ] L& Security Settings : Hard lockout
= R R B
RININ H Basics l Pazsword Management l Execution Control List l Keys and Cerificates | Signed Plugins | Portal Server | Comments | Administration
i I IR e SR AT
@ l% *E*Eé’ﬁt]:‘j‘m NAYin Passwaord bManagement Basics ]
Pe Sl 2y 2L =
B HEATHE E R
= ?'—A = o OO 4 _
/l:l = i{ﬂﬂ&%ﬁ%&}]” IE /fT Use Custorn Password Policyfor Mo ™ Inherit [~ Enfarce
Motes Clients
L N Ta\a i
Inte rnet ﬁ 61%@% XE ( N HBEG Check password on Motes id file Mo ™ Inherit [~ Enforce
— 5] Allow Uzers to Change Internet Yes ™ Inherit ™ Enforce
15‘] H&%ﬁ ) Password over HTTF
Update Internet Password When Mo [ Inkerit ™ Enforce
Mates Client Pagsward Changes
Enable Motes Single Logon with Mo ™ Inherit ™ Enforce
“workplace Rich Client:
Enforce Password Expiration Dizabled [ Inherit [ Enfarce
Required Change Interval 365 days [ Inherit " Enforce
Allowed Grace Period 0 daws [ Inherit " Enforce
Pazzword History (Motes anly) 0 pazswords ™ Inherit [ Enfarce
‘warning Period 0 days [ Inherit " Enforce
Custorn Warning Meszage [ Inherit " Enforce
Override Server's Internet Lockout W Yes [ Inherit [ Enforce
zettings?
b aximurm Tries Allowed 5 [ Inherit [ Enfarce
Lackout Expiration Obdinutes [ Inherit " Enforce
Ml aximum Tries Interval 1Days [ Inherit ™ Enfarce
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& Internet S hREBHUE, filReS & HE)AIE Inetlockout ERHE, KAITTE 10 4388 A2 A4 5
05 A B e KRR, (H A TR G AN, S8 1R S AL sk A 7 i /e DDM &k} i

[F]—1{/F] Domino kAR & ks A R EIAS ID, (H 2848 15 T AN E T 3

LEAN[R] R Av] i i HP AR AR BAN et Rl (P05 FH 25 80 B AIEA T 320, mT DA (AR $54m) it s AT 0 FHEE
7t inetlockout.nsf HH BR824 FH 4 & A, ORF e i B

Internet Lockout ‘ ¢ Mark for Delete/Unloc | |De|ete bdarked lterms
i Server Mame = |User Marme = Locked Out =2 Failed Atternpts % |First Failure Tirm

|- mpartafiris
l Fhillipe Loherfestiard/|Bhd Mo 3 11/29/2006 03
|

Locked Qut Users
I Lagin Failurez
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Notes/Domino ZZ4Hll'® - Notes ID Vault
FE IR

Es AR 8 ID WEAAREAE L ke B RHE I E T e 8l Notes 25 B3 &
LERFARIS A ] DA — I8 85 22 A8 £ e o
(PNSE IR E
ST 1R B Je A S Al FH 255 o s 1) i
A DB AR RO ek 5 H 56
PRH T BJ7 b P o o 10 Sl 1) 77 12

B

TR T A & H2s ) B aE i 1) T B4

H &I Lotus Notes ID #ift45 Notes H P i
I EAEAY:

Domino 8.5 fijlk#%
Notes 8.5 HH F i

[
TR
M

VA
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AR, AERERIED A ID E

<t H P A ;1D 3N 1D Vault

« O AEAE ] P B R 28R 55y, ID Vault [ #hdi4e 1D %
*Help Desk %F 11 H 2 H Bl JE ] 5 B 525% Notes %54l

 { Lotus Notes

Helpdesk :
P Notes IDs Lotus  Domino Notes ID

Domino
ID Vault

ERIERUACEY
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’ ~ Toolz o . .
n Server: DominoB5idemoibm : i -
zl ii Buid /85_10152008 on Windows/2003 5.2 Intel Pentium B Current Senver | | Tools
@] Certification » I Server Hel ) e
o e » B4 Messaging @ =iE 7 Certification
» @ Registration % Hfaplicatinn | |Vaulthame i.{-‘«dministration Server ;_I_:Jescription | » Registration
e 4 et [S)"ed?["" [Cemo Domine8aidemoibm Demo = (_)ﬂ Bolici
U .. w B 3| Policies
b g_)ﬂ Palicies 7 L] Certificates s
e o Certificates P Haosgted Org
| .2 @ Hozted Org . il Cartificate Fxpiration 5
(@ [0 Vauls | & [ serer
~ ﬂ Server é 'E'BS - % DEB2 Server
= 2l i Wl
i @ b oritoring Configuration = 1D Yaults
~ % DBZ Server » & Health Manitoring S
= v @ Cluster Create...
s ID Vaults » & Offine Services hanage...
. Ereate | Mizcellaneous Diletals
Password Rezet Authority...

Pazzword Reszet Authority. .
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] TAE
e XPage SAATHFrIRE,  BRACTREA T nl RE A2 TR L)
2L
it DRAE A Ml s _ESAAT B0 A QR 2 S B HE )
A el A
falflkeas SR > R > BT B
Sign or run unrestricted methods and operations
Sign agents or Xpages to run on behalf of the invoker of the agent

N EAGALE
Domino 8.5 fillk#%

Sign or run unrestricted xPage Builderz =
tmethods and operations:

Sign agents to run on behalf of -
zomeone elze:

Sign agents or xPagesz to run xPage Builders 4=
on behalf of the invoker:

Sign or run restricted -
LotuzScrptidava agents:

Run Simple and Formula -
agents:

Sign =cript libraries to run on -

behalf of zomeone elze:
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e ) &R E ACL HH R BEIE— 22 A 29 FH P ) A B PR — 1 {8 06 FH
names.nsf & ¥} &

AZ I REARUA BB ACL , 2 ZERE7E NIF/NSF J& TH
ANRERE % A RHE ) ACL i &

BEZ S Uf r) 22 #2246 names.nsf 105 A AE—iei i
24 5 # 17) object
¥4 (form)

A7 (within forms)
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Notes/Domino ZZ4HEE - XxACL — {575 Internet Z W5 224>

Extended Acc

M arme

)

1

v Show only

&n Extenden
Lizt to e ar

Log

People, Servers, Groups  -Default-

Scope Thiz container and all dezcendants

Schema Domino w7 |

Show Al - | Show |.-'3.|| l |
Holiday Document - mm ¢ ¥ Ccess Allow Deny
[ il r | =
Location (3 | B I = I::'] I + I rai I zad [ v
Person
: P FizF¥er | Field Wame: HITFFaszzword [ite: 7
EE::EﬁFéHEﬁS Flag=Ver Data Type: Text N o
. . . Form Data Length: 0 bytes
PolicyarchivelCritenia FullH Seq Hum: 1
. ame eq Hum:
PDI!C}IDESHDD HomeF & Phonelumber Dup Ttem ID: O
PalicyE st HomeFostalAddress Field Flags: SUMMARY
Palicyh ail HotVer
Policyt aster HITFF asswerd .
PalicyProdT oaols HTTFFa==wordChangalate
PolicyR egistration HITPFasswordFor ceChang|
PolicyR oarming

PrliruSarritu [FEgr g
ir]I | o[ JmiFile [

“ou can further modify the access privileges of current subject for this container. Select the formz and fields above and chooze
the accezs. Toincrease the access base prvileges for the subject you are modifping, return to the Acceszs Control dialog.

k. | | Cancel |

L=l

|
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A8 RSB N LT TRl ) SORR

D atabase ACL —= Defaut: Reader

Root Subject:*/Sal es/Acme

Access:
BrowvseDery

O=Acme
OU=Sales OU=Engineenng

CN=F. Franks CN=C. Cole

CN=N. Henry CN=K. Kaye

CN=L Laramie CN=T Total

CN=0. Oskar

[
TR
:jiil

VA
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SRS 2 R R 1 P A TR S IR L

Folicy Documan

Archive Sellings

Reqgizivation Settings

Dezskiop Sefimgs Documend

= Setup Sethings Docwument
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»

Notes/Domino ‘4= liE - B ARG i) 2
@save & close (X cancel

Policy : /Samtleben.Net Global

Bazics l Comments l Adminiztration l

Paolicy name: ISamtleben.Met Global Create Child
- — Explicit policies can be explicith
Folicy trpe: Explicit =] aszigned to users in their persan
Description: docurment.
Reqgistration: Global Registration =] Mews...
Setup: =1 Mew...
archiving: =l Mew...
Dezkiop: Global Dezktop = Mews...
Security: Global Security 5 =] Mew. .
EE =l Mlew. ..

lotusknows.com * ) CREATED WITH LOTUS® SYMPHONY"
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Notes/Domino Z4 Mt E - iR &
@ save & close X)cancel Dinheritance  DEntorcement

Registration Settings : Global Registration

Bazics l fd ail l IDICertifierl hdizcellaneaus l Camments l Adminizstration

[ Inherit [~ Enforce

Security Tvpe:
Maorth American
International

[ Inherit [~ Enforce

Public Kev Specification:
Compatible with all releases (630 bits) _
Compatible with 6.0 and later {1024 hits) [ Inherit [ Enforce

Pazsword Key Width:

Baze strength on BS54 key size [ Inherit [~ Enforce
Compatible with all releazes (64 bits)
Compatible with 6.0 and later {128 bitz)

Certificate Expiration Date:

& Static Date [ Inherit [~ Enforce
" Monthz from user creation - ] -

26.10.2006 17.52 Inheri Enforce
W In Domino Directory [ Inherit [~ Enforce
[ InFile [ Inherit [~ Enforce

— / ‘\
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Notes/Domino ZZ4EHEE — &4 ER

I
E&
=
IR
b

i @Bave&Cluse ®Cance| |@Ir‘uF‘ueritar‘u:E @Enfurcement
[
1 Security Settings : Global Security
}
ﬁ Bazics ] Pazsword Managementl Execution Cantral Listl Public Kev Requirements | Comments | Administration
]
¥
i
3 Allow Ugers to Change Internet ez =] [ Inherit ™ Enforce
:J Pazzword over HTTP

Update Internet Pazzword When .

Motes Client Pazsword Changes No 4= [ Inherit [ Enforce
1 Check Mates Password Yes 4=l [ Inherit ™ Enforce
o
¥
a1
!
;'1 Enforce Password Expiration Disabled =] [ Inherit ™ Enforce
|
: Required Change Interval 0, davs [ Inherit [~ Enfarce
¥
5| Allowed Grace Period b davs [ Inherit [~ Enfarce
¥
;,‘ Pazsword History (Motes only) 50 paszswords [ Inherit [ Enforce
| Reguired Pazzword Cuality Strong Paszsword Poszzibly Crackable by [ Inherit [ Enforce

Autornated Dictionary Attack (8) =]

4| Use Length Instead [ Yes [ Inherit [ Enforce
¥
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Notes/Domino Z4HCE - 4 (i HE IS )

7

Baszics ] Faszzward Managementl Execution Control List] Fublic Key Requirerments l Comments ] Adrministration ]

Fassword Management Basics ] Custam Fassward Folicy ]

Change Pazsword an First Usze Mo = [ Inherit [ Enfarce
Allowy Cormmaon Mame in ez = [ Inherit | Enforce
Pazzsword

FPazsword Length binimum characters [ Inherit [ Enforce
Pazsward Length haximum characters [ Inherit [ Enforce
Pazzward Quality Fiminum characters [ Inherit [ Enforce
kdinimurm Mumber of Alphabetic [ Inherit | Enforce
Characters Allowed

Pinimurn Mumber of UpperCasze [ Inherit [ Enfarce
Characters Allowed

Pinimum Mumber of LowerCaze [ Inherit [ Enforce
Characters Allowed

kdinimurm Mumber of Mumeric [ Inherit | Enforce
Characters Allowed

kirimuim Mumber of Special [ Inherit [ Enforce
Characters Allowed

Paximurm Mumber of Repeated [ Inherit [ Enfarce
Characters Allowed

kinumurm Mumber of Unigue [ Inherit |  Enforce
Characters Allowed

Pazsword kay Mot Begin wWith - [ Inherit | Enforce
Pazzword bay Mot End Witk v [ Inherit [ Enforce
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Notes/Domino ‘ZRHLE - ‘#2EMH  (~hl4:
@save aclose X cancel Dinheritance D Enforcement

Security Settings : Global Security

N—"

Basics ] Faszwaord Management l Execution Control List ] Fublic Key Requirements | Cormments | Administration

kdinirmum Allowable ey Strength: Mo Minirum —
Maxirmurn Allowable Key Strength: Compatible with Release 6 and later (1024 bits) A
Desired Default Key Strength: Compatible with Release B and |ater (1024 bits) -
hdaxirnum Alloweable Age for Key (in daws): AGRARO0

Earliest Alloweable Key Creation Date: 01.08.77

Spread new key generation for all users over thiz g days —

rnany daws:

Priority relative to person docurment publickey | o -

requirernent settings:

lotusknows.com ** ) CREATED WITH LOTUS® SYMPHONY"
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F RIS AT EE?
L SRS SORKS PP 41572 TP e 4 4 R AR ek e 1R P R SR 0 IS SR s

D B S ) AT
SR A A A A R B A (AT BRI (Rt - BT PO

Domino 8.5 fi] k&%
Notes 8.5 H i
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Notes/Domino ‘Z4HC & — Bl

] TAE

FE SR SRR “pr SR ” Policy : /Policy
I TN BT Y R SR W A
N B Y R R R A

ﬁ%lﬂ%ﬁ/‘]}fﬁﬁ:ﬂ%mﬁ? bnminnEEUsers
ﬁ%%?ﬂ%ﬁﬂz%ﬁ% Ted Amadalrenovations
SRR A B B SRS 1) M ST SR
AR A e I A B RE TS (1K) 8 37 AW
Policy Synopsis

A5 i R ) B T S 1) 4 S I

BN B RE SIS (R 1B S0 H
A DL R ) R SR ngs (45 5B IR

.-'f-.dd Polica EditF"u:uIiu:}-' @DeleteF‘Dlicy @Increase Precedence @Decreaseprecedence

Bazics l Pnliwﬁ.ssignment‘ Folicy Precedence | Comments | Administration

| Category %F"reu:edenu:e ;Dynamic Policy [Authar
| ™ (Mot Categaorized)
1] IREMYaultyaultPolicy
| ] Policy Doming Adminfrenovation
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Notes/Domino %N E - =ZTH L

Start

Explicit Policy in
Person Record?

: : Use
Exception Y All Settings Yes .
Yes es
" Policy ? Documents set? p Exception
No Policy
No
All Settings No
Org. Policies set ? g
Documents sef ; ]
\ 1.) Use Settings from Exc . Policy
No N o Policy Yes Us:e. 2.) Override enforced Settings
assigned > EXp!ICIt 3.) .
Yes Policy O/OU Policy
OU Policies set ?
) Use Settings from Expl. Policy
| 1) Use Setti f Expl. Poli
No 2) use enforced Settings
No Use Org. 3)Use missing settings from
Policy 0/0U Policy
Yes
Enforced All Settings Yes -
Settings ? | " Documents set? [ a0 WY ey

lotusknows.com °°

Inhertited N
Settings? o’
Yes

v
1.) Use Settings from OU Policy
2)Usemissing settings from
0/0U Policy
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Enforced No Enforced Settings
Settings Inherited Settings

In her tited All Settings
Settings? Do cuments set?

. . No 1.) Use Settin gs from OU Policy
No i No 1.) Use Settings from OU Policy 2.) Use in hertited Setting s from O/OU Policy
All Setting's T 2)Useenforced Settings from O Policy 3.) Use missing settings from O/OU Policy
Documents set? 3.) Use missing setting s from O/OU Policy
Yes
Yes | 1)Use Settings from OU Policy Yes | 1.)Use Settings from OU Policy

All Settings . . 2.)Use inhertited Setti fr O/OU Poli
Do cuments set? 2.)Use enforced Settings from O Pdlicy HLEDLAING ngsirom oficy

1.) Use Settings from OU Policy

No 2)Useenforced Settings from O Policy

3.) Use in hertited Settin gs from O/OU Policy
4.) Use missing settings from O/OU Policy

Yes 1.) Use Settings from OU Policy
2))Use enforced Settings from O Policy

3.) Use in hertited Settings from O/OU Policy
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FI B R, SR 2 (8 T e sh g ml BER T A
A 50 ZAE B A L nl B B ARSI H AR B
RS AL T Fh B 5 DI Be

et BTH) & 1 1A Dy RE A4 Bl IR REAR ], BERE

b A IR RE AT R

T AR TR A%, TR BRI LS [ i de s 22, MRS
[ LR, W [ R AR
ARG B AR AL R, AT B R .

FAE S5 S Y S 3SR 20 B ]
ST RO AR ) ORI, DA BT R 1

& o
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J& J/* Domino Domain Monitoring F¢)—1l 3 7>

A e B ) A R AL B B R PR
Al B IEAT FL iR
AR S £ Al o G B IEEA T LR A
kLR ACL
BR 7 R
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Notes/Domino Z 4 Al E - DDM ZZ4#R %}
M:}? Event H["-]“ Expand &l Hr% sl Ea.. 1[5'1 Change State vl

>
Event Resource Centel

") Open Domino Event Lazt computed 26.10.2004 18:39:17
Event haz been reported from: Event surmrmary for: Additional information:
Jj Server: Blackslate!Samtleben MNet Jj Server: Blackslate/Samtleben Met Al Uzers in the Domino
Show eventz zorted by . . h User Directory
| @ Dornain:  Samtleben.Met &3 Database: narnes.nsf: Person o
r " Document
Probe Dioc: ]

Il By Severity

| tdost recent event:

@ - L
I A aurity rizks have been found
26.10.2004 18:39:17: Security Best Pr_’aqices Frobe: Potential security rizks have been found in 2 Perzon Document(s), and 2 rE!FII:II“tE!d to the details tab
| D have been repored to the details tab inzide.
3 hdain Type: Security. Configuration First occurrence: 26:10:2004
I'ir'za 18:09:.04
| ' Severity: A Fatal ¥ Qcourrences: 2
ﬁ‘% Frobable cauze and pozsible zolution: l Details l ileted.
|
I %il 4 Person Document(s) from the domino directory were analyzed. The requested number of itly defined in probe

potential Security risks are reported below.
ments have been analvzed.

Ciéy Protector/Sarmtleben. Met ] ibe: Prabe cannot run due
anfiguration information wasz

| Check pazsword Dion't check pazsword Itizs recommended thatthis field be setto
- Check Password.
] ] ] guration Documents have
Reguired change interval 0 ltiz recommended to have a password

change interval zet.
o
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DS Blacklist filters: Dizabled 4= DOME whitelizt Filters: Dizabled 4=

OME Blacklizt zites: DS Whitelizt Sites:

Deszired action when a Log anly q=] Dezired action when a Silently zkip blacklizt filters =]
connecting haost iz found in a cohnecting hoszt iz found

DS Blacklizt: ina DS whitelizt:

Custarm ShATP error rezponze
for rejected meszages:

Frivate Blacklist Filter: Dizabled 4= Private Whitelist Filter: Dizabled 4=
Blackliztthe fallowing hosts: Wwhhitelizt the following
hosts:
Deszired action when a Log anly 1=] Deszired action when a Silently zkip blacklizt filters 4=
connecting hozt iz found in the connecting hoszt iz found
private blacklist: in the private whitelist;

Custam ShATF error rezponze
for rejected meszages:

lotusknows.com ©'



Lotus knows.

Smarter software for a Smarter Planet.

1. Notes/Domino “Z4>Fx Y
2 .  Notes/Domino 243547
3. Notes/Domino Z4 il s

‘ 4 . Notes/Domino %4k
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LA
IT 2 (FHh - #a - 58
A Al ) B it 20 BR
1. IRE i 25 2 (A T 2 I
A il
JEL 53 B
EE 3Tk
oW A
JEE 3 T
B AN A Bl SR
M P55
Compliance Testing &t

A R [l e

—— o —

© L N O W

—
=
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"Security is a Process,
not a Product"

Bruce Schneier,
Father of Blowfish and Twofish
Counterpane Security
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Notes/Domino Z4 —— wfAl )& it 0 B
SR - (1) 15 1 2 11
AT RE S R, NS EU I &S R ?

Ty SRAE S LE Ty T A T 2 A ] ?

X 24 210 R B ] 2

CRETEN v 2
T B 6 L 2

@R 1, SR AT AR ?

p. Ar T K 7 G0 T A P e 22 4= JBE 2

10. Al

I
il
]|

I
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F IS5 E ] 2 AT

1. B 1

)

HAR - BEE7 1 IT S8

1. WP H A S ARG
MR 25 7 (A SE 5
Bat PN B it
e S (e AL R
oM 5 T TE D
17 3 BB MR AE S A

2. WATHRB MG
PR IR A1 1 S SRR A T R TAN
PEMREG (1) £ B A BR RS AT R A
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AfE ) HE SR BB, WPARLEUT

2. WA

>

B = R ek

1. k! R ]
£ B e Y ?
T AT BEAE AL 1 7 B 2
i S R A IR LS ] e A A HH o mT Re 2
BT 2088 | 2ER 2 2

™
SH

2. fiiliti
135G LY T R IBCN AT (14§35 It 2
i L il T L BB
TS LEPH A 5 B ( CAFRNTBH 8 )?

BRI &R 2
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F A e THI A T 22 4 i [is] 2

JRPg = 58 + B + nTRENE

i LR 5 T Al
E7 o5 4N ITh (L]
s LI H S5 B
AR i

JR 7T 5 120 BR

B R E

JE B e

Y LAl RETE A

PRICE TR, 25 wF B8/
T i (136 5
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BRI RS EE dn fe] 2

R A A R R Bt el B AR IS R 52 BROR

UK

High Top Secret Information

Secret Information
Confidential information

Internal Information

Public or Unclassified Information

Low
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M AR AT 2

A VEIRR = SHATR SRS AR

1. et il
ARG BRI 2 B 2
Q] B it R 22 4 ?
BN, anfafsfedift, &1 w2 AT T ?
M BRI, ER I AT &

2. TN
AfE S AHAR N 2 2 R ?

Executives -> Security Manager -> Process Owners -> Developers -> Users
(troublemakers)
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AR

JER g = TR, SRS

L EURI
NP | HEE B TR
T3 4 R o3¢
AR | 7 IE

lilvep
E7 st PN

BRI (AR, AW )
LCRRGA T RIENER
A PR A
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UnAn B i, S A SORE i) SOEATRC R 2

LEEE = 0l & BRSO

1. HEEMIGE R E %
E I ¥/ G

2. ‘A%
REIPEREA B

3. B ARG S
AN YR B

4. A LA
A SRR
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| 8. gl

Education

Training <

Awareness { ‘ Security Awareness ‘

D CREATED WITH LOTUS® SYMPHONY"
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A H P ANE

Education and Experience

= =

Roles and Responsibilities

o

Security Basics and Literacy

ER (R CIR N R rga s

'\‘

IT Security Specialists and
Professionals

Beginner,

> Intermediate
Advanced

Specific to the Employee and
IT System Used

>

All Employees using the IT
infrastructure

All Employees in the
organization

i
i
Fi
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WP LR = AR MR B e

o A R A
SR, B s
P T B ) 2 A R
TR G RZARE , DU ORE T 22 s LH

FEAESF R DO N, e I X
Al 1 R S Tt 2 AN ST R R PR AR D
PREDIY 186 5 445 it 1) ol S48
HB IR T AR HLE D BR
SeftInltsld , LB B8 9%
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Lotus Security Redbook

http://www.redbooks.ibm.com/abstracts/sg247017.htm|?Open

Policy-based system administration
http://www-10.lotus.com/Idd/today.nsf/Lookup/policy

Domino CA & CPS

http://www-10.lotus.com/Idd/today.nsf/0/d3646dc17fbea0b200256¢410049d8d5?
OpenDocument

http://www-106.ibm.com/developerworks/lotus/library/article/domino-cps/

Secure Messaging
http://www-106.ibm.com/developerworks/lotus/library/article/securemessaging/
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Legal Disclaimer

© IBM Corporation 2010. All Rights Reserved.

The information contained in this publication is provided for informational purposes only. While efforts were made to
verify the completeness and accuracy of the information contained in this publication, it is provided AS IS without
warranty of any kind, express or implied. In addition, this information is based on IBM'’s current product plans and
strategy, which are subject to change by IBM without notice. IBM shall not be responsible for any damages arising out
of the use of, or otherwise related to, this publication or any other materials. Nothing contained in this publication is
intended to, nor shall have the effect of, creating any warranties or representations from IBM or its suppliers or
licensors, or altering the terms and conditions of the applicable license agreement governing the use of IBM software.

References in this presentation to IBM products, programs, or services do not imply that they will be available in all
countries in which IBM operates. Product release dates and/or capabilities referenced in this presentation may change
at any time at IBM’s sole discretion based on market opportunities or other factors, and are not intended to be a
commitment to future product or feature availability in any way. Nothing contained in these materials is intended to,
nor shall have the effect of, stating or implying that any activities undertaken by you will result in any specific sales,
revenue growth or other results.

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment.
The actual throughput or performance that any user will experience will vary depending upon many factors, including
considerations such as the amount of multiprogramming in the user's job stream, the I/O configuration, the storage
configuration, and the workload processed. Therefore, no assurance can be given that an individual user will achieve
results similar to those stated here.

All customer examples described are presented as illustrations of how those customers have used IBM products and
the results they may have achieved. Actual environmental costs and performance characteristics may vary by
customer.

IBM, the IBM logo, Lotus, Lotus Notes, Notes, Domino, and Lotusphere are trademarks of International Business
Machines Corporation in the United States, other countries, or both.

Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.
Other company, product, or service names may be trademarks or service marks of others.

All references to Renovations refer to a fictitious company and are used for illustration purposes only.
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