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-- Extending Notes Encryption to the Internet
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Agenda

 What is Lotus Protector?
« Lotus Protector for Mail Security

« Lotus Protector for Mail Encryption
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What is Lotus Protector?

An optimized security platform for Lotus Domino customers
e Protector for Mail Security

- A spam and content filter for Internet e-mail
* Protector for Mail Encryption

- An Internet e-mail encryption offering

Protector products understand Lotus Notes and Domino and the
ways our customers use it!
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Lotus Protector Vision

e Best in class technology

* Engineered to same security standards as Notes/Domino

* Objectively match or exceed performance of security market
leaders

« Leverage our understanding of customer deployment patterns and
use cases

« Easiest to purchase, deploy, administer, support

 Integration with Notes/Domino everywhere

« Extensible for all Lotus collaboration products

* “Plays well” in mixed environments and with multiple platforms
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IBM Lotus Protector Offering Family

» Extends Domino e-mail with new security and data protection capabilities
*Protects/secures against Internet threats
*Delivers enhanced content protection tools

* Integrates with Notes and Domino Ul & security model

Lotus. Protector

Security Products

RIS T E ti Data Loss
Antivirus  ¢=p NCryplion ey ; )
Prevention
Lotus. Protector for Mail Security Lotus. Protector for Mail Encryption

t‘ ¥ } !
IBM LOTUS DOMINO

Lotus Protector capabilities, packaging, and release sequence subject to change
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E-mail-borne attacks change rapidly
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Lotus. Protector for Mail Security

Notes/Domino World class technology
integration

labs
cenriFiEogg

Deployment Flexibility

Per-User Software License
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Lotus Protector for Mall Security

Monitors,
blocks and
eliminates Pre'-rle-r'llﬂ
120K known
1000+ threats viruses and
challenging the WOITHE of unknown
messaging viruses
infrastructure

<

Recipient

Lotus Protector
nrtu-inu for Mail Security

Customize
88% effective policies to
at detecting SUpP
both known compliance
and unknown and internal
security
initiatives
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Notes Inbox Integration

Gives end users complete control over ALL unwanted e-mail!

Quality Imitated Watches
Special From $199-$250/Each
Bestseller Watches

A Lange & Sohne Chopard Patek Philippe
Audemars Piguet Franck Muller Rolex Ladies
Breitling IWC Rolex Mens
visgra s an ool | BVIGAT Jaeger-Lecaultre SWISS Rolex
dystunction. vid| Cartier Omega Tag Heuer

Objective Spam

Pharma, sexual, stock scams etc.

PrOteCtor for Mall Securlty Stops ObjeCtlve 2 :m‘lvvg‘ Checkout the hottest watches now
spam cold at the gateway B o Checkout the hottest w
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Subjective Spam

Newsletters, mailing lists, event
Invitations etc.

Ten Tips for Highly Successful B2B Telemarketing 7

Dear Amold

+
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ilters up to 360,000
e-mails per hour
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MS3004LP x3350 x3550 x3650
v2.1 v2.5 v2.1 v2.5

NOTES

« Measured filtering of incoming internet emails of average 19kB size with pre-filters turned off. IP pre-filtering and SMTP pre-filtering increase throughput.
« Version 2.5 hardware refers to off-the-shelf IBM System x rack-mounted servers

*« MS3004LP hardware discontinued as of 9/22/2009, but v2.5 is supported on previously purchased units at 198k/hr.

« See: http://www-01.ibm.com/software/lotus/products/protector/mailsecurity/systemrequirements.html

CREATED WITH LOTUS® SYMPHONY
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Top line from Burton Report

Secure e-mail has not changed greatly since Burton Group’s last report on the subject in
2003. Functionality from vendors such as IBM... Microsoft...and Novell has remained
static. Despite strong risk and compliance drivers, adoption is low as enterprises
and the industry as a whole fail to achieve Public Key Infrastructure (PKI) nirvana or to
agree on an alternative model - such as Identity Based Encryption (IBE) — and make that
an open standard. The built-in (and thus “free”) secure e-mail solutions from major
vendors... are inadequate; the enhanced solutions from third party vendors are
expensive and proprietary. It is as if the market is in a state of arrested
development.

Although enterprise e-mail has been around since the late 1980s, organizations are
still struggling with how to securely provide information to their clients, partners
and suppliers through this medium. With additional regulatory requirements, increased
Internet e-commerce and privacy concerns, the demand for confidential e-mail
services will continue to grow. For most organizations and users, secure messaging
means, above all else, the ability to encrypt e-mail and transmit it to intended
recipients without disclosure or alteration. Applying similar protections to instant
messages, mobile messages, and other online communications is also a major concern.

Secure E-Mail: Commoditized Functionality, Proprietary Deployments
Burton Group 2008
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Lotus. Protector for Mail Encryption

Notes/Domino World class technology
integration

Deployment Flexibility

Per-User Software License
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What does it do?

* It extends Notes encryption to the Internet

« |t secures e-mail using the most seamless encryption available
for a given recipient

* |t provides options to recipient for preferred method of
communication

* |t ensures content in transit is not intercepted or modified

* It saves money on couriers, certified mail, overnight delivery,
faxes, etc.
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How does it work?

e Content Filter
 Policy Server

» Enterprise Key Server

* Encryption Policy Server
« Webmail Ul

 Satellite Server

* Notes Integration
» Client Keyring
* Encryption Policy Client

INTERNET

*Optional
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end SendandFile.. Save asDraft Delivery Options.. [* = ﬁ Display~ More | Finding the BeSt User Experience

[ Highimportance [~ Return receipt W Sign W Encrypt

I IM%C Protector for Mail Encryption is intelligent
= | about finding the best, most seamless
Friectupdat encryption mode for every user

Hi Sallie and John - This is a sensitive project update that shouldn't be intercepted,
recipients. | also have signed this message so you can be sure it came from me an

Samantha|

Domino

Notes Notes Prc;(m(
Mail

\\ Encryption

) Gateway
‘ Protector for Mail Encryption Client ‘ Protector for Mail Encryption Gateway \
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Intelligent encryption finds the easiest path
 Notes PKI

 Federated Key Server

- keys.recipient.com
PGP Desktop or S/IMIME

» PGP Universal Satellite

 Web Messenger

e PDF Messenger
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PGP Universal Satellite

&8 Inbox - Dutlook Express

== x|
J File Edit ‘iew Tools Message Help | ;?
. 3 A= L
Y. & & .8 = X | & . s
Create Mail Reply Reply Al Forward Prinkt Delete Send/Recy Addresses Find
= Inbox
Folders X | o] % | From | Subject | Received - |
Il‘;ﬂ COutlook Express 1] @SamanthaDaryn@lotus.c... *Confidential; Draft Contract 5/7/2010 1:02 PM
E@ Local Folders
B

@ Cuthox

131 Senk Thems

[ 5B Drafts
From: SamanthaDaryn@lotus.com To: joey@example.com
Subject: *Confidential: Draft Contract
*PGP Signed: /772010 at 1:.02:1% PM, Decrypted
Hi Joey,
Contacts x | . .
[Fi5amanthaDaryn@latus.com Please take a moment to review the changes I've put into the contract, and
if you agree with sign and return to me as soon as possible.
Thanks,
Samantha

* Samantha Darynilotus =SamanthaDaryni@lotus.coms
* xd54F 3366

|1 messageis), 0 unread

:f_'SI:arl:l [ﬁ é @ @ Iﬁﬁ Inbox - Outlook Expre...

@ ‘Working Online

W% E 124 PM

CREATED WITH LOTUS® SYMPHONY
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) Lotus Protector for M; refox — & x|
Fle Edit Wew History Bookmarks Tooks  Help

@ - o TR s ey, otus. comibfin. = 7 - [ cooge i

8] Most Visited | | Getting Started || Latest Headines

Seftings 4 Help tJ Logout

J ] Lotus Protector for Mail Encrypt

F m Protector for Mail Encryption

Web Messenger

¥ Lotus Protector for Mail Encryp eb Messenger - Message Display - Mozilla Firefox 18] x|

Fle Edit Wew Hstory Bookmarks Iools Help

@ M & A |,_| mirmﬂ https+/fkeys. latus. com/bym. e7id=EGVQVILW X YEDY7DIDQ7IRSCW2HEmId=1 sort=receivedorder=. 7 - |-'] - | Google 5
%, Compose @example.com's Secure Inbo =
e |21 Most Visited | ] Getting Started 5 | Latest Headlines
h Inbox @ Delete Message 1-10f1  First | Previous | Next | Last J || Lotus Protector for Mail Encryptio | ‘ —

. Sent [ o0y 2 [From | subject |Received v [size | setings @ Heb € Logout
| Ir7 7 BamanthaDann@lotus.... *Confidential: Draft Contract Today 213PM 31 KB ‘
@ Delete Message 1-10f1  First | Previous | Next | Last - p m Protector for Mail Encrypﬁon
. Web Messenger
Lastlogged in: 05072010 12:14 P
Compose
X [.% Repy_| | Repy ToAll_| | @ Delete | | [ 2 Print Message 10f1  First | Previous | Mext | Last
= Inbox
From: SamanthaDarn@lotus com 0850772010 213 P
To: ryan@example com
Sent
» Subject: *Confidential: Draft Contract

Hi Ryan,

Please take a morment to review the changes I've put into the contract, and if you agree with sign and return to me as soon as
possible.

| Done Thanks,
= Samantha
Bistart| B} @ @ & G 1nbox - ryan@example.c... || (@) Lotus Protector for M...
= Contract.txt
[ Reply_| [ <= ReplyToall | [ @ Delete | | .= Print Message 1071 First | Previous | Next | Last
| Dane

Bistart| (3 @@ G G Inbox - ryan@exanple.c... || @) Lotus Protector for M...

HLOTUS® SYMPHONY

]
]




Lotus knows.

software for a Smarter Planet.

M PGPMessage.pdf (SECURED) - Adobe Reader
File Edit Wiew Document Tools Window Help

= %_‘IJ' \‘,5] [T 11 B ® [z - o i -

Subject: *Confidential: Draft Contract

P PO e ——— A Adobe Reader From: Sc?mamhaDarvn @lotus.com
= = = — = = File Edit W¥iew Document Tools ‘Window Help Date: Fri, 7 May 2010 13:33:00 -0400
4 Get Mail - l_,f Wirite: [:i Address Book. | ) To: yan@example.com

22| Inbox - ryan@example.com 2 I Hi Ryan,

E| | @] subjert
& Loktus Protector Far Mail Encryption PDF Me

Please take a moment to review the changes |'ve put into the contract, and if you agree with sign and return to me as
soon as possible

Thanks,

Samantha

't 'PEPMessage. pdf' is protected. Please enter a Document Open Password,
L

Enter Password: ||

oK I Cancel

Samanthabaryn@lotus, com Open

Deescription Modified Compressed size
|| body . htrl Unknown 1EkE 1 kB

1] Contract.kxt Unknown 30 KB 10KE

Lotus Protector for Mail Encryption PDF Mi

ryan@example. com

You have received a Lotus Frotecto:

Samanthalarynf lotus . com

To read the message securely, plea:
your passphrase. Adobe Reader is
following webh site.

distart| 3 E @ G & nbox - rean@example.c... I-_ PGPMessage.pdf (SEC...

http://www.adobe.com/reader

To change your Mail Encryption Web Messenger passphrase or deliwvery
options, please click this link:

https://keys. lotus.cow/k/f.e?r=ryanj40example . comen=K1WLnF UVGHphUhIEVS iPUg%$3D%3D

PiaPMessage.pdf

| | Unread: 0 | Taotal: 1

ﬁ_'Startl Lﬁ’ ,é @ @ @ Inbox - ryan@example.c... ”' Adobe Reader @% 2112 PM

| CREATED WITH LOTUS® SYMPHONY

J[vn]]
i
1




Lotus knows.

Smarter software for a Smarter Planet.

Server Placement

« A Lotus Protector for Mail Encryption Server can be placed in your
network in either of two locations in the logical flow of data:

- Gateway placement. The Lotus Protector for Mail Encryption
Server Is located between your external facing mail server and the
Internet in the logical flow of data.

- This is the placement that should be used for the Lotus Protector
for Mail Encryption Server in a Lotus Notes environment.

- Internal placement. The Lotus Protector for Mail Encryption Server
IS located between your email users and their local mail server in the
logical flow of data.
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Gateway placement
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Internal placement
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Server Placement
— Gateway Cluster with Load Balancer
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Summary

Protectorisa securityplatform thatisoptimizedforDomino
customers

ProtectorforMailSecurityisasolutionthatblocks alltypes of
unwantedmail

ProtectorforMailEncryption extendsNotessecurity tolnternet
e-mailaddresses
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SOLUTIONS *

Lotus. Protector “ MESSAGING SECURITY

www.1bm.com/lotus/protector
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Questions?
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Legal Disclaimer

© IBM Corporation 2010. All Rights Reserved.

The information contained in this publication is provided for informational purposes only. While efforts were made to
verify the completeness and accuracy of the information contained in this publication, it is provided AS IS without
warranty of any kind, express or implied. In addition, this information is based on IBM’s current product plans and
strategy, which are subject to change by IBM without notice. IBM shall not be responsible for any damages arising out
of the use of, or otherwise related to, this publication or any other materials. Nothing contained in this publication is
intended to, nor shall have the effect of, creating any warranties or representations from IBM or its suppliers or
licensors, or altering the terms and conditions of the applicable license agreement governing the use of IBM software.

References in this presentation to IBM products, programs, or services do not imply that they will be available in all
countries in which IBM operates. Product release dates and/or capabilities referenced in this presentation may change
at any time at IBM’s sole discretion based on market opportunities or other factors, and are not intended to be a
commitment to future product or feature availability in any way. Nothing contained in these materials is intended to,
nor shall have the effect of, stating or implying that any activities undertaken by you will result in any specific sales,
revenue growth or other results.

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment.
The actual throughput or performance that any user will experience will vary depending upon many factors, including
considerations such as the amount of multiprogramming in the user's job stream, the I/O configuration, the storage
configuration, and the workload processed. Therefore, no assurance can be given that an individual user will achieve
results similar to those stated here.

All customer examples described are presented as illustrations of how those customers have used IBM products and
the results they may have achieved. Actual environmental costs and performance characteristics may vary by
customer.

IBM, the IBM logo, Lotus, Lotus Notes, Notes, Domino, and Lotusphere are trademarks of International Business
Machines Corporation in the United States, other countries, or both.

Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.
Other company, product, or service names may be trademarks or service marks of others.
All references to Renovations refer to a fictitious company and are used for illustration purposes only.
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