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What is Lotus Protector?
An optimized security platform for Lotus Domino customers
● Protector for Mail Security

▬ A spam and content filter for Internet e-mail
● Protector for Mail Encryption

▬ An Internet e-mail encryption offering

Protector products understand Lotus Notes and Domino and the 
ways our customers use it!



Lotus Protector Vision
● Best in class technology

● Engineered to same security standards as Notes/Domino
● Objectively match or exceed performance of security market 

leaders
● Leverage our understanding of customer deployment patterns and 

use cases
● Easiest to purchase, deploy, administer, support
● Integration with Notes/Domino everywhere
● Extensible for all Lotus collaboration products
● “Plays well” in mixed environments and with multiple platforms



Antispam & 
Antivirus

IBM LOTUS DOMINOIBM LOTUS DOMINO

Lotus Protector capabilities, packaging, and release sequence subject to change

Encryption Data Loss 
Prevention

…

Security Products

IBM Lotus Protector Offering Family

• Extends Domino e-mail with new security and data protection capabilities
•Protects/secures against Internet threats
•Delivers enhanced content protection tools

• Integrates with Notes and Domino UI & security model  
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E-mail-borne attacks change rapidly
Spam Volumes

Spam Types

Spam URL Lifespans

Spam Domains

 Source:

 IBM X-Force       
Research 2009



Deployment Flexibility
Per-User Software License

World class technology

Virtual Appliance

Notes/Domino 
integration

Physical Appliance
(IBM x 3250, x3350, x3650 M2)



Lotus Protector for Mail Security



Objective Spam
Pharma, sexual, stock scams etc.

– Protector for Mail Security stops objective 
spam cold at the gateway

Subjective Spam
Newsletters, mailing lists, event 

invitations etc.
– Notes integration lets users block subjective 

spam senders permanently

Notes Inbox Integration
Gives end users complete control over ALL unwanted e-mail!
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Massive throughput and scalability
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VMware Hardware

NOTES
• Measured filtering of incoming internet emails of average 19kB size with pre-filters turned off. IP pre-filtering and SMTP pre-filtering increase throughput.
• Version 2.5 hardware refers to off-the-shelf IBM System x rack-mounted servers 
• MS3004LP hardware discontinued as of 9/22/2009, but v2.5 is supported on previously purchased units at 198k/hr.
• See: http://www-01.ibm.com/software/lotus/products/protector/mailsecurity/systemrequirements.html

Filters up to 360,000 
e-mails per hour
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Top line from Burton Report

Secure e-mail has not changed greatly since Burton Group’s last report on the subject in 
2003. Functionality from vendors such as IBM… Microsoft…and Novell has remained 
static. Despite strong risk and compliance drivers, adoption is low as enterprises 
and the industry as a whole fail to achieve Public Key Infrastructure (PKI) nirvana or to 
agree on an alternative model - such as Identity Based Encryption (IBE) – and make that 
an open standard. The built-in (and thus “free”) secure e-mail solutions from major 
vendors… are inadequate; the enhanced solutions from third party vendors are 
expensive and proprietary. It is as if the market is in a state of arrested 
development. 

Secure E-Mail: Commoditized Functionality, Proprietary Deployments
Burton Group 2008

Although enterprise e-mail has been around since the late 1980s, organizations are 
still struggling with how to securely provide information to their clients, partners 
and suppliers through this medium. With additional regulatory requirements, increased 
Internet e-commerce and privacy concerns, the demand for confidential e-mail 
services will continue to grow. For most organizations and users, secure messaging 
means, above all else, the ability to encrypt e-mail and transmit it to intended 
recipients without disclosure or alteration. Applying similar protections to instant 
messages, mobile messages, and other online communications is also a major concern.



Deployment Flexibility
Per-User Software License

World class technologyNotes/Domino 
integration

Physical  or Virtual Appliance
Client

Gateway



What does it do?
● It extends Notes encryption to the Internet
● It secures e-mail using the most seamless encryption available 

for a given recipient
● It provides options to recipient for preferred method of 

communication
● It ensures content in transit is not intercepted or modified
● It saves money on couriers, certified mail, overnight delivery, 

faxes, etc.



Protector 
for Mail 

Encryption 
Client*

How does it work?

● Notes Integration
● Client Keyring
● Encryption Policy Client

Protector 
for Mail 

Encryption 
Gateway

● Enterprise Key Server
● Encryption Policy Server
● Webmail UI
● Satellite Server

 INTERNET

 Protector 
for Mail 

Security*

● Content Filter
● Policy Server

*Optional



Finding the Best User Experience

Protector for Mail Encryption is intelligent 
about finding the best, most seamless 
encryption mode for every user

Notes

Domino

Notes

Protector for Mail Encryption GatewayProtector for Mail Encryption Client

Protector for 
Mail 

Encryption
Gateway



Intelligent encryption finds the easiest path
● Notes PKI

● Federated Key Server

– keys.recipient.com

● PGP Desktop or S/MIME

● PGP Universal Satellite

● Web Messenger

● PDF Messenger



PGP Universal Satellite



Web Messenger



PDF Messenger



Server Placement
● A Lotus Protector for Mail Encryption Server can be placed in your 

network in either of two locations in the logical flow of data:
▬ Gateway placement. The Lotus Protector for Mail Encryption 

Server is located between your external facing mail server and the 
Internet in the logical flow of data.

▬ This is the placement that should be used for the Lotus Protector 
for Mail Encryption Server in a Lotus Notes environment.

▬ Internal placement. The Lotus Protector for Mail Encryption Server 
is located between your email users and their local mail server in the 
logical flow of data.



Gateway placement



Internal placement



Server Placement 
– Gateway Cluster with Load Balancer



Summary

 Protector is a  security platform  that is optimized for Domino 
customers

 Protector for Mail Security is a solution that blocks  all types  of 
unwanted mail

 Protector for Mail Encryption  extends Notes security  to Internet 
e-mail addresses



www.ibm.com/lotus/protector



Questions?



Legal Disclaimer
© IBM Corporation 2010. All Rights Reserved.

The information contained in this publication is provided for informational purposes only. While efforts were made to 
verify the completeness and accuracy of the information contained in this publication, it is provided AS IS without 
warranty of any kind, express or implied. In addition, this information is based on IBM’s current product plans and 
strategy, which are subject to change by IBM without notice. IBM shall not be responsible for any damages arising out 
of the use of, or otherwise related to, this publication or any other materials. Nothing contained in this publication is 
intended to, nor shall have the effect of, creating any warranties or representations from IBM or its suppliers or 
licensors, or altering the terms and conditions of the applicable license agreement governing the use of IBM software.

References in this presentation to IBM products, programs, or services do not imply that they will be available in all 
countries in which IBM operates. Product release dates and/or capabilities referenced in this presentation may change 
at any time at IBM’s sole discretion based on market opportunities or other factors, and are not intended to be a 
commitment to future product or feature availability in any way.  Nothing contained in these materials is intended to, 
nor shall have the effect of, stating or implying that any activities undertaken by you will result in any specific sales, 
revenue growth or other results. 

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. 
 The actual throughput or performance that any user will experience will vary depending upon many factors, including 
considerations such as the amount of multiprogramming in the user's job stream, the I/O configuration, the storage 
configuration, and the workload processed.  Therefore, no assurance can be given that an individual user will achieve 
results similar to those stated here.

All customer examples described are presented as illustrations of how those customers have used IBM products and 
the results they may have achieved.  Actual environmental costs and performance characteristics may vary by 
customer.

IBM, the IBM logo, Lotus, Lotus Notes, Notes, Domino, and Lotusphere are trademarks of International Business 
Machines Corporation in the United States, other countries, or both.

Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.
Other company, product, or service names may be trademarks or service marks of others.
All references to Renovations refer to a fictitious company and are used for illustration purposes only.
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