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when, what, which, how

Table 9. Detailed listing of compromised assets by percentage of breaches and records

#b

« Who,

Asset Asset Group % of Breaches % of Records

POS system Online Data 32% 6%
Database server Online Data 30% 75%
Application server Online Data 12% 19%

Web server Online Data 10% 0.004%
File server Online Data 8% 0.1%
Public kiosk system Online Data 2% 0.4%
Authentication / Directory server Online Data 2% 0.1%

Backup tapes Offline Data 1% 0.04%

Documents Offline Data 1% 0.000%

Workstation End-User System 8% 0.01%

Laptop End-User System 4% 0.000%

PIN Entry Device End-User System 2% 0.004%

Source: 2009 Data Breach Report from Verizon RISK Team
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+ Additional information AHRE PE Jon RRARD ASA|TH9 2 A
. CFRTATE TTRTKTE,"ETETCTRTE TR R E R @@ L @ F "BSECURITY L @2 @SE" "z AR @ H @) "@D+@ $ E8"ESYSTEHW =
i Investlgate ¢ “H@="E@BATCH_440°H @/ @ D @™ A"@ H @™ W Apiiji "H @ X " Apijijij
; “@'H @"ZH R RE"’R
Time: Fri Oct 31, 2006 08:05:01 GMT +02:00 (=} 1 minute Vl “@"C"EAPPLES. @S @DSAB:[SYS1.SYSCOMHMON. J[SYSEXE]LOGINOUT .EXE"F R E"@ T @ "N Ei"@"@"C " 'R "B’ A"’
; } i : - "@"L"@"F"@SECURITY H @+ @
Selected time zone: GMT+01:00 Rome, San_Warino, Sarajevo |§"N"G"@-"BHQH"Y"@ “@xyzz.bananajunior.com L @2 @5N0dz"Ax"E H @) "@n=t § @8 @HQH
DFiHﬁEF by Platform: SRV _DC_034 (Windows) R :R:ETAI§MQMTC_P2_BG16IIAHA@fA@A@AH@AHAHA@AWAHhLiLiLiAHA@AXAHhLiLiLi
- = @ H'E"YH R BB R
(I Fitter by User: Jim Hofferman “@"C ECYGHUS . @S @DSAB:[SYSH.SYSCOMHMON. J[SYSEXE]LOGINOUT .EXE"F R A"E T @K E; @ @ "¢ "E"E 'R BB A"’
- . . "@"L"@"F"@SECURITY L @2"@%c%nz A*"@"H @) "Gul?! $ @8 E@SYSTEH “H'@x"@BATCH_4
Investigate | 437H R/ @D TRTATEH R W AP TH R X " Apijijij
"ETHORTYHTRTRE R
"@"C ECYGHUS . @S @DSAB:[SYSH.SYSCOMHMON. J[SYSEXE]LOGINOUT .EXE G ™A@ T @K E; @ @ "C"E A R "B’ A"’
"@"L"@"F @SECURITY L @2"E@N"Lanz " A="E@"H @) "Gult $ @8 @SYSTEH "M @="@BATCH_
443 H R/ @D TETAEH @ W AP TH @™ K " apijijij
Logrecords... e et et byl pUyy
“@" G ECYGHUS . "@"S"@DSAB: [SYSO.SYSCOMHON [J[SYSEXELOGINOUT.EXE"Z @ A @™V @ U eT " A"E (" B R R e 8"
“@°L"@"F @SECURITY " H RI"EN! 5% "H @ E" A @ A @ "H @ A"@ A R @ @ H &% BF ILE
10,35-41 ALl
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Introduction Policy Reports Documention 'R 2 . l
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~ 150 17799
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« Complex environments
* Multiple access paths

Criminals Customers |

e HF - 275 R AP/ RF P bl4eSQLI; £ P B

- Perimeter

' ; : Partners L Intornat , S Firewal Notwerks
« Firewalls, IDS/IPS can’t prevent traffic that .|
appears to be legitimate Hackers , = |
: : . Remote |
. Mo.st. organizations have formal data security Users w
pO“CleS but \pplication

v'No practical enforcement mechanisms
v'No visibility into what'’s really going on --
especially with privileged users
« Dependent on native logs
Can't capture DBMS activity on their own
« SQL access is much "richer" than

UNIX/Windows/Cisco logs
DDL (Create/Drop/Alter Tables)
DML (Insert/Update/Delete)
SELECTs (read operations)
DCL (Grant, Revoke)
SQL exceptions (SQL errors, etc.)

Log Management

Endpoint.  Networks App/DB.  FS/CMS  Storage

oervers

17 oracLe
Ty o= B
WA PeopleSoft.

?%%

ibea  SYBASE
Teraoars Informix

A O |/
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o
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All SQL traffic contextually analyzed & filtered in real-time
to provide specific information required by auditors
S
Client IP Server IP ALL SQL commands
Client host name  Server port Fields
Domain login Server name Objects
Client OS Session Verbs
MAC SQL patterns DDL
TTL Network protocol DML
Origin Server OS DCL
Failed logins Timestamp DB user name
Access programs DB version
App User ID DB type
DB protocol
Origin
DB errors
SELECTSs 20
30 ,;QE?SH ©) smartersecurityaResilience
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Guardium network monitoring TER(\DAT/;
appliance & audit reposi MHS&SQ&%

ORACLE’

ORACLE

E-Business Suite

Sarg

SIEBEL

PeopleSoft.

'—"L::’
JIDCEDWARDS
S-TAPs for local access
onitoring (shared memory, BEQ,

named pipes, etc.)

Custom apps

° 2t = N M . , D N o o
% V——‘ o mEmHRRGHT
e DBMSHH-= 1+ *  Who, what, when, how
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Remote Locations &
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Finance

A

Collector
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Application

| MarcG 19216820107 1010956 ORACLE
C APPLSYSPUB 10109244 0.109.56 ORACLE

m--_

@ G Pt drtemte ks £ - DL A S e R we Feem Tk
——
ouce [l _.___.._____—m--—.—.._____.._a
WD -
R
amna
e
. o
o B3 o i
----- J
- | o
10080
- =
<ANTG_PROD
fo_Cul 4 .l !!!!!!
wis =W
[ oayin

Database
Server

Server

10.10.9.56 ﬁ<

R é 10.10.9.244
é 10.10.9.56

Returned S0LEnors () (80 (0 0 B

Start Date: 2007-03-01 00:00:00 Endl Date: 2007-04-15 00:00:00

s M
APPLSYSPUB ORA-00942: table or view does not exist
BORNEE —m—
Failed Login Attempts [, ] (=) (&) (x) (v) @
Start Date: 2007-03-01 00:00:00 End Date: 2007-05-01 00:00:00
User llame Source Address Destination Address

109244 1010956 ORACLE

APPL 10.10.9.56

ORACLE

B AR HAEHET 1L B TR
St i sID o e L P

A O | ‘.,
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select * from ar credtcard where i»? and i<? 4
select * from ar credtcard where i<?
select * from ar credtcard where i<?

select * from

ar credtcard where 0002, 0003, 0004
i«?

select * from

ar creditcard where  #tearstasginq

i«?

select * from 0002, 0003, 0004,
ar where 0008, 0008, 0010,
i«? 0014, 0015, 0016
select * from 007, 0018, 0019,
ar creditcard where 0023, 0024, 0025,
i< 0 sG], 3]
select * from 0032, 0033, 0034,
ar where 0038, 0038, 0040, LR A e S
i<? 0044, 0045, 0046
select * from 0047, 0048, 0049,
"cremwd mre lllllnlllulllmsl n“'““'“’”uoﬁﬂ' 1055,
€7 0059, 0060, 1061
select* from 0062, 0063, 0084,
ar creciteard where 0068, 0068, 0070,
i«? 0074, 0075, 0076
select * from 0077, 0078, 0079,
ar where 0083, 0084, 0085,
i«? 0083, 0090, 0031
select * from

ar credtcard where ey wih dent

<?

HLtIA0G8 steittin00g

4
99

& s 1+JF1

LR RIR
é@l’*%ﬁfﬁ%lﬁ%
,L

i e s

’

b
-7

-

,t\;ﬂ ™o~

Rule # Description  non-App Source Applser Comection

Category Classification |Breach Severity MED vi

ot [] Serverp |

lm gm‘ | Production Servers A ‘H@

|anlor Group Authorized Cient Ps

Inm Client P il

tot (] ClientMAC | let.Protocol andlor Group
llot D Service llame anderr-oup' ................... V‘h

DB Type

ot [] DBMame

andfor Grnup‘ ...................... v ] 2

Mot [} 0B User \APPUSER

]lrdlar@rw[ --------------------- v

Min. Ct. D Reset Interval (minutes) D

Continue to nextRule [ ]  Ree. Vals.

Action | ALERT PER MATCH

@ lotification Type MAIL Mail User marc_ga
|

From: Guardumalert Bouardum, com
To Marc Gamache

c

Subject: (1) SQLGUARD ALERT

Sent Wed 41572009 300 AM

Subject: (c1) SQLGUARD ALERT Alert based on rule II) non-App Sowce AppUser Comnection |

Category: security Classification: Breach Severity MED

Rule # 20267 [non-App Source AppUser Connection ]

Reguest afo: [ Sesson star: 2008-04-15 06:53-03 Servr Tpe: ORACLE vl
172.16.2.152 Client PORT: 11787 Server Port: 1521 Net Protocol: TCP DEF BT

3.8 DB User: APPUSER

Application User Name

- d NT Autherization Code: | Request Type: SQL LANG Last Emor:
SQL: select * from EmplovesTable




-ﬂuk

1T RLTHEE GIRE L TDB L ?

F=— T — p

login as: juel

| B

I 1OvY UU yuu l!dbﬂ users WH'U
'switch' accounts (perhaps to

cover their tracks)?

Native DB auditing (& SIEM) tools can't
capture original OS user information

Other monitoring systems only provide
OS shell account that was used

J0EI9Z.168.30.152' s passvord:

Last login: Tue Apr 14 15:17:12 2009 from 192.168.20.160
[joefu2 ~1§ Eu - oracle

Password:
-bash-3.008] sglplus system

SQL*Plus: Release 10.2.0.1.0 - Production on Tue Apr 14 15:17:39 2009
Copyright (e¢) 1982, 2005, Oracle. All rights reserved,

Enter password:

Connected to:
Oracle Datasbase 10g Express Edition Release 10.2.0.1.0 - Production

SQLA insert into AppUser.EmployeeTable values (1001,6,'Joe','Swith','Salary','Bonus', S00000,1);

1 rov created.

insert into AppUser EmployeeTable values (77,222,727

;mmrmi Myfs sal
YSTEM ORACLE| insert into AppUser EmployeeTable values (7,7,2,7,2.7.2.7)

insert into AppUser EmployeeTable values (7,7,7,7,2227

sou> i

A O | ‘.,
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“DBMS software does not protect data from administrators, so DBAs

today have the ability to view or steal confidential data stored in a

”
database. Noel Yuhanna, Forrester, “Database Security: Market Overview,” Feb. 2009.

Application Servers s D |

Privileged
Users

Issue SQL

o
-

/\ Oracle, DB2, MySt

[rootlosprey ~1# sglplus

SQ0L*Plus: Release 10.2.0.1.0 - Production on Tue May 27 01:13:32 20

Copyright (c) 1882, 2005, Oracle. All rights reserved.
Enter password:

Connected to:
Oracle Database 10g Express Edition Release 10.2.0.1.0 - Production

QL> select * from creditcard;

selec Iom cre car

*

ERROR at lg

ORA-03113: end-of-file on communica hannel

sor> 1 Session Terminated _

Sybase, etc.

Check Policy
n Appliance

A O |/
Smarter §

smarer §o)}  SmarterSecurity&Resilience
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Rule 4 Description | Terminate Connection ®
Category Polcy ' Chassifcation Viotion | severity HoH v
lot [ ServertP ! Iamm,llprmlwn Semvers v|4,|
ot (] Clientlp ' [t ) — v

tiot [ Client MAC llet. Protocol BT e T E— v it

DB Type || | Oracle v‘

llot D Service Hame

L —

andior om.I (Publc) Adnin Users
1

ot (] DB Hame |

ot (] 0B User |

tot (] App.User andior Grou Oracle £8S Applser Grows | v o
ot [] osuser andior Grqu_U‘bWIhorized 0S Users v_F.
tot [ re App. GOCHIOY GrOUp | ++-vesemssremseemsee

v.—l.

o

ot [] Field Hame | .mdhromuiI.Sens'rtive Columns ¥ ok

andior Groudl Financial Objects
|anvior Groug| (Publc) DML Commands

vi;!i.
v;'—.

fot [] Object

tiot [ Command |

Min.Ct 0 | Resetinterval (minutes) 0

ALERT DALY
ALERT ONCE PER SESSION
ALERT PER MATCH

Action | S-GATE TERMINATE v| ALSRTFERTHE CRAMLARIY

IGNORE RESPONSES PER SESSION
IGNORE SESSION
IGNORE SQL PER SESSION

LOG FULL DETALS

LOG FULL DETALS PER SESSION

LOG FULL DETALS WITH VALUES

LOG FULL DETALS WITH VALUES PER SESSION
LOG MASKED DETALS

LOG ONLY

|F.E$ET
S-GATE H
S-GATE TE

S-TAPTERMNATE
SKIP LOGGING

Continue to next Rule [] Rec, Vals. ]

F‘?“‘—'.—B—@f‘ﬁ”}{i

Which Servers

Which Databases

Which Users

Which Fields

Which Tables
Which SQL Commands

With the ability to terminate traffic!

A b,
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FREAPEGES SV RETP L7 TPFL - 7 U
v 14 '

S ~ 2 >0 &, ﬁ . )\'
I -t‘lj = 4 N—
J . 1E I ‘-_.1—,‘\ 7
De: abhase Channe Wansnsmert Proee | ?ﬂ'l n Bun Cneg Nﬂ'u:u' @
. ®
. auardium
Art

cs Weekly Database Change Management Process

‘ Cther Results For This Process % io

Adt process execution began 416/09 12:24 AM
Rey

Distribution Status:
Comments:

Report: Database Changes Report [-ChangeRequest Report]  Owverall Value: 3

Security Assessment: Security Assessment [-Assessment]  Overall Value: 36
=

2 Sign Regults € Continue 4 Escalate & Comment

I Start Date: 2009-0-22 15:00:00 Enci Date: 2009-01-22 16:00:00

Timestamp S;;z L rigk level priority description  change id  change id entered Iﬁ;ﬂ@ D:alrlﬁzr ClientIP  Server IP Sgl
20,09',01'22 ORACLE 0 3 S CRAD00000000042 cra000000oo0042 —— alen ALLEN  1592.1688.129192.168 8129 SELECT 7 from cual
15081210 revenue table
A 2009-01-22 Mer SOK
. ORACLE 0 3 CRA000000000042 crqd00000000042  allen ALLEN  192.168.8.129192.168.5.129 After table sox_sales_east add total_revenue flost
E0EA D0 revenue tahle
20,09',01'22 ORACLE 0 3 iy CRE000000000042 crgd00000000042  allen ALLEN  192.160.8.120192.168.0.129 Aler table sox_sales_central add total_revenue flost
15:08:29.0 revenue table
QDIDQ',E”'D ORACLE 0 3 Aller SOK CRE000000000042 crqd00000000042  allen ALLEN  1921608.120192168.0.129 Mer table sox_sales_west add total_revenue flost
15:08:36.0 revenue table
Al 01 -
Qgpg ,m 2 ORACLE 0 S CRGO00000000042 cry000000000042 —— alen ALLEN  192168.8.129192.168.8.129 Ater table a0x_sales_international acd total_revenus flost
1508441 revenue table
2009-01-22
1541441 ORACLE 0 cryi000o0000232  allen SYSTEM 152.168.8.120192.168 8.129 SELECT 7 from dual
38 | MBI gy 0 cofOUOUOO00232  alen  SYSTEM 921688120192 1685 120 e (aH SOX_saes rteratondl addtoal rey foa

1541:550
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select * from
ar_trx_bal_summary

Start Date: 2008-12-08 10:25:04 End Date: 2008-12-09 11:25:04
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e
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Agpplicahens — Complisnceleshboard
Collectors \\@
. L — Reporty
Momfrome ﬁ —T]
STBLOG NG @
=
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Retrieve Logfiles
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Opel ki sieus B ErF RN S / sonTDn

|||Q

Operational Dashboard
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# 4 % £ B(TSOM) Thiedparts inteasation

' a
|
\ Databases L Jli a

' A O | ‘.,
39 vyl G SmarterSecurity&Resilience



IBMipl3# F# R3S R & F TR B R FROENR - BHI 748 - 3 LB
WE L EF TR GRS R S AT G PR RS BEEAN AL F R TR

=l (&‘“-

/4_5 Zvr v 'ii’ Azélm’% _\ ’,_).b' .IvB T‘Zl‘("d'paﬂ”; a2 B AR )U °
ERE 8 TRt E X Sk ad LR A A5 B 1x
But, Finding Sensitive Data is Hard
Sensitive Data Repository
Row Member SS # Age Phone Sex
1 595846226 123-45-6789 15 (123) 456-7890 M
2 567472596 138-27-1604 8 (138)271-6037 F
3 540450091 154-86-4196 22 (154) 864-1961 M
4 514714372 173-44-7900 55 (173) 447-8996 F
5 490204164 194-26-1648 4 (194) 261-6476 F
6 466861109 217- -3046 66 (217)573 -0453 M
g 4 -
LIHE QL RARL P FORE

987,623 444629628 243-68-1812 25 (243)681 -8107 F
987,624 423456789 272-92-3629 87 (272) 923-6280 M

®E 4 ﬁ»:}i)% FARRIFHEIRE LN ) S E AU
. 11 EREORRE AR TRREEARFT 1‘4’“?
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EF T FE - IBMOptim 647 F FHEESRES FEEBH > LREEFREL P IER
(De-ldentification), 2 i 4 i* (Depersonalize), ¥ % i“ (Anonymize)* £ i fr(Masking) £

1L = "

o P iR4F TR = K

Intelligent Data Masking

A comprehensive set of data masking techniques to transform or de-identify data:

*String literal values *Arithmetic expressions *Lookup values
*Character substrings *Concatenated expressions *Intelligence
*Random or sequential numbers *Date aging
e N
Example 1 Example 2 h
Customer Information Personal Info Table
Customer No.| 123456 PID |E165851537 Account FirstName LastName
-
aude one
Add U4 = pE255k
o e - 10002 Pablo Picasso
City | =l Zip | 80203 -
Referential integrity is maintained with key
Data is masked with contextually correct propagation
data to preserve integrity of test data Event Table

ount FstNEvtOwn LstNEvtOwn

10002 Pablo Picasso

10002 Pablo Picasso
N J

\'J‘

A
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(A3 N | | AT 4 ~ 7 T NT= I T
" —-— o, -, , W
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Ve . \
¥ SAS .
DataStage _ ACCESS
(Data Transfo[rnatlon)

Sensitive Data

PEL LIS

OPTIM
(Data Maskjng)

Cuti

(1) Ad-Hoc / OLAP / Report / Dash board (2) Advanced Statistics

M b g4 ek s IBMOptim:B 5 < f #icd i ® R Y —4r:SAP - Siebel - Oracle ERP % 3% & 7 w4 4 >
P 2 2 ﬁ%prdmmmwxmifezﬁﬁig&,jﬁ@é Ak AR 5 IBM
Optm:> pmiBils 2@H s A Fn gkt Pyl e % ‘_—-r.,\:}r— ! i
& ,?{;‘[?39' @) smartersecurity&Resilience



2008# > - f& % 5 SEO#&: ¥ » (injection) £ & Z (poisoning) 373 i
Frad BRI 321208 BRt 19 274 - &

2= A= 22

*Efilif"“"f—"ﬁ o Bg ¥ w i ik

BrgEf s 2EFRLBRBRME IR 2N S REAFTFE P

HWeb s ¥ A2V (¥ 4 > 7 & e F PR & B0l i 4

Bk

aloaln
cisco

v X o

DoS/
DDoS

Anti-
spoofing

L RR=a-d

Port
Scanning

i Juniper

Web Server/OS

Vulnerabilities

Firewall

IDS/IPS/IDP
McAfee G

- INTERNET
SECURITY
SYSTEMS®

TippingPoint

Web & * fg;¢

Cross Site

Scripting
Param eter\

Tampering

Known

=

Backend
Server

Pattern- Cookie

based Attack Poisoning/

Encoded-
based Attack

25 p N RE
N -3
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% ). Parameter Tampering
ERFFHEE AL P F- BB %iﬁw

{= Hotel Reservation Online - T

e e [rﬂ Hotel Reservation Orling - Transachon ... i - B o= - |[FPage ¥ 0 Tools ¥

-
Hotel Reservation Online ° é,_gp_b hHt 3!] ;}‘a reserlDzxc 7‘; 2001200
Dear MR I Sam,

— ) PRV
#RETNAL LS P
As aresult of your reservation 20031959 , ,

atthe hotel Le Meridien / Jakarta/ Indonesia . i+ FEerE-mail
for 2 nights (from Jan 23 2007 to Jan 25 200?}* _3.; 25 1 S L I 1 H N B" » X Ja
we processed a credit card transaction on Jan 15, 2007. 7h 1)7'] 0 nJ eCt I O n _"’"_ +‘E - ?\ V] ‘:'L

The credit card transaction was successful.

The details of your transaction are as follows: /= Altora Mutual: Recent Transactions - Windows Internet Explorer
@ ; ~ | &] retpuiaitoro testfire net b ankjtransaction. aspx RIEEN |[2]
Reservation number: 20031959 Lnks @]z0 Slidige e My @ NyT Estart @] AC E]EC {F emp B SF @0 walet P ASE
Card_HoIdE_!rName: Sam I o ar I@mtnm Mutual; Recent Transactions ]_l : fa - B = v [ rPage - 0 Tools -
Credit'Debit Card: xoo-oo-nex-2196 — —
Expiration Date: 06/2007 =
Ar‘r?ount' 240.00 SGD Sign OFF | Contact Us | Feedback | Search
Date: Jan 15, 2007 I
AltoroMutual 2» J J °F
L SI,
siled as: [ - R
You = [ I
BE Al SMAIL BUSINE INSIDE ALTORC MUTUAL
ease note that this is not an invoice. An invoicewyll be issued 10 days after your ch Rl i K
You can get vour invoice following this link. AN i A.01/01/2006 union select userid,null,username+','+password,null from users-- I
®* View Account Summary
View Recant Transactions
Transfer Funds o e S TR 5 | Shore
We hope you will have a nice stay at this fotel ! e e At | [[oB6 unbniaclactusend, SPst = : | [Submit ]
We are looking forward to making a new reservation for you ! * Customize Site Lengusge s =
H"’I’rh our fhanks. TransactionID Accountld Description Amount
i 20 1001160140 Rent 1100
|Done 21 1001160140 Deposit 1050.88
22 1001160140 Deposit 1050.88
23 1001160140 389.12

za 1001160140 1050.88

27 1001160140 389.12
68
74
77

1

Privacy Policy | Security Statement | @ 2006 Altero Mutual, Inc.

o web spplication

| The Altoro Mutual website is published by Watchfire, Inc. for the sole purpose of deg
! wulnerabilities and website defacts. This site is not a real banking site. Similariti re purely coincidental. This site is provided
45 | "as is" without warranty of any kind, either express or implied. Watchfire does not assume any i

bsite. For additional Terms of Us=, pleass |
| go to http:ffvawarvatchfire.com/statements/terms.aspx. |

! Coopvrinht @ 2006, Watchfire Corporation, All rinhts reserved. ! =
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ol e .L_ 2L s N Y2 7\ = )\ /)\, S ji'i' Y T n.‘lgly N, 1~ 7\ v o
12 S eV ?ﬁ‘”“ A BN EFET X TEAR TTL
Create Report El Create Report El
(T} ey, i T SV
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Privacy - What you Need to Know On l I ne _Privacy
E—--- Education for
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Welcome to ‘Privacy - What you Meed to Know'. This course explains
IBM's approach to data privacy. Your awareness of IBM's data protection
requirements will help you do yvour job. You will see that the proper
handling of personal information goes to the heart of what it means to be
a company built on Values, with trust and personal responsibility in all
relationships.

Harriet Pearson
VP Regulatory Policy & Chief Privacy Officer
IBM Corporation

Save my answers Restore my answers

A |
A A

Smarter

omarter o)} SmarterSecurity&Resilience



S
F 3T E¢ L (SOC)
R I \>

VV/

X-Force # 2k Ex eng £5% 278 BF

EE14E o8 fr i

LT g RAeATE 2 bR B HEMHRK
FXEG G- R GABTR AR

& &5 w30 K ehk paER{rE L

& 1 5 4200 % @ aresc LR

‘Az iE 38,000 B iR hE > AR

Bt 1 6000 % Bk & 38 * ST R o o L2
% v X-Force * & = $@.%3F 2 (XFTIM)

2008 & > 3 &1 MT406 1% % 2> Kk

CVE &% £l4- 4+ 2. - » 48 % CVE/CPE/CVSS

Web Application Vulnerabilities
by Attack Technigue 2004 - 2008

eEYE-12% BINDVIEW - 3%

FOUNDSTONE - 6%

ENTERCEPT/
NETWORK
ASSOCIATES - 1%

CORE SDI - 15%

CISCO 0%

BRGHFFR" D

. 13
Frost & Sullivan 2006 , Internet 006 05 208 07 908

X-Force®@ @ # Mppeht 7 » 3 25kt S A FXFPHFF

Vulnerability Disclosures
2000 - 2008

2000 2001 2002 2003 2004 2005 2006 2007 2008

source: IBM X-Force®

Percentage of Vulnerabilities with Vendor-Supplied Patches
by Vulnerability Disclosure Year, 2006 — 2008

70%

60%

50%
40%
30%
20%
10%

0%

2006 2007 2008

M No patch at the end of the M No patch at the end of 2008
vulnerability's disclosure year
source: IBM X-Force®
A O |/

o
smaner o)} SmarterSecurity&Resilience



IBM ISS X-Force® &4 MBI} » 23w peifl § 32 ~ & £ § AE B 0
AR E X
rr Y H

IBM ISS . f§ - Virtual Patch & #t4 -

Virtual Patch % & fRdiTiABiF * g FR &7 v hd RS > & % S{o™ RBF
Tﬁﬂ%hﬁﬁﬁﬂﬁ~29éﬁ,fﬁﬁﬁwﬁ e TR LA T LR PR
Ik o FE R E F e > oo

2R SR MR PR ? (Proactive Protection)
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New
Vulnerability

Manual Protection
Found /

.pply Patch (500 man days) .

% Apply Host Virtual Fatcl' <—— Completed Dynamic Protection

Vendor Patch Availability (2 wks -6 mo)

Day 0 \‘Apply Network Day 14
Virtual Patch (< 1 da
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Scans sites Websit
ebsite
—=>
»
. Reports to site %
Security Analyst o
V\%th y protector . Request may or may not be blocked
ppScan ‘% depending on blocking rules

Sends to development h ‘ IPS reports to .°.

for remediation Site Protector

Fusion correlates data

Criminal sends malicious request

Developers fix issues

C
\4

HTTP_JRLscan 7| Detected event:

HTTP_webplus @ Attack Failure (blocked by Proventia appliance)

T TRl i et EstP O e s s s itk Pt (liarkgllyy Bigiventia SREUATGEL Criminal/
I S0L_Injeckion I Attack likely successful (vulnerable) Hacker/

ot Tn oy = e i s T TR LTy - - Script Kiddie
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= XML/Web Service g* ¢ > WebSphere DataPower SOA Appliances# i3
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A
v

SOAP request

HTTP tunnelling bypasses
the firewall, by design

IR

Minicomputer

IP Firewall

Server  Server
Using an XML-aware firewall to protect internal
servers and enable message-level security.

BT HAENNEBE2E R
BHF KGR A fERER
AERFHNRTRE

—Encryption algorithms: 3DES, DES, AES
i 1 e TCO & & i ROI
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