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Information Imperatives in Healthcare and Life Sciences

Information Infrastructure in Healthcare

IBM Dynamic Infrastructure

Manage Risk Improve Service

,' Information Information
=% Compliance Availability

°* Improve Service - Improve Patient Outcomes

Enable fast, efficient and secure sharing of patient and
clinical information across regions

Link disparate clinics and hospitals into integrated delivery
networks

° Reduce Cost > Eliminate HW & Simplify Operations
- Minimizing non value added administration and management
activities
- Enable enterprise optimization of storage across sites,

| Reduce Cost ‘

IMPROVE SERVICE
REDUCE COST
MANAGE RISK

Dynamic
frastructurg

Information
Infrastructure

& Information

B2 (nformation 5 !
F  Security

z‘f Retention

-Automated storage tiers and clinical applications
- Enhancing enterprise systems performance, uptime and
*Virtualized reliability
°*  Manage Risk > Manage Compliance & Risk
*Cost Effective - Reduce organizational risk to unplanned events

- Protect critical data for its lifetime in support of patient care
and regulatory compliance
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Cloud — A Common Definition

Common Attribute

Flexible pricing -by-consumption and
T eervices more flexible

Expectation on IT

Elastic scaling the demand

Rapid provision ally
<2t standards

Advanced virtualizatior Jrk and applications
sviuc dn implementation
~<N0C .ucture
Standardized offerings Uniform offerings readily available from a services catalog on a
metered basis

Enhanced user experience, remotely accessible via internet
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IBM has end-to-end Storage solutions for the Healthcare Enterprise

Application HIS, CIS, RIS, PACS.. ..
e.g. StudyDemographics T e.g. Study
Infrastructure Patient records, Workflow 1 Images

Unstructured Data

Transactional Data

Solution for SAN: IBM XIV. Solution for Archive: IBM

- | GMAS
Protect, Virtualize, : :
Automate Protect, Virtualize, Automate

Self Healing Self Healing
High Performance SAN Scalable NAS Archive
Single Integrated Tier Multi Tier

Tier 1 Storage

Archive

Solution for Backup: IBM ProtecTIER De-
duplication Appliance
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IBM XIV Storage System — Scalable Block Cloud

Storage Ensemble
Virtualization

Massive parallelism

High Performance
Automation

-Self-tune, self-heal, self-manage

Scale Out
Scalability

-Increase compute power & capacity
Simplicity in Management
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Storage Ensemble

IBM System Storage SAN Volume Controller

Make changes to
the storage

without disrupting
host applications

Manage the
SAN Volume Controller storage pool from

a central point

Apply common Advanced Copy Services
copy services
storage pool = Combine the capacity
b ' from multiple arrays
- into a single pool of
storage
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Business Continuity with SAN Volume Controller

Storage HA Lifecycle Management
= SVC stores two copies of a virtual disk, = Ability to move data between arrays
usually on separate disk systems without disruption

= If disk supporting one copy fails, SVC
provides continuous data access by using
other copy

= Copies can be split for testing/dev use

= Apply Copy Services from any to any

= Match the cost of storage to the
business value of the data

SAN

psgoog 0% '
fﬁ/ [/ Migration
FIashCopym
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Archiving Data Growth Statistics in Healthcare - A top
problem for CFO’s, ClOs and IT Managers

Up to 80% of data is
reference data/fixed
content (email, video,
images)

7|

PB shipped o image
III
image
-

2005 2006 2007 2008 2009 2010 2004 2009

Example: Medical
images will take up
30% of the world’s

storage

Storage capacity
shipments are
growing at 54% a year
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Requirements summary for Healthcare fixed content archives

Any archive solution chosen should address each of these key requirements
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IBM Grid Medical Archive Solution Key Features

GMAS protects data, simplifies administration
and significantly lowers TCO

1. Protects Data for Life:
Digital signatures, Proactive Checking, No Data Loss
2. Enterprise Solution:
All sites (LAN/WAN), All applications
All Storage Tiers
3. Improves Availability and Uptime of Applications:
Real time failover, automated rebuild, self healing
No downtime, changes transparent to applications
4. Automates Storage Administration:
ILM, Data Replication
Upgrades & Data Migrations
Less than 10% of an FTE to manage
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A new approach: “Siloed” Archive Infrastructure vs. IBM
Grid Medical Archive Solution

o KR

Site 1 Site 2, 3,4 ....
GMAS Manages Storage
Across Multiple Sites &

On Multiple Tiers

An enterprise wide ‘virtualized’ storage platform
that optimizes storage usage across all
applications, customer sites and storage tiers
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How GMAS Works: Storing and Protecting Data

criteria

lem/ﬁms —

smibareppdpitiassand tier of storage

Can change over ti

CIFS / NFS

/_ GMAS

SATA

meProtRIAS

# Copies

Storage tier

Storage location

G EER

Retention period

)
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How GMAS Works: Data Retrieval

Resources
Imatligerfooaciniog Mesisaeelfos thisecal ergersguests €. Network
-
Application s CPU
Retrieval request lC|FS / NFS Ej Storage
1)
'l’ “ ‘ Cache \
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Eliminates Error Prone Recovery: Real Time Failover and
Automated Data Recovery

* Failure or Disaster

Radidl cadl * Failover & Self Healing
adiolo ardiolo .
pAcsgy pAcsgy E * Automated Rebuild

- Complete
l l - Verified

IBM Grid Medical Archive Solution

|
&

3 BB

SAS SATA TAPE Other
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HEER Network Map
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b Reports (Charts): LDR - Storage

v

Total Space Available (TBvies) Ay

Total Space Available (TBytes) vs Time
2005-06-07 13:40:42 PDT to 2005-06-10 12:40:42 POT

I |
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Time - Days

Severity

'/Minor

i
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QUnknown 13 D

l‘-{)Normal 14
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Id Active Attribute Cid Primary

Code
35TE

55TE
S5TE
16 S5TE
17 35TE

%Cmtica\ 18 D ESTE

Secondary  Op Value
Message Message
1 |Storage State | A EQ v (D
1 |Gtorage State || Online Ed v |3
1 |Storage State | |Verify EQ v |2
1 |Storage State || Standhy EQ v |1
1 |Storage State | |Offine EQ v (D
1 |Gtorage State || M EQ v |0

Value Email
Type

ENUM | demo_admin@bycast.com
ENUM | demo_adming@bycast.com
ENUR |demo_admin@bycast.com
ENUM |demo_admin@bycastcom
ENUM | demo_admin@bycast.com

ENUM | demo_adming@bycast.com
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Storage Management: Less than
10% of an FTE

Centralized web-based administration

Proactive monitoring
Fault detection & alerts

Enterprise wide view of storage
resources

Proactive planning
Real time metrics measure resource
utilization

Real time and historical reports
determine trends
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Critical Security Controls For Clouds Security Management
Expanding from Tape to Disk systems

D enterprise resources has been
P right time

Enterprise Key
Management Host

Lilar protection of both unstructured

IBM Security F
|

SECURITY GOVERNANCE, |

-existing encryption investments by
f of encryption keys

and integrity of the software

bmergency and out-of-band
and in such a manner as to prevent

ned to protect the enterprise
merging threats

ice Desk designed to assure
ldressed in a timely manner.
ond to an emergency

. monitor and report security and

) —= High-end
Midrange Storage System
Storage System
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IT Security Requires Protection Across the Entire Enterprise From
Data Center to Endpoint and Every Point in Between

Removable Media

fl..

I&
=

Enterprise
Management
System

&

Specific Vendor
Solution Mgmt
System

Files / Databases /
Archives

Laptop [ I'l esktop /

Smart Da -.'r
1 v
Servers
(App/DB)
Endpoint Network Data Center
B Encryption - ection Activity Monitoring B Management
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IBM j-type s-series Enterprise Security Portfolio

150 Gbps

[ I:'Aopnpl)vle;?dyii; ] [Access Control]
A A A y N
Routing  Firewall voce I NAT
- e
50 Gbps
30 Gbps
10 Gbps
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Ensembles: Building Blocks for Cloud Infrastructure

Scale-Out
Sprawl

/Windows Servers
g _ )
7

\

%’ %’ Firewalls,

Unix Servers Routers
g_g
Switches E'

g 8

%’ %’ Management
%’ Servers

F B 'J

Linux Servers
\ Storage /

Physical

Consolidation

/

|

Mainframe or

Unix Server

Storage

Windows

Server

W)’

Linux Server

Networks

\

)

Abstraction
and Pooling

/ Virtual Servers, \

Storage, Networks

EDOOED

Multi-System Virtualization

Servers . .

Storage
K Networks

Service Orientation, Cloud
Services, Ensembles, ...

-

| AN

Ensemble

~
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[ Ensemble]

T
g

L
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W

Ensembles designed to simplify
deployment of ...

* Test and development
* Service oriented architecture
» Software as a service

* Information as a service
« Utility computing services
» Hosted client services
* Virtual worlds

* IT consolidation
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Example Storage Cloud

SAN
Client

Virtual or

Storage Cloud physical Tape

STEERRIAEHT
BRI

BM DS series

IBM XIV
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Healthcare Image and Information Grid A

For Regional &
Medium/Large

HIIG Logical Architecture and Key Components

Clinical Source Systems ' PACS/DICOM Workstation ‘

Application

Enterprise
Master Patient
Index Service

DICOM Manager

Interoperability

Multi-protocol Gateways NFS, CIFS, API, XAM....

Network Optimization Tier

Multi-Site Control Policy, Resources, Recovery...

Virtualization
Mulii-Site Online Storage SAS, SATA, FC, iSCSI ....

Multi-Site Nearline Storage Tape, UDO, VTL, MAID ...

Now!

What is HIIG? An Open
Standards based solution that
delivers integrated imaging and
patient information in a timely
fashion at the point of care.

What makes up HIIG? IBM
GMAS and IBM HIE XDS Assets
with Master Patient Index
functionality Provided by Initiate,
Network Optimization provided by
Cisco and Image Management
provided by IBM Business
Partners. HIIG is primed and
supported by IBM.

Who needs HIIG? Large
/Regional Healthcare and
governments clients looking to
establish an enterprise region
wide imaging archive.
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GMAS Customer Example

Challenge

« Exponential PACS Growth outpacing existing
two-tier storage architecture — SAN too costly,

tape retrieval too slow for clinicians

- Establish 2" tier storage strategy to provide
reliable disk-based performance at much lower

cost

* Improve data access by eliminating downtime
and delivering automated DR protection

» Protect patient data from corruption
Solution:

* IBM GMAS all spinning disk solution using IBM
System x Servers, IBM DS3200 SATA and Grid

Access Mgr SW

» Grid spans 2 data centers and 9 facilities
* GMAS to support McKesson enterprise PACS

application and other applications

» McKesson - GMAS as a fully qualified Cache 2

solution for HMI

Spectrum Health Video:

http://www.youtube.com/watch?v=EfP8i2yKL6M

_:.-"4. 4

SPECTRUM HEALTI}‘??

Business Benefits:

100% uptime: grid split across 2 sites
without interruption

Automated remote-location data
replication and synchronization

High speed & reliable data access thru
GMAS disk storage grid

Significant improvement in data access
performance

Lower cost SATA storage in line with aging
data

Proactive Digital Signature checking
ensures data integrity for life

Enterprise platform: common architecture
expanding for add’l imaging applications
Last manual media migration has been
performed

Payback within ONE YEAR

“We are looking at the level of service we can provide our customers in a whole new light based on what

we have been able to do with GMAS"

2 |

-- Mark LaBelle, Spectrum Health
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