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The world is getting smarter
More instrumented, interconnected, intelligent

Smart traffic Intelligent Smart food Smart Smart energy Smart
systems oil field systems healthcare grids retail
technologies

s

Smart water Smart supply Smart Smart Smart Smart
management chains countries weather regions cities




Think about the workloads that enable intelligent
traffic systems ...

Electronic Toll Collection Traffic Flow Prediction Weather, Local News,
Transaction processing Analytic workload system Major Events and Other
systems (OLTP) linked to looking for patterns in large  Relevant Informational
bank accounts and credit volume of real-time and sources

cards needing high integrity historical data Integrate processes and
and availability people in an agile fashion

Smarter Planet solutions have diverse
workloads
R



Hardware system is get more POWER(ful

POWER7™
4 threads/core
8 cores/chip
32 sockets/server

1024 threads

(72
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2 POWERG™
= POWERS™ 2 threads/core
= 2 threads/core 2 cores/chip

POWER4™ 2 cores/chip 32 sockets/server
1 thread/core 32 sockets/server 128 threads
2 coreschip 128 threads

16 sockets/server 7

32 threads

2001 2004 2007 2010
180 nm 130 nm 65 nm 45 nm




Smarter software running on powerful machine

No Brute Force
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Customers’ needs for 24x7 OLTP system

= High Availability

= Linear scale-out capability
= Load balances

= Application Transparent




What were available on the market?

Oracle RAC

= Key technology ( and problems )
» Data Mastering
= Each data block mastered by one node
» Cache Fusion

» Global Lock Manager
» Heavy communication between DB nodes v
= Bad scalability (1 +1<<2)
» Application Partitioning to increase scalability Sybase Cluster
= NOT Application transparent

» Data Re-mastering during fail over
= System freeze, NOT zero-downtime



Where does DB2 PureScale come from?

= Everyone recognizes DB2 for z/OS as the
“Gold” standard for scalability and high
availability
= Why?
» The Coupling Facility!!
= Centralized locking, centralized buffer pool

deliver superior scalability and superior
availability

» The entire environment on z/OS uses the
Coupling Facility
= CICS, MQ, IMS, Workload Management, and
more




DB2 pureScale Architecture




Key Technologies and benifits

= Centralized Locking and Caching

» As the cluster grows, DB2 maintains one place to go for locking information and shared
pages

» Optimized for very high speed access

= DB2 pureScale uses Remote Direct Memory Access (RDMA) to communicate with
the powerHA pureScale server

= No IP socket calls, no interrupts, no context switching

= Results Member 1 Member 2 Member 3
» Near Linear Scalability (1 +1=>2)

» Constant awareness of what each
member is doing

= |f one member fails, no need to block
I/0O from other members

= Recovery runs at memory speeds




DBz pureScale : Technology Overview

gl Clients Clients connect anywhere,...
... see single database

»  Clients connect into any member

| »  Automatic load balancing and client reroute may change
Single Database View underlying physical member to which client is connected

/\ DB2 engine runs on several host computers

»  Co-operate with each other to provide coherent access to the

@ @ @ @ database from any member

Integrated cluster services

@ @ @ @ »  Failure detection, recovery automation, cluster file system

»  In partnership with STG and Tivoli

Low latency, high speed interconnect

Cluster Interconnect »  Special optimizations provide significant advantages on RDMA-
capable interconnects (eg. Infiniband)

& '@@* @ PowerHA pureScale technology

»  Efficient global locking and buffer management
»  Synchronous duplexing to secondary ensures availability

»
a%ue

Shared Storage Access

Data sharing architecture

»  Shared access to database
= »  Members write to their own logs
»  Logs accessible from another host (used during recovery)

Database
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The Result Scalability [

112 Members

81% Scalability
87% Scalability

== |

1 4 7 10 13 16 19 22 25 28 31 34 37 40 43 46 49 52 55 58 61 64 &7 70 73 76 79 82 &5 83 91 94 97 100105 106 109 112

{ 88 Members

2,4and 8
Members
Over 95%
Scalability

64 Members

91% Scalability

32 Members
Over 95% J

Scalability

16 Members
Over 95%
Scalability

Number of Members in the Cluster



Application Transparency

Take advantage of extra capacity instantly
» No need to modify your application code
» No need to tune your database infrastructure

Your DBAs can add capacity without re-tuning or re-testing

Your developers don’t even need to know more nodes are being added



Recover Instantaneously From Node Failure

= Protect from infrastructure
related outages
» Redistribute workload to

surviving nodes
immediately

Application Servers
and
DB2 Clients

» Completely redundant
architecture

» Recover in-flight
transactions on failing node
in as little as 15 seconds
including detection
of the problem



Minimize the Impact of Planned Outages

-

= Keep your system up
» During OS fixes

» HW updates

» Administration




. IE¥
DB2 pureScale

= Unlimited Capacity

» Buy only what you need, add capacity as your needs
grow

= Application Transparency

» Avoid the risk and cost of
application changes

= Continuous Availability

» Deliver uninterrupted access to your data with consistent
performance

Learn how DB2 pureScale can help you reduce the risk and cost
of meeting changing business demands
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= |Internal threats

» ldentify unauthorized
changes

» Prevent data leakage

= External threats
» Prevent theft

= Compliance
» Simplify processes
» Reduce costs




Enterprise Database Security and Monitoring

= Who is changing database schemas or dropping tables?

= When are there any unauthorized source programs changing data?
= What are DBAs or outsourced staff doing to the databases?
= How many failed login attempts have occurred?

= Who is extracting credit card data?

= What data is being accessed from which network node?

= What data is being accessed by which application?

= How is data being accessed?

= What are the access patterns based on time of day?

= What database errors are being generated?

= What is the exposure to sensitive objects?

= When is someone attempting an SQL injection attack?



Why RDBMS’s native audit does not work?
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Guardium et Nl 7%=

= Real-time database activity monitoring (DAM)
» T BB R TR RERE ] - B B E R -
= Auditing and compliance solutions

» FIHERISIA L 2B AR A » Re G SMIT S &I AR - 1ISOX(ZEE]
W& 2 Sarbanes-Oxley) » PCI-DSS (S {\-REESEE R 22 1EHE Payment
Card Industry Data Security Standard) -

= Change control solutions

» FEVARAITHESAELOIRE L« 2RI © B 00 I« ROmaat b
P -

= Vulnerability management solutions
> (EGY BN RV FHYPIRE R T 2R -
= Database leak prevention
» PHBURE R R ERHEISE BUB B Atk ] WIILARGRE -



. . Case_Study
Guardium Solutions

A 2 X AR &

FHEFRS P ﬁﬂﬁﬁ

E
Oracle, DB2, informix, o §/~ SIEBEL
MS5-501 Server, Sybase, : \

# ' . and more
Teradata, .. % . o g ~.1:
- :
Guardium X # 3 #F 4t

H®A BEAHRMIES

EALHERAZS Guardium ¥ % 2
(B453% R £ thiEs) - RAREPE - BRIREA -
FHAGE A RE R BT ¥ BLEREBEEMEE .
RERBBRL EHE L5 - TR RS RAR AR -
e FEB|AM o HBEENRREEERE
° DBMSHY#% °  Who, What When, hoW, Where

° BIPRNREEE

- - c HREER
°© WMEZBEMEARMES

- SENEDERSSEMRNER




Case Study
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All SQL traffic contextually analyzed & filtered in real-time fo provide specific
information required by auditors

o — T

T

¢

&

Client IP Server IP ALL SQL commands
Client host name Server port Fields
Domain login Server name Objects
Client OS Session Verbs
MAC SQL patterns DDL
TTL Network protocol DML
Origin Server OS DCL
Failed logins Timestamp DB user name
Access programs DB version
App User ID DB type
DB protocol
Origin
DB errors
SELECTs



Security Policy - Sample Access Rule

- feEkEr¥IEmployeeRIGFT MIEMW A BDMLIES .

& Policy One Fiter: |~ v |5 3 [ @
= Expand All | = Collapse All | ¥ Select Al | 0 Unselect All | ¢ Remove Selected | b CopyRules ... |
Classif. Sev, Client IP Server IP Src App DB Hame DB User App. User
AN ANY I:_D AN AN AN ANY AN AN
OSUser  Service Name let. Protocol Field Name  Pattern XML Pattern  DBType  Client MAC
ANY ANY ANY ANY ANY ANY ANY ANY
Obje: Command  Object'Command Group  ObjectField Group Period Min. Ct. Resetint. Action Rec.Vals. Cont.
( ANY ANY ANY 0 0 F
App Event Exists App Event 5tr. Val. Event Type App Event Hum. ValL. App Event Date Event User Hame
D ANY ANY ANY ANY ANY

+ [+
NN
ala
B E

[a]



Security Policy - Sample Exception Rule

SQLETELR

¢ Fig

AR, BHBEANLEAEER,

& Policy One

Fitter: |

X FO

EEwpandAll | =CollapseAll | SelectAll | [ UnselectAll |

o Remove Selected

| gk Copy Rules ... |

G008 [ thccessius Resoravaes orempoyee pOULemas

Cat. Classif. Sev. ClientIP Src App.  DBName DBUser  App. User
any o oany (1) ANY C 192.188.22.32 / 255255 255 255 ) ANY ANY ANY ANY
05 User Service Name Net. Protocol DB Type Client MAC
ANY ANY ANY ANY ANY
ception Type Error Code Period Min. Ct. ResetInt. Action Rec. Vals. Cont.
ANY ANY 0 0 O




Security Policy - Sample Extrusion Rule

- ESQLEHRERESRRUSHRBFZHRNERR , ILERAABFHEER,

| Policy Rules : _
& Policy One Fiter: | ————— |5 % F®

= Expand All | = Collapse All | ¥ Select Al | £ Unselect All | ¢ Remove Selected | ok Copy Rules ... |

0 & = A

% n
Cat. Classif. Sev. ClientIP Src App. DB User App. User
ANY ANY @ ANY 92168 2237 1 255 285 285,255 AN EMPLOYEE_INFO ANY ANY
05 User Service Name Net. Protocol DB Type Client MAC
ANY ANY ANY ANY ANY

2rn Masking Pattern Sqgl Pattern  Pericd  Min. Ct. Reset Int. i Rec. Vals. Revoke
[0-S}33-[0-51{23-[0-5)4} ANT ANY AN 0 0 ‘J & ’ |:| |:|

S’




Policy Exception Rule - Preventing Attacks

Rogue users know what
| — they’re looking for, but...

10,10.9.244

~ E They don't always know
10.10.9.56 where to find it!

SQL injection leads
to SQL errors!

Returned SOL Errors [ | (2] (@] (x] [¥] @

Start Date: 2007-03-01 00:00:00  Encl Date: 2007-04-15 00:00:00

lient IP Server IF Server Type DB User Hame Database Error Text
M09244 1010956 CRACLE APPLEYSPUB \ORA-00942 takle or vieww does nat exist

Failed Login Attempts [ | (2] [i] [x] [¥] |
Start Date: 2007-03-01 00:00:00 End Date: 2007-05-01 00:00:00 Brute force attacks
Uzer Hame Source Address Destination Address Database result in failed Iogins!
— 1921320407 1040956 ORACLE
| Warce
[ APPLEYERUB 10.10.9.244 10.10.9 56 ORACLE
APPLETSFUR M09 56 10.10.9 56 ORACLE

Guardium: 100% visibility with real-time alerts ...
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= Evaluate your system’s security strength and compare with industry best
practices

» Computer Internet Security (CIS), Security Technical Implementation Guide (STIG), ..

= Broad range of probings/testings
» Privileges
= Object usage rights, Privilege grants to DBAs and users, ..
» Authentications
= Password policies, empty password, remote login parameters, ..
» Configuration
= Max failed login, not allow system table updates, SYSADM_GROUPS, ..
» Behavior
= Excessive after-hours logins, login failures, execution of privilege commands, ..
» File permission
= DB home directories, configuration files, registry/environment variables, ..



Vulnerability Assessment Example

Guardium =
Resutts for Security Assessment; Comprehensive Oracle Assessment — Select another resut — - H IS’[OFIC8| P rog ress or
Aszessment executed 2009-08-21 12:47:28.0 R eg ress i O n
From: 2009-03-20 12:47:28.0 Clignt IP or IP subnet: Any
To: 2008-08-21 12:47:28.0 Server IP or P subnet: Any m Dol 22
Assessment Result History
Overall Score | L
\ 4
I 30%
Tests passing: 42% .
% 60%
Based on the tests performed under this assessment, data access of the defined database environments requires improvement. E.
Refer to the recommendations of the individual tests to learn how you can address problems within your envirenment and what you E 0% P— 7 é o
should focus upon first. Once you have begun addressing these problems you should also consider scheduling this assessment as @
an audi task to confinuously assess these environments and track improvement. -
View log . . .
wmeoeer=is® | Detailed Scoring Matrix %
2 ] 9
\ \ \ 0
] y}ql \ 1.]:1,\
| e —— , Showonly:  ResetFiltering N
v Severties Scores  Test Types
Result Summary — Showing 92 of 92 results (0 filtered) Current fittering applied: ;m-ical L ;a" ::ESJ?J?_ESERVER 0
o _ 7 _ : H ajor 333
G LT L L JEN) L e i Filter control for Minor E Eror | |NFORMX ~ [E)
Priviege 9p 15f —1p 4f — —4f — — — — — — — Scores: - Show All - eas se Cautionary ~ MYSaL %
Authentication 2p 4F ~ — 1f — = f = = = ~ — — - Types: - Show All - yu ot
Configuration 2p 2f —8p 3f 42 1p3fde - 6f T& — — — e Third
VI P e e et Resetfiterng ™ Lier/Sort &
Controls Severity * Score » Datasource -
Other — 2f —2p3f — 3p— T8 — - — Bp—-Te -
o Apply
Assessment Test Results Compare with Previpus Results Showing 92 of 92 results (0 filtered)
Cat. Test Name Datasource  PIF Sev. Reason
Cther Excessive Login Failures (Production) [Observed] Fail  Critical Too Many login failures, found 15 per day.
Recommendstion: An alarming number of login failures have been reported from your databases. This might be an indication of an
sttempt to break into your databass, or of someone frying to steal or damage your data. The number of login failures should be close fo
zer, especially in production environments. You should immediately inspect all altempts to access your dalabase and the source of all
the login failures, and take immediate action to deny access to your database from unauthorized clients.
Conf. DBA Profile FAILED LOGIN ATTEMPTS Are ORACLE: Fail  Critical User profile [MONITORING_PROFILE] setup parameter FAILED_LOGIN_ATTEMPTS found out of defined thresheld
Limited oracle - 9.59 value L




S-TAP Terminate principle

= Policy could terminate based on:
» SQL command
= Command will hit the database
» Data Extrusion
= Returned data/results set

_ S Check Policy
S-TAP Terminate — No Latency, limit risk T —| On Collector

Critical business
Application servers Database

Connection Server
Te[_rr__]i_r_l_ated

I I _ No latency

Partial results set

x__‘_____________,)
. e




S-Gate Terminate Overview

Critical business
Application servers

Connections

SQL Command

_ Connection terminated
) orized

2 L

1 5-Gate Attach

Selectively put
connections through

Check Policy firewall

On Collector
2 |S-Gate Terminate

—l Terminate

unauthorized actions

Policy Violation
Drop Connection




