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Rendering Data Unusable to Protect Privacy - Encryption

= Encryption: Protecting data where it lies
= Definition: Coding or scrambling of information so
that it can only be decoded and read by someone

who has the correct decoding key

— Must be transparent to application, database and storage
environments

— Provide unified policy and key management for protecting data in both
online (file system) and off-line (backup) environments

— Protects against unauthorized attempts to view files...and attacks
against the database operating environment

— Protects stolen/lost media

B I S R R BRI o B0R:
Oracle Transparent Data Encryption(TDE)
SQL Server
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簡報者
簡報註解
Encryption protects data in its container.  If the data was to be stolen, unless you have the key to remove the encryption, it will not be very useful.  
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= DBMS encryption protects DBMS theft and

hackers
= Data decryption occurs as data is retrieved from
the DBMS
= Application testing displays data
— Web screens under development
— Reports
— Date entry/update client/server devices
= If data can be seen it can be copied
— Download

— Screen captures
— Simple picture of a screen

7 © 2010 IBM Corporation


簡報者
簡報註解
Pictures/Graphics?
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TR R AR

= 62% of companies surveyed use actual customer

data instead of disguised data to test applications
during the development process
~ 50% [ H TR PIPURRI AL =,

= 52% of respondents outsourced application
testing
— 49% shared lIve data

= 26% of respondents said they did not know who
was responsible for securing test data !!

Source: The Ponemon Institute. The Insecurity of Test Data: The Unseen Crisis
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#1 - Clone Production

Repeat ?*%$!

Clone Production

Request for Copy

m}
><

Changes
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Clones pyve¥g| fhiEF>& — Storage cost + Database Server License
+ Man power cost + .......

Actual Data Burden = Size of all replicat#d clones

.(, ,(’ ,(, ,(, © 2010 IBM Corporation


簡報者
簡報註解
Data Multiplier: 資料倍數成長
Burden: 負擔
Clone: 複製品
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PEEERV R F8y © 25% Eﬁi@ﬁlﬁ}'ﬁfﬁ_FE%/ﬁi?ﬁﬁﬁ(# JF database Clones)

Oracle.. Today ... Oracle.. 3 Years from Today...

Reducible Clone(s) Reducible Clone(s)
Production Production

Cloned Data
Eligible for Reduction

Cloned Data
Eligible for Reduction

| |
= To date, 1.4 TB of data has = At an average 3-year growth rate of
accumulated throughout all Oracle.. 25%", those databases will grow to
environments 2.17 TB in 3 years

" 0.2TB in production - This willcost NT$3.12M

= 1.2TB in production copies (DR, _
backup, BCV, mirrors, etc.) in Infrastructure Costs”

* See Infrastructure Detailed Assumptions and Analysis I Figures are based on current annual burdened storage Cost per GB of $40.00

© 2010 IBM Corporation

14



簡報者
簡報註解
Actual Data Burden = Size of production database + All replicated clones
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#2 - Write SQL

TR AfH]fY Eﬁji?;n’?
TR FEERS?
=5 PIREPRIFIEY

4 é‘E ﬁ »(_ (_L,\: ,)
] FTJ AR K . gog?plet_e data set?
RN . - e Subject is
=152 )) debug fiy Cha‘nging ~

o0
bk %’![‘E’}»}[ﬁ[? endless request

Changes
* Rl Accuracy? Expensive,
« Right Data? Dedicated Staff,
« Any boundary? Ongoing

Responsibility.

Share test database
with everyone else?

© 2010 IBM Corporation




Information Management — Optim =

IBM Optim™: No. 1 Market Leader!

‘[Optim] customers spoke
highly of the reliability
and high performance of
Optim” s archiving

. solution, which sets it
455% apart from other vendors
In this space.

8 79 0.4%

-- Forrester Research

23.5%

Sources: Gartner, Relative Position of Database-Archiving Market Leaders, October 2008;
Forrester Research, “Database Archiving Remains An Important Part Of Enterprise DBMS Strategy,” 2007
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簡報者
簡報註解
Optim is consistently named as the archiving market leader by the major analyst firms, with market share estimates ranging from 38% (IDC) to 46% (Gartner).    IDC estimates that the database archiving portion of “Worldwide Database Development and Management Tools market is approximately $100 million out of the reported $238 million total for this segment.  “This means that Optim’s $38 million, which is entirely in the database archiving and related tools subset of this segment, would represent roughly 38% of that subset."
Quote is from Carl Olofson, August 31, 2007, concerning his Worldwide Database Development and Management Tools 2007-2011 Forecast and 2006 Vendor Shares, published July 2007.
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Optim TDM/DP supports many sources and many targets

18

Production Test
- [ - = I
5 g Subset | * Mask — | Propagate
Application X ﬂ
(Oracle) optlm ; (Informix)
Business Objects Direct Local
» Data Integrity * Random * Related Values
 Logical Sets » Sequential Enterprise
* Complete Sets * Aging « x-Databases i
* Hashed » x-Platforms Application Y
Consistent (Sybase)
» Lookup
» Hash Lookup
Semantic
* ID
» Credit Cards i
: Email Application Z
(SQL Server) (052)
Custom
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||_1

T8 APV SRR S0 IS? - Optim =

nt = onsnip Lamnor

File Edit Tools Options Help

BEAE i 8 arRkex o g% £ BY

Farent: Ease Creator Id; Type:
ERICZ.ERICLIM.CUSTOMERS Cpkim
_hild: Descripkion:

ERICZ.ERICLIM.STATE _LOOKUP

Farent Bxpression Doty Type Zhald Expeesaiom Data Type
£ | m R m [ )< | m [ »]< | 1 i
[CUSTID CHARS) MiA(ACCT D, 4.9 NONETE TENT
2 TN )

New relationship
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2 4 b ORI

Complete Business
Object Captures End to
End Business Process

Reporting | Teradata Custom Inventory CRM/ Oracle
Management / DB2
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簡報者
簡報註解
Optim offers federated data operations, meaning that it accurately captures, extracts and archives data from multiple related applications, databases and platforms.  For example, Optim can extract a "customer" record from Siebel, together with related detail on purchased items from a legacy DB2 inventory management system and payment detail from Oracle Financials.   Federated data capture ensures that your data management operations accurately reflect a complete, end-to-end business process, like “order to cash.”
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Test Data Management using Subsetting:

Production Environment

Subset of Production

= Create targeted, “right-sized” subsets faster and more efficiently
than cloning

= Compare to pinpoint and resolve application defects faster

= |mprove development efficiencies

22 © 2010 IBM Corporation
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%Elfﬁifjb ) Test Data Management without Cloning

23

Mo l/e/ﬂ//a&/r

*Bring together entire business objects across data sources
*Mask data as moved to non-production environments
*Subset to right-size data

Compare data with original to identify defects

Training
Move/Mask > Database
75 GB

N
A

~

~
Dev

Database
25 GB

~
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%7"‘%(: ) Test Data Management and Cloning Together

AN
A

Training
Database
75 GB

*Build all test environments from clone
*Mask data in place on Gold Master to de-identify
*Subset clone to right-size data

«Compare data with “Gold” to identify defects Database

25 GB

© 2010 IBM Corporation



| Information Management — Optim

99F AE|27FH1 = F YR (ST-XY
?ﬁ;ﬁfil‘»@ ZHELTERE - E’“"IEF"'?UE'JI'E' ]

BNtk AMEBEE AR - MHAEFS SRR
WMEERALETHAZBATH  FHERE
R RAA o 2E FHHEMZ —F
AR
— R XHE .
=~ N F A R AT R SRR R FE A A AR
MBAT R R LR A B E %
U HE
ZEFAAALNMREMN S SENH
Z BN FH o

w9~ B SRR AT AR R B
A RS B 8 B it R
SRR A LT L& — A
HRE S mEIAAZBEATH -

25 © 2010 IBM Corporation



| Information Management — Optim

— A
i \“ ”'JD—{ BN 1’E§E-KJI’[E{EJ . —’JD_ fe:
[Sernic [T

|
Hash By I >Hash—Byh- 4
Lookup

Bl oo EEEERARS

26 © 2010 IBM Corporation

TR




| Information Management — Optim

BRAETHE 2 gy | =

B Fssooaghssoona

Card Holder and Card Number have been masked
Optim masks 16-digit Visa and Master cards

Base on source information create masked credit card number

1. Master — Master, VISA — VISA, American Express — American Express

2. AP, R i, oot = Bk £

27
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Support Customized function — &85} 55 G
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Intelligent Data Masking

A comprehensive set of data masking techniques to transform or de-identify data:

=String literal values
=Character substrings

=Arithmetic expressions
=Concatenated expressions

=Lookup values
=Intelligence

=Random or sequential numbers =Date aging
KExampIe 1 A KExampIe 2 A

Eustomerinfermation RPersenaliinieniakle
Customer No.| 123456 PID |E165851537 Account FirstName LastName
Name | & ~%& 10000 Jeanne Renoir

. 10001 Claude Monet
Address | [YAE= BE25E _

10002 Pablo Picasso

City | st Zip | 80203 -

Data is masked with contextually correct
data to preserve integrity of test data

Referential integrity is maintained with key
propagation
Eventiiahle

FstNEvtOwn LstNEvtOwn

10002 Pablo Picasso

10002 Pablo Picasso

.

29
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簡報者
簡報註解
Optim provides a comprehensive set of data masking techniques to transform or de-identify data in non-production environments, such as test/development, QA and training environments. The method you use will depend on the type of data you are masking and the result you want to achieve. 

Optim’s data masking technology preserves the integrity of the data and produces consistent and accurate results that reflect the application logic. Masked data can be propagated accurately across multiple non-production environments to generate valid test results. 


File Tools

Options  Help

i Browse Compare File Table Data

Source 1:

GRACE1.ERICLIN.OPTIM_CUSTOMERS

Change | Bowwce | COST_ID CIETHAME ADDRESS CITY i ERATT CCH
CHARS) CHARCAD VARCHARSH VARCHARIS) ! CHARCAN:N CHARIZN
LAREIEA R ES A B2 A B2 A B2 FAIES FAES
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Example: Mathematical
Process result

Tonls

Cption:  Help

3 *9000 = 27000

6 * 7000 = 42000

aurce 1t IOF‘TIM.ADMINISTR#\TOR.JD_MODIF’?’_CF\SES_M#\SK_l

EEN

\

Chang |Sow: | MC_MODIFY_CASE_CODE MC_DERCRIFTION MC_AFPLY_DEF |MC_AP| MC_ACTIAL_ANALYSIE_DAYS | MC_AC TUAL_DESIGNX%YS |
VARCHARS) VARCHARZO0N VARCHARMOLN |VARCH DECIMAL(E,1); DECTMALG, 1N o

ﬂ el o] v 4] | v+ ;%m% v v w4 .

1Dt |1 ME111001 I ; EhEEETR =3 ( 27N 0 (m.ﬂ?
S[TiE |2 [MEliiol g H LT o T EH RN o a | L % a7
5|DE (1 |Mellinz B nERE S TREEUEH T TR | 250000 22000.0|=
#|DE 2 |Meliiz RTINS o R e T &) BONECn e n T ah | 5.0 EXF
$|DiEf |1 |MEILOn TR EE LAt modle e, | HE oy LT 1E000.0 15200.0|=
gD [2 MELII00 b TR = R B e NP vl 3 TEOIE L En Tag |TLIR 2.0 2.6
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Client Billing Application

X

DB2/400

P1D#s

A103922586

PID#s

A103922586

P275102514

P275102514

Masked fields
are consistent

N

PID#s PID#s
A138816528 < > A138816528
P245949625 < > P245949625

32

= A single mask will affect
‘downstream’ systems

= Column/field values must
still pass edits

J/'r‘&:?@

|7) 5El

— /

—Phone numbers
—E-mall

= Zip code must match
—Address

—Phone area code
= Age must match birth
date
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簡報者
簡報註解
This works great, but  not for ERP systems.
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Propagate Result

Before After

TOKEHSH REHARKZ C HAFE TUKEMSH REMARKZ C HAME
B67I966881 3 ¢—> 3 UPH DETIP6GEET1 9§ €—> 9 UPN
G7IVEILI1 3 3 UPN B6TI0E1411 # 2 UPH
BGP0RATETI 3 3 UPH AG9PNaTSFI 9 2 UFH

A7 E4014776 S > 5 {==% B7B4EINFFG 6 ——> & [=5F

B7 EN01L78% 5 L {=F 67 04814 7E4 6 6 =%

A7 @4 014885 1 1 67 BLE1hE0C & L ; § E
o7 DaE14821 1 1 67 B4E18E21 5 5

A7 @ 614889 1 1 G7 BLO1hEED & c E%%& I
a7 es0lug910 2 z 67 BaE1 4918 2 2 =
Br0k814022 3 4 D7 AL4MTA9ZE 9 o UFHN

A7 AA014944 1 1 H7 04B1 APy T c iFE£ETT
0704823222 1 1 ;@g& 07AL023222 & 5 iREEeEETT
A7 84658277 1 1 T 67 B4BC M2F7 & L
07 0aAS0ZR5 3 3 UPH a7 0405 AZE5 ¢ 2 UFH

A7 En05832% 3 d UPH 67 840 822y 0 o UPH

A7 64058373 3 g UPH 67 04B5 8573 9 9 UFN

g7 GBS OL20 1 1 HERSERTT G7 8405 8429 & C HEESSHTT
A7 64658453 3 d UPH 67 84858453 9 9 UPH
FEansms1s 1 1 ? EHTT Q704050515 & = 1[%] #ETT
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A7 5238956 3 3 UPH 0705238956 9 o UFH
0729607064 1 1 :ﬁ 6722607864 & - iFEESETT
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AF204 07 Q9T 1 1 {ERRERTT B720607007 & c 1%%3&@
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A F[ Y]

@& Archive Process Report Hi=] E
File Option:  Help
Process Time: 0:00:01 Rows Per Sec: 8731 d
Delete Process
Server Mame Local)
Control File C:AProgram FilesdBMW OptimArchivePOCIANDS. of
Client User ID b2
Server User 1D b2
Time Started 200841143 14:39:52
Tirne Finished 200841143 14:50:13
Elapsed Time 0o:10:21
7 —= D% "\~ ~ 7 mw AR S
52 P BRI B 2
N n/ -~ L4
Tables Processed
Rows Deleted 291112
Rows Mot Found 0
Riowes with Errors 0
DB Connections: 1
Row Details:
Deleted Mot Found Failed Tahle MNarme
20411 0 0 DP.DP.DO40D_BAD ACCOUMT
a7 0 0 DP.DP.0O41T BAD PAYMENT
Statistical Information:
Settings During Delete:
File Systern Compressed: Mo
Tahle Name: DP.DP.D041_BAD PAYMENT Ll
Ready v

(o o
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Extract Process Report

\l |_L

Request Name CHB.PARTY
Server Name (Local)
Extract File DABMWOptim\Extract\CHB.PARTY XF
Access Definition LOCAL
File Attachments Processed
Client User 1D Administrator
Server User ID Administrator
Time Started 2008/10/21 14:15:13
Time Finished 2008/10/21 14:16:03
Elapsed 'I'lme 00:00:50
' T RN TR N== s
N A ORI BRI o VB -
Rows Extracted 4396[][]
Rows with Errors 0
First Pass Table Rows 97920
Row Details:
Extracted Failed Tabhle Mame
97920 0 OPTIM_ADMINISTRATOR. PARTY MBX_ORG
97920 0
OPTIM ADMIMISTRATOR_LOCATION MBX _ORG
97920 0 OPTIM ADMIMISTRATOR ACCT_MBX_ORG
97920 0
OPTIMADMIMISTRATOR PRODUCT_MBX_0ORG
97920 0 OPTIMADMINISTRATOR.EVENT_MBX_ORG

Statistical Information:
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Reduce Labor Costs Productivity Enhancements EIHE

INVESTIRIENT MARRGEMENT

Testing Tasks
Time Spent with Time Spent
NO OPTIM With OPTIM

Create test database [(subtotal)
Mowe, use existing or create data from scratch
Sanitize, mask or de-identify data (optonal)

Design test cases and data that will ensure all conditions
and gquality (subtotal)

Inspect and add data
Subset and edit
Test for accuracy & quality
Compare test results and data
Minimize test cases
Refresh test data (subtotal)
Refresh data
Sanitize, mask or de-identify data (optonal)
Rerun test cases with refreshed data
Ensure data quality (subtotal)
Referential integrity or other DQ checks

Affected Users —»_
T

40.00
IQuality assurance testers 10,00
Database administrators 1.00
Other Software Qualiity Role 0.00 Old TOtal COSt New TOtal COSt
Without OPTIM With OPTIM
$2,078,000/yr $226,728/yr

Customer information: MFS /%) & [ElsfE] » Z:(Sun Life) s F*IJI-F[ JD
ﬁJ\;'/ e B D HR1865F Ky o B = SRR A l/'?‘S[ﬁS«I .
IR e SRS T :[J}}[_,\]:gsql - g@ﬁg . ,;l Sa\”ngs:

o B N LA i A HIE S HP T §1?1_412[ﬁ&'

FEvReRIs0R | : $1,851,272/yr
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Concluding Thought

We're not going to solve this by
making data hard to steal. The way

we're going to solve it is by making the
data hard to use...

Bruce Schneier, Author, "Beyond Fear: Thinking Sensibly About Security in an Uncertain World"

41
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簡報者
簡報註解
Just 1 thought that I think is important to ensure you understand in closing.  Optim and Encryption Expert do no stop the stealing of data, however, if the data is stolen, we make it difficult to use.  As you can see from this article, that is what the industry sees as the future of privacy, because theft is hard to prevent, but if we can render the data unusable, we can feel safe if or when the data is stolen.
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