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T B kR,
Database Servers = Vast Majority
of Compromised Records

% of Records Breached (2009)

Database

All other sources
servers = N =18.95%

75%

POS systems
=6%

Laptops &
backup tapes
= only 0.05%

2009 Data Breach Report from Verizon Business RISK Team

Online data = 99.9% of all

compromised records

Figure 25. Asset classes by percent of breaches (black) and records (red)

End-User Systems

Networks & Devices

17%/0.01%

Offline Data |l 2% /0.04%

0% /0%

“Although much angst and
security funding is given to
offline data, mobile devices,
and end-user systems, these
assets are simply not a major
point of compromise.”

© 2010 IBM Corporation
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select object name,
from dba _objects
where object name like

object_type, status

« DB Audit Trial (F#LE & 2 324

,q A\

'¥ND_PROFILE_OPTION VALUE AN':

H- & Hn @ = B3
- H . 2 * 2 > 7
AL 5 OBJECT_NAME ~OBJECT_TYPE _[STATUS |
« Port Mirroring (8 3t ¢ 48 %) 1 g
| 2|FND_PROFILE_OPTION_VALUE &  — SYNONYM VALID
[ 73| FND_PROFILE_OPTION_VALUE_AC - TRIGGER VALID
| 4|FND_PROFILE_OPTION_VALUE_ACT - VIEW VALID
ent /DI’IV er ,« . }E.‘ % 2) ;,&_, ﬁi = | 5|FND_PROFILE_OPTION_VALUE_AD - TRIGGER VALID
Ag it iy A2 P}' | 6|FND_PROFILE_OPTION_VALUE_ADP - FROCEDURE  VALID
| 7|FND_PROFILE_OPTION_ VALUE_AH - TRIGGER VALID
" 6|FND_PROFILE_OPTION VALUE Al - TRIGGER VALID
| 9|FND_PROFILE_OPTION_VALUE_AIP - FROCEDURE VAL
110|FND_PROFILE_DPTION VALUE_AT - TRIGGER VALID
[11|FND_PROFILE_OPTION_VALUE_AU - TRIGGER VALID
H ] 12 |FND_PROFILE_OPTION_VALUE_AUP PROCEDURE VALID
Appllcatmn Servers [13|FND_PROFILE_DPTION VALUE AV1 - VIEW VALID
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— Client IP, OS login ID, source application, etc.
° ﬁx’J TR _}g;}%rg

[ ]
SAFEGUARDING DATABASES™ = AN IBM* COMPANY
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Exception (ie. Invalj

Result Set =
i z .
1
SQ |_ QU ery Database

There are three types of rules:
1. An access rule (73 B~#=41) applies to client requests
2. An extrusion rule (& 1! 3L.P) evaluates data returned by the server

3. An exception rule (&] *} #.p) evaluates exceptions returned by the
server

© 2010 IBM Corporation
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Rule #1 Description non-App Source Applser Connection
Category Security Classification Breach Severity MED
ot [] serverip | ]r _ Iunﬁ.furIGruLp Production Servers
Hot ClientIP | f| and/or Group | Autharized Client IPs
ot [] Client MAC l Het. Protocol andfor Group | ----------=-=-=---
D r 1 ALERT DALY
Hot D DB Hame ALERT ONCE PER SESSION
- : ALERT PER MATCH
ALERT PER TIME GRANULARITY
ALLOW
: l Hot [ |DB user APPUSER YGNORE RESPONSES PER SESSION
i IGNORE SESSION
S5 Fleld Name XGNORE SOL PER SESSION
IS8 Object  [INVENTORY| LOG FULL DETALS
~:= LOG FULL DETALS PER SESSION
S Command |DROP TABLE LOG FULL DETALS WITH VALUES
LOG FULL DETALS WITH VALUES PER SESSION
Application Database Min. Ct. |0 | Reset Interval iminutes) |0 ] tgg ::ffo OETARLS
Server Server Continue to next Pule [ Rec. Vals. <o
10.10.9.56 - s&nsoﬁ%u
10.10.9.244 Action | ALERT PER MATCH I V] S-GATE TERMMATE
CFs by S-TAP TERMMNATE
el Hotification SKP LOGGNG
s (%] Notification Type MAL Mail User marc_gamachef@guardism com |
B DB2 Z/0S 1l:r:m'l: I'(:":IL:;d(i}l..lar:j.ﬂ;.I;:;@guardihlm.com sent: Wed 4/15/2009 §:00 AM
IBM ISERIES Cc;
NS Subject: (cl} SQLGUARD ALERT
Informix =
WS SQL SERVER Subject: (c1) SQLGUARD ALERT Alert based on rule II*non—App Source AppUser Connection I
WMy SQL Category: security Classification: Breach Severity MED
Oracle Rule # 20267 [non-App Source AppUser Connection ]
Sybase Request Info: [ Session start: 2009-04-15 06:59:03 Server Tvpe: ORACLE! Client IP 192.168.20.160 FerverIP: =
TERADATA 172.16.2.152 Client PORT: 11787 Server Port: 1521 Net Protocol: TCP DE Protocol. Totocol Version:
3.8 DB User: APPUSER
Application User Name
; NT Authorization Code: 1 Request Type: SQL_LANG Last Error:
SQL: select * from EmploveeTable | |
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AT AT PTI TN T T e BT PO DB User Hame Application User sl
m:;w_ m;_;;.._ ) DBUsert  jog aelect * from EmployeeRoleView where Liserlame="
HE 4 Joe C= | Marc DBUsert  j& select * from EmployeeTable
= | = | DBUser1 Marc inzert into EmplayeeTable values (77,2719 7)
| R S AR AT
Y 7 . PJ?»B? H* “@iksE” ¢ enDBUser ki@

| * TR F AL o 1 K DBASE B
» @ F AR e ¥ AP User o

p
«@ F I v @] AP User 8 #4487 e

J"-" SQL; 4 /et 7

— Major enterprise applications (Oracle
EBS, PeopleSoft, SAP, Siebel,
Business Objects, Cognos...) and

— Custom applications (WebSphere....)
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Description ‘Weekly Database Change Management F'rn:u:es‘ U &3 Run Onep N ® @

ﬂ I| 2 Change CRODDD0DDDODD42 (Modify)
Active iated with thi. :

There's & achedule associated with this process
BMC REMEDY IT SERVICE MANAGEMENT - Change Management
Infrastructure Change 0
I T

w,ﬂ.rchive Results D Keep for a minimum of EI days orE
L1 CSVICEF File Label: ‘Weekly_Database_Changu‘

* Quick Links 1D*+ CRO000000000042
Receivers Change ID |CRO Jownload PDF
I Cl Search Process Flow Status
Dig Receiver Action Req To
c ) Mrc 0 Select Operational initiate m @ Pms s-mu-lj
n .
Reviesw =
.T.w 5] (Marc Gamache) Select Product “‘WW
g View Broadcass Change Bequest Information
4 @ role; dha Views Calericas Change Type® IU‘H!‘Q& j Shabuz* ISﬂ'ﬂd
Start Date: 2009-01-2215:00:00 Encl Date: 2009-01-22 16:00:00 Funclions Summary™ [Ader SO reveruse tabld | Status Resson |
Motes [ .| Risk Leverr Risk L
. Server L o Advanced
Timestamp Tvoe rigk level priority description Regquester | Classiication | Worklnio |  Tasks | Assignment | Relatior
VD Create Dther Requests
WSU2 oy ;  Mersox Hequested By
1508120 revenue table Support Company™s |Cahn Financial Senaces ll
2E|lE|9.l|J1 22 ORACLE O 3 Aller SOK allen ALLEN  192168.8.129192.168.8.129 Aher table sox_sales_east add total_revenue float
1508210 revenue tablg
20.03'.01 < ORACLE O 3 L7 CRR000000000042 crg000000000042 8 allen ALLEN  192.168.5.129192.168.8.129 Ater table sox_sales_central acdd total_revenue flost
1505290 revenue tahlg
Niih Wigw
2[|F|E| .IJ1 2 ORACLE 0 K] Ater 30K CRAO00000000042 crg000000000042 4 allen ALLEW 1921638129 192.168.3.129 Ater table soo_sales_west add total_revenue flost E
1508360 revenue tabls
20,09',01'22 ORACLE 0 LTS CRADO0000000042 crgl00000000042 @ allen ALLEN  152165.6.129192.165.5.129 Aker table 20x_sales_international add total_revenue flost
1508440 revenuz tabls
122[3 T4 32 ORACLE 0 crgl00000000232  allen SYSTEM 1921638129 192.168.8.129 SELECT 7 from dusl B ViEw
122[5051532 ORACLE 0 0 CqOIODOONZRZ  olen  SYSTEM 1921688128 1921655 129 C! tle S0 _sales intetnafional acdtotal rev foat

11111k
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“‘DBMS software does not protect data from administrators, so DBAs today have the ability to
view or Steal confidential data stored in a database

ﬁ/z’]m ‘n"?ﬁ'ﬁﬁjﬁ
ENES S ”Lr'XDBA’#‘ ¥vud 3
EERE L TS S

Forrester, “Database Security: Market Overview,” Feb. 2009
Application Servers

Production
T
Privileged

Traffic

Issues SQL

Users

[rootRosprey ~1#

sqlplusisystem

SQL*Plus: Release 10.2.0.1.0 - Production on Tue May 27 01:13:32 20
Copyright (c) 1882,

Hold SQL

2005, Oracle
Enter password

Check Policy
On Appliance
All rights reserved PO“CV Violation
Drop Connection (or
Quarantine User )
Connected to
Oracle Database 10g Express Edition Release 10.2.0.1.0 - Production
lSQL> select * from creditcard; I
*
ERROR at Jd h
ORA-03113) end-of-file on communication channel I
soL> I

TSessmn Termlnated J

© 2010 IBM Corporation
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ARE

Oracle

Oracle (ASO, SSL)

Microsoft SQL Server

Microsoft SharePoint

IBM DB2 (Linux, Unix, Linux for System z)
IBM DB2 for z/0S

IBM DB2 (Windows)

IBM DB2 for iSeries

IBM Informix

Oracle MySQL and MySQL Cluster
Sybase ASE

Sybase 1Q

Teradata

'}‘J‘E‘H‘ %," ) :I'.%

Supported Platforms

Netezza
PostgreSQL

|
|

Supported Versions

8i, 9i, 10g (1, r2), 11g, 11gR2
9i,10g (rd,r2), 11g

2000, 2003, 2008
2007, 2010

9.1,9.5,9.7

7,8,9

9.1,9.2,9.5, 9.7

V5R2, V5R3, V5R4, V6R1
7,9,10,11,11.5
4.1,5.0,5.1

12, 15, 15.5

12.6, 15

6.x, 12,13

4.5

8

‘ © 2010 IBM Corporation
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BRrLARIRE{PRE

o A A F anpFiE R (DISA STIG & CIS Benchmark)
o ¥ MEBFE I

— Via custom scripts, SQL queries environment variables, etc.
o LB PPEENFEEN R E R E DR R

— Database settings

I Tests
— Operating system . Permissions
— Observed behavic Tier * Roles
sQL Server, « Configurations
* Versions
* Custom tests
Database
User Activity : * Configuration files
OS Tier : :
. * Environment variables
(Windows, . Reqist i
Solaris, AIX, HP- €gistry settings
UX, Linux) » Custom tests

[ = < ‘
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Directory Services SIEM SNMP Dashboards
(Active Directory, LDAP, etc.) (Tivoli, EnVision, etc.) (Tivoli, HP OpenView, etc.)

Change Ticketing Systems
- Remedy, Peregrine, etc

Send Alerts

(CEF, CSV, ' m\%\
Authentication syl o
(RSA SecurlD, RADIUS,
Kerberos)
Vulnerability
Standards
2 (CVE, STIG,
CIS Benchmark)
— Data Leak &
Sensitive Data Classification

Data

XXX-XX-XXXX

McAfee
(EPO)

Software Deployment
(Tivoli, RPM,
Native Distributions)

Long Term Storage

(EMC Centera, IBM TSM
FTP, SCP, etc.) Application Servers

(Oracle EBS, SAP, Siebel,

Cognos, PeopleSoft, WebSphere, etc.)
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B2 SZ2PHEIF IR

UG wirror Ports | Collector | PC-W/S (Auditor)

C-RDB 1. C-AP£2 Browser 7 ?‘1‘
e

j# -
1 Agent/Driver % & DB 3 Audit Raw Data

DB Server

Agent/ Driver
RDBMS

W
E Setyg; O.S:’; root fi T ;
: T R L COStmoot "+ ¥ 3 Ol FE 4 » % 144 CAP |
E 2. Agent/Driver £ C-AP:h ! E 7% Lk %o C-OS T § ¥ i 3 % ¢ TCP ports - E
T Méf]{é‘“ﬁﬁ e ; PR i2 3 C-RDBiiz x? +5%i o * 2 g EC-API h e )
o mEEgE . |} st - CRDBYFHE S i ag s :
53. = CAPmadmln? J2 C-AP > 17 accessmgr£|iE Audit E
Aggregator ' User - E
A-AP } 4. Auditor Users i@ * ZLE< 07t iy > SEIT AR E A7 v 5 o
A-RDB 55. B Lag 4 EARY > giEiFEmp 3B 5
A-OS v 6. Audit Raw Data ' i *c BRI o R LR o A
E 7. Collector 7Audit-Raw- Data“‘ " ﬁ"ﬁ; T|Aggregator - ﬁp’?;]% E
W L]
u L
w

Aggregated Data

20 1. la. 99 . © 2010 IBM Corporation
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DAM 2. f £ T Hr2 3 ¥ * R

DB Server 1 Collector 1
Normal
Audit Data
Load Collector 3 DB Server 2 Collector 2
Balance Audit Data Audit Data
Collector 5 DB Server 3 Collector 4
= ——
. Audit Data Audit Data
High
Availability Collector 5 DB Server 3 Collector 4
— 4 A —
Audit Data AudCNga
Collector 7 Collector 6
-oad _Audit Data_ _Audit Data_
Balance udit Data udit Data
-II—-I' ] Collector 7 Collector 6
19 —— gy, —
Availability Audit Data - AudCNNa
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Guardiumid i 7 £ & gk ®

Validated by Industry Experts

- ~
&is®  ChannelWeb =1 ¥
‘Dominance in this space” “Most Powerful - -

#1 Scores for Current Offering, smpliance Regulati S5-Star Ratings: Easy

installation, sophisticated
reporting, strong policy-
based security.”

Architecture & Product Strateg

5

EE=NG L ar MOVt ad of

“Guardium is ahead of the “Pragtical sature vou'll - =
> =
pack and 5N paGk:alidh gaiihin gisats
. data.” | =
5y | —
SPELQ. .. 1905
ErIiServer CURITY
A%/f/);)rzj IiEndE'tXlrj'zi:i:nh; i;r? d “Enterprise-class data security a;rék

product that should be on every
organization's radar."

Compliance"

[ = < ‘
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FORRESTER
Highest Overall Score for Current Offering, Corporate & Product Strategy
Risky Strong
Bets Contenders Performers Leaders
Strong
113 . . . ’ i En.lil"dll.llﬂ@
. Dominance in this space. Imperva «
Tizor Systems »
 “A Leader across the board.” ﬁpﬁmﬂﬂmmfé
) . . RippleTech « Lumigent
« “Leadership in supporting large M Consul (+ ) Technologles
heterogeneous environments, ... e i ymantec
: Current
high performance and offering e

scalgb_lllty, _S|mpI|fy|ng | - () orace
administration ...and real-time ey

o)
database protection." Sybase (+) ./ Microson
(+)1BM DB2

Market presence

« “Strong road map ahead with —
more innovation and features.” * © (&) (2) Fullvendor participation

Weak

Weak Strategy = Strong

The Forrester Wave is copyrighted by Forrester Research, Inc. Forrester and Forrester Wave are trademarks of Source: T,_'e Forr eSter. Wave™: Enterprise Database Auditing
Forrester Research, Inc. The Forrester Wave is a graphical representation of Forrester's call on a market and is and Real-Time Protection

plotted using a detailed spreadsheet with exposed scores, weightings, and comments. Forrester does not

endorse any vendor, product, or service depicted in the Forrester Wave. Information is based on best available

resources. Opinions reflect judgment at the time and are subject to change.

i (3 |
“:ll . » © 2010 IBM Corporation
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>TRAEH £ ¥398 * Guardium

* 5 of the top 5 global banks

* 2 of the top 3 global retailers

* 3 of the top 5 global insurers

* 2 of the world’s favorite beverage brands
* The most recognized name in PCs

* 15 of the world’s leading telcos

Top government agencies

Top 3 auto maker

#1 dedicated security company
Leading energy suppliers
Major health care providers
Media & entertainment brands
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& Bena 1F
The Compliance Mandate

(GRANT, REVOKE)

: NIST
. CobiT PCI CMS 1ISO
A;g_‘ i_g ‘}\ HIPAA GLBA NERC 800-53
(SOX) DSS ARS 27002 (FISMA)
143908 T v v v | v v v
(Successful/Failed SELECTS)
2.7 % % %% (DDL) v | v | v v v v v
(Create/Drop/Alter Tables, etc.)
3.7 L4 it (DML) y P P
(Insert, Update, Delete)
4.0) k4 iE v v v v v v v v
(Failed logins, SQL errors, etc.)
5.4 % { (DCL) v v v v v v v v

DDL = Data Definition Language (aka schema changes)

DML = Data Manipulation Language (data value changes)

DCL = Data Control Language

© 2010 IBM Corporation
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Guardiumi EREHOTHEE 22 &3 Y

'« Prevent SQL injection attacks
» Monitor & block privileged users _
- Detect application-layer fraudgR\Y (0] gl {e]]

« Automated & centralized controls
« Cross-DBMS audit repository
+ Preconfigured policies/reports

» Enforce change controls & . Sign-off management
* Real-time alerts . 2 i

_ - Enfo rce Long-term retention
+» Forensics data mining - No database changes or
+ SIEM integration - performance impact
L Critical i

Data

- Infrastructure D

» Assess database
vulnerabilities

» Configuration auditing

* Discover & classify

sensitive data ' ASsess
+ Continuously update

security policies & » Behavioral vulnerabilities
+ Discover embedded i Harden + Preconfigured tests based
malware & logic bombs on best practices standards
(STIG, CIS)
- »
Guardium

© 2010 IBM Corporation
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Thank You!

ol YT L= N

Data Management

Guardium

SAFEGUARDING DATABASES™ | AN IBM° COMPANY

28 © 2010 IBM Corporation
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Backup Slide
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3 Types of Rules

Exception (ie. Invalid table)

3
Result Set P~ e
1 B 2 k‘-\-l-"‘—h._-_-_-—'"."'}
1
SQL Query Database

There are three types of rules:

1. Anaccess rule applies to client requests
2. An extrusion rule evaluates data returned by the server

3. An exception rule evaluates exceptions returned by the server

_ -"'.l d ©2010 1BM Corporation
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Policies

Policy Rules
&€ Production Database Policy Fiter: | ———— |7 X & @
L Expand All = Collapse All & SelectAll {] Unselect All ¢ Remove Selected &k CopyRules ...

1 Baseline : baseline 8 hours (Action: Accept and don't cont. to next Rule) ;I

“ )8 EE 2Access Rule: Log full Details

“ ") 8@ [ 3Access Rule: Unauthorized user access to sensitive data
“ T ) 8[E[E 4Exception Rule: Alert on Failed Login

# ") 8@ skxceptionRule;Alerton SQUErors

“ )8 E @ 6Extrusion Rule: Unauthorized Data Privacy Access
aro8E

Exception (ie. Invalid table)

Result Set

[-]

Database

SQL Query

ok Add Access Rule... | | Add Exception Rule... Rule Suggestion @ Suggest from DB ACL
| o Add Extrusion Rule... I Rule minimum ct. Io Object Group minimum ct. |1 @ Suggest Rules
Q Cancel € Policy Simulator Done '}

© 2010 IBM Corporation
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Exception (ie. Invalid table)

Rule #4 Description |Terminate Connection | @

3
Category Clagsification Severity HGH v . Result Set

LOG FULL DETALLS WITH VALUES PER SESSION
LOG WASKED DETALS I
LOG ONLY

RESET

S-GATE DE E%H l
S-GATE TERMINATE i

| « Alert, Ignore, Terminate

Hot [] Server P | |I| |andIor Grou;I| Production Servers v H‘I Whi c h Servers '\‘Q SQL Query 1] Database
ot [ Cientip I e E— vy
Hot D Client MAC I:I Het. Protucull:|andfor Group
DB Type | Oracle ¥l not [ service Name| |andIor Group| ---------------------- V|-i%i Wh I Ch Datab ases
tiot [] 08 Ilame| |andI0r Group| ---------------------- v|.—!-.
Hot [] DB User | |andIor Grou |(F’Ub"CJ Admin Uzers VHi
Hot [] App. User andior Grou;I| Oracle EBS Appllser Group | % |i{i Wh Ic h Users
ot (] 05User anlr Gmu;||Unau1horized 05 Users v||!1.
tot [ Sre App. anfor Group| ---------------------- V|i{i
ot [ Fietd Name |:|andror Grou;l Sensiive Colums ¥ as Which Fields
Hot [] Object | |andIor Grourl\Financial Ohjects V|ﬂi Which Tables
tot [J Command | anlor Grou;l\ (Pubiic) DML Commands v/ Which SQL Commands
Min.Ct 0 | Resetinterval (minutes) 0
ALERT DALY ;
Continue to next Rule D Ret. Vals. D ALERT ONCE PER SESSION l
| s |
Action | 5-GATE TERMINATE v
. .
ﬁgﬁox RESPONSES PER SESSION ‘ Wh at A Ctl O n ?
GNORE SESSION
GNORE SOL PER SESSION ‘,
L00 UL OETALS R ESsl | :
oo | « Allow, Log, Log Full Details, Log

full Details with Values

SKIP LOGGING

© 2010 IBM Corporation
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2. Extrusion Rule - Monitor the Results Set For SSN Data

Exception (ie. Invalid table)

L2 Microsoft SQL Server Management Studio
g 9

Result Set

File Edit View Query Project Tools Window Community Help
Qtenuey | BRB/2 SHIBABB T,
% Privacy Sl v B PB4 PHEQENDZ2 EE

Object Explorer » & X 10.109.248 Privacy - SQLQuery3.sqI*  Summary|
Connect~ | &) = |3

= [} 10.109.248 (SQL Server 9.0.1399 - joe)
[ Databases
[ Security
[ Server Ohjects
[ Replication
[1 Management

el
SQL Query —

41

Select * from customer where customerID < 9

1 }

CustomerlD  FirstMame  LastMame CardMumber Mame_on_Card ssn bithdate address zipcode amount

1 0  Joe Anthory  601188433B876676 Jos Anthomy 123456783 4/4/62 123 Main Streset, New Yo, NY 02345 126.76

3 Notification Services 2 1 e Thomas  GOTISTGS5026358 JosThomas 234567830 4/4/82 32 South Steet, Boston, MA MRl 22
EED SQU Server Agent (Agent XPsdisa 3 ke Smh  GOVISOTIIGME JoeSmh 5678901 6/7/88 12 Buckingham, London, WA4PH WE4PH 11265

4 3 Joe Jones 4436742167789074  Joe Jones 456-78-9012  6/7/03 12 Front Street, St. Paul, MN 32355 1222

5 4 Joe Craven  4024007126765006 Joe Craven Be7-83-0123  6N112/88 77 main street, New Oreans, LA 23532 an

6 5 Joe Shapio  4529453703238250  Joe Shapiro 678-50-2345 277788 T3Imain street, Seatle, WA 2532 23276

7 6 Jog King B1TR2TTI228503029  Joe King 785M-2345 277789 Clive Steps, King Charles Street, London, England  SW1A 240 21322

8 7 Joe Lynch H493024612846124  Joe Lynch 885333333 &/7/58  Westminster street, London, England SWHAZAQ NM222

5 3 Jog Wiliams  5282335629164135  Joe Willizms BA0-23-2322 /7702 123 Avenue des Nations Unies, Paris, France 75007 22z

¢ | 1 b @Quewaxecuted succezsfully. joe (52) Privacy O00:00:00 Yrows

Chl INS

© 2010 IBM Corporation
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2. Extrusion Definition to Alert on Unauthorized Results Set

Extrusion Rule Definition

Rule #5 Description

Category Data Privacy

Classification Unauthorized Pl

Alert on unauthorized access to Pll

Severity HIGH -

|Hot ] serverip  10.10.8.248

| 255,255,255, 255 Iand,rurGruup

Revoke [| Rec.Vals.

IAI:tion ALERT PER WATCH I

Nofification

Not || ClientIP andlor Group
Not D Client MAC Net. Protocol and/or Group
IDB Type M3 S0L SERVER ‘I Not | Service Name andior Group
Not D DB Hame and/or Group A i'!'i
I Not [¥| DBUser bil I andlor Group - o
Hot D App. User and/or Group A i'!'i
Not D 08 User and/or Group hd i%i
Hot D Src App. and/or Group A i'!'i
Period hd @
Illata Pattern ([0-5}{3}-[0-942})-0-9)4} I
Sql Pattern
Min.Ct. 0 Reset Interval (minutes) 0

@ Notification Type SYSLOG Alert Receiver SYSLOG

|
i 37%%%

v i

Monitor 10.10.9.248
SQL Server database
Not user Bill

Social Security numbers

—  ([0-9]{3}-[0-9K{2})-[0-9K{4} will
match the pattern for a Social
Security Number XxXx-XX-XXXX

— Everything between the “("

and “)” will be masked out so

no sensitive data will be stored
for reporting purposes

Send Alert per match

|. © 2010 IBM Corporation
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Joe Created a View and Then Tried to Extract Data

= Microsoft SQL Server Management Studio [ | E |5
File Edit View Query Project Tools Window Community Help

ONewQuey | BB GE b G BPERER.
% 1) Py [ Vaeare v n BB 24 PGB QEHD =2 EE,

Object Explorer >~ 1 X hEoL (o o -
Connect~ 4! Ei lcreate view view Customer ag select * from Customer I
= L:j 10.10.9.248 (3QL Sen.rerQ.U.lB

[ Databases

»|_><

Select * from view customer where customerID < 5

A

[ Security 4 i X
[ Server Objects [ Resuts _I_’I Messages
i [ Replication ..EH?tomerlD FirstMame  LastName CardMumber Name_on_Card  ssn bithdate ~address zipcode amournt
- Ma’?ﬁgef”e”t . 1 u Joe Brthorny  6011884338876676 Joe Anthony 123456789 4/4/62 123 Main Strest, New York, NY 02345 12676
3 Notification Services 2 Joe Thomas  G011516565028850 Joe Thomas 234567830 4/4/82 32 South Street, Boston, MA B B
[ SQL Server Agent (Agent XPs disa | 5 ke Smih  GIUIEITIZNG0NG losSmih  M5E78901 &/7/83 12 Buckingham, London, WA 4PH WAIPH 11265
4 3 Joe Jones  A486742167789074  Joe Jones 456789012 6/7/03 12 Front Strest, §t. Paul, MN 32355 1222
h 4 Joe Craven 4024007126765006  Joe Craven Be7-890123 8A12/88 77 main street, New Oreans, LA 23532 2211
- SQL Trace SQL ;'] () [&] (x] [v]
Start Date: 2000-05-27 00:00:02 End Date: 2009-05-27 02:00:02
. . Network § DB User
limestiamp  LOeNtiE SErver i SOUrGE Frogram
Timestam ClientIP Server IP Protocol Name Source Program Full 5ql
" ,
20080537 0109240 10105248 TCF o MICROSOFT 201 SERVER Iselec‘[ from w&wicustum&r where customerlD < 5 I
00:58:53.0 T B e [ ANAGEMENT STUDIOD - QUERY
— -
20080557 Y I = MICROSOFT 201 SERVER |r.:reate view view_Customer as select * from I:ustumerl
00:53:46.0 B B MANAGEMENT STUDID - QUERY

v - -
_ |II‘|I|| ' © 2010 IBM Corporation
" N :
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Joe Created a View and Then Tried to Extract Data

2 Microsoft SQL Server Management Studio = lE
File Edit View Query Project Tools Window Community Help

ANewQuey [ BB 0 EHI h‘-ﬂﬁl@bﬁ'

% ] | Prvacy A lheae v 8 BB 204 P uE BEN 2= =
Object Explorer * X 10.10.9.243.Prhraq-SQI.Query?..sqI*]”Summaw] * X
Connect ™ E:} | create view view Customer asg select * fr SSN Results Set
B L:j 10.109.248 (SQL Server 301399 | Select * from view customer where custo that we ar-e il
£3 Databases - | interestedin
[ Security al | X
[ Server Objects [ Resuts |_1§ Messages
. . ]
@ [ Replication CustomerlD  FirstName  LastName CardMumber Name_on_Carf ssn bithdate ~address zipcode amournt
= Ma?ﬁgeﬁ”e”t . 1 f Arthony  6011884338876676 Joe Anthony || 123456789 | 4/4/62 123 Main Sireet, New York, NY (2345 12676
Notification Services 2 Joe Thomas  G011516565028858 Joe Thomas | 234567890 | 4/4/82 32 South Street, Boston, MA B B
SQL Server Agent (Agent XPs disa) || , ke Smih  GIIEITIZNGNNE JoeSmih | 15678901 | 6/7/88 12 Buckinghem, London, W4 4PH WAIPH 11265
4 3 Joe Jones  AASK742167789074  Joe Jones 456789012 N 6/7/03 12 Front Strest, 5. Paul, MN 32355 mn
h 4 Joe Craven  4024007126765006  Joe Craven BE7-B3-0123 | 6112/88 77 main street, New Ordeans, LA 23832 2111
Policy Violations Details [, | (2] (] [x] [v) &
Start Date: 2009-05-27 00:36:28 End Date: 2009-05-27 05:36:28
Cat Access Rule Iiule Severi
e ClientlP  Server IP SQL Query SEVETILy

Timestamp Bezcrigtion

Masked Extrusion Values ([0-9]{3}-[0-9]{2})-[0-9]{4}

© 2010 1BM Corporation
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3. Policy Exception Rule

Exception Rule Definition
Rule #4 Description IAIert on Failed Login @
- ]
category [Fci Classification [Caranolder Database Severity [LOW = ) P O I I ( :y EX( :e ptl O n S
ot [ serverip I :I andfor Grnupli ;Ii!‘i
Not I ClientiP | il andlor Group | ——————— =] ot

Mot [ CIientMACI Net.ProtoooII andranrnupli 'Ii"i - Falled Ioglns
DB Type Ii 'I Mot [ Service Namel and!anrnupli 'I-r!i

Not T DB Hame | andlor Group | ———— =& e SQL Erro rS

Not [T DBuUser I andrurGruupli Lli-!i

Mot [ App. l.IserI and/or Gruupl ﬂﬂi etC
Mot [ 05 uUser I and/or Gruupl li‘!‘i
Mot [ Src App. I and/or Grnupli Lli!i

period [ ——m8 —— 7| @

Mot [~ Error Code I and/or Grnupli ;I )
Mot [~ Exception Type | LOGN_FALED =]

Min. Ct. |1 Reset Interval (minutes) |1

Continue to next Rule [¥  Rec. Vals. [

Action | ALERT PER MATCH |
Notification
@ Notification Type SYSLOG Alert Receiver SYSLOG

Notification Type I vl

Alert Receiver

ik Add

¥ Cancel 2 Comment " Accept

D ,
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3. Policy Exception Rule - Preventing Attacks

i) g B
10.10.9.56 10.10.9.244
# 10.10.9.56

Returned SOL Errors [, ] (5] (i (x) [v]

Start Date: 2007-03-01 00:00:00 End Date: 2007-04-15 M:M:V\
lient IP Server IP - Server Type DB User Hame Database Error Text

10109244 1010956 ORACLE APPLSYSPUR \ ORA-00342 table or view does not exist

Failed Login Attempts [, | (2] (] [x] (7]

Start Date: 2007-03-01 00:00:00 End Date: 2007-05-01 00:00:00

User Hame Source Address Destination Address Database
MarcG 19216820107 1010856 QRACLE
L—
< &F‘LSTSF'LIEI 10.10.9.244 1010956 DRACLE
APPL=YSPOE I E .56 1010956 ORACLE

|
f
D [l Y79

Rogue users know
what they're looking
for, but...

They don't always
know where to find it!

SQL injection leads
to SQL errors!

Brute force attacks
result in failed

logins!

Guardium: 100% visibility with real-time alerts-. ..

’ © 2010 IBM Corporation
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Exception Policies With Real-Time Alerts

Rule #5 Description ‘Login Failures to Production Datahase Server ‘ @

Category ‘Securﬂy ‘ Classification |E|reach | Severity FOC u S 0 n p ro d u Cti O n D B

ot [] serverIp | M ‘andmr Gmul Production Servers ¥ ;!il Serve rS

ot [ ClienttP | ] T v )il ; . .
Hot D CIientMAC|:| Het.PrntucnIlIlanderruup Identlfy falled Iogln attempts
using the application

Hot [ Service Hamel:l ancior Groug
Hiot [ DB Name ‘ ‘andmr Groug ‘ ---------------------- hd H‘i aCCO u nt I

Nt [ ] ARPUSER e ] P v|4

Not [] Error Code anclior Gmup‘ ---------------------- v‘ﬂ;

fot DlE:cemiun Type LOGN FALED v

Min. Ct. D Reset Interval (minutes) |0
ContinuetonextRule [ ]  Rec. Vals.

From: GuardiumAlert@guardium, com Sent: Wed 4/15/2009 8:12 AM T k A t » .
3 ch
Action | ALERTPERMATCH | v| m e aKe AClion.

Cc

DB Type

This message was sent with High importance.

Subject: () SQLGUARD ALERT

HE:]H':C:‘:OL_ Tvne WAL Mail U — Subject: (c1) SQLGUARD ALERT Alert based on rule IIILogin Failures to Production Database Serverl i S e n d aI e rt VI a e m al I !
otification 1ype all USer marc_uamacheiouariium.com | Categorv: secunity Classification: Breach Severity HIGH

SYSLOG, SNMP or

custom Java class

Rule # 20266 [Login Failures to Production Database Server |
Request Info: [ Session start: 2009-04-15 07-11:07 Server Type: ORACLE Server[P

172.16.2.152 Client PORT: 11071 Server Port: 0 Net Promcol: BEQUEATHIDB Protocol: TNS DB Protocol
Version: 3.13 DB User: APPUSER
Application User Name A
Source Program: SQLPLUS Authorization Code: 1 Request Type: LOGIN_FAILED Last Error: ora-01017

Hotification Type MAIL

Category Hame Access Bule Description Client IP Server IP DB User Hame

v L A _ )
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Enforcement Configuration Options

S-TAP Terminate — No Latency, limits risk

Application servers

) Connection
Partial results set

Terminated

Check Policy
—l On Collector

-

-
iy

]

]

A

oy o

| siviianiiigi

SQL

SQL

_ Connection terminated Database

S-GATE Terminate— High security, some latency Check Policy

On Collector

Prevent DBA’s from
accessing sensitive data
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Vulnerability Assessment Report

Guardium

From: 2009-08-20 12:47:28.0
To: 2008-08-21 12:47:28.0

Resuts for Securty Assessment Comprehensive Oracle Assessment
Assessment executed 2009-08-21 12:47:28.0

Client IP or IP subnet: Any
Server IP or IP subnet: Any

\ 4

Overall Score

|| Tests passing: 42%

View log
Jump to Datesource list

Based on the tests performed under this asseszment, data access of the defined database environments requires improvement.
Refer to the recommendations of the individual tests to learn how you can address problems within your environment and what you
should focus upen first. Once you have begun addressing these problems you should also consider scheduling this assessment as
an audt task to continuously assess these environments and track improvement.

Detailed Scoring Matrix

v

Limited

Conf. DBA Profile FAILED LOGIN ATTEMPTS Are

ORACLE:
oracle - 9.59

Result Summary Showing 92 of 92 results (0 filtered) Current filtering applied:
Critical Major  Minor Caution Info Severities: - Show All -

Priviiege 9p 15f —1p#f — — 1f = = — = - - — Scores: - Show Al -

Authentication 2p 4f — — f — —1f - — — — — - — Types: - Show Al -
Configuration 2p 2f —8p 3f 42 1p 3 de — 6f J2 — - —
Version — — — = — - — - —— - — - Reset Filtering Ew
Other — 2f —2p3f — Jp—- T2 — — — 6p—1e -

hssessment Test Results Compare with Previous Results
Cat. Test Name Datasource  PIF Sev.
Other Excessive Login Failures (Production) [Observed] Fail  Critical Teo Many legin failures, found 15 per day.

Recommendation: An alarming number of login failures have been reported from your databases. This might be an indication of an
attempt to break into your database, or of someone trying to steal or damage your dats. The number of login failures should be closs fo
2ero, especially in production environments. You should immediately inspect all sttsmpts to scoess your database and the source of all

@4

— Select another resut— w |~

[ Download PDF

100%

Tests passing

T = @ o

= = = = =

= = = = = =
=

=
"o

Assessment Result History

Pe——
2 |er
P— )
3 3 a
\0 10 19
o o o

e—mv--

Reason

Historical Progress or

Filter control for

Showing 92 of 92 results (0 filtered)

the login failures, and take immediale action to deny access fo your database from unauthorized clients.

Fail Critical User profile [MONITORING_PROFILE] setup parsmeter FAILED_LOGIN_ATTEMPTS found out of defined threshold

value

easy use

D I

Regression

Showonly:  ResetFiltering
Severities Scores  Test Types

Critical & | ||Fail SYBASE .
Wajor E Pass M5 SOL SERVER
Minor — | ||Error INFORMIX [E]
Cautionary = WYSQL 4
Sort by:

First Second Third

Severity  +  Score + Datasource -

o Apply

IBM Corporation
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Vulnerability Assessment Example

Guardium Guardium

J Standard MW“*U"‘" flew Rem“’uPmmU"m“mmmDUCO"'pl"UD'sm'l JSiandard ReportsUMy llew ReporlsUProte{:l“ﬁssessﬂlardm[:]UComp\yUDismverl
Jmm Assessmﬂ[]UConﬂg. Change CorllmlUBaseIlne BunderUcmnge Reportsl J — A’“”MDU P —— mIUmeHne - de'U e “’l
Database Security Assessment .| (&) (i) (x) (¥) @ Database Security Assessment 1) (8 (@) (4 (¥) ©
Assessment Test Selections Assessment Test Selections
Tests for Security Assessment Partner VA Exercise ® Tests for Security Assessment: Partner VA Exercise ]
i o
i SelectAll [ UnselectAll % Remove Selected 2 SelectAll | UnselectAl 9 Remove Selected
h A
Type Test Hame Tuning = Type Test Name Tuning |
[] ORACLE _TRACE_FILES_PUBLIC Is False B/ CONF Minor (n/a): 1 OTHER Major 10: Maxirum
- ) — =, MNumber of Policy violations
[ ORACLE ADMIN_RESTRIGTIONS /s On B/ CONF Major (nia): O Access Rule Violations 2 ner day (after actoring
[] ORACLE Access To The UTL_FILE Package is restricted B/ PRIV Major {n/a): the sssessed period)
] OTHER Informational 30:
o _ CONF Cautionary ) Waximum Number of
[[] ORACLE CONNECT_TIME is limited E/ 5,000,000 Enter maximum 0 Admin Command Executions E/ adminigtration commands allowed
allowed value. per day (after factoring the
CONF Cautionary CEzEEEl ta
[[] ORACLE CPU_PER_SESSION limited EY 5,000,000: Enter maximum ¥ OTHER Minor 5: Maximum o
Tests available for addition Tests available for addtion
Oprredeined  Ocusom O uerybases @ Al Ovrredefied Ocustom O Querybases @i
[Observed] || ORACLE DB2 SYBASE | MSS5QLS..| INFORMIX | MYSQL [Observed] || ORACLE DB2 SYBASE || MSSQLS..| INFORMIK| MYSQL

Note: Tests of this type aperate off of abserved scoesses 2nd do not connest to any SOL Dtesolrezs, MNatet Tests of this type operste off of observad acresses and do not connect to amy SQL Datasources,

— no more tests

OTHER: Clients Executing DOL Commands of this type found / avaiiable —

OTHER: DBCC Command Executions

ezzive Administrator Logins
ezzive Login Failurez (Production)

OTHER: Excessive Login Failures (Test Env.)
es3ive SOL Errors
: One User One P
AUTH: Oracle Predefined Users Access b Add Selections
OTHER: Patch Gap Azzezzment

Back G D
o Pk ot ;!i Done n ° - — i!i
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Integration with Security Infrastructure
Send Policy Violation to SIEM

SIEM Vendors
Tivoli, ArcSight, CA,
EnVision, LoglLogic, SenSage,
etc

-FW
-Windows
-Unix
-Cisco

-AV

-IDS

-Etc

SIEM Vendor Schema
Src, Dst, log field, action, vulnerability
level, priority

Policy Violations [ Incident Management [, (2] (&) (x] (¥) @
Start Date: 2008-12-08 10:26:04 End Date: 2008-12-08 11:25:04

Violation _eqm Access Rule
Logld Timestamp Description

IJB User

Client IP Server IP Full SGL String

Guardium

Send Security Event to
SIEM

Mappin

A

A

A

A

© 2010 IBM Corporation
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TCIM Raw Event

Event Inspector

Event: Alert unauthorized user access to EBS HIGH Mo associzted articles
Additional Details

Yiew Event Context Report

Field Sets: | (none) X W Hide Empty Rows

= root

Aggregated Event Count: | 1

Application Protocol: | BEQUEATH

Correlated Event Count: | O

End Time: | 12672008 4:37:37 PM PST

Event ID: | 450043657163

Locality: | Local

Manager Receipt Tirme: | 12872008 6:37:06 AM PST

Message: | select ¥ from ar_trx_bal_summary

Narne: | Alert unauthorized user access to EBS HIGH

Qriginator: | Source

Raw Event: | <25>=Dec & 16:37:37 ¢3 guard_sender[29710]: CEF:0|Guardium|¥ersion|7.0]20029 |Alert unauthorized user access to EBS HIGH
|&|rt=2008-12-08 17:37:02 duser=SYSTEM dst=192.168.2.148 dpt=128 src=192.168.2.148 spt=20189 proto=BEQUEATH

msg=select * from ar_trx_bal_summary

Start Time: | 12/8/2008 4:37:37 PM PST

Type: | Base

Policy Violation Sent to ArcSight

Policy Violations | Incident Management (] (2] (] (%] [¥]

Start Date: 2008-12-08 10:25:04 End Date: 2008-12-09 11:25:04

"’“"m‘“" Timestam m—“"’ﬂ Access Rule ClientlP  ServerIP "B "’“" Full SGL String Severily
Description Description

. © 2010 IBM Corpo
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Connection Terminated — Sent Event to SIEM

ArcSig'h’r%: Py :ﬂ E- I:l a | e Cuardiom ' — © telp

Last Login: 12/8/2008 5:56:15 AM PST @ oOptions

@ Logout

2 Modify || @ Save Channel As...

Start Time: 12/5/2008 6:00:00 AM PST VYery High: O E
End Time: 12/9/2008 6:59:59 AM PST High: 2
Evaluation: Continuous Medium: O
Filter: Device_Vendar Contains [IgnoreCase] "Guardium” Low: O
Inline Filter: <MNo Filter= Very Low: O :l
Total Events: 2 Running

Displaying: all
Bm © Add to Case | @ Options | © Inline Filter | @ Export Field Set: | Custorn A

=

End Time -

12/8/2008 4:37:37 PM PST | Alert unauthorized access to EBS HIGH

192.168.2,145 | 192.168.2.148 Guardiurn | 20189 BEQUEATH SYSTEM select * from 25=Dec 8

ar_trx_bal_summary 6:37:37 c3
Quard_sender
\e7...

STSTEM sglact ® from

ar_trx_bal_somimary

A

1921682148 | 192.168.2.1458 | RN | Guardwm | 20189 | BEQUEATH

Folicy Violations / Incident Management [, | (2] NI L

Start Date: 2008-12-08 10:25:04 End Date: 2008-12-09 11:25:04

Violation
Log ld

Category Access Rule

Tomestamp Hame Description

Client IP

© 2010 IBM Corporation



