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But, Finding Sensitive Data is Hard

Fpt—

HEHTEROFRBRER %"%ﬁ‘é
RASRBERTRRERGERPF BALGT X > B TRETERARNEHRMEL -

Row

987,623
987,624

Sensitive Data Repository
SS # Age

Member
595846226
567472596
540450091
514714372
490204164
466861109

O WN =

123-45-6789
138-27-1604
154-86-4196
173-44-7900
194-26-1648
217-57-3046

15

Phone
456-7890
(138) 271-6037
(154) 864-1961
(173) 447-8996
(194) 261-6476

(123

(217) 573-0453

EBARXY ﬁﬁzﬁ% ﬁfﬂéfﬁ

(243) 681-8107
(272)923 6280

444629628
423456789

243-68-1812
272-92-3629

87
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B# % HH4% 3 - IBM Optim 431K FI % R4 R IRALR F B R4 > e BOb AT 4 sk ZER

(De-Identification), %18 A {t(Depersonalize), B & {t(Anonymize) & % #y #& #& (Masking) i

Fl B4R Bt T X

Intelligent Data Masking

A comprehensive set of data masking techniques to transform or de-identify data:

+String literal values *Arithmetic expressions *Lookup values
*Character substrings *Concatenated expressions «Intelligence
*Random or sequential numbers *Date aging
4 Example 1 Y8 Example 2 h
Customer Infermation iRersenaliinioriiable
Customer No. 123456 | PID | E165851537 Account FirstName LastName
Name |Z5 A/t 10000 Jeanne Renoir
10001 Claude Monet
A PYHE — %2557
peiess 10002 Pablo Picasso
City | =/t Zip [ 80203 :
Referential integrity is maintained with key
Data is masked with contextually correct propagation
data to preserve integrity of test data Event Table
Account FstNEviOwn LstNEvtOwn
10002 Pablo Picasso
10002 Pablo Picasso
N v
A O | /.,
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(Data Transformatlon)

Sensitive Data

OPTIM
(Data Masktng) ' ) T

(2) Advanced Statistics

F"T L EAE A L9 0 IBM Optlmzﬁﬁ:j&y%’aiméfﬁ)ﬁ —+4w : SAP > Siebel » Oracle ERP#:}E#T/{%J ;
PIBFAES) XX AP PIA ERGIRE ~ FE A GAAHERE & ERUE P L E RPN - — F"TIBM
Optlm B Al &/xﬁ&ﬂﬁédzé%ﬁ%?ﬁ&#ﬁnﬁbﬂg FHYRB T2 HE KA BRI S
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FREBR  HEL2RHE120E @@L AP Rz - oes HELFR
Hgh > 2HRHALRBRREASTIRARXCRABREA R GERER -

e WebJE FHTE=GEIESRR - BRI N ETRHITREET]

e B X IDS/IPS/IDP Web /& i #2 &,
) ] ] B ] r
dsde Mehtee
op SECURITY
& Check Point loyer  Svstems
L IOGI T TepiigPonk
Cross Site
DoS/ Web Server/OS Scripting
DDoS Known Parameter\
Anti- Vulnerabilities Tampering
spoofing - \

Port

irew ”
Scanning Fi all Server
Pattern- Cookie
based Attack pgisoning
EnCOded' / NMintahaoo

based AttaCK/ Web rs ﬁ 5‘ E i&’f;% %‘E
saL . xEE

\ .
Injection mY . -
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BRARXBRARN®Y » AFANEIABREIABANBERARTLGEER IEK

HRRTREEN FRARAZERRE  SHEERARZLHBTHRTIOHR
ANERAN > TR ERHFTHR

Zf: Parameter Tampering

15 B @AM”%W»&-&@%%’J@ Eﬁ%ﬁﬂ

ﬂ Hotel Reservation Online - T 21959 - Windows Internet Explorer

W [ﬁ Hotel Reservation Online - Transacton ... f2 - B - @ - [Page ¥ & Toos ¥

Hotel Reservation Online .’{'l—'— f@il': ?']:}E.I‘eseﬂ D Ei %2001 200

Dear MR Sam, . _

| >RGBTHARELHI SN
As aresult of your reservation 20031958 .
atthe hotel Le Meridien / Jakarta/Indonesia 4 62,3 iF 2k &4 E-mail

for 2 nights (from Jan 23 2007 to Jan 25 2007 ) | H H v
we processed a credit card transaction on Jan 15, 2007. : L Inlectlon ﬁ

The credit card transaction was successful.

1>

The details of your transaction are as follows: ¢= Altoro Mutual: Recent Transactions - Windows Internet Explorer E
(SR [ &) hetpuigaltoro testhive. netibankytransaction aspx 3| [$2] %] [seoa B
Reservation number: 20031959 Plnks @]z Glidion ey @ nvT @start plac glEc F emp BosF @ waler @ asE
Card_HoIdngame: Sam I e I@Altom Mutual: Recent Transackions ] I -8 d=h - [ pages - ¥ Took -
Credit/Debit Card: xoor-000c-000-2196 f———
Expiration Date: 06/2007 =
Amount: 240.00 SGD Sian OFf | Contect Us | Feedback | Search
B AltorOMUtuaI g@ E
J (L~
silled = [ - g
You T f = [ I
i N o ) ) PERSONAL SMall pUSINESS INSIDE AITORO MUTIAL
ease note that this is not an invoice. An invoic Il be issued 10 days after your ch e j__m K . i
You can get vour invoice following this link. IWANTTO ... L U4 A01/01/2006 union select userid,null,username+','+password,null from users-- I
® View Account Summary
® View Recent Transactions
. . . ® Transfer Funds o efore i
We hope you will have a nice stay at this hotel | P s SN L Beh [ | [(Submit]
We are looking forward to making a new reservation for you ! ® Customize Site lanquage il TS A
erh our fhanks_. TransactionID Accountld Dascription Amount
20 1001160140 Rent 1100
|Done 21 1001160140 Deposit 1050.88
22 1001160140 Deposit i1050.88
23 1001160140 389.12
24 1001160140 1050.88
27 1001160140 385.12 |
68
74
77
1
Privacy Policy ] Security Statement | © 2006 Altoro Mutual, Inc.

g web application
= purely coincidental. This site is provided
bsite. For additional Terms of Use, please |

! The Altora Mutual websita is published by Watchfire, Inc. for the sole purpose of de
! vulnerabilities and website defects. This site is not a real banking site. Similariti

i "as is" without warranty of any kind, either express or implied. Watchfire does not assume any ri
22 | go to http://vw.satchfice.com/statements/terms. aspx.

! Copvriaht © 2006, Watchfire Corporstion, All rights reserved. i =
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b HATRSDE > B m4FR (component scanning) &A% 444 (composite
analysis) W - b BEEHRBRAKINEZNRER  UEEHEBARSEE -

~ g2 ) wa ) wswwx ) oa | wzam | ress
|ﬂ 4 ? Eﬁ -
-® L | <
e AppScan Source AppScan AppScan Tester Qfaﬁ,sdﬁﬂ AppScan
(222 R5hR) Developer Source AppScan Source OnDemand
Automation Security (SaaS)
AppScan Enterprise / Reporting Console E
(¥R E2RAFRE)
ARHAHBZAN | 2 ARELE || A4FNTRLE | EARPOLATG—|| F2/UAARG | Z2ASPEXT
BT EERRER MBEE T8 ,i”;?"?i‘é/ HR2/EARR || B, =6, AR, B || HEZGHZARR
» SR' >
A AN N\ AN AN AN 4
BRARARERETH
A O | /.,
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Rational AppScan 2 @ BARXZ2 2P & » LA RKMMBERE
SRBEHMFRAFERES DU °

/'lBM RESR—FFAGAKEDHER

R(ZABAR)RABLEIHBRA(EH
R 3R) By 6 2 8]

"RAART AN ERRBERTHSE
}%}Emﬁi\—ké}éﬁ)’dﬁ 2 BERE

FARENRLSNA

Brna ErEre R R

. WEB}&H&%#%&M LY

AT & 2 Watchfire, ] &4 & & EmE R
1996 - 2007 4 AIBM

— AppScani ¥ &k E 4 ey WEBE A £2 X %
ety ]

- ARAEAXBRPHEFLRETIHFHLE — #1
(IDC#eGartner)
— 23 %P #i81000% Market Share
. ﬁ‘\.%-ﬁ-é}*ﬁ/ﬁl =F-] | i_’or _
Al & A0unce Lab/» 3] 84 & &% » s 3L #2002 17t Annual Appllcatlon
£ 2009$4ﬁAIBM DUCT Security
— 2009 Gartner’'s 1st Magic Quadrants & % E
YR IS TEE S U | &Y )] — Gartner & IDC

- %15‘5%'&- \*ﬁ‘#ﬂ /BIJ'\?}‘ 7 A vy
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NREFSOMEEZEELE - BRERAYRLEER B ZBALCEERARZS
oy e

Create Report il Create Report 5'
[0

N g R E ] N g & R B

Security Repart | Industry Standard Regulatar_';.f Compliance  Delka Analysis Security Report  Induskry Standard Regulatn:nr_';.f Compliance  Delta Analysis

Repart Type | Layout |

* |ndustry Standard Report Template

O%WASP Tap 10

SANS Top 20%5

SAMS Top 20VE

WASE Threat Clazsification

The Payment Card Industry D'ata Securnty Standard [PCI]

Repart Type | Layout |

{* Regulatony Compliance Report Template

[US] DCID 643 Confidentiality Regs Protection Lewel 2
[US] DCID 643 Confidentiality Regs Protection Lewel 3
[US]DCID 643 Confidentiality Regs Protection Lewel 4
[US]DCID 643 Confidentiality Regs Protection Lewvel B
[US]DCID B3 Integrity Basic

International Standard - 150 17739

[US]DCID B43 Integrity High

[US]DCID B3 Inteqrity bMedium

[US]DCID 643 Securing Advanced Technology 15
[U5] Electranic Funds and Transfer Act [EFTA]

[U5] Federal |nformation S ecurty bamt. Act [FISkA]
[U5S] Financial Services [GLEA]

[US] Healthcare Services [HIPAA) %

International Standard - 150 27001
- OWASP Top 10
« SANS Top 20
+ 1SO 27001 , 27002 %

+ VISA PAPB [US] MERC CIPC Electicity Sector Security Guidelines
. HFITEBEHRZ222 (PCIDSS) [US] Privacy Act of 1974
. Baselll 115 afeHarI:n:nr

Sarbanes-Oxlep Aot [S0X]
[US] The Securties Act
[US] Tile 21 Code of Federal Regulations

- P EE% (SOX)
© 2BE&BERF L (GLBA)

taszterCard SOP —
- FBFEALBWLE (EFTA) Visa CISP ~
£ User I:I.EfimaclB SaCR Lucs 2 " User Defined

Browse. . |

I Browse... | I
Fresiem I Save Report... | Cloze | Help | Frewviem I Save Report... | Cloze |
A AL

s Y < -
25 et &) SmarterSecurity&Resilience




BAXNBRBAH ALKEAH KBETCARRABRBELE  EFTUBEK
BRAGERCRBRATIEAGLNE  TRAREERHRENESHRE -

RB{RAEHERR

proventia'management
SiteProtector™

Unified Enterprise Security
Console for all products

Enterprise Protection Products
proventia'network  proventia'network (Appliances and Agents)

Internet Scanner Enterprise Scanner

T
’j% ’}'5 >E\- @ e S R R— A!Ibased_ upon the

1SS protection platform

XMW - ARBIESES
#Hir o A IBMISSHBREZLHEFEHRRER  EAEBRNEH ERHBRTFH AL - 24

S

proventia network proventia'network proventia'network proventia'server  proventia'desktop
Protection Agent Protection Appliances Protection Appliances Protection Agent Protection Agent
.
Proventia ‘ 4&
Mail Filter

Proventia Network MFS(MX) | Proventia ADS Series

E Proventia Server

=

Proventia Proventia Network IPS(GX)
Web Filter 4@
B & % 5

A
26
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Proventia Desktop
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RELERE P2 - RA'BUTXBAAEWELT

o_ IBM ISS Proventia ESP Enterprlse Security Platform 9

= Proventia Enterprise Scanner » SiteProtector
* Internet Scanner = SecurityFusion

= SiteProtector 5 * Proventia Anomaly Detection
= Assessment Services eI Protection
= Vulnerability Management 7 _ Prioritization

Service "

P tia A ly Detecti
roventia Anomaly Detection SiteProtector

= Proventia Intrusion

] Reporting and Threat Prevention / Prevention Appliances
= SiteProtector

* Assessment Services

. !ganaged spervic[es : e
ustomer Porta = Proventia Desktop

| - l'&g o8 « Proventia Anomaly Detection

1 r‘! {
ISS M &SSIuna| security rvl(;65
' "aged Securlty 56 "

Cost Efficient and Flexible Pricing Model

c KROMEAMREH 2R ERHE+1BAK—Z2TETE
c BRITAVNEHERFTHRHE

4 o © SmarterSecurity&Resilience

Benchmarking and Shielding : E;g:t:?tt;anlll:'i?fl:’:;zd

* Proventia Server

i



#7505 7646% B 5 & #9Web Application Firewall ?
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»SQL (Structured Query Language) Injection
»LDAP (Lightweight Directory Access Protocol) injection
» XSS (Cross-site scripting)

»HTTP (Hypertext Transfer Protocol) response splitting
»JSON (JavaScript Object Notation) hijacking

»PHP (Hypertext Preprocessor) file-includes

»CSRF (Cross-site request forgery)

"|IBM IPS3i% B PCI-DSS#) & 2 £ B a3t :

—Payment Card Industry (PCl) Requirement 6.6
which goes into effect on.

6.6 Ensure that all web-facing applications are
protected against known attacks by applying either of
the following methods:

»Having all custom application code reviewed for
common vulnerabilities by an organization that
specializes in application security.

»>Installing an application layer firewall in front of
web-facing applications.
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Percentage of Vulnerahilities with Vendor-Supplied Patches
by Vulnerability Disclosure Year, 2006 — 2008
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Vulnerability Manual Protection
Found /

Vendor Patch Availability (2 wks-6 mo) .pply Patch (500 man days) '

!}% Apply Host Virtual Patcrl <—— Completed Dynamic Protection

Day 0 \Apply Network Day 14
30 Virtual Patch (< 1 day)
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Scans sites —
Website
H
5
_ Reports to site .°.
Security Analyst protector . Request may or may not be blocked
with > depending on blocking rules
ppScan

Sends to development

IPSreportsto %,
for remediation

Site Protector

Fusion correlates data

Criminal sends malicious request

Developers fix issues
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HTTP_URLscan ¥ | Detected event
HTTP_webplus @ aktack Failure (blocked by Proventia appliance)
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V1

', HTTP tunnelling bypasses
the firewall, by design

SOAP request

Minicomputer

IP Firewall

Server  Server
Using an XML-aware firewall to protect internal
servers and enable message-level security.
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—Encryption algorithms: 3DES, DES, AES
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XML Security Gateway

—Data encryption and decryption between external clients and
internal Web services servers.

Decrypted Message
Partially Encrypted Message <PO=
<P =Buyer=ABC CorpiBuyer=
<Buyer=ABC Corp<yBuyers
<CreditCard=
<EncryptedData>DF ADAFDED<'EncryptedData>
<P

=<Mumber=1111222233334444<YNumkber=
< Expiraticn=04/05SExpiration=
~¥ CreditCard=-
FPO=

Web services

IF Firewall

cliem Internet Server 1
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Customer Cusfomers Merchant
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Q&A

The technology is here.
The people are ready.
The time is now.
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