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File server Online Data 8% 0.1%

b :é:{ /;I‘:i"& é i T /{‘l_ @L %%ﬁ- %‘ﬂ ‘é: ? Public kiosk system Online Data 2% 0.4%

Table 9. Detailed listing of compromised assets by percentage of breaches and records

> e A Authentication / Directory server Online Data 2% 0.1%
.‘ﬁi Z{?—’S(‘ ‘ri 4h /be é(J 2% g;} E(A F}{\K\ jaE /f‘l‘ };ETL ? Backup tapes Offline Data 1% 0.04%

./rq ng’: ﬁ /\%&K ﬁ T ;é,:( i};’i’. F‘% ,6‘% Ii % ? Document ts Offline Data 1% 0.000%

Workstation End-User System 8% 0.01%
Laptop End-User System 4% 0.000%
PIN Entry Device End-User System 2% 0.004%

Source: 2009 Data Breach Report from Verizon RISK Team
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Structured Data
(API, LUO, LUG6.2)
3270 / 5250 A |
(TCP/IP and SNA) MQSeries HTTP/S
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Client-Server
End user applications

emulation

Web

applications

Specific
applications

Specific
applications -
Client-Server

3270 — SNA, TCP/IP (TN3270), Enterprise
Extender, SSL support

Unisys - TD830

5250 — SNA, TCP/IP (TN5250), MPTN, SSL
Web Access — HTTP, HTTPS

Terminal Access — VTXXX protocols

Database access — Oracle (SQLNET), DB/2
(DRDA) and MS SQL (TDS)

Client/Server messages — TCP/IP, MQ
Series ,MSMQ, mainframe SNA LUO and LU6.2,
SMB, FTP
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« Complex environments
» Multiple access paths

« Firewalls, IDS/IPS can’t prevent traffic that
appears to be legitimate

* Most organizations have formal data security
policies but ...
v'"No practical enforcement mechanisms
v'No visibility into what’s really going on --
especially with privileged users
« Dependent on native logs
Can't capture DBMS activity on their own
« SQL access is much "richer" than

UNIX/Windows/Cisco logs
DDL (Create/Drop/Alter Tables)
DML (Insert/Update/Delete)
SELECTs (read operations)
DCL (Grant, Revoke)
SQL exceptions (SQL errors, etc.)
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All SQL traffic contextually analyzed & filtered in real-time
fo provide specific information required by auditors

N &~
3, —’@ -

Client IP

Client host name
Domain login
Client OS

MAC
TTL
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Failed logins
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Server IP

Server port
Server name
Session

SQL patterns
Network protocol
Server OS
Timestamp
Access programs
App User ID
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DB User Hame Application User Sl
APPLISER joe zelect * from EmployesRoleliew where UserName=?
APPLISER joe zelect * from EmployesTable

APPLISER marc inzert into EmploveeTable values (77777 7 7)1

Issue: J& FA #2 X A5) AR 25 1% FA 18 A RR A5 TR P A2 IR B kB

MEERIB A BB B X 574 (connection
pooling)

Solution: Guardium=] i& 3¢ 748 Bf 5 b4 J& F 42 X 1& A
% wyie A #IDAFERSQL 354
Out-of-the-box support for all major enterprise
applications (Oracle EBS, PeopleSoft, SAP, Siebel,
Business Objects, Cognos...) and custom
applications (WebSphere....)
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Server

|
A \\ /,

22 smanet o)} SmarterSecurity&Resilience



THREASBRREE - RTREABEARIOEBER > L TUER L
BESHIBRAMNARERZERFGRE - ER[{K—FHETE

z/0S
g~
Z-TAP 5 ~
| L L]
= o ‘I. N
ey L -

N vy, W

Remote Locations &
Outsourcers

Central Manager &
Aggregation

A el s
2 Panet SmarterSecurity&Resilience



IBMPS 274 1A & £
BRERBEFET R

Applications

Mainframe

Operatmg SIystems

-

Firewalls

Databases

-

SYSLOG NG
ﬁ /
PRFHRRES

e

Bp B 52 2 54+ Bl Bt o
# & 4R B (TSOM)

J

A

\I/

Smarter ‘\ o,

Planet

-

T
Operational Dashboard

Third party integration

alerts

SmarterSecurity&Resilience



Agenda :

o 1F KRR AR A% ) BB

c ABREHEIGE
© PII4E R EAT B
- BREFTEERSW
- FHRBEZRH#

« HFERRHEH

c MHMBE

A

vy
Smart (7o 8 < -
Planet SmarterSecurity&Resilience



REMEHBR

OF ¥ OF'E: o
" AID ~ AL - HHMRE - RAR
e
LHNZFERT  ERATR

AR X
TRMEBR

Unix @mﬁﬁ%% o
EECE A

ﬁ%{ﬁ'}ﬁ S ~ % *q‘g == Replay: 16/03/2004 21:50:00.727, bartm £3 =8

'S | B oot Maintenance
e
| Mo & |4 [OF ] &l
Record changed successfully

ﬁ' ENKACTF Current ficcount Subsystem S emntr
Account Maintenance

AS400

-

3

Y
OOO

Money Transfer Activity per User
100080000
s 2 0 300560 ‘
= ver ,Florence J—
57 Seader road,Manchester,?6544 HJ,USR ‘
R 1140300.09 ‘
Bversge o :
4500. 00 ‘ J
ontem = E e . S g y
$ s ¢

+ Report Data
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consumeraffairs.com A
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Countrywide Warns Millions of Data Breach COl:l“tryV_Vlde

Former employee sold customer records for two years FlnaHCIal,u

Passport Security Breach on McCain, Clinton &
Obama

State Department Contract Employees Fired, Another Disciplined for Looking at Passport
File

flos Angeles Times
Archive for Saturday, March 15, 2008

UCLA workers snooped in Spears’ medical
records

Compliance Home

Regulatory Compliance Portal

Alleged Breach of George Clooney's Health Information Leads to
Suspension of 27 Staff at N.J. Medical Center
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|:| |E;'| 3 |5kb  [June 25, 2005 13:00 June 25, 2005 | 13:17 (GMT #1) | Windows Server Private Banking Server CRIMO13 E-I ptLugD;E
[E] (3 [213 kb|June 25,2005  |14:00 June 25, 2005 | 16:30 (GMT +1)/1S Private Banking Website | CRM013
&l |1 |84 kb |[June 25,2005  |15:00 June 25, 2005 [19:00 (GMT +1)| Windows Server HR Data Server CRMO014 Report information * | [
€] Done 4 My Computer
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Who did What type of action on What?
When aid he do it and Where, From Where and Where To?

A
87 37 Panet ’ SmarterSecurity&Resilience
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Collect normalize 5 Bl
& Store i Who

) What
Investigate © on What

& Retrieve & When > }ﬁ ;;\& )

() Where
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| Enterprise Overview
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HAMEMENVELME B
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Compliance Dashboard

Settngs | Trend graphic

Eutthys

_Events by top event count by "What" and “Who" for Oct 1, 2005 til Nov. 28, 2005.
o - I - I
Access Contral » —.J—..a—.r—‘la—.}—-l——

Au:luLngAnunmp—,I;——f |
ARG NN

Reflrieve Sysinfo » &+ -

System Actions » @ [ F—
System Updates » — J;_ T
Qahekes 5 J—rhhrtw

il il e ol

xéfﬁ?fﬁﬁf e

Percentage of Policy Exceptions for Oct 1, 2005 till Nav 28,
2005

40- P\
20 '_‘_,_\\r_,__,—'—r’
|||||||||||||||||

o*o"'o&qﬁ“o&e* T A

'OJJJJJJ

‘
Status Loaded & Selected
Loading Date: Nov 29, 2005
- Content Aggregation of all collected material for the last 30 days.
A ~ I/
syt nd SmarterSecurity&Resilience

Planet



BRETEERSHAF =Y : g#EREAE (Communicate)

i
Managa an"& Monitor, Audit & Report 1

Analysis Engine Report Center |}
PUMA™

Collect normalize [\ Wl
4SO g © Who \\ Best Practices
¥ © Whlt 4\ Compliance

Investigate 1\ WERLLLT \ e\
ECL O when sass I,
v/ y ST,
Log Continuity | © Where from HIPAA
epoey © Where to GLBA
SOX
PGl

Pl

- BEMEHRS

- HIEERREA

- EEHEEN
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Dashboard Summary Reports  Policies  Groups — Setlings Regulalions  Log off Sanainesien Tamguie &

L= Dashboard * Regulations e ;‘:_‘:‘ 5
Compliance Modules == SR,
« Baselll | ===

S = % s
) L ] s
A b o % =
Introduction Policy Reports Documention -
Template =-E‘— ;-l—; b -2 ﬂ' r- ot
Fuloy Tamjias .un,
» Gramm-Leach-Blilely Act (GLBA) T el g
» Health Insurance Pprtability and Accountability Act (HIPAA) —l_ == : fr (|| e ——
+ 150 17798 |- o iis T w—
B o5 € |
Reporis Documention :_
te T ate —=
« Sarbanes Oxley (SPX) [
o Lt .
L
Introduction Classification Policy Reports Documention
Template Template




O- 0 R P Fe& -5 ik

= | 3 . E-NCN £
1 W @ W S A @ EEXEYEITY IS e

Dashboard Summary Reports  Policy Groups  Settings Reguistions  Portal d%‘— I ﬁ"é z/‘,J 75,'-‘ N 5/"{%%— }}?‘ ‘!Z}L:‘élj B % e

2NN ==
L: Portal * Dashboard = Regulations * Sarbanes Oxley = Operatiocnal Change Report = Eventlist  Event-detail

Event Detail S s AR g
5 5 HEIFI_ b
» Event information R 3
Field (ETCHJP In the US:
Severity 2 (1=} = contactzalez@conzul.com
) o ] Direct Line: +1 703 675 2022
When Fri Oct 31, 2006 08:05:01 GMT +02:00 Office Hours (10} 10 Toll Free (US only): 800 258 5077
What Grant : Privilege / Success Security Changes o0
Administration 40 EMEA and Asia Pac:
Where SRV_DC_034 (Windows) Finance Server 50 contactzales@consul.com
Who Jim Hofferman Administrators 30 G SR T
Databaze Admin 30 ——
Finance Admin 20
From Where KPWKSTO3 (Windows) Workstation 10
O What USER : Chin055 / Chin055 Authorization Objectz 30
20
Where To SRV_DC_034 (Windows) Finance Server 50
+ Incident Tra r.:king ¥ AUDIT_200503.AUDIT (C:,Documents and Settings'ross'Desktop) - GYIM2 =1olx]
File Edit Tools Syntax Buffers Window Help
» Additional information ANDE | ee| s RS ASA | TaQ? 2
. FEARTEKE, @RCREEEEREERELEF @ECURITY L B2 RS3” z A% @ H @) @D+@ 3 @8 ESYSTEM
« Investigate ¢ “M*@x"@BATCH_440°H @/ @ D @ AR H @ W Apyyj"H @ X" Apijjiy
- "EHE"Z H E"R"E @
Time: Fri Oct 31, 2008 08:05:01 GMT +02:00 (+-) 1 minute VI “@ G @APPLES. @S @DSAB:[S¥S1.SYSCOMMON. J[SYSEXE]LOGINOUT .EXE"F "R E"R T R"N'Ei"@"R"C"R"@"E"R"E"R @
: 2T ; ; = “@"L"@"F @SECURITY H @+ @
Selected time zone: GMT+01:00 Home, San_Marino, Sarajevo i "N G @-"BHOM Y @ “@xyzz.bananajunior.con”L @2 E6N0dz"Ax"B H @) @t $ B8 @HOH

[ Fiter by Platform: SRV_DC_034 (Windows) “R7Ex"@MOMTC_P2_BG164"H B/ R E"AB"AH @ W Apijijii “H"@" X" Apijijij

@ H@ Y H R RR R
[IFitter by User: Jim Hofferman "@"C"ECYGHUS. @" S @DSAB:[SYSH.SYSCOHHON. [[SYSEXE]LOGINOUT .EXE"F @ ATE TR K E; "R R " E"E'R"E"E"E QA
: - “@"L"@"F"@SECURITY L @2"B§cknz A="B"H @) "QuEt $ @B"@SYSTEH “H*@="E@BATCH_4
Investigate I 43 H @/ @ DR AR H" RV APy "H "X "Apiiji
"ETHE"YHRTRE R
"@"C"ECYGHUS . @" S @DSAB:[SYSH.SYSCOHHON. J[SYSEXE]LOGINOUT .EXE G @ ATE TR K E; "R R " A E'E"E"E"E QA
"@"L"@"F"@SECURITY L @2 @N"Lanz A% @ H @) "Bult $"@8"@SYSTEH “H @*"@BATCH_
443 H R/ "@ DR ATEH @ W AP “H R K " apijijij
Logrecords... @RV EE R E
“@" G ECYGHUS . "@" S @DSAB: [SYSO.SYSCOMMON ][ SYSEXELOGINOUT .EXE"Z ™A U @V BT AR " BB E"E B R @
“@"L"@"F @SECURITY H RI"EN!§% H @R A @ "R H @ A"@" A @ @ @ H &% "@F ILE

18,35-411 All

€] 5 Ty CompIE——
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CAS Configuration Navigator Assessment Test Selections
Template Cets @ Tests for Security Azsessment: Health Assessment Test1
Guardium Unb/DB2 Assessment : UNX - DB2 ﬂ List Filterin 7 SelectAll £} Unselect Al 9 Remove Selected
Guardium Uni</DB2 Template Set : UNX - DB2 (Default) 0% Type g - . 3
Guardium Unix/informix Assessment : UNX - INFRMX — Type Test lame Tuning =
Guardium Uni</Informix Template Set : UNX - INFRMX (Defautt) —al—- = [ 1observed] Clients Executing DDL B Other Informational 2: Maximum Number of
Guardium UI'IWM‘_."SQL Assessment  LINX - MYSQL DB Type Commands clientz executing DOL commands allowed
" " . Other Informational 20: Maximum Number of
gz:;ﬂ:z: 3:$gr:§: Tem;;:.:esn?_ 'UUNP;(K _DMR)":S'LLE(DET-EUM —all-—- b [] [observed] DDL Command Executions E¥ DDL commands executions allowed per day (after
Ass . - factoring the as=zessed period) L
Guardinm ni/Oracle Temnlate Set - LINX - ORAC] F (Defaulty — One User One I & Other Informational 2: Maximum Number of
Guardiun-r @ i Different IP's Allowed per user
[l ORACLE DBLINK_ENCRYPT_LOGIN Is True [ Configuration Informational (n/a) :
s c No Authorizations To Syst oo 4
Results for Securty Assessment Comprehensive Oracle Assessment _ Select another resut— v |7 || o Authonizabions To S¥Elem _ea
Assessment executed 2009-08-21 12:47:28.0
— = available for addition
From: 2009-08-20 12:47:28.0 Client IP or IP subnet: Any
To: 2009-08-21 12:47:28.0 Server P or IP subnet; Any I @ Download POF predefined Ceustom O query based [OFN]
lbserved]| oReciE | pE2 svBASE || MssqLs...| mForMIx || mysqL
Assessment Result History =
100%
belect mudtiple items wsing Shift- or Crrlclick
rostssassine 42% 8% Fonfiguration: TRACE_FILES_FUBLIC s False .
e d et 0 ) Fonfiguration: ADMIN_RESTRICTIONS Is On =
o n 60% Configuration: CONNECT_TIME limited E
Based on the tests perfurmed under t_hxs,_ gssessment, data access of the defined database environments requlres improvement. 4 Fonfiguration: CPU_PER_SESSION limited
Refer to the recommendations of the individual tests to Igam how you can address problems within your env!mnm.ent and what you g 0% - — e SR Fonfiguration: DBA Profile FAILED_LOGIN_ATTEMPTS Are Limited
shuubd.fncus upen f!rst. Once you have begun .addressmgthese problems you should alzo consider scheduling this assessment as 2 L o Ponfiguration: DBA Profile PASSWORD_LIFE_TIME I Limited
an audit task to continuously assess these environments and track improvement. - Lonfiguration: DBA Profile PASSWORD_VERIFY_FUNCTION Is Implemented
futhentication: Default Accountz Pazsword Changed
Viewlog < pther: File permissions
Jump to Datespurce list @ 0%13 . X Dther: File =canning v ok Add Selections
19 \9 \0 19
! s i R
D Back | Groups &8 | Done M
Result Summary Shawing 92 of 92 results (0 filtered) Current filtering applied:
Critical Major Minor Caution Info Severities: - Show All -
Priviege 9p 15F — 1p 4f — — 1f — — — — — — — Scores: - Show All -
Authentication 2p 4f — — 1f — — 1f — — — — — — — Types: - Show All -
Configuration 2p 2f —8p 3f 42 1p 3 de — 6f 12 — — —
) o ol ) o e e Reset Filtering Ew
Other — 2f —2p 3 — Ip—Te — — — Gp—12 -
Assessment Test Results Compsre with Previous Results Showing 92 of 92 results (0 filtered)
Cat. Test Hame Datasource  PIF Sev. Reason
Other Excessive Login Failures (Production) [Observed] Fail ~ Critical Too Many login failures, found 15 per day.
Recommendation: An alarming number of login failures have been reported from your databases. This might be an indication of an
sttempt to break into your database, or of someone trying to stesl or dsmage your dats. The number of login feilures should be close fo
zero, especially in production environments. You should immediately inspect sl sttempts to access your datsbase and the source of sl
the login failures, and tzke immediate action to deny access to your database from unauthorized clients. A
Conf. DBA Profile FAILED LOGIN ATTEMPTS Are DRACLE: Fail Critical User profile [MONITORING_PROFILE] setup parameter FAILED_LOGIN_ATTEMPTS found cut of defined threshald Smarter = AR
Limied e 988 Planet SmarterSecurity&Resilience




10.10.9.56 ﬂ<

10.10.9.244
10.10.9.56

ey vt

Returned SOL Errors [, ) (3) () () (Y @

Start Date: 2007-03-01 00:00:00 End Date: 2007-04-15 00:00:00

109244 10109356 APPLSYSPUB ORA-00942: table or view does not exist

Failed Login Attempts [, ] (2) (i) (X) (v} @

Start Date: 2007-03-01 00:00:00 End Date; 2007-05-01 00:00:00

Userllame  Source Address Destination Address
192 168.20.107

—
APPLSYSPUB

R AT A 7R
Yo TR B
TR & %ey 1D

BHBEEXAS%T R ER
ASRGIRERE > B AR
B EMNERE?

A \I/

Smarter o,
Planet

SmarterSecurity&Resilience



DB User Hame sql

STEVE select * from ar credtcard where i=7 and i<? 4
HARRY select * from ar credtcard where i«? 4
JOE select * from ar creditcard where i<? 99 B EE ZIRANB L — 5

e 45 P HR99ME B P 6 B 9
;?Ieu’irmn ﬁljiﬁ{&ﬁ%{‘l—@ ?

JOE ar credilcand where  #sssssssssgnng

i<?
sehd L] 1rm Mlnﬁlllﬂlllmzl nmnmnmomal nmammmﬁm‘ llllﬁllnllllﬁm' Amnmnmmm' msammnnmm'l
JOE ar credicard where 0008, 0003, 0010, 0011, 0012, 0013,
i<? 0014, 0015, 0016
select * from o 7. 0018, 001 g‘ UU?G, R iy . ""”m”'“”mzz.
J0E ar creditcard where 0023, 0024, 0025, 0026, 0027, 0028,
i< ARG S5, S]]
select * from 0032, 0033, 0034, 0035, 0036, 0037,
JCE H‘.Cl'efﬂm mre mnmnnmml nmnmnmmg‘ nnlsmmnsﬁmu‘ nnmunmmu“' Amnmnmmﬂ' mmnmnnmu'
i«? 0044, 0043, 0046
select * from 0047, 0048, 0049, 0050, 0051, 0052,
JOE o credilcard where  Mtstsan(S3 ssmssieisg 0035, 0056, 0057, Hessmssaranog R“Ie #l ne sﬂ-ipﬁon |rm_App Sa'ce Anﬁser mmm |
i<? 0038, 0060, 0081
select* from 0062, 0063, 0084, 0085, ‘0066, 0087,
JE  arcreditcard where 0068, 0089, 0070, 007, 0072, 0073, Category Classification Severity
i<? 0074, 0075, 0076
select* from 0077, 0078, 0079, 0080, 0081, 0082, 1
IOE ar creditcard where Mgy sttty 0084, 0085, 0088, 0087, 0088, Not D Server IP l l .fl | andfor GI’M4 | Procuction Servers v ‘H’
i«? 0089, 0040, 0081 1

select * from

082, 0033, o0, 05, 009, 0097, |llot ClientlP I ‘andlor Group | Authorized Clent IPs v/eh

ot (] Client MAC let. Protacal andior Group
0B Type ot [7] Service lame| LT —— v it

tot [ 0B lame | e L —— v/éh

JOE ?’:andmfe A (GQ a9y
«? .

ot [} 0B user |APPLSER llmlfor@a,p[ -------------------- vl.—’-‘

Min.Ct 0 | Resetinterval (minutes) 0
Continue to next Rule 7] Ree. Vals. [v] = o pPE———

iﬁ ?’L‘ f‘ﬁ j:i#}?é ] LA ﬁﬁl :E’K 7H- ]§ Action | ALERT PER MATCH A

Su’bj!:l: |t SQUGUARD ALERT

él] },/?é FH ;/% éﬁ) I D ’ /f—Ei 7?5 Aéj 'H' Hckicetlon Subject: (:1) SQLGUARD AI.ERTAlmbas:donmleIIJ nox-App Source ApplUser Connection |

(X) Notification Type MAIL Mail User marc_ga | Caegory. security Classification: Breach Severity MED
H Client IP 192.165.20.160 FerverT?:

=) = Z £20067 [non- i
J& 7% w1 IF B4R AR 25 P A2 89 [P Reper . St s 2080413 5395 S Tpe ORACL
g“ :“ 2 — ~ J216.2152CH T: 11787 Serv : 152 - TCP DB Protocor. B PIo Version:
%;& é{] ‘j}:t: ? ﬁ ,5\(%;& 62 T % ;..;I]); Ulw;i;?[‘]ggl 11787 Server Port: 1321 Net Protecol: TCP 000 D ool Yersion

Agpplication User Nams

%U 4 NT Autherization Code: | Request Type: SQL_LANG Last Enor:
45 SQL: select * from EmployeeTable 1

|3




BRERATHEFRARS LTDBHE 4

login as: joe

]T:I!T!?TTEETTJ.ISZ's password: {'IOI!!/ dO' you track users who
Last login: Tue Apr 14 15:17:12 2009 from 192.168.20.160 switch' accounts (perhaps fo
[joefuz ~]4§ ppu - Umlel cover their tracks)?

Pasavords Native DB auditing (& SIEM) tools can't

-bash-3.00%] sgglplus system

capture original OS user information

Other monitoring systems anly provide
OS shell account that was used

SQL*Plus: Release 10.2.0.1.0 - Production on Tue Apr 14 15:17:39 2009
Copyright (c) 1982, 2005, Oracle. All rights reserved,
Enter password:

Connected to:
Oracle Database 10g Express Edition Release 10.2.0.1.0 - Production

5QLY insert into AppUser.EmployeeTable values (10016, 'Joe’,'Smith','Salary','Bonus',500000,1);

1 rov created.

Ry | SYSTE insert into AppUser EmployeeTable values (72,72 7777)

Sql
gvsrﬁml iomcusl insert into AppUiser EmployeeTable values (2.2,22,2.2.27)
[I!DJMIMsI.&MAEnﬂFﬂ Sql
SYSTEM ORACLE |[joe | insertinto AppUser EmployeeTable values (2.2,2,2,7,2,2,2)

|
A \\ /

Y . .
smarner {o)}  SmarterSecurity&Resilience
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“DBMS software does not protect data from administrators, so DBAs

today have the ability to view or steal confidential data stored in a

”
database. Noel Yuhanna, Forrester, “Database Security: Market Overview,” Feb. 2009.

T p—

iroot@oﬁpr&y ~1# sqlplus

Application Servers

Priv lcged
Llsers

o

SQL

Oracle, DB2, My.

S5QL*Flus: Release 10.2.0.1.0 - Procduction on Tue May 27 01:13:32 20

Copyright (c) 1982, 2005, Oracle. All rights resexved.

Enter passwoxrd:

Connected to:

Oracle Database 10g Expres

s Editicn Release 10.2.0.1.0 - Production

QL> select * from creditcard;
rom cre

selec
*

ERROR at Ig

Car

ORA-03113 3§ end-of-file on communic

hannel

sor> [

Session Terminated .

Issue SQL
Sybase, etc.
Held SQL
Connection terminated .
-loix J
A 6
Check Policy
n Appliance

|
A \\ /,

(o . -
smarter o)}  SmarterSecurity&Resilience



A RRBETIR

Rule 24 Description

Tenminate Connection

ik R m R 2 & AFRET B R

Category Classification Vioiatin Severity | HGH v |

ot [ Server P | Il

| andior emu;l| Production Servers

Which Servers

ot [] Clientip | i

fiot [ Client MAC Het. Protocol andior Group
Oracle v W ot [ service llame

DB Type

ot [] DB Hame |

| andior Grog | ==--=s----s--eeseceees

Which Databases

ot [} DB User

| andlor Grou] (Publc) Adiin Users

v‘;!‘

Which Users

v|;|1.

v|;|—.

1
ot ] App. User anilior er.I Oracle EBS AppUser Group
ot [] osuser \anidfor Gml_u'mmrized 05 Users v|r.
ot [ sre App. BT ——
tot (] Field tame andlor Groug] Senstive Columns | ok
ot [] object | mcml Financil Objects
tot [J Command andlor Grou (Public) DML Commands
Min. Ct. 0 Reset Interval (mintes) 0

Continue to next Rule [] Rec, Vals. ]

Action | S-GATE TERMINATE

ALERT DALY
ALERT ONCE PER SESSION
 |aLERT PER MATCH

v ALERT PER TME GRANULARITY
ALLOW

IGNORE RESPONSES PER SESSION
IGNORE SESSION
IGNORE SQL PER SESSION

LOG FULL DETALS
LOG FULL DETALS PER SESSION
LOG FULL DETALS WITH VALUES

LOG MASKED DETALS
LOG ONLY

S-TAP TERMINATE
SKIP LOGGING

LOG FULL DETALLS WITH VALUES PER SESSION

RESET
S-GATE %EEEN
S-GATE TE

Which Fields
Which Tables
Which SQL Commands

With the ability to terminate traffic!

A Yot 5
| & T
smarter o)}  SmarterSecurity&Resilience



B AR K TR A

R R RERA » 7T LA

ELTURE B FH T F
De ahass (hare Manasement Beose| U] Q) Bun Onee Blo @
L]
 Guardium .
Arc

cs Weekly Database Change Management Process
Ludit process execution began 41609 12:24 AM

Cther Resuts For This Process % 0

Rei . )
2 Bign Results £ Continue 4 Escalate & Comment [ Download POF
Distribution Status:
Comments:
Report: Database Changes Report [-ChangeRequest Report]  Overall Value: 3
Security Asgessment: Security Assessment [-Assessment]  Overall Value: 36
=
[ Start Date: 2009-01-22 15:00:00 End Diate; 2009-04-22 16:00:00
Timestamp 5;;; ! rigk level priority description  change id  change id entered F‘LSTI?JM I]:al:::r ClientIP  Server [P
I
20,09',01'22 ORACLE 0 3 i 10 CROODO000000042 crgd00000000042 ~ allen ALLEN  192.168.5.129 192.165.5.129 SELECT 7 from dual
1508120 revenuE table
A 20090122 Ater SOK
|— 1508 0 CRACLE D 3 revenue tabl CRR000000000042 crg000000000042 + allen ALLEM 1921688129 192.168.8.129 Ater table sox_sales_east add total_revenue flost g Vigy
—f 2009-01-22 Ater SOX
1508280 CRACLE 0 3 revenietable CRAOO0000000042 crgl00000000042  allen ALLEN  192.1688129192.165.5.129 Ater table sox_sales_central add total_revenue float
32%98031832 ORACLE 0 3 i’fgﬂig{able CROODID00000042 crqd00000000042 ~ allen ALLEN  192.168.5.129 192.165.5.129 Alter table sox_sales_west add total_revenue float
i 200.1-20 ORACLE 0 il CRGO00000000042 crg000000000042 —— allen ALLEM 1921688129 192.168.8.129 Ater table sox_sales_internationsl add total_revenue flost
1508440 revenue tahle
@-I-l----I-- iy View
@ 20090122
1541440 CRACLE D crgl00000000232  alen SYSTEM 1921688129 1921688129 SELECT 7 from dusl
49 12203”;532 ORACLE 0 0 copUOOIOOIOZE2  elen  SYSTEM 1921588128132 1583.12 e 1l au¢_sees tematnal s tal rev fost ecurity&Resilience



Applications

Mainframe
Op. e{‘]ajnsngg?ssmm

Firewalls

Databases

TSIEMA R B &

SYSLOGNG

@
RS
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[== |
D et M
Collectors
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Comipliance Dashboard

Reports

B ig

Retrieve Log-files

_w
Operational Dashboard
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Agenda :

o 1F KRR AR A% ) BB

c ABREHEIGE
© PII4E R EAT B
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- FHRBEZRH#

« HFERRHEH

c MHMBE

A

vy
Smart (7o 8 < -
Planet SmarterSecurity&Resilience



IBMty " BRI B RRE ) FRENFERAZT AL - BRER
FTEERSH - ERABREBABRFS T OFRLEr A EHTRFR

REFHEBARI - wHREH P CHERPEENES  AEHRFCAHKZ D HE
FEBARE -

AHEARG ABER-FMRARADAKRETRASY > ARERH RN > 4
8 HEHETRFAAEFE R -

FEBTFEXHENHE- TUSHI R FBFE2URERFAEZ - X H AR
i IBMEAAT R4 >+ &:BRS/6000%AS/400-F £ gyclient-server & A &
¥ & RTWEbEATF -

TEG TR 08k - TX404kFF A 09 A P 4R 1E > &ttupdatedtifv—#x A2 4 B
3 E R nskaireaddB/Efohowdie » AR SEIEABIRE TR A P BREL LA
Bt PACEARGENERENR BRI RERB THRMTFE -
HRELEFTREBANBEAA - TURRBLENZ R T RBERBRA > HE&5
RBBE BRBENEERESEHREIESLE T EETHFIMIER
%ﬁmﬁm’&Tu%$é&mﬁﬁé&&ﬁ%

A
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BROETHORERTE BB RAEREH - XHSHAFATHERY
#

WhmVE ¥R E > AELEE PILRIFIEH

EFERIEHARA  BHRREEH

Brak 45 3r A B IEILHE AG IR - BHDBAKIF &
ARARREEREDS BT UARGMEE
BOXARERATHMARBEARRE TEOASK
CEEER SR NI E 3N R
BHABALPERALZECREBERSG  REBTTRORSFR
BIFENREEINBRETHEN  SEHRINEZER

100% &% &4 R4 - a454&4#&S0X ~ BASELII ~ PCI ~ 1S017799/27001 %
A RAFTHA P EGHTHRE

o Y SmarterSecurity&Resilience




N3ER BT REERSEEF

Insurance

Banking & Finance

@ GE Money
(Obank.

s Sear Sarvice Graranioed (58]

¢ UniCredit Bank

x Raiffeisen
BANK

EQUIFAX ()tagswi

- TCF

Siece 1915
S ==="“"/

(&) NEDBANK

4€6

SECSERVIZI

VOLKSBANK
A BIZALOM OSSZEKT
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The technology is here.
The people are ready.
The time is now.
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XERPH
Supported Platforms Supported Versions

Oracle 8i, 9i, 10g (r1, r2), 11g, 11i
Microsoft SQL Server 2000, 2005, 2008

IBM DB2 (Windows, Unix, z/Linux) 8.1,8.2,9.1,9.5, 9.7

IBM DB2 for z/OS 7,8,9,95

IBM DB2 for iSeries (AS/400) V5R2, V5RS3, V5R4, V6R1
IBM Informix 7,8,9, 10,11

MySQL 4.1,5.0, 5.1

Sybase ASE 12, 15

Sybase IQ 12.6

Teradata 6.01, 6.02
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