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複雜的IT環境，需要太多
的資安工具來作防護，資
安的管理將會是現在式。

•如何有效的管理

•資安訊息的收集

•資安有效訊息的萃取

•實時資安告警產生

•提供實用的報告
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資安管理現況

• 網際網路的方便，駭客攻擊層出不窮

• 內部資安的管控不易

• 太多不同種類資安設備，管理繁雜且不易

• 資安資料的收集，面臨到複雜環境，廣泛收集方式，及時
呈現需求

• 事件處理及時性的需求

• 符規管理完整性的需求

• 面對資安海量的訊息，如何達到最有效告警。

• 在有限的人力下，達到預期的效果。



現有資安管理的解決方式
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所衍生及面臨到的問題

• 不同資安設備整合的問題

• 擴容的問題

• 未來性 – 新資安設備整合的問題

• SIEM與其他系統整合的問題

• 實施上的問題

• 考量是否有資安技術支援及訊息更新



次世代的資安管理的新思維

• 智能化
– 廣泛的資安事件收集，正規化，關聯處理

– 網路的預警機制

• 整合性
– 擴容升級的解決方案

– 統一管控單一管理畫面，整合其他系統

– 居高彈性，確保未來資安設備的整合

• 自動化
– 部署簡易

– 快速成效

– 維運高效



何為智能化

Security Intelligence

--noun 

1. the real-time collection, normalization, and analytics of the  

data generated by users, applications and infrastructure that 

impacts the IT security and risk posture of an enterprise

Security Intelligence provides actionable and comprehensive 

insight for managing risks and threats  from protection and 

detection through remediation



智能化的解決方案



資安管理平臺特性—智能，整合，自動



17

智能化:
深入內容監控及關聯
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Bolted Together Solution

• Scale problems

• Non-integrated reporting & searching

• No local decisions

• Multi-product administration

• Duplicate log repositories

 Operational bottlenecks

• Highly scalable

• Common reporting & searching

• Distributed correlation

• Unified administration

• Logs stored once

 Total visibility

整合性:
簡單的擴容及建置操作

QRadar Integrated Solution



單一智能性的完全整合資安訊息呈現

• Turnkey log management

• SME to Enterprise

• Upgradeable to enterprise SIEM

• Integrated log, threat, risk & compliance mgmt.

• Sophisticated event analytics

• Asset profiling and flow analytics

• Offense management and workflow

• Predictive threat modeling & simulation

• Scalable configuration monitoring and audit

• Advanced threat visualization and impact analysis

• Network analytics

• Behavior and anomaly detection

• Fully integrated with SIEM

• Layer 7 application monitoring

• Content capture

• Physical and virtual environments
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Log 
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Risk 
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Network 
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Network and 
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One Console Security

Built on a Single Data Architecture



自動化:
沒有額外的客製

Auto-discovery of log 
sources, applications 
and assets

Asset auto-grouping

Centralized log mgmt

Automated 
configuration audits

Auto-tuning 

Auto-detect threats

Thousands of pre-defined rules 
and role based reports

Easy-to-use event filtering

Advanced security analytics

Asset-based prioritization

Auto-update of threats

Auto-response

Directed remediation



資安管理平臺特性—智能，整合，自動

• Eliminates silos

• Highly scalable

• Flexible, future-proof

• Easy deployment

• Rapid time to value

• Operational efficiency

• Proactive threat management

• Identifies most critical anomalies

• Rapid, complete impact analysis



2012

SIEM

案例: 複雜的威脅分析

問題陳述

• 搜尋資料如同大海撈針

• 跨資安設備的海量資料比對攻擊
模式

• 對被攻擊目標的資產價值及相關
資產，需要有優先告警級別區分

• 了解威脅的影響

焦點分析

• 正規化事件

• 資產訊息

• 弱點內容

• 網路監控
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2012

QRadar SIEM

案例: 複雜的威脅分析

Sounds Nasty…
But how do we know this?

The evidence is a single click 

away.

Buffer Overflow
Exploit attempt seen by Snort

Network Scan
Detected by QFlow 

Targeted Host Vulnerable
Detected by Nessus

Total Security Intelligence
Convergence of Network, Event and Vulnerability data
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2012

QRadar SIEM

案例: 詐欺和資料外泄防護

問題陳述

• 驗證資安監控對應符規的要求

• 確保符規目標符合資安的目的

• 日誌本身不符合符規標準

焦點分析

• 應用層可視性

• 有問題網段的可視性



2012

QRadar SIEM

案例: 詐欺和資料外泄防護

Potential Data Loss?

Who? What? Where?

Who?
An internal user

What?
Oracle data

Where?
Gmail



實施的考量

• 如何逐步實施
– Log Management

– SIEM

• 升級建置時的考量
– Log Management與SIEM平臺的整合

– 因擴容及效能所延伸的問題

– 操作及維護的問題



現有客戶面臨升級的情況

資料庫

Log Manager

資料庫

SIEM Core Web Server

Sizing，Project Planning，
Deployment，Test，On line

SIEM 建置

升級至SIEM，需要化較多的資源及時間，曠日費時



逐步計劃，無痛升級

• Turnkey log management

• SME to Enterprise

• Upgradeable to enterprise SIEM

• Integrated log, threat, risk & compliance mgmt.

• Sophisticated event analytics

• Asset profiling and flow analytics

• Offense management and workflow

• Predictive threat modeling & simulation

• Scalable configuration monitoring and audit

• Advanced threat visualization and impact analysis

• Network analytics

• Behavior and anomaly detection

• Fully integrated with SIEM

• Layer 7 application monitoring

• Content capture

• Physical and virtual environments
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QRadar 產品線:
建置在共同的功能平臺

Intelligent, Integrated, Automated – One Console Security 
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SIEM

整合界面

• Single browser-based UI

• Role-based access to

information & functions

• Customizable dashboards 

(work spaces) per user

• Real-time & historical 

visibility and reporting

• Advanced data mining and drill down

• Easy to use rules engine with out-of-the-box security intelligence 



SIEM

資料精簡和資安事件優先化（Prioritization）

Previous 24hr period of 

network and security 

activity (2.7M logs)

QRadar correlation & 

analysis of data creates 

offenses (129)

Offenses are a complete 

history of a threat or 

violation with full context 

about accompanying 

network, asset and user 

identity information

Offenses are further 

prioritized by business 

impact



SIEM

智能防禦儀表板

QRadar judges “magnitude” of offenses:

• Credibility:

A false positive or true positive?

• Severity:

Alarm level contrasted 

with target vulnerability

• Relevance:

Priority according to asset or 

network value

Priorities can change over 

time based on situational 

awareness



SIEM

防護管理訊息

What was 

the attack?

Who was 

responsible?

How many 

targets 

involved?

Was it 

successful?

Where do I 

find them?

Are any of them 

vulnerable?

How valuable 

are the targets to 

the business?

Where is all 

the evidence?

Clear, concise and comprehensive delivery of relevant information:



SIEM

規則及搜尋功能

1000’s of real-time correlation 

rules and analysis tests

100’s of out-of-the-box searches 

and views of network activity and 

log data 

 Provides quick access to critical 

information

Custom log fields

 Provides flexibility to extract log 

data for searching, reporting and 

dashboards. Product ships with 

dozens of pre-defined fields for 

common devices.

Default log queries/views



SIEM

網路流量智能管理

• Detection of day-zero attacks that have no signature

• Policy monitoring and rogue server detection

• Visibility into all attacker communication

• Passive flow monitoring builds asset profiles & auto-classifies hosts

• Network visibility and problem solving (not just security related)



SIEM

網路流量上AP分析

• Flow collection from native infrastructure

• Layer 7 data collection and analysis

• Full pivoting, drill down and data mining on flow sources for 

advanced detection and forensic examination

• Visibility and alerting according to rule/policy, threshold, behavior or 

anomaly conditions across network and log activity



SIEM

合規管理：規則及報表

• Out-of-the-box templates for 

specific regulations and best 

practices:

• COBIT, SOX, GLBA, NERC, 

FISMA, PCI, HIPAA, UK GCSx

• Easily modified to include new 

definitions

• Extensible to include new 

regulations and best practices

• Can leverage existing 

correlation rules




