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Enterprise Governance, Risk and Compliance Management

Algorithmics (recent acquisition)

IBM OpenPages i2 Corporation (recent acquisition)

N (

IBM Security Portfolio
IT Security and Compliance Analytics & Reporting

IBM Privacy, Audit and
Compliance Assessment Servicei/

QRadar
SIEM

QRadar
Log Manager

QRadar
Risk Manager

IT Infrastructure — Operational Security Domains

Identity & Access
Management Suite

Infrastructure

Network

Endpoint

Network
Intrusion Prevention

Guardium
Database Security

AppScan
Source Edition

Endpoint
Manager (BigFix)

Federated Optim AppScan DataPower zSecure, Server and
Identity Manager Data Masking Standard Edition Security Gateway Virtualization Security
Enterprise Key Lifecycle Security QRadar Anomaly Native Server Security
Single Sign-On Manager Policy Manager Detection / QFlow (RACF, IBM Systems)

Data Security
Assessment Service

Application

Assessment Service ManagEd Firewall,

Unified Threat and
Intrusion Prevention
Services

Identity Assessment,
Deployment and
Hosting Services

Penetration

) Testing Services
Encryption and

DLP Deployment

AppScan OnDemand
Software as a Service

D

Security
Consulting

Managed
Services

—
)

X-Force
and IBM
Research

—

2012 IBMEXEEFEEXE
S FERATEEES

B8 TR R2ER - HEHIAEE




Ay

e @)
N =
\ ):F
sURINN
B sl
L.
By
e ﬁar
i eIa
AR «m

2012 IBMEXRER A KE



||
|
|}
/
)
€ 3
N

2012 IBMEXEEFEEXKE
ELERTRES




N

P

% g

b i =2
N 2 | Vﬂﬂm\ \.,ll.”‘luﬂ\
=, L °F (X
~ g by 2
/m 91\ R ,m ol
IS { Nmn % N .I‘.VA
Ny | LoRE

R AN .
r NP e
W e » b i
Hag s -+ alk ﬂn\ Eel
4; e M { Wm_m
It K O TR A D g
Ko B A S




e

et

B8 TR R2ER - HEHIAEE

2012 IBMEXEERE AR
P ERATIRES g




:‘-3]\
e
= »
co
-—\
r
[
]
“:i|
I
€ 3

Security Intelligence

--noun

1. the real-time collection, normalization, and analytics of the
data generated by users, applications and infrastructure that
impacts the IT security and risk posture of an enterprise

Security Intelligence provides actionable and comprehensive
insight for managing risks and threats from protection and

detection through remediation
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What are the Are we configured
external / internal to protect against
threats? these threats?

What is happening What is

right now? the impact?

Vulnerability PREDICTION / PREVENTION PHASE Exploit REACTION / REMEDIATION PHASE Remediation
Pre-Exploit Post-Exploit
Risk Management « Compliance Management SIEM e« Network Behavior Anomaly Detection
Vulnerability Management e Configuration Monitoring Log Management e Data Loss Capture

Packet Forensics ¢ Remediation e Dashboards
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Intelligent

Integrated Automated
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@ Labs

Total Security Intelligence | An IBM Company

ﬁ Security Devices --------- )
Q‘ Network Devices ---------
_— Event Correlation
= . » Logs « |IP Location
h’ ervers & Hosts ---------- e Fl + Geo Location :
—_ o - : Offense Identification L

« Credibility Offense)> .

« Severity
« Relevance

ﬂ Virtual Machines S Anomaly Detection
Activity Baselining & Anomaly Detection

L]

@ Applications --=--=-=--=--==- « User Activity |
» Application Activity '
* Network Activity |
3 ConfigInfo - --=-----=--== ].'
SUSPECTED INCIDENTS
(1] .
=‘ Vulnerability Info - -------~- )

Most Accurate &
Actionable Insight

Most Intelligence

Most Sources

Q1Labs.com
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Bolted Together Solution QRadar Integrated Solution

T?f

e

+ Scale problems « Highly scalable
« Non-integrated reporting & searching « Common reporting & searching
* No local decisions  Distributed correlation
* Multi-product administration * Unified administration
* Duplicate log repositories * Logs stored once
» Operational bottlenecks » Total visibility

2012 IBMEXRER A KE
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Log
Management

NS

QRadar - Dashboard QRadar - Secusky | Risk Management

SIEM

Welcomae, admin [logout]

Dashboard

‘Radar

t} | ["|NewDashboard [/ Rename Dashboard € Delete Dashboard | Add item.. ¥ Next Rafresh: 000040 Il @ |

System Time: 14:35 | Preferances | Help
- SRR

(—————————1 Compliance Overview — A
Top Systemns & Netwosk Oveniew ] ‘ Most Severe Offenses 5 X} ‘ Flow Bias (Total Bytes) [ % x|
| "7 " | System Monitoring ol
Zoom: max Zoom: max 2010-0ct-07, 07:31 - 13:31
Remainder '69.20.126.160 | Otfgnss Mo Magiiinia Caner win Only 0u Only
. w89.20.125.168 w59.20.125.165 | MS SWB2 Validate Provider Callback RCE — i Near Same wMostly Out Mostly In
Rlsk 00.20.126.167 100.260.20 Remote Desktop Access from the Internet containing
8.5 RemoteAccess MSTerminalServices 85000000
M an ag em ent € Possible Tunneling containing unknown c | iy w
& I Possible Tunneling containing unknown 3 .ft‘ ‘ ‘ A j
_ =l | | N
. | Ll A iy
! ] ‘ Most Recent Offenses 6 X} ‘ O |/ ;
10.00 13:00 10:00 13:00
Offense Name Magnitude
View in Log Activity Possible Tunneling containing unknown View in Network Activity
i iy i ion pri
Networ k Defaulti0S /IPS-Al: Top Alaim Signatures (-y—gry i Transfer High f Transfer pr Top Category Types (i3 X]
o o {Event Count) Local TCP Scanner Detected
ACtIVlty & Zoom: max 2010-Oct07, 07:31 - 1331 || || Passible Tunneling containing unknown qw— ‘ Category Offenses
A I Remainder Possible Tunneling conlaining unknown Unknown 13
noma T e | M5 SMB2 Validate Provider Callback RCE — Fitewall Permit 10
. y SInIE: e —————— — - | | TCP Reconnaissance 9 g
Detection -
Labs

Network and

Application Built on a Single Data Architecture

Visibility
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o Auto-discovery of log
sources, applications
and assets

o Asset auto-grouping
o Centralized log mgmt

o Automated
configuration audits

Asset-based prioritization
Auto-update of threats
Auto-response

Directed remediation

o Auto-tuning
o Auto-detect threats

o Thousands of pre-defined rules
and role based reports

o Easy-to-use event filtering
o Advanced security analytics
2012 IBMEXBEFIE X ®
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» Proactive threat management

* |dentifies most critical anomalies

« Rapid, complete impact analysis
g J/

Intelligent

* Eliminates silos
* Highly scalable

 Flexible, future-proof
N\ J

» Easy deployment
» Rapid time to value
« Operational efficiency
| )

Integrated Automated
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@ Labs

Total Security Intelligence | An IBM Company
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QRadar SIEM

@ Labs

Total Security Intelligence | An IBM Company

p—
Offense 3063 [8] Summary .N‘bal:tem (&) Targets @Cﬂtﬂg{xiﬁ [S] Annotations _Ew_-nh >
Magnitude 1/_ Relevance 3 SOU nds Nasty
TargetVulnerable to Detected Exploit B h d K his?
{. preceded by Exploit Attempt Proceeded by Recon : ut how do we Know this?
SEEL L preceded by ExploittMalware Events Across Mulliple Targets E izl 1428 events In 3 cate . . ) )
preceded by Recon - External - Potential Network Scan The evidence is a smgle click
Attacker/Src | 205755 / Start 2008-09-28 16:05:01 away_
Target({s)/Dest| Local (¥17) Duration 1m 32s
Hetwork(s) Multiple (3 Assigned to Mot assigned
Not Yulnerability Correlation Use Case lllustrates a scenario involving correlation of vulnerability data with |
oles China (202.153.48.66) sweeps a subnet using the Conficker worm exploit (CVE 2008-4250). The first 4
Network Scan Buffer Overflow
Detected by QFlow Exploit attempt seen by Snort
Destination | Destination / Low Level
Event Hame Source IP P Port Y /L)E’QHD& ot
O [ Metwork Sweep - QRadar Classify Flow 202153 48.66 | Multiple (716) | 445 ///Flﬁw Classification E| Metwark Sweep
B | NETBIOS-DG SMB vd srvsve MetrpPathConon| 202.153.48.66 | Multiple (8 445 4 Snort @ 10.1.1.5 Buffer Overflow]
Port | Service OS;'[:DB Hame Description Sz:rseﬂy

Microsoft Windows Server
Service Crafted RPC

445 unknown| 49243 | Request Handling
Unspecified Remote
Code Execution

— Total Security Intelligence

Targeted Host Vulnerable Convergence of Network, Event and Vulnerability data
Detected by Nessus

Microsoft Windows Server Service contains a flaw that may allow a
malicious user to remotely execute arbitrary code. The issue is triggered 3
when a crafted RPC requestis handled. ltis possible that the flaw may
allow remote code execution resulting in a loss of integrity.

Q1Labs.com Copyright OBl Q1 Labs, Inc. All Rights Reserved.



QRadar SIEM

@ Labs

Total Security Intelligence | An IBM Company

e AR £ BA 7

C BEF Kﬁ@ SRR o Bt KT AR

c BERAD BB LTI N0 o F RAERSOT AR
© PEEAELG B BARRE

Q1Labs.com Copyright ©lilll Q1 Labs, Inc. All Rights Reserved.



@ Labs

Total Security Intelligence | An IBM Company

QRadar SIEM

. 7 Magnitude
POten“aI Data LOSS H Description Potential Data LossiTheft Detected
Attacker/Src | 10.103.14.139 (dhcp-workstation-103.14.139.acme.arg)
WhO? What’) Where? Target(s)/Dest| Local (2) Remote (1)
Network(s) Multiple (3}
Tt Data Loss Prevention Use Case. Demonstrates QRadar DL
authentication ...
Attacker Summary ¢ Detsils 2 Whof)
- — &
Magnitude User scoit .
Description 1010314123 | Asset Name dncp-workstation- An Internal user
’ T 103.14.139.acme.arg
Vulnerabilities a0 MAC Unknown
Location MorthAmerica.all | Asset \Weight 0
Username
Event Name S_ouroe - Log Source (Unigue Count) (Unique Category (Unigue Count) Wh a.tr)
{Unique Count) Count)
O | Authentication Failed 10.103.14.139 OracleDbAudit @ 10.101.145.198 | Multiple (2} Misc Lagin M OraC|e da.ta.
W | MiscLogin Succeeded | 10.103.14.139 | OracleDbAudit @ 10.101.145.198 | scott W
B | DELETE failed 10.102.14.139 | OracleDbAudit @ 10.101.145.198 System Action Deny
B | SELECT succeeded 10.103.14.139 | OracleDbAudit @ 10.101.145.198 | scott System Action Allow
B | Misc Logout 10.103.14.139 | OracleDbAudit @ 10.101.145.198 | scott Misc Logout
O | Suspicious Pattern Deted 10.103.14.139 | Custom Rule Engine-8 - gradar-vn| MNiA Suspicious Pattern Detected
B | Remote Access Login Fa| 10.103.14.138 | Custom Rule Engine-8 - qradar-vm M/A Remote Access Login Failed

Mavigate > i 1|
Information »> DNS Lookup
Resolver Actions > |

TNC Recommendation Port Scan

Bl AssetProfile
Search Events
Search Flows

QRadar Has Completed Your Reguest

Goto APNIC results

[Querying whois.arin.net]

[whotz arin net]

Where?

Gmaill

OrgMame:  Googls Inc.

OrglD: GOGL

Address: 1600 Amphitheatre Parloway
City:  Mountain View

Copyright OBl Q1 Labs, Inc. All Rights Reserved.
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SIEM = ¥

Web Server

Log MLnager

Sizing > Project Planning >
Deployment > Test » On line

A B ISIEM> Z & PR DT IRE BT o GHp 7
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Log Radar” ' Radar = : Turnkeylog management

Log Manager Log Manager Free Edition SME to Enterprise
Management - @l « Upgradeable to enterprise SIEM
N 7

-

* Integrated log, threat, risk & compliance mgmt.
» Sophisticated event analytics

®
SIEM Radar » Asset profiling and flow analytics

SIEM » Offense management and workflow

 Predictive threat modeling & simulation
+ Scalable configuration monitoring and audit
« Advanced threat visualization and impact analysis

Risk ®
Management Radar

Risk Manager

\ _/

Network

® .
Activity & Radar Radar . Netwo_rk analytics -
SIEM QFlow » Behavior and anomaly detection
Anom,aly - * Fully integrated with SIEM
Detection ‘ N Nz
7

Network and Radar Radar « Layer 7 application monitoring
Application QFlow VFlow - Content capture

» Physical and virtual environments

Viibilty -
" 7

NS
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QRadar & &3 :
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\I

Security
Intelligence ™

og Ris
Solutions

==

p—
/ Reporting Real-Time \

: Workflow Rules Engine
Engine

Viewer

Security

Intelligence ==

System
Forensics
. API
\ Normalization /

Reporting
API

LEEF AXIS

Configuration Netflow

Offense

Intelligent, Integrated, Automated — One Console Security
2012 IBMEBERRE A ®
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SIEM
Fe&ho

e e T A Y.

Tome 138 | Proteremees

e Dosroars [ Tovast snd Secsmy Viomionrng e Comooms. (7 Raneme Darosers. () Ovese Daroowrs | Acs mem.. ¥ Retest Pasat 93040 D> ©
* Single browser-based Ul  [===rmnisme— ) T —
o . e g -y o T
‘Scan £ ofiowed B Succe:
10 e 2ame Source P preceded by Muligls Login Fadures 1o e Same Destina8ion |
§ s B ot St SR s TR G, 3 [ —g J = A
; e — o ol
e Role-based access to S T S oo Mo
. . . T Bo oo Ohees o op—
Information & functions e e T
e  nmm uass cantannd ienzen [T s
! Lasal ‘ﬁt‘n.khm - e HTTPYYS! — ém
T H Za Sonvces Desiad Sesath Pisatia Sheet Cuun 000 | Lmesans 2
e Customizable dashboards |- . . w . |==T0TTTTD 0 L meen e —
». 100240 292
(work spaces) per user P " A As 240 aaa i —
Destmaton Theoat
- - - § PE T AN 5y —-‘m}ﬁ“—m
e Real-time & historical “ —iiad
Im I rl ) = e "m _'_LLRQ_._

visibility and reporting =
« Advanced data mining and drill down

« [Easy to use rules engine with out-of-the-box security intelligence
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SIEM

FTHREHI-FTXF gt (Prioritization)
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System Summary

System Summary

5 x|

Current Flows Per Second

Flows (Past 24 Hours)
Current Events Per Second

Previous 24hr period of
network and security

New Events (Past 24 Hours)

Updated Offenses (Past 24 Hours)

Data Reduction Ratio

Most Recent Offenses

Current Flows Per Second 1.4 L

Flows (Past 24 Hours) 1.3M activity (2.7M logs)
Current Events Per Second 17,384

Hew Events (Past 24 Hours) B7TM 1

Updated Offenses (Past 24 Hours) a8

Data Reduction Ratio 10633 - 1 QRadar correlation &

Offense Name

Local Web Scanner Detected containing |
Web.Image.GIF
Potential P2P Traffic or VolP Detecte,

Most Recent Offenses

Ce3

preceded by Local TCP Scanner
Detected containing unknown

Local Web Scanner Detected containing

Web.Image. JPEG

MS SMB2 Validate Provider Callback
RCE

Local Web Scanner Detected containing
Web HTTPWeb

Default1DS [ IPS-All: Top Alarm Signatures (Event C

analysis of data creates
offenses (129)

!

Zoom: max 2010-Oct
Remasinder m HTTP: HTTF on non-st.

m MISC:COMEXANT-LOGIN m Slapper Waorm
m HTTP:HOTMAILEXE-DOW. . Juniper N rks Int...

75
E
=1
w

0 : Fy ‘.A‘ rFy

01:15 01:30
2012 IBMEREER S A E

PR TEES

B8 TR R2ER - HEHIAEE

Offense Name Magnitude
Local Web Scanner Detected containing
Web.lmage.GIF
FPotential P2P Traffic or VolP Detected
preceded by Local TCP Scanner
Detected containing unknown
Local Web Scanner Detected containing
Web.lmage. JPEG
M3 SMB2 Validate Provider Callback

RCE

Local Web Scanner Detected containing

Web HTTPWeb

Offenses are a complete
history of a threat or
violation with full context
about accompanying
network, asset and user
identity information

01:45

!

Offenses are further
prioritized by business
impact




SIEM

T iTRiyF
QRadar judges “magnitude” of offenses:

« Credibility:

. NP
A false positive or true positive” ~

\
. ® (i Description Attacker/Src Magnitude T"’}:gfn
° Severlty' ‘? Local 35H Scanner Detected |, Suspicious - Internal -
Er 287 Rejected... ! 10.100.50.81 - ultiple (508)
Al arm Ievel CO ntraSted Er 218 E::ilstse;;gs.canner Detected , Excessive Firewall 217.64.100. {52 L\Cal (@9)
with target vulnerability | e | ool US| o] || whoopae
g 108 gsgirgleelix:.l.oitfrdalware Types Targeting a Single 101005046 - Lodal (8)
3 Multiple ExploitMalware Types Targeting a Single
° R I . I 309 | oo 10.100.50 p5 - Mulfple (2)
e. evan Ce . . g 236 gzmgtseAF;Egcanner Detected , Excessive Firewall 21240 a0b10 - Rerhote (226)
Prio rlty accordin g to asset or T | 206 | M- Exema-Commuricaon it BT 010010k208 | redoe @
netWO rk Val u e Fy | 238 | VOIP: Pingtel Xpressa Denial of Seng 0.104.1430 - I'u'Iu,ipIe (2)
& 34 ost Detected 10.100.50.4 MLItipIe @)
. - Authentication: Repeated Login Failures Single 10.100.100.\00 1l100_150_2[
P t h Host, Login F...
. rl O rl IeS Can C a.n ge Over By -~ _:ngfniiggit:]g;;“Repeated Login Failures Single 10_100_50_54\ lultiple (3)
tlme based On Sltu atlonal g 284 Cos - BExternal - Flood Attack (Low) 205.1?4.155.5\ Remaote (1)

awareness
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Clear, concise and comprehensive delivery of relevant information:

| Offense 3063 €] Summary @i Attackers (&) Targets (7™ Categories [S] Annctations B Networks [ Events Flows ["|Rules Actions ¥ (= Print 9|

S ERBFES

B8 TR R2ER - HEHIAEE

Maagnitude Relevance | ] | Severity | g8 | Credibility | 3
Target Vulnerable to Detected Exploit y
S preceded by Exploit Attempt Proceeded by Recon . . [\
Description | ceded by ExploiUMalware Events Across Multiple TArget What was EETHEET 1428 events in 3 categories
preceded by Recon - External - Potential Metwork Scan
Attacker/Src | 202.153.48.66 the attaCkr) Start 2009-09-29 16:05:01
Target{s)yDest| Local (F17 Duration 1m 32s
Network(s) Multiple (3) Assigned to Mot assigned W -t
Vulnerability Correlation Use Case lllustr n of vulnerability data with IDS alerts An attacker originating from China (20 as I ha the
Notes Conficker worm exploit (CVE 2008-4250) Wh
Attacker Summary g Details / responSIbIe?
Magnitude User Karen
Description 202153 48 66 Asset Name Unknown
Vulnerabilities o MAC / Unknown
Location China Asset Welahd ]
, Where do | .
Top 5 Categories (=) Categories
Hame | Magnitude Local Target Count flnd them’? HOW Valuable
Buffer Overflow — 8
Misc Exploit 3 3 h
ise Bxp How many ! are the targets to
Network Sweep 716 [1417
{ targets the business?
Top 5 Local Targets Targets /
IP/DNS Name 4 |nV0|Ved? Chained User MAC Location N weight
Windows AD Server B / Unknown Unknown main 3
10.101.3.3 = Unknown Mo Unknown Unknown main 0
10.101.3.4 Unknown Mo UnH main o
DC106 Yes Mo Adrd main 10
10.101.3.11 Unknown Na T | Are any Of them main 0
Top 10 Events [\] Events VUInerabIe *
Event Name Magnitude Log Source Category Destination Dst Port Time
Misc Exploit - Event CRE | Custom Rule Engine-8 : gradar-vm Misc Exploit 10.101.3.15 445 09-29 16:06:33
METBIOS-DG SMB w4 srvsve MetrpPathCo < —— Snort@ 10.1.1.5 =0 TS W= wi FaiT 10.101.3.10 445 09-29 16:06:28
NETBIOS-DG SMB vd srvsvc MetrpPathCo N Snort @ 10.1.1.5 . 10.101.3.15 445 09-29 16:06:33
Misc Exploit - Event CRE — - — Custo ine-3 - gradar- Where IS a” 10.101.3.13 445 09-29 16:06:31
Metwork Sweep - QRadar Classify Flow — Flow Classification Engine-5 R 10.101.3.10 445 09-29 16:05:01
Metwork Sweep - QRadar Classify Flow - Flow Class=ification Engine-5 = gr the eVIdenceO 10.101.3.15 445 09-29 16:05:01
Metwork Sweep - QRadar Classify Flow — Flow Classification Engine-5 = gr - 10.101.3.10 445 09-29 16:05:01
Metwork Sweep - QRadar Classify Flow - Flow Classification Engine-5 . gradar-vm | TICTVOIE e 7] 10.101.3.15 445 09-29 16:05:01
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1000’s of real-time correlation
rules and analysis tests

100’s of out-of-the-box searches
and views of network activity and
log data

+ Provides quick access to critical
information

Custom log fields

+ Provides flexibility to extract log
data for searching, reporting and
dashboards. Product ships with
dozens of pre-defined fields for
common devices.
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Default log queries/views

Quick Searchez ¥ ?Add Filter HSa\re Criteria r Sawe Rezults g Cancel '\. False Fos

Campliance: Source IPg Imwalved in Compliance Rules - Last 6 Hours
Campliance: Username Invalved in Compliance Rules - Last 6 Hours
Default-IDS § IPS-All Top Alarm Signatures - Last 6 Haurs

Event Categary Distribution - Last 6 Hours

Event Processor Distribution - Last 6 Hours

Event Rate (EFS) - Last 6 Hours

Exploit By Source - Last 6 Hours

Exploits By Destination - Last 6 Hours

Exploits by Type - Last 6 Hours

Firewvall Deny by DST IP - Last 6 Hours

Firewvall Deny by DST Port- Last 6 Hours

Firewvall Deny by SRCIP - Last 6 Hours

Firewvall Permit By Log Source - Last 6 Hours

Firewvall Permit by Source IP - Last 24 Hours

Flow Rate (FPS)- Last 6 Hours

Inbaund Events by Country - Last 6 Hours

Ladin Failures by Log Source - Last 6 Haours

Offenses by Destination P - Last 6 Hours

Offenses by Rule Mame - Last 6 Hours
Dffancac bw Qnnrra 1P .1 act B Hnnee

[

Q| Top 10 Log Source Results By Event Count {Sum) D
O Zoom: may 2010-Mov-23,15:21 - 17:52
1| S fadit-2 o sting... m lptables @ 192.168.2... m Custom Rule Engine-3...

[ | miptables @ 192.168.1... wIptables @ 192.168.5... System Notification-...
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95000, ,

BES00

T PRE WYY YTV Y TV 1) Y g W YW B ePY

T T T T
14:30 14:445 16:00 1615 16:30 16:45 17:00

Update Details

T T
1714 17:30 17:45

2012 IBMEXRER A KE
T




SIEM
*ﬁ% in- ?.

Rh

ELe

ii;ll
d

« Detection of day-zero attacks that have no signature

« Policy monitoring and rogue server detection

* Visibility into all attacker communication

« Passive flow monitoring builds asset profiles & auto-classifies hosts

Network visibility and problem solving (not just security related)

Top 10 Application Results By Source Bytes (Sum) | |Top10a Results By D Bytes (Sum) 1]
Zaom: max 2010-0ct-05, 01:03- 01:5¢| | Zoom: max 2010-0ct-05, 01:17 - 02:0(
 Remaingar sk Szcur=Wst Wt Image. GIF 1 Web Agpication XJAV... m Remaingar Wk Apglication XAV, Wt Image FNG Wb Image JFEG
Wb Image JFEG Web.Mizo m DataTransfer Windows. m Remotzfiooess S5H b Agpication. Misc Web.Mizc mVolF. Skype mR=matzAccess B5H
other w P2P BitToment VolP.Skype other m P2P BitTomrent DataTransfer Windows...
22500000 185000000
15000000 - 110000000 A i
E E
2 &
500000 55000000 b A Y
01:15 01:20 01:25 01:30 01:35 01:40 0145 01:50 01:20 01:25 01:30 01:35 01:40 01:45 0150 0155
{Hide Charts|
Applicatio Source IP (Unique Source Network Destination IP Destination Port M &eiglal:p" Sol s Destination Bytes Total s - Source Packets Destination Packets Total Packets Count
TETEIR Count) (Unique Count) (Unique Count) (Unique Count) & Coufm"“"'e IEHE RS (Sum) e s ) (Sum) (Sum) (Sum) =
DataTransfer Window| Multiple (24) Multiple (7) Multiple (13} Multiple (2) Multiple (7) 16319315 531531708 547 851023 178 629 390 655 569 284, 123
P2P BitTorrent Multiple (20} Multiple (5) Multiple (85) Multiple (60} Multiple (3) 24216 868 191 621 654 235 838 522 127854 161 966 289820 546
other Multiple (269) Multiple (9) Multiple (3 063) Multiple (2 877) Multiple (10} 37 349 699 168 802 101 206 151 800 93 672 228 533 322 205 6810
VolP Skype Multiple (5] Multiple (4) Multiple (40} Multiple (40} ather 131172458 46819290 177991748 195570 76007 271577 171
RemoteAccess SSH | Multiple (10) Wultiple (5) Wultiple (7) 22 Multiple (4) 37835116 111223 020 149113136 101404 261727 363131 122
Web Misc Multiple (16) Wultiple (5) Wultiple (295) 80 other 10726 080 20635741 31361821 33634 23904 57538 2401
Web Application Misc | Multiple (3) Wultiple (4) Wultiple (31) 80 other 654743 23 125 267 23780010 8193 15674 23 367 89
WebImage JPEG Mumgle (13) Multigle 4 Wultiple (60) 80 other 2418857 13538 204 20 957 061 15449 14150 29599 586
_ TN TITINET LYYy XYY XTI Tnia a1

Etﬁéﬁiﬁﬁm
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Flow collection from native infrastructure
Layer 7 data collection and analysis

Full pivoting, drill down and data mining on flow sources for
advanced detection and forensic examination

Visibility and alerting according to rule/policy, threshold, behavior or
anomaly conditions across network and log activity

| Search.. ¥ Quick

Searches ¥ W Add Filter | Save Criteria [ Save Results g Cancel % False Positive Rules ¥ Actions ¥ Display] Log Source ] |

Rules

Add Anomaly Rule...
Viewing events from 2010-11-23 12:47:00 to 201 Add Behavioral Rule.. AN Option:

Grouping By: Add Threshold Rule..

Log Source

Using SeargheTop Log Sources
7

Top 10 Log Source Results By Event Count (Sum) / D Top 10 Log Source Results By Count D
Zoam: max 2010-Mow-23,15:21 - 17:52 Zoam: max 2010-Mow-23,12:47 - 18:47

SIM Audit-2 3 sting... mIptables (@ 192 168.2... w Custom Rule Engine-g... SIM Audit-2 3 sting... mIptables @ 192.168.2... W Custom Rule Engine-g...
mIptables @ 192.168.1... w Iptables @ 192 168.5... Systemn Motification- .. mIptables @ 192.168.1... w Iptables @ 192168 5., Systemn Motification- ..

104500 105000

85000,,,
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Display: I Rules |:| Group: Compliance ﬂ E]GJ
Rule Hame & Group Rule Caty
Compliance: Auditing Senvices Changed on Com... Compliance Custom Ru
Compliance: Compliance Events Become Offens... Compliance Custom Ru
Compliance: Configuration Change Made to Devi... Compliance Custom Ru
Compliance: Excessive Failed Logins to Compli...  Compliance Custom Ru
Compliance: Multiple Failed Logins to a Complia... Compliance Custom Ru
Compliance: Sensitive Data in Transit Compliance Custom Ru
Compliance: Traffic from DMZ to Internal Metwork Compliance Custom Ru
Activity Metwork Activity Assets Reports Risks Admin
Group: |PCI - DMEI‘IEQE Groups | Actions ¥ I_ Hide Inactiy
T ALITETTIL U, TUETTIY g1 N
=12 Compliance B
| | O cosr - Report Name
-1 FISMA 1Z) to Internet
D oLBa 5
. g
- 0 GSX-Memo22 by Admin (Weekly)
D HIPAA
- ®3) NERC
Lo ng Applications or Senices (Weekl
B pal hai (Weeky
. - sox v
4 I F
PCl 2.3 - Traffic to Trusted Segments (Weekly)
PCI 7.1 - Access to Cardholder and Trusted Systems (Weekly)
PCl 6.6 - Attacks against Public Facing Applications ar Services (Monthly

e ZUT . I T E I A e
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Out-of-the-box templates for
specific regulations and best
practices:

« COBIT, SOX, GLBA, NERC,
FISMA, PCI, HIPAA, UK GCSx

Easily modified to include new
definitions

Extensible to include new
regulations and best practices

Can leverage existing
correlation rules
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