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Tivoli Endpoint Manager for
Mobile Device Management

ST U B A

(THIERE B

QN

—

-
—

A

i
]
/
-
&
Y~
\

v



Connect 013 evsssoiBmRRE neesn, xuamies

/
-
)—
's
\

Agenda

MDM importance in MobileFirst

Tivoli Endpoint Management for MDM Architecture

MDM Challenge and Response

Why TEM Endpoint Manager

Shared under NDA r .
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IBM MobileFirst Portfolio

PS

Industry Solutions o
IBM and Partner Applications

Strategy & Design Services

Device & container
management

Self-service provisioning

Security policy
enforcement

Enterprise app store
distribution

Software version
management

App monitoring

Devices

’V Cloud & Managed Services
\ 4

Access gateway

Secure connectivity

Data leak protection

App compliance &
behavior analysis

Data Encryption

Network

Native / hybrid / web . . . "
@ development Automated app testing Data discovery Service composition
Applications — i = pEE——
q q obile specific ross-platform data
and Data Conlipueus dalivery middleware synchronization APl management
Platform
Management Security Analytics

Customer Experience

Performance

IT support

Business reporting

Servers
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Tivoli Endpoint Manager, built on BigFix technology

Network-friendly architecture can
deliver even large Service Packs
over 56k lines without disrupting
24x7 business applications

N\,

. !\ <z Headquarters
Stores / KlOSkS
56k
WAN
Single, intelligent
agent uses 2%
cpu or less Data center

Remote offices

”-,, ’g
Full command and control of

Distribution center Internet-connected devices

Whether it’s a Mac connecting from hotel wi-fi, or a Windows laptop at 30K feet, or
a Red Hat Linux Server in your data center, Tivoli Endpoint Manager has it covered.
In real time, at any scale.
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Console / Web Reports
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Laptops

____________

BigFix Server
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Device info

Computer Mame Manufacturer Carrier UUID J UDID

Android iPad iPhone WinMobile

D00000000000000 ? unknown generic 3619CE929CAA4ACTIB4 76220
358224040002945  nfa Lenovo ThinkPad Tablet Lenovo C8SACE3BC26C44869759432C
l 7T041BQXA4S Ben's iPhone4 Apple iPhone AT&T 3fS0b4cbbaf3386c84c866278E
l 81938CMX3MNP Estie’s iPhone Apple iPhone AT&T 8aB8e9890ebcazfba3d413b268
l 889393MB3NS Scot’s iPhone Apple iPhone Yodafone IT 94d10c4cS012a084c781ce357
l 99000033060934 nja HTC ADRB400L verizon_wwe A605SD472C38D04475442CD03I
l 99000052220657 nja Motorola Xoom verizon 68F4409966014DD59183BF30
l CBQFRSNYDDPC s0ap Apple iPhone Yerizon bSe05236061cb409abeSaecf2
l DMNEFNELTDFI1 Ben’s iPad Apple iPad AT&T cbl4alad7c616bSh3e539141€
l J30S0BMSZ38 iPad Apple iPad <error> bcSFd9954b5085ech1cf4dado¢

Device Count by Type Device Count by Data Source
) (lele) (€1e)
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.
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# of Rems in 'Other:
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() BRI ERTERE

RRIEEME | APN v |
APN =
U EABCERERE i3z e -kt =1 [ Create Fixlet 1o x|
BVEEIRFE i MName: | Deny Email Access For Devices which have not checked in to TEM Create in site: IMaster Action Site LI
BTHET Create in domain:  |Mabile Device Management =l

i Description | actions | Relevance | Properties
Exchange Activi I I I B I

1— =—
2 =
S— n—

| Al =HiA (B £ o =5 & | =
L BAEERER =

BEVOE Apple EARIERESTE Description

[t
"
11¥1
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This task will deny targeted mobile devices access to their email server (Lotus Traveler or

Microsoft Exchange). Use to restore access.

Actions

® Click to deny email access.

OK I Cancel
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Enterprise apps

JZEAPP Store/MarkettVAPPEGEAPK, IPAREZE

= ol & 6:09

PRGN W—

it allows IBM --

LY to manage and

Service status -
The servi

Offered Apps

to view the list...

vice IS running

Click here

aill Verizon 9 6:22 PM 99 % &

o ’ GarageBand

‘ Apple

IBM Lotus Symphony Viewer ©
IBM us

IBM Lotus Notes Traveler Companion 0
IBM Lotus

o e ®
(P |pordoraradio

. pive orop o

o R

IBM Lotus Notes Traveler

P S —

IBM Lotus

IBM Lotus Notes Traveler Companion offers
IBM Lotus Domino mail extensions for Domino
mail. Now, users who synchronize their
Domino mail using IBM Lotus Notes Traveler
have the additional feature of viewing Domino-
encrypted mail on their iPhone!

Please note that this application is meant for
users who are already using Lotus Notes
Traveler.

If you want a mobile alternative to reading
Domino-encrypted mail on your laptop, then
this is the application for you. Encrypted mail
will appear in your Inbox with only a unique,
secure link for the Companion application. ‘
After entering your Lotus Notes Traveler

password, the mail will be displayed on your

4 s
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FEHEAPP

Business

IBM Cognos Mobile

IBM Business Analytics

Business

.
@ IBM Endpoint Manager
IBM Tivoli

kindle Jeel
Kindle — Read Books,
& AMZN Mobile LLC

Photo & Video

Pic Stitch
Big Blue Clip, LLC

v Photo & Video

iRetouch Free
Nick Drabovich
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Self-Service Portal

Select a Device

Zak's iphone _ Zak's kindle fire

Zak's adr6425lvw
ADR6425LVW iPhone 3G _ .~ Kindle Fire
Android 2.3.4 i0S$4.21 d " Android 2.3.4
Zak's sdk | Zak's adr6425lvw
Android Emulator - ADR6425LVW
Android 4.1.1 . Android 2.3.4

QY"1
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Self-Service Portal

Zak's iphone - iPhone 3G

Management Security Details

Lock Screen

Wipe Device

Deprovisicn

B EAL
Use this to locate your device on a map. ﬁé%’%%

T PR

BPREE

BEEEESIR

This will lock your device's screen, requiring that you enter a pass',vcrd/:-k'fé access the device again (if a password has been
set).

Location not tracked

This is usually secmething you would do if you think you've lost yvour device, and dont want anyone using it while you look
for it.

Status: Successfully Sent!

This will remove all infermation and apps from your device, and restore it to its factory default settings. This device will
have to be re-enrclled once it is wiped.

Do this if your device is lost or stolen. Once a device is wiped, it's old settings and information cannot be recovered.

This will remove your device from management, and selectively wipe any data that required management (such as
corporate email and apps). Your personal user Apps and data will not be affected.

Do this if you personally own this device, and no longer want it managed through your MDM provider. Note this usually
means you will no longer be able to access restricted information (like corprate email) from this device.
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GPS Location
— H X & H LA i (& - A FRGPSHE].

)

KB AN FIRE 1 2012/517 F4F 04:53:2
ERzERRSHERE IR EI RS jo,
ﬁ 25.058369, 121.554677 (H Sun May 13 00:20:57 GMT+0800 2012 #£fFEE eric's Transformer Prime TF201 - Windows Internet Explorer [Hj[=] B3
M R —
sELH €96 | W hitlinas google cominaps7-25.056365,+1 O 7| | B3| 42| X | %, 25058369, 121 554677 & .. x || (N v i3
eric's Transform +You Search Images Maps Play YouTube News Gmail Documents Calendar More ~
EREEN GOUgle 25058369, 121564677 (& Sun May 13 002057 GMT+08002012 2  [JNCHI  signin
eric@chintrust.con
N iana L3
Getdirections My places & co ¢ % L o !
EERG P ¢ » )l >*~ﬁ§»‘/w M T Xihu station
Android 4.0.3 u -
v _ASun May 13 00:20:57 GMT+0800 2012 #ERYEEE
Ruzg E Sun May 13 00:20:57 GMT+0800 2012 & eric's Tran);former Prime TF201 {{vE %E
) RY%EF eric's Transformer Prime TF201 /Y o
i Transformer Prime WE | %.058369, 121.554677
ped -
5 i w
= BRME Search nearby more~ A + = £
fE] Street view
FIIBSEERY  2012/5/11 T4 04:43:51 Ad - Why this ad? 1, H_N'I'rections Search nearby Save to map more~
o B GMT
BE#  asus Tlis Leading Semiconductor Company
Register And Apply For Free Sample!
HOEH  asus www_ti.com/
EEEEB  nfa See your ad here » Zhon{ L.g
HEEREA 52102880 e 9
Xien
BFEEEE  Native b g RERHZA & s ehou St
F = Yanshou
Maps Labs - Help | 5;00 ﬂg;' Xl|lv9'énsf % W = &
Google Msps - ®2012 Google - Terms of Use - Privacy Fk.'.“ L SR Jiankang Rd ﬂﬁ%. 2 Wz
Nanjing cast s Msp dats ©2012 Google. Kingway{
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Device Details Management Commands iOS Profiles Security Info

i

il

Installed Apps

Name
Device Wipe
Lock Screen

Selectively Wipe Apple iOS Device (Deprovision)

Send Message to User - Apple i0S
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RERTTEIRER RN » AEETEM for MDMEH# ST LA T 7520

EEARESREE
M ZIERRRE

passwd policys%5E

— Mobile Client . fgﬁfga‘;ﬁ(@ijﬁ%
T CEZ D
@ %%%Eﬁ%,uﬁﬁln0800016888 |BMH&7—I’%EP _1 0 ;k*ﬁﬂﬂﬁafﬂ
- SRELHEIB R BB

afwlelr]T]v]uf1 FRAT
Als]ojFla[u]sfK
L g z[x]c]v]s]n|mil

MHEHTEER 2123 “ Emergency

3 .l & 18:08
___________________ I iﬂ&ﬁiﬂ&i&
------------------ BRTEAS
IR RS Apple 08 42T (HU HHEE) _
PEREN B ES{E ML - Apple (0 B FEBITE
EvFARR$E S0 #F - Management Extender for &pple 108 Egﬁ Pq ?§
BRI HLES%E - Apple 108
H1SERERRAE R - Management Extender for Apple 108 .
BRE APNS 3BEPRS - Management Extender for Apple 08 ‘_Nll_l?_le [a] /iR &
AI B4 SR - Management Extender for Apple i0S BREE
38 Management Extender BBERRSIR
Configure i08 App Email Links
EFREERIEAIZ
TSR
F2F% Management Extender r L

Configure 108 Management Extender ports °
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-VPNERE | WIFIZ%E
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& AR ERESEE B JailBreak(JB)HI ] {5
Selective WipeZEiZ A
(BRI IEER] ~ app IR RNAEE

IBM Endpoint Manager

Warning! This device has been
detected as 'Jailbroken'

| Configure 108 App Email Links
AFFRIERIE R
B

______________________________________________________________________________________________________________________________________ 2 |
=
Ji:i]
SHRILEER Aprl 05 BE (ARIE) | RiZtEFERR
“a - Apple 108

EvF ﬂ??“‘ﬂﬁ Management Extender for 4pple i08
ERFEFESHE - Apple 108

$13HERRRAE R - Management Extender for Apple i08
B = APNS iBFRFR&! - Management Extender for Apple 108
fe B154 52PR4 - Management Extender for Apple i0S
B3R Management Extender BBERRSHA

2P Management Extender

Configure 108 Management Extender ports
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e A EAREZUAETEM Eimport appsf2 it45 = e .

HREAZEEERTER (Managed App)BIA[FEBRTEMEZ 2., B, Emobile
client profilef#&kxEF, AlttEEE— Gt B BIFZFR.

Import App
Select the type of app that you would like to import:

Import A
O import spp fom 1PA i

() Import app from Apple App Store

App location:  ci\Users\Administrator\Desktop\apps\

m Cancel Enter app display name:  sampie App

Enter app package name: com.clickgamer.

Enter app version name:  1,5.1
Import App

Mandatory
Enter Apple App Store URL:

Management Options

| Make app a Managed App (i0S 5 Required)

http://itunes.apple.com/us/app/gotomeeting/id424104128?mt=8

Click here to browse the Apple App Store.

[+] Optional Fields
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|| Facebook LIP3 4 com.facehook Facehook 41100 3
[ | &EEE3E LIPN:£23- 4 com.igs. mjstar31 102 1
|| AcePlayer com ranysoft aceplayer 1.7 1
|| Taiwan com.garmin.onboard. Taivwan 220 1
|| GPlayer com.ginkgo gplayer 1089 1
|| BannerFlo com fossilsoftware bannerflo 14 1
|| BookReader com readdle Books 121 1
|| EsB{T twv.com ESunbank.mobilebanking releas 30647 2
|| Find Friends com.apple mobileme . fmf1 14 2
|| pick jp.naver pick 240 1
|| TunesMate com.wizsoft tunesmate 3.01 1
|| SoundHound com melodis.soundhound. free 45 2
|| WhatsApp net.whatsapp Whats&pp 2610 2
L Nevysify com.synsion.Newsify 34 1
|| foursquare com.naveenium.foursquare 423 1
|| TheHacker com.angrybugs hacker 1.20 1
|| PowerCam? com.wondershare PowerCam-Th 191 2
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B Android
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) Task: Configure Mobile App Watch List - Android / Apple iOS o5 fi®

£” Take Action~ |  Edit | Copy | Export | Hide Locally Hide Globally | 3¢ Remove

Description | Details I Applicable Computers (0) ] Action History (O)I

Description

This task will allow you to restrict the retrieval of details for all apps from all devices by configuring a Client Setting "AppWatchList".

e When "MobileAppWatchList" is not set: Details of all apps on devices will be retrieved. This is the default configuration.
« When "MobileAppWatchList" is set with blank value: No app-related information will be retrieved.
 When "MobileAppWatchList" is set with comma delimited app identifiers: Only details for the apps specified by the identifiers will be retrieved.

Actions
® Click here to enable the Mobile App Watch List and set it to blank (devices will not send any app information).

® Click here to enable the Mobile App Watch List and specify apps (devices will only send app information for the specified apps).

Q")

® Click here to disable the Mobile App Watch List (all app information will be retrieved).
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Why TEM-based Approach to MDM

» “Organizations are starting to treat smartphones (and now tablets) the same way they treat PCs”

» “Organizations...would prefer to use the same tools across PCs, tablets and smartphones,
because it's increasingly the same people who support those device types”

» “An increasing number of organizations are supporting mobile devices with the desktop group”
— Gartner, PCCLM Magic Quadrant, January 2011
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Tivoli Endpoint Manager #&#HE2ThEE— EHRE ERERIImHA

Tivoli Endpoint Manager (Manage and Secure)
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I[5]HY Single Agent / Platform / Console

Microsoft Windows ¢ Mac OSX ¢ IBM AIX « HP-UX ¢ Solaris * VMWare ESX S
7 versions of Linux ¢ iOS ¢ Android « Symbian * Windows Mobile
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