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a
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Roles have been assigned fo this event type with status ~ Open
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T} ORACLE Access To The UTL_FILE Package Is restricted 5 PRIV Major (n/a) : ﬂ | |
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[) ORACLE CVE-2006-1877 & CONF Major (nja) :
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CONF: CVE-2006-0262

- Add Selections
Groups. Save || Back
L ="
ﬁ// 4 * InfoSphere Guardium [I¥ Database Vulnerability Assessment 15t

Fﬁ‘ﬁfuﬂlﬁ*#l?‘ﬁmfﬂdﬁ TR OSSR
guﬁy' 25 bl - ‘f‘fllwf,fiﬁﬁ@ﬁllﬁ TR O 075
GRS T TR N ?wwﬁﬁap@w I (o
CVE) = [&=pr I EII?YEIJ LE:'F"*EEI



InfoSphere Guardium

F'#% > Database Vulnerability Assessment > {3 CIS #I DoD ﬁ&?ﬁiﬁm’ﬂiﬁﬁﬁﬁﬁt

K CIS 71 DoD #8t (F #35HH-L[EEH]
=

InfoSphere Guardium [ Database Vulnerability
Assessment (VA) AU G i OPR] LRSS - A1 Fikd
F,"Eﬂ%ﬁfﬁ] I P R - R 2T
1&?@? IFLI °

InfoSphere Guardium VA [t pil & 3 45t
3?‘5'1'39[] R (%*E'ﬁ%ﬂ 4) - igﬁﬁliﬁﬁjfj élj?f
Computer Internet Securlty (CIS) A ES"[[ES“'F’EI{ ‘ﬁfﬂ
\_me{n[?‘l—L Fe g B M| (Database Security
Technical Implementation Guide, STIG) ;7Y% ¢
i'ﬂ“‘ ~ A IPEMPY SRR I'CEI'Jﬁk'uy”thf:
[y ’g P Jg a2 \§iﬁ§1ﬂ§ﬂ I F' DBMS 1
f ]E f’EJ’iﬂj?’F’i Il -

InfoSphere Guardium [iY Knowledge Base Service %
?%ﬁﬂﬁ'%ﬁﬁ?ﬂ:‘ SR T ERE [—T?E‘[J (%*
'%{‘5) » EEE []ﬂﬁ JJéﬁﬁy e E%ﬂ’r

PV (SR I‘H

Query-based Test Builder @
Test Hame | Triggers not created by table owner
Database Iyoe ORACLE ||
Category | Privilege >
Severity | Minor Tl
Short Description | Tjs test should be run to determine whether
any unauthorized triggers have been created,
indicaling a possible risk lo your data)
External Reference
Result text for pass | All triggers were created by table owner.
Resull text for fail | Some lriggers were created by unauthorized users.
Recommendation text for pass | ; triggers are created by table owners, which is consitent with —|
Recommendation text for fail | 59me yriggers were created by unauthorized users. This might |
SQL statement | geject count (*) from all_triggers where owner<>table_owner
SQL statement for detail
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Category Production Classification Security Privileged Us Severity | MED | w»
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[ ClientiP andior Group | ——— vl
[ client MAC
R Net Pricl. analor Group v|d
DBType | ORACLE v
[] Sve. Name and/or Group | - el B
[ DB Name andlor Graup | - v |
[] pBuser and/or Group | (Public) Admin Users v | o8
Client IP/Src AppJ/DB User/Server IP/Svc. Name | — — ||
[ App. User and/or Group | — v | b
[J osuser and/or Group | — |
] Srcapp. andfor Group | ~———————— -~ v.|
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[] Command DROP TABLE S vl &
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[oraﬂe-]S s?'lpms hri@orald
SQL*P ease 10.2.0.4.0 - Production on Tue Nov 25 14:16:13 2008
Copyr‘mht (c) 1982, 2007, oracle. A1l Rights Reserved.

connected 00 oracle patabase 109 Enterprise Edition Release 10.2.0.4.0

- Produc
SQL> SELECT * FROM PS_EMPLOYEES;

ID FIRSTNAME LASTNAME STATUS
s mas e

SQL> DROP TABLE PS_EMPLOYEES;
RROP TABLE PS_EMPLOYEES

ERROR at Tine 1:
[ORA-03113: end-of-file on communication channel
SQL> SELECT * FROM PS_EMPLOYEES;

IORA-03114: not connected to ORACLE
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() SORACLE_MOME/olspicy.* Fie Pattern 1h LTS D)
(&) SORACLE_HOME/scap/in/.* Fie Pattern L] I e @
= Template Sets

() SORACLE_HOME/syndicationtbi Fie Patiern h Guardium UnigDB2 Assessment  UNX - D82

(D SORACLE_HOME/sy SR . Fie Pattern h Guardium Unix/DB2 Template Set : UNX - DB2 (Default) List Flitaring
Guardium Unix/informix Assessment | UNX - INFRMX 0S Type

() SORACLE_HOME/sysman/configl *properties File Pattern 10m Guardium Unix/informix Template Set : UNX - INFRMX (Default)

() SORACLE_HOME/xdkiadminixmi properties Fie Pattern h guar:'um gng:yyggt {\rues‘srﬂsﬂt!‘ U::x- nys?él ek DB Type

uardium Uni emplate Set - efau

) ORACLE_BASE Environment Veriable 1m Guardium Unix/Oracle Assessment : UNX - ORACLE
Guardium Unix/Oracle Template Set . UNX - ORACLE (Default)

@ onacue_toue Eavkonmet Wactts 1 Guardium Unix/Sybase Assessment : UNX - SYBASE

@ oRacLE_SD Environment Variasble  1m Guardium Unix/Sybase Template Set : UNX - SYBASE (Default)
Guardium Windows Template Set : WIN - N/A (Default)

@ ™is_soun Covironmeet Variskis 10m Guardium Windows/DB2 Assessment : WIN - DB2 0 New

() select * from dba_db_links SOL Seript h Guardium Windows/DB2 Template Set : WIN - DB2 (Default)
Guardium Windows/informix Assessment | WIN - INFRMX

) seiect * from sys inkS SQL Scrpt h Guardium Windows/informix Template Set : WIN - INFRMX (Default) 0 Cionﬂ
Guardium Windows/MSSQL Assessment : WIN - MSSQL B Mo

seiect * from vSparameter Script h

2 = Guardium Windows/MSSQL Template Set : WIN - MSSQL (Default) B/ Modity|

Guardium Windows/MySQL Assessment : WIN - MySQL | & Set Defau\t:
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" Registry Editor
File Edt Vew Favortes Help
# [ Microsoft SQL Native Client &
= 1 Microsoft SQL Server
23 8.00.000 ) Certificate
# 1 80 ..,]D\spLayName
#3290 CIyp
® @ 8C JJH\delnstanca
# 1 BOL
3 Component Set
|1 ExceptionMessageBox
# (O Instance Names
# 1 MICROSOFTSMLBIZ
= 3 MSSQL.1
B cpe
# [ MSSearch
= [ MSSQLServer
&1 CurrentVersion
23 Parameters
= 3 SuperSacketNetlib
@ (1 AdminConnection
S Np
@ sm

2.5 Ton

Name
)(Defaut)

LA

Type Data

REG_SZ (value not set)

REG_SZ

REG_SZ SQL Server Network Config
REG_DWORD  0x00000000 (0)
REG_DWORD  0x00000000 (0)

My Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Microsoft SQL Server\MSSQL.1\MSSQLServer\SuperSocketNetLib

: CAS ' jH] (™

ﬁ// 18

EHEEIR T SATOAET o U SQL Server [ T LR LI

i -

CAS Template Set Definition

Tempiate Set name: | Unx/Oracle Template Set

05 Type:
Current item templates:

DB Type:

em
(@ SORACLE_HOME/ *'sh
(D SORACLE_HOME/dbs/*
(D SORACLE_HOMEmventory/Templatesin/.*
(@ soracLE_HOME/Kredin/.*
(@ SORACLE_HOME/ApacheiApacheifcgh-bin/*
(D SORACLE_HOME/in/.*
@ s0RACLE_HOME/ds/in/*
(@ SORACLE_HOME/olapicy.”
(@ SORACLE_HOME/soapibin/.*
(@ SORACLE_HOME/sysman/admin/OMSRepostaryConstraints properties
(@ SORACLE_HOME/sysmaniconfig/ "properties
@ 30RACLE_HOME/xdi/adminimi proparties
@ oracLe_gase
ORACLE_HOME
@ oRracLe_sD
@ m™is_apum
(D select * trom dba_db_links
@ select * from sys inkS
@ seect * from vSparameter
(D select NAME from vScontrolfie

ok AddToSet.. | 3 Delete Set |

o Apply
Type Period Use MDS Keep Dats
Fie Pattern 12h | L
File Pattern 12h /| b
File Pattern 12h v £4
File Pattern 12h v e
File Patiern 12h v ti
File Pattern 12n ¢ £
File Pattern 12h L L
Fie Pattern 12h 7 v
File Pattern 12h v V|
File Pattern 12h ki V]
File Pattern 12h /| ki
File Pattern 12h 4 vl
Envirenment Variable  12h v (]
Environment Variable 12h ti S|
Environment Variable 12h v L)
Environment Variable  12h Ci e
SOL Seript 12h £l ()
Sl Script 12h v (]
SQL Seript 12h < )
SOL Script 1m 4 )
Done 1Y |

19
AR ESIOR (2RI 1)
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D CAS il i?&;ﬁ_”ﬁ@ﬁlﬂﬂ;ﬁwﬁﬂjﬁ% IR MDS e

CAS )EL_f i lgj PR -
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=9t > B ?ﬁ*: CAS RLAEF P W @R - FIFT CAS ok FF b p
LR PIRE BRI PO« JINRLIE b 9% e SRR AR JoCAS BB 2 T = ikl
Frfvees FrETRps B (i bLp 20) - VR R 1R o T [Er]EIfL-L;;“E,IE%ﬁJEJ AIX 350MB
e %ﬁai*fﬁi [P ERFAR A p G R R
—L%bﬁé[l& CAS ﬂﬁ;c”l K @‘,5 i CAS 2%z ff :' il B —I\ﬁ;ggl cas  HP-UX 650MB
CAS [I'BL S-TAP — &5 @y pli7dids - CAS Hi[™ ;@'ﬂ; pfﬂ\gf [ [E RS - .
B T T D SV . f Linux 450MB
Java FHZVER o B Jﬁgl o A A Java 1.4 BRI
PO - Java RLVBERTAFELED > CAS VA (1 Solaris 400MB
Fﬁ] Java Elflil/gff"‘i'?"’lp%ﬂ CAS Fﬁj%&ﬁﬁﬁ%ﬁl °

Tru64 350MB

Windows 300MB

| CAS Changes By Host

Start Date: 2005-12-08 14:46:11 End Date: 2006-12-15 14:48:11

Host Name 05 Type DB Type Instance Hame Type Monitored Item Sample Time Count of Saved Data Count of Saved Datas
162.188.2 142 UNX Hik System Fle /etc/passwd 2008-12-15 143832 0 0
192.168.2 142 UNX HiA System Fie /deviasync 2006-12-1514:39:31 0 0
192.168.2 142 UNX ik System Fie iprocsysinetiipvé/ip_local_port_range 2006-12-15 1439:31 0 0
162.188.2 142 UNX NiA System Who who 2008-12-15 14:39:31 1 1
192.168.2.142 UNX HiA System Who whe 2008-12-15 1430331 1
182.168.2.142 UNX NiA System Who who 2006-12-1514:28:56 1 1
182.168.2.142 UNX NiA System Fle ideviasync 2006-12-15 14:.06.:26 0 0
182.168.2.142 UNX Nia System File retc/passwd 2006-12-1514:0626 0 0
192.168.2.142 UNX His System Fie iprocisysinetipvafio_local port_range 2006-12-15 14:06:26 0 0
192.168.2.142 UNX Hik System Who who 2006-12-15 14:06:26 1 1

Records: 1 Ta0From 10 ¢ | | O [ =

Host Mame 05 Tvpe D8 Tvpe instance Mame Ivoe Monitored lem  Samole Time Saved Deta  Countof Seved Datas
2 cg 1001 518/1 Dec 15 08:04

1921882142 U A System Who who 20061215 142888 | CL T p 18 1428

Records: 1To1From1 o3 | 4 OO @

ﬁ/ 20: CAS [l PRI v ffpvZ i (Bt T Saved Data, ) -
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CSVICEF File Labet: [Datsbase_Change_Manac
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mmmmlm

() Joe @ Review & o € Link

] ot i € sign € Full Results
- : © Review = @ o C Link 1=
EE € sin € FulResults

() role:nfosec € Review (] @ o © Link I
@ sign € Full Results

@ No € Link =
© Full Results

®0 [ @ Report: Database Changes Report [- Change Management] {(now -1 week to now)
BOEE ® security Security foracel
B e Data [Find $SN Process)
®WoEE mgmmﬂm_mumt_-mﬁmwnmnmmumimmm
®OE  © Report SOL Errors report [SQL Errors] {now -1 week to now]
& Add Audit Task |

No roles have been assigned fo this Process 95@7
@oback | HRemove | Clone[)| 8Comment | ghReresh | o?Save | Done By |

®
=
Bl
=
=

21 R HTERIEEE A
B e | RO -
InfoSphere Guardium fu= ['=fAH FIE [~
PR R LECEARFIF R T = (Audit
Task) » FIF#EREE Eﬁpu@ﬁ[ﬁmﬁéﬂ ¥
f,uéﬁ EE A

Schacle ... [iest 5] om  [Fam s ] : [05] L
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HE SAP R

DBA ®Hst

IS Fj

> R R

/23 InfoSphere Guardium [’ {73 st (A

ETNCACR

R

Jr;rJ

Peried Start| Clienl1®
2008-02-20 16:00:00.0 192 188.2 148 APPS
2008-02-20 16:00:00.0 192.168.2.148 APPS
2008-02-20 16:00:00.0 192.168.2.148 APPS
2009-02-20 16:00:00.0 192.168.2.148 APPS
2008-02-20 16:00-00.0 162.168.2 148 APPS
2009-02-20 16:00:00.0 192.168.2.148 APPS
2008-02-20 16:00:00.0 192.188.2 148 APPS
2008-02-20 16:00:00.0 192.168.2 148 APPS
2008-02-20 16:00:00.0 192 165 2 145 APPS
2009-02-20 16:00:00.0 192.168.2.148 APPS
2008-02-20 18:00:00.0 182.188.2.148 APPS
2006-02-20 16:00:00.0 192 168.2 148 APPS
2006-02-20 16:00:00.0 192.168.2.148 APPS
2009-02-20 16:00:00.0 192.163.2.148 APPS

EBS Application Access () Bl @ @ @& |
Start Date: 2009-02-20 14:49:48 End Date: 2009-02-20 16:43:48

SYSADMM - System Administrator  CALL
SYSADMIN - System Administrator  CALL
SYSADMN - System Administrator ~ CALL
SYSADMIN - System Adminiatrator _ CALL
B08 A% Cermeltoeer Samervanr CALL
BOB - AX General Ledger Supervisor SELECT
BOB - AX General Ledger Supervisor SELECT
JOHMN - System Admin strator INSERT

Jorm sy:mnmmrmr

JOHII M Rlﬂhlhlu Lll.r CALL

JOHN - AX Receivables User CALL
JOHN - System Administrator CALL

S0L Verb

App Object Modyle
Appication Object Library
Feders Financials
US Federal Human Resources
Grants Accounting
Public Sector Fnancals:
Appication Object Library
Globsl Accountng Engine
Appication Object Library
Appication Object Library
Appication Object Library
Ghobal Accounting Engine
‘Appication Object Library
Federal Financials
Public Sector Financials:

1 22 :InfoSphere Guardium Application End-User Identifier i' {52 IT
%'?ﬁﬂf’ﬂ‘[‘;{iﬁiﬁf' RN S BRI EERR T

VELPap s O N

PR 2 | ERS s (32 &> 7 3 pbpY DB User Name £%
APPS) » 5 A ARG RIS R  JINEL Oracle EBS UL -

7t EBS ESIH i R R AR f’@jﬁlﬁl“ HVEE e
i fyf I’fﬂF'FJ’FlE'J}H Bob AT = (AX General Ledger Supervisor) f’l £
E:ﬁ]fflgﬁ Ve IR 1‘53 ST EE] John F gl yu ;
~ {RL AX Receivables User » P= fHEL System Administrator » FEPEF'f=

ERELETTE SRR S
Application End-User Identlﬁer 51" InfoSphere
Guardium Tfli“ 3 B PY Database Activity Monitoring
(DAM) ! Vulnerability Assessment (VA) $ 455l
HE > pE T ij 7 F”q‘i‘] SR FHAVR WA
I: [blﬁ_ 4’7“;’%“[127'“\':’ & H—ﬁﬁl ILFJ,W U‘ﬁi;ﬁg °©

DAM % & Ej[pajrgﬁwrf‘ CORI I AR
VPRI IRk TR 0 aa]‘egh#,—f ﬁﬂ?‘[@g, o
InfoSphere Guardium [ % Fé*ﬁf[*ﬁii Pl - ST AR
WS B2 DBMS Rk A1 FIEA e T
HIRA R - R DS ypﬁ
B rﬁ”[prupagi =4 E-]Hfji;ktﬁggf’ﬁ%ﬁ . %gg?ﬁ \ e
FRERE PR Rl py 73 P o

UGLE

Policy Violations / Incident Management ) (2) (&) (x) (v) @
Start Date: 2009-02-17 16:59:38 End Date: 2009-02-25 16:59:38
mm Thncwiemn mgglx Am_u_&nz ClientlP  ServerIP m_um

T SQL *Plus ET
SUHIBE EBS I S VR

Fb o SRR (5 - r'*‘“ SR
[i E:'ﬁ& FEALRRl () o SR (R
FIef 7J$'Tmﬁﬁ'rf;d * E’Igl”?ﬁ? >

-bash-3.005 sqlplus joe / 24
SQL*Plus: Release 9.2.0.6.0 - Production on Tue Feb 24 17:54:50 2009
Copyright (c) 1982, 2002, Oracle Corporation. ALl rights reserved.

Enter password:

connected to!
Oracle9i Enterprise Edition Release 9.2.0.6.0 - 64bit Production
With the Partitioning, OLAP and Oracle Data Mining options
Jserver Release 9.2.0.6.0 - Production

SQL> select * from ar_trx bal _summarys
select * from ar_trx_bal_summary

ORA-03113: end-of-file on communication chasnel

sot> i
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InfoSphere Guardium 7 F*ff# Vulnerability Assessment

i AP RE I, )
PRI > DTSR SRR~ P T F‘ i Jné Bt
i“ﬂj;d TSRS - £ d»j*—’fi%r ’Knowledge
Base ﬁFﬂ%{ T AR E'%’ '] SAP A1
Oracle EBS [ [ A (B o ‘B3l fiH R
F BRI EESE  IBMOp (e %ﬁjglglifﬁawu
RAR I o

=7 & PR B ETE 2 R 1Y

Policy Rules @
& PCI, AP Fiwr [ ————[w]& X

Unselect Al ][ Dsiste Selecied ][ Copy Ruies
|2/ 06 & @ 815 Access Rule: Unaulliorized Clionts access Cardhelder SAP Dbjects - Alert
| cat Classit.  Sev. Chent P Server i
[FAPPI S
08 User Sve. e
an

(T -y -

AR DOName DOUser  App.Usec Coemt 1PYSec App.OD Useriser

et prosocol foois Partem il Patsern o8 Type
Records
i | 50| Bopoeermard | g Wi, Mot Gt Nitsoge
ok

OtectCommand  CbjeetTreid
(Ghie Commet |t v Grow e Pamern  Charscter

Ation

S8 aw Ay i v v e
ol a0 u © am a v o o o

Avp Everd Exiata

Ol ALERT ONCE PER !

Agw Event Test Val. Event Trpe. Apw Evernt furm, Val.

a A Aty s

£ L‘iUS @ !‘vaullo Rule: Cradit Card Numbers, Unsutherized Users - Log Vialation

Ao Lrert Dste

ﬁ// 25 : InfoSphere Guardium Ji'#&fff SAP A Oracle EBS " [Fd="
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	InfoSphere Guardium 概觀 
	Advanced Compliance Workflow Automation 
	 管理企業層面的監督程序 
	 手動程序會增加營運成本和審核異常 
	自動化監督程序，以改善營運效率 
	 透過精細的工作流程控制，提高安全性 
	 透過企業層面的管理提高可靠性 
	Database Vulnerability Assessment 
	 改善資料庫安全和法規遵循 
	 根據 CIS 和 DoD 最佳實務的預先配置測試 
	 廣泛多元的精細測試 
	 多種評量技術不影響執行時間或效能 
	 不僅是簡單的報告功能，還可因應整個漏洞管理生命週期 

	Database Protection Knowledge Base 
	 在快速變遷環境下保護機密資料的挑戰 
	善用 IBM 的專業知識和員工，達到最佳的保護和法規遵循 
	容易管理 
	異質環境的詳細保護 

	Data-Level Access Control 
	 變更控制需求 
	 即時預防控制；完全不影響 IT 基礎架構 
	優於資料庫常駐控制之處 
	 InfoSphere Guardium 主機型軟體探測器的延伸套件 

	Entitlement Reports 
	 管理資料庫使用者權限的難題 
	 自動化並集中授權資訊的收集 
	 廣泛的預先配置報告 
	自動化安全和法規遵循的驗證活動 
	降低營運成本並改善資料保護 

	Configuration Audit System for Database Servers 
	 保護資料庫環境 
	 CAS 的功能 
	安裝及操作 CAS 
	 自訂 CAS 
	透過自動化簽核及呈報，記錄法規遵循情形 

	Application End-User Identifier 
	 企業應用程式環境的安全和法規遵循 
	 保護多層企業應用程式 
	 可擴展性企業安全平台 
	 全方位的原則型監視及審核 
	廣泛的異質應用程式支援 

	Enterprise Integrator 
	 管理複雜且快速變遷的環境 
	 自動化所有安全資料的取得、整合及保存 
	 自動化變更控制核對 
	自動化原則資訊更新，避免安全漏洞 
	 自動化保存程序，以降低法規遵循成本 

	IBM InfoSphere Guardium for z/OS 
	 DB2 的安全和法規遵循要求日趨嚴格 
	避免一般解決方案的相關安全和成本問題 
	 可調式企業層面資料庫安全和法規遵循平台 
	自動化的原則型監視及審核，精簡法規遵循驗證 
	全方位的 IBM 環境支援 



