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Value for Application Security

« AppScan Interactive Application Security Testing
* Web application threat and vulnerability assessment tool
— AppScan assessment reports can be directly imported into ASM to quickly and easily
deploy policies to mitigate vulnerabilities until the application can be patched
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Value for Database Activity Monitor

* Guardium
— Defense in-depth with layered security at the web application and database tiers
— Richer forensic data logs through correlating user metadata for SQL injection attacks
— Consolidated reporting for streamlined compliance and audit
— High availability of Guardium S-TAP Collectors
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Value for Access Management

« Security Access Manager

— High availability and scalability of IBM Security Access Manager (formerly Tivoli Access
Manager) WebSeal policy enforcement point agents

— Secure web access with SSL-VPN connection and endpoint security policy enforcement
— Single sign-on
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Value for Security Intelligence

* QRadar

— Increased visibility into application and traffic events by pulling data from BIG-IP into the
QRadar SIEM via syslog

— Lower security compliance and management costs
— Enhanced security posture analysis
— Enhanced scalability and availability through syslog load balancing
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IBM Security QRadar SIEM A EEE| A | v

Dashboard Offenses QEELFI=0UVl Network Activity Assets Reports Admin System Time: 2(]

Search.. ¥ Quick Searches ¥ W Add Filter b Save Criteria € Save Results o Cancel *vFalse Positive Rules ¥ Actions ¥ [Quick Filter... @

Records Matched Over Time

Feb 618:25-Feb 13 21:46

500
250
0 20:00 7.Feb 20:00 8.Feb 2000 9. Feb 20:00 10. Feb 20:00 11.Feb 20:00 12.Feb 20:00 13.Feb 2000
Hide Charts)
Event Name Log Source Event Start Time = Category Source IP Source Destination IP Destination Magnitude policy_name attack_type (custom) pictationspyiisubiviniation requestestat
Count Port Port {custom) - {custom) {custom) {custom)

APP-DETECT Acunetix we_.. | F5ASM uD3sM 1 2013-02-1317:1312 | Memory Co... @l 111.241.. 1493 192.168.5132 80 —— TrellMall_ht...  Yulnerability Scan Aftack sign... | MN/A blocked
APP-DETECT Acunetixwe_.. F5 ASM uDSM 1/ 2013-02-1317:13:11 | Memory Co... |El111.241....| 1489 192.168.5.122 80 — TrellMall_ht... | Vulnerability Scan Aftack sign... | MIA blocked
APP-DETECT Acunetixwe_..  F5 ASM uDSM 1 2013-02-13 171311 Memory Co... |BE111.241.... 1474 192.168.5122 80 — TrellMall_ht...  Vulnerability Scan Aftack sign... | M/A blocked
APP-DETECT Acunetixwe_.. F5 ASM uDSM 1/ 2013-02-1317:13:10 | Memory Co... |El111.241.... 1471 192.168.5.118 80 — TrellMall_ht... | Vulnerability Scan Aftack sign... | MIA blocked
APP-DETECT Acunetixwe_..  F5 ASM uDSM 1 2013-02-13 171310 | Memory Co_.. | Bl 111.241.... | 1465 192.168.5101 80 — edmTreeM... | Wulnerability Scan Aftack sign... | M/A blocked
APP-DETECT Acunetixwe_.. F5 ASM uDSM 1/ 2013-02-1317:13:10 | Memory Co... |El111.241....| 1459 192.168.5119 80 — TrellMall_ht... | Vulnerability Scan Aftack sign... | MIA blocked
APP-DETECT Acunetixwe_..  F5 ASM uDSM 1 2013-02-1317:13:09 | Memory Co_.. |l 111.241.... | 1457 1921685118 80 — TrellMall_ht...  Vulnerability Scan Aftack sign... | M/A blocked
F5ASM Message F5 ASM uDSM 1 2013-02-1317:10:55 | Stored B 203.67.1... 57364 192.168.5.107 | 80 — - homie_http... | Abuse of Functionality Failed to co... | MN/A alerted
Aftack Signature Detected F5 ASM uDSM 1 2013-02-1317:09:11 | Misc Exploit | =5157.55.3... 44815 192 168.5.110 443 — kunotop_htt...  HTTP Parser Attack HTTF prota... | HTTP proto... | blocked
Evasion Technigque Detected F5 ASM uDSM 1/ 2013-02-13 17:06:57 | Unknown E... |l 36.226.2... 61649 192.168.5.114 | 80 . buyforyou_... | Detection Evasion Evasiontec... Evasiontec.. alerted
Aftack Signature Detected F5 ASM uDSM 1 2013-02-1317:06:48 | Misc Exploit |EE112.78.6... 25284 1921685114 80 I | Duyforyou_... | HTTP Parser Attack HTTF prota... | HTTP proto... | blocked
HTTP: CGI nlog Exploit F5 ASM uDSM 1/ 2013-02-13 17:06:40 | Misc Exploit |@M112.78.6... 12685 192.168.5.114 | 80 I | Duyforyou_... | Non-browser ClientH... |HTTP proto... | HTTP proto... | blocked
CSRF Aftack Deteded F5 ASM uDSM 1 2013-02-1317:05:10 | Web Exploit |@E114.43.7... 2408 1921685114 80 I | Duyforyou__.. | LDAP In]ecﬂon Aﬁack sign.. NJ’ blocked
-_I-
unknown F5 ASM uDSM 1 2013-02-1317:04:36 | Unknown 59.102.1... | 4255 192.168.5.132 | 443 TrellMall_| ht Command Execunon Aﬁack 5|gn N blocked
HTTP: CGl nlog Exploit F5 ASM uD3M 1 2013-02-13 17:04:24 | Misc Exploit -112.?8.5... 41108 192.168.5.200 | 80 — cheerpoint_... Mon-browser ClientH... HTTP proto... HTTP proto_.. | blocked
HTTP: CGI nlog Exploit F5 ASM uDSM 1 2013-02-1317:04:23 | Misc Exploit |@E112.78.6... 20650 192.168.5.204 80 — cheerpoint_... Mon-browser ClientH... | HTTP proto... | HTTP proto... | blocked
HTTP: CGI nlog Exploit F5 ASM uDSM 1/ 2013-02-13 17:04:22 | Misc Exploit |@l112.78.6... 11190 192.168.5.200 | 80 — cheerpoint_...| Non-browser ClientH... | HTTP proto... | HTTP proto... | blocked
HTTP: CGI nlog Exploit F5 ASM uDSM 1 2013-02-1317:04:21 | Misc Exploit |@E112.78.6... 46826 1921685133 80 — cheerpoint_... Mon-browser ClientH... | HTTP proto... | HTTP proto... | blocked

s IBM Security 2016 IBM Corporation




QRADAR& $HF5+7jc B chp 254§ = & I
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REBE - BETHI

IBM Security QRadar SIEM A HEE| A v

Dashboard Offenses QELEI=0UVE Network Activity Assets Reports Admin System Time: 14

Search.. ¥ Quick Searches ¥ W Add Filter b+ Save Criteria  Save Resulis & Cancel *False Positive Rules ¥ Actions ¥ [Quick Filter... | L2

EventName Log Source = EventCount StartTimew  Category SourcelP | Source Port Destinationp D°SHMAON | pooninge | POCY_name | attack type | violations | sub_violations request_statu response_cot
Port {custom} {custom} {custom} {custom} {custom) {custom)

Aftack Signa...  F5 ASM uDSM 2013-02-13 .. Misc Exploit 211136, 24518 E211.76.1... 80 — mrbook HTTP Parse... | HTTP protoc...  HTTF protoc... | blocked

Aftack Signa... | F5 ASM uDSM 2013-02-13 ... | MiscExploit  Em211.136... | 15383 B211.76.1... 80 — mrbook HTTP Parse... | HTTP protoc... | HTTP protoc... | blocked

HTTP: CGln...| F5 ASM uD3SM 2013-02-13 .. | Misc Exploit [ 110.50.1... 49959 192.168.5...| 80 — TrellMall_htt... Mon-browse...| HTTP protoc... | HTTP protoc... blocked

FEASM Mes... F5ASMuDSM 2013-02-13 ... Stored E58.114.1... | 9426 192.168.5... | 443 kunotop_htt... | Abuse of Fu... Failedtoco...  MN/A alerted 0z

HTTP: CGIn... F5ASM uDsm 2013-02-13 .. | Misc Exploit 110501, 57418 192.168.5... | 80 — TrellMall_htt...  Mon-browse... | HTTP protoc... | HTTP protoc... blocked

HTTP: CGIn...| F5 ASM uDSM 2013-02-13 _.. | Misc Exploit B 110.50.1... | 29952 192.168.5...| 80 —— TrellMall_htt... Mon-browse... | HTTP protoc... | HTTP protoc... blocked

HTTP: CGln | F5 ASM uDSM 2013-02-13 Misc Exploit [ 180.153 47229 192 1685 | 80 — TrellMall_htt Mon-browse... | HTTP protoc... | HTTF protoc... | blocked

HTTP: CGIn... F5ASMuDsSM 2013-02-13 ... | Misc Exploit 150,153, 40940 192.168.5... | 80 — TrellMall_htt... Mon-browse... | HTTP protoc... | HTTP protoc... blocked

Aftack Signa...  F5 ASM uDSM 2013-02-13 .. Misc Exploit =5 157.65.3... | 32631 182.168.5...| 80 M s s | doggybag_h... HTTP Parse... | HTTP protoc... | HTTP protoc...  blocked

Aftack Signa... | F5 ASM uDSM 2013-02-13 ... MiscExploit  EE122.146... 3072 192.168.5... 80 — TrellMall_htt... HTTP Parse... HTTF protoc... HTTP protoc... | blocked

Aftack Signa... | F5 ASM uDSM 2013-02-13 .. Misc Exploit 122146, 2637 192.168.5...| 80 — TrellMall_htt... HTTF Parse... | HTTF protoc... | HTTP protoc... blocked

HTTP: CGln... F5 ASM uDSM 2013-02-13 ... Misc Exploit B 110.50.1... | 48047 182.168.5...| 80 — TrellMall_htt... Mon-browse... | HTTP protoc... | HTTP protoc... blocked

Attack Signa... FS ASM uDsSM 2013-02-13 .. | Misc Exploit =5157.55.3... 47228 192.168.5... 80 M s | Duyforyou_ht.. | HTTP Parse...  HTTP protoc... HTTP protoc... | blocked
HTTP: CGIn...| F5 ASM uD3M 2013-02-13 ... | Misc Exploit B 110.50.1... | 62475 192.168.5... | 80 — TrellMall_htt... Mon-browse... | HTTP protoc... | HTTP protoc... blocked
Attack Signa... F5 ASM uDSM 2013-02-13 .. | Misc Explait 58 114.1... 61157 192.168.5... 443 — TrellMall_htt... HTTP Parse... | lllegal HTTP... | Mi& blocked 05
Attack Signa... | F5 ASM uDSM 2013-02-13 ... | Misc Exploit 8 157.55.3... | 15114 192.168.5... | 80 M s m | doggybag_h... |HTTP Parse... HTTP protoc... HTTP protoc... | blocked
Information ... | F5 ASM uDSM 2013-02-13 .. | Information ... |[E@G1.64.85.... 3841 192.168.5... 443 TrellMall_htt... ' Information ... | llegal method | M4 alerted 00
CSRF Attack .. F5 ASM uDSM 2013-02-13 . | Web Exploit Bl27.246.2 . | 45855 1921685 80 M s | buyforyou_ht | LDAP Injection | Aftack signat. .| MIA blocked
unknown F5 ASM uDSM 2013-02-13 .. | Unknown [ 36.231.1... 36300 192.168.5... 443 TrellMall_htt...  Command ... | Aftack signat... | MiA blocked
unknown F5 ASM uDSM 2013-02-13 ... Unknown [ 36.231.1... 55659 192.168.5... | 443 TrellMall_htt... Command... | Aftack signat...| Mi& blocked
FSASM Mes...  F5 ASM uDSM 2013-02-13 ... | Stored 123125, 42209 192.168.5... 80 — - doggybag_h... | Abuse of Fu... | Failedtoco... |MA alerted 04
Aftack Signa...  F5 ASM uD3SMW 2013-02-13 ... | Misc Exploit B 114.39.1... 4506 192.168.5... | 80 — cheerpoint_... | HTTP Parse... HTTP protoc... HTTP protoc... | blocked
unknown F5 ASM uDSM 2013-02-13 ... Unknown B 114.24.1... 55206 192.168.5... 443 TrellMall_htt...  Command ...  Aftack signat... | MiA blocked
Attack Signa... | F5 ASM uDSM 2013-02-13 ... | Misc Exploit =5 157.55.3... | 32461 192.168.5... 443 M s | Duyforyou_ht.. | HTTP Parse... HTTP protoc... HTTP protoc... | blocked

Evasion Tec... F5ASMuDSM
Aftack Signa . | F5 ASM uDSMW
HTTP: CGIn... F5ASMuDsSM
HTTP: CGIn... F5ASM uDSM
HTTP: CGIn...| F5 ASM uDSM
HTTP: CGln... F5ASM uD3M
Aftack Signa... F5 ASMuDSHM
Attack Signa... | F5 ASM uDSM
Attack Signa...  F5 ASM uDSMW
Attack Signa... F5 ASMuDSMW
Attack Signa... FSASM uDsSM
Attack Signa... F5 ASM uDSMW

2013-02-13 . | Unknown Ev... El1.162.14... 50247 1921685, 80
2013-02-13 | MiscExploit  EE112786 . | 22557 1921685 80
2013-02-13 ... MiscExploit  EE11278.6.. 21489 192.168.5... 80
2013-02-13 ... | MiscExploit  EE11278.6... 22048 1921685, 80
2013-02-13 .. MiscExploit  EE11278.6.. 42561 192.168.5... 80
2013-02-13 ... | MiscExploit  EE11278.6... 42432 192.168.5... 80
2013-02-13 ... MiscExploit  EE114.391.. 3708 1921685 80
2013-02-13 . | MiscExploit  EE114.391... 3506 192.168.5... 80
2013-02-13 ... MiscExploit  E8157.56.2.. 60372 1921685, 80
2013-02-13 ... | MiscExploit | ®E6655.55.24.... | 48051 192168.5... 80
2013-02-13 ... MiscExploit  =8157.55.3... 52859 192.168.5... 80
2013-02-13 ... | MiscExploit | E5157.656.3... | 14541 1921685, 80

- buyforyou_ht... | Detection Ev... Evasiontec... Evasiontec...  alerted
cheerpoint_ . | HTTP Parse . HTTP protoc . HTTP protoc .| blocked
edmTreeMal...| Mon-browse... | HTTP protoc... | HTTP protoc... | blocked
edmTreeMal...| Mon-browse... | HTTP protoc... | HTTP protoc... | blocked
cheerpoint_... | Mon-browse... HTTP protoc... | HTTP protoc... | blocked
cheerpoint_... | Mon-browse... | HTTP protoc... | HTTP protoc... | blocked
cheerpoint_... | HTTP Parse... | HTTP protoc... HTTP protoc... | blocked
cheerpoint_... |HTTP Parse... | HTTP protoc... | HTTP protoc... | blocked
kunotop_htt... | HTTP Parse... | HTTP protoc...  HTTP protoc... | blocked
kunotop_htt... | HTTP Parse... HTTP protoc... HTTP protoc...  blocked
kunotop_htt... |HTTP Parse... | HTTF protoc... HTTP protoc... | blocked
kunotop_htt... | HTTP Parse... | HTTP protoc...  HTTP protoc... | blocked

Y Y)Y YY) Y ) Y ) Y Y)Y ) YY) ) U ) ) ) Y Y Y ) Y Y Y (Y Y Y Y Y Y Y
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IBM Security QRadar SIEM ad

Dashboard Offenses QEEGLPFX=07IV8 Network Activity Assets Reports Vulnerabilities Admin System Time: F45:52
Search... ¥ Quick Searches ¥ ?Add Filter H Save Criteria ‘ Save Results [ Cancel ‘\. False Rules ¥ Actions ¥ IQuiD‘( Filter.. | 0
P
Top 10 Event Name Results By Count D Top 10 Event Name Results By Count [:]
0% 3 2013/10/29 F45:51 - 2013/11/1 FF5:51 S0k 2013/10/29 F45:51 - 2013/11/1 F¥F5:51
34%
20k
= /=
EHmET T
10k I
0 s __
¥ Legend ¥ Legend
Vulnerability Scan  [JJij Predictable Resource Location [JljPath Traversal [Jj Cross Site Scripting (XSS) Vulnerability Scan i Predictable Resource Location [l Path Traversal [Jj Cross Site Scripting (XSS) =
[l Command Execution Information Leakage [Jl Brute Force Attack | Buffer Overflow SQL-Injection [l Command Execution Information Leakage [l Brute Force Attack [ Buffer Overflow SQL-Injection
I HTTP Parser Attack I HTTP Parser Attack
e . = N
H I|= H
Source IP (Unique Destination IP Destination Port = EﬁﬁDrI"-DOWH E:“#ﬂﬂ FIE ame (Uniqu
Event Name % S Log Source (Unique Count) Low
Count) (Unique Count) (Unique Count) ﬁ Count)
Vulnerability Scan 10.24.113.112 192.168.30.144 8443 F5 ASM Misc Exploit
Predictable Resource Location Multiple (2) 192.168.30.144 8443 F5 ASM Web Exploit other N/A
Path Traversal 10.24.113.112 192.168.30.144 8443 F5 ASM Web Exploit other N/A
Cross Site Scripting (XSS) 10.24.113.112 192.168.30.144 8443 F5 ASM Cross Site Scripting other N/A
Command Execution 10.24.113.112 192.168.30.144 8443 F5 ASM Command Execution other N/A
Information Leakage 10.24.113.112 192.168.30.144 8443 F5 ASM Information Leak other N/A
Brute Force Attack 10.24.113.112 192.168.30.144 8443 F5 ASM Brute force login other N/A
Buffer Overflow 10.24.113.112 192.168.30.144 8443 F5 ASM Buffer Overflow other N/A Y
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IBM Security QRadar SIEM

Dashboard Offenses QELE:a0UVll Network Activity Assets Reports Admin System Time: 0
Search.. ¥ Quick Searches ¥ ¥ Add Filter k4 Save Criteria € Save Results o Cancel  False Positive Rules ¥ Actions ¥ [Qwick Filter | @
Top 10 Destination IP Results By Count [Z] | Top 10 Destination IP Results By Count 2]
7% 145 60
7% \
7%
\ 13% 40 | i
B 3% —»
20 | |
o o .
I
0%~ o 0
* Legend * Legend
192.168.5.122 @@ 1921685115 EB192.1685.132 WM 1921685117 EM192.168.5119 192.168.5.114 192.168.5.122 @@ 1921685118 E192.168.5.132 ER192.1658.5117 @M 192.168.5.119 192.168.5.114
@ 1921685101 @ 1921685113 BZ11.76.142165 WM 192 1685103 B 1921685101 @ 1921685113 211.76.142.165 EB1921635103
S policy_name {custom) | Source IP (Unique Destination Port Event Name Log Source (Unique Category (Unique Protocol (Unique  Username (Unique Magnitude a-
DeStira il {Unique Count) Count) {Unique Count) {Unique Count) Count) Count) Count) Count) {Maximum) Lt
192.168.5.110 kunotop_hitpclass 427482109 443 F5ASM Message F5 ASM uDsSM Stored other MiA 3 1 1
192.168.5.107 hoemie_httpclass Multiple (3} g0 Kultiple (2} F5 ASM uDSM Multiple (2 other MIA 10 3 3
B211.76.142.172 | favorii_httpclass Multiple {4} a0 Attack Signature D... | F5 ASM uDSM Misc Exploit other MiA 5 4 4
192.168.5.131 cheerpoint_hitpclass Multiple (3) Multiple (2) Multiple (3) F5 ASM uDSM Multiple (3) other MIA 6 14 6
192.168.5.200 cheerpoint_httpclass Multiple (3 Multiple (2 Multiple (2 F5 ASM uDSM Multiple (2 other MIA g 12 g
192.168.5.204 cheerpoint_hitpclass Multiple (3) 80 Multiple (3) F5 ASM uDSM Multiple (3) other MIA 6 8 6
192.168.5.109 kunotop_httpclass Multiple (G} Multiple (2} Multiple (3} F5 ASM uDsM Kultiple (3 other MIA 5] 5] 5]
192.168.5.133 cheerpoint_hitpclass Multiple (G} 80 Multiple (3) F5 ASM uDSM Multiple (3) other MIA 6 18 9
192.168.5.108 homie_httpclass Multiple (10} Multiple (2) Multiple (4) F5 ASM uDSM Multiple (3) other MIA g 11 11
192.168.5.50 doggybag_httpclass Multiple (12} 80 Multiple (2} F5 ASM uDSM Multiple (2) other MIA 10 14 14
192.168.5.100 edmTreeMall_httpcalss | Multiple (4) 80 Multiple (3) F5 ASM uDSM Multiple (3) other MIA g 80 17
192.168.5.103 edmTreeMall_htipcalss | Multiple (7) g0 Multiple (3} F5 ASM uDSM Multiple (3 other MIA G 9 22
B211.76.142.165 | mrbook Multiple (7 80 Multiple (3 F5 ASM uDSM Multiple (3 other MIA 5 27 23
192.168.5.113 buyforyou_httpclass Multiple (11} Multiple (2) Multiple (5) F5 ASM uDSM Multiple (4) other MIA 6 26 24
192.168.5.101 edmTreeMall_httpcalss | Multiple (9} 80 Multiple (4) F5 ASM uDSM Multiple (4) other MIA g 84 27
192.168.5.114 buyforyou_httpclass Multiple (15} Multiple (2} Multiple (G} F5 ASM uDSM Multiple (5) other MIA 10 32 3
192.168.5.119 TrellMall_httpclass Multiple (16} Multiple (2} Multiple (5% F5 ASM uDsM Kultiple (4 other MIA 5] 43 33
192.168.5.117 TrellMall_httpclass Multiple (18} Multiple (2} Multiple (4) F5 ASM uDSM Multiple (3) other MIA 6 52 37
192.168.5.118 TrellMall_httpclass Multiple (22} Multiple (2) Multiple (5) F5 ASM uDSM Multiple (4) other MIA g 66 44
192.168.5.132 TrellMall_httpclass Multiple (20} Multiple (2} Multiple (G} F5 ASM uDSM Multiple (5) other MIA 8 63 45
192.168.5.122 TrellMall_httpclass Multiple (18 Multiple (2 Multiple (4 F5 ASM uDSM Multiple (3 other MIA g 85 46
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IBM Security QRadar SIEM

Dashboard Offenses WEVEIUVIYE Network Activity  Assets

Reports  Vulnerabilities  Admin
Search.. ¥ Quick Searches ¥ Y Add Filter |5 Save Criteria [ Save Results ol Cancel ¥ Fals Rules ¥ Actions ¥  Quick Filter... ne
Viewing real time events  View: Select An Option: Display: |Custom
Using Search: 20140414test
Current Filters:
Response_Code is not N#A  (Clear Filter), Log Source is AYR @ 10.1.3.208 (Clear Filter)
Respor Start Time Log Source Client_IP Client_Por Virtual_Server Pool_IP URL_String Response_Time Event Count
304 201414114 T 2:41:44 AR @10.1.3.208 172.28.15.222 60470 ICommon/http-vs-001 10.1.3.65 MWehSite_SteveniebResource.axd 1007
304 201414114 T 2:41:43 AVR @10.1.3.208 172.28.15.222 60452 ICommon/http-vs-001 10.1.3.65 Iwebsite_stevenicssistyle.css 6
200 201474114 FH2:41:43 AR @10.1.3.208 172.28.15.222 60472 ICommon/http-vs-001 10.1.3.65 fwebsite_stevens 8
304 20141414 T 2:41:43 AR @10.1.3.208 1722815222 60472 ICommon/http-vs-001 10.1.3.65 Iwebsite_stevenicssirestcss.css 7
304 201414114 T4 2:41:43 AR @10.1.3.208 172.28.15.222 60473 ICommon/http-vs-001 10.1.3.65 MiehSite_SteveniWebResource.axd 8
304 201414114 T 2:41:43 AR @10.1.3.208 1722815222 60471 ICommon/http-vs-001 10.1.3.65 Iwebsite_stevenimagesicaresys_web_logod.jpg § 8
304 20141414 FH2:41:41 AVR @10.1.3.208 172.28.15.222 60472 ICommon/http-vs-001 10.1.3.65 MehSite_StevenMebResource.axd 1006
304 201414114 T 2:41:40 AR @10.1.3.208 172.28.15.222 60470 ICommon/http-vs-001 10.1.3.65 Iwebsite_stevenicssistyle.css 6
304 201414014 T4 2:41:40 AR @10.1.3.208 172.28.15.222 60471 ICommondhitp-vs-001 10.1.3.65 Mwebsite_stevenicssirestess.css ]
304 2014/4/14 T4 2:41:40 AR @10.1.3.208 172.28.15.222 60473 ICommondhitp-vs-001 10.1.3.65 MiehSite_SteveniWebResource.axd 8
304 2014714114 T 2:41:40 AR @10.1.3.208 172.28.15.222 60452 ICommon/http-vs-001 10.1.3.65 Iwebsite_steveniimagesicaresys_web_logod.jpg §15
200 20141414 FH2:41:40 AR @10.1.3.208 172.28.15.222 60471 ICommon/http-vs-001 10.1.3.65 Iwebsite_steven/ 8
200 201414114 T4 2:41:38 AR @10.1.3.208 172.28.15.222 60471 ICommon/http-vs-001 10.1.3.65 Iwebsite_steven/ 10
304 20141414 FH2:41:22 AVR @10.1.3.208 172.28.15.222 60471 ICommon/http-vs-001 10.1.3.65 MehSite_SteveniebResource.axd 1009
304 201414114 FF2:41:21 AR @10.1.3.208 172.28.15.222 60473 ICommon/http-vs-001 10.1.3.65 MWehSite_StevenMebResource.axd I
200 201414114 FF2:41:21 AVR @10.1.3.208 172.28.15.222 60452 ICommon/http-vs-001 10.1.3.65 Iwebsite_steveni 7
304 201414114 FF 24121 AR @10.1.3.208 172.28.15.222 60452 ICommondhitp-vs-001 10.1.3.65 Iwebsite_stevenicssirestess.css 4
304 201414114 FF2:41:21 AVR @10.1.3.208 172.28.15.222 60472 ICommon/http-vs-001 10.1.3.65 Iwebsite_stevenicssistyle.css 5
304 20141414 FH2:41:21 AR @10.1.3.208 172.28.15.222 60470 ICommon/http-vs-001 10.1.3.65 Iwebsite_steveniimagesicaresys_weh_logod jpg § 5
304 20141414 F2:41:20 AR @10.1.3.208 172.28.15.222 60452 ICommon/http-vs-001 10.1.3.65 MehSite_SteveniebResource.axd 1360
304 20141414 FH2:41:19 AR @10.1.3.208 172.28.15.222 60472 ICommaon/http-vs-001 10.1.3.65 MehSite_SteveniebResource.axd 359
304 201414114 T 2:41:19 AR @10.1.3.208 172.28.15.222 60473 ICommon/http-vs-001 10.1.3.65 Iwebsite_stevenicssistyle.css 7
304 201414114 F42:41:19 AVR @10.1.3.208 172.28.15.222 60471 ICommon/http-vs-001 10.1.3.65 Mwebsite_steveniimagesicaresys_weh_logod jpg § 7
304 201414114 FF2:41:19 AVR @10.1.3.208 172.28.15.222 60470 ICommondhitp-vs-001 10.1.3.65 Iwebsite_stevenicssirestess.css 8
200 201414114 FH2:41:19 AR @10.1.3.208 172.28.15.222 60470 ICommon/http-vs-001 10.1.3.65 Iwebsite_stevens 8
200 2014/4114 FF2:41:17 AR @10.1.3.208 172.28.15.222 60470 ICommon/http-vs-001 10.1.3.65 Iwebsite_stevens 7
200 2014714114 F2:41:10 AVR @10.1.3.208 172.28.15.222 60462 ICommon/http-vs-001 10.1.3.65 Iwebsite_steveniinfomation.aspix g
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IBM Security QRadar SIEM

Dashboard Offenses QELEYaUE Network Activity Assets Reports Vulnerabiliies Admin System Time: 5:57
Search.. ¥ Quick Searches ¥ W Add Filter k= Save Criteria I Save Results o. Cancel A-False Positive Rules ¥ Actions ¥ [Quick Filter... (2]
-
Viewing events from Oct 27, 2013 4:34:00 PM to Mov 9, 2013 4:39:00 PM  View: | Select An Option: IZ‘ Display:| Custom IZI ]
Using Search: F5 ASM
Current Filters:
o Completed
Log Source is F5 ASM  (Clear Filter)
v Current Statistics
Total Results 121803 Compressed Data Files Searched 0 (0B Total) Duration 2521ms
Data Files Searched 466 (223.4 MB Total) Index File Count 18 678 (7.6 MB Total)
B BE B FBuR E F5 Policy
23:E BN bl " g 4obil HIRIPERPort B 8yIPE&Port URI ey Severity
Event Hame Start Time « Iiioi:.tlle;i‘: request_stat attack_type Source IP Source Port Destination IP Deslt;g:ltlon uri response_code | F5_Seve =
HTTP Compliance Failure 11/813 10:... | Complianc... | blocked Mon-browser Clie... 192.168.31.75 50044 192.168.30.145 | 7179 sipinm 0 Error
HTTP Compliance Failure 11/8M310:... | Complianc... | blocked Mon-browser Clie_.. 192.168.31.75 44780 192.168.30.145 | 7179 ! 0 Error
lllegal Flow To URL 11/8M13 10: Invalid Co alerted Forceful Browsing 182 1683175 44279 192 16830145 7179 ! 0 Errar
Path Traversal 11/6M13 1:3... | Web Exploit | blocked Path Traversal 192.168.31.75 56713 192.168.30.144 | 5443 liissamples/sdik/asp/docsiwinmsdp.exe 0 Error
Path.TraversF[ ID- 55250097, Desc: Path Traversal } :eb Explu?t blocked Path.TraversaI 182.168.31.75 56711 192.168.30.144 | 8443 lissamples/sdk/asp/docsiwinmsdp.exe 0 Error
Predictable wd.... eb Exploit | blocked Predictable Reso... 192.168.31.75 56698 192.168.30.144 5443 Iperl! 1] Errar
Predictable Resource Location 11/6M3 1:3... | Web Exploit | blocked Predictable Reso... 182.168.31.75 56683 192.168.30.144 | 5443 fest/phpinfo.php 0 Errar
Predictable Resource Location 11/6/13 1:3... | Web Exploit | blocked Predictable Reso... 192.168.31.75 56681 192.168.30.144 | 8443 festiinfo.php 0 Error
Information Leakage 11/6M3 1:3... | Information... | alerted Information Leak... 192.168.31.75 56680 192.168.30.144 | 5443 ftest.php 302 Error
Command Execution 11/6M3 1:3 Command blocked Command Execut 182 168.31.75 BERTT 192 16830 144 | 8443 fhinftest-cqi 0 Errar
Command Execution 11/6M13 1:3...  Command ... blocked Command Execut... 192.168.31.75 56675 192.168.30.144 5443 Ibinftest-cai 0 Error | &
Information Leakage 11/6M13 1:3...  Information._..  alerted Information Leak... 182.168.31.75 56674 192.168.30.144 | 8443 legi-bin/printeny 302 Error
Command Execution 11613 1:3...  Command ... | blocked Information Leak... 192.168.31.75 56673 192.168.30.144 5443 Ioiniprinteny 0 Errar
Information Leakage 11/6M3 1:3_.. | Information_.. | blocked Information Leak... 192.168.31.75 56673 192.168.30.144 | 5443 fbin/printeny 0 Error
Information Leakage 11/6M13 1:3... | Information... | alerted Information Leak... 192.168.31.75 56672 192.168.30.144 8443 Icgi-bin/printeny 302 Error
Command Execution 11/6M13 1:3... | Command ... | blocked Information Leak... 192.168.31.75 56671 192.168.30.144 | 5443 fbinfprinteny 0 Error
Information Leakage 111613 1:3_.. | Information... | blocked Information Leak... 182.168.31.75 56671 192.168.30.144 | 8443 fbinfprinteny 0 Error
Predictable Resource Location 11613 1:3... blocked Predictable Reso.. 192.168.31.75 56628 192.168.30.144 5443 Iperlisamplesivolscai.pl o Error
Predictable Resource Location 11613 13 blocked Predictable Reso. .. 182.168.31.75 56627 192.168.30.144 | 8443 Iperlisamples/ndslogin.pl 0 Error
Predictable Resource Location 11613 1:3... blocked Predictable Reso.. 192.168.31.75 56626 192.168.30.144 8443 Iperlisamplesilancai.pl 0 Errar
Predictable Resource Location 116313 blocked Predictable Reso... 192.168.31.75 56625 192.168.30.144 | 5443 Iperllsamples/env.pl 0 Error
25  Predictable Resource Location 11/6M3 1:3 Web Exploit | blocked Fredictable Reso 192.168.31.75 56624 192 16830 144 | 8443 Iperlfenv pl 0 Errar
Command Execution 11/6M3 1:3... | Command .. | blocked Command Execut... 192.168.31.75 56574 192.168.30.144 | 5443 /binfcgi-test.exe 0 Error B
< | [0 | "

Displaying 1 to 40 of 121803 items (Elapsed time:
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F5 ASM p 3E53 4247 — w B A 55 v.s 12 #

IBM Security QRadar SIEM

Dashboard Offenses QEELEYSOUVE Network Activity Assets Reports Vulnerabilities Admin System Time: 5:58

Search.. ¥ Quick Searches ¥ % Add Filter kSave Criteria € Save Results g. Cancel *:False Positive Rules ¥ Actions ¥ [Quick Filter... @

Log Source is F5 ASM  (Clear Filter)
* Current Statistics

Total Results 121803 Compressed Data Files Searched 0 (0B Total) Duration 115 152ms
Data Files Searched 466 (223.4 MB Total) Index File Count 18 678 (7.6 MB Total)
Top 10 response_code Results By attack_type (Unigue Count) 3] Top 10 response_code Results By Event Name (3]
10/27/13 4:34 PM - 11/9/13 4:39 P 10/2713 434 PM - 11/9/13 4:39 PM
2 ¥ EEHTTP Response Code 2
% WE R (Attack Type) , A K
% =
R A #Blocked (Request Status)
6 q; .r'. II|
: SEm
77 %
8% 0 — S —
v Legend v Legend =
0 @404 EB302 EB200 EBSO1 500 ER403 EB400 405 0 @200 EB404 EB302 EBSOA 500 @403 @400 405
(Hide Charts)
request_stat . L . . F5_Severity
RSO0 SEICUUE Event Hame Start Time LowiLeyet {Unique attack_type (Unique Source IP Source Port Destination [P Desatony R (Uikne {Unigque Magnitude Log Source Eve
- Category Count) Count) Port Count) Count)
501 Multiple (2} 10/29/131...  Multiple (2 blocked Multiple (2} 10.24.11... | Multiple (27} 192.168.30.145 7179 Multiple (181  Multiple (2} 5 F5 ASM
500 SQL-Injection 10/3113 4., S0L Injection | alerted S0L-Injection 10.24.11... | Mulliple (72} 192.168.30.144  B443 Multiple (5)  Error 7 F5 ASM
405 Illegal HTTF Response Status 10/29113 1. Warning blocked HTTF Parser Attack 10,24 11 Multiple (10} 192.168.30145 7179 Multiple (10}  Informational 5 F5 ASM
404 Multiple (11} 10/29M13 1...  Multiple (7 alerted Multiple (12 10.24.11...  Multiple (501} Multiple (2} Multiple (2)  Multiple (389} Error 4 F5 ASM
403 lllegal HTTP Response Status 10/2913 1. Warning blocked HTTP Parser Attack Multiple (2 Multiple (43 192.168.30.145 7179 Multiple (4 Informational 5 F5ASM
400 Cross Site Scripting (X85) 1003013 7.... Cross Site .. alerted Cross Site Scripting (XS5} 10.24.11... | 53346 192.168.30.144 | 8443 Ictcbportal... | Error 7| F5 ASM
302 Multiple (9} 10/30/13 5., Multiple (6 alerted Multiple (10 Multiple (31 Multiple (2. 192.168.30.144 8443 Multiple (1.... Error 3 F5ASM |
200 Multiple (12} 10/2813 2. Multiple (7 alerted Multiple (9} Multiple (3} Multiple (116) Multiple (3} Multiple (3)  Multiple (50} = Multiple (2) 4 F5 ASM
0 Multiple (34] 1012813 1. Multiple (17}  Multiple (2} Multiple (122 Multiple (3} | Multiple (16...  Multiple (2} Multiple (2} | Multiple (29. . Multiple (4} 3 F5ASM -
14 [ | +
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IBM X-Force
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IBM X-Force Exchange: http://xforce.ibmcloud.com

 IBMX-Force
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X-Force Threat Intelligence
. HBiE15F AR
- BERESDEERRERN

_ Threat Intelligence
http://xforce.ibmcloud.com Databases

Search AlertCon™ Threat Level { 1

o Activity Collections

~
My Coll

Current Threat Activity 1

1.233.187 186.3.44.230 190.253.187.144 197.27.87.111 | 41.143.58.200 186.56.134.65
a Ecuador Colombia Tunisia Morocco Argentina
Dynamic IPs Spam, Dynamic IPs Spam, Dynamic IPs Spam, DynamiclPs | Spam, Dynamic IPs Spam, Dynamic IPs

Malicious IP addresses in the last hour
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F5 ASM & Guardium for application user identifier

BiG-IP ASN Event Notification
4 and User Metadata

Syslog to SIEM InfoSphere Guardium

Database Activity
- External Network S .
Clients Firewall 2 Monitoring Appliance
o BIG-IP Application {mesm)
1 PP 3 5
w_:-:-: Security Manager [
. e

IEM Maximo

T

Database Database
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Guardium sample report — end user identifier by F5 ASM

ull QL
}

Timestamp
2013-02-25
18:34:16.0
2013-02-25
18:33:49.0
2013-02-25
18:33:428.0
2013-02-25
18:33:37.0

IBM Security

DB User

Client IP Server IP Source Program
Hame

182.168.10.211 152.168.10. 240062 CC_APPLICATIONDBZINST1
182.168.10.211 152.188.10. 240 0B21CC_APPLICATIONDBZINST1
182.168.10.211 152.188.10.240 062 CC_APPLICATIONDBZINST1

182.168.10.211 192.168.10.2400821CC_APPLICATIONDBZINST1

Application User

Full Sql

:r-1D%‘5311:1F2.1E.1D.216:p.u.u.u:1?2.16.10.211:;‘Enmmnn zelect * from db2inst1.11 where F2 =

/Sec_pro

=]

:r.1D¥Culfred2;1 72.16.10.21 ﬁ;h.ﬂ.ﬂ.ﬂﬂ 72.16.10.211;/Commen gelect * from dbZinst1.t1 where F2 =

ISec_pro

‘AlfredZ”

:r-1lil¥|:|ﬂul?:1?2.16.1D.16?{D.D.D.U:1?2.16.10.211:.-'I30mmnn zelect * from dbZinst1.11 where F2 =

ISec_pro
:r.1|::|—|:aul5:1 721610167,

h.D.D.D:1T2.1ﬁ.1D_211:J'E'.clmmun

ISec_pro

paul?
zelect * from dbZinst1 11 where F2 =
‘pauls’
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IBM Guardium A &7 #

Vulnerability Assessment

Best practice & secure configuration

Data & File Activity Monitoring

For data security & compliance

Standard DAM o #HREFTAS

» HRERENT . SR
° EDHT/E? ?7‘!1 %E_IJEIJ_-HE}_H—
- AR EAERIT TR

« R EEREIZRE o EEMNB RIS
) /)IL%E IBM ISphare ¢ é-l-'H s

Advanced DAM Guardium
o HEETEIZ 247t

o RIEIE 1B 4R PH KR JELE BhEs st —
. ERERE WEE IS

o MBI RIR

Central Management & Aggregation
Manage and use large deployments as a single federated system
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Guardium 7 #¥&5 5
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Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper access from within and outside

your enterprise. Improper access can result in information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks
on others. No IT system or product should be considered completely secure and no single product, service or security measure can be completely effective in preventing improper use or access.
IBM systems, products and services are designed to be part of a lawful, comprehensive security approach, which will necessarily involve additional operational procedures, and may require other

systems, products or services to be most effective. IBM DOES NOT WARRANT THAT ANY SYSTEMS, PRODUCTS OR SERVICES ARE IMMUNE FROM, OR WILL MAKE YOUR ENTERPRISE
IMMUNE FROM, THE MALICIOUS OR ILLEGAL CONDUCT OF ANY PARTY.

THANK YOU B

www.iIbm.com/security

IBM Security

Intelligence. Integration. Expertise.

© Copyright IBM Corporation 2016. All rights reserved. The information contained in these materials is provided for informational purposes only, and is provided AS IS without warranty of any
kind, express or implied. IBM shall not be responsible for any damages arising out of the use of, or otherwise related to, these materials. Nothing contained in these materials is intended to, nor
shall have the effect of, creating any warranties or representations from IBM or its suppliers or licensors, or altering the terms and conditions of the applicable license agreement governing the use
of IBM software. References in these materials to IBM products, programs, or services do not imply that they will be available in all countries in which IBM operates. Product release dates and / or
capabilities referenced in these materials may change at any time at IBM’s sole discretion based on market opportunities or other factors, and are not intended to be a commitment to future product
or feature availability in any way. IBM, the IBM logo, and other IBM products and services are trademarks of the International Business Machines Corporation, in the United States, other countries
or both. Other company, product, or service names may be trademarks or service marks of others.



