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Agenda

= The Tivoli Enterprise Portal And Integrated
Performance And Availability Automation

= About Situations And Policies
= Situation Review
= Policies — Definition And Deployment

= Policy Usage Recommendations And Best
Practices

= Summary And Questions
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Tivoli Enterprise Portal (The TEP)
Integrated Performance, Avallablllty, And Systems
Management

Tivoli Enterprise Portal [JlE =S ITS I TEP is a common

enables integrated Tivoli Enterprise Portal user interface for
alert and automation (TEP) a variety of Tivoli

capabilities solutions
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Tivoli Enterprise Portal
Integrated Performance And Availability Automation

= The TEP provides manual commands and corrections
» ‘Take Action’ provides for manual command capability
» Commands may be predefined

= The TEP enables automated commands and corrections

» Implement machine speed corrective actions, issue alerts, and
allow for later human intervention

» Use for automated commands for dynamic subsystem
management and ‘tweaks’ as the workload and system changes

» Situations - Use for simple “fire and forget” type of scenarios

» Policies — Use for more sophisticated performance automation
scenarios

Note - Policy automation requires OMEGAMON Dashboard Edition (DE)
which is a separately licensable item on z/OS
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Tivoli Enterprise Portal
Integrated Command And Automation Options

= The TEP provides multiple command options
» Manual ‘Take Action’, Situations, Policies
= Take Action provides for manual command capability
» Commands may be predefined
= Situations are the basic building blocks for alerts and notification

» Situations drive alerts and notification
» Situations offer automated reflex action command function

= Policies allow for multiple step commands, checks, and
automated actions

» Policies consist of a combination of situations, commands, and
other checks

» Policies provide added flexibility and power
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About Situations And Policies

= Situations are the building blocks of systems
management logic in the Tivoli Enterprise Portal (TEP)

» Situations may be used to highlight performance and availability
problems within key operating systems, subsystems, and
mission critical resources

» Situation logic may be distributed to the agent (IRA architecture)
= Situations typically run at the level of the agent (TEMA)

= Policies extend concepts established with situations and
add additional functionality to the TEP

» Situations remain the essential starting point
» Policies add additional function and flexibility
» Policies run within the TEMS infrastructure
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Understanding The Capabilities Of Situations
Powerful, Flexible Alerts And Automation

= OMEGAMON XE situation capabilities allow for
more intelligent alerts that integrate and correlate
status and information

= Situations may incorporate Boolean logic
= Situations may be correlated with other situations
= Situations may in turn drive automated corrections

= Situations are the essential starting point for policy
automation




| IBM Software Group | Tivoli software

Situations — The Starting Point
Highlight Performance And Availability Issues

Tivoli. Enterprise Portal
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- Marme Display [tem Origin Mode Global Time
@, Open Kah_Resource_Health_Crit DEMO_SRYR | DEMOFLXDEMOFLXSA, 0702007 13
@ Open KKah_Resource_Health_Crit SYSPLEX DEMOPLXDEMOPLGA 07/02/07 1
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# Opan kah_Rsrc_Mot_Satisfactors_Crit DEMO_SRVR | DEMOFRLXDEMQR LY S, 07i02407 173
@ Open Kah_Rsrc_Mot_Satisfactory_Crit DEMOMNZ DEMOPLCDEMOPLSA 0702407 13
Eﬂh; Onpen kkah Mitr Health Status Crit DEMOMNZ DEMOPLXDEMOPLSA 070207 13.7
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Situations - A Basic Example
Alert On DB2 Threads With More Than ‘n’ Getpages

@ Situations for - Detailed Thread Exception

H i B

\EI-I' Detailed Thread Exceptlcun ‘

fr Formula I Distribution | TP Expert Advice | 377 Action | ) Until|

CDescription

= s nMvSDB2

s [EAN_Threar

@ Craate Mew. .

@ 0PVl g oo another.. Distribution tab to specify where situation runs.
B o, Expert advice is customizable.
Start/stop & Stop Sitaion [0 Action tab to execute command.
situation & Delete Situation
&= Associate Gggt'uanﬁ{e
£ Dissociate T — . . . =
L o Specify alert criteria. e
This may include one or

sampling interval

multiple attribute criteria.

Click inside a cell of the formula editar to see a description of the attribute for that column
and to compose the expression.

Add a condition by clicking Add conditions and selecting the situations to embed or

v
2

attributes you want to include. M
Situation Farmula Capacity |i 5% ’ Add conditions... ] [ Advanced... ]
Sampling interval Sound State

[ Enahle critical way Critical [- |

(ol ol 1} @lﬂ

dodd  hh

[] Run at startup

[ Play ] [ Edlt... ]

Specify severity and whether to

run at Omegamon startup
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Situations
‘Action’ To Perform Commands And Corrections

@ Situations for - Detailed Thread Exoeption E
Holp B o | £ Formula || Distribution || P Epent .ﬂ\dvicel P Acﬁon| i

[E} Detailed Thread Exception

= & Mvs DB2
&
4 WDP_WTRE_Critical
s KDP_WTRE Warning

Where command
is executed

~Action Selection

() System Command () Universal Message

HSystem Command

| LG 'DB2 Thread Alert Message - &{DB2_Thread_Exceptions Plan_ Name} £{DB2 Thread Exceptions Authorization

Attribute Substitution. ..

~Ifthe condition is true for more than one monitored item: ~

(%) Only take action on first tem W
Attribute substitution in
the command line

() Take action on each item

—Where should the Action be executed (perfarmed):
O Execute the Action at the Managed System (Lgent)
@ Execute the Action at the Managing Systern (TEMS)

~Ifthe condition stays true over multiple intervals:
@ Don't take action twice in & rowve (wait until stustion goes falze then true againg

() Take action in each interval

System commands may be executed when the situation is true

Examples of actions include:
DB2 thread kill command
Issuing messages to the console

Any valid z/OS console command

Issuing commands to drive notification
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Situations
General Recommendations And Rules Of Thumb

= Make situations Meaningful, Actionable, and Useful

= Meaningful situations
» Situation naming is flexible — make the names understandable
» Adopt a situation naming convention
= Makes it easier to identify customer created versus product provided situations

= Actionable situations
» Have appropriate notification
= A workspace with an alert icon, command/message notification
» As a standard have expert advice
» Have pre-defined take actions where appropriate

= Useful situations
» Eliminate phony alert indicators — tune out the noise
» If an alert situation fires it should indicate an actual issue
= An alert, an owner, and a consequence
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Policies Expand The Concept Of Integrated Performance

Automation
I =
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Y| FEBRRX| v~ Check if threads
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| Extensions

General activities
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Wait until a
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e

Evaluate a

creation into DB2
is bottlenecked

D Pelmsziegeqety

Wait until EVW_
Demo_Thread_

Queueing is True

A policy

may

situation now

Talra artinn ar

execute
multiple
checks
and steps

—Edward A \Wood
Moty StartiStop

Situgtion is true

Situation is true

Wait until
ClCSplex_
DEZThreadHWM _

Critical is True

If true issue console commands

Lo

Tale action: -SET
SYSPARM

Attion succeeded

Check if the problem
is impacting CICS

=JE3
™

][ Cancel ][
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Policies And Performance Automation

= Policies allow for more sophisticated performance
automation scenarios

» Multiple situation checks, multiple commands

= Policies allow for the implementation of machine
speed corrective actions and issuing alerts

= Potential uses of policies include
» Basic alert correlation with corrective actions
» Forwarding of alerts to other alert managers
» Use as a mechanism to feed other automation technologies
» Dynamic management of monitoring infrastructure
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Tivoli Enterprise Portal — Policy Support
Requirements And Pre-Requisites

Tivoli. Enterprise Portal

@le Status | Owner Situation Marme
@ UNIK SYS‘tEmS - |=R=au i Sl pPTORTSTr T
f Windows Systems ) ] Crrtlcal Qpen NET _Appl_Datagram_Rate
[ zi0S Plexes & Systems | [ Critical Jpen MAT_Conn_Rnd_Trip_Time
(B =M & Linux Systems M [ Critical Opern DNETZ69_Situation_teste
I'_'I [ i d Pt Bl Tala] BATCAriae A MAarmAaAaar Drabklarn

= Policy support requires OMEGAMON DE (Dashboard Edition) enablement
= OMEGAMON DE is included for ITM 6.1 distributed monitoring customers
= OMEGAMON DE is a separate component with z/OS monitoring
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To Launch The Policy Editor

Tivoli. Enterprise Portal
Et View _Help €] KFWITM1071 Please wait while Workflow Dialog is constructed.

File

T'%,/ 3:00:59 PMEFWITH 101 ; retrieving workflow definitions from sener.

Start/stop ‘ ; , J ,
the policy

|

Correlate by Host
Name or Application

Enter the
policy name

Lindn Edit'u'inrl-:ﬂ... FPolicy name Distri_buted Autu_star’[ SaveEsults Correlate by Limitgstarts Reitart

% e _Policy [ ] [ ] Hozt Marne [ [ | )
< I Hazt hame
Host Address .
fm‘ig rkfl o Edditar Where does the Lagical Application Graup Restart p0| ICY

p0||cy run Lncorrelated after it executes

YRR X oo

orkflow companents :" New_Policy - Grapher View g
| Extension [ Mame missing |
eneral activities | Ernitter activities | T_ﬂ
v S ) \
> el Ut Demi. Policies start with a situation
Wait urtil a DB2 AletizTrue
situation is True
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Policy Editor — Actions And Options

~Whorkdl owe Editor
@Workﬂm W b BB X 0o Emit alerts to
~Policy Details orkflowy components TEC or SNMP
i Cornpatibility levels | Genersl activities || Emitter activities || Exensions | Mame missing
@ @aTBXg E ]
4=+
ndo Edit Warkfl... FPalicy name Distributed | —_ — —_ —_
i dnets81_demo_basic_pal ] :% :% :% :%
<1 I
o TEC_Event| |ITO_Event MetView_Event SMMP Event
~orkflowe Editor
Y s BRX| oo BAPBIIXN | =
orkflow components | ~WWorkflow Editor
General activities | Emitter activities | Extensions | Mame missing | 4 Q, X BBR X | v« ca .J:l| 5| C( ':»{ RJ iﬂ-?
H orkflow components 4
r'":_',""r‘ | General activities || Emitter activities || EXtensions | Name missing | »
L& e D
+
Wait until a Evaluate a Talee action or
situation is True situation now Write message . . . . .
e Wait until situation is false
ait until a .
situztion is False to restart the pollcy
Suspend Start/Stop a Start/Stop a
execution palicy situation

(

Edweard A Wiood
Modify

StartiStop

Evaluate situations
Take action
Start/stop situations & policies

The policy editor provides multiple
options to issue commands, emit alert

info, control the flow of policy execution,
and start/stop situations and policies.
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Basic Policy - Example Scenario

ve A Situation Trigger Multiple Commands

~Faolicy Details

4 @4 TBX

"Cumpatibiliwlevels

Lnda

Edit Workf...

%, 4

E

~wiarkflone Editar

R % BB X | oo

P =Ry

arkflow components

| Extenzion

Mame missing

General activities

| Emitter activities

|= 21 dnet581_demg_h

L,
[eHaH
&

Wait urtil a

situation is True

Evaluate a

situation now

Lot

Take action or
Write message

Wait until Demo_

|DB2_Alertis True|

|
Check for
DB2 Alert

Situation rue :

Action

Take action: LOG
This is...

Take action: LOG
'"This i...

\ [

Issue second

command

Issue first
command

Edward A Wood
IVModify

StartiStop

K H Catcel H Apply ][ Help ]
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Take Action Options Within A Policy

rFS 4
—Workflowe Editor

Y fBRRX| v o

| =
el eddulli : il dnet581 _demo_basic_pol - GGranher Yiew
| Extension Il Matme missing | g i
General activities | Emitter activities | = < Action Settings m
o
= & S
3, e @ ~Action Selection
[EHaH : : .
+,.-.'@ Wait until Demo_ () Universal Message (%) Systern Cornrrand
DBEZ Alert iz True
Wait until a ~Systerm Command
situation is True £ | LOG 'This iz atest message - DB2 message SWatOnSitustiond :DB2_Thread_Exceptions Plan_Mame' |

Situation is true

Attribute...

Attribute substitution in

e

Evaluate a
situation now

Take the action at the agent
Which agent?
Where is the agent?

the command line

—If multiple data items are returned

(%) Only take action on the first item

() Take action on each tem from activity: |'L-"-Jait0n5'rtuation1 |

Continue processing rowes on failure

—where should the action be executed

Take the action at the TEMS

(:) Execute the action at the agent that returned data for activity: |Wait0n5'rtuatiu:un1 |

Which TEMS?
Where is the TEMS?

{#) Execute the action at the TEMS

() Execute the action st | omecLIzLE |

0.4 H Cancel H Help ]

dictates the appropriat [
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Distributi

on Controls Where Policy Is Executed And

How Situations Are Evaluated

Falicy Details

@ @ DB X

o Click ‘Distributed’ to specify

policy distribution. Controls

. * CHEGHNS MY SE KNS AGENT M
Specify a managed system for the EohBlscIgiEL CRNT
Situation _ in thIS example * ~Availahle Managed System Lists
. . *all_Chis ~
DSNC:MVSA:DB2 e t
% HZUSTOM_LAGENTOD

Evaluate a
situation now

Edit Work.. Palicy name Distributed | huto start_| SERTOVAVH ICRUTR Tl [[aATA (V] [N
p dnet581_demao_basic_pal ' arme. New f |
>
Start/stop 2]
the policy === £» Change Policy Distribution
E F : o i
E " & Ba @ —Assigned ~Available Managed Systems—————————— nm £ Q G{ Gk é-‘-r?
MOIKIICVPCOMBORBISY) | Dsnc.wvsA DB2 OMEGLNXZ LI g
5 EVF O MY S 0 MOES A, ka
General activities EVE bt MOES A, L]
ChM1 6
Y CHEGDSSR:MYSC STORAGE
s CHEGDSST:MYS A STORAGE
o
CHEGHT MY S A KNIASENT

Remember |-oo.IiLc.;.ies run in a TEMS

et

Talee action or
Write message

At policy start the user will be prompted

to select a TEMS
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To See The Status Of Policy Distribution To A
Managed System

Tivoli. Enterprise Portal

Log out

File Edit “iew Help

II%?—E@SUEJEE.@@J@E@@IQEIIIEQE@IA
= View: | Physical ~| =

® &

| 1 |
a & @ I @ [& @@ Manage Policy at Managed System: DSNC:MVSA:DBE2
Severity Statu|

2
Warning Operd| ® L

Eky XCF Systems Data for Sysple:

ZI0S Management Consale
Warning Operll MName Warsion Auto Start | Distributed |Limitrestar.| Restat | Description
= WS ! _ :
(@& cics Warning Opey| Hnetss1_demno_basic_pal 04.00.00 «f v New Policy
Warning Opef]||2net581_demo_pol2 13.50.00 v of  [MewPolicy
= [y oB2 - DMET581_DEMO_POLICY |03.50.00 o7 o/  |NewPolicy
= Warhing Oper|

L DE1SMVSA:DEZ i
B coosvsaDeEZ WWarning
DENAMYSADE2
DSMNEMYS A DE2
DSNCMYSA: DB

4 Situations. ..
% Manage Situations
?E hanage Folicies

#
g ® o E

<l

@ Frint Preview:...

2 Prirt..

Froperties...

M2T_Appl_Retransmission_Count [ﬁ Open
QSeries Bufpool_Buffer_Shr CriF ﬁ Closed
Kah_Mmitr_Health_Status_Info £ ﬁ Closed
Deme_[BZ_Alert ] Cloged [ cose | seectan | [ Deselectar | [ Hew |
dnetd14_CPU nghD ™ Closed
4 I s

' Server Available Enterprise - hgdnt2.demopka.ibm.com - DNETS81

IG Hub Tirne: Thu, 0171072008 09:06 Ah
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| I In the example the policy will:

| . .
Jp— Check the situation status
@‘3”1 Action sucoeaded _ﬂZ{‘ Execute the first command
Execute the second command
Wait until Demo_ Take action: LOG
DB2_Alertis True "This i... Restart
$HASP250 DNET145 PURGED -- (JOB KEY WRS C1C5C854)
— o=y IEA989I SLIP TRAP ID=X33E MATCHED. JOBNAME First command 51.
Situatlon is true -ﬂ%| FPEVO511I DSNB HISTORY DATA SET WRAPPED, Azrz LNIERVHLS S1URED
T LOG 'This is a test message - DB2 message ADHPLAN3’
Take action: LOG
This is...

LOG ' This is a second test message’ Second command

Restart
lcnoocol oL.rP TRAP ID=X33E MATCHED. JOBNAME =4S s S

Note — The interval of LOGON First command
the situation will have LOG 'This is a test message - DB2 message ADHPLAN3’
an impact on the

i P LOG ' This is a second test message’

$HASP100 DNET581 ON TSOINRDR
$HASP373 DNET581 STARTED
IEF125I DNET581 - LOGGED ON - TIME=10.06.27
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Wait Until False Logic
Expands The Flexibility Of Policies

A

—Workflowe Editor
1 Polla)zziegege ity
= =3
liad

r":-'}r =
\& f

Wait until Demo_ b sliccaaded Take action: LOG

DB2_Alertis True) "Thisi...

Situation is tru Action
Take action: LOG
This is...
OMEGAMON XE V4.1 added
3 support for wait until false logic

Allows additional logic and
flexibility in policy support
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Policy Example
Multiple Situations, Multiple Commands

~Policy Details
_ Compatibility 1evels
G & BEX e [
Unda Edit Workfl... Folicy name Distributed | Auto stant | Save results Correlate by s Correlate by
o s DNETS81_DEMO_POLICY o . ) Host Name a8 host name
<] | [Rosthame |
Ao Host Address
—orkilow Editor Logical Application Groug
. : Lncorrelated f e
Y 4B X[ o o 1 P ElER gy
arkflove components EF » S— To—
Lt - { - /DNET581_DEMO_POLICY - Grapher View
| Extension I hame mmissing —_—

General activities Etnitter activities |

.Y
% '1%'} -
g @ yS Ml Check
g : it unti
._ Wait until Demo_ ; MQEHEE:!;[EL;T;L: 0_ MQ alert

R “'\ctmn succeeded
DBE2_Alert isTrue Channel_
Stopped is True

jon s frye '%

Tale action: LOG

Note — The DB2 alert and the MQ TERLM oAl
alert are independent events.
The same would apply for two
situations of the same agent type
or managed system

Wai urtil a
situation is True

Check
DB2 alert

Situation is true
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Distribution Of The Policy

General activities

e

Wait urtil a
situation is True

Tale action or
Write message

WA Y S8 MEES A
WHEE MY S A MEES A

Specify a managed system for the
DB2 situation — in this example
] DSNC:MVSA:DB2

CHMTE
CHEGDEERMYSCSTORAGE
CHEGDSET MyYSA STORAGE
CHEGHMI MY S A KMIAGERNT
CHEGM I MY SE KNIAGENT

(=fad AL~ ¥ W) bR N EhIT

~fvailahle Managed System Lists

FALL_Chs

*CRIRA_MGR
*CUSTOM _UAGEMTOD
FCUSTOM_ZTVWE00
*EIE

*FEMERIC _COMFIG
*HUE
*LIMUE =% STEM

ARATID kAT

[ Edlit Managed Systerm Lists ]

Ok, H Cancel H Help

]

action: LOG
STME. ..

~Policy Details
: Compatikility levels
@ & OBmXZ K
Un_dn Edit'u'inrkﬂ... Falicy name Distri_huted Aum_start SaveEsults Carrelate by LimitEstans Reitart
b | %  DMET581_DEMO_POLICY [0 [  HostMame ] Mew |~

.< l . 111} I
. 4
—Workflow Editor & Change Pbliq,r Dist

RAREY ~Assigned

otkflowe components
——————— | DSNC:MYSLDE?
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Another Policy Example
‘Multiple Situations And Commands — Different Hosts

0l OWS
~Falicy Details
o ) Compagibilite leve -
@@ dBXS Correlate by Logical

|
Li

Carrelate b

Application

nda Edit Workfl...

! E 2= PR
<_I .......

S,
—warkflow Editor

R BRRX | v o

orkflow components

FPalicy narme Distributed

Auto start | Save results

| Extension I Marne missing

General activities | Emitter activities |
.S
- q ] Action s
rirj‘r Wait until Demo_
F@ DB2_Alert is True
Wait urttil a
situation is True

Talke action: LOG

Evaluzte a SESTEME Take action: LO G

situation now "TEST M...

Issue command Issue command
N
—

A
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Distribution Of The Policy

~Palicy Details

aaTBXL

atibility levels

Lnda Edit Warkfl...

Falicy name

Distributed

Alto start | Save results

Caorrelate by

Lirmit restarts

Restart

F %

—wWiorkflow Editor

Y BB X 0o

arkfloe companents

~Available Manaoed Systems

[ Extensian

General activities

"

B
[aHaH#
")

Wait until a
situation is True

Evaluate a
situation now

[ )

—Assigned
- TEST_LIST
Marne ris:
Etnitter ad
J=+

Distribution for this policy is
to a Managed System List

—Available Managed System Lists

*ALL_ChS
*CPIRA_MGR
HCUSTOM_UAGENTOO
FCUSTOM_ZTAS00
*EIE

HGEMERIC _COMFIG
*HUE
FLIMLC_SYSTEM

EAY, Pt [ =3 (W Y. N =1

[

Edward A. YWood
Modify StartiStop

[ Edlit Maraged Systern Lists ]

[Py ENERegeg vy

I = <]

L

e action: LOG
TEST M...

8],1 ][ Cancel ][

Help

)
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Policies Require An Understanding Of The

Monitoring Infrastructure " Windows
Distribution of policies requires a more complete ITM TEMA
understanding of the monitoring topology . i_

Whatagents? | W LIPTICCCC PP RRCCe
Agents on what platforms? r IIIIIIIIIIIIIIIIIIIIII:
What TEMS? : UNIX :
TEMS hat platf ? : :
on what platforms ITM TEMA | i
Portal Server
TEPS : Linux
= ITM TEMA

:| OMEGAMON

- OMEGAMON |:
TEMA :

TEMA

:[ OMEGAMON
: TEMA

~ < OMEGAMON |}




| IBM Software Group | Tivoli softwa

re

A Common Scenario - Use Policies To Forward Alerts

TEC_Event| [ITO_Event DBE2_Alertis True

Policies may be used to forward alert [

~Workflow Editor
ARl s HARSBIIYY
GrklmCompenzits : 5/ dnet581_SNMP - Grapher View
| Extensions Il Ilatne missing |
| Generslactivities | Emitter activities h]

o]
= = ctivitie \ “."ﬁ'
% % , _ Situation is trué!
Wait until Demo_

SHMP_Eventd

<o Emitter Settings

!

MetView _Event

SMMP Event

information to TEC or to SNMP .
managers. This is one of the more
common usages of policies.

Note — for z/OS hub TEMS a policy is
needed to forward alerts to TEC. For
non-z/0OS hubs this limitation does not

apply.

~Emitter Type
ShHKP Everit
~Parameters
Emitter target Current value
Severity DE2 Thread Exceptions Plan Mame
Categary DB2 Thread Exceptiors DE2ID
TrapDestination
Aftributes

Pass information attributes

as part of SNMP alert

{Operatmn Mode

(%) Invoke emitter once for each data row

() Bundle data rovws and invoke emitter once
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Another Common Usage
Use Policies As An ‘Overseer’ For The Tivoli Monitoring Infrastructure

= Some situation alerts are sensitive to certain times of day or day of
week considerations

» This may be due to operational or off-hours processing concerns
» Workloads will often vary during the day and during the week
» Some issues are critical during prime time and not as critical off-hours

= ‘Overseer’ policies may be used to manage monitoring activity

» Policies may be used to start/stop situations as needed based upon
specified logic

= Simplifies coding and maintenance in the underlying situations

» Policies may be used to start/stop other policies as needed based upon
specified logic

» Optimize monitoring activity by running situations and policies on an ‘as
needed’ basis
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Example
Using Policies To Manage Time Of Day Sensitive Situations

= Using policies to manage time of day sensitivity
provides several advantages

» Simplified situation formula (not cluttered with local_time
predicates)

» Increased space available for application attributes in the
situation formula (Local_Time predicates can be complex and
consume most of the formula)

» Maintenance of the situations is greatly eased

» Mixing application tables and LocalTime restricts certain features
or situations

» Reduced overhead: the situations are only running when needed
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Using A Policy To Manage Situations Based Upon
Time Of Day Requirements

Overseer policy to start situations

Situation is true

NS

Wait until
Qverseer_Maon_
to_Fri_08 to_17

isTrue

L.

Bo

Start situation
PSI_IHT_4_
Depth_High

o

Start situation
PSI_IHT_3_
Depth_High

Overseer policy to stop situations

Situation |
£
L&
Wait urtil
Qverseer_Mon_ ]
to_F ri_08_to_17 2N IS trU
isTrue
Wait until

Qverseer_Mon_
to_Fri_08_to_17
iz Falze

Stung iz false

o

Stop situation
PSI_IHT_4_
Cepth_High

Use policies to start/stop situations based on

@o

Stop stuation
PSI_IHT_3_
Depth_High

a variety of criteria
Time of day

Start specific analysis situations
and more.....
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Policies
What They Are And What They Are Not

= Policies — What they are

» Policies extend concepts established with situations and add additional
functionality to the TEP

» Policies expand the integrated command and control capabilities of the TEP
= Situations remain the essential starting point

» Policies add additional function and flexibility to situation capabilities

» Policies may be used for basic alert correlation

= Policies — What they are not

» The command capabilities of situations and policies are not a substitute for a
full function automation engine

= Policies and situations may be used to feed mechanisms such as SA/z

» While policies may be used for basic alert correlation, policies are not a
correlation engine

= Understand the limitations of policies containing multiple situations
= For high volume, complex event correlation consider other Tivoli solutions
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Policies Versus Situations - Recommendations

= Use situations as the primary alert/command mechanism
when possible

» Situations will typically be more efficient than using policies

= Well crafted situations using appropriate sampling intervals
and boolean logic will be highly effective

» Situations can usually run at the level of the agent
= Policies must be executed within the TEMS infrastructure
= Situations may exploit agent intelligent remote architecture
» Situations will typically be easier to deploy

= Policies will require more working knowledge of the
monitoring topology and infrastructure

= Use policies to expand the capabilities of situations

» When multiple commands required
» When alerts to TEC or SNMP required
» Use policies to make situation management more efficient
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Policies — Recommendations And Best Practices

= Policies provide an exciting and powerful command and control facility
integrated directly within Tivoli Enterprise Portal (TEP)
= Use policies where it is the most appropriate
» Use policies when the job cannot be accomplished by situations alone
= Example — the scenario requires multiple commands be issued
» Use policies to optimize the monitoring and alerting
= Example — use policies to activate situations when needed

» Use a keep it simple methodology. Consider carefully before deploying
large multi-situation policies across large numbers of managed systems

= Test to make sure desired outcome is achieved

= Have a clear understanding of the agent/TEMS topology and
requirements when deploying policies

» Understand the subtleties of how policies operate
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Policies — Recommendations And Best Practices

= There are many excellent uses for policies
» Scenarios where a situation alert requires multiple commands be executed

= Example — policy issues a corrective command and then issues a
notification command to alert the corrective action was taken

» Scenarios where monitoring information from multiple situations needs to be
fed to automation

= Example — multi-situation policy where commands are issued to pass alert
information to console automation

» Situations that need to pass alert information to other alert technologies

= Example — alerts to TEC (depending upon TEMS topology), SNMP alerts
» Use policies to optimize situation and monitoring usage

= Example — policies to start certain higher cost situations only as needed

= Example — policies to manage situations based upon time of day
requirements

= The benefit is to save the cost of ongoing alerting and monitoring
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Summary - And Thank You

= Policies are an important component of the Tivoli Enterprise Portal
and OMEGAMON DE

= Policies expand the integrated automation capabilities of the TEP
= When used effectively policies truly expand the power of the portal

= Thank you to my IBM colleagues for their very
valuable input to this presentation

» Richard Roy, Ken Stroble, Bay Van Horne, Joe
Means, Barry Lamkin, Don Zeunert, Mike Stevens,
Lih Wang
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Thank You for Joining Us today!

Go to www.ibm.com/software/systemz to:
» Replay this teleconference

» Replay previously broadcast teleconferences

» Register for upcoming events




