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Track & trace and anti-counterfeiting
for safety-critical and high-value goods

Securing the supply chain for increased profitability



Overview

e Introducing Bilcare

e Securing the Supply Chain
— Enhance traceability
— Reduce counterfeiting

e Pharma Supply Chains
— US
— Europe
e Deploying Technology
e Bilcare’s nonClonable™
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Bilcare

Bilcare Group

The only dedicated global company
in the world focused on pharma
packaging solutions facilitating
life-science industry from

drug discovery to market
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fcare is a unique orgamzation with a strong research
foundation and an unending quest for global leadership,

An organization integrated with global pharmacesticals.

An prganization with best in glass manutacturing and research
tacilities spread worldwide with a foous on innovative solutipns,

An organization made up of motivated people who go that
extra mile to spread excellence and joy.
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Bilcare spans the pharma value chain
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New medicines are expensive to develop. Once commercialized brand owners need:
» Functional packaging for the environment, security, and the brand message
» Secure supply chain to the patient
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found in North East London

Counterfeiting costs the global automotive parts
industry $12 billion a year.
- Federal Trade Commission (FTC)

S Mo "UCP" logo
S, on side of closure

—— o
. DISTILLERS incorrectly
Bt rpelled as DISTILLERIES"

-,

It is estimated that more than 10% of the global
medicines market is accounted for by counterfeit drugs.
- World Health Organization (WHO)
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Revenue loss to U.S. trademark holders is $200 billion= |

per year.
- International Anti-counterfeiting Coalition (IACC)

Fake lot code LO4P24878342
printed on rear of centre label

7% of the world trade is in counterfeit goods and the
counterfeit market is worth $350 billion.
- International Chamber of Commerce (ICC)

Ho E mark on base between
*¥00ml and 73mm™

Genuine Counterfeit

This implies that existing supply chains are inherently unsecure



More € unterfelt drugs seet around globe
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Counterfeits in an Unsecure Supply Chain

Authorized Distribution
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Impact on Brand Owner

* Lower margins

* Unforeseen
liabilities

 Distribution license
issues

* Lost revenues
* Over supply

* Increased
warranty claims

Lost revenues
Over supply

Increased
warranty claims
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Brand Security Strategy

e Need a holistic multilayer approach
— ldentification — track & trace system
— Overt — customer discernable solution
— Covert — product authentication solution _
— Forensic — fail-safe lab-based authentication -

e Real-time data visibility
e Secure complete supply-chain...
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Technology Options

Product Security

Product Identification Supply Chain Security.

Supply Chain Traceability

&

RFID & Chip

Serial Numbers

Holograms

' Patina/Protect/Venus

. ———" LAY s JAT S
Covert Ink LA AT Y L e A

- “Fingerprint”

Barcodes

DataMatrix
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Limitations of Current Technology

= Bar Codes Tags & reader Track and Trace solution
% Can be copied
@) Inscription/ . : ;

: e .. > Optical markings can be copied
Z Serial Identification motif & reader
o Central database often used
al .
(:/)) REID Chip & reader Privacy concerns

High item-level cost

i Holograms 7 opticals Label Relies on consumer knowledge
Y Can be easily copied
2 : i
(Ll'j Inks and synthetic Ink & reader Covert tracking
N markers Cartons may not be retained

Current technology does not provide an absolute solution
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Supply Ghain Management
é * unigue number or identification

* Chain of custody f\ code to each packaging unit.

{}

Product

Tracking
&
Authentication

Database

v

* Verifies the product’s credentials

) » Security to prevent tamperin
— source, route and ownership y1op BEHHS

and replacement



Iltems and batches

Manufacturing Location

\
i

3355721

Batch wise application of
serialized tags on packed

Printing, Application &
Scanning of 2D Bar Codes on
Primary Packs

Primary Ppcks (1*3's)

I
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Secondary Packs (6*1*3's) Printing, Application
&Scanning of 2D Bar Codes
on Secondary Packs

44—

Shippers (Pack of
Secondary Packs)

£
Shippers Dispatched to CFA’s/

Printing, Application &
Scanning of 2D Bar Codes on

Warehouse Shippers
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Database

= Unique serial
number
allocation
across
multiple
manufacturing
sites for in-line
EPCIS
standards
based
encoding and/
or label
printing
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Supply Chain Events

Manufacturer
Plant / DC

2 Manufacturers
— 1 Wholesaler

o0ds : 1 Retail Pharmacy
Packing ' 1 Hospital

Receive &
Putaway

Wholes
aler DC

Retailer DC/ |
Hospital Dutanay
Pharmacy

Retailer Store / _
Receive

Hospital




Database Capability

EPC and Product

Wh at Manufacturing Master Data
Data e L

e.g.: Lot/Batch,

Expiration Date

Transactional

Data
e.g.: PO, Invoice,
Point of Sale

-

Product State Business Process

e.g.: Saleable, Step _
Inactive e.g.: Receipt, Ship

o
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Location Master

Data Where

= [BiLocaten
= [oc szs0
= rto 0 vy
DFW DC RFID Postsl Dry Receiving

Bﬁg_Lucatiun Master
froPod & [ TM - North America
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Sore 4124 RFD R

| Electronic Product Code
Information Services

Timestamp

When
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European Pharma Supply Chain

I'I'Ill'l?‘?’hl’ﬂr

/‘Plrlhlhll:lur
Potantial
4 ......... .m
Wholesaler |« . P

e Sparwhard distriibution roues
————— — Routs of perallel trads i EU
Adapted from Datsmonitod

From presentation by J. Harper
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Pharma in the EU: DataMatrix vs. RFID

Source: EFPIA, February 2008 DATA MATRIX

ECC200

Ability to read at distance / No direct line of sight required? _
Difficulty to modify / alter / copy?

Readability robustness? Efficiency of reading rates?

Business processes changes? High speed and volumes? (

Compatibility with Biologics (vaccines, biotech products)

Volume of data to manage? Network complexity (EPC
Global) - Harmonized Standards (EU /7 US / Asia)?

RFID Tag cost — 20 to 40 cents €
Data Matrix cost — 0.1 to 0.3 cents €

XAXXAXXXAS

Privacy issues / objections / public concerns? {
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Pharma in the EU: EFPIA’s Recommendations

Data Matrix — Coding proposal derived from GS1 standards

(EAN 128 syntax with Application Identifiers; Data matrix ECC200)

Manufacturer Product Code (GTIN/EAN14 or pseudo-GTIN] 14 digits

Unique Senal Number (randomized)
Expiry Date
Batch Number

up to 20 alpha-numenc characters

6 digits (YYMMDD)

up to 20 alpha-numeric characters

+ minimum requirements on quality of randomisation !

Example:

GTIN:  (D1) 09876543210982 e

Batch: (10)A1C2E3G4I5 : j;

Expiry: (17)110531 o
(

S/N: 21)12345A7RQF1234567850

Evolution of french national code (pseudo-GTIN)

CIP 7: 3597441
CIP 13: 3400935974419
PseudoGTIN pack: 03400935974419

Extract from an EFPIA presentation / publication

- —
= .
L=

i,

ey
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Pharma in the EU: Approach
= Not e-Pedigree, but start and end-point verification
Pharma Pharmacist/
Manufacturer Wholesaler Wholesaler Hospital Patient
_ roduct *;J-ﬁ j : o ‘ — . - .-.
_* -ﬁ Aﬁgp a
1 ! i
| -
Unique \ /

i ._._ Verification

Dispensing

Serialization

v Verification |
:ﬁl I.. III
i 20 Data - i

Matrix on 2peack i The Status codes:
A i Registered
e Dispensed
Product . Expired
D ata Trans fer 53’;:‘:;:2" Missing

B _
S —

Extract from an EFPIA presentation / publication
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Bilcare’s nonClonable™ Solution
Track & Trace and Authentication

“Fingerprint”

" 1Yy
'i'u,".'n
ATON

+

DataMatrix or Linear Barcode
(high density, i.e. 16 random numerical digits)
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Leveraging a Remote Database

= Authentication against original signal stored in the database

= The reading can be done virtually anywhere in the world
by communicating back to remote database using mobile phone / PC

= Different scanners can have different data access privileges

= Event tracking and tracing

= Unlike conventional systems, the data base allows scanners
and labels to be deactivated if they are stolen or lost
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Bilcare nonClonable” in Operation

Bilcare’s Secure DATA RECORD
Clearing House e— e
1 ey Data Server Barcode # [uu £ Timestamp
Barcode # 853982535291 02 Aug
Ill--------d 10h56:03s
|
1.Scanned barcode & Match found 853962535291 + 02 Aug 2008
fingerprint send to serv o - 10h56:04s
wn'{ﬁ 2y 0
10h56:05s

3.Information from
Brand Owner to
Forward to Source

_=efan aye

Company: ABC
Expiry Date: Aug 2010 — Brand Owner

T Gose i oo e

cnane 22 0ct 2008

oi C_M
L= . 'J

2. Secure Query of
Brand Owner Server

2 Oct 2008
15h06:265

22 Oct 2008
383993126543  TH76-510  BLS5-050808  “Jcpoci3e
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Key Advantages

= Secure supply-chain management

- provides vital primary sales data

- tracks movement of stock at each level

- alerts date expiration / warranty issues

- identifies parallel importation

- provides customer relationship management

= Secure, non-reproducible, tamper-resistant anti-counterfeiting sol
= Applicable to many product formats and can be tailored for

specific applications

M7/ 2008
Exp. 1 2/2000
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Item-level Supply Chain Management

= Need to cope with a wide variety of product formats

(b i
o &
.5; 23456789 - 23456789 I'::-;E
A =e i .__c:’"?ir?‘— T
LLIE

. -
i
-5 ) "
- 73456789 3 ‘@‘
S N ;

Blister-pack Carton / packaging Closure Direct print
7—»label label label compatibility

Quality
& Luxury

Compact tag for
watches and
jewelry

Garment label for
apparel and
handbags

Future — secure
RFID for logistics

Loyalty /
warranty
Hangtag card
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Verification and Authentication

 Serial number can be read and processed by standard barcode scanner
- ideal for verification in supply chain and in low risk outlets

* nonClonable authentication with Bilcare’s scanners

- added security for inspectors in the field, at customs, or at the point of sale
- Bilcare’s Touch scanner can also be used as a 2D barcode scanner for sales process

nonClonable™ Swipe reader
for authenticating blister packs

Industry standard barcode I e )
scanner nonClonable™ Touch reader

o for verifying and authenticating
f t d label
or verifying tags and labels barcodes and nonClonable™ |abels
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Rolling-out a Secure Supply Chain

Warehouse  Distribution Customs & Pharmacy /
management management excise Clin_ic

= 1.

Product
data upload

Supply chain
management



Summary

Integration
Overarching brand security
Sales, returns & warranty management
Business and consumer compliance
Secure inventory and supply chain management

Connectivity

Brand owners, suppliers, distributors and end users
Real-time exchange of appropriate information

Unique Technology
State-of-the-art and highly secure
Tailored for specific applications
Turn-key products & services
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