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Chapter 1

Introduction

1.1 Overview

This guide describes the process of configuring and deploying IBM® Curam
Social Program Management with IBM® WebSphere® Application Server
for IBM® zZ/OS®. For exact details on the supported versions, please consult
the Clram Supported Prerequisites document.

The configuration tasks can be summarized as follows:

1. Install and configure required third-party tools;

2. Configure WebSphere Application Server for ZOS for the IBM Curam
Social Program Management application . ear (Enterprise ARchive)
files;

3. Build and package the application . ear files.

The . ear files are built separately (on a Microsoft® Windows or
UNI X platform);

4. Deploy the IBM Curam Social Program Management application and
web client, the stepsinvolved are as follows:

Establishing property files;
Installing the application . ear files;
Creating a database;

Pre-compiling JSPs (optional);
Testing deployment.

WebSphere Application Server for z/OS can be customized and configured
in anumber of ways for performance, resources, security, and other reasons.
This document illustrates a simplistic, single-server approach to configuring
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WebSphere Application Server for ZOSthat may not be appropriate for your
installation.

Assumptions

Any team or individual using this document needs to have reasonable know-
ledge and experience of a wide range of z/ OS products, technologies, etc.
Refer to the Program Directory for WebSphere Application Server for zZOS
7.0 (GI11-4295) and related documentation for more information.

The installation and customization of WebSphere Application Server for z/
OS and its related and dependent zZOS-based software is not discussed,
however any specific steps required for IBM® Curam Social Program Man-
agement are addressed in this document.

Further customer-specific customization may be required, for instance:

» Depending upon your local security (e.g. IBM® RACF®) requirements
you may have additional configuration and customization to do.

Document Conventions

Several conventions are used in this document:

* Vaues in angle brackets, eg. <WebSphere Configuration
Di r ect or y>, refer to substitutions you must provide values for.

* Navigation in the WebSphere Application Server for ZOS Administra-
tion Console:

* “Navigate’ refers to selections made via the tree control in the left
pane of the browser window and are displayed like this:
Servers—.Application Servers.

o “Select” refers to hyperlinks that appear in the browser window and
are shown in this document asitalicized; e.g. local _host.

e “Click” refersto buttons like OK and Next.

* “Check” or “Select” refer to check boxes or options that you need to
select; e.g. check the Enforce Java 2 Security option.
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Third-Party Tools

Introduction

To be able to use the IBM Curam Social Program Management application
it is necessary to install and configure software from third parties. Exact de-
tails for these products can be found in the Clram Supported Prerequisites
document.

It is beyond the scope of a document such as this to give detailed data and
instructions on the installation and configuration of al the various z/ OS
software products needed to support WebSphere Application Server for ZOS
and DB2® for Z/OS. This chapter only attempts to give brief details of the
required minimum required configuration for each product.

The sections that follow outline prerequisites, installation notes and/or post-
installation configuration activities for each of the following:

« DB2for Z0OS

»  WebSphere Application Server for ZOS,

e Apache Ant;

« Java® SE Runtime Environment (JRE) and Java EE.

Once the third party tools have been installed and configured, thiswill leave
the system ready for the configuration of WebSphere Application Server for
Z/0S.

Before Installing

In addition to the information in the Program Directory for WebSphere Ap-
plication Server for ZOS V7.0 (GI11-4295) and I1BM WebSphere Applica-
tion Server for ZOS Version V7.0: Installing your application serving en-
vironment WebSphere Application Server, Version V7.0 Information Center.
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[ http://mawww-01.ibm.comysuppor t/docview.wss?uid=swg27012422] manuals,
for z/ OGS the following are recommended:

« Main storage - adequate for running your applications, factoring in the
number of users, performance requirements, etc.

* Filesystem Space - you should plan on allowing additional space in your
UNIX System Services filesystem for the Caram environment and for de-
ployment into the WebSphere Application Server for zZ/OS configuration.

DB2 for z/0S

Supported Versions

The exact version of DB2 that should be installed is listed in the Clram
Supported Prerequisites document.

Prerequisites

Refer to the Program Directory for IBM DB2 Universal Database for zZ/OS,
version 8 (GI110-8566) and version 9 (GI10-8737).

Installation

Before beginning with Cdram configuration and installation it is assumed
that DB2 for z/OS has been successfully installed using SMP/E, and the in-
stallation has been configured using the ISPF customization panels as per
your installation's requirements.

You will need the following information for deploying the application
. ear files:

1. Location Name=<DB2 Locati on Name> - specifiesyour DB2 for
Z/OS location name. The location name should be displayed in the z/
CS system log during DB2 for zZOS (DDF) startup:

DSNLO04l - DDF START COVPLETE
LOCATI ON <DB2 Locati on Nanme>

2. User ID =<dat abase user nane> - represents az/ OS userid that
has all the necessary security access enabled to connect to and manage
the DB2 for Z/OS database;

3. Password = <dat abase password> - is the password for
<dat abase user nane>.

Post-Installation

The following steps may be run using typical DB2 for zZ/OS interfaces; e.g.
SPUFI, DB2 Connect or batch DB2. Supply site-appropriate values to re-
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place those in angle brackets (e.g. <st or age_gr oup>):

1. Create the necessary database Storage Group.

CREATE STOCROUP <st or age_gr oup> VOLUMES (<vol unmes>)
VCAT <cat al og_nane>;

2. Create the Caram application database - the database can be configured
for EBCDI C, ASCI |, or UNI CODE mode, this can be done when creat-
ing the database using the CCSI D keyword. For ASCI | or UNI CODE
databases see Section 3.2.1.1, Bootstrap.properties for information
about setting the required property cur am db. zos. encodi ng.

CREATE DATABASE CURAM BUFFERPOOL BPO | NDEXBP BPO
STOGROUP <st or age_group> CCSI D <EBCDI C, ASCI| or UN CODE>;
3. Ensure that the DSNZPARM RRULCOCK parameter, of the DSN6 SPRM
macro, is set to YES.

4. An environment variable called DB2JCC LI CENSE _Cl SUZ_JAR
must be created in your ZOS UNIX System Services shell environment
that points to the installed DB2 for z/OS license jar file used for con-
nectivity to DB2 for zZ/OS servers on z/ OS. This is normally named
db2j cc_license_cisuz.jar and is provided as part of your
DB2 for ZOSinstallation.

WebSphere Application Server for z/OS

Supported Versions

The exact version of WebSphere Application Server for ZOS that should be
installed is listed in the Cdram Supported Prerequisites document.

Prerequisites

Refer to the Program Directory for WebSphere Application Server for zZOS
V7.0 (GI11-4295) for WebSphere Application Server for Z/OS specific re-
quirements.

Installation

Before beginning with Curam configuration and deployment it is assumed
that WebSphere Application Server for zZ/OS has been successfully installed
using the appropriate installation tools as per your site and WebSphere Ap-
plication Server for ZOS requirements.

As previously mentioned, WebSphere Application Server for ZOS installa-
tion is covered in various IBM publications and on the WebSphere Applica-
tion Server, Version V7.0 Information Center
[http://publib.boulder.ibm.com/infocenter/wasi nfo/v7r0/topi c/com.ibm.webs
phere.zseries.doc/info/zseries/ae/welcome _zseries.html]. However, global
security requires further discussion, and thisis expanded upon below.


http://publib.boulder.ibm.com/infocenter/wasinfo/v7r0/topic/com.ibm.websphere.zseries.doc/info/zseries/ae/welcome_zseries.html
http://publib.boulder.ibm.com/infocenter/wasinfo/v7r0/topic/com.ibm.websphere.zseries.doc/info/zseries/ae/welcome_zseries.html
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Global Security - Configuring the Security Settings

Turning on WebSphere Application Server for ZOS global security has been
described as flipping a “big switch” and this will impact the behavior of
your WebSphere Application Server for zZ/OS system on zZ/OS significantly.
For thisreason it is strongly recommended that you:

» Become familiar with the WebSphere Application Server for zZOS docu-
mentation on security. Specifically, you should review:

» Security topics from the WebSphere Application Server for Z/OS In-
foCenter;

* IBM WebSphere Application Server for ZOS, Version V7.0: Secur-
ing applications and their environment WebSphere Application Serv-
er, Version V7.0 Information Center
[ http://publib.boulder.ibm.comyinfocenter/wasinfo/v7r0/topic/com.ib
m.webspher e.zseries.doc/info/zseries/ae/wel c6topsecuring.html]

Be aware that if you have other applications running on WebSphere Applic-
ation Server for Z/OS, they will be impacted by global security being turned
on and may no longer function.

Post-Installation

The following step needs to be performed:

* An environment variable called WAS_HOVE must be created in your z/
OS UNIX System Services shell environment. It should be set to the
AppServer directory of the WebSphere Application Server for zZ/OS in-
stallation (e.g. / WebSpher e/ AppSer ver).

Apache Ant

Overview

Apache Ant is a Java-based build tool. For those familiar with tools used in
other environments it can be viewed as being similar to the make tool.

Supported Versions

The exact version of Ant that should be installed is listed in the Clram Sup-
ported Prerequisites document.

Installation

The Ant zip file can be obtained from Apache and extracted to a folder on


http://publib.boulder.ibm.com/infocenter/wasinfo/v7r0/topic/com.ibm.websphere.zseries.doc/info/zseries/ae/welc6topsecuring.html
http://publib.boulder.ibm.com/infocenter/wasinfo/v7r0/topic/com.ibm.websphere.zseries.doc/info/zseries/ae/welc6topsecuring.html
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your machine as follows:

Place the Ant zip file into the ZOS UNIX System Services file system
(e.g./usr/ | ocal ) and processthefile; e.g.:

cd /usr/| ocal
jar -xf apache-ant-<version>-bin.zip

Where "<version>" represents the appropriate version identified in the
Curam v6.0 Supported Prerequisites document.

Ensure the Ant script inapache- ant - <ver si on>/ bi nis

* InEBCDIC format; e.g.:
iconv -t |IBM 1047 -f |S08859-1 apache-ant-<versi on>/bin/ant \

> /[t np/ ant
nv /tnp/ ant apache-ant-<version>/bin

» Executable; e.g.

chnod a+x apache- ant - <ver si on>/ bi n/ *

Post-Installation

The following steps need to be performed:

An environment variable called ANT_HOVE must be created in your z/
OS UNIX System Services shell environment that points to the installa-
tion directory chosen for Ant;

Add $ANT_HOVE/ bi n to the execution path via your PATH zZ/OS
UNIX System Services environment variable;

Create a system environment variable, ANT_OPTS, in your ZOS UNIX
System Services shell environment that should be set to be at least -
Xmx512m

Test Ant by running:

ant

-version

Y ou should see output indicating the version and compilation date of Ant.

JRE and Java EE

Overview

Both the JRE and Java EE are necessary.

Supported Versions

The exact versions that should be installed are listed in the Cdram Suppor-
ted Prerequisites document.
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Installation

Specific installation instructions are not provided for the JRE and Java EE
on z/ OS as WebSphere Application Server for zZ/OS Version 7.0 provides
an integrated JRE and Java EE, which must be used. See the appropriate
IBM-supplied information for your particular environment.

Post-Installation

* An environment variable called JAVA HOVE must be created in your z/
OS UNIX System Services shell environment that points to the installed
JRE. $JAVA HOVE should be st to $WAS HOVE/ j ava.
$JAVA HOVE/ bi n should be placed in the path via your $PATH en-
vironment variable.

* An environment variable called J2EE_JAR must be created in your z/
OS UNIX System Services shell environment that points to the installed
Java EE jar file. This should point at $WAS HOVE/ | i b/ j 2ee. j ar.
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Building EAR Files

Introduction

The main step before deployment of an IBM Curam Social Program Man-
agement is to package the application into EAR (Enterprise ARchive) files.
However, the building of the application . ear files cannot be done on z/

OS and must be done on Windows or any other environment that is identi-
fied as a being supported for building in the Caram Supported Prerequisites
document.

The remainder of this chapter outlines z/ OS-specific requirements for
building z/ OS-compatible . ear files. For details on building IBM Clram
Social Program Management . ear files see chapter 2 of the Cliram De-
ployment Guide for WebSphere Application Server. You may aso find help-
ful information from the following manuals:

» Curam Application Workshop Guide - This manual has basic build in-
structions for application . ear files;

e Curam Server Developer's Guide - This manual has detailed instructions
for aserver build (chapter 3);

e Curam Web Client Reference Manual - This manual has detailed in-
structions for web client development including installation and config-
uration (chapter 4);

z/0S-Specific Notes for Building Application EAR
Files

These sections highlight specifics for building z/ OS-compatible . ear
files.
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3.2.1 Property Files

When building an IBM Caram Social Program Management application the
Boot strap. properties and AppServer. properti es files must
be set correctly for the target z/ OS platform.

Bootstrap.properties

The Boot st rap. properti es file contains the machine-specific config-
uration properties for initially getting a connection to the database. Pay spe-
cific attention to the following elements:

1. database properties:

Property Notes

curam.db.type
curam.db.zos.enableforeignkeys

curam.db.zos.encoding

curam.db.zos.dbname
curam.db.zos.32ktablespace

curam.db.username

curam.db.password

curam.db.name

curam.db.servername

Vaue must be set to “zos”.

Set appropriately for your environ-
ment (“true” or “false”).

Specifies whether the database being
used on z/ OS requires processing
for EBCDIC, ASCII, or UNICODE.
This should be set to “EBCDIC”,
“ASCII”, or “UNICODE" depending
on the appropriate database encoding
inuse. “EBCDIC” isthe default
value.

Vaue must the name of the DB2 for
Z/OS database.

Vaue must the name of the DB2 for
Z/OS 32K tablespace.

Value depends on the configuration
of your z/ OS system as described in
Section 2.3, DB2 for ZOS.

V alue depends on the configuration
of your z/ OS system as described in
Section 2.3, DB2 for Z/OS. Since this
is an encrypted password you must
generate it by running the Ant en-
crypt target on any supported plat-
form; e.g. cd $SCURAM SDEJ/bin ;
ant encrypt -Dpasswor d=<The
password for curam.db.username>

Vaueisthe DB2 for zZZOSlocation
name as described in Section 2.3,
DB2 for Z/OS.

Vaue depends on the hostname (or

10
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Property Notes
I P address) of your DB2 for ZOS
system.

curam.db.serverport Value depends on the configuration

of your DB2 for zZ/OS system.

Table 3.1 z/OS for DB2-specific database properties
2. filesystem-dependent properties:

Property Notes

curam.environment.bindings.location Vaue must reflect avalid directory
in the target ZZOS UNIX System Ser-
vices filesystem.

Table 3.2 Properties dependent on the z/ OS filesystem

AppServer.properties
Pay specific attention to the following elements:

1. WebSphere Application Server for z/OS port-related properties are
shown in Table 3.3, WebSphere Application Server for zZ/OS-related
port properties.

Property Notes

curam.server.port Vaue must match the WebSphere
Application Server for ZOS boot-
strap port (see Section A.2.11.7, Set
up the Port Access).

curam.client.httpport Value must match the CuramClien-
tEndPoint port value (see Sec-
tion A.2.11.7, Set up the Port
Access).

curam.webservices.httpport Value must match the CuramWeb-
ServicesEndPoint port value (see
Section A.2.11.7, Set up the Port Ac-
CESS).

Table 3.3 WebSphere Application Server for z/OS-related port
properties

2. WebSphere Application Server for Z/OS structure-related properties are
shown in Table 3.4, WebSphere Application Server for ZOS structure-re-
lated properties.
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Property Notes

curam.server.host Value depends on the hostname (or | P address) of
your DB2 for zZ/OS system.

Curam.server.name Value must match the name of the target Web-
Sohere Application Server for Z/OS server.

cell.name Vaue must match the name of the target Web-
Sohere Application Server for ZOS cell.

node.name Vaue must match the name of the target Web-
Sohere Application Server for ZOS node.

profile.name For WebSphere Application Server for ZOSthe
only profile name supported is "default”, which is
the default.

Table 3.4 WebSphere Application Server for z/0S
structure-related properties

Packaging the Curam Runtime for Installation on
z/0S

After you have built the . ear files you must package them and the runtime
environment for installation on z/ CS.

For example, on W ndows (with your environment setup as per the Clram
Deployment Guide for WebSphere Application Server) enter the following
commands:

cd %SERVER DI R%
buil d rel ease
jar -cf release.zip rel ease

You must then FTP or copy ther el ease. zi p file to your target z/ OS
filesystem location.

Tounzip ther el ease. zi p file on z/ OS you should establish two envir-
onment variables in your ZOS UNIX System Services shell environment for
thistask and subsequent tasks:

Environment Vari-  Value
able
SERVER _DIR represents the location you will unzip ther e-
| ease. zi pinto; eg.:/ cur ani r el ease.
CURAMSDEJ represents the directory for running build scripts:
$Cur anSDEJ.

Table 3.5 Environment Variables for z/OS UNIX System Services

12
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With ther el ease. zi p on your z/ OS system, in your shell environment
enter the following commands to unzip it:

mkdir -p $SERVER DI R
cd $SERVER DI R/ . .
jar -xf <from FTPed | ocati on>/rel ease. zi p

13
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Application Server Configuration

Introduction

This chapter presumes that WebSphere Application Server for zZ/OS has
already been installed on z/ OS. Consult Chapter 2, Third-Party Tools for
Caram-specific information on the installation of WebSphere Application
Server for ZOS

The configuration of WebSphere is similar on all platforms and a number of
Ant targets are available to aid the configuration and management of the in-
stallation. For those interested, Appendix A, Manual WebSphere Applica-
tion Server Configuration details the manual steps performed by the config-
uration scripts.

The configuration target provided by the SDEJ represents a simple default
configuration and may not be suitable for a production environment.

]

n Note

On WebSphere Application Server for z/OS the only profile avail-
ableisthe default profile, no other option is possible.

The configure target uses the default profile created by WebSphere
Application Server for z/OS. It is strongly recommended that you
have a backup copy of your WebSphere Application Server for ZOS
configuration filesystem in case you need to rerun the configure tar-
get for any reason.

WebSphere Application Server Configuration

The configuration of WebSphere Application Server for zZOS involves set-
ting up a data source, a number of servers and configuring the IMS and se-
curity settings. All these tasks can be performed by executing the provided
configur e target.
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The profile created by the Ant configure target will take the following de-
faults. When calling the target the cel | . nane property may be overriden;
however, the pr of i | e. name property may not have any value other than
"default" because that is the only value supported by WebSphere Applica-
tion Server for ZOS

* profile.nanme=defaul t

« cell.nanme=${node. nane} Cel |

The command build.sh configure should be executed from the
$SERVER DI R directory to invoke automatic configuration. This target re-
quires that the files AppServer. properties and Boot-
strap. properties exist in the
$SERVER DI R/ proj ect/ properti es * directory. See Section 3.2.1,
Property Files, and the Clram Server Developer's Guide for more informa-
tion on the setup of a Boot strap. properti es. Example 4.1, Sample
AppServer.properties file, shows example contents of the AppSer v-
er. properti es file

By default the configure target establishes a DB2 Universal Type 4 Driver
(XA) data source. However, you may configure a DB2 Universal Type 2
Driver (RRS) data source by setting the cur am db. t ype2. required
property in AppSer ver. properties. When using this property you
must have the DB2DI R environment variable set to your DB2 for zZOS in-
stallation path.

There are a number of possible ways of configuring DB2 for ZOS and Web-
Sohere Application Server for zZOS to support a Type 2 driver. You should
review the WebSphere Application Server, Version 7.0 Information Center
[http://publib.boul der.ibm.com/infocenter/wasi nfo/v7r0/topi c/com.ibm.webs
phere.zseries.doc/info/zseries/ae/welcome zseries.html] and the article
"DB2 Universal JDBC Driver Support"”, and related information.

It is possible to configure a Type 2 Universal Driver by passing an optional
property curam db. zos. j cc. propfil e, specifying the fully quali-
fied name of a DB2 for zZ/OS jcc property file that will be set in the servant
JVM db2. j cc. propertiesFil e property, which may contain various
settings such as the subsystem ID.

## APPLI CATI ON SERVER PROPERTI ES

# Property to indicate WbSphere is installed.
as. vendor =l BM

# The usernane and password for admin server.
security. usernane=<e.g. websphere>
security. password=<e.g. websphere>

# The nane of the WebSphere Cell.
cel | . name=mycel |

# The nane of the WbSphere Node.
node. name=M/Node

# The nane of the server on which the application will be hosted.
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curam server . name=Cur anSer ver
curam server. port=2809

# The alias that should be used for the database authorization
curam db. aut h. al i as=dbadm n

# HTTP Port for the server on which the client
# will be accessed
curamclient. httpport=9044

# HTTP Port for the server on which the Wb services
# will be accessed
curam webservi ces. htt pport =9082

# Property to set JVMinitial and maxi mum heap si ze.
curam server.jvm heap. si ze=1024

Example 4.1 Sample AppServer.properties file

By default the configur e target sets the VM initial and maximum heap size
to "1024" MB. However, you can override the default VM initial and max-
imum heap size by setting the cur am server.jvm heap. si ze prop-
erty inthe AppSer ver . properti es file.

For WebSphere Application Server for Z/OS you must also include a prop-
erty cel | . nane that is equal to the long name of the cell.

2

H Note

1. The setting of the Java heap as described in the Example 4.1,
Sample AppServer.properties file example and set by the con-
figuration scripts is for illustrative purposes. Based on the size
of your customized application, deployment strategy, etc. these
settings may be too low or too high. The optimum value should
be determined by monitoring the memory performance of your
server.

2. Memory issues may occur with the WebSphere Application
Server for zZ/OS wrapped database drivers during the retrieval
of large CLOBs and BLOBs (3MB+) from the database. These
issues may be worked-around by increasing the Max Heap Size
JVM parameter as appropriate on the deployed server.

Security Configuration

The default security configuration of IBM Curam Social Program Manage-
ment within WebSphere Application Server for zZ/OS involves the default
file-based user registry and a JAAS Login Module. The Default Configura-
tion for IBM WebSphere Application Server section in the Caram Security
Handbook should be referenced for further details on this.

There are a number of alternative security configurations that can be used
with WebSphere Application Server for z/OS. The configurations are avail-
able to support the use of alternative authentication mechanisms, such as an
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LDAP directory server or asingle sign-on solution.

To avall of a different configuration the properties detailed in the following
sections should be set in the AppSer ver . properti es file before run-
ning the confi gur e target. Any alternative authentication mechanisms
should be configured manually after running the conf i gur e target with
the relevant properties set. To configure the login module for identity only
authentication the curam security. check.identity. only prop-
erty should be set to true.Thisis to ensure that the configured alternative au-
thentication mechanism is used.

The Identity Only Authentication section in the Cdram Security Handbook
should be consulted for further details.

SAF (RACF) Configuration

When configuring your WebSphere Application Server for ZOS system to
use SAF (RACF), having configured WebSphere Application Server for ZOS
appropriately with the zZOS Profile Management Tool or I1SPF customiza-
tion panels, you must set the curam security. zos. saf property to
true before running the conf i gur e target.

When running the confi gure target the default value for property
curam security.user.registry. enabl ed is true. Overriding
curam security.user.regi stry. enabl ed by settingittofaseis
not recommended. Property
curam security. check.identity.only canbeset asper your re-
quirements (see below).

Special Configuration Steps When Using Identity Only
and LDAP

When using identity only in combination with WebSphere Application Serv-
er for ZOS and LDAP you may need to perform additional manual config-
uration steps; this is regardless of whether configuration is done via the
WebSphere Application Server for zZ/OS Administrative Console or the
conf i gur e target. With this combination you may find that WebSphere
Application Server for zZ/OSfails to start successfully and this is due to the
need to add a WebSphere Application Server for ZOS-generated username
to the login module exclude list property (excl ude_user nanes) de-
scribed in Section A.2.10.1, Add the Login Module. In this case of Web-
Sohere Application Server for z/OS failing to start there will be a
SECJ0270E error message in the Syst enQut . | og file prior to the failure.

These are the steps needed to resolve this error:

1. Identify the username that is causing WebSphere Application Server for
Z/OS start to fail. Configure the login module trace as described in Sec-
tion 4.3.4, Logging the Authentication Process (in regard to the con-
fi gur e target) or Section A.2.10.1, Add the Login Module (in regard
to configuring via the Administrative Console), and restart WebSphere
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Application Server for ZOS. With the login module trace running, prior
to the SECJO270E error in the Syst enut . | og file, the trace data
will identify the failing username with arecord like this:

Syst enfOut O Usernane: server: MyNodeCel | _MyNode_Cur anfSer ver

Where "MyNode" is the node name, "MyNodeCell" is the cell name,
and "CuramServer" is the WebSphere Application Server for ZOS serv-
er name. Following the login module trace data will be the error, which
will look like this:

SECJ0270E: Failed to get actual credentials.
The exception is javax.security.auth.|ogin.Logi nException:
Cont ext: MyNodeCel | / nodes/ MyNode/ ser ver s/ Cur anfSer ver
name: curanej b/ Logi nHone:
First conponent in nane curanejb/Logi nHome not found

Specify the faling username in the login module ex-
cl ude_user nanes property in the WebSphere Application Server
for Z/OS configuration. Since WebSphere Application Server for ZOS
is failing to start you cannot make this change via the Administrative
Console and you must edit the WebSphere Application Server for ZOS
configuration file directly. In the WebSphere Application Server for z/
oS configuration file system edit con-
fig\cells\M/NodeCel | \security.xm, which will have
three occurrences of the excl ude_user nanmes property (one for
each dias); e.q.:

<options xm :id="Property 1301940482165"
nane="excl ude_user nanes"

val ue="webspher e, db2adm n"

requi red="fal se"/>

Y ou must modify the three occurrences to include the newly identified
username from the trace entry above; e.g.:

<options xm:id="Property_1301940482165"

name="excl ude_user nanes"

val ue="webspher e, db2adni n, server: M/NodeCel | _MyNode_Cur anSer ver"
requi red="fal se"/>

Note that in the excl ude_user nanes occurrences thei d attribute
will vary per your system configuration and the comma separator in the
example value attribute represents the default
curam security. usernanes. delimter vaue which may
be different in your case.

Restart WebSphere Application Server for ZOS
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4.3.3 WebSphere Application Server User Registry

By default the configured WebSphere Application Server for zZ/OS user re-
gistry is not queried as part of authentication. When the login module is
configured for identity only, the user registry is queried. It is possible to
override this default behavior by setting the
curam security. user.regi stry. enabl ed property. If this prop-
erty is set to true the WebSphere Application Server for zZ/OS user registry
will be queried during the authentication process, regardiess of whether
identity only authentication is enabled or disabled. If this property is set to
false, the WebSphere Application Server for zZ/OS user registry will not be
queried. For example, if curam security. check.identity.only
issettrueand cur am security. user.regi stry. enabl edissetto
false, neither the Clram authentication verifications nor the WebSphere Ap-
plication Server for Z/OS user registry will be used as part of the authentica-
tion process.

You can also control the authentication of types of external users (i.e. non-
internal users) against the WebSphere Application Server for zZ/OS user re-
gistry via use of the
curam security.user.registry. enabl ed.types andlor the
curam security.user.registry.disabl ed.types properties.
These properties specify a comma-delimited list of external user types that
will, or will not be, authenticated via the WebSphere Application Server for
Z/OS user registry:

o User types specified in the
curam security. user.registry. enabl ed. types list will
be processed against the WebSphere Application Server for ZOS user re-
gistry (e.g. LDAP) and your Ext er nal AccessSecurity imple-
mentation.

o User types specified in the
curam security.user.registry.disabl ed.types list will
not be processed against the WebSphere Application Server for zZ/OS
user registry and the processing of your Ext er nal AccessSecur -
I ty implementation will be the authority for authentication.

The precedence order in processing these three properties and the Web-
Sohere Application Server for ZOS user or externa (e.g. LDAP) registry is
asfollows:

* By default the WebSphere Application Server for ZOS user registry is
not checked and the application authentication is used.

* The setting of the curam security. user.registry. enabl ed
property to t r ue requires authentication by both the WebSphere Applic-
ation Server for ZOS, or externa (e.g. LDAP), user registry and applica-
tion security (for internal users) or your Ext er nal AccessSecur -
i ty implementation (for external users).
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e An  externd user  of a type specified in  the
curam security. user.registry. enabl ed. types list must
be authenticated by the WebSphere Application Server for zZ/OS, or ex-
ternal, user registry and your Ext er nal AccessSecurity imple
mentation.

« An  extend user  of a type specified in  the
curam security.user.regi stry.di sabl ed. types list is
not authenticated by the WebSphere Application Server for zZ/OS or ex-
ternal, user registry and your Ext er nal AccessSecurity imple-
mentation is the authority.

See Section A.2.10, Set up the System JAAS Login Module for more inform-
ation on setting the resultant properties in the Cur amiogi nMbdul e con-
figuration.

Logging the Authentication Process

curam security.login.trace isan optiona property that will en-
able logging for the login module. When set to true this property results in
tracing information being added to the WebSphere Application Server for z/
OSSyst entut . | og file during the authentication process.

Establishing an Alternate Exclude Username Delimiter

curam security. usernanes. delimter is an optiona property
that will enable setting an alternate delimiter for the list of usernamesin the
excl ude_user nanes property. The property can be set to a character
that will allow usernames with embedded commas such as with LDAP.

WebSphere Application Server Caching Behavior

WebSphere Application Server for z/OS caches user information and creden-
tials in a security cache and the application login module will not be in-
voked while a user entry isvalid in this cache. The default invalidation time
for this security cache is ten minutes, where the user has been inactive for
ten minutes. The WebSphere Application Server Caching Behavior section
in the Curam Security Handbook should be consulted for further details on
this.

Security custom properties

e comibmws. security.webChal |l engel f Cust onSubj ect N
ot Found

This property determines the behavior of asingle sign-on LTPA Token2
login.

When this property value is set to true, the token contains a custom
cache key, and the custom Subject cannot be found, the token is used to
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log in directly as the custom information needs to be gathered again. A
challenge occurs so that the user to login again. When this property
value is set to false and the custom Subject is not found, the LTPA
Token2 is used to login and gather all of the registry attributes.
However, the token might not obtain any of the special attributes that
downstream applications might expect.

By default the configuration script sets a WebSphere Application Server
for ZIOS property,
comibmws. security.webChal | engel f Cust onSubj ect N
ot Found, to f al se to ensure that web sessions can seamlessly trans-
fer between two serversin a cluster (for example, in afail over scenario)
without being asked for security credentials. This setting allows the se-
curity token used by WebSphere Application Server for ZOSto be valid-
ated correctly, without user input.

If this behavior is not required it is possible to change this property to
true, see Section A.2.10, Set up the System JAAS Login Module for more
information on setting Security custom properties. If the property is set
tot r ue, when aweb session switches from one server in the cluster to
another, perhaps due to the original server failing, the user will be asked
for security information before being able to proceed.

4.3.8 Security hardening measures

When a user logs into the application, they provide a username & password.
This is sent to the server, and if successfully authenticated, the server re-
sponds with a unigue token. The token, in this case, is 'LTPA token'. This
token isused in all subsequent requests to recognize the user and then serves
privileged content. When the user logs out, we would expect this token to
become invalid. but this is not the case and there is no way to invalidate the
LTPA token, which has been confirmed by IBM. IBM's recommendation
isto usetwo " security hardening measures' of:

1.  Setting the security Requires SSL option;
2.  Setting a custom property to limit LTPA cookiesto SSL only.

The default configuration scripts make this change and the steps are docu-
mented Section A.2.6, Configure Administration Security.

For more information see:
° ht-

tp://lwww.ibm.com/devel operworks/websphere/techjournal /1004 _botzu
m/1004_botzum.html ?ca=drs#stepl9

. ht_
tp://www.ibm.com/devel operworks/websphere/techjournal/1004_botzu
m/1004_botzum.html ?ca=drs#step29
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64-bit Mode

If using the configure target the cur am zos. 64bi t node property can
be specified in the AppSer ver . properti es filewith avalue of true to
have the server configured for 64-bit mode support.

i Note

When using 64-bit mode support you may also need to review and
adjust your VM heap sizes based on your application size, through-
put, performance goals, and other factors.

Time Zone Configuration

If multiple server machines are used, they all must have their clocks in sync
and be in the same time zone in order that the "natural” ordering of date/
times on the database accurately reflects the order that the events occurred
in the real world. For example if on the database record A has a creation
date/time field earlier than that on record B, then we can say for sure that A
was created before B, no matter which server created either record.

The time zone of the server(s) must never change during the lifetime of the
application. The reason for this that the time zone assumed when storing
dates in the database is the current server's time zone; therefore if the serv-
er's time zone changes then al dates entered prior to the time zone change
will be out by the number of hours equal to the difference between the old
and new time zones.

Starting and Stopping WebSphere Servers

A number of Ant targets are provided to aid in the starting and stopping of
WebSphere Application Server for zZ/OS servers. These targets should be ex-
ecuted from the <SERVER_DI R> directory and as for the configur e target,
they require the AppSer ver . properti es fileto be setup correctly (Ex-
ample 4.1, Sample AppServer.propertiesfile). They also require a number of
extra parameters to be specified and these are detailed below.

Start a WebSphere Server

The Ant target for starting a WebSphere Application Server for zZ/OS server
isstartserver and requires the following options:

e -Dserver. nane
The name of the server to be started.

Important

o=

Before starting the application server for the first time you must
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have run the database target followed by the pre
par e.application.data target. Failing to run this sequence will likely
result in transaction timeouts during first login and a failure to ini-
tialize and access the application. Whenever the database target is
reeun  (eg. in a development environment) the pre
par e.application.data target must also be rerun.

buil d. sh startserver -Dserver.nane=CurantServer

Example 4.2 Example of Usage

Stop a WebSphere Server

The Ant target for stopping a WebSphere Application Server for ZOS server
isstopserver and requires the following options:

e -Dserver. nane
The name of the server to be stopped.

bui | d. sh stopserver -Dserver.nane=Cur anfServer

Example 4.3 Example of Usage

Restart a WebSphere Server

The Ant target for restarting a WebSphere Application Server for ZOS server
is restartserver and the options are the same as for the startserver target.
See Example 4.2, Example of Usage for an example of usage.

2

H Note

If the server is not already started when attempting to restart it, the
stop portion of the target will not cause the restart target to fail.
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Notes

Y1t is possible to override this default location for the properties file by spe-
cifying

-Dprop.file.location=<new | ocation> when executing the
configur e target.
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Chapter 5

Deployment

Introduction

The final step, after packaging the IBM Curam Social Program Manage-
ment application and web services application in . ear filesand configuring
WebSphere Application Server for Z/OS is to deploy the . ear files to the
application server.

Before deploying, it is important to note that in WebSphere Application
Server for zZ/OS the configuration scripts provided with IBM Cuaram Social
Program Management support a simple configuration targeted at a base
server installation of WebSphere Application Server for zZ/OS.

Deployment involves:

» Establishing property files;

* Installing the . ear files;

» Creating a database;

e Optionaly, but strongly recommended, pre-compiling the JSPs,
» Testing the application.

Property Files

Toinstall application . ear filesusing Ant you must have appropriate prop-
erty filesin your $SERVER_DI R/ pr oj ect/ property directory. These
filesare:

 Bootstrap. properti es - for creating a database;

 AppServer. properties -forinstaling. ear files.

25



5.2.1

5.2.2

Curam Deployment Guide for WebSphere on z/0S

This section outlines what these files need to contain. For more information
see the Clram Server Developer's Guide.

Bootstrap.properties

Specific or relevant deployment properties for WebSphere Application Serv-
er for zZ/IOS are shown in Example 5.1, Deployment-related Boot-
strap.propertiesfile.

# DATABASE- SPECI FI C (DB2 for z/QS)
curam db. t ype=Z0S
curam db. zos. encodi ng=EBCDI C
curam db. zos. enabl ef or ei gnkeys=f al se
curam envi r onnent . bi ndi ngs. | ocati on=
/ <Val ue of $SERVER DI R>/ proj ect/properties

cur am db. user nane=<dat abase user nane>
curam db. passwor d=<encr ypt ed dat abase password>

curam db. nane=<DB2 Locati on Nane>
curam db. server nane=<host nane>
curam db. server port=<DB2 port >

curam db. zos. dbname=CURAM
curam db. zos. 32kt abl espace=CURAMIS

Example 5.1 Deployment-related Bootstrap.properties file

Some of these properties are described in Section 3.2.1.1, Boot-
strap.properties and are the same as what you need for building IBM Ciram
Social Program Management on Windows to deploy to zZ/OS, but note the
following:

« The <Value of $SERVER DIR> is the vaue of your
$SERVER DI R environment variable.

AppServer.properties

Specific or relevant deployment properties for WebSphere Application Serv-
er for ZOS are shown in Example 5.2, Deployment-related AppServ-
er.propertiesfile.

# Property to indicate WebSphere
as. vendor =| BM

# The nane of the WebSphere Cell.
cel | . name=mycel |

# The nane of the WbSphere Node.
node. nanme=nynode

# The nane of the server on which the application will be hosted.
curam server . nanme=Cur anSer ver

Example 5.2 Deployment-related AppServer.properties file
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Some of these properties are described in Section 3.2.1.2, AppServ-
er.properties and are the same as what you need for building IBM Curam
Social Program Management application . ear filesto deploy on ZOS

Checking the Configuration

You can check your property files and configuration by running the Ant
configtest target.

Run the configtest target from the shell asfollows:

cd $CURAMSDEJ/ bi n
ant confi gt est

Review the output for any errors or warnings and resolve them.

Deployment

There are Ant targets for installing and un-installing applications on a Web-
Sohere Application Server for zZ/OS server. As with the startserver and
stopserver targets, the installapp and uninstallapp targets require that the
AppSer ver. properti es fileis configured correctly (see Example 4.1,
Sample AppServer.properties file). The targets also require a number of op-
tions to be specified and these are detailed below.

Ensure the server is started before installing an application. There is no need
to restart the server after installation, as the install target will automatically
start the application.

Install an Application

The Ant target to install an application (in the form of an . ear file) isin-
stallapp and requires the following options:

e -Dserver. nane
The name of the server to install the application.

e -Dear.file
The fully qualified name of the . ear filetoinstall.

o -Dapplication.name
The name of the application.

buil d. sh install app -Dserver. nane=Cur anfSer ver
-Dear.fil e=/ ear/ Curam ear
- Dappl i cati on. nane=Cur am

Example 5.3 Example of Usage

i Note
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The . ear (EAR) file containing the server module must be de-
ployed before installing any other (client-only) EAR files.

5.3.2 Change SYSTEM Username

5.3.3

5.4

It is strongly recommended that you change the username for JIMS invoca-
tion while deploying the application. The following properties should be set
in the AppSer ver . properti es file before deployment to modify this
username:

e runas. user
The username JM S invocations should run under.

* runas. password

The encrypted password associated with the username. The password
should be encrypted using the encrypt target. See the Clram Server De-
velopers Guide for more information.

It is also possible to change the username once the application has been de-
ployed using the WebSphere Application Server for Z/OS Administrative
Console. Navigate to Applications—Application Types-WebSphere enter-
prise applications and select the application. Select the User RunAs roles
link. Check the ever yone role, enter a new username and password (note,
password should be entered in the unencrypted format here) and click the
Apply button. Save the changes as detailed in Section A.2.5, Save the Mas-
ter Configuration.

Note, if the username is changed, the new username must exist in the Users
database table and this user must have arole of 'SUPERROLE'.

The SYSTEM user isthe user under which JM'S messages are executed.

Uninstall an Application

The Ant target to uninstall an application is uninstall and requires the fol-
lowing options:

e -Dserver. nane
The name of the server the application isinstalled on.

« -Dapplication. nane
The name of the application to uninstall (as configured during install).

bui |l d. sh uni nstal | App - Dserver. name=Cur anfSer ver
- Dappl i cati on. nane=Cur am

Example 5.4 Example of Usage

Pre-compiling JSPs
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There is one additional target available during deployment, precompile sp,
which allows for the JSPs of a client . ear to be pre-compiled before in-
stalling the . ear file. Pre-compiling the JSPs before installation will speed
up the display of a particular page in the web browser the first time it is ac-
cessed.

The options for the precompile sp target are:

e -Dear.file
The fully qualified name of the . ear fileto be pre-compiled.

bui I d. sh preconpil ej sp -Dear.fil e=$SERVER DI R/ ear / WAS/ Cur am ear

Example 5.5 Example of Usage

i Note

This is a long running activity and depending upon the capabilities
of your system, etc. could take several hours. Ensure your task is not
significantly restricted with respect to available CPU time and that
there is adequate free space available in the $CURAMSDE] file sys-
tem.

Also while running the precompilej sp target for WebSphere Applic-
ation Server for ZOS, an out of memory exception may occur (or
some JSPs may silently be ignored and not pre-compiled). To work
around this the JspBatchConpiler.sh script in the
$WAS_HOVE/ bi n directory should be modified to increase the
maximum memory size. Change the memory consumption from -
Xmx256mto at least - Xmx1024m

Creating a Database

To use the IBM Curam Social Program Management application you must
create and initialize a database. This section assumes you are using the Ant
database target to create a database. However, it is possible to use DB2 cli-

ent tools to do this. See the Cdram Installation Guide for more details on
this method.

cd $CURANMSDEJ/ bi n
ant dat abase

Example 5.6 Example shell commands to build a database

Testing Deployment

When the IBM Curam Social Program Management application . ear
file(s) is installed! on a configured WebSphere Application Server for ZOS
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installation the next step isto start and test the application.

Ensure the relevant server is started® and open the following page in a web
browser:

https://<some. machi ne. con: <port >/ <cont ext - r oot >
where,

<sone. machi ne. con® identifies the the host name or IP address where
your WebSphere Application Server for Z/OS system is running, <port >
identifies the server port on which client application is deployed (as in Sec-
tion A.2.11.7, Set up the Port Access) and <cont ext - r oot > identifies
the Context Root of the WAR module.

Before the page can be opened, the browser will be directed to the login
page. Login with a valid Cdram username and password and the browser
will be redirected to the requested page.

i Note

The usage of EAR file name Cur am ear for option- Dear . fil e
and usage of application server name Curam for option -
Dappl i cati on. nane in the examples of this chapter are for il-
lustrative purposes. Based on your customized application and de-
ployment strategy these values may change.
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Notes

M Theinstallation of aweb services application may also be required.
There is no need to restart the server after an application is deployed.
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Appendix A

Manual WebSphere Application Server
Configuration

Introduction

The sections of this chapter cover the manual steps required to configure
and deploy on a Base instalation of WebSphere Application Server for
Z/IOS. You will have to alter these steps appropriately to deploy in a Network
Deployment installation of WebSphere Application Server for Z/OS. See
Section A.4, WebSphere Network Deployment for more information in this
area.

Manual WebSphere Application Server Configura-
tion

The IBM WebSphere Application Server for zZ/OS installation can be con-
figured manually if required, but this is not recommended. This section de-
tails the manual steps required to configure WebSphere Application Server
for Z/OSfor information purposes only.

It is worth noting that any settings entered under the Resources section of
the Administrative Console can be configured at multiple levels that control
the JNDI scope. These include cell, node, or server. Upon selecting a Re-
source, the top of the main browser window shows this scope and allows the
various resources in the current scope to be viewed. The scope, and in turn
the location of any resources set, should be based upon planned usg, i.e. if
working in a cluster it may not be necessary to set the same settings on each
server, so the scope may be set to cell or node.

The Administrative Console

Most of the configuration of WebSphere Application Server for ZZOSis done
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using the Administrative Console. To run the Administrative Console, the
default server must be started since the Administrative Console is installed
as a web application on this server (see Section 4.6, Sarting and Stopping
WebSphere Servers for more information on starting servers).

To open the Administrative Console, a web browser should be pointed at:
http://<Your WebSphere host>: <protocol _http_port>/i bm consol e
Where:

<Your WebSpher e host > identifies the host name or |P address where
your WebSphere Application Server for z/OS system is running and
<pr ot ocol _http_port > identifies the port assigned in your installa-
tion and customization of WebSphere Application Server for ZOS

The first time the Administrative Console is opened, a username will be re-
quested for login. This username can be anything! The Administrative Con-
soleisdivided into two sections. The left hand side contains a tree hierarchy
for navigating the console and the right hand side displays the information
related to the current node selected. When instructed to ‘Navi gate to’,
the tree hierarchy should be traversed to the relevant node.

Scripting Support

To support the execution of provided Ant scripts it is necessary to change
the WebSphere Application Server for zZ/OS property files.

sas.client.props

Open the sas. cl i ent. props file aso found in the pr ofi | es/ de-

faul t/ properti es directory of WebSphere Application Server for ZOS
installation. It is necessary to set the login source to retrieve the username
and password from a properties file rather than having to type them in each
time the scripts are run. Set or where necessary add the following properties:

com i bm CORBA. | ogi nSour ce=properties
# RM/11OP user identity

com i bm CORBA. | ogi nUser | d=webspher e
com i bm CORBA. | ogi nPasswor d=webspher e
com i bm CORBA. pri nci pal Nane=cur am

where webspher e is the username and password for the Administrative
Console.

soap.client.props

Open the soap. cl i ent . pr ops file, also found in the pr of i | es/ de-
faul t/ properti es directory the WebSphere Application Server for z/
OS installation. It is necessary to set the login source to retrieve the user-
name and password from a properties file rather than having to type them in
each time the scripts are run. Set the following properties to be:

com i bm SOAP. | ogi nUser i d=webspher e
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com i bm SOAP. | ogi nPasswor d=webspher e

where webspher e is the username and password for the Administrative
Console.

To avoid timeouts when installing application . ear files ensure that the
following is set to be at least:

com i bm SOAP. r equest Ti meout =3600

Depending on the performance of your environment you may need a larger
value.

server.policy

Open the server.policy file found in the profiles/de-
faul t/ properti es directory of the WebSphere Application Server for
Z/IOSinstallation. Add the following lines to the end of thisfile:

grant codeBase "fil e: <CURAVBDEJ>/drivers/-" {
perni ssion java.security. Al | Perm ssi on;

) ¢
where <CURANMSDEJ > is the SDEJ installation directory.

grant codeBase "file:${was.install.root}/
profiles/defaul t/install edApps/

<cel | . name>/ <SERVER_MODEL_NAME>. ear /

guice-2.0.jar" { perm ssion java.l ang. Runti mePerm ssi on
"nmodi fyThread"; perm ssion java.|ang. Runti mePerni ssi on
"nmodi f yThr eadG oup"; };

where <cel | . nanme> is the name of the target WebSphere Application
Server for Z/OScell

and <SERVER_MODEL_NAME> is the name of the application . ear
(EAR) file.

Creating the Data Source Login Alias

DB2 for zZ/OS is the database supported on zZOS. The WebSphere Applica-
tion Server for zZ/OS administrative console can be used to configure alogin
aliasfor the DB2 for zZOS data sources as follows:

1. Navigateto Security —~Global security;

2. Expand the Java Authentication and Authorization Service option in
the Authentication box and select the J2C authentication data option;

Click the New button to open the Configuration screen;

4. Setthefollowing fields:
Alias = dbadmin
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User ID =<dat abase user nane>
Password = <dat abase passwor d>
Description = The database security alias

where <dat abase usernanme> and <dat abase password>
are set to the username and password used to login to the database;

Press the OK button to confirm the changes.

A.2.4 Configure DB2 for z/OS Data Sources

For z/ OS you have the choice of configuring with the Type 4 DB2 JDBC
Universal Driver (XA) or the Type 2 DB2 JDBC Universal Driver (RRS).

Configuring For a Type 4 JDBC Universal Driver (XA)

Set up DB2 for z/OS Environment Variable

1
2.

Navigate to Environment —~WebSphere variables;

Note: The appropriate scope where the data source will be defined
should be selected at this point.

Select the DB2UNI VERSAL_JDBC_DRI VER _PATH link from the list
of environment variables. This will open the configuration screen for
thisvariable;

Set the Value field to point to the directory containing the Type 4
drivers. This is normally the Ciram SDEJ dri ver s installation dir-
ectory, e.g./ Cur anSDEJ/ dr i vers;

Press the OK button to confirm the changes.

Set up the Database Driver Provider

Navigate to Resources-JDBC -JDBC providers,

Note: The appropriate scope where the data source is to be defined
should be selected at this point.

Press the New button to add a new driver. This will open a configura-
tion screen,

Select the DB2 drop down from the list of database types supplied;

Select the DB2 Universal JDBC Driver Provider drop down from the
list of Provider type supplied;

Select the XA data source drop down from the list of Implementation
types supplied;
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Press the Next button to continue;

Review the properties on the configuration screen that opens. Change
the Class Path line
${ DB2UNI VERSAL_JDBC DRI VER _PATH}/ db2j cc_l i cense
_cisuz.jar to point at the DB2 for zZ/OS license provided by IBM
for zOS connectivity;

Press the Next and then the Finish button to confirm the changes.

Set up the Database Driver Data Source

The following steps should be repeated for each of the application Data
Sources, substituting cur andb, cur ansi bdb and cur ant i nmer db for
<Dat asour ceNane> (without the angle brackets):

1

Select the DB2 Uni versal JDBC Driver Provider (XA
now displayed on the list of JDBC Providers. This will open the con-
figuration screen for the provider;

Select the Data sources link under Additional Properties;
Press the New button to add a new data source;

Set the fields asfollows:

Data source name: <Dat asour ceNane>

JNDI name: j dbc/ <Dat asour ceNane>

Component-managed authentication alias and XA recovery authentica-
tionalias: <val id for database>

where the alias used is the one set up in Section A.2.3, Creating the
Data Source Login Alias;

Click Next to continue;

Set the fields as follows:

Database name: The name of the DB2 for zZ/OS database;
Driver type: 4,

Server name: The name of the DB2 for ZOS database server;
Port number: The DB2 for Z/OS database server port;

Leave all other fields untouched unless a specific change is required
and click Next;

Press the Finish button to confirm the changes and continue;

Select the newly created Dat asour ceNane data source from the dis-
played list;

Select the Custom Properties link under Additional Properties;
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10. Selecttheful | yivat eri al i zeLobDat a entry;
11. Settheval ue tobef al se;
12. Click the OK button to confirm the change.

Configuring For a Type 2 JDBC Universal Driver (RRS)

Set up DB2 Environment Variables

1
2.

Navigate to Environment -WebSphere variables;

Note: The appropriate scope where the data source will be defined
should be selected at this point.

Select the DB2UNI VERSAL_JDBC_DRI VER _PATH link from the list
of environment variables. This will open the configuration screen for
thisvariable;

Set the Value field to point to the directory containing the Type 2
driver. This is normaly the DB2 installation path containing the
db2j cc. j ar file.

Press the OK button to confirm the changes.

Select the DB2UNI VERSAL_JDBC DRI VER NATI VEPATH link
from the list of environment variables. Thiswill open the configuration
screen for this variable;

Set the Value field to point to the directory containing the DB2 for ZOS
shared library links for the Type 2 driver. Thisis the DB2 for ZOSin-
stallation path containing the Type 2 Driver libraries (such as | i b-
db2j cct 2zos. so, which will vary by DB2 for ZOS version and
31/64 bit implementation);

Press the OK button to confirm the changes.

Set up the Database Driver Provider

Navigate to Resources—-JDBC -JDBC providers;

Note: The appropriate scope where the data source is to be defined
should be selected at this point.

Press the New button to add a new driver. This will open a configura-
tion screen;

Select the DB2 drop down from the list of database types supplied;

Select the DB2 Universal JDBC Driver Provider drop down from the
list of provider types supplied;

Select the Connection pool data source drop down from the list of im-
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plementation types supplied;
Press the Next button to continue;

Review the properties on the configuration screen that opens ensuring
that the settings for Classpath and Native library path are correct, based
on the vaues previously set for the environment variables
DB2UNI VERSAL _JDBC DRI VER _PATH and
DB2UNI VERSAL _JDBC DRI VER_NATI VEPATH. No changes
should be required;

Press the Next and then the Finish button to confirm the changes.

Set up the Database Driver Data Source

The following steps should be repeated for each of the application Data
Sources, substituting cur andb, cur ansi bdb and cur ant i mer db for
<Dat asour ceNanme> (without the angle brackets) in the following steps:

1

Select the DB2 Uni versal JDBC Driver Provider now dis
played on the list of JDBC Providers. This will open the configuration
screen for the provider;

Select the Data Sources link under Additional Properties;
Press the New button to add a new data source;

Set the fields as follows:

Data source name: <Dat asour ceNane>

JNDI name: j dbc/ <Dat asour ceNane>

Component-managed authentication alias and XA recovery authentica-
tionalias: <val i d for database>

where the alias used is the one set up in Section A.2.3, Creating the
Data Source Login Alias;

Click Next to continue;

Set the fields asfollows:

Database name: The name of the DB2 for Z/OS database;
Driver type: 2;

Server name: The name of the DB2 for ZOS database server;

Leave all other fields untouched unless a specific change is required
and click Next;

Press the Finish button to confirm the changes and continue;

Select the newly created Dat asour ceNane data source from the dis-
played list;

Select the Custom Properties link under Additional Properties;
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10. Selecttheful | yivat eri al i zeLobDat a entry;
11. Settheval ue tobef al se;
12. Click the OK button to confirm the change.

Set up the JVM Property db2.jcc.propertiesFile (optional)

If you wish to use an external configuration file identified by the
db2.j cc. propertiesFil e property for your DB2 Type 2 Universal
JDBC Driver then:

1. Navigateto Servers—Server Types—WebSphere application servers,
2. Select the appropriate server from the list;

3. Inthe Server Infrastructure panel expand Java and Process Manage-
ment;

4. Sedlect the Process definition link;

In the processType panel perform the following steps for each item in
the list (Adjunct, Control, and Servant):

a.  Select the processType link;

b. In the Additional Properties panel Select the Java Virtual Ma-
chinelink;

c. In the Additional Properties panel Select the Custom Properties
link;

d. click the New button and set the property as follows:
Name: db2.jcc.propertiesFile
Value: fully qualified name of the property file
Click the OK button to add the property.

See the information in Section 4.2, WebSphere Application Server
Configuration on how to setup the property file.

Save the Master Configuration

A Save can be performed by clicking the Save link in the Message(s) box.
This box is displayed only after configuration changes have been made.

Configure Administration Security

The default user registry used is the default WebSphere Application Server
for ZOSfile-based user registry.

1. Navigateto Security -~Global security;
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Set the Available realm definitions to be Federated repositories and
click the Configure button;

Set the Primary administrative username to bewebspher e;
Select the Automatically generated server identity radio button;
Select Ignore case for authorization and click the OK button;

Enter the password for the default administrative user, e.g. web-
spher e, enter the confirmation and click the OK button to confirm the
changes;

Select Enable administrative security;
Select Enable application security;

Select Use Java 2 security to restrict application access to local re-
sources and Warn if applications are granted custom permissions;

Set the Available realm definitions to be Federated repositories
Click the Apply button to confirm the changes,

Navigate to Security -~Global security;

Select the Custom Properties link;

Click the New button and set the name and value as follows;

comibmws. security.web. | ogout OnHTTPSessi o
Name=nExpi r e

Value=t r ue
Click the OK button to add the new property.
Navigate to Security —Global security;

From Global security Navigate to Select Web and SP Security -Single
sign-on (SO)

Tick requires SSL

Click OK to confirm the change
Navigate to Security —Global Security
select Custom properties

Add
comibmws.security.addHtt pOnl yAttri but eToCooki
es withvaluetrue

Click OK to confirm the change

Save the changes to the master configuration.
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Restart the Application Server

This step is compulsory. The WebSphere Application Server for zZ/OS ad-
dress spaces must be restarted for the security changes to take effect and to
add additional required users. The address spaces can be stopped using the
appropriate st opServer.sh and start Server.sh scripts in the
profil es/ defaul t/bin directory of the WebSphere Application Serv-
er for ZOS installation or by using the z/ OS operator STOP and START
command(s) appropriate for your installation.

Before restarting the application server, it is necessary to make the registry
JAR file available to WebSphere Application Server for zZOS The registry
JAR file contains classes necessary for the security configuration.

Regi stry.jar islocated in the | i b directory of the SDEJ installation.
Copy this fileinto the | i b directory of the WebSphere Application Server
for z/OS installation. Now start the application server using the
start Server. sh scriptintheprofi | es/ def aul t/ bi n directory of
the WebSphere Application Server for ZOSinstallation or the z/ OS operat-
or START command appropriate for your installation and open the Admin-
istrative Console to continue with the configuration steps.

Since the security configuration is complete and the scripting changes have
been made, it is now possible to use the SDEJ scripts to restart the applica-
tion server. See Section 4.6, Sarting and Stopping WebSphere Servers for
more details on restarting the server.

The Administrative Console should now be opened to continue with the con-
figuration. Now that global security is enabled, you will be required to login
to the console with the username webspher e and password webspher e
set up previoudly.

Test the DB2 for z/OS Connection

You may test your DB2 for zZ/OS connections once the application server
has been restarted:

* Navigate to Resources-JDBC —Data Sources;

e Check the curamdb DataSource and/or curamsibdb DataSource check
box;

» Click the Test Connection button;
» Thefollowing message(s) should be displayed if successful:

Test Connection for DataSource <DataSource nanme> on
server <server nane> at node <node nane> was successful .

Otherwise, check the WebSphere Application Server for zZ/OS logs for
details of the failure, correct, and retry.
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Configure Users

As detailed in Section 4.3, Security Configuration, the configured Web-
Sohere Application Server for zZ/OS user registry is used for authentication
of administrative users and the database user. The WebSphere Application
Server for ZOS administrative users and the database user must be manually
added to the user registry as follows.

* Navigate to Users and Groups —~Manage Users;
» Select the Create button;

» Fill inthe details for the WebSphere Application Server for zZ/OS admin-
istrative user and click the Create button.

* Repeat the steps for the database user.

Note: If WebSphere Application Server for ZOS administrative security was
enabled when creating the profile the administrative user may already be
defined in the registry.

Set up the System JAAS Login Module

Application security uses a JAAS (Java Authentication and Authorization
Service) Login Module for authentication. This login module must be con-
figured for the DEFAULT, WEB_INBOUND and RMI_INBOUND config-
urations. Repeat the below steps for each of these configurations.

Add the Login Module

1. Navigate to Security ~Global security;

2. Expand Java Authentication and Authorization Service entry under the
Authentication heading and select System logins;

3. Select the relevant Alias from the list. The login module should be con-
figured for the DEFAULT, WEB_INBOUND and RMI_INBOUND
aliases;

4. Click the New button to configure anew Login Module;

Set the Module class name field to be
curamutil.security. CuranlLogi nModul e;

o

Check the Use login module proxy option;
Select REQUIRED in the Authentication strategy field;
Click the OK button to confirm the addition of the new login module;

Select the newly added
curamutil.security. CuranmLogi nMbdul e fromthelist;

© © N o
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10. Select the Custom properties link under the Additional Properties

heading;

11. Click the New button to add the required properties as listed below.

Name

Example Value

Description

exclude usernames  websphere, db2admin Required. A list of usernames

eX_
clude_usernames_del
imiter

login_trace

module_name

check_identity_only

true

DEFAULT,
WEB_INBOUND or
RMI_INBOUND

true

to be excluded from authen-
tication. The default delimiter
isacomma, but may be over-
ridden by ex-

cl ude_user nanes_del

i mter.Thislist shouldin-
clude the WebSphere Applic-
ation Server for ZOS admin-
istration users and the data-
base user. Any users listed
here should be defined in the
WebSphere Application Serv-
er for ZZOS user registry.

Optional. A delimiter for the
list of usernames provided in
excl ude_user nanes. A
delimiter other than the de-
fault comma can be useful
when usernames have em-
bedded commas as with
LDAP users.

Optional. This property
should besettot r ue to de-
bug the authentication pro-
cess. If settot r ue thein-
vocation of the login module
will result in tracing informa-
tion being added to the Web-
Sphere Application Server
for ZOSSyst enut . | og
file.

Optional. This property
should be set to one of DE-
FAULT, WEB_INBOUND
or RMI_INBOUND depend-
ing on the configuration the
login module is being defined
for. It isused only when | o-
gin_traceissettotrue
for tracing purposes.

Optional. If this property is

43



Curam Deployment Guide for WebSphere on z/0S

Name Example Value

user_registry_enabled true

user_registry _enabled EXTERNAL
_types

Description

settot r ue the login module
will not perform the usual au-
thentication verifications. In-
stead it will smply ensure
that the user exists on the
database table. In this case
the configured WebSphere
Application Server for ZOS
user registry will not be by-
passed and will be queried
after the login module. This
option isintended where
LDAP support is required or
an alternative authentication
mechanism is to be used.

Optional. This property is
used to override the behavior
of by-passing the user re-
gistry. If this property is set
to true the WebSphere Ap-
plication Server for zZ/OS user
registry will be queried dur-
ing the authentication pro-
cess. If this property is set to
false, the WebSphere Applic-
ation Server for ZZOSuser re-
gistry will not be queried.

o

ﬂ Note

If you are specifying
identity only and us-
ing LDAP you may
need to perform addi-
tional configuration
steps; please see Sec-
tion 4.3.2, Special
Configuration Steps
When Using I dentity
Only and LDAP.

Optional. This property is
used to specify a comma:
delimited list of external user
types that will be processed
against the WebSphere Ap-
plication Server for ZOS user
registry (e.g. LDAP). See
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Name Example Value Description

Section 4.3.3, WebSphere
Application Server User Re-
gistry for more information
on the processing of the Web-
Sphere Application Server

for ZIOSuser registry.

user_registry _disable EXT- Optional. This property is
d_types GEN,EXTAUTO used to specify acomma-

delimited list of external user
types that will not be pro-
cessed against the Web-
Sphere Application Server
for ZIOSuser registry (e.g.
LDAP). See Section 4.3.3,
WebSphere Application Serv-
er User Registry for morein-
formation on the processing
of the WebSphere Applica-
tion Server for ZOSuser re-

gistry.

Table A.1 CuramLoginModule Custom Properties

12. Click OK to confirm the addition of the new login module;

Reorder the Login Module

1
2.

Navigate to Security ~Global security;

Expand Java Authentication and Authorization Service under the Au-
thentication heading and select System logins;

Select the relevant Alias from the list. The login module should be re-
ordered for the DEFAULT, WEB_INBOUND and RMI_INBOUND

aliases;

Select the JAAS login modules link under the Additional Properties
heading;

Click the Set Order button;

Select curam.util.security.CuramLoginModule and click the Move Up
button. Repeat this until the CuramLoginModule entry is the top entry
inthelist;

Click the OK button to confirm the modifications to the order.

Disable Cross Cluster Authentication
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This property determines the behavior of a single sign-on LTPA Token2 lo-
gin. The property
comibmws. security.webChal | engel f Cust onSubj ect Not F
ound issettofal se to ensure that web sessions can seamlessly transfer
between two servers in a cluster (for example, in a fail over scenario)
without being asked for security credentials.

1. Navigateto Security —~Global security;

2. Click on Custom properties under the Authentication heading and se-
lect com.ibm.ws.security.webChallengel fCustomSubjectNotFound
property from the list of available properties.

3. Under General Properties, change the value of the
com.ibm.ws.security.webChallengel fCustomSubjectNotFound property
to false

4. Click the OK button to confirm the addition;

Save the Changes

Save the changes to the master configuration as described in Section A.2.5,
Save the Master Configuration.

Server Configuration

Configure 64-bit support

Navigate to Servers—Server Types-WebSphere application servers,
Select the relevant server from the list;

Check the Run in 64 bit JVM mode check-box;

Click Apply or OK to apply changes;

o A~ W Ddp P

Save the changes made to the master configuration using the Save op-
tion as before.

ﬂ Note

Y ou may also need to review and adjust your VM heap sizes based
on your application size, throughput, performance goals, and other
factors.

Configure your JNDI lookup port

1. Navigateto Servers—Server Types—WebSphere application servers,
2. Select the relevant server from the list;

3. Expand Portsin the Communications box and press the Details button;

46



Curam Deployment Guide for WebSphere on z/0S

Select the BOOTSTRAP_ADDRESS entry and set the Port to match the
value of the property curam server. port in your AppServ-
er. properti es file

Click OK to apply changes;

Save the changes made to the master configuration using the Save op-
tion as before.

Configure your ClassLoader settings

o &~ w0 D

Navigate to Servers—Server Types—-WebSphere application servers,
Select the appropriate server from the list;

Set the Classloader policy to be MULTI PLE;

Click OK to apply changes;

Save the changes made to the master configuration using the Save op-
tion as before.

Configure your ORB Pass By Reference

Navigate to Servers—Server Types—WebSphere application servers;
Select the relevant server from the list;

Expand Container Services in the Container Settings section and click
the ORB service link;

Select the Pass by reference option from the General Properties sec-
tion.

Click OK to apply changes;

Save the changes made to the master configuration using the Save op-
tion as before.

Configure your Java Virtual Machine

Navigate to Servers—Server Types—WebSphere application servers,
Select the appropriate server from the list;

In the Server Infrastructure panel expand Java and Process Manage-
ment;

Select the Process definition link:

In the processType panel perform the following steps for each item in
thelist (Adjunct, Control, and Servant):
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a.  Select the processType link;

b. In the Additional Properties panel Select the Java Virtual Ma-
chinelink;

c. Setthefieldsasfollows:
Initial heap size: 512
Maximum heap size: 1024
Click Apply to set the values;
d. II_n lihe Additional Properties panel Select the Custom Properties
ink;
e. Click the New button and set the properties as follows:

Name:
com i bm websphere. security. util.authCacheCus
t onKey Support

Value: f al se
Click the OK button to add the property;

Save the changes made to the master configuration using the Save op-
tion as before.

Configure the Timer Service

o A~ W Ddp

Navigate to Servers—Server Types—WebSphere application servers,
Select the appropriate server from the list;

In the Container Settings panel expand EJB Container Settings;
Select the EJB timer service settings link;

In the Scheduler Type panel Select the Use internal EJB timer service
scheduler instance option;

Set the fields as follows:
Data source JNDI name: j dbc/ cur ant i mer db
Data sourcealias; <val i d for dat abase>

where the alias used is the one set up in Section A.2.3, Creating the
Data Source Login Alias;

Click the OK button to confirm the changes,

Save the changes made to the master configuration using the Save op-
tion as before.

Set up the Port Access
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Navigate to Servers—Server Types-WebSphere application servers,
Select the appropriate server from the list;

Select the Ports link in the Communications box;

Select the details box;

Click the New button and set the following fields for the Client TCP/IP
port:

User-defined Port Name: CuramClientEndPoint
Host: *
Port: <cl i ent port>

Set the <client port> to match the value of the property
curamclient. httpport in your AppServer. properties
file

Click the OK button to apply the changes,

Click the New button and set the following fields for the WebServices
TCP/IP port:

User-defined Port Name: CuramWebServicesEndPoint
Host: *
Port: <webser vi ces port>

Set the <webser vi ces port > to match the value of the property
curam webservi ces. htt pport in  your  AppServ-
er. properti es file

Click the OK button to apply the changes;
Navigate to Servers—Server Types—WebSphere application Servers,
Select the relevant server from the list;

Expand the Web Container Settings branch in the Container Settings
section;

Select the Web container transport chains link;

Click the New button and set the following fields for the Client trans-
port chain:

Name: Cur anCl i ent Chai n

Transport Chain Template: WebCont ai ner - Secur e
Click Next

Use Existing Port: Cur antCl i ent EndPoi nt

Click Next and Finish

Click the New button and set the following fields for the WebServices
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transport chain:

Name: Cur am\\ebSer vi cesChai n

Transport Chain Template: WebCont ai ner

Click Next

Use Existing Port: Cur amAébSer vi cesEndPoi nt
Click Next and Finish

Select the newly created CuramClientChain;
Select the HTTP Inbound Channel link;

Ensure the Use persistent keep-alive connections check-box is
checked;

Click the OK button to confirm the addition;
Navigate to Environment - Virtual hosts;

Click the New button to add anew Vi rt ual Host by setting the fol-
lowing fields;

Name=cl i ent _host

Repeat this step using the replacing cl i ent _host with webser -
vi ces_host;

Select the client_host link from the list of virtual hosts;
Select the Host Aliases link in the Additional Properties box;

Click the New button to add a new Al i as by setting the following
fields,

Host Name = *
Port=<cl i ent port>

Set the <client port> to match the value of the property
curamclient. httpport in your AppServer. properties
file; Repeat this step for the other Virtual Host and port used (e.g. web-
services_host)

Click the OK button to confirm the addition;

Save the changes to the master configuration as described in Sec-
tion A.2.5, Save the Master Configuration.

Configure Session Security Integration

1
2.
3.

Navigate to Servers—Server Types—WebSphere application servers,
Select the relevant server from the list;

Click the Session management in the Container Settings section
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Select the Security integration, un-check. Note: Please make sure se-
curity integration is un-checked.

Click OK to apply changes;
Save the changes made to the master configuration using the Save op-
tion as before.

Note

This above setting is required for IBM Curam Social Program
Management web applications.

Bus Configuration

Setup the Service Integration Bus

1
2.

o

© © N o

Navigate to Service integration —Buses,

Click the New button and set the following field:
Name: CuramBus
Leave everything else as the default and click Next;

Entering the Configure bus security Wizard, Step 1.1, click Next;

In Sep 1.2 of the Configure bus security Wizard take the default set-
ting and click Next;

In Sep 1.3 of the Configure bus security Wizard take the default set-
ting, as appropriate, and click Next;

In Sep 1.4 of the Configure bus security Wizard review your settings
and click Next;

In Step 2 click Finish to apply the changes.

Select the CuramBus now displayed on the list of Buses. Thiswill open
the configuration screen;

Select Bus membersin the Topology list;

Click Add to open the Add a New Bus Member Wizard,;
Select the server to add to the Bus and click the Next button;
Select Data store and click the Next button;

Select the option to use existing data source and set the options as fol-
lows:

Data source JNDI name = jdbc/curamsibdb
Schema name = user nane
Where user nane isthe database username.
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Deselect the Create tables option;
L eave everything else as the default and click Next;

Take the default tuning parameters as appropriate and click Next;
Click Finish to complete and exit the Wizard;
Navigate to Service integration —Buses;

Select the CuramBus now displayed on the list of Buses. Thiswill open
the configuration screen;

Select Security in the Additional Properties section;

Select Users and groups in the bus connector role in the Authorization
Policy section;

Click New to open the SB Security Resource Wizard;

Select the The built in special groups radio button and click Next;
Select the Server and All Authenticated check boxes and click Next;
Click Finish to complete and exit the Wizard.

Save the changes to the master configuration as described in Sec-
tion A.2.5, Save the Master Configuration.

JMS Configuration

Setup the JMS Connection Factories

1
2.

Navigate to Resources—»JMS-JMS providers;

Note: The appropriate scope where the IMS resources are to be defined
should be selected at this point.

Select the Default messaging provider link;

Select the Connection factories link in the Additional Properties box;
Click the New button and set the following fields:

Name: CuramQueueConnectionFactory

JNDI Name: jms/CuramQueueConnectionFactory

Description: The factory for all connections to the application queues.
Bus Name: CuramBus

Authentication alias for XA recovery. Same as for the j dbc/
cur anmdb data source (e.g. <SERVERNANE>/dbadmin)

Mapping-configuration alias: DefaultPrinicipa Mapping
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Container-managed authentication alias. Same as for the Authentica-
tion alias for XA recovery.

Leave everything else as the default and click the OK button to apply
the changes;

Click the New button and set the following fields:

Name: CuramT opicConnectionFactory

JNDI Name: jms/CuramT opicConnectionFactory

Description: The factory for all connections to the application queues.
Bus Name: CuramBus

Authentication alias for XA recovery. Same as for the j dbc/
cur andb data source (e.g. <SERVERNAME>/dbadmin)

Mapping-configuration alias. DefaultPrinicipalMapping

Container-managed authentication alias: Same as for the j dbc/
cur andb data source (e.g. <SERVERNAME>/dbadmin)

Leave everything else as the default and click the OK button to apply
the changes;

Save the changes to the master configuration as described in Sec-
tion A.2.5, Save the Master Configuration.

Note

With the above manual configuration steps it is not possible to cor-
rectly configure security for the Curam queue and topic connection
factories. To complete this part of the configuration you must use
thewsadm n tool. To do so follow these steps:

1. Identify the queue and topic connection factory entries in the
WebSphere Application Server for z/OS configuration r e-
sour ces. xm filee. This file resdes in the
OANAS HOMVE% profil es\<profil e _name>\config
file system hierarchy depending on your naming conventions
and the scope where you defined your JMS resources. For in-
stance, using a node-level scope with a profile name of
AppSrv01, acel name of MyNodeCel | and a node name of
MyNode you would find this  file here:
C.\ WebSphere\ profil es\ AppSrv01\ confi g\ cell
s\ MyNodeCel | \ nodes\ MyNode\ resour ces. xm . In
this file you must find the <f act ori es> entities for the
Cur amQueueConnect i onFactory and Cur anilopi c-
Connect i onFact or y and make note of the ID for each that
begins J2CConnect i onFact ory_ followed by a numeric
(e.g. 1264085551611).

2. Invoke the wsadm n WebSphere Application Server for zZOS
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script. In these examples the language is JACL, so the -lang
jacl argument may need to be specified along with login cre-
dentials, etc. depending on your local configuration.

Inwsadm n invoke the following commands; again, assuming
node-scope definitions, a cell name of MyNodeCel |, and a
node name of MyNode, the resource IDs will be different in
your environment.

a

b.

$Adm nConfi g getid /Node: M/Node

$Adm nTask showSl BJMsConnecti onFactory
Cur amQueueConnect i onFact -

ory(cel | s/ MyNodeCel | / nodes/ MyNode| r esou
rces. xm #J2CConnect i onFact ory 126408555
1611)

Here you should verify that authDataAlias is not set (e.g.
aut hDat aAl | as=), else you're done, as shown in this
sample wsadmin output:

{password=, | ogM ssi ngTransacti onCont ext =f al se,

r eadAhead=Def aul t, provi der Endpoi nt s=,

shar eDur abl eSubscri pti ons=I nCl ust er,

tar get Transport Chai n=, aut hDat aAl i as=, user Nane=,
target Si gni fi cance=Preferred,

shar eDat aSour ceW t hCVP=f al se,

nonPer si st ent Mappi ng=Expr essNonPer si st ent,

per si st ent Mappi ng=Rel i abl ePersi stent, clientl D=,
J ndi Nane=j ns/ Cur anfQueueConnect i onFact ory,
manageCachedHand| es=f al se,

consuner DoesNot Mbdi f yPayl oadAf t er Get =f al se,

cat egory=, target Type=BusMenber, busName=Cur anBus,
descri pti on=None,

xaRecover yAut hAl i as=cr ouch/ dat abaseAl i as,

t enrpor ar yTopi cNanmePr ef i x=, renot ePr ot ocol =,

pr oducer DoesNot Modi f yPayl oadAft er Set =f al se,
connecti onProxi m ty=Bus, target=,

t emrpor ar yQueueNanePr ef i x=,

nane=Cur anfueueConnect i onFact or y}

$Adm nTask nodi fySI BJIMSConnecti onFact -
ory Cur anfQueueConnect i onFact -
ory(cel |l s/ MyNodeCel | / nodes/ MyNode| r esou
rces. xm #J2CConnecti onFact ory_ 126408555
1611) {-aut hDat aAl i as crouch/
dat abaseAl i as}

$Adni nConfi g save
Y ou can re-show the resource to verify the change.

Repeat the steps for the Cur anmTopi cConnecti on-
Factory.

Restart the application server.
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Setup the Required Queues

Perform the following steps, substituting <QueueNane> (without the angle
brackets) with each of the following queue names. DPEnactment, DPError,
CuramDeadMessageQueue, WorkflowActivity, WorkflowEnactment and
WorkflowError.

1. Navigate to Service integration —Buses-CuramBus;

2. Select the Destinations link in the Destination resources box;

3. Click the New button to open the “Create new destination” wizard:

4. Select Queue as the destination type and click Next:

5. Set the following queue attributes:

Idenifier: SIB_<QueueNane>
L eave everything else as the default and click the Next button;

6. Usethe Selected Bus Member and click Next:

7.  Click Finish to confirm the queue creation:

8. Select the newly added SIB_<QueueNane> queue now displayed on
the list of existing providers. This will open the configuration screen
again;

9. Set the Maximum failed deliveriesto 5;

10. Usethe following table to set the Exception Destination via the Specify
radio button and associated text filed;

Queue Name Exception Destination

SIB_CuramDeadM essageQueue System

SIB_DPEnactment SIB_DPError

SIB_DPEtrror SIB_CuramDeadM essageQueue

SIB_WorkflowActivity SIB_WorkflowError

SIB_WorkflowEnactment SIB_WorkflowError

SIB_WorkflowError SIB_CuramDeadM essageQueue

Table A.2 Exception Destination Settings

11.
12.
13.
14.
15.

Click the OK button to apply the changes.

Navigate to Resources~JMS-JMS providers,

Select the Default messaging provider link;

Select the Queues link in the Additional Properties box;
Click the New button and set the following fields:
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Name: <QueueNane>

JNDI Name: jms/<QueueNane>
Bus Name: CuramBus

Queue Name: SIB_<QueueNane>
Delivery Mode: Persistent

Leave everything else as the default and click the OK button to apply
the changes;

Save the changes to the master configuration as described in Section A.2.5,
Save the Master Configuration.

Setup the Required Topics

1
2
3.
4

Navigate to Resources»JMS-JIMS providers,
Select the Default messaging provider link;
Select the Topics link in the Additional Properties box;

Click the New button and set the following fields:
Name: CuramCachelnvalidationTopic

JNDI Name: jms/CuramCachelnvalidationTopic
Description: Cache Invalidation Topic

Bus name: CuramBus

Topic space: Default. Topic.Space

JMS Delivery Mode: Nonpersistent

Leave everything else as the default and click the OK button to apply
the changes;

Save the changes to the master configuration as described in Sec-
tion A.2.5, Save the Master Configuration.

Setup the Required Queue Activation Specifications

As with the setting up of queues, perform these steps, substituting
<QueueNane> (without the angle brackets) with each of the following
gueue names. DPEnactment, DPError, CuramDeadM essageQueue, Work-
flowActivity, WorkflowEnactment and WorkflowError.

1
2.
3.

Navigate to Resources~JMS-JMS providers;
Select the Default messaging provider link;

Select the Activation specifications link in the Additional Properties
box;
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4. Create a new specification by clicking the New button and set the fol-
lowing fields:

Name: <QueueName>

JNDI name: eig<QueueNane>AS
Destination Type: Queue

Destination JNDI name: jms/<QueueNane>
Bus Name: CuramBus

Authentication Alias. Same as for the j dbc/ cur andb data source
(e.9. <SERVERNAME>/dbadmin)

Maximum batch size: 1
Maximum concurrent endpoints. 10
L eave everything else as the default and click OK to add the port;

Save the changes to the master configuration as described in Section A.2.5,
Save the Master Configuration.

Setup the Required Topic Activation Specifications

As with the Queue Activation Specifications in the previous section, add a
new Activation Specification and set the following fields:

Name: CuramCachelnvalidationTopic

JNDI name: eis’'CuramCachelnvalidationTopicAS

Destination Type: Topic

Destination JNDI name: jms/CuramCachel nvalidationTopic

Bus Name: CuramBus

Authentication Alias: Same as for the j dbc/ cur andb data source (e.g.
<SERVERNAME>/dbadmin)

Maximum batch size: 1
Maximum concurrent endpoints: 10

Leave everything else as the default and click the OK button to apply the
changes.

Save the changes to the master configuration as described in Section A.2.5,
Save the Master Configuration.

Post Configuration

Service Integration Bus Database Tables

After setup, it is necessary to manually create database tables required for
the Service Integration Bus. WebSphere Application Server for z/OS
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provides a utility to generate the SQL for creating these tables, the SB DDL
Generator.

The generator can be run by executing the following command:

$WAS_HOVE/ bi n/ si bDDLGener at or . sh
-system system
-platform platform
-schema user name
- dat abase dat abase_nane
-user usernane
-statementend ; -create

Where
* syst emisthe database that isto be used, e.g. db2;

» pl at f or misthe operating system, e.g. zos;
* user nane isthe username required for accessing the database;

e dat abase_nane isthe name of the database to be used.
For example:

$WAS_HOVE/ bi n/ si bDDLGener at or . sh
-system db2 -platform zos
-schema db2adm n -dat abase curam -user db2adm n
-statenmentend ; -create

This command will output SQL statements to define the Service Integration
Bus tables and these SQL statements must be executed on the target data-
base.

]

H Note

There are DB2 for ZOS-specific defaults for the STOGROUP and
BUFFERPOOL; see the WebSphere Application Server, Version
7.0 Information Center
[http://publib.boul der.ibm.com/infocenter/wasinfo/v7r0/topic/com.i
bm.websphere.zseries.doc/info/zseries/ae/welcome_zseries.html] for
more information.

Timer Service Database Tables

After setup, it is necessary to manually create the database tables required
for the Timer Service. WebSphere Application Server for ZOS provides the
DDL for thesetablesinit's WAS_HOME/ Schedul er directory.

The DDL files that should be run ae the createTa-
bl espaceDB2ZCS. ddl and cr eat eSchenaDB2ZCS. ddl in that or-
der.

Each DDL file contains instructions appropriate for running against your
target database.

A.2.15 Completion
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The WebSphere Application Server for ZOS is now configured and ready
for installing IBM Curam Social Program Management application . ear
files. Log out of the Administration Console and restart WebSphere Applica-
tion Server for Z/OS using the targets description in Section 4.6, Sarting
and Stopping WebSphere Servers.

Manual Application Deployment

To install an enterprise application in WebSphere Application Server for z/
OS, the Administration Console can be used. The steps below describe how
to install an application, EJB component, or web module using the Adminis-
trative Console.

]

1

Note

Once the install has been started, the Cancel button must be used to
exit if the installation of the application is aborted. It is not sufficient
to simply move to another Administrative Console page without first
clicking Cancel on an application installation page.

Navigate to Applications—New Application;
Select New Enterprise Application;

Click the appropriate radio button and specify the full path name of the
source application file or . ear file, optionally via the Browse button,
in the Path to the new application panel and click Next;

The default locations for the application . ear filesis:
$SERVER DI R/ ear / WAS/

Select the Fast Path - Prompt only when additional information is re-
quired radio button in the How do you want to install the application?
panel and click Next;

Leave the defaults as they are for step 1, Select installation options and
click Next;

In step 2, Map modules to servers, for every module listed, select atar-
get server or a cluster from the Clusters and Servers list. To do this,
tick the check box beside the particular module(s) and then select the
server or cluster and click Apply.

Click Next and then Finish to complete the installation. This step may
take a few minutes and should finish with the message ‘ Application
Curam installed successfully.’

Save the changes to the Master Configuration. (See Section A.2.5, Save
the Master Configuration for more details.)

Navigate to Applications—Application Types—WebSphere enterprise
applications and select the newly installed application.
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Select the Class loading and update detection option from the Detail
Properties section.

Set the Class loader order to be Classes loaded with application class
loader first.

Set the WAR class loader policy to be Sngle class loader for applica-
tion.

Click OK.

Navigate to Users and Groups -> Manage Users. Click Create... and
enter a User ID, Password, First Name and Last Name. Then click on
Create.

See Section 5.3.2, Change SYSTEM Username for information regard-
ing the credentials expected here by the application and changing them.

Return back to the enterprise application (Applications-Application
Types-WebSphere enterprise applications, select the newly installed
application) and select the Security role to user/group mapping option
from the Detail Properties section and map the mdbuser role to a user-
name and password as per these steps:

]

H Note
The username you use to map to the mdbuser role must already
be defined in your user registry.

a. Check Select for the mdbuser role and click Map Users...;

b. Enter an appropriate username in the Search String field and click
Search;

c. Seect the ID from the Available: list and click >> to add it to the
Salected: list and click OK.

d. Click OK.

Having mapped the mdbuser role you can now update the user RunAs
role by selecting the User RunAs roles option from the Detail Proper-
ties section.

Enter the appropriate username and password in the username and
password fields, respectively. Check Select for the mdbuser role and
click Apply.

Click OK.
Save the changes to the master configuration.

After deployment it is necessary to start the application before it can be
used. Navigate to Applications-Application Types-WebSphere enter-
prise applications, tick the check box for the newly installed applica-
tion, and click the Start button. This step may take a few minutes and
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should finish with the application status changing to indicate it has
been started.

21. Finaly, test the application deployment. For example, point a web
browser at the URL for the deployed application e.g.:

https://<Your WebSphere host >: <Cur antl i ent EndPoi nt >/ Cur am
Where:

<Your WebSphere host > identifies the host name or IP address
where your WebSphere Application Server for zZ/OS system is running

and <Cur antCl i ent EndPoi nt > identifies the port assigned (as in
Section A.2.11.7, Set up the Port Access).

A.4 WebSphere Network Deployment

A4l

IBM’s WebSphere Application Server Network Deployment offers advanced
deployment services, including clustering, edge services and high availabil-
ity for distributed configurations.

Tips for working with WebSphere Network Deployment

Customizing for WebSphere Network Deployment

The customizing of WebSphere Network Deployment (using zZ/OS Profile
Management Tool or ISPF) is outside the scope of this document, but along
with the information you'll find in the Program Directory for WebSphere
Application Server for z0OS V7.0 (GI11-4295) and IBM WebSphere Applic-
ation Server for zZ/OS, Version 7.0: Installing your application serving en-
vironment WebSphere Application Server, Version V7.0 Information Center
[ http://publib.boulder.ibm.com/infocenter/wasi nfo/v7r 0/topi c/com.ibm.webs
phere.zseries.doc/info/zseries/ae/wel c6topinstalling_main.html] IBM offers
a number of helpful Redbooks for doing this. These may be found at the
IBM Redbook website: http://www.redbooks.ibm.com/.

Synchronizing Changes

If you are operating in a Network Deployment environment it is strongly re-
commended that you ensure WebSphere Application Server for ZOS syn-
chronizes its configuration after each Administration Console change or Ant
target.

When saving the master configuration ensure you manually force synchron-
ization via the Administration Console:

1. Navigate to System Administration —Save Changes to Master Reposit-
ory;

2. Check the Synchronize changes with Nodes check box;
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3. Click the Save button. The synchronization may take some time;

4. Check the system and/or WebSphere Application Server for zZ/OS logs
for synchronization completion. These messages may vary by Web-
Sohere Application Server for Z/OS release, but you are looking for
something like:

ADMS0208I1 : The configuration synchroni zati on conplete for cell.

Once synchronization is complete, review the server status and various
WebSphere Application Server for ZOSlogs to ensure success,

A.4.2 Configuration of Node

Before deploying an application the server must first be configured. Thisis
done through the Deployment Manager Administration Console and the
configuration is then synchronized with the node's federated servers.

The Node Agent, which enables communication between the Deployment
Manager and its federated servers, is required to be started. This can be
done viathe z/ OS operator START command appropriate for your installa-
tion or the st art Node. sh command in the prof i | es/ <f eder at ed
profil e name>/bi n directory of the WebSphere Application Server for
Z/IOSinstallation.

After the Node Agent is started, all control is handed over to the Deployment
Manager for this Node's servers. To start or stop a server in the Deployment
Manager Administration Console:

1. Navigateto Servers—Server Types—WebSphere application servers,

2. Check the server to be started/stopped from the list and click the Sart
or Stop button as required.

The next step in the process is to configure the federated servers. As men-
tioned before, all configuration is done through the Deployment Manager
Administrative Console. Section A.2, Manual WebSphere Application Serv-
er Configuration describes the manual WebSphere Application Server for z/
OS configuration for a basic installation, and should be followed with the
differences identified below. When saving the master configuration, ensure
you synchronize your changes as described in Section A.4.1.2, Synchroniz-
ing Changes.

Section A.2.10, Set up the System JAAS Login Module details the security
setup required during manua configuration. This setup requires the Re-
gi stry.jar to be copied to a directory within the WebSphere Applica-
tion Server for z/OS installation. The Regi stry. j ar should be copied
from CurantSDEJ/ | i b to the | i b directory of the Deployment Manager
installation and any federated installations.

o]

ﬂ Note
Before building the application . ear for deployment it is worth
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noting the BOOTSTRAP_ADDRESS of the server that these will be
installed onto. The BOOTSTRAP_ADDRESS is located in the same
list of ports as the SOAP_CONNECTOR_ADDRESS described pre-
vioudly.

By default the BOOTSTRAP_ADDRESS expected by the application
is 2809. To solve this issue either change this address or alternat-
ively change the relevant property in your AppServ-
er. properties file

The property that should be changed isthecur am ser ver. port
valueinthe AppSer ver . properti es file. Changing this affects
the port value in the web. xm file when building an . ear (EAR)
file. For more information on the web. xmi file consult the Cdram
Web Client Reference Manual.

A.4.3 Deploying on the Node

Finally, Section A.3, Manual Application Deployment should be followed to
manually deploy the applications on the required server. Applications can
then be started or stopped using the Deployment Manager Administration
Console.
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This information was developed for products and services offered in
the U.S.A. IBM may not offer the products, services, or features dis-
cussed in this document in other countries. Consult your local IBM
representative for information on the products and services currently
available in your area. Any reference to an IBM product, program,
or service is not intended to state or imply that only that IBM
product, program, or service may be used. Any functionally equival-
ent product, program, or service that does not infringe any IBM in-
tellectual property right may be used instead. However, it is the
user's responsibility to evaluate and verify the operation of any non-
IBM product, program, or service. IBM may have patents or pending
patent applications covering subject matter described in this docu-
ment. The furnishing of this document does not grant you any li-
cense to these patents. Y ou can send license inquiries, in writing, to:

IBM Director of Licensing
IBM Corporation

North Castle Drive
Armonk, NY 10504-1785
U.SA.

For license inquiries regarding double-byte (DBCS) information,
contact the IBM Intellectual Property Department in your country or
send inquiries, in writing, to:

Intellectual Property Licensing
Legal and Intellectual Property Law.
IBM Japan Ltd.

1623-14, Shimotsuruma, Y amato-shi
Kanagawa 242-8502 Japan

The following paragraph does not apply to the United Kingdom or
any other country where such provisions are inconsistent with local
law: INTERNATIONAL BUSINESS MACHINES CORPORA-
TION PROVIDES THIS PUBLICATION "AS IS' WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WAR-
RANTIES OF NON-INFRINGEMENT, MERCHANTABILITY
OR FITNESS FOR A PARTICULAR PURPOSE. Some states do
not allow disclaimer of express or implied warranties in certain
transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typograph-
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ical errors. Changes are periodically made to the information herein;
these changes will be incorporated in new editions of the publica-
tion. IBM may make improvements and/or changes in the product(s)
and/or the program(s) described in this publication at any time
without notice.

Any references in this information to non-IBM Web sites are
provided for convenience only and do not in any manner serve as an
endorsement of those Web sites. The materials at those Web sites are
not part of the materials for this IBM product and use of those Web
sitesisat your own risk.

IBM may use or distribute any of the information you supply in any
way it believes appropriate without incurring any obligation to you.
Licensees of this program who wish to have information about it for
the purpose of enabling: (i) the exchange of information between in-
dependently created programs and other programs (including this
one) and (ii) the mutual use of the information which has been ex-
changed, should contact:

IBM Corporation

Dept F6, Bldg 1

294 Route 100

Somers NY 10589-3216
USA.

Such information may be available, subject to appropriate terms and
conditions, including in some cases, payment of afee.

The licensed program described in this document and all licensed
material available for it are provided by IBM under terms of the
IBM Customer Agreement, IBM International Program License
Agreement or any equivalent agreement between us.

Any performance data contained herein was determined in a con-
trolled environment. Therefore, the results obtained in other operat-
ing environments may vary significantly. Some measurements may
have been made on development-level systems and there is no guar-
antee that these measurements will be the same on generally avail-
able systems. Furthermore, some measurements may have been es-
timated through extrapolation. Actual results may vary. Users of this
document should verify the applicable data for their specific envir-
onment.

Information concerning non-IBM products was obtained from the
suppliers of those products, their published announcements or other
publicly available sources.

IBM has not tested those products and cannot confirm the accuracy
of performance, compatibility or any other claims related to non-
IBM products. Questions on the capabilities of non-IBM products
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should be addressed to the suppliers of those products.

All statements regarding IBM's future direction or intent are subject
to change or withdrawal without notice, and represent goals and ob-
jectivesonly

All IBM prices shown are IBM's suggested retail prices, are current
and are subject to change without notice. Dealer prices may vary.

This information is for planning purposes only. The information
herein is subject to change before the products described become
available.

This information contains examples of data and reports used in daily
business operations. To illustrate them as completely as possible, the
examples include the names of individuals, companies, brands, and
products. All of these names are fictitious and any similarity to the
names and addresses used by an actual business enterprise is entirely
coincidental.

COPYRIGHT LICENSE:

This information contains sample application programs in source
language, which illustrate programming technigques on various oper-
ating platforms. You may copy, modify, and distribute these sample
programs in any form without payment to IBM, for the purposes of
developing, using, marketing or distributing application programs
conforming to the application programming interface for the operat-
ing platform for which the sample programs are written. These ex-
amples have not been thoroughly tested under all conditions. IBM,
therefore, cannot guarantee or imply reliability, serviceability, or
function of these programs. The sample programs are provided "AS
IS', without warranty of any kind. IBM shall not be liable for any
damages arising out of your use of the sample programs.

Each copy or any portion of these sample programs or any derivative
work, must include a copyright notice as follows:

© (your company name) (year). Portions of this code are derived
from IBM Corp. Sample Programs.

© Copyright IBM Corp. _enter the year or years . All rights re-
served.

If you are viewing this information softcopy, the photographs and
color illustrations may not appear.

Programming Interface Information

This publication documents intended programming interfaces that al-
low the customer to write programs to obtain the services of IBM
Curam Social Pogram Management.
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IBM, the IBM logo, and ibm.com are trademarks or registered trade-
marks of International Business Machines Corp., registered in many
jurisdictions worldwide. Other product and service names might be
trademarks of IBM or other companies. A current list of IBM trade-
marks is available on the Web at "Copyright and trademark informa-
tion" at http://www.ibm.com/legal/us/en/copytrade.shtml.

Apacheis atrademark of Apache Software Foundation.

Microsoft and Windows are trademarks of Microsoft Corporation in
the United States, other countries, or both.

UNIX is a registered trademark of the Open Group in the United
States and other countries.

Java and all Java-based trademarks and logos are registered trade-
marks of Oracle and/or its affiliates.

Other names may be trademarks of their respective owners. Other
company, product, and service names may be trademarks or service
marks of others.
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