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Security Is Quality
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The Myth: “Our Site Is Safe”

We Have Firewalls

In Place " We Audit It Once a
g - Quarter with Pen Testers

We Use Network
Vulnerability Scanners




IBM Rational Software Development Conference 2008

Each layer of the application requires Its own security
measures
Info Security Landscape

Desktop Transport Network Web Applications

Antivirus Encryption Firewalls / _
Protection (SSL) IDS / IPS
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Web application security defects are common and
serious

Growing Threat Analyst Views

- Past customer spending focused on Network “Gartner estimates that 90 percent of externally-
security — yet 75% of attacks come through web | accessible applications today are web-enabled,
applications — market is now focusing on and that two-thirds of them have exploitable
spending on web application security vulnerabilities.

* Mitre group indicates that application issues “ 6404 - - -

o o of developers are not confident in their

(XSS and SQL Injection ) are the top 2 hacks ability to write secure applications”

. Most websites are vulnerable Microsoft Developer Research
(Watchfire/Gartner)

Cost of Application Security Breach

Security Breach
Every lost record costs $138 to the organization who lost it
Media Attention > Brand Damage > Sharp Decline in Stock Prices
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Regulatory requirements in many industries require you
to develop and test to ensure system security

i

D secunty -
Standards Counc

Build and Maintain a Secure Network

Requirement 1: Install and maintain a firewall configuration to protect cardholder data

Requirement 2: Do not use vendor-supplied defaults for system passwords and other
security parameters

Protect Cardholder Data

Requirement 3: Protect stored cardholder data

Requirement 4: Encrypt transmission of cardholder data across open, public networks

Maintain a Vulnerability Management Program

Requirement 5: Use and regulariy update anti-virus software
I Requirement 6: Develop and maintain secure systems and applications I
Implement Strong Access Control Measures
Requirement 7: Restrict access to cardholder data by business need-to-know
Requirement 8: Assign a unique ID to each person with computer access
Requirement 9: Restrict physical access to cardholder data

Regularly Monitor and Test Networks

Requirement 10: Track and monitor all access to network resources and cardholder data
I Requirement 11: Regularly test security systems and processes I

Maintain an Information Security Policy

Requirement 12: Maintain a policy that addresses information security
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There are several types of web application security

defects

Application Threat

Negative Impact

Example Impact

Cross Site scripting

Identity Theft, Sensitive Information Leakage, ...

Hackers can impersonate legitimate users, and control their accounts.

Injection Flaws

Attacker can manipulate queries to the DB / LDAP /
Other system

Hackers can access backend database information, alter it or steal it.

Malicious File Execution

Execute shell commands on server, up to full control

Site modified to transfer all interactions to the hacker.

Insecure Direct Object Reference

Attacker can access sensitive files and resources

Web application returns contents of sensitive file (instead of harmless one)

Cross-Site Request Forgery

Attacker can invoke “blind” actions on web
applications, impersonating as a trusted user

Blind requests to bank account transfer money to hacker

Information Leakage and Improper Error
Handling

Attackers can gain detailed system information

Malicious system reconnaissance may assist in developing further attacks

Broken Authentication & Session
Management

Session tokens not guarded or invalidated properly

Hacker can “force” session token on victim; session tokens can be stolen
after logout

Insecure Cryptographic Storage

Weak encryption techniques may lead to broken
encryption

Confidential information (SSN, Credit Cards) can be decrypted by malicious
users

Insecure Communications

Sensitive info sent unencrypted over insecure
channel

Unencrypted credentials “sniffed” and used by hacker to impersonate user

Failure to Restrict URL Access

Hacker can access unauthorized resources

Hacker can forcefully browse and access a page past the login page
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For example, Injection Flaws are an important type of
security defect that result from flaws in the application

= What is it?
» User-supplied data is sent to an interpreter as part of a command, query or data.

= What are the implications?
» SQL Injection — Access/modify data in DB
» SSI Injection — Execute commands on server and access sensitive data
» LDAP Injection — Bypass authentication
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A bug in the web application code causes this SQL

Injection security defect
£ Evil input comes in j

Request. Forn{ "after"];

string sAfter =
string sBefore = Request. Forn"before"];
string sSQL = "SELECT t.transid, t.accountid, t.description, t.anount

' + sBefore;

FROM t ransacti ons t
I NNER JO N accounts a ON t.accountid = a.accountid
" and t.trans_date <=

' + SAfter +
Evil input gets

concatenated into SQL

where t.trans_date >=
Statement

new O eDbDat aAdapt er (sSQ., myConnecti on);

myTransacti ons

SQL statement containing evil input gets
executed. The result may not be what the

developer intended.
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The security defects we are talking about are bugs
In the application itself

What causes a security defect?
» A coding problem in the application

How do you fix a security defect?
» Need to fix the bug

Why are security defects so prevalent?

» Human Gap: bugs happen

» Knowledge Gap: many developers are just getting up to speed on security
» Process Gap: security hasn't been part of the development process

Why wouldn’t we apply our best Quality Management practices to security
defects?
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Security Auditors and Quality Assurance Specialists
have complimentary skills and responsibilities

Knows security in-depth

Knows corporate and industry standards

Can exploit security defects to prove impact

Is responsible for the security of application

= Makes testing repeatable

= Reports on test coverage, release
readiness

= Triages and manages defects
= Scales testing effort across a large team

= Already part of the development process
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Web application security testing is about finding
security defects, but it Is also important to understand
the issues and how they are fixed

= Web Application Security (WAS) testing is the process of:

» Identifying how a web application is vulnerable to being hacked, and

» Providing fix recommendations to remediate the security issues
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Many organizations move through a maturity model as
they adopt web application security testing

Welb Application Security Evoelution

QA helping test security
I n—hous:e Security team support
Stirategic = Scalable Solution

In-house = Manual Efforts & Desktop Audit Tools
f Tactical = Limited Internal Security resources

= Penetration Testing Consultants
ﬂ Outsourced | . sps
|

Unaware
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The goal Is to reduce cost of testing per application so
that you can increase test coverage

Cost
Per
Application
Tested

‘Outsourced

\ ‘In-house Tactical

In-house
Strategic

0%

25% 50% 75% 100%
Application Coverage
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At first, there is little or no QA involvement In
security testing and little test coverage is achieved

AppScan

WAS Test Security : QA system

Coverage team ! server
100% :
' |
]
]
]
1
]
]
i 1
Issues reported directly '
to Development 1
]

@
@ @

]
& - Development i QA testers
1

50%

= No communication between Security & QA teams
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Later, QA becomes more involved In security testing
and test coverage increases

AppScan

WAS Test X Security QA system
Coverage team server
100% ' 7 S I
Issues pushed to QA
with Defect Logger

50% :

Remediation @
@
00/0 .

Development QA testers

O] G ) (A N (N | N N N - [ N 3

= QA Introduced to WAS; process not yet formalized
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Finally, QA is fully engaged in security testing and test
coverage approaches 100%

AppScan Integration

- Security Test Host IBM Rational
AppScan Tester
Edition
WAS Test Security QA system

Coverage team server
100% /—\

50%
Remediation Qb QA testers, with
security test plans

Development

0%

= QAresponsible for WAS
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Includes Fall
2008 Releases

Security needs attention across the software
development lifecycle

| | |
—5 &Y Hé

AppScan AppScan AppScan AppScan

I I
e

A
Devglpospcea;nEd Ag%iscckasncgr? ¢ /E%pfgfﬂﬂi,gi‘;iltgfnir Tester Ed Tester Ed Enterprise user Standard Ed
(Eclipse IDE) (web client) (scanning agent) (scanning agent)  (QA client) (web client) (desktop)

Rational Rational
Application Software Rational Rational Rational Quality

Developer Analyzer BuildForge ClearQuest Manager
; ; ; Automate Security / Security / compliance testing Security and Compliance
Bmldinst%crhrgﬁlggstmg Compliance testing in incorporated into testing & Testing, oversight, control,
the Build Process remediation workflows policy, in-depth tests

Code Build QA Security
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Phased Adoption of Security Testing in QA

Engaging your QA team in security testing, one step at a time

In-heuse
Stirategic

Author
Security
Tests in QA

Use Test

Use Defect Management
Tracking Best

Practices
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Using Rational AppScan Standard Edition with

Defect

ClearQuest s

% AS7.5 Demo Scan 1.scan - Watchfire AppScan

Ele Edt Vew Sean Tooks Help ()
0@ K & | ©san » O stop FYManual Explore | 3 scan Configuration [Z] ScanLog J2 | [il] Report & Update
View G} My Application (54) ‘i) Scanis Incomplete Morg Information X
=94 hitp://demo testfire.net/ (54) - _
..... P i“ﬂanged By: Severty | Highest on top
coi.exe (1) ﬁ B4 Security Issues (370 variants) for My Application”
Security Issues commert.aspx (2) @ Bind SGL Injection (4) |
default aspe o TS B
disclaimer htm @ Fomat Sting R Severity ’
o fesdback aspx (1) @ HTTP Respons  popoey Defect Details
o search.aspx (1) @ Session Not In P Credential
Remediation Tasks SEMVErSmor.aspK S0L Injecti Manual Test redentials
subscribe 3 (3) o rues:tlo_n Usemame:
bscib r @ ¥Fath Injection]  Delete
Q subscnbe s i W Cookie Poisonii  Set as Non-vulnerable Password: l:l
-2 survey_guestions.aspx ) o
AN i Directory Listing ;
. 153 admin (1) v or Report False Positive Defect Detailz
Application Data W Predictable Log
D"@ bank (41) W Unencrypted L Summary: |SQLIniection in http: /frevelationd acmehackme/bank login. aspx [Parameter passw)
o e O fopicaton Y — O 8
. |
') Advisory | ] Fix Recommendation | ¥ Request/Response - Praject: Keywards:
\ﬂ? Cross-Site Scripting Prioiity: | SR v N Dvaner:
/ 1 nmediatel
2-Give High Attention
S n FMormal Queue
¥ Severity: DHigh 4-Low Pricrit L
= Type: Application-level 14 Dresaitan
# WASC Threat Classification: Client-side Affacks) [sgL injection A
Scripting B
Application-level test =
#» CVE Reference(s): MAA
% Security Risk: It is possible to ste] WASC Threat Classification: Command Execution: SOL Injection B
customer session Security Risk: Itis possible to view, modify or delete database entries and tables |

which may be use
a legitimate user, g  Attachments
hacker o view or 4 © [§ open [ElEdit X Remove & Add Attachment...

and to perform trag T T = = = = = =
€l & 3

Advizorp html  FisRechtml  Varant1-On.. Varantl-Tes.. Yariant2-0n.. Varant2-Tes.. Yariant3-Ori...

bl

Visited URLs 112/112 Completed Tests 14255/14255 {7} 54 Securty lssues | @ 19 [ Cancel | [ LogDefect
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Using Rational AppScan Tester Edition with
Rational Team Concert

@ Rational }kppScan Tester Edition

Security Issues

Last Updated: 5/12/2008 10:33:51 AM

| Summary | Group  Show  Search lLayout
There are 68 issues of 24 different types across 21 URLs

| allitems

Items 1- v S

Action: | Submit Rational Quality Manager Defect V'| Apphy

te| Test URL

Element

Use

Defect
Tracking

Welcome Craig Conboy  Admin |

Issue Type

B
i

ik

I

TTE S —~
AME - e

G0 to page: FS

L] m]

Threat Class

| Last Updated

?

d ! By
] @ Open
] @ Open
vl & Open
] @ Open
] @ Open
O] & Open
] & Open
] @ Open
1 i} Oren

29g%
m*
301*
305*
306%
307+
m*
300*

I1nF

http:ffgadcore 1.otta
http:ffgadcore 1.otta
http:ffgadcore1.otta
http://gadcorel.otta
fttp:ffgadcore 1.otta
http:ffgadcore 1.otta
http: ffgadcore 1.otta
http://gadcorel.otta
Rt floadeare 1.ntta

before

uid

passw
_cHo%e3A_cHot
creditAccount
debitAccount
txtSearch

lang

1l

Blind SQL Injection
Blind QL Injection
Blind S0L Injection
Cross-5ite Scripting
Cross-5ite Scripting
Cross-5ite Scripting
Cross-5ite Scripting
Cross-5ite Scripting
Croee-Site Serintinn

Command Execution:
Command Execution:
Command Execution:
Client-side Attacks: ¢
Client-side Attacks: «
Client-side Attacks: (
Client-side Attacks: (
Client-side Attacks: ¢

Client-zide Attacks: ¢

5/12/2008 2:33:00 P
5/12/2008 2:33:00 P
5/12(2008 2:3%:00 P
5/12/2008 2:33:00 P
5/12/2008 2:33:00 P
5/12/2008 2:33:00 P
5/12/2008 2:3%:00 P
5/12/2008 2:33:00 P
S 208 3300 P
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Use

Using Rational AppScan Developer Edition with =S
ClearQuest

= Web - MyScan - 07-05-08 14_19_35 PM.srpt - Eclipse SDK

File Edit Mavigate Search Project Run  Window  Help

G- E S - 0-Q- i@
.‘% Project Explorer 22 s = <}==(> = =8l

#-1=F Servers
535 tomnchat
E% ] oyment Descriptor: chat
BS—? Java Resources: sre
(= build
E[Eb WebContent
; '@ My&can.sscn
------ MyScan - 07-05-05 14_19_35 PM.srpk

B @ Profi

Issues

= 5 pages have 20 security issues with 27 va
' ﬁ com.ibm, proto.chat, servlet.ManageCh

Fs
com.ibm. prota.chat.servlet, SavelnfoS (s} | SAMPLOODODOTE | Skate: Submitted o

car.ibm. prato.chat.servlet LaginServig

Main | Attachments | Customer

é] E hittp:/ flocalhost 8080 tomehat /lagin. jsg Headline; |Cross-5ite Scripting : http: fflocalhost: 2080 tomchat/login. jsp |
= 0 Cross-Site Scripting (1) Keywards:
| L. n Project: | "| B
E@ Link Injection (facilitates Cross-Site ] | > -Maior v'-| =
-4 httntflncalhnshA0EN Famehat fserviet | Jeverity: ! | N i)
Details Eronty | "'| Symptams:
() Advisory Ciner: | ""| E]
Description: =
See attached Issue.html For more infarmation, \ B
= Severity:
v
e Type: =
# WASC Threat Classification: Template: V_| Load B

# CVE Reference(s):
# Security Risk:

L oK I[ Cancel ] g(

* Possible Causes

Sanitation of hazardous characters was not performed correctly an user input _




IBM Rational Software Development Conference 2008

Use

Detailed information about the security issue
provides QA Managers with the information
needed to triage defects

\ 5 / SQL Injection
<’/

= Type: Application-level test

# WASC Threat Classification: Command Execution” SQL Injection
# CVE Reference(s): NIA
# Security Risk: It is possible to view, modify or delete database entries and tables

* Possible Causes

Sanitation of hazardous characters
was not performed correctly on user
input
I8N Soffware Group
+ Technical Description
Web applications often use
datahases atthe backend to interact SAL Injection
with the enterprise data warehouse.
The de-facto standard language for
gquerying databases is SAL (each
majar database vendor has its own
dialect). Weh applications often take
userinput (taken out of the HTTP
request) and incorparate itin an SAL
query, which is then sentto the
backend database. The query results
are then processed by the application
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The security community has methodologies you
can use to assign a severity rating to an issue

Use
Defect
Tracking

Score

0-2

3-4

Damage Potential

7-8

Significant inform ation
about the target
architecture andjor
application disclosed.
Limited cost associated
with im pact

R eproducibility

Extended orincreased
functional control of the
application andior
underlying system .
Moderate cost associated
with impact

Full contol of the
application and/or the
abllity to view underlying
network or database
infrastucture. Large cost
associated with im pact

Difficult to reproduce
{within 24 hours)

Exploitability

Moderately difficult to
reproduce (within 2
hours)

Easy to reproduce (within
Sminutes)

Extensive skills and tools
required

Moderate skills and tools
required

limited skills and tools
required

Affected Users

Small user group (100 -
1,000)

Discoverability

Moderate user group
(between 1,000 - 5,000)

Large user group, Open
to the entire Com pany
Metwork (between 5,000 -
20,000)

Difficult to find (within 24
hours)

Risk Rating=(D+R+E+A+D)/5

Moderate effort required
to find (within 4 hours)

Easily found (within 2
hour)

Full compromise of
Metwork or Database
Infrastucture. Extensive
cost associated with
im pact

Very easy to reproduce
{30 seconds or less)

no skill or tools required

Open to the general
internet with no
authentication or very
large group requiring
authentication (20,000++)
Very easily found (within
1 hour)

8.1-100

Medium Risk

High Risk
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Use Test

Manage your security testing like other types of [

Best

teStI ng Practices

= QA teams know how to manage testing
» What are we going to test?
» How are we going to test it?
» Who is going to do the work?
» How frequently are we going to retest?
» What hardware and software are required for the test?
» How much of the application has been tested?

= Test Plan, Test Cases, Test Scripts
» Include security tests

» Monitor and report on test coverage
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Manage security test as you manage other tests

[k "Rational Qur:-;lﬂllty ﬂ.ﬁaagér

| Jazz Project 1 "\"|
Type to Search .| Home | Preferences | Help | About
{EJ Home | All Test Plans & | Test Plan &
Planning | ' '
Table Of Contents — -
L:! Java PetStore Test Plan | Discard Changes || Save |
Corsocn Summary Test Plan Overview | View Snapshots

Business Objectives —
K Test Objectives State:
= Review and &pprovals Provide full test coverage for Java PetStore Test Plan
Hang;gmt Feqguirements
Application Security Test Cases |7/ 5

iE Test lterations
: Sizing Owned Ey:| Tory (Tester) w | Status: = E'Aumuring']

Environments

Lists the test cases associated with a given plan. You can add and remaove associations to test documents

E\u’ra Test Team and create and associate a new test case. Removing a test case will remove the association to this test plan
Quality Goals but not delete the test case.
Reports Entry Criteria

Exit Criteria Group By Ungrouped |T‘5-’PE Filter Text & |

ﬁ‘ Test Cases

Defects I —— Show AL | ltems per page Previous |1-90of3| Nex B O i B
g Jd [[]Show All Sections Id Name State Theme Category Function Weight Modified
&
0 —| . : Shopping Cart . ; . 1 minute
Administration | (& Add New Section | L] Security Tests Draft ~ Security Security  Editors 90 i
- Rich Client LI ; . Rich ;
L] 8 Execution Test 8 Draft  Functionality Client Ul Execution 55 5 hours ago

LT I 2 nar 1

Use Test

Mgmt
Best
Practices




IBM Rational Software Development Conference 2008

[k "Rational Quality Manager

My Reports
Shared Reports » Parameters
D L
E)j, Overall Execution: (Mo selection)
St
EP. F’Ian Summary (Mo selection)
~ [0 Execution

[, Execution Status
[, Execution Status by
Owner
Eﬂ. Execution Status by
Plan
[, Execution Trend

~ [0 Requirements
EP', Plan Requirements
Coverage
B, Plan Requirements
Coverage Detail
EP. Plan Requirements
Execution

% Tara PetStore Test Flan

rl]

Spr 28, 2008 11:13 AM

0

Overall Execution Status

Execution status per Plan

a0

100

130

(Mo selection)

(Mo selection)

200

250

110

300

330

—

Report on test execution status and trend

Michael Brown (Test Architect) | Log

| Jazz Project 1

Use Test
Mgmt

Best
Practices

_

State
I Passd
I Failed
[ Blocked
[ ] Incornple

Hiot 5 tart

400

Home | Preferences | Helpl:l
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Author

Enable your testers to create security tests

Tests in

QA

Training

Templates
» Test policy
» Scan configuration

Record tests

Advanced stuff later
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Define Test Policies for all testers to use

[k "Rational QUEHI;W Maag&r -

Planning

Caonstruction

ab
Management

Execution

v

B

d

Defe

o

Reportz

24

Administration

Table Of Contents

Summary

Business Objectives
Test Objectives
Review and Approvals
Requirements
Application Security
Test lterations

Sizing

Enviranments

Test Team

Cuality Goals

Entry Criteria

Exit Criteria

Test Cases
Attachments

[[] Show All Sections

| ) Add New Section

o = | Jazz Project 1 b |

Type to Search | Home | Preferences | Help | About

Home || All Test Plans & Test Plan &

Java PetStore Test Plan

Test Plan Overview | View Snapshots

[ Discard Changes ][ Save ]

Frovide full test coverage for Java Pet3tore Test Plan

Application Security 7/ x

YWiew the available AppScan Tester Edition Test Folicies available in the Test Plan.

Available Test Policies

Hame Description

This policy includes a selection of Application tests that have a high
probability of success. This can be useful for developers who wish to quickly
evaluate their application.

Developer_Essentials

This policy includes all invasive tests (tests which might affect the server's

el stability).

The Vital Few This policy includes a selection of tests that have a high probability of
=L success. This can be useful for evaluating a site when time is limited.

Default This policy includes all tests except invasive and port listener tests.

Author

Security
Tests in

QA
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Author

Create AppScan Tester Edition tests from Securty
Rational Quality Manager

QA
[k Rational Quallity_h;inager

ADMIN | LogQut

| Jazz Project 1 I |
|Typet0 Search | Home | Preferences | Help | About
Eﬂ Home = Mew Test Case @  New Test Script @
Planning | & &
s Shopping Cart Automated Security Test MNew / Not Yet Saved [ Discard Changes J[ Save ]
Test Script
Conztruction
Lab G
Management = Originator ADMIN
owner | Unassigned -y_l
IEb Type | Rational AppScan ™+ |
Exscution | Description Tests the shopping cart functionality of the application for security defects

rReports  Rational AppScan Tester Edition (7
| Rational AppScan Tester Edition will scan your web application for security vulnerabilities.

Defects Template
Select the template types to use while oreating the scan. Onoe the scan hes been orested, this information can no longsr be modifisd.

2 g
)27 Type Manual Explore O s
A
Administration
Verdict Strategy
The verdict strategy determines the oriteria that must be met for s related sxscution work item to pass or fail.
Severity Threshold © @ High
& g Medium
O @ Low

O [3) Information
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Author

Provide a template for configuring the test to

Tests in

make It easy -

= QuickScan Ul simplifies test creation
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Summary and Call To Action

Security is Important
Security is Quality
Security is Testable; you can make a difference

Make application security part of what your QA team does!
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QUESTIONS
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Learn more at: Terry Goldman - goldmant@sg.ibm.com

IBM Rational software
IBM Rational Software Delivery Platform

Rational trial downloads

Process and portfolio management
Change and release management
Quality management

Architecture management

Leading Innovation Web site

developerWorks Rational

IBM Rational TV
IBM Rational Business Partners
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