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Security Starts from the Inside
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What’s on the inside counts

Damaging security incidents 
involve loss or illicit modification 
or destruction of sensitive data

Many security programs only focus 
on what’s happening beyond the 

perimeter

**Source: 2Q15 X-Force Report 

55% of all attacks are 
caused by insider 
threats**

https://www-01.ibm.com/marketing/iwm/dre/signup?source=swg-WW_Security_Organic&S_PKG=ov36741&S_TACT=C406003W&S_OFF_CD=10000203&lang=en_US
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Who is an Insider?

on average to recognize 

that insider fraud 

has occurred

87 days 
used someone else’s 

credentials to bypass 

controls or gain

elevated rights

of the time a privileged 

user altered and then 

reset application controls 

to avoid detection

79%81%

Enterprise users

Long response times

Third-party actorsAttackers

Frequent threats Evasive perpetrators

6

Unsuspecting 

Employees Partners/Contractors
Disgruntled/Malicious

Employees
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Insider Risk can also be business risk

IBM and Business Partner internal use only

Sources: International Business Times (VW) and Huffington Post (DK and F)
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How are most companies combating insider threats today?

62% of organizations do not

monitor and audit the actions of users 
with privileges more closely than non-
privileged users*

*According to a 2015 UBM study of more than 200 organizations

Stop the madness!!

57% of organizations do not have 

a data security solution that supports

entitlement reporting
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Getting Started: Know your users, know your data

Know your users
1. Who has access to sensitive data?

2. Who should have access? 

3. What are end users doing with data?

4. What are administrators doing with data?

Know your data
1. What data is sensitive?

2. Is the right sensitive data being exposed?

3. What risk is associated with sensitive data? 

4. Can you control privileged user access to 

sensitive data?
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Know your Privileged Users

Priv. Session

Recorder

Admin

ID

PIM Credential Vault

IBM Security Privileged 
Identity Manager

Manage shared access 

and session recording 

for compliance

Record monitor what 

privileged users are doing
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<Identity Management> <Access Management>

Validate “who is who” 

across the enterprise 

and the cloud

Control unauthorized 

access and prevent 

“entitlement creep”

Identity & Access Management – Know your regular users

Govern and administer users and their access

1. Is this really a valid user?

2. What does the user want to do?

3. What access does that user need to do their job?
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Know your data – IBM Guardium

Apply machine learning & intelligence to uncover behavioral changes and risks

1. Policy-based, real-time

monitoring* reveals behavior 

patterns over time

*including tions by privileged users  

2. Analytics run and anomalies
are surfaced

3. Anomalies are sent for 
manual review OR triggers
action 
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A connected environment helps stop insider threats

10

Data

Set up 

user access

Detect 

and correct

Security 
Intelligence

Integrated Value

Identity
and

Access

Provide visibility into 

illicit data activity

Data activity events and alerts

Data activity 
monitoring

Provide privileged user 

information and manage 

user credentials

Detect unusual activity and make 

corrections to block and prevent

Assess and reconcile 

privileged user access  

and activity

Credential data and 

identity context

Privileged users
management

Access 
management

Identity 
management

Block unauthorized 

privileged users  and 

send security alerts

SIEM

Provide identity context 

aware security intelligence

Identity attributes and 

privileged user activity

Monitor 

database activity
Understand what, where and 

when sensitive data is accessed

Threat 
analytics

Data 
protection
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