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AQL E=FHEH

TRt AQL 1= A #if -
#39. AQL {4=F M

$R88 &5l
e PRI THRR E A SELECT * FROM events
FREWLRE ARSI FEAS B SELECT * FROM flows

SEHURF 5 1ELA -

SELECT sourceip, destinationip FROM events

SEHVRF E MG R THER -

SELECT sourceip, destinationip FROM events
ORDER BY destinationip

AT =

SELECT sourceip, SUM(magnitude) AS magsum
FROM events GROUP BY sourceip

{E SELECT {-f)Fhhd T BN

SELECT CATEGORYNAME(category) AS
namedCategory FROM events

{#i] WHERE fh)i#jg iR -

SELECT CATEGORYNAME (category) AS
namedCategory, magnitude FROM events WHERE
magnitude > 1

B 2 AR BRI 2 i 0 SO - s
g s s R A o

SELECT LOGSOURCENAME (Togsourceid), * from
events where RULENAME (creeventlist) ILIKE
'%suspicious%

R (AR R A R S B > 2IREER
Fou (BIANSE M 7 ITakErg) o

5
7S

SELECT sourceip, destinationip, "+field/
name+” FROM events WHERE "+field/name+" LIKE
'%test%'

TR X-Force 2 AQL {H=57F HAYHIH] -

F40. X-Force Z AQL =554

BILE

&l

HE B EEMEZ X-Force HHGA 1P {74k -

select * from events where
XFORCE_IP_CONFIDENCE('Spam',sourceip)>3

f8=181 URL AHBWAY X-Force URL fdi%H -

select url, XFORCE_URL_CATEGORY(url) as
myCategories from events where
XFORCE_URL_CATEGORY (ur1) IS NOT NULL

fHAHVEL TP FHBRAIEAY X-Force TP FEXH o

select sourceip, XFORCE_IP_CATEGORY
(sourceip) as IPcategories from events
where XFORCE_IP_CATEGORY (sourceip) IS NOT
NULL

AN~ L= R AIALEE AR -
HES T ) -

AQL == ERETH
i/ Ariel FEHEES
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SELECT

REFERENCETABLE('user_data','FullName',username) as 'Full Name',
REFERENCETABLE('user_data','Location',username) as 'Location',
REFERENCETABLE('user_data', 'Manager',username) as 'Manager',
UNIQUECOUNT (username) as 'Userid Count',

UNIQUECOUNT (sourceip) as 'Source IP Count',

COUNT(*) as 'Event Count'

FROM events

WHERE gidname(qid) ILIKE '%logon%’

GROUP BY 'Full Name', 'Location', 'Manager'

LAST 1 days

ZERF ID ZEIRERAEH
FESLEEHIH » (B0 & (e L BA RS - AR TR 226 & ia s B
EH2RERAS AL # 1D $ILEREE 1D -

ARG E AR R AT B S L B ID BEATRYBERE IR -

SELECT

REFERENCEMAP('GTobalID Mapping',username) as 'Global ID',
REFERENCETABLE('user_data','FulTName', 'Global ID') as 'Full Name',
UNIQUECOUNT (username),

COUNT(*) as 'Event count'

FROM events

WHERE RULENAME(creEventlist) ILIKE '%suspicious%'

GROUP BY 'Global ID'

LAST 1 days

THIERRUR RIS ID SEREIEE)

SELECT

QIDNAME(gid) as 'Event name',

starttime as 'Time',

sourceip as 'Source IP', destinationip as 'Destination IP',
username as 'Event Username',
REFERENCEMAP('GlobalID_Mapping', username)as 'Global User'
FROM events

WHERE 'Global User' = 'John Doe'

LAST 1 days
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SELECT sourceip, destinationip,

UNIQUECOUNT (DATEFORMAT (starttime, 'hh')) as 'different hours',
COUNT(*) as 'total flows'

FROM fTlows

WHERE flowdirection = 'L2R'

GROUP BY sourceip, destinationip

HAVING 'different hours' > 20

AND 'total flows' < 25

LAST 24 hours

R+ T DU S A LRI Proxy H &6 ke HoAh SR HAHAY o

YR HEE H S AR E B -

SELECT sourceip, destinationip,

UNIQUECOUNT (DATEFORMAT (starttime, 'dd'))as 'different days',
COUNT(*) as 'total flows'

FROM flows

WHERE flowdirection='L2R'

GROUP BY sourceip, destinationip

HAVING 'different days' > 4

AND 'total flows' < 14

LAST 7 days

YR EHIAE 1P SEEHAHE 1P ZFRVREH SR - SIARIE RIS @ B H RIAHIRIRFE -
G Z IR RF R AE AR A o

SELECT

sourceip,

DATEFORMAT (starttime, 'hh') as hourofday,

(AVG( hourofday*hourofday) - (AVG(hourofday)”2))as variance,
COUNT(*) as 'total flows'

FROM flows

GROUP BY sourceip, destinationip

HAVING variance < 01 and 'total flows' < 10

LAST 7 days

AR Proxy HEESRAFAIAMINGIEARE HA IR o SRS R B HAIHIRIIERE] o
G Z IR RF R AE AR A o

SELECT

sourceip,

DATEFORMAT (starttime, 'hh') as hourofday,

(AVG (hourofdayxhourofday) - (AVG(hourofday)”~2)) as variance,
COUNT(*) as 'total events'

FROM events

WHERE LOGSOURCEGROUPNAME (devicegrouplist) ILIKE '%proxy%’
GROUP BY url_domain

HAVING variance < 0.1 and 'total events' < 10

LAST 7 days

url_domain N%/E Proxy HEEHIEETNE o
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Select

REFERENCETABLE('ip_threat_data','Category',destinationip) as 'Category',
REFERENCETABLE('ip_threat_data','Rating', destinationip) as 'Threat Rating',
UNIQUECOUNT (sourceip) as 'Source IP Count',

UNIQUECOUNT (destinationip) as 'Destination IP Count'

FROM events

GROUP BY 'Category', 'Threat Rating'

LAST 1 days

EETSNHRE

8 BAL MBI R as & AR ~ PESERMT ~ INIRIRRE ~ (alARES AL ~ 70 RE b

2EME -
FEREAR A - SRS =R A AR O E B E A -

Assetproperty EKEUIEE AEMIINAE » 8 REEIE EERHUE RS R -

SELECT

ASSETPROPERTY('Location',sourceip) as location,
COUNT(*) as 'event count'

FROM events

GROUP BY Tlocation

LAST 1 days

YA RE T A T LA R A A o {off P S RS 1 =5 R (50 P & B e

AssetUser [XETEE BB E IE & A0 o

SELECT

APPLICATIONNAME (applicationid) as App,
ASSETUSER(sourceip, now()) as srcAssetUser,
COUNT(*) as 'Total Flows'

FROM flows

WHERE srcAssetUser IS NOT NULL

GROUP BY App, srcAssetUser

ORDER BY 'Total Flows' DESC

LAST 3 HOURS

Network LOOKUP [RE]
AT LI#F Network LOOKUP PXESZRHAHVEL 1P (il AHRBEMEHAHERE 25 -

SELECT NETWORKNAME (sourceip) as srcnet,
NETWORKNAME (destinationip) as dstnet
FROM events

Rule LOOKUP X

BT LUM#EH Rule LOOKUP BXEAGE SN 1D HHHGR R4 o
SELECT RULENAME(123) FROM events

I A A (e ] R BRI 2 AR SR o

B9 B OBk

ftb

139



SELECT * FROM events
WHERE RULENAME(creEventlList) ILIKE '%my rule name%'

ENER
] LB BRI S %IE » (1] TEXT SEARCH #EE 7 K#HITE XMW -
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SELECT QIDNAME(qid) AS EventName, * from events where TEXT SEARCH 'firewall'
BEINE
1 S E RS SRR - ] DUF IR BRI HET A
YR EFTAZA "MyWebsiteUrl” 2RIKIEFFER) Web URL HEFFSEH: -

SELECT "MyWebsiteUr1", = FROM events ORDER BY "MyWebsiteUrl"
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FERELIE:

[55 158 LAY T Regex WHZTANZA |

AT LT Regex BIHETZ » LUK SR F ol A 8 B s B E AR Zom 2R -

MNMREFBiEes | E=#EE
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