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pG�� Microsoft Internet Explorer s� IBM Security QRadar ú�A�≥����

s²��íMσ≤�íC

{�

1. b Internet Explorer Web s²�ñA÷ F12 H}�u}o�uπv°íC

2. ÷@Us²��íA�∩� Web s²����C

3. ÷@Uσ≤�íAMßw∩ Internet Explorer ��∩� Internet Explorer ��C

IBM Security QRadar nJ

IBM Security QRadar O Web ¼��{íC QRadar �Nw]nJΩT�≤ URLB�

��W��KXC

bznJ IBM Security QRadar D�x�A��Uϕñ�ΩTC

ϕ 3. QRadar �w]nJΩT

nJΩT w]�

URL https://<IP Address>AΣñ <IP Address> O QRadar D�x� IP �

}C

Ynb IPv6 �VX⌠�ñnJ QRadarA�HΦA�N IP �}A�G

https://[<IP Address>]

���W� admin

KX bw�L{ñⁿú� QRadar �KXC

�v≈� w]�v≈��zú� 5 g�t�s�vC

RESTful API
��ϕz�¼Aα� (REST) ��{í]p�� (API) ��X HTTPS d
A�N IBM

Security QRadar PΣL�MΦ�πXC

s�v
���ñΓ\iv

zb QRadar ñ��π��z���ñΓ\iv�αs�M�� RESTful APIC p�

p≤�z���ñΓ\iv��÷ΩTA��\�zΓUC
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s� REST API �Nσ≤�����

API �����ú�FUC REST API ���í�M\αG

ϕ 4. REST API ��

REST API í�

/api/ariel d
Ω�wBjMBjM IDAH�jM�GC

/api/asset_model �
�¼ñ��Ωú�MμC z�iHCX�

�i��Ωú�e�¼Mwxs�jMA�≤

sΩúC

/api/auth nX��{μÑq@�ó�C

/api/help ≡
 API \α�MμC

/api/siem �
��≡��MμC

/api/qvm �\��z QRadar Vulnerability Manager Ω

�C

/api/reference_data �°��z��Ω�	XC

/api/qvm ��ΩúB�}B⌠⌠B}±�A�B⌠⌠M

Lo�C z�iH���≤sqμ�C

/api/scanner �°B�����P�y]w��÷��
�

yC

REST API 
Nσ≤��ú�F@�[cAziH��ª�¼	N QRadar \αΩ@�

ΣLú�ñ����n{íXC

1. b Web s²�ñΘJUC URL Hs�
Nσ≤��Ghttps://ConsoleIPaddress/

api_docC

2. ÷@U�ns�º API ��YA	pA/arielC

3. ÷@U�ns�º
I�l�YA	pA /databasesC

4. ÷@U Experimental � Provisional l�YC

�G

API 
I��� experimental � stableC

Experimental
ⁿ	 API 
Iiα�g���	AiαbN��≤��úAútμq�C

Stable ⁿ	 API 
IgL���	ABⁿΣ�C

5. ÷@U��H�¼
T]wμí� HTTPS 
�C

6. �\�¼	b≤Ot	�MΦ�ñΩ@���ΩTC

QRadar API Q��
{íXd�

API Q��ú�F REST API ��÷��ΩTAΣñ]A∩�ú�D�
¬H�ib

�	⌠�ñ���a���{íXd	C p��÷ΩTA��\ API Q�� (https://

www.ibm.com/developerworks/community/forums/html/forum?id=b02461a3-9a70-4d73-94e8-

c096abe263ca)C
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p�≡�����÷ΩTA��\≡��zC

Θxí���

Θxí���N²zY��d�e� QRadar ��≤ΘxA⌡μ\αjj�jMAH�

��itm��í�C�ϕ�°Θxí�C

Θxí���N²z∩�≤Ω�⌡μ���dC

p��÷ΩTA��\Θxí��dC

⌠⌠í���

��⌠⌠í���Y��d�e�y{A⌡μ\αjj�jMAH���itm��

í�C�ϕ�°⌠⌠í�C

y{OΓ�D≈ºí�qTÑq@�C �°y{ΩTN²zPwΩ�yq�qTΦíB

qT�e]pGw���e��∩���qT�C y{Ω�]]tqT≤wBASN �B

IFIndex ��u²
�Ñ��Ω�C

p��÷ΩTA��\⌠⌠í��dC

Ωú��

QRadar ���
�⌠⌠W
bB@�ΩúB°A��D≈C

��
�≥≤Q�y{Ω���}Ω�Ae\ QRadar �mΩú]w�C

Ωú]w�ú�⌠⌠ñ�C�w�Ωú��÷ΩTAΣñ]A�OΩT]pGi

��AH�C�ΩúW
b⌡μ�A�C �]w�Ω���iμ÷pA�U≤ε��
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	pAY≡��	��
bSwΩúW⌡μ�SwA�C b�¼pñAQRadar iHz

LN≡�PΩú]w��÷pA�PwΩúOe÷D��≡�C ��Ωú��Azi

H�°wA��ΩúA�jMSwΩúH�°Σ]w�C

p��÷ΩTA��\Ωú�zC

°i��

°i��N²z� QRadar ��⌠≤Ω���Bte��z°iC

u°iv\αN²z���q�°iAH�@��⌡μ��C Yn��°iAziHN

ΩT]pAw��⌠⌠��X¿μ@°iC z]iH�� QRadar H��w²w��°

id�C

°i��]N²z���q��xb°iWL�PC ��q@�∩≤N°ite�úP

�¬�O�q�C

p�°i��÷ΩTA��\°i�zC

IBM Security QRadar Risk Manager
IBM Security QRadar Risk Manager O�Ow��nΘX��mA�≤�°�mtmB

��⌠⌠⌠���≤AH�]w⌠⌠ñ�IM�}�u²
�C

IBM Security QRadar Risk Manager ��tmΩ�q⌠⌠�w��m]p⌡≡B⌠�

�Bμ½�� IPSB�}ΩT�����	w����¼	�Ω�C �Ω��≤�O⌠

⌠w�≥ª[c��w�B�h�����IAH�o��IQúϕQ��ºvC

�Gp� IBM Security QRadar Risk Manager ��÷ΩTA�p��aPΓNϕC

�z��

�z���u�zv���tm��z���Bt�B⌠⌠B��{íM�≤C π��

zM�v����iHs��z��C

ϕ 1 í�F�z�iHb�z��ñs���zuπC

ϕ 5. QRadar ñi���zuπ

�zuπ í�

t�tm tmt������z∩�C

Ω��� tmΘx��By{����}∩�C

��⌠⌠
A�tm tm�
⌠⌠�A�s�C

ípsΦ� �z QRadar íp��O�≤C

zb�z��Wiμ���tm≤s��ú�xs��m�C�¿���≤ßAiH

bz�ípñANtm≤s��íp�ⁿ�zD≈C

QRadar @δ{�

QRadar �����W�U��ε�∩≤jí	�������O@��C

UCp�í�Fo�@δ{���÷ΩTC
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�°Tº

Tº\αϕ�≤������kWñAú�∩i�≤¬�M�zt�q�º°í�s

�C

}lºe

YnbTº°íWπ	t�q�A�z�����C@�q�Tº�¼���WhA

Mß∩��qWhδFñ�q	�∩	C

÷≤o�@�

Tº\αϕⁿ	zt�ñ�¬�t�q��C �ⁿ	��W[�rA��z÷¼t�q

��εC ∩≤C@�t�q�ATº°í�ú�KnAH���t�q��Θ�WOC

ziHN	½ⁿ���q�AH�°≤h��C ziH��Tº°íW�\α��zt

�q�C

t�q�]iHb÷ϕO��W≥�Ab������¬UñiHπ	@�∩��	

{°íC zbTº°íñ⌡μ��@����÷ϕO��M	{°íC 	pApGz

qTº°í÷¼t�q�Ah�q��t�q�π	e��út�q�C

p�÷ϕOt�q���÷ΩTA��\t�q���C

Tº°íú�UC\αG

ϕ 6. uTºv°íñi��\α

\α í�

�í ÷@U�íAH�°��t�q�C �∩�O

w]�A�HA�ϕz∩�FΣL∩�A��

μ½sπz��t�q���÷�íC

�α ÷@U��A��°π�Y½�h�u
�v

�t�q�C

�� ÷@U��A��°π�Y½�h�u��v

�t�q�C

�i ÷@U�iA��°π�Y½�h�u�iv

�t�q�C

ΩT ÷@U��A��°π�Y½�h�u��v

�t�q�C

�í⌡X ÷@U�í⌡XAHqt�÷¼��t�q

�C pG����B��B�i����	�

Lot�q�MμAh�°�í�	W�σr

��≤�UCΣñ@�G

v ⌡X����

v ⌡X���α

v ⌡X���i

v ⌡X���i

v ⌡X����ΩT
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ϕ 6. uTºv°íñi��\α (�≥)

\α í�

�°�í ÷@U�°�íAHbΘxí���ñ�°t

�q��≤CpG����B��B�i��

��	�Lot�q�MμAh�°�í�	

W�σr��≤�UCΣñ@�G

v �°����

v �°���α

v �°���i

v �°����ΩT

⌡X ÷@Ut�q�
�⌡X�	AHqz�t�

÷¼t�q�C

{�

1. nJ QRadarC

2. b������kWñA÷@UTºC

3. bTº°íWA�°t�q����Ω�C

4. ∩���C Yn�
t�q�MμA�÷UCΣñ@�G

v ��

v �i

v ΩT

5. ∩���C Yn÷¼t�q�A�∩�UC∩�G

∩� �z

�í⌡X ÷@U÷¼��t�q�C

⌡X ÷@Un÷¼ºt�q�
�⌡X�	C

6. ∩���C Yn�°t�q����Ω�A�N	½ⁿ����t�q�C

���G

ziH÷@U�μ�D���ϕμñ��GC�μ�
�bYⁿ	���ΦVC

{�

1. nJ QRadarC

2. ÷@��μ�YAH
¡�CϕμF÷Γ�H�¡�CϕμC

½sπzP�������

ziHΓ�½sπzB����±��Wπ	�Ω�C

÷≤o�@�

÷ϕOM≡����Cj 60 ϕ��½sπz@�C

pGzHue�íj]��½sπz�v�í�°Θxí�M⌠⌠í���Aho�

���Cj 60 ϕ��½sπz@�C
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��kWñ�p���ⁿ	���½sπz����íqC

ϕzHuY�]Ωy�v�ue@	�]��½sπz�v�í�°Θxí��⌠⌠

í����AiH�����	���{μπ	e�C

z�iH��÷ϕO��ñ�{μπ	e�C ÷@U÷ϕO���í�⌠≤�m���

����C p��{{⌡ΓAHⁿ	{μπ	e���C

{�

1. nJ QRadarC

2. ÷@Uzn�°���C

3. ∩�UCΣñ@�∩�G

∩� �z

½sπz ÷@U��kWñ�½sπzAHK½sπz

��C

�� ÷@UH����W�π	e�C

�± ÷@Ub��p��ºß½s��p��C

�d IP �}

ziH����Φk��du÷ϕOvBuΘxí�v�u⌠⌠í�v��W IP �}

��÷ΩTC

{�

1. nJ QRadarC

2. ÷@Uzn�°���C

3. Nz�	½ⁿ��� IP �}AH�° IP �}��mC

4. �	½kΣ÷@U IP �}�ΩúW�A�∩�UCΣñ@�G

ϕ 7. IP �}ΩT

∩� í�

�² > 	⌠⌠�° π	P�∩ IP �}�÷p�⌠⌠C

�² > 	��Kn�° π	P�∩�� IP �}�÷p�≡�C

�² > 	��aKn�° π	P�∩��a IP �}�÷p�≡�C

ΩT > DNS d\ jM≥≤ IP �}� DNS ��C

ΩT > WHOIS d\ jM�
 IP �}�n²
��C w]�

WHOIS °A�� whois.arin.netC

ΩT > ≡�y ⌡μ�∩ IP �}�u⌠⌠∩M{í (NMAP)v

�yC �ϕz�t�Www� NMAP ��α

���∩�C p�w� NMAP ��÷ΩTA

��\z���	σ≤C
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ϕ 7. IP �}ΩT (�≥)

∩� í�

ΩT > Ωú]w� π	Ωú]w�ΩTC

pG�RF IBM Security QRadar Vulnerabil-

ity Manager �o��vAh�π	�∩�C p

��÷ΩTA��\IBM Security QRadar Vul-

nerability Manager User GuideC

pG QRadar zL�yHD�ΦíA�zLy{

��HQ�Φí≥o]w�Ω�AhiH��

�\αϕ∩�C

p��÷ΩTA��\IBM Security QRadar

SIEM Administration GuideC

ΩT > jM�≤ jMP� IP �}�÷p��≤C

ΩT > jMy{ jMP� IP �}�÷p�y{C

ΩT > jMsu jMP� IP �}�÷p�suC �ϕz�R

F IBM Security QRadar Risk ManagerA�s

�F QRadar P IBM Security QRadar Risk

Manager nΘX��m�A��π	�∩�Cp

��÷ΩTA��\ IBM Security QRadar Risk

Manager User GuideC

ΩT > μ½�≡d\ Tw Cisco IOS �mWw∩� IP �}�μ½

�≡C �∩��A�≤���I��W���

�m∩�
��μ½�C

�G�\αϕ∩�b QRadar Log Manager ñ

úi��

ΩT > °��� π	�I��AªyzFz⌠⌠� 3 h�C

�ϕz�RF IBM Security QRadar Risk Man-

agerA�s�F QRadar P IBM Security

QRadar Risk Manager nΘX��m�A�α�

��∩�C

⌡μ�}�y ∩�⌡μ�}�y∩��≤� IP �}W⌡μ

IBM Security QRadar Vulnerability Manager �

yC �ϕw�R IBM Security QRadar Vulner-

ability Manager �o��vºß��π	�∩

�C p��÷ΩTA��\IBM Security

QRadar Vulnerability Manager User GuideC

�d���W�

ziH�	½kΣ÷@U���W�AHs�≤h\αϕ∩�C��o�∩���°

���W�� IP �}��÷ΩTC

b�R IBM Security QRadar Vulnerability Manager �≥oΣ�v�Az�α�d��

�W�C p��÷ΩTA��\ IBM Security QRadar Vulnerability Manager User

GuideC

bz�	½kΣ÷@U���W��AiH∩�UC\αϕ∩�C
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ϕ 8. �≤���W��d�\αϕ∩�

∩� í�

�°Ωú π	P�∩����W��÷p�{μΩúC

p��°Ωú��÷ΩTA��\Ωú�zC
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u�≤Mμv°í��÷ΩTA��\Θxí

��°C
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⌠�C

{�
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∩� �z
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v ]t 1 �jgr�
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v �h 255 �r�
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�C

���{q	 pGn��	{t�q�AHπ	bz���
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ziHzLDn QRadar �����s�uQRadar uWí�vC
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w]÷ϕO
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� 5 �w]÷ϕOAziHq÷ϕO��W�π�÷ϕOMμ	ñs�ª�C pGz

ºew�°÷ϕOBw
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�í�CBϕμBΩμ��°°�C w]�ϕ�¼�°°�C o��ϕOitm�C

p�tm�ϕ��÷ΩTA��\tm�ϕC
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÷ϕO�� í�

�≤jM ziHzLuΘxí�v��π	≥≤wxs

jM�h��q÷ϕO��C bsW�� > ⌠

⌠í� > �≤jM\αϕñCX�≤jM�

�C �≤jM���W�P���≥≤�wx

sjM�hW���C

QRadar ]Aw²tm�b÷ϕO��\αϕW
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ⁿw�ííj�O²C

π�eX� qMμ	ñA∩�znb�ϕñ�°�½≤�

�C ∩�]A 5 � 10C w]�� 10C

���í�CΩ� ∩���∩	i���í�C��C bz∩�

��∩	�A�ϕ\α�}l	p�í�C�

ϕ�Ω�C �w]A�∩�w��C

�íd≥ qMμ	ñA∩�zn�°��íd≥C

� 3 � ÷ϕO�z 25



z��q�ϕtm�OdA]�C�zs�÷ϕO���Aª��π	�wtmC

�	pΩ�Aqbz⌡μ�í�Cxs�jM�Aπ�i��≤�y{Ω����

�π	²e�q�Ω�C	p���n�		��Mμ	ñ�P� (*) ϕ	C pGz

∩��	p]LP���n�	
��A�í�CΩ�NLk��C

{�

1. ÷@U÷ϕO��C

2. qπ�÷ϕOMμ	ñA∩�]tzn�q����÷ϕOC

3. bzntm�÷ϕO����YWA÷@U]w�	C

4. tm�ϕ��C

�ú÷ϕO��

ziHH�q÷ϕO�ú��M½ssW��C

÷≤o�@�

ϕzq÷ϕO�ú���Aú����ú��C

{�

1. ÷@U÷ϕO��C

2. qπ�÷ϕOMμ	ñA∩�nqΣ�ú���÷ϕOC

3. b÷ϕO���YWA÷@U⌡Γ� [x] �	AHq÷ϕO�ú��C

�≈÷ϕO��

ziHq÷ϕO	≈��A�N��π	bα�t�W�s°íñC

÷≤o�@�

bz	≈÷ϕO���A÷M�l÷ϕO���Odb÷ϕO��WA²π�½�÷

ϕO���	≈°í�M�}�ABb�w�íj½sπzC pGz÷¼ QRadar ��

{íA	≈�°í�M�}�Hiμ�°AB��≥½sπzA��zΓ�÷¼°í

�÷¼z�qút�C

{�

1. ÷@U÷ϕO��C

2. qπ�÷ϕOMμ	ñA∩�zn	≈���÷ϕOC

3. b÷ϕO���YWA÷@U±Γ�	H	≈÷ϕO��AMßb�O°íñ}�

���C

½sRW÷ϕO

ziH½sRW÷ϕO�≤sí�C

{�

1. ÷@U÷ϕO��C

2. qπ�÷ϕOMμ	ñA∩�nsΦ�÷ϕOC

26 QRadar ��ΓU



3. buπCWA÷@U½sRW÷ϕO�	C

4. bW�μ�ñAΣJ÷ϕO�sW�C �j°�� 65 �r�C

5. bí�μ�ñAΣJ÷ϕO�sí�C �j°�� 255 �r�C

6. ÷@UTwC

Rú÷ϕO

ziHRú÷ϕOC

÷≤o�@�

bzRú÷ϕOºßA÷ϕO���½sπzABe�W�π	bπ�÷ϕOMμ	

ñCX��@�÷ϕOC zRú�÷ϕOúAπ	bπ�÷ϕOMμ	ñC

{�

1. ÷@U÷ϕO��C

2. qπ�÷ϕOMμ	ñA∩�znRú�÷ϕOC

3. buπCWA÷@URú÷ϕOC

4. ÷@UOC

�zt�q�

ziHⁿwnbt�q	÷ϕOWπ	�q��A�b¬�t�q�ºßNΣ÷¼C

}lºe

�TOt�q	÷ϕO��sW�z�÷ϕOC

{�

1. but�q�v÷ϕO���YWA÷@U]w�	C

2. qπ�Mμ	ñA∩�n�°�t�q��C

v ∩�� 5B10]w]��B20B50 P�íC

v Yn�°Lh 24 p��nJ���t�q�A�÷@U�íC

3. Yn÷¼t�q�A�÷@URú�	C

NjM¼÷ϕO��sW�sW��Mμ

ziHNjM¼÷ϕO��sW�sW��\αϕC

}lºe

YnN�≤�y{jM÷ϕO��sW�÷ϕO��W�sW��\αϕAz��s

�Θxí��⌠⌠í������jM�hAHⁿwjM�GiHπ	b÷ϕO��

WCjM�h���ⁿw����	��GC

{�

1. ∩�G

v YnsWy{jM÷ϕO��A�÷@U⌠⌠í���C

� 3 � ÷ϕO�z 27



v YnsW�≤jM÷ϕO��A�÷@UΘxí���C

2. qjMMμ	ñA∩�UCΣñ@�∩�G

v Yn��jMA�∩�s�jMC

v YnsΦwxs�jMA�∩�sΦjMC

3. ���ntm�sΦjM��C

v busΦjMvíμWA∩�]tb��÷ϕOñ∩�C

v bu�μwqvíμWA∩��μAMß÷@UsW
μ�	HN�μ����

	�MμC

4. ÷@ULo�C e�W�π	jM�GC

5. ÷@Uxs�hC ��\uNjM�hxsb≡���Wv

6. ÷@UTwC

7. τ�wxs�jM�hw
QN�≤�y{jM÷ϕO��sW�sW��Mμ

a. ÷@U÷ϕO��C

b. ∩�UCΣñ@�∩�G

a. Ynτ��≤jM��A�∩�sW�� > Θxí� > �≤jM > sW��C

b. Ynτ�y{jM��A�∩�sW�� > ⌠⌠í� > y{jMC ÷ϕO�

��π	bMμWAW�Pwxs�jM�h�PC

28 QRadar ��ΓU



� 4 � ≡��z

ziHN�≤�y{Pb�P≡�ñh�⌠⌠í���a IP �}�÷pCziH��

a�d⌠⌠ñ�C�≡�C

¡εG zLkb IBM Security QRadar Log Manager ñ�z≡�Cp� IBM Security

QRadar SIEM P IBM Security QRadar Log Manager ºítº��÷ΩTA��\�

5��yw��zú�ñ�\αzC

ziH�²≡����U�����d�≤�y{��Ω�AHPww�P≡���

@�≤�y{C

≡�º[

��≡���AziH�d⌠⌠W�≡�B��M��a IP �}B⌠⌠μ��º�C

z]iHjM≥≤U��h�≡�C p�jM≡���÷ΩTA��\� 142��y≡

�jMzC

≡�\iv�q

�����úiH�°��≡�Aú�	�Θx���y{��P≡��÷pC

≡���ú���mh����\iv�PwC����iH�°�≡�FO�⌠

⌠\ivPwC

p��mh�\iv��÷ΩTA��\ IBM Security QRadar SIEM Administration

GuideC

½nⁿJ

��≡���AziHs��	Ru≡�vBu�� IP �}v�u��a IP �}vC

�� í�

≡� ≡�]A�≤Y���]pD≈�Θx���

�h��≤�y{C≡���π	≡�AΣñ

]Ai∩≡�°�iμ≤P@��τ��Ω�

yqM�}C C�½s�⌠≡��A��∩≡

�⌡μ����	�Pw≡��°�C ϕ�≤

sW�≡��A�H�w�íjiμ½s�

⌠C

�� IP �} �� IP �}ⁿw�	I�⌠⌠W�≤w���

mC�� IP �}iH��U�≡�Φk]p�

ε�u²�A� (DoS)v≡��H�	iμ�≥

�vs�C

��a IP �} ��a IP �}ⁿw�� IP �}�	s��⌠

⌠�mC

© Copyright IBM Corp. 2012, 2015 29



≡�Od

b�z��WAziHtm≡�Od�t�]wAHbtm��qºßqΩ�w�ú

≡�C

w]≡�Od��T C z��π��z\ivA�αs��z���tmt�]wC

tm{���A⌠≤wq�{���¡ C

÷¼≡��A÷¼�≡��b≡�Od�LßqΩ�wñ�úC pG≡�o�≤h�

≤A���s�≡�C pGz⌡μ]t÷¼�≡��jMAjM�Gñ�π	���

]pGª��qΩ�wñ�ú�C

≡��°

��≡���Wi��úP°�AziH�°≡�HPw�e⌠⌠Wo��≡�C

t��²q�°�°�}lACX≡�C ziHMΣ��°Sw≡����Ω�AMß

b�n�∩≡�⌡μ�@C

bzzLU�°�}l�²ºßA���
�π	{μ°���²y±C pGzn
�

ºe�°���A�÷@U�²y±W���W�C

q≡���W��²\αϕñAziHs�U�ϕμñCX�UC��C

ϕ 12. iHq≡���s����

�� í�

��≡� π	ⁿú�z���≡�C

��≡� π	⌠⌠W���s�≡�C

	�� π	�¬Ñ�CÑ��	����≡�C

	�� IP π	�≡�ñA���� IP �}	����≡

�C

	��a IP π	�≡�ñA����a IP �}	����

≡�C

	⌠⌠ π	�≡�ñA��⌠⌠	����≡�C

Wh i²zs�uWhv��AziHqñ�°�

���qWhCu�bzπ�u�°�qW

hvñΓ\iv�A�π	�∩�Cp��÷

ΩTA��\Wh�zC

	°u��≡�v�u��≡�v��

ziHbu��≡�v�u��≡�v��W�°≡�C

}lºe

u��≡�v��π	bz�⌠⌠ño����≡�MμC u��≡�v��π	ⁿú

�z�≡�MμC

30 QRadar ��ΓU



÷≤o�@�

�ϕμ�
π	M��jM�G�≡�jM�����Ω�]Y��C YnMúo�j

M��AiH÷@UMúLo�Cp�jM≡���÷ΩTA��\≡�jMC

�GYn≤���°Kn��W�íμA�÷@U�÷p�uπC∩�C 	pApGn

�°�� IP �}���Ω�A�÷@U��C p�uπC∩���÷ΩTA��\≡

���uπC\αC

{�

1. ÷@U≡���C

2. b�²\αϕWA∩���≡����≡�C

3. ziHQ�UC∩��δi≡�MμG

v q�°≡�Mμ	ñA∩�∩�HLoSw�íd≥�≡�MμC

v ÷@U{μjM��íμñπ	�U�Lo�
Σ�MúLo���C

4. ÷ΓUzn�°�≡�C

5. bu≡�Knv��WA�d≡����Ω�C ��\≡���C

6. ∩≡�⌡μ���n��@C

	°	�����≡�

ziHbu�����Ω�v��W�°≡�A���ú�b¬Ñ��Ws��≡�

MμC

÷≤o�@�

�≤p�By{p�M��p�º��p�μ�ú�q����⌠⌠\ivC

{�

1. ÷@U≡���C

2. b�²\αϕWA÷@U	��C

3. Yn�°Sw¬Ñ���CÑ��s�A�÷@U¬Ñ��W�
�bY�	C

4. Yn�°CÑ���≡�MμA�÷ΓUCÑ��C

5. ÷ΓUzn�°�≡�C

6. bu≡�Knv��WA�d≡����Ω�C ��\≡���C

7. ∩≡�⌡μ���n��@C ��\≡��z@�C

	°	�� IP ���≡�

bu��v��WAziH�°��� IP �}	��≡�C

÷≤o�@�

�� IP �}ⁿw]�∩≤zt��≡�ú�≡��D≈C t��²q°��¬� IP

�}}lACX����� IP �}C ≡�Mμ�π	π�@�ñ�≡���� IP �

}C

� 4 � ≡��z 31



{�

1. ÷@U≡���C

2. ÷@U	�� IPC

3. ziH��UC∩��δi≡�MμG

v q�°≡�Mμ	ñA∩�∩�HLoSw�íd≥�≡�MμC

v ÷@U{μjM��íμñπ	�U�Lo�
Σ�MúLo���C

4. ÷ΓUzn�°�s�C

5. Yn�°�� IP �}��
��a IP �}MμA�÷@Uu��v��uπCW

���aC

6. Yn�°P��� IP �}�÷p�≡�MμA�÷@Uu��v��uπCW�≡

�C

7. ÷ΓUzn�°�≡�C

8. bu≡�Knv��WA�d≡����Ω�C ��\≡���C

9. ∩≡�⌡μ���n��@C ��\≡��z@�C

	°	��a IP ���≡�

bu��av��WAziH�°��
��a IP �}	��≡�C

÷≤o�@�

t��²q°��¬� IP �}}lACX�����a IP �}C

{�

1. ÷@U≡���C

2. ÷@U	��a IPC

3. ziH��UC∩��δi≡�MμG

v q�°≡�Mμ	ñA∩�∩�HLoSw�íd≥�≡�MμC

v ÷@U{μjM��íμñπ	�U�Lo�
Σ�MúLo���C

4. ÷ΓUzn�°���a IP �}C

5. Yn�°P���a IP �}�÷p�≡�MμA�÷@Uu��av��uπCW

�≡�C

6. Yn�°P���a IP �}�÷p��� IP �}MμA�÷@Uu��av��

uπCW���C

7. ÷ΓUzn�°�≡�C

8. bu≡�Knv��WA�d≡����Ω�C ��\≡���C

9. ∩≡�⌡μ���n��@C ��\≡��z@�C

	°	⌠⌠���≡�

b⌠⌠��WAziH�°�⌠⌠	��≡�C

÷≤o�@�

t��²q°��¬�⌠⌠}lACX���⌠⌠C

32 QRadar ��ΓU



{�

1. ÷@U≡���C

2. b�²\αϕWA÷@U	⌠⌠C

3. ÷ΓUzn�°�⌠⌠C

4. Yn�°P�⌠⌠�÷p��� IP �}MμA�÷@Uu⌠⌠v��uπCW��

�C

5. Yn�°P�⌠⌠�÷p���a IP �}MμA�÷@Uu⌠⌠v��uπCW�

��aC

6. Yn�°P�⌠⌠�÷p�≡�MμA�÷@Uu⌠⌠v��uπCW�≡�C

7. ÷ΓUzn�°�≡�C

8. bu≡�Knv��WA�d≡����Ω�C ��\≡���C

9. ∩≡�⌡μ���n��@C ��\≡��z@�C

≡��z@�

b�°≡��AziH∩≡�⌡μ�@C

ziH⌡μUC�@G

v sW��

v �ú≡�

v O@≡�

v N≡�Ω��X� XML � CSV

v N≡�ⁿú�ΣL���

v �eqll≤q�

v N≡��	�l�

v q⌠≤≡�Mμ⌠��÷¼≡�

Yn∩h�≡�⌡μ�@A�bz∩��n�C�≡��÷ϕ Ctrl ΣCYn�°s��

W�≡���Ω�A�b÷ΓU≡��÷ϕ Ctrl ΣC

sW��

ziHN��sW�≡���W�⌠≤≡�C u��viH]tzn�≡����Ω

TApu�ßΣ�ñ�vqμ��X�≡��zΩTC

÷≤o�@�

��iH]thF 2000 �r�C

{�

1. ÷@U≡���C

2. �²�znsW���≡�C

3. ÷ΓU≡�C

4. q�@Mμ	ñA∩�sW��C

5. ΣJzn��≡�]t���C

6. ÷@UsW��C

� 4 � ≡��z 33



�G

���π	bu≡�vKn�u�ß 5 ���víμñC ���	�π	b≡�Mμ

�X��μñCpGzN	½��≡�Mμ�X��μñ���ⁿ	�WAe�W�

π	�≡����C

⌠�≡�

Yn�K≡�π	≤≡���WAziH⌠�≡�C

÷≤o�@�

⌠�≡�ºßA≡�NúAπ	≤≡���W�⌠≤Mμ�]	pA��≡��F²

OApGz⌡μ]t�⌠�º≡��jMAh����π	≤jM�G�C

{�

1. ÷@U≡���C

2. ÷@U��≡�C

3. ∩�zn⌠��≡�C

4. q�@Mμ	ñA∩�⌠�C

5. ÷@UTwC

π�⌠��≡�

b≡���W�ú�⌠��≡�A²OApGn½s�°ª�AziHπ	⌠��≡

�C

÷≤o�@�

Ynπ	⌠��≡�Ah��⌡μ]t⌠�≡��jMC jM�G]t��≡�A]A

⌠�MD⌠�≡�C b��μñzL⌠��	N≡�ⁿw�⌠�C

{�

1. ÷@U≡���C

2. ÷@U��≡�C

3. jM⌠��≡�G

a. qjMMμ	ñA∩�sjMC

b. bujM��víμW��ú∩�MμñAMú⌠�≡��∩	C

c. ÷@UjMC

4. Σ��∩�nπ	�⌠�≡�C

5. q�@Mμ	ñA∩�π�C

÷¼≡�

Ynqt����ú≡�AziH÷¼≡�C

÷≤o�@�

bz÷¼]Rú�≡�ºßA≡�úAπ	b≡���W�⌠≤Mμ]	pAu��

≡�v�ñC≡�Od�LßA÷¼�≡��qΩ�wñ�úC w]≡�Od��T

34 QRadar ��ΓU



 C pG≡�o�≤h�≤A���s�≡�C pGz⌡μ]t÷¼�≡��jMA

jM�Gñ�π	���]pGª��qΩ�wñ�ú�C

÷¼≡��Az��∩�÷¼≡���]ABiHsW��C ��μ�π	�²e÷¼

≡�ΘJ���C u��vúoWL 2,000 �r�C���π	b�≡��u��v

íμñC pGπ�u�z≡�÷¼v\ivAziHNs��q�]sW�÷¼�]M

μ	C

p��÷ΩTA��\ IBM Security QRadar SIEM Administration GuideC

{�

1. ÷@U≡���C

2. ÷@U��≡�C

3. ∩�UCΣñ@�∩�G

v ∩�zn÷¼�≡�AMßq�@Mμ	ñ∩�÷¼C

v q�@Mμ	ñA∩�÷¼�CX�C

4. q÷¼�]Mμ	ñA∩��]C w]�]�D	DC

5. ∩���C b��μ�ñAΣJ��Hú�÷¼����÷ΩTC

6. ÷@UTwC

�G

bz÷¼≡�ºßA≡����u���víμWπ	�p�iα�n�	��!M

÷¼�≡�C

O@≡�

ziH²εbOd�LßqΩ�w�ú≡�C

÷≤o�@�

≡�iHw∩itm�Od�iμOdCw]�Od��T F²OA�z�iH�

qOd�C ziα�μOdY�≡�Aú�{Od�C ziH²εbOd�Lßq

Ω�w�úo�≡�C

p�u≡�Od�v��÷ΩTA��\IBM Security QRadar SIEM Administration

GuideC

�NG

ϕqujóMúv∩�½] SIM Ω��¼�A�qΩ�wM
��ú��≡�]]A

ⁿO@�≡��C z
�π��zM�v�α½] SIM Ω��¼C

{�

1. ÷@U≡���C

2. ÷@U��≡�C

3. ∩�UCΣñ@�∩�G

v ∩�nO@�≡�AMßq�@Mμ	∩�O@C

v q�@Mμ	ñA∩�O@�C�C

4. ÷@UTwC

� 4 � ≡��z 35



�G

ⁿO@�≡�b��μ��ⁿO@�	ⁿ	C

�úO@≡�

ziHbgL≡�Od�ºß�úO@ºe²ε�ú�≡�C

÷≤o�@�

pGuCXⁿO@�≡�AhiH⌡μjMuLoⁿO@�≡�C pGMúⁿO@�∩

	A�TwbujM��víμW��ú∩�MμU∩�F��ΣL∩�Ahuπ	

ⁿO@�≡�C

{�

1. ÷@U≡���C

2. ÷@U��≡�C

3. ∩���C ⌡μjM�π	ⁿO@�≡�C

4. ∩�UCΣñ@�∩�G

v ∩�nO@�≡�AMßqu�@vMμ	∩��úO@C

v q�@Mμ	ñA∩��úO@�C�C

5. ÷@UTwC

�X≡�

ziH�u���OyÑ (XML)v�urI�j� (CSV)vμí�X≡�C

÷≤o�@�

pGn½����xs≡�Ω�AziH�X≡�C 	pAziH�X≡�H��D

QRadar ú�¼°iC z]iHN≡��X��n°�OdªñC �ßΣ�ñ�iα�

nDz�X≡�H�≤�°��C

ú�� XML � CSV ��]tbjM���u�μwqvíμñⁿw���C �X

Ω�����í°�°ⁿw�����wC

{�

1. ÷@U≡���C

2. b�²\αϕWA÷@U��≡�C

3. ∩�zn�X�≡�C

4. ∩�UCΣñ@�∩�G

v YnH XML μí�X≡�A�qu�@vMμ	ñ∩��@ > �X
 XMLC

v YnH CSV μí�X≡�A�qu�@vMμ	ñ∩��@ > �X
 CSV

5. ∩�UCΣñ@�∩�G

v Yn}�MμH�Y�°A�∩�}�uπ∩�AMßqMμ	ñ∩���{

íC

v YnxsMμA�∩�xs

�∩�C

6. ÷@UTwC

36 QRadar ��ΓU



N≡�ⁿú����

��≡���AziHN≡�ⁿú����Hiμ�dC

÷≤o�@�

N≡�ⁿú�Y�����Au��≡�v��W�π	�≤�����≡�C z��

π�Aϕ�M�vA�αN≡�ⁿú����C

ziHzL≡����u≡�Knv��N≡�ⁿú����C�{�ú�F�÷p

≤zL≡���ⁿú≡��ⁿ	C

�G���W�Mμ	N�π	π�≡���M�v����C

{�

1. ÷@U≡���C

2. ÷@U��≡�C

3. ∩�znⁿú�≡�C

4. q�@Mμ	ñA∩�ⁿúC

5. q���W�Mμ	ñA∩�zn�Σⁿú�≡�����C

6. ÷@UxsC

�G

≡��ⁿú�∩�����C ����	�π	b≡����uX�v�μñAHⁿ	

wⁿú≡�Cⁿw����iHbu��≡�v��ñd��≡�C

�eqll≤q	

ziHN]t≡�Kn�qll≤�e�⌠≤���qll≤�}C

÷≤o�@�

qll≤Tº��σ]tUCΩT]pGi��G

v �� IP �}

v �����W�BD≈W��ΩúW�

v ����

v �°�CX�e¡���

v ��⌠⌠

v ��a IP �}

v ��a���W�BD≈W��ΩúW�

v ��a��

v �°�CX�e¡���a

v ��a⌠⌠

v �≤��

v �P≡���≤WhEo�Wh

v ≡���≤Wh��πí�

v ≡� ID

� 4 � ≡��z 37



v e¡���

v ≡��}l�í��≤ú��í

v e¡���

v ≡���������

v úX CRE Wh

{�

1. ÷@U≡���C

2. �²�zn�eqll≤q��≡�C

3. ÷ΓU≡�C

4. q�@Mμ	ñA∩�qll≤C

5. tmUC��G

∩� �z

�� í�

¼≤� ΣJb∩��≡�o��≤�znq����

�qll≤�}C ��rI�jh�qll≤

�}C

H≤� ΣJw]��qll≤�}C w]��

root@localhost.comC

qll≤D« ΣJqll≤�w]D«C w]��≡� IDC

qll≤Tº ΣJznH�q�qll≤���TºC

6. ÷@U�eC

N�����l�

ziH��≡���AN≡�B�� IP �}B��a IP �}P⌠⌠ϕ	�l�Co

��Ne\zl�Sw��AHKi@B�dC

{�

1. ÷@U≡���C

2. �²�n�	�l��≡�C

3. ÷ΓU≡�C

4. q�@Mμ	ñA∩�l�C

�G

{bA≡�N�b��μ�π	@��	AHⁿ	≡��	�l�CpGb≡�Mμ

W�ú��	�≡�AhiH�CMμAHK²π	���	�≡�CYn���

	�≡��π	≡�MμA�÷ΓU��μ�YC

38 QRadar ��ΓU



≡���uπC\α

≡���W�C����ϕμú�@�uπCAi�zú�⌡μSw�@��d≡�

�vT]����\αC

ϕ 13. ≡���uπC\α

\α í�

sW�� ÷@UsW��AHNs��sW�≡�C u

�u≡�Knv���u�ß 5 ���víμ

�ú��∩�C

�@ �@Mμ	Wi��∩�°��Bϕμ���

]p≡���� IP �}�wC �@Mμ	

iαPU��	�ú���PC

q�@Mμ	ñAziH∩�UCΣñ@��

@G

v l� - ∩��∩�iN���	�i@Bl

�C ��\N���	�l�C

v ⌠� - ∩��∩�i⌠�≡�Cp�⌠�≡

���÷ΩTA��\⌠�≡�C

v π� - ∩��∩�iπ	��⌠��≡�C

v O@≡� - ∩��∩�iO@≡�C p�O

@≡���÷ΩTA��\O@≡�C

v ÷¼ - ∩��∩�i÷¼≡�C p�÷¼

≡���÷ΩTA��\÷¼≡�C

v ÷¼CX�≡� - ∩��∩�i÷¼CX�

≡�Cp�÷¼CX�≡���÷ΩTA�

�\÷¼≡�C

v qll≤ - ∩��∩�izLqll≤N≡

�Kn�e�@�HW¼≤�C ��\�e

qll≤q�C

v sW�� - ∩��∩�iN��sW��

�C ��\sW��C

v ⁿú - ∩��∩�iN≡�ⁿú����C

��\N≡�ⁿú����C

v CL - ∩��∩�iCL≡�

�� ÷@U��Ai�°≡������C

v �� - ⁿw�����Ω�C ��OWhi

H��sW�≡��σrí�]@�Wh


��@í	sW�C

v �í - ⁿw�����Θ�M�íC

º� ÷@Uº�Aiπ	�Pº���Whú�≡

��wxsjM�GC

�Gu�bº���Whú�≡��A��π

	�÷sC

� 4 � ≡��z 39



ϕ 13. ≡���uπC\α (�≥)

\α í�

�� ÷@U��Ai�°≡����ΩTC

Yni@B�dPSw���÷��≤Az]

iH�	½kΣ÷@U��AMß∩��≤�

y{C��AziHj�π	��AMß÷@

Uu�≤��MμvuπCW��≤�y{�

	C

su ÷@UsuAii@B�dsuC

�G u�bzw�R IBM Security QRadar

Risk Manager B≥oΣ�v�A�∩��i

�Cp��÷ΩTA��\ IBM Security

QRadar Risk Manager User GuideC

bz÷@Usu�	�AsujM�h���

π	bs��WABww²�J�≤jM�

hC

pG�nAziH�qjM��C ÷@UjM

i�°suΩTC

��a ÷@U��aAi�°≡�B�� IP �}�⌠

⌠����
��a IP �}C

�G pG��a IP �}��
A�}��O

��Aú��
��a IP �}�ΩTC

π� u≡�Knv��Hh�ϕμ	íπ	P≡�

�÷�ΩTCYnMΣϕμAziH���z

n�°�ϕμA�qπ�Mμ	∩�∩�C

�≤ ÷@U�≤Ai�°≡�����≤C bz÷

@U�≤�Ae�W�π	�≤jM�GC

y{ ÷@Uy{Aii@B�dP≡��÷p�y

{C bz÷@Uy{�Ae�W�π	y{j

M�GC

Θx�� ÷@UΘx��Ai�°≡����Θx�

�C

⌠⌠ ÷@U⌠⌠Ai�°≡������a⌠⌠C

�� ÷@U��Ai�°≡�B�� IP �}B��

a IP �}�⌠⌠�����C p�����

÷ΩTA��\sW��

≡� ÷@U≡�Ai�°P�� IP �}B��a

IP �}�⌠⌠�÷p�≡�MμC

CL ÷@UCLAiCL≡�C

40 QRadar ��ΓU



ϕ 13. ≡���uπC\α (�≥)

\α í�

Wh ÷@UWhAi�°P¿≡����WhC �

²CX��≡��WhC

pGzπ�Aϕ�\iv�sΦWhA�÷Γ

UWhH��usΦWhv��C

pGWhwRúAWh
Σ�π	⌡Γ�	

(x)C pGz÷ΓURú�WhAe�W�π	

@hTºAⁿXWhúAsbC

xs�h bz⌡μ≡�jMºßA÷@Uxs�hix

sz�jM�hH�N���C

xsGm �w]Au�����Ω�v����u≡�

p�v����C pGz�≤��
���ú

P�����Ai÷@UxsGmHN{μπ

	xs�z�w]°�C U�znJ≡���

�Ae�W�π	wxs�GmC

jM u�u�
��aMμvϕμuπCW�ú�

�∩�C

÷@UjMAiw∩�� IP �}Lo��a

IPC YnLo��aG

1. ÷@UjMC

2. ΘJUC����G

v ��a⌠⌠ - qMμ	ñA∩�znL

o�⌠⌠C

v °� - qMμ	ñA∩�znw∩uÑ

≤vBup≤v�uj≤vtm��°

��μLoC

v ��Φí - qMμ	ñA∩�zn��

Lo�G�ΦíC

3. ÷@UjMC

π�D@�ñ��� bu�����Ω�v��WAqCÑ��ñ

��ñ	pC����p�C e�W�π	P

≡��÷p�CÑ��AΣñt�bYC zi

H÷@UbY��°�÷p�CÑ��C pG

n�°����A�÷@Uπ�D@�ñ��

�C

�� ÷@U��Ai�°≡�B��a IP �}�⌠

⌠����� IP �}C

Kn pGw÷@Uπ�Mμ	ñ�∩�AziH÷

@UKnH
����Kn°�C

��� ÷@U���Ai�°P≡��÷p����

��C

� 4 � ≡��z 41



ϕ 13. ≡���uπC\α (�≥)

\α í�

�°≡�⌠� ÷@U�°≡�⌠�Aii@B�d≡��≡

�⌠C bz÷@U�°≡�⌠��	�As

��W�π	u{μ�v��C

�Gu�bzw�R IBM Security QRadar Risk

Manager B≥oΣ�v�A�∩��i�Cp�

�÷ΩTA��\ IBM Security QRadar Risk

Manager User GuideC

�°�� ÷@U�°��Aii@B�d≡����C

bz÷@U�°���	�As��W�π	

u{μ�v��C

�Gu�bzw�R IBM Security QRadar Risk

Manager B≥oΣ�v�A�∩��i�C p

��÷ΩTA��\ IBM Security QRadar Risk

Manager User GuideC

≡���

�ϕú�u≡�v��Wú����í�C

ϕ 14. ≡���

�� �m í�

�� ue 5 ���vϕμ ⁿw�����Ω�C ��O

WhiH��sW�≡��σ

rí�]@�Wh
��@í

	sW�C

º� u�ß 10 ��≤]º��

≤�vϕμ

∩��∩�iπ	�Pº��

�Whú��≤�wxsjM

�GC

º�σr u�ß 10 ��≤]º��

≤�vϕμ

ⁿwº���Wh����º

�μ��í�C

º�� u�ß 10 ��≤]º��

≤�vϕμ

ⁿw�Pº���Whú�≡

���C

��{í u�ß 10 �y{vϕμ ⁿwPy{�÷p���{

íC

��{íW� u≡���vϕμ]pGu≡

��¼v�u��{í IDv�

ⁿwP��≡��y{�÷p

���{íC

ASN �� u≡���vϕμ]pGu≡

��¼v�u�� ASNv�

u��a ASNv�

ⁿwP��≡��y{�÷p

� ASN �C

ΩúW� u≡���vϕμ]pGu≡

��¼v�u�� IPv�u�

�a IPv�

ⁿwΩúW�AziH��

uΩú]w�v\α�ⁿúC

p��÷ΩTA��\Ωú�

zC

42 QRadar ��ΓU



ϕ 14. ≡��� (�≥)

�� �m í�

Ωú[v u≡���vϕμ]pGu≡

��¼v�u�� IPv�u�

�a IPv�

ⁿwΩú[vAziH��

uΩú]w�v\α�ⁿúC

p��÷ΩTA��\Ωú�

zC

ⁿú� u≡�vϕμ ⁿwⁿú�≡�����C

pG�ⁿú���A�μ��

ⁿwu�ⁿúvC�÷@U

u�ⁿúvHN≡�ⁿú��

��C p��÷ΩTA��\

N≡�ⁿú����C

�� u�ß 10 ��≤vϕμ ⁿw�≤���C

��W� u�����Ω�v�� ⁿw¬Ñ��W�C

w�� v u≡���vϕμ]pG

u≡��¼v�u��a

IPv�

v ue 5 ���a IPvϕμ

ⁿwO����a IP �}C

w�����a IP �}PΣL

≡��÷pC 	pA��a IP

�}iα�¿�ΣL≡���

� IP �}C pG��a IP

�}w��A�÷@UOH�

°w���≡�C

��Θ� u�ß 5 ���vϕμ ⁿw�����Θ�M�íC

ia� u≡�vϕμ ⁿw≡��ia�A����

m�ia�Ñ�PwC 	pA

bh�≡�°i�P�≤�y

{�A�W[ia�C

{μjM�� v u��� IP ��Ω�v�

�

v u���a IP ��Ω�v

��

ϕμ�
π	M��jM�G

�jM�����Ω�C Yn

Múo�jM��A�÷@U

MúLo�C

�G�ϕM�Lo�ºß��

π	o���C

í� v u��≡�v��

v u��≡�v��

v u≡�vϕμ

v u��� IP - ≡�Mμv�

�

v u�⌠⌠ - ≡�Mμv��

v u���a IP - ≡�Mμv

��

v u≡���vϕμ]pG

u≡��¼v�uΘx�

�v�

v ue 5 �Θx��vϕμ

ⁿw≡��Θx���í�C

� 4 � ≡��z 43



ϕ 14. ≡��� (�≥)

�� �m í�

��a IP v u�ß 10 ��≤vϕμ

v u�ß 10 �y{vϕμ

ⁿw�≤�y{���a IP �

}C

��a IP v ue 5 ���a IPvϕμ

v u��� IP - �
��aM

μv��

v u���a IP ��Ω�v

��

v u�⌠⌠ - �
��aM

μv��

ⁿw��a� IP �}CpGw

bu�zv��W��uDNS

d\vAziHN	½�b IP

�}WΦ��° DNS W�C

��a IP u≡�vϕμ ⁿw�
��
��a� IP �

}�ΩúW�]pGi��C

÷@U��i�°�÷��Ω

�C

��a IP v u��≡�v��

v u��≡�v��

ⁿw�
��
��a� IP �

}�ΩúW�]pGi��C

pGh���a IP �}P≡�

�÷pA�μ��ⁿwuh

�v���a IP �}���C

��a IP v u��� IP - ≡�Mμv�

�

v u�⌠⌠ - ≡�Mμv��

v u���a IP - ≡�Mμv

��

ⁿwP≡��÷p���a�

IP �}�ΩúW�]pGi

��CpGwbu�zv��

W��uDNS d\vAziH

N	½�b IP �}�ΩúW�

WΦ��° DNS W�C

��a IP u�⌠⌠��Ω�v�� ⁿwP⌠⌠�÷p���a IP

�}���C

��a≡ u�ß 10 �y{vϕμ ⁿwy{���a≡C

��a v ue 5 ��� IPvϕμ

v u��� IP ��Ω�v�

�

v u���a IP - ��Mμv

��

v u�⌠⌠ - ��Mμv��

ⁿw QID ∩Mñ�O��≤W

�AªP��≡���≤�y

{�÷pCN	½�b�≤W

�WΦAH�° QIDC

�≤/y{p� u�����Ω�v�� ⁿwP��ñ�≡��÷p�

@�ñ�≤�y{]�÷¼�

⌠���≤�y{����C

pG�¼�s�≤�y{A≡

����db@�ñ¼A@q

�íC≡��M�π	bu≡

�v��WA²ú�b�μ�

ñp�C

44 QRadar ��ΓU



ϕ 14. ≡��� (�≥)

�� �m í�

�≤/y{p� ��a��

⌠⌠��

ⁿw≡�o���≤My{�

��AH�����C

÷@U�≤��Aii@B�

dP≡��÷p��≤C bz

÷@U�≤���Ae�W�

π	�≤jM�GC

÷@Uy{��Aii@B�

dP≡��÷p�y{C bz

÷@Uy{���Ae�W�

π	y{jM�GC

�GpGy{p�π	 N/AA

≡��}lΘ�iα¡≤z�

�� QRadar ú� 7.1.0 �

(MR1) �Θ�C]�Ay{L

kp�C ²OAziH÷@U

N/A ����dy{jM�G

ñ��÷py{C

�≤/y{p� u�����Ω�v�� ⁿwP��ñ�≡��÷p�

@�ñ�≤�y{]�÷¼�

⌠���≤�y{����C

pG�¼�s�≤�y{A≡

����db@�ñ¼A@q

�íC≡��M�π	bu≡

�v��WA²ú�b�μ�

ñp�C

�≤/y{p� ��a��

⌠⌠��

ⁿw≡�o���≤My{�

��AH�����C

÷@U�≤��Aii@B�

dP≡��÷p��≤C bz

÷@U�≤���Ae�W�

π	�≤jM�GC

÷@Uy{��Aii@B�

dP≡��÷p�y{C bz

÷@Uy{���Ae�W�

π	y{jM�GC

�GpGy{p�π	 N/AA

≡��}lΘ�iα¡≤z�

�� QRadar ú� 7.1.0 �

(MR1) �Θ�C]�Ay{L

kp�C ²OAziH÷@U

N/A ����dy{jM�G

ñ��÷py{C

� 4 � ≡��z 45



ϕ 14. ≡��� (�≥)

�� �m í�

�≤ v u��≡�v��

v u��≡�v��

v u��� IP - ≡�Mμv�

�

v u�⌠⌠ - ≡�Mμv��

v u���a IP - ≡�Mμv

��

ⁿw≡���≤��C

�≤/y{ v u≡���vϕμ]pG

u≡��¼v�u��

IPvBu��a IPvBuD

≈W�vBu���W

�vBu��≡v�u��

a≡vBu�≤W�vB

u≡vBu�� MAC �

}v�u��a MAC �

}vBuΘx��vBu�

� I P v 6v�u��a

IPv6vBu�� ASNv�

u��a A S NvBuW

hvBu��{í IDv�

v ue 5 ��� IPvϕμ

v u��� IP ��Ω�v�

�

v u���a IP - ��Mμv

��

v u�⌠⌠ - ��Mμv��

v u����Ω�v��

v ue 5 ���a IPvϕμ

v u��� IP - �
��aM

μv��

v u���a IP ��Ω�v

��

v u�⌠⌠ - �
��aM

μv��

v ue 5 ����vϕμ

v ue 5 �Θx��vϕμ

v ue 5 ���vϕμ

v u�⌠⌠��Ω�v��

v ue 5 ���vϕμ

ⁿwP�� IP �}B��a

IP �}B�≤W�B���W

�BMAC �}BΘx��BD

≈W�B≡BΘx��BASN

�}B I P v 6 �}BWhB

ASNB��{íB⌠⌠���

�÷p��≤�y{��C÷

@U��i�°�÷��Ω

�C

���@��≤/y{�Θ� u����Ω�v�� ⁿw�� IP �}ú��@��

≤�y{�Θ�M�íC

46 QRadar ��ΓU



ϕ 14. ≡��� (�≥)

�� �m í�

X� v u��≡�v��

v u��≡�v��

v u��� IP - ≡�Mμv�

�

v u�⌠⌠ - ≡�Mμv��

v u���a IP - ≡�Mμv

��

ⁿX∩≡�⌡μ��@C �@

�UC�	NϕG

v X� - ⁿXN≡��	�l

�C oi²zl�Sw��

Hi@B�dC p�p≤N

≡��	�l���÷Ω

TA��\N���	�l

�C

v ��� - ⁿXwN≡�ⁿú

����CN≡�ⁿú�Y

�����Au��≡�v

��W�π	�≤����

�≡�Cp�N≡�ⁿú�

�����÷ΩTA��\

N≡�ⁿú����C

v �� - ⁿX���wN��

sW�≡�C u��viH

]tzn�≡����⌠≤

ΩTC 	pAziHsW�

�Hⁿw���]tb≡�

ñ�ΩTApu�ßΣ�ñ

�vqμ��X�≡��z

ΩTC p�sW����÷

ΩTA��\sW��C

v ⁿO@ - ⁿX≡�ⁿO@C

uO@v\αiεⁿw�

≡�bOd�LßqΩ�w

ñ�úC p�ⁿO@≡��

�÷ΩTA��\O@≡

�C

N	½�b�	WHπ	�÷

ΩTC

� 4 � ≡��z 47



ϕ 14. ≡��� (�≥)

�� �m í�

X�]≥� v D@�ñ�≡� - ⁿXoO

D@�ñ�≡�C �≡�¼

��ß@��≤¡ ßA≡

���¿D@�ñC ��A

bz�� QRadar ú�nΘ

ºßA��≡�ú��¿D

@�ñC

D@�ñ�≡�LkA�¿

@�ñC pG�≡����

s�≤Ah���s≡�A

B�OdD@�ñ�≡�A

��≡�Od�wLC zi

H∩D@�ñ�≡�⌡μU

C�@GO@B�	�l

�BsW���ⁿú���

�C

X� v u��� IP ��Ω�v�

�

v u��� IP - �
��aM

μv��

v u���a IP ��Ω�v

��

v u���a IP - ��Mμv

��

v u�⌠⌠��Ω�v��

v u�⌠⌠ - ��Mμv��

v u�⌠⌠ - �
��aM

μv��

ⁿw∩�� IP �}B��a

IP �}�⌠⌠⌡μ��@C 	

pApGπ	X�Ah≡��

	�l�C N	½�b�	W

Hπ	�÷ΩTC

y{ v u��≡�v��

v u��≡�v��

v u��� IP - ≡�Mμv�

�

v u�⌠⌠ - ≡�Mμv��

v u���a IP - ≡�Mμv

��

ⁿw≡��y{��C

�GpGuy{v�μπ	

N/AA≡��}lΘ�iα¡

≤z��� Q R a d a r 7 . 1 . 0

(MR1) �Θ�C

	� v u≡���vϕμ]pG

u≡��¼v�uΘx�

�v�

v ue 5 �Θx��vϕμ

ⁿwΘx�����s�C

s� u≡���vϕμ]pGu≡

��¼v�uWhv�

ⁿwWh���Whs�C

48 QRadar ��ΓU



ϕ 14. ≡��� (�≥)

�� �m í�

¬Ñ�� u≡���vϕμ]pGu≡

��¼v�u�≤W�v�

ⁿw�≤�¬Ñ��C

p�¬Ñ����÷ΩTA�

�\ IBM Security QRadar

SIEM Administration GuideC

D≈W� u≡���vϕμ]pGu≡

��¼v�u�� IPv�u�

�a IPv�

ⁿwP�����a IP �}�

÷p�D≈W�C pG��O

D≈W�A�μ�Nⁿwuú

�vC

�{÷p]w�W� v ≡�Kn ⁿw��≡�º�{÷p]w

��W�C

�{÷p¼² v ≡�Kn ⁿw�{÷p¼²AΣ]t�

o≡���≤C

Ynd�¼²ñ����≤A

�÷@Uu�{÷pv°íW

��°�{C

�{÷p]w� ID v ≡�Kn ⁿw��≡�º�{÷p]w

���@ IDC

D≈W� u≡���vϕμ]pGu≡

��¼v�uD≈W�v�

ⁿwP��≡��y{�÷p

�D≈W�C

ID v u��≡�v��

v u��≡�v��

v u��� IP - ≡�Mμv�

�

v u�⌠⌠ - ≡�Mμv��

v u���a IP - ≡�Mμv

��

v u��� IP - ≡�Mμv�

�

v u�⌠⌠ - ≡�Mμv��

ⁿw QRadar ⁿú�≡���

@�O�XC

IP v u≡���vϕμ]pG

u≡��¼v�u�� IPv

�u��a IPv�

v u����Ω�v��

ⁿwP��≡���≤�y{

�÷p��� IP �}C

IP/DNS W� u��av�� ⁿw��a� IP �}CpGw

b�z��W��uDNS d

\vAziHN	½�b IP �

}�ΩúW�WΦ��° DNS

W�C

p��÷ΩTA��\ IBM

Security QRadar SIEM Admin-

istration GuideC

� 4 � ≡��z 49



ϕ 14. ≡��� (�≥)

�� �m í�

IPv6 u≡���vϕμ]pGu≡

��¼v�u�� IPv6v�

u��a IPv6v�

ⁿwP��≡���≤�y{

�÷p� IPv6 �}C

�ß@��≤/y{ v u��≡�v��

v u��≡�v��

v u��� IP - �
��aM

μv��

v ue 5 ��� IPvϕμ

v u��� IP ��Ω�v�

�

v u�⌠⌠ - ��Mμv��

v ue 5 ���a IPvϕμ

v u���a IP ��Ω�v

��

v u���a IP - ��Mμv

��

v u�⌠⌠ - �
��aM

μv��

v ue 5 ���vϕμ

ⁿw�w∩≡�B��B��

IP �}���a IP �}[ε

�ß@��≤�y{H��g

��íC

���ß@��≤/y{�Θ� u����Ω�v�� ⁿwP�� IP �}�÷p��

ßú���≤�y{�Θ�M

�íC

�ß@��≤/y{�í u≡���vϕμ]pGu≡

��¼v�uΘx��v�

ⁿwbt�W�ß@�[εΘ

x���Θ�M�íC

�ß@�w��s� u≡���vϕμ]pGu≡

��¼v�u���W�vB

u�� MAC �}vBu��

a MAC �}v�uD≈W

�v�

ⁿw���BMAC �}�D≈

W����{μs�C pG�

÷p⌠≤s�Ah�μ���

�uú�vC

�G�μ�úπ	�{ΩTC

�ß@�w��D≈ u≡���vϕμ]pGu≡

��¼v�u���W�vB

u�� MAC �}v�u��

a MAC �}v�

ⁿw���� MAC �}Pº

�÷p�{μD≈C pG��

OD≈A�μ�Nⁿwuú

�vC

�G�μ�úπ	�{ΩTC

�ß@�w�� IP u≡���vϕμ]pGu≡

��¼v�u���W�vB

u�� MAC �}vBu��

a MAC �}v�uD≈W

�v�

ⁿw���BMAC �D≈W�

�{μ IP �}C pG��O

IP �}A�μ�Nⁿwuú

�vC

�G�μ�úπ	�{ΩTC

�ß@�w�� MAC u≡���vϕμ]pGu≡

��¼v�u���W�v�

uD≈W�v�

ⁿw����D≈W���ß

@�w� MAC �}C pG�

�O MACA�μ�Nⁿwuú

�vC

�G�μ�úπ	�{ΩTC

50 QRadar ��ΓU



ϕ 14. ≡��� (�≥)

�� �m í�

�ß@�w��≈� u≡���vϕμ]pGu≡

��¼v�u���W�vB

u�� MAC �}vBu��

a MAC �}v�uD≈W

�v�

ⁿwP���BMAC �}�D

≈W��÷p�{μ≈�W

�C pG��O≈�W�A�

μ�Nⁿwuú�vC

�G�μ�úπ	�{ΩTC

�ß@�w�����W� u≡���vϕμ]pGu≡

��¼v�u�� MAC �

}vBu��a MAC �}v

�uD≈W�v�

ⁿw MAC �}�D≈W��

{μ���C pG��O

MAC �}A�μ�Nⁿwuú

�vC

�G�μ�úπ	�{ΩTC

�ß@�[ε u≡���vϕμ]pGu≡

��¼v�u���W�vB

u�� MAC �}vBu��

a MAC �}v�uD≈W

�v�

ⁿwbt�W�ß@�[ε�

��BMAC �}�D≈W��

Θ�M�íC

�ß@��]�í u�ß 10 �y{vϕμ ⁿw�ey{��ß@��]

�Θ�M�íC

�
��ap� ue 5 ���vϕμ

u�����Ω�v��

ⁿwP���÷p��
��

a IP �}��C

�
��a u����Ω�v�� ⁿwP�� IP �}�÷p��


��a IP �}C Yn�°

��a IP �}��÷ΩTA�

÷@Uπ	� IP �}�NyC

pGsbh���a IP �}A

e�W�π	Nyuh�vC

�m v u≡���vϕμ]pG

u≡��¼v�u�� IPv

�u��a IPv�

v ue 5 ��� IPvϕμ

v u��� IP ��Ω�v�

�

v u����Ω�v��

v u���a IP - ��Mμv

��

v u�⌠⌠ - ��Mμv��

ⁿw�� IP �}���a IP

�}�⌠⌠�mC pG�mO

�
AziH÷@U��H�

°⌠⌠C

Θx�� u�ß 10 ��≤vϕμ ⁿw����≤�Θx��C

Θx�� ID u≡���vϕμ]pGu≡

��¼v�uΘx��v�

ⁿwΘx���D≈W�C

� 4 � ≡��z 51



ϕ 14. ≡��� (�≥)

�� �m í�

Θx��W� u≡���vϕμ]pGu≡

��¼v�uΘx��v�

ⁿwuΘx��vϕμñ�O

�Θx��W�AªP��≡

���≤�÷pC

�Gw∩Θx��≡�π	�

ΩTl��u�zv��W�

uΘx��v��C z��π

��zs�vA�αs�u�

zv����zΘx��C p

�Θx���z��÷ΩTA

��\ �zΘx��ΓUC

Θx�� v u��≡�v��

v u��≡�v��

v u��� IP - ≡�Mμv�

�

v u�⌠⌠ - ≡�Mμv��

v u���a IP - ≡�Mμv

��

ⁿwP≡��÷p�Θx�

�C pGh�Θx��P≡�

�÷pA�μ��ⁿwuh

�v�Θx����C

CÑ�� u≡���vϕμ]pGu≡

��¼v�u�≤W�v�

ⁿw�≤�CÑ��C

MAC v u≡���vϕμ]pG

u≡��¼v�u�� IPv

�u��a IPv�

v ue 5 ��� IPvϕμ

v ue 5 ���a IPvϕμ

v u��� IP ��Ω�v�

�

v u��� IP - �
��aM

μv��

v u���a IP ��Ω�v

��

v u���a IP - ��Mμv

��

v u�⌠⌠ - ��Mμv��

v u�⌠⌠ - �
��aM

μv��

ⁿw≡�}l�������

a IP �}� MAC �}C p

G MAC �}ú�A�μ�N

ⁿwuú�vC

MAC �} u≡���vϕμ]pGu≡

��¼v�u�� MAC �

}v�u��a M A C �

}v�

ⁿwP��≡���≤�÷p

� MAC �}C pG��O

MAC �}A�μ�Nⁿwuú

�vC

52 QRadar ��ΓU



ϕ 14. ≡��� (�≥)

�� �m í�

°� v u��≡�v��

v u��≡�v��

v u≡�vϕμ

v u��� IP - ≡�Mμv�

�

v u�⌠⌠ - ≡�Mμv��

v u���a IP - ≡�Mμv

��

v ue 5 ���vϕμ

v u�ß 10 ��≤vϕμ

v u�⌠⌠��Ω�v��

v ⌠⌠��

ⁿw≡�B��B�≤�⌠⌠

��∩½n�C °�CH°	

Φíe{��÷p���C �

�]Au÷pvBuY½�v

�uia�vC N	½�b°

�CWHπ	��pΓ�°

�C

°� v u≡���vϕμ]pG

u≡��¼v�u�� IPv

�u��a IPv�

v ue 5 ��� IPvϕμ

v ue 5 ���a IPvϕμ

v u��� IP ��Ω�v�

�

v u����Ω�v��

v u��� IP - �
��aM

μv��

v u��av��

v u���a IP ��Ω�v

��

v u���a IP - ��Mμv

��

v u�⌠⌠ - ��Mμv��

v u�⌠⌠ - �
��aM

μv��

ⁿw�����a IP �}��

∩½n�C °�CH°	Φí

e{P IP �}�÷p�Ωú�

CVSS �I�C N	½�b°

�CWHπ	pΓ�°�C

W� v ue 5 �Θx��vϕμ

v ue 5 ����vϕμ

v ue 5 ���vϕμ

v u⌠⌠v��

ⁿwΘx���W�B��

�B��B⌠⌠ IP �}�W

�C

⌠⌠ u�⌠⌠��Ω�v�� ⁿw⌠⌠�W�C

� 4 � ≡��z 53



ϕ 14. ≡��� (�≥)

�� �m í�

⌠⌠ u≡�vϕμ ⁿw≡����a⌠⌠CpG

≡�π� 1 ���a⌠⌠A�

μ��π	⌠⌠¡�IC ÷@

U��i�°⌠⌠ΩTC pG

≡�π�h���a⌠⌠Ae

�W�π	Nyuh�vC÷

@U��i�°�÷��Ω

�C

�� v u≡���vϕμ]pG

u≡��¼v�uWhv�

v u�ß 5 ���vϕμ

ⁿwWh���C

≡�p� u�����Ω�v�� ⁿwC���ñ�@�ñ�≡

���C @�ñ�≡�O��

⌠��÷¼�≡�C

pGu�����Ω�v��

]Au�ú⌠��≡�vLo

�Ahu≡�p�v��ñπ

	�≡�p�iαú
TCp

Gznbu���víμñ�

°��A�÷@Uu����

�Ω�v��Wu�ú⌠��

≡�vLo�
Σ�MúLo

�C

≡��� v u��≡�v��

v u��≡�v��

v u��� IP - ≡�Mμv�

�

v u�⌠⌠ - ≡�Mμv��

v u���a IP - ≡�Mμv

��

ⁿw≡�����÷ΩTC ≡

���μ�ñπ	�ΩT°≡

��¼wC 	pApG≡�

�¼�u��≡vAh≡��

�μ��π	��≡���≤

���≡C

54 QRadar ��ΓU



ϕ 14. ≡��� (�≥)

�� �m í�

≡��¼ v u��≡�v��

v u≡�vϕμ

v u��� IP - ≡�Mμv�

�

v u�⌠⌠ - ≡�Mμv��

v u���a IP - ≡�Mμv

��

ⁿw≡��¼C u≡��¼v

O���≡��WhPwC 	

pApG≡��¼�Θx��

�≤Ahú�≡��Wh�P

≥≤�m]����≤��

m���≤ú�÷pC

≡��¼]AG

v �� IP

v ��a IP

v �≤W�

v ���W�

v �� MAC �}

v ��a MAC �}

v Θx��

v D≈W�

v ��≡

v ��a≡

v �� IPv6

v ��a IPv6

v �� ASN

v ��a ASN

v Wh

v ��{í ID

≡��¼iPwu≡���K

nvíμWπ	�ΩT�¼C

≡� v u����Ω�v��

v u��av��

ⁿwP�����a IP �}�

÷p�≡�W�C Yn�°≡

���÷ΩTA�÷@Uπ	

�W��NyC

pGsbh�≡�Ae�W�

π	Nyuh�vC

w���≡� u⌠⌠v�� ⁿwq⌠⌠���≡�C

pGh�≡�i
�A�μ�

�ⁿwuh�v�≡���C

w]w���≡� u⌠⌠v�� ⁿww∩⌠⌠]w���≡

�C

pGh�≡�i
�A�μ�

�ⁿwuh�v�≡���

� 4 � ≡��z 55



ϕ 14. ≡��� (�≥)

�� �m í�

≡� v u≡���vϕμ]pG

u≡��¼v�u��

IPvBu��a IPvBu�

≤W�vBu���W

�vBu�� MAC �}v

�u��a MAC �}vB

uΘx��vBuD≈W

�vBu��≡v�u��

a≡vBu�� IPv6v�

u��a IPv6vBu��

ASNv�u��a ASNvB

uWhvBu��{í

IDv�

v ue 5 ��� IPvϕμ

v ue 5 ���a IPvϕμ

v ue 5 �Θx��vϕμ

v ue 5 ����vϕμ

v u��� IP ��Ω�v�

�

v u��� IP - �
��aM

μv��

v u���a IP ��Ω�v

��

v u���a IP - ��Mμv

��

v u�⌠⌠ - ��Mμv��

v u�⌠⌠ - �
��aM

μv��

ⁿwP�� IP �}B��a

IP �}B�≤W�B���W

�BMAC �}BΘx��BD

≈W�B≡B I P v 6 �}B

ASNBWh���{í�÷p

�≡���C ÷@U��i�

°�÷��Ω�C

w���≡� u�⌠⌠��Ω�v�� ⁿw�≤⌠⌠�≡���C

w]w���≡� u�⌠⌠��Ω�v�� ⁿww∩⌠⌠]w���≡�

��C

≡ u≡���vϕμ]pGu≡

��¼v�u��≡v�u�

�a≡v�

ⁿwP��≡���≤�y{

�÷p�≡C

÷p u≡�vϕμ ⁿw≡���∩½n�C


� u≡���vϕμ]pGu≡

��¼v�uWhv�

ⁿwWh�
��¼C

Whí� u≡���vϕμ]pGu≡

��¼v�uWhv�

ⁿwWh���KnC

WhW� u≡���vϕμ]pGu≡

��¼v�uWhv�

ⁿwP��≡���≤�y{

�÷p�Wh�W�C

�Gw∩Wh≡�π	�ΩT

l��Wh��C

56 QRadar ��ΓU



ϕ 14. ≡��� (�≥)

�� �m í�

Wh�¼ u≡���vϕμ]pGu≡

��¼v�uWhv�

ⁿw≡��Wh�¼C

Y½� v u≡���vϕμ]pG

u≡��¼v�u�≤W

�v�

v u≡�vϕμ

ⁿw�≤�≡��Y½�CY

½�ⁿw≡�y¿���{

�AP��a IP �}�∩≡�

�{��÷C����∩M�

P≡�÷p��≤��C 	

pAu²�A� (DoS)v≡�

�Y½�� 10AoⁿwY½�

X{��C

��p� u�����Ω�v�� ⁿwP��ñ≡��÷p��

� IP �}��C pG�� IP

�}P¡�úP�CÑ��ñ

�≡��÷pAh�� IP �}

�p�@�C

�� IP v u��� IP ��Ω�v�

�

v u���a IP - ��Mμv

��

v u�⌠⌠ - ��Mμv��

v ue 5 ��� IPvϕμ

v u�ß 10 �y{vϕμ

ⁿww�	I�⌠⌠W�≤w

���m� IP �}�D≈W

�C pGwbu�zv��W

��uDNS d\vAziHN

	½�b IP �}WΦ��°

DNS W�C

p��÷ΩTA��\ IBM

Security QRadar SIEM Admin-

istration GuideC

�� IP u≡�vϕμ ⁿww�	I�⌠⌠W�≤w

���m� IP �}�D≈W

�C ÷@U��i�°�÷�

�Ω�C

p��� IP �}��÷ΩTA

��\�°��� IP 	��≡

�C

�� IP v u��≡�v��

v u��≡�v��

v u��� IP - ≡�Mμv�

�

v u�⌠⌠ - ≡�Mμv��

v u���a IP - ≡�Mμv

��

ⁿww�	I�⌠⌠W�≤w

���m� IP �}�D≈W

�C pGh��� IP �}P

≡��÷pA�μ��ⁿw

uh�v��� IP �}��

�C pGwbu�zv��W

��uDNS d\vAziHN

	½�b IP �}�ΩúW�W

Φ��° DNS W�C

p��÷ΩTA��\ IBM

Security QRadar SIEM Admin-

istration GuideC

�� IP u�⌠⌠��Ω�v�� ⁿwP⌠⌠�÷p��� IP �

}���C

� 4 � ≡��z 57



ϕ 14. ≡��� (�≥)

�� �m í�

��≡ u�ß 10 �y{vϕμ ⁿwy{���≡C

�� v ue 5 ���a IPvϕμ

v u��� IP - �
��aM

μv��

v u���a IP ��Ω�v

��

ⁿw��a IP �}��� IP

�}���C

�� v u��av��

v u⌠⌠v��

ⁿwP��a IP �}�⌠⌠�

÷p�≡���� IP �}CY

n�°�� IP �}��÷Ω

TA�÷@Uπ	� IP �}B

ΩúW��NyC

pGⁿwμ@�� IP �}Ae

�W�π	 IP �}�ΩúW�

]pGi��C ziH÷@U

IP �}�ΩúW�A��°�

� IP �}��Ω�C pGs

bh��� IP �}A�μ��

ⁿwuh�v��� IP �}�

��C

�� u�⌠⌠ - �
��aMμv

��

ⁿwP��a IP �}�÷p�

�� IP �}���C

}l u≡�vϕμ ⁿww∩≡�o���@��

≤�y{�Θ�M�íC

}lΘ� v u��≡�v��

v u��≡�v��

v u��� IP - ≡�Mμv�

�

v u�⌠⌠ - ≡�Mμv��

v u���a IP - ≡�Mμv

��

ⁿwP≡��÷p��@��

≤�y{�Θ�M�íC

¼A u≡���vϕμ]pGu≡

��¼v�uΘx��v�

ⁿwΘx���¼AC

58 QRadar ��ΓU



ϕ 14. ≡��� (�≥)

�� �m í�

¼A u≡�vϕμ π	�	HⁿX≡�¼AC ¼

A�	]AG

D@�ñ�≡�C�≡�¼�

�ß@��≤¡ ßA≡��

�¿D@�ñC b��

QRadar ú�nΘºßA��≡

�ú��¿D@�ñC

D@�ñ�≡�LkA�¿@

�ñC pG�≡����s�

≤Ah���s≡�AB�O

dD@�ñ�≡�A��≡�

Od�wLC ziH∩D@�

ñ�≡�iμUC�@GO

@B�	�l�BsW��H

�ⁿú����C

u��≡�v��W⌠��≡

�X�ϕ	≡�w⌠�ALk

�°CpGzjM⌠��≡

�Aª�u�π	bNΣ�O

�⌠��≡��u ��≡�v

��WC p��÷ΩTA��

\⌠�≡�C

���ⁿX≡�ⁿú���

�C N≡�ⁿú�Y����

�Au��≡�v��W�π

	�≤�����≡�C p�

�÷ΩTA��\N≡�ⁿú

����C

O@iεⁿw�≡�bOd

�LßqΩ�wñ�úC p�

�÷ΩTA��\O@≡�C

w÷¼�≡�ⁿX≡�w÷

¼C p��÷ΩTA��\÷

¼≡�C

�í v u�ß 10 ��≤vϕμ

v u�ß 10 ��≤]º��

≤�vϕμ

ⁿwb
W
�≤ñ����

@��≤�Θ�M�íC �Θ

�M�íO������≤�

�mⁿwC

�í ue 5 ���vϕμ ⁿw�����Θ�M�íC

����� u�ß 10 �y{vϕμ ⁿwy{������C

�≤/y{�� v ue 5 �Θx��vϕμ

v ue 5 ����vϕμ

ⁿwΘx��������≤

��C

� 4 � ≡��z 59



ϕ 14. ≡��� (�≥)

�� �m í�

��� v u≡���vϕμ]pG

u≡��¼v�u�� IPv

�u��a IPvA�Ou�

��W�v�

v ue 5 ��� IPvϕμ

v ue 5 ���a IPvϕμ

v u��� IP ��Ω�v�

�

v u��� IP - �
��aM

μv��

v u���a IP ��Ω�v

��

v u���a IP - ��Mμv

��

v u�⌠⌠ - ��Mμv��

v u�⌠⌠ - �
��aM

μv��

ⁿwP�� IP �}���a

IP �}�÷p����C pG

��O���A�μ�Nⁿw

uú�vC

���W� u≡���vϕμ]pGu≡

��¼v�u���W�v�

ⁿwP��≡���≤�y{

�÷p����W�C

�GpGzN	½ⁿ����

��W���WAhπ	�u

πú	�ú�PuΩúv��

ñ��±���W�ΩT�÷

p����W�AúOP�

�≡���≤�y{�÷p�

���W�C

���W� u�ß 5 ���vϕμ ⁿw��������C

��� v u��≡�v��

v u��≡�v��

v u��� IP - ≡�Mμv�

�

v u�⌠⌠ - ≡�Mμv��

v u���a IP - ≡�Mμv

��

ⁿwP≡��÷p����W

�C pGh����W�P≡

��÷pA�μ��ⁿwuh

�v����W���CpG

��O���A�μ�Nⁿw

uú�vC

�°≡� v u��� IP ��Ω�v�

�

v u���a IP ��Ω�v

��

q�Mμ	ñ∩�∩�AiL

oznb���W�°�≡

�C ziH�°��≡�A�

�≥≤�íd≥�≡�iμL

oC qMμ	ñA∩�Lo�

n����íd≥C

�} u≡���vϕμ]pGu≡

��¼v�u�� IPv�u�

�a IPv�

ⁿwP�����a IP �}�

÷p���O�}��C ��

]]tD��Q��}��

�C

60 QRadar ��ΓU



ϕ 14. ≡��� (�≥)

�� �m í�

�} u���a IP - ��Mμv�

�

ⁿw�� IP �}Oπ��

}C

�} v ue 5 ��� IPvϕμ

v u��� IP ��Ω�v�

�

v u�⌠⌠ - ��Mμv��

v ue 5 ���a IPvϕμ

v u��� IP - �
��aM

μv��

v u���a IP ��Ω�v

��

v u�⌠⌠ - �
��aM

μv��

ⁿw�����a IP �}O

π��}C

[v v ue 5 ��� IPvϕμ

v ue 5 ���a IPvϕμ

v u��� IP - �
��aM

μv��

v u��� IP ��Ω�v�

�

v u���a IP ��Ω�v

��

v u���a IP - ��Mμv

��

v u�⌠⌠ - ��Mμv��

v u�⌠⌠ - �
��aM

μv��

v ue 5 ���vϕμ

ⁿw�� IP �}B��a IP

�}����[vC IP �}�

[vbΩú��WⁿúC p�

�÷ΩTA��\Ωú�zC

� 4 � ≡��z 61



62 QRadar ��ΓU



� 5 � Θxí��d

ziHY��°��d�≤�⌡μiÑjMC

��Θxí���AziHY��°��dΘxí�]�≤�A�⌡μiÑjMC

Θxí���º[

�≤O��Θx��]p⌡≡�⌠���m��O²A�≤í�∩⌠⌠�D≈��

@C

Θxí���ⁿwP≡��÷p��≤C

z��π��°Θxí����\ivC

Θxí���uπC

ziHquΘxí�vuπCs���∩�

��uπCAziHs�UC∩�G

ϕ 15. Θxí�uπC∩�

∩� í�

jM ÷@UjMAi∩�≤⌡μiÑjMC ∩�]

AG

v s�jM - ∩��∩�i��s��≤j

MC

v sΦjM - ∩��∩�i∩��sΦ�≤j

MC

v �zjM�G - ∩��∩�i�°��zj

M�GC

�tjM q�Mμ	ñAziH⌡μ²exs�jMC

�ϕzπ�wxs�jM�h�ⁿw]tb�

��tjMñ∩��A∩���π	b�tj

MMμ	ñC

sWLo� ÷@UsWLo�AiNLo�sW�{μj

M�GC

xs�h ÷@Uxs�hAixs{μjM�hC

xs�G ÷@Uxs�GAixs{μjM�GC �∩

��bjM�¿ºß��π	C bΩy�í

UA�∩����C

�° ÷@U�°Ai�°
biμ�jMC bΩy

�íUA�∩����C

© Copyright IBM Corp. 2012, 2015 63



ϕ 15. Θxí�uπC∩� (�≥)

∩� í�

�P ÷@U�PAi}�u�P�πv°íA�°

íi²z�úw��P��≤Hε��≡

�C

bΩy�íUA�∩����C p��π�P

��÷ΩTA��\�π�PC

Wh �bzπ��°Wh�\iv�A��π	

uWhv∩�C

÷@UWhAitm�q�≤WhC ∩�]

AG

v Wh - ∩��∩�i�°���WhC p

Gz�π��°Wh�\ivAe�W�π

	uWhvδF�Kn��C pGzπ��

@�qWh�\ivAe�W�π	uW

hvδFABziHsΦWhC Yn��º

���Wh∩�]usW{��WhvB

usWμ�Whv�usWº�Whv�A

z��xsE	�jM�hA]�wxs�

jM�h�ⁿw�n���C

�G�bzπ�Θxí� > �@�qWh\

iv�A��π	º���Wh∩�C

v sW{��Wh - ∩��∩�i��{��

WhC {��Whiw∩WX�tm{��

�í��	�≤Ω�yqC {��iH≥≤

QRadar ¼	�⌠≤Ω�C	pApGz��

{��WhAⁿXb 8 am � 5 pm ºín

J°A���ß
úαWL 220 �Ahb�

221 ��ß
�	nJ�AWh�ú��

	C

bz∩�sW{��Wh∩��Ae�W�

π	uWhvδFABww²�J�≤��

{��Wh�Aϕ∩�C

64 QRadar ��ΓU



ϕ 15. Θxí�uπC∩� (�≥)

∩� í�

Wh]≥� v sWμ�Wh - ∩��∩�i��μ�W

hC μ�Wh��	º�í�]	psbs

��ú��Ω�yq���≤Ω�yqAY

≡M�ε�½≤B≤@�ñ¼A��íq�

	±�≤�Ω�yqC	pAziH��μ

�WhANe 5 	��¡íΩ�yqPe@

p��¡íΩ�yqiμ±�CpG�≤W

L 40%AWh�ú�
�C

bz∩�sWμ�Wh∩��Ae�W�π

	uWhvδFABww²�J�≤��μ

�Wh�Aϕ∩�C

v sWº�Wh - ∩��∩�i��º�W

hC º�Wh��	º�í�]	psbs

��ú��Ω�yq���≤Ω�yqAY

≡M�ε�½≤B≤@�ñ¼A��íq�

	±�≤�Ω�yqC	pApG�úP�

wqT�⌠⌠��}lP�Ωa/a�ñ�D

≈qTAº�Wh�ú��	C

bz∩�sWº�Wh∩��Ae�W�π

	uWhvδFABww²�J�≤��º

�Wh�Aϕ∩�C

� 5 � Θxí��d 65



ϕ 15. Θxí�uπC∩� (�≥)

∩� í�

�@ ÷@U�@i⌡μUC�@G

v �íπ� - ∩��∩�i�újM�hW�

��Lo�A�π	���Lo��≤C

v CL - ∩��∩�iCL��Wπ	��

≤C

v �X
 XML > iú�
μ - ∩��∩�A

i��XbuΘxí�v��Wπ	��

μC oO�
�∩�C ��\u�X�

≤vC

v �X
 XML > 
��X]�í
μ� - ∩

��∩�i�X���≤��C ���Xi

α�n�°�í�α�¿C��\�X�

≤C

v �X
 CSV > iú�
μ - ∩��∩�A

i��XbuΘxí�v��Wπ	��

μC oO�
�∩�C ��\�X�≤C

v �X
 CSV > 
��X]�í
μ� - ∩

��∩�i�X���≤��C ���Xi

α�n�°�í�α�¿C ��\�X�

≤C

v Rú - ∩��∩�iRújM�GC ��

\�z�≤�y{jM�GC

v q	 - ∩��∩�Aiⁿwznb�¿∩�

�jM�≥oqll≤q�C �∩��∩


biμ�jM��C

�GbΩy�íUH�b�°í	jM�G

�ACLB�X
 XML ��X
 CSV ∩��
��C

jMuπC
iÑjM

qMμ	ñ∩�iÑjMAHΘJ

Ariel d
yÑ (AQL) jMrΩ�ⁿ

wn�
�μ�C

�tLo�

qMμ	ñ∩�u�tLo�vAH

zL��
írⁿ��y�jM��

tⁿC

°� Θxí���W�w]°�OY��≤�Ω

yC°�Mμ]t@�∩�A]i�°ⁿw�

qñ��≤Cbq°�Mμñ∩�ⁿw��q

ºßAzNiH�≤}l�í��⌠�íμ�

ñ�Θ�M�í�A��∩π	��qC

66 QRadar ��ΓU



kΣ\αϕ∩�

bΘxí���WAziH�	½kΣ÷@U�≤Hs�≤h�≤Lo�ΩTC

kΣ\αϕ∩��G

ϕ 16. kΣ\αϕ∩�

∩� í�

Lo ∩��∩�iLo∩���≤AπΘ°�≤ñ

∩����wC

�P ∩��∩�i}�u�Pv°íA�°íN²

z�úw��P��≤Hε��≡�C bΩ

y�íUA�∩����C��\�π�PC

ΣL∩�G ∩��∩�i�d IP �}����W�C p

��d IP �}��÷ΩTA��\u�d IP

�}vC p��d���W���÷ΩTA�

�\�d���W�C

�GbΩy�íUAú�π	�∩�C

�tLo� Lo�X�ú�X∩������C

¼AC

Ωy�≤�A¼AC�π	Cϕ¼��¡í�G��C

oOD�x¿\q�≤Bz�¼���G��C pGCϕ���WL 40 ��GAe�

W�π	 40 ��GC l��	pb�Gw��ñC Yn�°≤h¼AΩTA�N	

½ⁿ��b¼ACWC

�Ωy�≤�A¼ACπ	�eπ	b��W�jM�G���BzjM�G���

�íqC

Θxí��°

�w]AΘxí����bΩy�íUπ	�≤AHe\zY��°�≤C

p�Ωy�í��÷ΩTA��\�°Ωy�≤C ziH��°�Mμ	AHⁿwúP

��íd≥�Lo�≤C

pGz²ewNxs�jM�htm�w]�Ahs�Θxí����A���π	

�jM��GC p�xsjM�h��÷ΩTA��\xs�≤�y{jM�hC

�°Ωy�≤

Ωy�íNe\z�°iJt���≤Ω�C ��í�zú�{μ�≤í��Y�°

�Aπ	e 50 ��≤C

÷≤o�@�

pGb��Ωy�íºeAzbΘxí���W�jM�hñM�F⌠≤Lo�Ah

�HΩy�íOdLo�C ²OAΩy�íúΣ�]A	��≤�jMC pG∩	�

�≤�	�jM�h��Ωy�íAhΘxí����π	
W
�≤C ��\�°


W
�≤C

� 5 � Θxí��d 67



ϕzn∩��≤H�°��Ω��⌡μ�@�A��²��ΩyA�α÷ΓU�≤C �

�Ωy�A�π	e 1000 ��≤C

{�

1. ÷@UΘxí���C

2. q�°Mμ	ñA∩�Y�]Ωy�C p�uπC∩���÷ΩTA��\ϕ 4-1C

p�HΩy�íπ	����÷ΩTA��\ϕ 4-7C

3. ∩���C ����±Ωy�≤C ∩�UCΣñ@�∩�G

v Yn∩��≤O²A�÷@U���	H��ΩyC

v Yn½s��Ωy�íA�÷@U�±�	C

�°�W	�≤

�≤H�lμí¼	AMßg
W
�απ	bΘxí���WC

÷≤o�@�


W
A�σR�Bz��≤Ω�A���Ω�Hπ	i¬����÷ΩTC Y
W


�≤Aht��N
W
W�C �HAbΘxí���Wπ	�W�iαP�≤ñπ	

�W�ú�C

�GpG∩�nπ	��íd≥Ah�π	�í�C�ϕCp����í�C�ϕ�

�÷ΩTA��\�í�C�ϕº[C

ϕz�°
W
�≤�AΘxí���π	UC��G

ϕ 17. uΘxí�v�� - w]]
W
���

�� í�

Current®Lo� �ϕμ�
π	M��jM�G�Lo���

�Ω�C YnMúo�Lo��A�÷@UM

úLo�C

�G�ϕM�Lo�ºß��π	o���C

�° qo�Mμ	ñAziH∩�nLo��íd

≥C

68 QRadar ��ΓU



ϕ 17. uΘxí�v�� - w]]
W
��� (�≥)

�� í�

{μ�pΩ� ϕ���uY�]Ωy�v�ue@	�]�

�½sπz�v�í�A�π	{μ�pΩ

�A]AG

�G÷@U{μ�pΩ�
�bYAHπ	�

⌠��pΩ�C

v �G�p - ⁿw�XjM�h��G��C

v wjM�Ω��� - ⁿwbⁿw�í≤Z�

wjM�Ω�����C

v wjM�úYΩ��� - ⁿwbⁿw�í≤

Z�wjM�úYΩ�����C

v ����p� - ⁿwbⁿw�í≤Z�wj

M�������C

v �≥�í - ⁿwjM�
≥�íC

�G{μ�pΩ��U≤iμ�°��C ϕ

zp��ßΣ�ñ�AH∩�≤iμ�°�

��Aiα�QnDú�{μ�pΩTC

�ϕ π	itm�ϕAHNϕ�X�ííjP	�

∩��O²CpGnqπ	e�ñ�ú�ϕA

÷@U⌠��ϕC �ϕz∩�ue�íj]�

�½sπz�v�HW��íd≥AH�nπ

	�	�∩��A��π	�ϕC p�tm�

ϕ��÷ΩTA��\�ϕ�zC

�GpGz�� Mozilla Firefox @�s²�A

�w�Fsi�Ω{ís²���Ahúπ	

�ϕCYnπ	�ϕAh���úsi�Ω{

ís²���Cp��÷ΩTA��\s²�

í�σ≤C

≡��	 ÷@U��	AH�°P��≤�÷p�≡�

���Ω�C p��÷ΩTA��\�ϕ�

zC

�G°z�ú�wA��	iαLk��C

z��π� IBM Security QRadar SIEMC

}l�í ⁿw�@��≤��í]�Θx��°i�

QRadar�C

�≤W� ⁿw�≤�
W
W�C

Θx�� ⁿw���≤�Θx��C pG�h�Θx�

�P��≤�÷pAh�μ�ⁿwNyuh

�vAH�Θx�����C

�≤p� ⁿw�
W
�≤ñBz��≤��C Ybu

�í�����P�����a IP �}�h�

�P�¼��≤Ah�No��≤�X��C

�í ⁿw QRadar �¼�≤�Θ�M�íC

CÑ�� ⁿwP��≤�÷p�CÑ��C

p��≤����÷ΩTA��\IBM Secu-

rity QRadar SIEM Administration GuideC

� 5 � Θxí��d 69



ϕ 17. uΘxí�v�� - w]]
W
��� (�≥)

�� í�

�� IP ⁿw�≤��� IP �}C

��≡ ⁿw�≤���≡C

��a IP ⁿw�≤���a IP �}C

��a≡ ⁿw�≤���a≡C

���W� ⁿwP��≤�÷p����W�C b�O�

÷��≤ñ@δiH�����W�C ∩≤L

k�����W����ΣL�¼�≤A�μ

�ⁿw N/AC

°� ⁿw��≤�°�C ��]Aia�B�÷�

PY½�C Nz�	½��°�CAHπ	�

�pΓ�°�C

{�

1. ÷@UΘxí���C

2. qπ�Mμ	ñA∩�w]]�W	�C

3. q�°Mμ	ñA∩�nπ	��íd≥C

4. ÷@U���	AH��ΩyC

5. ÷ΓUni@B�°����≤C p��÷ΩTA��\�≤��C

�°�Bz��≤

ziHqΘx���°�Bz��≤Ω�AY�σR��≤Ω�C

÷≤o�@�

ϕz�°�Bz��≤Ω��AΘxí���ú�C@��≤�UC��C

ϕ 18. �Bz��≤��

�� í�

{μLo� �ϕμ�
π	M��jM�G�Lo���

�Ω�C YnMúo�Lo��A�÷@UM

úLo�C

�G�ϕM�Lo�ºß��π	o���C

�° qo�Mμ	ñAziH∩�nLo��íd

≥C

70 QRadar ��ΓU



ϕ 18. �Bz��≤�� (�≥)

�� í�

{μ�pΩ� ϕ���uY�]Ωy�v�ue@	�]�

�½sπz�v�í�A�π	{μ�pΩ

�A]AG

�G÷@U{μ�pΩ�
�bYAHπ	�

⌠��pΩ�C

v �G�p - ⁿw�XjM�h��G��C

v wjM�Ω��� - ⁿwbⁿw�í≤Z�

wjM�Ω�����C

v wjM�úYΩ��� - ⁿwbⁿw�í≤

Z�wjM�úYΩ�����C

v ����p� - ⁿwbⁿw�í≤Z�wj

M�������C

v �≥�í - ⁿwjM�
≥�íC

�G {μ�pΩ��U≤iμ�°��C

ϕzp��ßΣ�ñ�AH∩�≤iμ�°

���Aiα�QnDú�{μ�pΩTC

�ϕ π	itm�ϕAHNϕ�X�ííjP	�

∩��O²CpGnqπ	e�ñ�ú�ϕA

÷@U⌠��ϕC �ϕz∩�ue�íj]�

�½sπz�v�HW��íd≥AH�nπ

	�	�∩��A��π	�ϕC

�GpGz�� Mozilla Firefox @�s²�A

�w�Fsi�Ω{ís²���Ahúπ	

�ϕCYnπ	�ϕAh���úsi�Ω{

ís²���Cp��÷ΩTA��\s²�

í�σ≤C

≡��	 ÷@U��	AH�°P��≤�÷p�≡�

���Ω�C

}l�í ⁿw�@��≤��í]�Θx��°i�

QRadar�C

Θx�� ⁿw���≤�Θx��C pG�h�Θx�

�P��≤�÷pAh�μ�ⁿwNyuh

�vAH�Θx�����C

��tⁿ H UTF-8 μíⁿw�l�≤��tⁿΩTC

{�

1. ÷@UΘxí���C

2. qπ�Mμ	ñA∩��Bz��≤C

3. q�°Mμ	ñA∩�nπ	��íd≥C

4. ÷ΓUni@B�°����≤C ��\�≤��C

�°���≤

ziH��Θxí���A�°�U�∩�	���≤C qπ�Mμ	ñAiH∩�@

��≤	������C

� 5 � Θxí��d 71



÷≤o�@�

uπ	vMμ	ú�HΩy�íπ	A]�Ωy�íúΣ�	��≤C pG���	�

�jM�hiJΩy�íAh�π	�∩�C

uπ	vMμ	ú�UC∩�G

ϕ 19. 	��≤∩�

��∩� í�

CÑ�� π	��≤�CÑ��	���≤J�MμC

p�����÷ΩTA��\ IBM Security

QRadar SIEM Administration GuideC

�≤W� π	��≤�
W
W�	���≤J�M

μC

��a IP π	��≤���a IP �}	���≤J�M

μC

��a≡ π	��≤���a≡�}	���≤J�M

μC

�� IP π	��≤��� IP �}	���≤J�M

μC

�qWh π	�÷p��qWh	���≤J�MμC

���W� π	��≤÷p����W�	���≤J�

MμC

Θx�� π	�N�≤�e� QRadar �Θx��	��

�≤J�MμC

¬Ñ�� π	��≤�¬Ñ��	���≤J�MμC

⌠⌠ π	��≤÷p�⌠⌠	���≤J�MμC

��≡ π	��≤���≡�}	���≤J�M

μC

qπ�Mμ	∩�∩�ºßAΩ���μGm°�∩s�∩�wC�≤ϕμñ�C

@CNϕ@��≤s�C Θxí���ú�C@��≤s��UCΩT

ϕ 20. 	��≤��

�� í�

	��� ⁿw@�jM	������C

{μLo� �ϕμ�
π	M��jM�G�Lo���

�Ω�C YnMúo�Lo��A�÷@UM

úLo�C

�° qMμ	ñA∩�nLo��íd≥C

72 QRadar ��ΓU



ϕ 20. 	��≤�� (�≥)

�� í�

{μ�pΩ� ϕ���uY�]Ωy�v�ue@	�]�

�½sπz�v�í�A�π	{μ�pΩ

�A]AG

�G÷@U{μ�pΩ�
�bYAHπ	�

⌠��pΩ�C

v �G�p - ⁿw�XjM�h��G��C

v wjM�Ω��� - ⁿwbⁿw�í≤Z�

wjM�Ω�����C

v wjM�úYΩ��� - ⁿwbⁿw�í≤

Z�wjM�úYΩ�����C

v ����p� - ⁿwbⁿw�í≤Z�wj

M�������C

v �≥�í - ⁿwjM�
≥�íC

�G{μ�pΩ��U≤iμ�°��C ϕ

zp��ßΣ�ñ�AH∩�≤iμ�°�

��Aiα�QnDú�{μ�pΩTC

�ϕ π	itm�ϕAHNϕ�X�ííjP	�

∩��O²CpGnqπ	e�ñ�ú�ϕA

÷@U⌠��ϕC

C@��ϕú�@���AªO@�°	
�

�A�U≤N�ϕ½≤PΣNϕ����÷

pC ziH����\α⌡μUC�@G

v Nz�	½ⁿ�������AH�°ª�

Nϕ����≤hΩTC

v �	½kΣ÷@U����AH∩Σiμi

@B�dC

v ÷@U����AHb�ϕñ⌠�ªC A÷

@U����AHπ	⌠����C z]i

H÷@U∩���	��AH⌠�Mπ	�

��C

v pGnq�ϕπ	ñ�ú��A÷@U�

�C

�G�ϕz∩�ue�íj]��½sπ

z�v�HW��íd≥AH�nπ	�	

�∩��A��π	�ϕC

�GpGz�� Mozilla Firefox @�s²

�A�w�Fsi�Ω{ís²���Ah

úπ	�ϕCYnπ	�ϕAh���ús

i�Ω{ís²���Cp��÷ΩTA�

�\s²�í�σ≤C

�� IP]�@p�� ⁿwP��≤�÷p��� IP �}C pG�

h� IP �}P��≤�÷pAh�μ�ⁿwN

yuh�vAH� IP �}���C

� 5 � Θxí��d 73



ϕ 20. 	��≤�� (�≥)

�� í�

��a IP]�@p�� ⁿwP��≤�÷p���a IP �}C pG

�h� IP �}P��≤�÷pAh�μ�ⁿw

Nyuh�vAH� IP �}���C

��a≡]�@p�� ⁿwP��≤�÷p���a≡C pG�h�

≡P��≤�÷pAh�μ�ⁿwNyuh

�vAH�≡���C

�≤W� ⁿw�≤�
W
W�C

Θx��]�@p�� ⁿwN�≤�e� QRadar �Θx��CpG�

h�Θx��P��≤�÷pAh�μ�ⁿw

Nyuh�vAH�Θx�����C

¬Ñ��]�@p�� ⁿw��≤�¬Ñ��C pG�h���P�

�≤�÷pAh�μ�ⁿwNyuh�vAH

������C

p�����÷ΩTA��\ IBM Security

QRadar Log Manager �zΓUC

CÑ��]�@p�� ⁿw��≤�CÑ��C pG�h���P�

�≤�÷pAh�μ�ⁿwNyuh�vAH

������C

qT≤w]�@p�� ⁿwP��≤�÷p�qT≤w IDC pG�h

�qT≤wP��≤�÷pAh�μ�ⁿwN

yuh�vAH�qT≤w���C

���W�]�@p�� ⁿwP��≤�÷p����W�]Y��C

pG�h����W�P��≤�÷pAh�

μ�ⁿwNyuh�vAH����W���

�C

°�]W¡� ⁿwpΓ�	��≤°�W¡C ��pΓ°�

���]Aia�B�÷�PY½�C p�i

a�B�÷�PY½���÷ΩTA��\W

ⁿ��C

�≤p�]�M� ⁿw�
W
�≤ñBz��≤��C Ybu

�í�����P�����a IP �}�h�

�P�¼��≤Ah�No��≤�X��C

p� ⁿw��≤s�ñ
W
�≤���C

{�

1. ÷@UΘxí���C

2. q�°Mμ	ñA∩�nπ	��íd≥C

3. quπ	vMμ	ñA∩�n@��≤	������C ��\ϕ 2CCX�≤s�Cp
��≤s����Ω�C ��\ϕ 1C
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}l�í ⁿwqΘx���¼�≤��íC
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íC
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��bM� NAT �ºeⁿw��a IP �}C

em NAT ��≡ ∩≤π� NAT \α�⌡≡�ΣL�mA��

��bM� NAT �ºeⁿw��≡C
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ßm NAT �� IP ∩≤π� NAT \α�⌡≡�ΣL�mA��

��bM� NAT �ºßⁿw�� IP �}C

ßm NAT ��a IP ∩≤π� NAT \α�⌡≡�ΣL�mA��

��bM� NAT �ºßⁿw��a IP �}C

ßm NAT ��≡ ∩≤π� NAT \α�⌡≡�ΣL�mA��

��bM� NAT �ºßⁿw��≡C

ßm NAT ��a≡ ∩≤π� NAT \α�⌡≡�ΣL�mA��

��bM� NAT �ºßⁿw��a≡C

ßm NAT ��≡ ∩≤π� NAT \α�⌡≡�ΣL�mA��

��bM� NAT �ºßⁿw��≡C

ßm NAT ��a≡ ∩≤π� NAT \α�⌡≡�ΣL�mA��

��bM� NAT �ºßⁿw��a≡C

IPv6 �� ⁿw�≤��� IPv6 �}C

IPv6 ��a ⁿw�≤���a IPv6 �}C

�� MAC ⁿw�≤��� MAC �}C

��a MAC ⁿw�≤���a MAC �}C

��tⁿΩT

��tⁿ ⁿw�≤ñ���tⁿ�eC�μ�ú� 3 �

����°��tⁿG

v q��Θμí (UTF) - ÷@U UTFC

v Qi� - ÷@UuQi�vC

v Base64 - ÷@U Base64C

ΣLΩT

qT≤w ⁿwP��≤�÷p�qT≤wC

QID ⁿw��≤� QIDC C��≤úπ��@�

QIDC p�∩M QID ��÷ΩTA��\�∩

�≤∩MC

Θx�� ⁿwN�≤�e� QRadar �Θx��CpG�
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WΩú�B���Ω�C u�ϕ�e� QRadar �ΘxTº]t IP �}�u���W�v�

uMAC �}v���AΘx����ú��OΩTC�D��Θx��ú�ú��OΩTC p

�¡	�Ωú��÷ΩTA��\Ωú�zC

¡	���W� ⁿwP��≤�÷p�Ωú����W�C

¡	 IP ⁿwP��≤�÷p�Ωú� IP �}C

¡	 Net BIOS W� ⁿwP��≤�÷p�Ωú�u⌠⌠≥�ΘJ/
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���eO���wq�σrAB°⌠⌠Wi

�≤ú��OΩT��mwC d	]AG�

m�ΩΘ�mB�÷�hB⌠⌠μ½��≡
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π�¡	]X�� pG QRadar w¼	P��≤�÷p�Ωú��

OΩTA�ⁿw TrueC
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¡	 MAC ⁿwP��≤�÷p�Ωú� MAC �}C

¡	s�W� ⁿwP��≤�÷p�Ωú�s�W�C

�≤��Ω�uπC
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�≤��Ω�uπCú�FUC\αG

ϕ 22. �≤��Ω�uπC
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π	��	C
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∩�C p��z PCAP Ω���÷ΩTA��

\�z PCAP Ω�C
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ΩTC p��÷ΩTA��\�° PCAP Ω

TC

v Uⁿ PCAP �� - ∩��∩�iN PCAP

��Uⁿ�α�t�C p��÷ΩTA��

\N PCAP ��Uⁿ�α�t�C

CL ÷@UCLAiCL�≤��Ω�C
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÷≤o�@�

pG�≤�XY�WhAhiHb≡���Wú�≡�C
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c. ∩���C ÷@U�
�		W�sW
μ�	AHN PCAP Ω��μ���

�	�MμC
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÷≤o�@�
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v ∩��≤AMß÷@U PCAP �	C

v �	½kΣ÷@U�≤� PCAP �	A�∩�ΣL∩� > �° PCAP ΩTC

v ÷ΓUzn�d��≤AMßq�≤��uπC∩� PCAP Ω� > �° PCAP
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2. pGnNΩTUⁿ�z�α�t�A�∩�UCΣñ@�∩�G

v ÷@UUⁿ PCAP ��AHUⁿNb�í��{íñ����l PCAP ��C
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v pGzn}���H�Y�°A�∩�}�uπ∩�AMßqMμ	ñ∩���
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3. ÷@UTwC
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v �X
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v �X
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∩�⌠⌠í���AH°	ΦíY��°��dy{Ω�A�⌡μiÑjMHLoπ

	�y{C y{OΓ�D≈ºí�qTÑq@�C ziH�°y{ΩTHPwΩ�y

q�qTΦíA�qT�e]pGw���e��∩��C y{ΩT]iH]tqT≤

wBu�Dt��X (ASN)v��u���� (IFIndex)v�º����Ω�C

⌠⌠í���uπC

ziHq⌠⌠í���uπCs���∩�C

ziHq⌠⌠í���uπCs�UC∩�G

ϕ 23. ⌠⌠í���uπC∩�

∩� í�

jM ÷@UjMi∩y{�¿iÑjMC jM∩�]AG

v s�jM - ∩��∩�i��s�y{jMC

v sΦjM - ∩��∩�i∩��sΦy{jMC

v �zjM�G - ∩��∩�i�°��zjM�

GC

p�jM\α��÷ΩTA��\Ω�jMC

�tjM q�Mμ	ñAziH⌡μ²exs�jMC �ϕz

π�wxs�jM�h�ⁿw]tb���tjM

ñ∩��A∩���π	b�tjMMμ	ñC

sWLo� ÷@UsWLo�AiNLo�sW�{μjM�

GC
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zπ��@�qWh�\ivAziHsΦWhC

�G�bzπ�⌠⌠í� > �@�qWh\iv�A
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Yn��º���Wh∩�Az��xsE	�j

M�hCwxs�jM�hⁿw�n���C ∩�U
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CL ÷@UCLAiCLy{��Ω�C

≡� pG≡�i�A�÷@UH�°u≡�Knv

��C

�π�P

��u�P�πv\α��K�Py{��≡�C ziHqy{Mμ�y{��Ω��

��π�Py{C

÷≤o�@�

�GziHqKn���Ω����π�Py{C

z��π�Aϕ�v¡�α���π�P��qWhC p��P��÷ΩTA��\W

ⁿ��C

{�

1. ÷@U⌠⌠í���C

2. ∩���C pGz
bΩy�íñ�°y{A�÷@U���	H��ΩyC

3. ∩�zn�π�y{C

4. ÷@U�PC

5. bu�Pv°íW�u�≤/y{�evíμñA�∩�UC@�G

v π�Sw <Event> QID ��≤/y{

v π� <Event> CÑ���⌠≤�≤/y{

v π� <Event> ¬Ñ���⌠≤�≤/y{

6. bu�ΘΦVvíμñA�∩�UC@�G

v <�� IP �}> � <��a IP �}>

v <�� IP �}> �⌠≤��a
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v ⌠≤��� <��a IP �}>

v ⌠≤���⌠≤��a

7. ÷@U�πC

�Xy{

ziH�u���OyÑ (XML)v�urI�j� (CSV)vμí�Xy{C �XΩ�

����í°�°ⁿw�����wC

{�

1. ÷@U⌠⌠í���C

2. ∩���C pGz
bΩy�íñ�°y{A�÷@U���	H��ΩyC

3. q�@Mμ	ñA∩�UCΣñ@�∩�G

v �X
 XML > iú�
μ - ∩��∩�Ai��XbuΘxí�v��Wπ	

��μC oO�
�∩�C

v �X
 XML > 
��X]�í
μ� - ∩��∩�i�X��y{��C �

��Xiα�n�°�í�α�¿C

v �X
 CSV > iú�
μ - ∩��∩�Ai��XbuΘxí�v��Wπ	

��μC oO�
�∩�C

v �X
 CSV > 
��X]�í
μ� - ∩��∩�i�X��y{��C �

��Xiα�n�°�í�α�¿C

4. pGzn
�í�A�÷@U
¿�q	C

�G

�X�¿�Az�¼��÷�X�¿�q�C pGz�∩�
¿�q	�	Ae�W�

π	¼A°íC
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� 7 � Ωú�z

¼	��°ΩúΩ�i�Uz�O��M�}C δT�ΩúΩ�wi²z≤�÷Nbz

t�ñ��o�≡�s��z⌠⌠ñ�ΩΘ�Ω�ΩúC

¡εGQRadar Log Manager �bw�F QRadar Vulnerability Manager �l�ΩúΩ

�Cp� IBM Security QRadar SIEM P IBM Security QRadar Log Manager ºít

º��÷ΩTA��\� 5��yw��zú�ñ�\αzC

ΩúΩ�

Ωú (asset) Oⁿ⌠≤zLz�⌠⌠≥ª[c�e��¼Ω��⌠⌠
IC	pAºO¼

qúB°A�BΩ�≈�MΓúí�m�íúOΩúC ΩúΩ�wñ�C�Ωúú�≥

ⁿú@��@ IDAHKPΣLΩúO²�OC

���m∩≤�m÷≤Ωú��{ΩTΩ�	]D���C HΩúΩT�≤l�ªi

�Uz�°bz�⌠⌠ñ�Ωú��í	C

Ωú]w�

Ωú]w� (asset profile) Oⁿ IBM Security QRadar SIEM b@q�í�¼	÷≤S

wΩúº��ΩT�	XC �]w�]tbΩúW⌡μºA���÷ΩTH��π	�

⌠≤¡	ΩTC

QRadar SIEM ���q¡	�≤H��Vy{Ω���}�q�y]pGwtm���

��Ωú]w�C t��zL��Ωú�∩ (asset reconciliation) �{��Ω�ú�÷

pA�bsΩTiJ QRadar �≤s]w�Ct��÷�UCu²
�AqΩú≤s�

�ñ�ΩTl�ΩúW�G

v �wW�

v NETBios D≈W�

v DNS D≈W�

v IP �}

¼�ΩúΩ�

Ωú]w����OΩT�A�mA�OΩTOq�≤�y{Ω��b�}�y�

í QRadar D�MΣ�Ω�Q�l¼�Cz]iH�JΩúΩ�A�Γ�sΦΩú]w

�C

ΩúΩ����

ΩúΩ�Oqz� IBM Security QRadar ípñ���úP����¼C

ΩúΩ��HÑiΦígJΩúΩ�wAq�@��Γ��T�Ω�C úF��⌠⌠�

}�y��≤s��	�º�AC@�Ωú≤s��@��]t@�Ωú��÷Ω

TC

ΩúΩ�q���UCΣñ@�ΩúΩ���G
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�≤ �≤��tⁿ]p DHCP �	O°A������e�g�]t���nJB

IP �}BD≈W�BMAC �}AH�ΣLΩúΩTC o�Ω���Yú��

ΩúΩ�wAH�UTwΩú≤s��M��	@�ΩúC

�≤OΩú¿°�t�Dn�]C

y{ y{��tⁿ]tqTΩTAp IP �}B≡AH�b@δBitmíj��¼

	�qT≤wCbC@�íj��A�NΩ�ú��ΩúΩ�wA@�@� IP

�}C

�≤��y{�ΩúΩ����μ@ IDBIP �}PΩút∩A]�y{Ω�q

�ú�OΩú¿°�t��]C

�}�y�

QRadar P�P IBM M≤Ot	�}�y�πXAiú�@�t�Bww�n

ΘM�{íΩTº��ΩúΩ�C �Ω���¼�H�y�ºA�iαH

�yºC b
��sΩúB≡ΩTM�}�At�����yñ�wq�

CIDR d≥ANΩ�eJΩú]w�ñC

�y��iα��JΩú¿°�tA²O�ú�úC

�����

π�uΩúvñΓ����iHNΩúΩT���J�ú��ΩúΩ�wC �

�����ú��Ωú≤s��O�≤Sw�ΩúA]��ñLΩú�∩Ñ

qC

����ú��Ωú≤s��ú��JΩú¿°�tC

⌠
ε�ΩúΩ�

H⌠�ΩTtmFΩúΩ����A�����Ω����ΩúΩ�ú����	�

P�⌠�C �≤Ωú�¼ñ�Ω��⌠�ε	A]�⌠�ΩT�M���� QRadar �

≤AΣñ]A¡	B≡�BΩú]w�M°A�
�C

ϕz�°Ωú]w��AY�μ�iαO��C ϕt���¼Ωú≤s��ñ�o�

ΩTA�OΩTwWXΩúOd��AN�sb�μ�C w]Od�� 120  C π

	� 0.0.0.0 � IP �}ϕ	Ωúú]t IP �}ΩTC

eJ�ΩúΩ��u@y{

�u@y{í� QRadar p≤���≤��tⁿñ�¡	ΩT�MwOn��sΩú�

O≤s{��ΩúC

1. QRadar �¼�≤C Ωúg{íb�≤��tⁿñ�d¡	ΩTC

2. pG¡	ΩT]twgPΩúΩ�wñ�Ωú�÷p� MAC �}BNetBIOS D≈

W�� DNS D≈W�Ah�H��sΩT≤s�ΩúC

3. pG�@i��¡	ΩTO IP �}Aht��N≤s��Pπ��P IP �}�{

�Ωú�∩C

4. pGΩú≤s��]t�X{�Ωú� IP �}A²O]]t≤hú�X{�Ωú�

¡	ΩTAht��b{�Ωú≤sºeA��ΣLΩT��ú�P���C

5. pG¡	ΩTú�XΩ�wñ�{�ΩúAh����≤��tⁿñ�ΩT���

sΩúC
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ΩúΩ�≤s

IBM Security QRadar ���≤��tⁿñ�¡	ΩT�MwOn��sΩú�O≤s

{��ΩúC

C@�Ωú≤s��ú��]t÷≤μ@Ωú�ⁿH⌠ΩTC ϕ QRadar �¼Ωú≤s

���At��Mw≤s��M��	�ΩúC

Ωú�∩ (Asset reconciliation) OTwΩú≤s��PΩúΩ�wñ�÷Ωúºí�÷

YºBz{�C Ωú�∩o�≤ QRadar �¼≤s��ºßA²ObΩTgJΩúΩ�

wºeC

¡�ΩT

C�Ωú����]t@≈¡	Ω�C t��N]t@�h≈��P¡	Ω��ß≥≤

s��P
��Ω��Ωú�∩C t��p�Bz�� IP �}�≤s��H�K�P

Ωú���C Nt�ñ�@�Ωú²e�
�º IP �}���vⁿú�t@�ΩΘΩ

ú�A�o��PΩú���C

ϕú�Fh≈¡	Ω��AΩúg{í�HUC
�]wΩT�u²
�G

v MAC MAC �}]�πMw���

v NetBIOS D≈W�

v DNS D≈W�

v IP �}]�úπMw���

MAC �}BNetBIOS D≈W�M DNS D≈W���O�@�A]]�Q°�Mw�

�¡	Ω�C �� IP �}�X{�Ωú�eJ≤s���BzΦíAP�X≤Mw�

¡	Ω��≤s���BzΦíúPC

�÷º�:

yΩú�∩�úWhz

w∩iJ IBM Security QRadar �C@�Ωú��AΩú�∩�úWh�N�	M�

�Ωú≤s��ñ� NetBIOS D≈W�BDNS D≈W�M IP �}C

Ωú�∩�úWh

w∩iJ IBM Security QRadar �C@�Ωú��AΩú�∩�úWh�N�	M��

Ωú≤s��ñ� NetBIOS D≈W�BDNS D≈W�M IP �}C

�w]At��bΓp��í�l�C@�ΩúΩ�C pGΩú≤s��ñ�⌠≤@�

¡	Ω�b 2 p��Γ�HWπXi��μ�A�Ω���N�sW�Ωú�WμC �

�	�C@��¼�¡	ΩúΩ�ú�	}��WμC

b⌠�ε	⌠�ñAΩú�∩�úWh�w∩C@�⌠�	}l�ΩúΩ��μ�C

Ωú�∩�úWh��	UCd	í�G

ϕ 30. Wh�	P
�

d�í� Wh��

ϕ MAC �}b 2 p��H�PT�HW�ú

P IP �}�÷p�

N MAC �}sW�Ωú�∩⌠� MAC �W

μ
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ϕ 30. Wh�	P
� (�≥)

d�í� Wh��

ϕ DNS D≈W�b 2 p��H�PT�HW

�úP IP �}�÷p�

N DNS D≈W�sW�uΩú�∩⌠�

DNSv�Wμ

ϕ NetBIOS D≈W�b 2 p��H�PT�

HW�úP IP �}�÷p�

N NetBIOS D≈W�sW�uΩú�∩⌠�

NetBIOSv�Wμ

ϕ IPv4 �}b 2 p��H�PT�HW�ú

P MAC �}�÷p�

N IP �}sW�uΩú�∩⌠� IPv4v�W

μ

ϕ NetBIOS D≈W�b 2 p��H�PT�

HW�úP MAC �}�÷p�

N NetBIOS D≈W�sW�uΩú�∩⌠�

NetBIOSv�Wμ

ϕ DNS D≈W�b 2 p��H�PT�HW

�úP MAC �}�÷p�

N DNS D≈W�sW�uΩú�∩⌠�

DNSv�Wμ

ϕ IPv4 �}b 2 p��H�PT�HW�ú

P DNS D≈W��÷p�

N IP �}sW�uΩú�∩⌠� IPv4v�W

μ

ϕ NetBIOS D≈W�b 2 p��H�PT�

HW�úP DNS D≈W��÷p�

N NetBIOS D≈W�sW�uΩú�∩⌠�

NetBIOSv�Wμ

ϕ MAC �}b 2 p��H�PT�HW�ú

P DNS D≈W��÷p�

N MAC �}sW�Ωú�∩⌠� MAC �W

μ

ϕ IPv4 �}b 2 p��H�PT�HW�ú

P NetBIOS D≈W��÷p�

N IP �}sW�uΩú�∩⌠� IPv4v�W

μ

ϕ DNS D≈W�b 2 p��H�PT�HW

�úP NetBIOS D≈W��÷p�

N DNS D≈W�sW�uΩú�∩⌠�

DNSv�Wμ

ϕ MAC �}b 2 p��H�PT�HW�ú

P NetBIOS D≈W��÷p�

N MAC �}sW�Ωú�∩⌠� MAC �W

μ

ziHb≡���W�°o�WhAΦk�÷@UWhAMßbU
Mμñ∩�Ωú

�∩�ús�C

�÷º�:

yd	Gg�πN IP �}�úb�Wμ��Ωú�úWhz

zL�πΩú�úWhAiHN IP �}�úCJ�WμC

d�Gg�πN IP �}�úb�Wμ��Ωú�úWh

zL�πΩú�úWhAiHN IP �}�úCJ�WμC

¡�⌠⌠w��z�AziH�z]t�� wifi ⌠⌠�q]Σñ IP �}	εq�Ju

SWc���q⌠⌠C �⌠⌠�qW�Ωú�V≤���ADnOg�nJ�nX��

wifi �ºO¼qúMΓ
í�mC q�OúP�mbu�í���μ@ IP �}h�C

bΣl�ípñAz
���ws�B�
RW��q�m�¿�p��z�⌠⌠C b

o�⌠⌠í	AIP �}	ε��í���[AB IP �}�zL	Oiμs�C b�

⌠⌠�qWAzQn�Yo�≤��⌠≤Ωú¿°�tA�QnOdΩú�∩�úW

h�w]�C

N IP �}CJ�Wμ

b�⌠�ñAw]Ωú�∩�úWh�bu�í�LNíNπ�⌠⌠CJ�WμC
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z�w��ño{ wifi �q�ú��Ωú�÷q�O@≤	
��C zQnε wifi

A�o⌠≤�t�Ωú¿°q�C

�πΩú�∩WhH
ñí�Ωú≤s��

z�\e�t�q�ñ�	Θx���Ωú�t°iC zPwQCJ�Wμ�Ω�O�

� wifi W� DHCP °A�C

∩�≤ AssetExclusionG	 MAC �}�ú IPWhºC��≤p��μBy{p�

�μM≡��μñ��ⁿXAz� wifi DHCP °A�
b�o�WhC

zN�	sW�{��Ωú�∩�úWhAH�εWhN wifi Ω�sW��WμC

Apply AssetExclusion:Exclude IP by MAC address on events which are detected by
the Local system and NOT when the event(s) were detected by one or more of
MicrosoftDHCP @ microsoft.dhcp.test.com
and NOT when any of Domain is the key and any of Identity IP is the value in
any of Asset Reconciliation Domain IPv4 Whitelist
- IP Asset Reconciliation Domain IPv4 Blacklist - IP
and when at least 3 events are seen with the same Identity IP and
different Identity MAC in 2 hours.

≤s�Wh��	Θx��ñúObz� wifi DHCP °A�W��≤C Ynε wifi

DHCP �≤�ⁿ≤�Q���	Mμ�	R�	Az]N��	���	∩
��


ΩúX�

ΩúX
 (Asset merging) Oⁿbª�Ω�WO�P�ΩΘΩú�eúUA@�Ωú�Ω

TPt@�Ωú�ΩT�X�{�C

ϕΩú≤s��]t�XΓ�úPΩú]w��¡	Ω��AN�o�ΩúX
C 	

pA]t� NetBIOS D≈W��X@�Ωú]w�H� MAC �}�XúPΩú]w

��μ@≤s��iα��oΩúX
C

í	t�iα��Pjq�ΩúX
A]�ª�π��ΩúΩ���úVN��Γ�

úPΩΘΩúñ�¡	ΩT�X¿μ@Ωú≤s��C o�t��í	d	]tUC⌠

�G

v @��≤ Proxy �ñí syslog °A�

v Ω�≈�

v ��
w�⌠�

v D�@�D≈W�A�ú≤ iPad M iPhone º��ΩúC

v π�@� MAC �}�Ω�M�⌠⌠

v Σñ¡	μ�� OverrideAndAlwaysSend=true �Θx����

π�\h IP �}BMAC �}�D≈W��Ωúπ	Ωú¿°W��tA�iα�o

t�q�C

�÷º�:

� 104��y�OΩú¿°�tz

���AΩúΩ����ú�@�≤s��AbS�H��ípUAIBM Security

QRadar Lk
TBzo�≤s��C°º�Ωú¿°�]wAziH�
�P�D

�ΩúΩ���A]iH�Ω���Ω����Ωú≤s��C
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�OΩú¿°�t

���AΩúΩ����ú�@�≤s��AbS�H��ípUAIBM Security

QRadar Lk
TBzo�≤s��C°º�Ωú¿°�]wAziH�
�P�D�

ΩúΩ���A]iH�Ω���Ω����Ωú≤s��C

ϕμ@�m�Ωú≤s���WLSw�¼�OΩT�Od{���A�o�Ωú¿

°�t (Asset growth deviations)CAϕaBzΩú¿°�t∩≤�@δT�Ωú�¼

Ñ�½nC

ΩΦWAC�Ωú¿°�tOb≤sΩú�¼�ΣΩ�úⁿH⌠�ΩúΩ���C�

Oτb�Ωú¿°�t�Az��d�ΩT��AHPwO�Xz����í�Ω

ú�≤	njq¡	Ω�CΩú¿°�t��]Sw≤⌠�C

Ωú]w�ñD�MΩú¿°� DHCP °A�d�

�qu�AD≈tmqT≤w (DHCP)v⌠⌠ñ�Ω�pK⌠⌠ (VPN) °A�C VPN

°A�Qtm�ⁿú IP �}�eJ� VPN �ß
AΦk�Nϕ�ß
V⌠⌠� DHCP

°A�Nz DHCP nDC

�b DHCP °A��ñ���AO�P� MAC �}!�anD\h IP �}ⁿúC

b⌠⌠@��⌠�wqñAVPN °A�
beú IP �}��ß
A²Oϕ@�ΩúN

ϕt@�ΩúúXnD�ADHCP °A�Lk�	C

Qtm� QRadar Θx��� DHCP °A�Θx�ú� DHCP T{q� (DHCP ACK)

�≤A��≤N VPN °A�� MAC �}Pªⁿú� VPN �ß
� IP �}ú�÷

pC ϕΩú�∩o��At��� MAC �}�∩��≤Ao�P{��μ@ΩúH

��σR�C� DHCP ACK �≤U¿°@� IP �}C

�
A@�Ωú]w�]tC�tm� VPN °A�� IP �}C �Ωú¿°�tO�

≤]th�Ωú��÷ΩTºΩú≤s����PC

{��]w

ϕΩ�wñ�ΩúF�Sw����e�]ph� IP �}� MAC �}�AQRadar �

�Ω�Ωú�¼≤h≤s��C

uΩúg{í{��v]wⁿwΩúbΣUD�Ω�¼≤s���°≤C Ωúq��

h≤s�{��C ϕt�¼	�Ω�¼HWX{���AΩúN�π	Ωú¿°�tC

∩≤Ωú�i@B≤s�D��ΩA��¿°��tQ≤
�εC

ⁿXΩú¿°�t�t�q	

IBM Security QRadar �ú�t�q�AH�Uz�O��zz⌠�ñ�Ωú¿°�tC

UCt�TºⁿX QRadar T{Fτb�Ωú¿°�tG

v t����WX��jp{���Ωú]w�

v Ωú�WμWhwNs�ΩúΩ�sW�Ωú�Wμ

t�q�Tº]t°i���AH�Uz�O�¿°�t�ΩúC
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Wc�≤�ΩúΩ�

Xk�≤�jqΩúΩ�i�PΩú¿°A	pbUCípUG

v μ�í�mWcab��í��AL�≤�nJú≥ⁿús� IP �}C

v s����u IP �}	
º�� Wifi]	pbj������mAiα�b@��

�¼	jq�ΩúΩ�C

d�GΘx��	��tm���p≤�PΩú¿°�t

tmúAϕ��qΘx����iα��PΩú¿°�tC

ziHqñíΘx°A�W��≤��tⁿσR���W�Atm�q�Θx���

�Hú�Ωú≤s��� QRadarC ziHtmΘx�����m½�≤D≈W��eA

²�qΘx���ú��Ωú≤s��@�ⁿwñíΘx°A�� DNS D≈W�C

Θx���ú�\hD≈W��íú�P�Ωú≤s��AúO QRadar �¼π��

��nJºΩúD≈W��≤s��C

b�¼pUA@�]t\h IP �}M���W��Ωú]w���PΩú¿°�tC

°��WX��jp{���Ωú]w�

ϕμ@ΩúU�Ω�	pWXtm�¡	Ω�{��¡ε�AIBM Security QRadar �

ú�UCt�q�C

t����WX��jp{���Ωú]w�

í�

q���eπ	e¡W���t�ΩúMμAH�t��≤NU�Ωú�	�¿°�

t��]C pU	�	A��e�π	Ωú	�¿°WLΩújp{�����C

Feb 13 20:13:23 127.0.0.1 [AssetProfilerLogTimer]
com.q1labs.assetprofile.updateresolution.UpdateResolutionManager:
[INFO] [NOT:0010006101][9.21.118.83/- -] [-/- -]
The top five most frequently deviating asset profiles between
Feb 13, 2015 8:10:23 PM AST and Feb 13, 2015 8:13:23 PM AST:
[ASSET ID:1003, REASON:Too Many IPs, COUNT:508],
[ASSET ID:1002, REASON:Too many DNS Names, COUNT:93],
[ASSET ID:1001, REASON:Too many MAC Addresses, COUNT:62]

ϕΩúΩ�WXtm�{���AQRadar ��ΩΩúiμN��≤sC �H��Ji

εt��¼≤h�lΩ�A�ε�t�	�±∩º�j�Ωú]w���∩eJ�

≤s���iαo���α��C


n�����@

��q���tⁿñ�ΩT�Oy¿Ωú¿°�t�ΩúA�Pw#≥�]�Pº�

¿°C q�ú�bLh 24 p��J��t�Ωú¿°���Ωú�°i��C

b�Mz⌠�ñ�Ωú¿°�tºßAzNiHA�⌡μ°iC

1. ÷@UΘxí���AMß÷@UjM > sjMC

2. ∩��t�Ωú¿°GΩú°iwxs�jMC

3. ��°i�O���b�t�í����ú
TΩúΩ�C
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pGΩúΩ���AQRadar �z�iHbQRadar �z��W�Ωú�g{ítmñA

W[ IP �}BMAC �}BNetBIOS D≈W�M DNS D≈W��{��¡εC

s�ΩúΩ�wsW
Ωú�Wμ

ϕ@qΩúΩ�πXP�t�Ωú¿°@P�μ��AIBM Security QRadar �ú�U

Ct�q�C

Ωú�WμWhwNs�ΩúΩ�sW�Ωú�Wμ

í�

Ωú�úWh��°ΩúΩ�O@P��πC �Wh�b@q�í�l�@�Sw�

ΩúΩ�AHTObXz��í�H�P�Ω�l	@Pa[εª�C

	pApGΩú≤s��P�]t MAC �}M DNS D≈W�Ahb
≥��íA�

MAC �}�P� DNS D≈W��÷pC ϕΩú≤s��ñ]t DNS D≈W��A

]t� MAC �}�ß≥Ωú≤s��]�]t�P� DNS D≈W�C pG MAC

�}≡MPúP� DNS D≈W��÷pF@qu�íAh��°�≤CpG MAC �

}bu�í�A��≤Aht��N� MAC �}�	�y¿�t�º�Ωú¿°�Ω

	C


n�����@

��q���tⁿñ�ΩT�O�≤�°ΩúΩ��WhC ÷@Uq�ñ�	Θx��

�Ωú�t��AHd�b�± 24 p��o��Ωú�tC

pGΩúΩ���AQRadar �z�iHtm QRadar ��M�DC

v pGz��WμL≤nÑ�JAiH�π�Jª��Ωú�∩�úWhC

v pGznNΩ�sW�ΩúΩ�wAiHq�Wμ�úΩúΩ�AMßNªsW�

∩��ΩúWμC NΩúΩ�sW�WμiεªLNí½sX{b�WμWC

Ωú�WμM�Wμ

IBM Security QRadar ��@�Ωú�∩Wh�PwΩúΩ�OiH⌠CϕΩúΩ�

ⁿ�Φ��AQRadar ��Ωú�WμMWμ�PwO��ΩúΩ��≤sΩú]w

�C

Ωú�Wμ (asset blacklist) OIBM Security QRadar °�úiH⌠�Ω�	XCΩú�

Wμñ�Ω��iαy¿Ωú¿°�tA]� QRadar �ε�Ω�sW�ΩúΩ�wC

ΩúWμ (asset whitelist) O��m½Ωú�∩���Φ]÷≤N	�Ω�[JΩú�

Wμ��ΩúΩ�	XCpGt��O�Wμ���Aª��dWμHd�Os

b��CpGΩú≤s�XWμW�Ω�Ah��∩�≤�≤sΩúCWμΩú

Ω���íM�≤��⌠�C

QRadar �z�iH�∩Ωú�WμPWμΩ�HεN�X{Ωú¿°�tC

Ωú�Wμ

Ωú�Wμ (asset blacklist) Oⁿ IBM Security QRadar ��Ωú�∩�úWh{�L

kH⌠�Ω�	XC Ωú�Wμñ�Ω��iαy¿Ωú¿°�tA]� QRadar �

ε�Ω�sW�ΩúΩ�wC
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t��N QRadar ñ�C�Ωú≤s��PΩú�Wμ±�C t��w∩��⌠�s�

M�CJ�Wμ�ΩúΩ�C pGΩú≤s��]t�WμWX{�¡	ΩT]MAC

�}BNetBIOS D≈W�BDNS D≈W�� IP �}�Ah��≤eJ�≤s��A

Bú�≤sΩúΩ�wC

Uϕπ	C@��¼�¡	ΩúΩ����¼	W�M�¼C

ϕ 31. Ωú�WμΩ����¼	W�

¡�Ω���¼ ��¼�W� ��¼��¼

IP �} (v4) Ωú�∩ IPv4 �Wμ ��	 [	�¼GIP]

DNS D≈W� Ωú�∩ DNS �Wμ ��	 [	�¼GALNIC*]

NetBIOS D≈W� Ωú�∩ NetBIOS �Wμ ��	 [	�¼GALNIC*]

MAC �} Ωú�∩ MAC �Wμ ��	 [	�¼GALNIC*]

* ALNIC O@����¼AiP�e
D≈W�M MAC �}�C

z� QRadar �z�iH�∩�Wμ��HTO
TaBzsΩúΩ�C

ΩúWμ

ziH��ΩúWμHε IBM Security QRadar ΩúΩ�úp�½sX{bΩú�

WμñC

ΩúWμO��m½Ωú�∩���Φ]÷≤N	�Ω�[JΩúWμ��Ωú

Ω�	XCpGt��O�Wμ���Aª��dWμHd�sb	��CpGΩ

ú≤s�XWμW�Ω�Ah��∩�≤�≤sΩúCWμΩúΩ���íM�

≤��⌠�C

z� QRadar �z�iH�∩Wμ��HTO
TaBzsΩúΩ�C

Wμ����d�

pGz�ΩúΩ�O���Ωú≤sAϕª
≥π	b�Wμñ�AWμ���

�C	pAziα�@��⌠í NDS tⁿ¡	�Atm��⌠@� IP �}]5 ��C

uΩú�∩�úvWhiTwPP@ DNS D≈W��÷p�h� IP �}iⁿ	Ωú

¿°�tAt�iN DNS tⁿ¡	�sW��WμCYn�M��DAziHN

DNS D≈W�sW�uΩú�∩ DNS WμvC

ΩúWμ�jq��

δT�ΩúΩ�wi²z≤�÷Nbzt�ñ��o�≡�s��z⌠⌠ñ�ΩΘ�

Ω�ΩúCzLNjq��sW�ΩúWμ��ñΩú�tA�úα≤U�mδT

�ΩúΩ�wC��\Ωú�WμHPwO#≥y¿Ωú¿°�tAMßMwp≤�


AúOsWjqWμ��C

ΩúWμ��¼

C��¼�¡	Ω�úOdb�OWμñCUϕπ	C@��¼�¡	ΩúΩ��

��¼	W�M�¼C
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ϕ 32. ΩúWμΩ����	XW�

Ω��¼ ��¼�W� ��¼��¼

IP �} Ωú�∩ IPv4 Wμ ��	 [	�¼GIP]

DNS D≈W� Ωú�∩ DNS Wμ ��	 [	�¼GALNIC*]

NetBIOS D≈W� Ωú�∩ NetBIOS Wμ ��	 [	�¼GALNIC*]

MAC �} Ωú�∩ MAC Wμ ��	 [	�¼GALNIC*]

* ALNIC O@����¼AiP�e
D≈W�M MAC �}�C

Ωú]w�����

ziHMΣuΩúKnvíμBu⌠⌠��víμBu�}víμBuA�víμB

uM≤víμBuWindows �{ívíμBu�evíμBu�I�hvíμ�uú

�víμ�uΩú]w�v����í�C

���]t�ϕμí�Ωú]w����C�íμñπ	���C

Ωú]w�

Ωú]w�ú�z⌠⌠ñC@�w�Ωú��÷ΩTA]A	�A�
bU�ΩúW

⌡μñC

t����Ωú]w�ΩTHKú�÷pAH�Uε��PC 	pApG���	Q�

ΩúW⌡μ�SwA�Ah QRadar �zLN�≡�PΩú]w�ú�÷pA�PwΩ

úOe÷D��≡�C

pGzwtmy{Ω���}�q (VA) �yAh���
�Ωú]w�C��y{Ω

��JΩú]w�A�n�Vy{C z]iHzL¡	�≤����Ωú]w�C p

� VA ��÷ΩTA��\ IBM Security QRadar Vulnerability Assessment GuideC

p�y{����÷ΩTA��\ IBM Security QRadar SIEM Administration GuideC

�}

ziH�� QRadar Vulnerability Manager ��TΦ�y{í��O�}C

�TΦ�y{í���í��]pu}±{íX�}Ω�w (OSVDB)vBuΩa�}Ω

�w (NVDB)v� Critical Watch��O�°i
����}C�TΦ�y{í�d	]

A QualysGuard � nCircle ip360C OSVDB �N�@��� ID (OSVDB ID) ⁿú�

C��}C �í���N�@��� ID ⁿú�C��}C �íΩ��� ID �d	

]Auq��}��S (CVE)vID � Bugtraq IDC p��y{í��}�q��÷Ω

TA��\ IBM Security QRadar Vulnerability Manager User GuideC

QRadar Vulnerability Manager OziHμW�R����v≈�����≤C QRadar

Vulnerability Manager O⌠⌠�y¡xAiú�⌠⌠W��{íBt���m�sb�

�}¼Aú	Cb�y�O�}ºßAziHjM��\�}Ω�A�}A�½

s⌡μ�y��⌠s��Ih�C

�� QRadar Vulnerability Manager �AziHb�}��W⌡μ�}�q@�CzL

Ωú��AziH∩∩��Ωú⌡μ�yC
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p��÷ΩTA��\ IBM Security QRadar Vulnerability Manager User Guide

Ωú��º[

Ωú���zú�Fu@�AziHqñ�z⌠⌠ΩúA��dΩú��}B≡B�

�{íB�{�ΣL÷pC

��Ωú��AziHG

v �°��
���ΩúC

v Γ�sWΩú]w�C

v jMSw�ΩúC

v �°
���Ωú��÷ΩTC

v sΦΓ�sW�
���Ωú�Ωú]w�C

v �π�P�}C

v �JΩúC

v CL��XΩú]w�C

v 
�ΩúC

v tm��z�TΦ�}�yC

v �� QRadar Vulnerability Manager �yC

p��²íμñu°A�
�v∩���÷ΩTA��\ IBM Security QRadar SIEM

Administration Guide

p��²íμñuVA �yv∩���÷ΩTA��\ IBM Security QRadar Risk Man-

ager User GuideC

Ωú��Mμ

uΩú]w�v��ú�F IDBuIP �}vBuΩúW�vBuE	 CVSS �	vB

u�}v�uA�v��÷ΩTC

uΩú]w�v��ú�C�Ωú�UC�÷ΩTG

ϕ 33. Ωú]w�����

�� í�

ID π	Ωú�uΩú IDv�XC bzΓ�sWΩ

ú]w��A�bzL�≤By{��}�y


�Ωú�A���ú�uΩú IDv�XC

IP �} π	Ωú��ß@�w�� IP �}C

ΩúW�
π	Ωú��wW�BNetBios W�BDSN W

�� MAC �}C pGú�A�μ��π	�

ß@�w�� IP �}C

�Go���Hu²
�π	C 	pApGΩ

úS��wW�Ae�W�π	E	 NetBios

W�C

pG��
�ΩúA����J�μ�A²

OAziHb�n�sΦΩúW�C
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ϕ 33. Ωú]w����� (�≥)

�� í�

�I�� π	UCΣñ@�u@��}�	t�

(CVSS)v�	G

v pX�E	⌠� CVSS �	

v E	�í CVSS �	

v E	 CVSS ≥��	

v o��	�Hu²
�π	C 	pApGp

X�E	⌠� CVSS �	Lk��Ae�W

�π	E	�í CVSS �	C

CVSS �	O�}Y½���q�q�C zi

H�� CVSS �	A��qY��}PΣL�

}�±�÷	�C

��UC���wq���pΓ CVSS �	G

v iα���Ω�la

v ≈K��D

v i���D

v �π��D

p�p≤tmo�����÷ΩTA��\�

113��ysW�sΦΩú]w�zC

p� CVSS ��÷ΩTA��\ h t tp : / /

www.first.org/cvss/C

�} π	b�ΩúW
���@�}��C ��]

]tD��Q��}���C

A� π	�ΩúW⌡μ��@� 7 h��{í�

�C

�ß@���� π	PΩú�÷p��ß@����C

�ß����� π	e�d�PΩú�÷p��ß@����

��íC

kΣ\αϕ∩�

�	½kΣ÷@UuΩúv��W�Ωú�π	��\αϕAH�o≤h�≤Lo�

ΩTC

bΩú��WAziH�	½kΣ÷@UΩúHs�≤h�≤Lo�ΩTC
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ϕ 34. kΣ\αϕ∩�

∩� í�

�²
�²\αϕú�UC∩�G

v 	⌠⌠�° - π	u⌠⌠Mμv°íA�°

í�π	P�∩� IP �}�÷p���⌠

⌠C

v �°��Kn - π	u≡�Mμv°íA�

°í�π	P�∩��� IP �}�÷p��

�≡�C

v �°��aKn - π	u≡�Mμv°íA

�°í�π	P�∩���a IP �}�÷p

���≡�C

ΩT
ΩT\αϕú�UC∩�G

v DNS d\ - jM≥≤ IP �}� DNS �

�C

v WHOIS d\ - jM�
 IP �}�n²


��C w] W H O I S °A��

whois.arin.netC

v ≡�y - ⌡μ�∩� IP �}� Network

Mapper (NMAP) �yCu�bt�Www�

NMAP �A�∩��i�Cp�w� NMAP

��÷ΩTA��\��	σ≤C

v Ωú]w� - π	Ωú]w�ΩTC u�

b�yD�≥o�y{��Q�≥o]w�

Ω��A�\αϕ∩��i�C

v jM�≤ - ∩�jM�≤∩�ijMP�

IP �}�÷p��≤C

v jMy{ - ∩�ujMy{v∩�ijMP

� IP �}�÷p�y{C

⌡μ�}�y
∩��∩�i∩∩��Ωú⌡μ Vulnerability

Manager �yC

u�bzw� QRadar Vulnerability Manager º

ßA��π	�∩�C

�°Ωú]w�

qΩú��W�ΩúMμñAiH∩���°Ωú]w�C Ωú]w�ú�C@�]w

���÷ΩTC

÷≤o�@�

Ωú]w�ΩTOzLu°A�
�v��
���A�Γ�tm�CziHsΦ�

�ú��Ωú]w�ΩTC
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uΩú]w�v��ú�Ωú��÷ΩTA�NΣ�����íμ�C Yn�°íμA

ziH÷@UíμW�bY (>)AH�°≤h��Ω�A�quπCW�π�Mμ	∩�

íμC

uΩú]w�v��uπCú�UC\αG

ϕ 35. uΩú]w�v��uπC\α

∩� í�

�ΩúMμ ÷@U�∩�AH
�ΩúMμC

π�
qo�Mμ	ñAziH∩�nbuΩú]w�víμW

�°�íμC @�π	uΩúKnv�u⌠⌠��Knv

íμC

p�C@�íμñπ	º����÷ΩTA��\Ωú]

w�����C

sΦΩú ÷@U�∩�HsΦuΩú]w�vC ��\� 113��

ysW�sΦΩú]w�zC

	⌠⌠�° pG�ΩúP≡��÷pAh�∩�Ne\z�°P�Ω

ú�÷p�⌠⌠MμC ϕz÷@U	⌠⌠�°�Ahπ	

u⌠⌠Mμv°íC ��\� 32��y�°�⌠⌠	��

≡�zC

�°��Kn pG�Ωú�≡����Ah�∩�Ne\z�°��K

nΩTC ϕz÷@U�°��Kn�Ahπ	u≡�M

μv°íC ��\� 31��y�°��� IP 	��≡

�zC

�°��aKn
pG�Ωú�≡����aAh�∩�Ne\z�°��

aKnΩTC

ϕz÷@U�°��aKn�Ahπ	u��aMμv°

íC��\� 32��y�°���a IP 	��≡�zC

�{
÷@U�{AH�°�Ωú��≤�{ΩTC ϕz÷@U

�{�	�A�π	u�≤jMv°íA�H�≤jM�

hw²�JG

Y��nAziH�qjM��C ÷@UjMAH�°�

≤�{ΩTC

��{í ÷@U��{íAH�°�Ωú���{íΩTC ϕz÷

@U��{í�	�A�π	uy{jMv°íA�H�

≤jM�hw²�JC

Y��nAziH�qjM��C ÷@UjMAH�°�

�{íΩTC

jMsu ÷@UjMsuAHjMsuC π	usujMv°íC

�ϕw�R IBM Security QRadar Risk Manager �o��

vºß��π	�∩�C p��÷ΩTA��\ IBM Secu-

rity QRadar Risk Manager User GuideC
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ϕ 35. uΩú]w�v��uπC\α (�≥)

∩� í�

�°�� ÷@U�°��AHi@B�dΩúC π	u{μ�v

°íC

�ϕw�R IBM Security QRadar Risk Manager �o��

vºß��π	�∩�C p��÷ΩTA��\ IBM Secu-

rity QRadar Risk Manager User GuideC

�@ q�@MμñA∩��}�{C

�ϕw�R IBM Security QRadar Risk Manager �o��

vºß��π	�∩�C p��÷ΩTA��\ IBM Secu-

rity QRadar Risk Manager User GuideC

{�

1. ÷@UΩú��C

2. b�²\αϕWA÷@UΩú]w�C

3. ÷ΓUzn�°�ΩúC

4. ��uπCW�∩��π	Ωú]w�ΩT�UíμC ��\sΦΩú]w�C

5. Ynπs÷p��}A�÷@Uu�}víμñ�C@��}C ��\ϕ 10-10C

6. p��nAisΦΩú]w�C ��\sΦΩú]w�C

7. p��nA÷@U�ΩúMμAH∩���°ΣLΩúC

sW�sΦΩú]w�

Ωú]w�i��
��sWF²OAziα�nΓ�sW]w�

÷≤o�@�

ϕ��u°A�
�v∩�
��Ωú�A����J@�Ωú]w���Ω�C zi

HΓ�NΩTsW�Ωú]w�A�BiHsΦY���C

zuαsΦΓ�ΘJ���C t�ú�����H�Θπ	AúαsΦC Y��nA

ziHRút�ú����C

{�

1. ÷@UΩú��C

2. b�²\αϕWA÷@UΩú]w�C

3. ∩�UCΣñ@�∩�G

v YnsWΩúA÷@UsWΩúAMßbs IP �}μ�ñΣJΩú� IP �}�

CIDR d≥C

v YnsΦΩúA÷ΓUn�°�ΩúAMß÷@UsΦΩúC

4. buMAC P IP �}víμñtm��CtmUC@�h�∩�G

v ÷@Us MAC �}�	A�b∩�	ñ�ΣJ MAC �}C

v ÷@Us IP �}�	A�b∩�	ñ�ΣJ IP �}C

v pGCXFú� NICAhiH∩���A÷@UsΦ�	AMßb∩�	ñΣJ

s� MAC �}C
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v qMμ∩� MAC � IP �}A÷@UsΦ�	AMßb∩�	ñΣJs� MAC

�}C

v qMμ∩� MAC � IP �}AMß÷@U�ú�	C

5. buW�Pí�víμñtm��C tmUC@�h�∩�G

�� í�

DNS
∩�UCΣñ@�∩�G

v ΣJ DNS W�AMß÷@UsWC

v qMμ∩� DNS W�AMß÷@UsΦC

v qMμ∩� DNS W�AMß÷@U�úC

NetBIOS
∩�UCΣñ@�∩�G

v ΣJ NetBIOS W�AMß÷@UsWC

v qMμ∩� NetBIOS W�AMß÷@Us

ΦC

v qMμ∩� NetBIOS W�AMß÷@U�

úC

�wW� ΣJ�Ωú]w��W�C

�m ΣJ�Ωú]w���mC

í� ΣJΩú]w��í�C

Lu AP ΣJ�Ωú]w��Luus�I (AP)vC

Lu SSID ΣJ�Ωú]w��LuuA�	 I D

(SSID)vC

μ½� ID ΣJ�Ωú]w��μ½� IDC

μ½�≡ ID ΣJ�Ωú]w��μ½�≡ IDC

6. bu@�t�víμñtm��G

a. q��Mμ	ñA∩�@�t���	C

b. qú�Mμ	ñA∩�Ωú]w��@�t�C

c. q��Mμ	ñA∩��∩@�t����C

d. ÷@UsW�	C

e. qm½Mμ	ñA∩�UCΣñ@�G

v IεU@��y - ∩��∩�Hⁿw�y�ú�@�t�ΩTABiH{�

sΦ�ΩTC pGzsΦF@�t���Ah�y��bΣU@��y���

ΩTC

v �[ - ∩��∩�HⁿwznΓ�ΘJ@�t�ΩTA����y�≤sΩ

TC

f. qMμ∩�@�t�C

g. ∩�@�t�AMß÷@U�½m½�	C

7 . buC V S S P[vvíμñtm��CtmUC@�h�∩�G
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P�R�ΩΘΩúyóC z�iH�����
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[∩÷pla�iα��W[uCVSS �	v�
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q÷plaiαMμ	ñA∩�UCΣñ@
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v L

v C
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v ñ¬

v ¬

v �wq

ϕztm÷plaiα���A���≤s[

v��C

≈K��D tm����ⁿ	¿\Q�o�Ωú�}�≈

K��vTC W[∩≈K��vT�W[

uCVSS �	v��ñ�pΓ�C

q≈K��DMμ	ñA∩�UCΣñ@�G

v C

v ñ

v ¬

v �wq

i���D tm����ⁿ	¿\Q�o��}�∩Ωú

i���vTC ��⌠⌠WeBBz�g��

��í�≡��vTΩú�i��C W[∩

i���vT�W[uCVSS �	v��ñ�p

Γ�C

qi���DMμ	ñA∩�UCΣñ@�G

v C

v ñ

v ¬

v �wq
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�� í�

�π��D
tm����ⁿ	¿\Q�o��}�∩Ωú

�π��vTC �π�OⁿΩT�iH�MO

��uΩ�C W[∩�π��vT�W[

uCVSS �	v��ñ�pΓ�C

q
π��DMμ	ñA∩�UCΣñ@�G

v C

v ñ

v ¬

v �wq

[v
q[vMμ	ñA∩��Ωú]w��[vC

d≥� 0 - 10C

ϕztm[v���A���≤s÷plai

α��C

8. bu
��víμñtm��C ∩�UC@�h�∩�G

�� í�

��
�� ΣJΩú���
��W�C 	pA��
�

��ígzC �j°�� 255 �r�C

��
��p�H ΣJ��
���p�ΩTC �j°�� 255

�r�C


N
�� ΣJΩú�
N
��C 	pA��
���

IT gz�D�C �j°�� 255 �r�C


N
��p�H ΣJ
N
���p�ΩTC �j°�� 255

�r�C


N��� qMμ	ñA∩�znP�Ωú]w��÷p

����W�C

z�iH�������� IBM Security

QRadar Vulnerability Manager ����}C

p�����÷ΩTA��\ IBM Secu-

rity QRadar Vulnerability Manager User GuideC

9. ÷@UxsC

jMΩú]w�

ziHtmjM��AH�π	nqΩú��W�uΩúv���d�Ωú]w�C

÷≤o�@�

ϕzs�Ωú���A�π	uΩúv��A��Jbz⌠⌠ñ
�����ΩúC Y

n�
o�MμAziHtmjM��AH�π	zn�d�Ωú]w�C

ziHquΩújMv���zuΩújMs�vC p�uΩújMs�v��÷Ω

TA��\ΩújMs�C
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jM\αNe\zjMD≈]w�BΩú��OΩTC �OΩT�ú�z⌠⌠WΘx�

��≤h��A]A DNS ΩTB���nJ� MAC �}C

ziH��ΩújM\α���íΩ���jMΩúAHPwz�ípñOsbw

���}C

	pG

z�¼�q�Aⁿ	μ�ñ
b�� CVE ID: CVE-2010-000C Ynτ�z�ípñO

�⌠≤D≈e÷D���k�≡�AhiHqjM��Mμ∩��}�í��A∩

� CVEAMßΣJ

2010-000

C

�°e÷D�Sw CVE ID ≡����D≈MμC

�Gp� OSVDB ��÷ΩTA��\ http://osvdb.org/Cp� NVDB ��÷ΩTA�

�\ http://nvd.nist.gov/C

{�

1. ÷@UΩú��C

2. b�²\αϕWA÷@UΩú]w�C

3. buπCWA÷@UjM > sjMC

4. ∩�UCΣñ@�∩�G

v YnⁿJºexs�jMA�⌡�� 5 BC

v Yn��sjMA�⌡�� 6 BC

5. ∩�ºewxs�jMG

a. ∩�UCΣñ@�∩�G

v ∩���C qs�Mμ	ñA∩�nbi��wxsjMMμñπ	�Ωúj

Ms�C

v qi��wxsjMMμA∩�nⁿJ�wxsjMC

v bΣJwxs�jM�qMμ∩�μ�ñAΣJnⁿJ�jMW�C

b. ÷@UⁿJC

6. bujM��víμñAwqz�jM�hG

a. q�@�Mμ	ñA∩�njM�Ωú��C 	pAD≈W�B�}�I��A

��N	��C

b. q�G�Mμ	ñA∩�zn�≤jM��ó�C

c. bΘJμ�ñAΣJPz�jM���÷�SwΩTC

d. ÷@UsWLo�C

e. ∩≤nsW�jM�h�C@�Lo�A½�o�BJC

7. ÷@UjMC

�G

ziHxsz�ΩújM�hC ��\xsΩújM�hC
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xsΩújM�h

bΩú��WAziHxstm�jM�hAHKiH½�����hC wxs�jM

�hú���C

{�

1. ÷@UΩú��C

2. b�²\αϕWA÷@UΩú]w�C

3. ⌡μjMC

4. ÷@Uxs�hC

5. ΘJ����G

�� í�

ΘJjM�W� ΣJnⁿú�o�jM�h��@W�C

�zs� ÷@U�zs���zjMs�C �ϕzπ�

�z\iv�A��π	o�∩�C

NjMⁿú�s� �∩�nⁿúo�wxs�jM�s���∩

	C pGú∩�s�Ah��w]No�wx

s�jMⁿú�ΣLs�C

]tb���tjMñ ∩���∩	HbΩú��uπCW��tj

MMμ	ñ]t�jMC

]�w]� ∩���∩	�N�jM]w�s�Ωú��

��w]jMC

PC�H@� ∩���∩	�P�����@�o�jM�

DC

ΩújMs�

��uΩújMs�v°íAziH����zΩújMs�C

o�s�i²z�PabΩú��WMΣwxs�jM�hC

�°jMs�

��uΩújMs�v°í�°CX�s�Mls�C

÷≤o�@�

ziHquΩújMs�v°íA�°C@�s����Ω�A]Aí�Ms��e

��∩Θ�C

���ⁿú�s��wxsjM�≤ΣLs��C

uΩújMs�v°íπ	C@�s��UC��G

ϕ 36. uΩújMs�v°íuπC\α

\α í�

ss� Yn��sjMs�AiH÷@Uss�C �

�\��sjMs�C
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ϕ 36. uΩújMs�v°íuπC\α (�≥)

\α í�

sΦ YnsΦ{�jMs�AiH÷@UsΦC �

�\sΦjMs�C

�s YnNwxs�jM�s�ΣLjMs�Ai

H÷@U�sC ��\Nwxs�jM�s�

ΣLs�C

�ú Yn�újMs�A�qjMs��úwxs

�jMA�∩�n�ú���AMß÷@U�

úC ��\�ús�A�qs��úwxs�

jMC

{�

1. ÷@UΩú��C

2. b�²\αϕWA÷@UΩú]w�C

3. ∩�jM > sjMC

4. ÷@U�zs�C

5. �°jMs�C

�	sjMs�

buΩújMs�v°íWAiH��sjMs�C

{�

1. ÷@UΩú��C

2. b�²\αϕWA÷@UΩú]w�C

3. ∩�jM > sjMC

4. ÷@U�zs�C

5. ∩�nbΣU��ss��s�Ω�¿C

6. ÷@Uss�C

7. bW�μ�ñAΣJss���@W�C

8. ∩���C bí�μ�ñAΣJí�C

9. ÷@UTwC

sΦjMs�

ziHsΦjMs��W�Pí�μ�C

{�

1. ÷@UΩú��C

2. b�²\αϕWA÷@UΩú]w�C

3. ∩�jM > sjMC

4. ÷@U�zs�C

5. ∩�znsΦ�s�C

6. ÷@UsΦC
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7. bW�μ�ñΣJsW�C

8. bí�μ�ñΣJsí�C

9. ÷@UTwC

Nwxs�jM�st@�s�

ziHNwxs�jM�s�t@�s�C �iHNwxs�jM�s�h�s�C

{�

1. ÷@UΩú��C

2. b�²\αϕWA÷@UΩú]w�C

3. ∩�jM > sjMC

4. ÷@U�zs�C

5. ∩�n�s�wxsjMC

6. ÷@U�sC

7. bu��s�v°íñA∩�n@�wxs�jM�s��aºs���∩	C

8. ÷@Uⁿús�C

�ús��qs��úwxs�jM

ziH���ú�	qs��újM��újMs�C

÷≤o�@�

ϕzqs��úwxs�jM�Aú�qt�Rúwxs�jMCwxs�jMNq

s��úA�����ΣLs�C

zLkqt��úUCs�G

v ΩújMs�

v ΣL

{�

1. ÷@UΩú��C

2. b�²\αϕWA÷@UΩú]w�C

3. ∩�jM > sjMC

4. ÷@U�zs�C

5. ∩�nqs��ú�wxs�jMG

v ∩�nqs��ú�wxs�jMC

v ∩�zn�ú�s�C

Ωú]w��z@�

ziH��uΩúv��RúB�J��XΩú]w�C

÷≤o�@�

��Ωú��AziHRúB�J��XΩú]w�C
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RúΩú

ziHRúSwΩú���CX�Ωú]w�C

{�

1. ÷@UΩú��C

2. b�²\αϕWA÷@UΩú]w�C

3. ∩�nRú�ΩúAMßq�@Mμ	∩�RúΩúC

4. ÷@UTwC

�JΩú]w�

ziH�JΩú]w�ΩTC

}lºe

�J�����O��UCμí� CSV ��G

ip,name,weight,description

ΣñG

v IP - ⁿw⌠≤aIQi�μí��� IP �}C 	pG192.168.5.34C

v W� - ⁿw�Ωú�W�A°��h� 255 �r�C rIb�μ�ñL�A��

�JBz{�ó�C 	pGWebServer01 Oú
T�C

v [v - ⁿw 0 � 10 ��rAⁿX�Ωúbz⌠⌠W�½n�C� 0 ϕ	C½n

�A� 10 ϕ	¬½n�C

v í� - ⁿw�Ωú�σrí�A°��h� 255 �r�C ��O∩���C

	pACSV ��ñiα]tUC��G

v

192.168.5.34,WebServer01,5,Main Production Web Server

v

192.168.5.35,MailServ01,0,

�JBz{��N�J�Ωú]w�P�exsbt�ñ�Ωú]w�ΩTX
C

{�

1. ÷@UΩú��C

2. b�²\αϕWA÷@UΩú]w�C

3. q�@Mμ	ñA∩��JΩúC

4. ÷@Us²HMΣ�∩�n�J� CSV �C

5. ÷@U�JΩúAH}l�JBz{�C

�XΩú

ziHN�C�Ωú]w��X�u���OyÑ (XML)v�uHrI�j� (CSV)v

��C
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{�

1. ÷@UΩú��C

2. b�²\αϕWA÷@UΩú]w�C

3. q�@Mμ	ñA∩�UCΣñ@�G

v �X� XML

v �X� CSV

4. �°¼A°íAHA��XBz{��¼AC

5. ∩���G Ynb�Xiμ���ΣL�����A�÷@U
¿�q	��C

�X�¿�A�π	u��Uⁿv°íC

6. bu��Uⁿv°íWA∩�UCΣñ@�∩�G

v }� - ∩��∩�bz∩��s²�ñ}��X�GC

v xs - ∩��∩�N�Gxs�α�WC

7. ÷@UTwC

πsΩú�}

uΩú]w�v��W�u�}víμiπ	
���Ωú�}MμC

÷≤o�@�

ziH÷ΓU�}A�π	�}�≤h��Ω�C

uπs�}��Ω�v°íú�UC��Ω�G

�� í�

�} ID ⁿw�}� IDC u�} IDvOu�}ΩTt

� (VIS)vú���@ IDC

woGΘ� ⁿwb OSVDB WoG�}��Ω��Θ�C

W� ⁿw�}�W�C

Ωú ⁿwz⌠⌠ñ���}�Ωú�C ÷@U��

i�°ΩúMμC

ΩúA]Aº�¼p ⁿwz⌠⌠ñ��}º�¼p�Ωú�C ÷@

U��i�°ΩúMμC

CVE ⁿw�}� CVE IDC CVE ID � NVDB ú

�C

÷@U��H�o≤hΩTC ϕz÷@U��

��A�bs�s²�°íñπ	 NVDB ⌠

�C

xforce ⁿw�}� X-Force IDC

÷@U��H�o≤hΩTC ϕz÷@U��

��A�bs�s²�°íñπ	 IBM Inter-

net Security Systems ⌠�C
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�� í�

OSVDB ⁿw�}� OSVDB IDC

÷@U��H�o≤hΩTC ϕz÷@U��

��A�bs�s²�°íñπ	 OSVDB ⌠

�C

��{í��Ω� ⁿw QRadar Vulnerability Manager IDC

÷@U��H�°�}� Oval wqBWin-

dows ��w��� UNIX �
C

�\αú�b�{í�y�íAQRadar Vul-

nerability Manager p≤�dH�o�}��Ω

���÷ΩTC ziH��ª��OΩúW�

≤X{�úX{�}��]C

CVSS �	≥ª
π	�ΩúW�}�E	u@��}�	t�

(CVSS)v�	C CVSS �	O�}Y½���

q�q�CziH�� CVSS �	��qY�

�}�ºΣL�}�Y½�p≤C

Q�UC���wq����pΓ CVSS �

	G

v iα���Ω�la

v ≈K��D

v i���D

v �π��D

p�p≤tmo�����÷ΩTA��\�

113��ysW�sΦΩú]w�zC

p� CVSS ��÷ΩTA��\ ht tp : / /

www.first.org/cvss/C

vT π	YQ���}AiHw��l��la�

¼C

CVSS ≥��q
π	�≤pΓ CVSS ≥��	��q�A]

AG

v s�Vq

v s��°�

v 	O

v ≈K�vT

v �π�vT

v i��vT

í� ⁿw�����}�í�C �ϕz�t�πX

VA uπ�A���i�C

U{ ⁿw�}iα∩z�⌠⌠y¿�vTC

�MΦ� �ϕ�ú��ⁿ	��M�}C
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�� í�

Ω�� π	P��}�÷p�Ω��{íΩT]Y

��CΩ��{íO�±
���}�u�

w��MΦ�C �ΩTl��uJIO@t�

(IPS)v�≤C pGnw�Ω��{íA��

\z� IPS ��	ΩTC

��
π	�í��MμA]AG

v ���¼ - ⁿw�C����¼A	pG�


 URL �l≤KσMμC

v URL - ⁿwiH÷@UH�°���

URLC

÷@U��H�o≤hΩTCϕz÷@U��

��A�bs�s²�°íñπ	�íΩ�C

ú�
π	P��}�÷p�ú�MμC

v �� - ⁿwú����	C

v ú� - ⁿwú�W�C

v �� - ⁿwú�����XC

{�

1. ÷@UΩú��C

2. b�²\αϕWA÷@UΩú]w�C

3. ∩�Ωú]w�C

4. bu�}víμñA∩≤zn�d��}A÷@U ID ��}���C
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� 8 � �ϕ�z

ziH��U��ϕtm∩��°Ω�C

ziH��Θxí��⌠⌠í���W��ϕAQ�U��ϕtm∩���°Ω�C

�ϕ�z

ziH��U��ϕtm∩���°Ω�C

pGz∩��íd≥�	�∩���°Ω�Ah�ϕ�π	b�≤�y{MμWΦC

bΩy�íUA�ϕú�π	C

ziHtm�ϕH∩�n�s�Ω�C ziHtmU�W���ϕAHqúPñ�π	

z�jM�GC

�ϕ�¼]AG

v °°� - H°°�π	Ω�C �∩��A�≤	��≤C

v Ωμ� - HΩμ�π	Ω�C �∩��A�≤	��≤C

v ϕμ - Hϕμπ	Ω�C �∩��A�≤	��≤C

v �í�C - π	¼�íΘu�A�Nϕ�Xⁿw�ííj�O²Cp�tm�í�C

jM�h��÷ΩTA��\�í�C�ϕº[C

tm�ϕºßAbUCípU�Odz��ϕtmG

v ��π�Mμ	��≤°�C

v M�Lo�C

v xsjM�hC

bUCípUú�Odz��ϕtmG

v ��sjMC

v s��tjMC

v b	Σ°íñ�°	��GC

v xsjM�GC

�GpGz�� Mozilla Firefox Web s²�ABww�si�Ω{ís²���A

h�ϕú�π	C Ynπ	�ϕAz���úsi�Ω{ís²���C p��÷

ΩTA��\s²�σ≤C

�í�C�ϕº[

�í�C�ϕO@q�í��í���	ϕ	kC

�ϕñπ	�yp�ª�yzjq��qí�C �í�C�ϕ∩≤u��°�Ω�	

���C

���í�C�ϕAziHs�B�²��dU�°��°�ñ�Θx�⌠⌠í�C
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�Gz��π�Aϕ�ñΓ\ivA�α�z��°�í�C�ϕC

Ynπ	�í�C�ϕAz�����xs]t�í�CM	�∩��jMC ziHx

shF 10 ��í�CjMC

ziHq�≤�y{jM��W�i�jMMμs�w]�í�Cxs�jMC

ziH�Pa�O�tjM\αϕW�wxs�í�CjMA]�jMW���[b

jM�hñⁿw��íd≥�C

pGz�jM��P�μwq�	�∩��ºexs�jM��AjM�G��í�

C�ϕiα���π	C pG�xs�jM�h��í�C�ϕS���π	Ahús

bPz�jM�����ºexs�jM�hC pGo��ípAz�����í�C

Ω���A�xsz�jM�hC

ziH±j��y�í�CW��íϕ��dí�C Uϕú�FziH�≤�°�í�

C�ϕ�\αC

ϕ 37. �í�C�ϕ\α

\α í�

≤���°Ω� ��Y±\αAziH�d�≤Ω�yq�≤

p�qC

v N	½ⁿ��b�ϕWAMß��	½uⁿ

±j�ϕ]VWu�	½uⁿ�C

v j�π	zn±j��ϕ��C bz�±	

½÷s�A�ϕ�π	≤p��qC{bA

ziH÷@U����ϕH�y�ϕC

bz±j�í�C�ϕ�A�ϕ�½sπzH

π	≤p��qC

�°Ω��≤j�í≤Z ��Y±\αAziH�d≤j�q�
��

j�íd≥C ziH��UCΣñ@�∩��

i}�íd≥G

v ÷@U�ϕ¬Wñ�u½]Y±vC

v N	½ⁿ��b�ϕWAMß��	½uⁿ

i}°�]VUu�	½uⁿ�C

�y�ϕ w±j�í�C�ϕ�AziH÷@U���

�ϕ�¬�k��y�íϕC

�ϕ��

C��ϕúú���A��O°	
��Ai≤UzN�ϕ½≤PΣNϕ����÷

pC

����\αAziH⌡μUC�@G

v N	½ⁿ��b�������CΓ�⌠WΦAH�°ΣNϕ�����÷ΩTC

v �	½kΣ÷@U����AHi@B�d���C

v ÷@UΩμ��°°�����AH⌠��ϕñ���CA�÷@U����AH

π	⌠����C z]iH÷@U∩��	��A�⌠��π	���C
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v ÷@U���Σ
Σ�bY]pGznq�ϕπ	ñ�ú���C

tm�ϕ

ziH��tm∩���≤�ϕ�¼Bzn�ϕ
�½≤AH��ϕWNϕ�½≤�

�C ∩≤�í�C�ϕAz]iH∩��íd≥����í�CΩ���C

}lºe

zbY�]Ωy��íU�°�≤�y{�Aú�π	�ϕCYnπ	�ϕAz��

s�Θxí� � ⌠⌠í���AMß∩�UCΣñ@�∩�G

v q�°�π�Mμ	ñ∩�∩�AMß÷@UuπCW�xs�hC ��\xsjM

�hC

v buπCWAq�tjMMμñ∩�wxs�jMC

v ⌡μ	�jMAMß÷@UuπCW�xs�hC

pGzp�tm�í�C�ϕA�TOwxs�jM�hw	�A�ⁿw�íd≥C

÷≤o�@�

ziH	pΩ�Aqb⌡μ�í�CjM�Ai��Ω����π	²e�q�Ω

�C ∩∩�������í�CΩ���ºßAun�	
��vMμ	ñ���
Σ

�π	P� (*)C

{�

1. ÷@UΘxí� �⌠⌠í���C

2. bu�ϕvíμñA÷@Utm�	C

3. tmUC����G

∩� �z

�� í�

n�		�� qMμ	ñA∩�znb�ϕ� Y bW�	


�½≤�¼C

∩�]AjM��ñ]t���
W
��q

�≤�y{��C

π�eX� qMμ	ñA∩�znb�ϕñ�°�½≤�

�C w]�� 10C �ϕ
⌠≤ 10 �HW�

�iα��P�ϕΩ�Lk¬�C

�ϕ�¼ qMμ	ñA∩�zn�°��ϕ�¼C

pGz�°°�BΩμ��ϕμ�ϕ≥≤wx

s�jM�hAB�íd≥WL 1 p�Az�

�÷@U≤s��Ω��≤s�ϕ��J�≤

��Ω�
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∩� �z

���í�CΩ� pGzn���í�CΩ���A�∩���

∩	C bz∩���∩	�A�ϕ\α�}l

	p�í�C�ϕ�Ω�C �w]A�∩�w

��C

u�u�í�Cv�ϕ�ú��∩�C

�íd≥ qMμ	ñA∩�zn�°��íd≥C

u�u�í�Cv�ϕ�ú��∩�C

4. pGzw∩��í�C�ϕ∩�������í�CΩ�∩�A�÷@UuπCW

�xs�hC

5. Ynb�íd≥j≤ 1 p��ípU�°�≤�y{MμA�÷@U≤s��Ω�C
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� 9 � Ω�jM

bΘxí�B⌠⌠í��≡���WAziH��Sw��hjM�≤By{�≡

�C

ziH��sjM�ⁿJ²exs�@�jM�hC ziH∩�B���	�nπ	b

jM�Gñ�Ω��μC

�≤My{jM

ziHbΘxí� �⌠⌠í���W⌡μjMC

b⌡μjMºßAziHxsjM�h�jM�GC

jM�X�h���

ziHjM�XjM�h�Ω�C

÷≤o�@�

�≤njMπ�Ω�wA�H°z�Ω�wjpwAjMiα�n�°�íC

ziH���tLo�jM���jM�X�≤��tⁿñ�rΩ���C

Uϕí�FiH��jM�≤Py{Ω��jM∩�G

ϕ 38. jM∩�

∩� í�

	� ∩��≤jMs��y{jMs�AHbi�

�wxsjMMμñ�°C

ΣJwxs�jM�qMμ∩� ΣJwxs�jMW��÷ΣrAHLoi�

�wxsjMMμC

i��wxs�jM �Mμ�π	��i��jMAúDz���

��ΣJwxs�jM�qMμ∩�∩��L

oMμC ziH∩�o�MμWY�wxs�

jM�π	�sΦC

jM jM�	bjM��W�h�íμ�ú�C z

iHb�¿tmjM��μ�°�G�÷@U

ujMvC

]tb���tjMñ ∩���∩	Hb�tjM\αϕñ]t�j

MC

]tb��÷ϕOñ ∩���∩	Hb÷ϕO��W]twxs�

jMΩ�C p�÷ϕO����÷ΩTA��

\÷ϕO�zC

�G�ϕ∩jMiμ	����π	o��

�C

]�w]� ∩���∩	�N�jM]w�w]�jMC
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ϕ 38. jM∩� (�≥)

∩� í�

PC�H@� ∩���∩	�P��ΣL���@��j

MC

Y�]Ωy� π	Ωy�í��GC p�Ωy�í��÷Ω

TA��\�°Ωy�≤C

�Gϕ��uY�v]Ωy��ALk	�j

M�GC pGbu�μwqvíμñ∩�⌠≤

	�∩�Ah�}���TºC

e�íj]��½sπz� π	��½sπz�í�jM�GC

b��½sπz�íñAΘxí� �⌠⌠í�

���H@	�íj½sπzHπ	�±Ω

TC

�± ∩�znjM�w²wq�íd≥C∩��∩

�ºßA��qMμ	∩�@��íd≥∩

�C

Sw�íj ∩�znjM��q�íd≥C∩��∩�º

ßA��q}l�íM�⌠�íμ�Σ∩�Θ

�M�íd≥C

Ω�	n �ϕzⁿJwxs�jM���π	o�í

μC

bP\hΣLwxsjM�°i@��	pΩ

�W���@p�Aiα�
Ct��αC

ϕzⁿJwxs�jM�A�íμ�π	UC

∩�G

v pG∩�wxs�jMS�	pΩ�Ah�

π	UC��TºG∩�jMS��pΩ

�C

v pG∩�wxs�jM�	pΩ�Ah�π

	UC∩�G

– 
μ - ϕz÷@U����N	½���

���A�}�	pΩ���μMμC

– ���@p�/���@p� - ���e\

z�����jM�GAHπ	�@�≤

Py{p�AúO@q�í�¡íp

�C ÷@U���@p���ºßA�}

�@�∩�	A�ⁿ		�wxs�jM

P°i@�	pΩ�C

{μLo� o�Mμπ	M���jM�Lo�C sWL

o��∩��≤{μLo�MμWΦC

jM�¿�xs�GC ∩���∩	�xsMRWjM�GC

π	 ∩��MμHⁿw]w�bjM�G�π	�

w²wq��μC
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ϕ 38. jM∩� (�≥)

∩� í�

ΣJ�μ�qMμ∩� ziH��μ��Loui���μvMμñ

�C��μC

ΣJnMΣ��μW�A�ΣJ÷ΣrAHπ

	�μW��MμC 	pAΣJ DeviceAHπ

	�μW�ñ]t Device ��μMμC

i���μ �Mμπ	i���μC o�wxs�jM�

e��ñ��μ�b
μMμñj�π	C

sWM�ú�μ�	]�
	X� ���
�@��	��q��	�MμC

v sW
μ - qi��
μMμñ∩�@�h

��μAMß÷@UsW
μ�	C

v �ú
μ - q��	�Mμñ∩�@�h�

�μAMß÷@U�ú
μ�	C

sWM�ú�μ�	]�
	X� ���
�@��	��q
μMμC

v sW
μ - qui���μvMμñ∩�@

�h��μAMß÷@UsW
μ�	C

v �ú
μ - qu�μvMμñ∩�@�h�

�μAMß÷@U�ú
μ�	C

	��� �Mμⁿwwxs�jMn∩Σ�G	���

μC ��UC∩��i@B�qu	���v

MμG

v W� - ∩�@��μA���W��	bu

²
�MμñNΣVW��C

v U� - ∩�@��μA���U��	bu

²
�MμñNΣVU��C

u²
�Mμⁿw�G�	�
�C jM�G

N���	�Mμñ��@��μ	�AMß

�Mμñ�U@��μ	�C

�μ ⁿw∩�jM��μCziHqi��
μM

μñ∩�h��μCiH��UC∩��i@

B�q
μMμG

v W� - N�∩��μbu²
�MμñVW

��C

v U� - N�∩��μbu²
�MμñVU

��C

pG�μ�¼��r�≥≤�íAB��	�

Mμñ���Ah��μ]tMμ	C ��M

μ	�∩�p≤	��μC

pG�μpG�μ�¼�s�Ah��μ]t

Mμ	AHK∩�w∩s�n]t�h��

�C

��Φí q�@�Mμ	ñA∩�n@�jM�G��

����μC MßAq�G�Mμ	ñA∩�

jM�G�π	
�C∩�]A�¡M�¡C
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ϕ 38. jM∩� (�≥)

∩� í�

�G¡ε ziHbusΦjMv°íWⁿwjM≡
�

C�C �G¡εμ���X{bu�Gv°í

WC

v ∩≤wxs�jMA¡εxsbwxs�j

M�A�NbⁿJjM�½sM�C

v bπ�C¡ε�jM�Gñ���μ�A�

bΩ�⌠μñπ	�¡εC��¿��C

v ∩≤}��í�C�ϕ�	�jMAC¡ε

�A�≤Ω�⌠μC �í�C�ϕñ�e N
�U
Mμ�M�ε�ϕñ�s�����

�C

{�

1. ∩�UCΣñ@�∩�G

v YnjM�≤A÷@UΘxí���C

v YnjMy{A÷@U⌠⌠í���C

2. qjMMμ	ñA∩�sjMC

3. Yn∩�ºewxs�jMG

a. �∩�UCΣñ@�∩�Gqui��wxsjMvMμñA∩�nⁿJ�w

xsjMC buΣJwxs�jM�qMμ∩�vμ�ñAΣJnⁿJ�jMW

�C

b. ÷@UⁿJC

c. busΦjMvíμñA∩��jM���∩�C ��\ϕ 1C

4. Yn��jMA�bu�íd≥víμ�A∩�nw∩�jM����íd≥�∩

�C

5. ∩���C buΩ�	nvíμñA���@p�G

a. ÷@U���@p�C

b. bu�iv°íñA¬��iTºAMß÷@U�≥C p����@p���÷

ΩTA��\ϕ 1C

6. bujM��víμñAwqz�jM�hG

a. q�@�Mμ	ñA∩�njM���C 	pA�mB��≡��≤W�C

b. q�G�Mμ	ñA∩�zn�≤jM��ó�C

c. bΘJμ�ñAΣJPz�jM���÷�SwΩTC

d. ÷@UsWLo�C

e. ∩≤nsW�jM�h�C@�Lo�A½�BJ a � dC

7. ∩���C YnbjM�¿���xsjM�GA�∩�jM
¿�xs�G�∩

	AMßΣJwxs�jM�W�C

8. bu�μwqvíμñAwq�≤�°�G��μM�μGmG

a. qπ�Mμ	ñA∩�]w�P�jM�÷p�w²tm��μC

b. ÷@UiÑ°�wq
�bYAHπ	iÑjM��C
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c. �q�μAHπ	bjM�G�C��\ϕ 1C

d. ∩���C b�G¡εμ�ñAΣJnjM≡
�C�C

9. ÷@ULo�C

�G

iμñ]w
¿ <percent>%�¼A�π	bkWñC

.

b�°�íjM�G�AjM��bI�ñu@H�¿jMAMß½sπz�í�G

H≤s°�C

ϕjM�¿�AbkWñ�π	w
¿¼AC

xsjM�h

ziHxstm�jM�hAHKiH½�����hA�bΣL�≤]	pA°

i�ñ��wxs�jM�hC wxs�jM�hú���C

÷≤o�@�

pGzⁿwjM��íd≥AhjMW�ß���[ⁿw��íd≥C 	pA�íd≥

�e 5 	��wxsjM Exploits by Source ��¿ Exploits by Source - Last 5 min-

utesC

pGzb²exs�jMñ�≤�μ	AMß���P�W�xsjM�hAh²e

	n��í�C�ϕ�≥óC

{�

1. ∩�UCΣñ@�∩�G

v ÷@UΘxí���C

v ÷@U⌠⌠í���C

2. ⌡μjMC

3. ÷@Uxs�hC

4. ΘJ����G

∩� �z

�� í�

jMW� ΣJnⁿú�o�jM�h��@W�C

NjMⁿú�s� �∩�nⁿúo�wxs�jM�s���∩

	C pGú∩�s�Ah��w]No�wx

s�jMⁿú�uΣLvs�C p��÷Ω

TA��\�zjMs�C

�zs� ÷@U�zs���zjMs�C p��÷Ω

TA��\�zjMs�C
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∩� �z

�íd≥∩�G ∩�UCΣñ@�∩�G

v Y�]Ωy� - ∩��∩�HbB≤Ωy�

í�LojM�GC

v e�íj]��½sπz� - ∩��∩�H

bB≤��½sπz�í�LojM�GC

Θxí��⌠⌠í����H@	�íj½

sπzHπ	�±ΩTC

v �± - ∩��∩�AMßqo�Mμ	ñ∩

�nLo��íd≥C

v Swíj - ∩��∩�AMßqμ�Σñ∩

�nLo�Θ�M�íd≥C

]tb���tjMñ ∩���∩	HbuπCW��tjMMμ	

ñ]t�jMC

]tb��÷ϕOñ ∩���∩	Hb÷ϕO��W]twxs�

jMΩ�C p�÷ϕO����÷ΩTA��

\÷ϕO�zC

�G�ϕ∩jMiμ	����π	o��

�C

]�w]� ∩���∩	�N�jM]w�w]�jMC

PC�H@� ∩���∩	�P�����@�o�jM�

DC

5. ÷@UTwC

�{jM

���{jM∩�i�wjM��°�GC

ziH�w≤ ��W�Sw�í⌡μjMC

d�G

pG�w≤�W⌡μjMAhiHb �d�GC P°iúPAziH∩�	�jM

�GH�i@B�dC ziHjM⌠⌠s�ñ�h�ó�nJC pG�G@δ� 10

�AjM�G� 100 �AhziH	�jM�GAHΦK�dCYnd�π��h�

ó�nJ����AziH����W�iμ	�C ziH�≥i@B�dC

ziHzL°i���wjM�≤�y{Cz��∩�{∩�ºewxs�jM�h

	C

1. ��°i

b°iδF°íñⁿwUCΩTG

v �ϕ�¼��≤/Θx�y{C

v °i≥≤wxs�jMC

v ú�≡�C

ziH∩��	�O≡�∩��sW�G
{�≡�∩�C

z�iHú�Γ�jMC
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2. �°jM�G

ziHq≡����°�{jM��GC

v �{jM�≡���μ�OC

pGzn���O≡�Ah�bC�⌡μ°i�ú�≡�C pGnNxs�jM�G

sW�{�≡�Ah�b�@�⌡μ°i���≡�C ß≥°i⌡μN�WK��≡

��C pGS�≡
⌠≤�GAht�ú�WK���≡�C

v Ynbu≡�Knv°íñ�°�±�jM�GA�÷ΓU≡�Mμñ��{jM

�GC Yn�°���{jM⌡μ�MμA�b�± 5 �jM�Gíμñ÷@Uj

M�GC

ziHV���ⁿú�w�jM≡�C

�÷u@:

� 129��yjM�X�h���z

ziHjM�XjM�h�Ω�C

� 37��yN≡�ⁿú����z

��≡���AziHN≡�ⁿú����Hiμ�dC

iÑjM∩�

��iÑjMμ��ΘJ Ariel d
yÑ (AQL)AHⁿw���μ�H�p≤∩o�μ

�iμ	��⌡μd
C

iÑjMμ�π���±g�ykj�π	\αC

����±gMykj�π	\α�≤U��d
Cp�ⁿΣ�� Web s²���÷

ΩTA��\� 6��yΣ�� Web s²�z

s�iÑjM

q⌠⌠í�MΘxí���W�jMuπCñs�iÑjM∩�HΘJ AQL d
C

qjMuπCW�Mμ	ñ∩�iÑjMC

ϕ�UCBJi}iÑjMμ�G

1. ���≤μ�k�i}�	C

2. ÷ Shift + Enter ⌡�U@μC

3. ÷ EnterC

ziH�	½kΣ÷@UjM�Gñ�⌠≤�AH÷��LoC

÷ΓUjM�Gñ�⌠≤CHd�≤h��Ω�C

��jM]]A AQL jM�í]Abf�ΘxñC
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AQL jMrΩd�

Uϕú� AQL jMrΩ�d	C

ϕ 39. AQL jMrΩd	

í� d�

q�≤ñ∩�w]�μC

qy{ñ∩�w]�μC

SELECT * FROM events

SELECT * FROM flows

∩�Sw�μC SELECT sourceip, destinationip FROM events

∩�Sw�μ�∩�Giμ��C SELECT sourceip, destinationip FROM events

ORDER BY destinationip

⌡μE	�jMd
C SELECT sourceip, SUM(magnitude) AS magsum

FROM events GROUP BY sourceip

b SELECT lyñ⌡μτ�IsC SELECT CATEGORYNAME(category) AS

namedCategory FROM events

�� WHERE lyLojM�GC SELECT CATEGORYNAME(category) AS

namedCategory, magnitude FROM events WHERE

magnitude > 1

��WhW��WhW�ñ�í	σrAjM

�oSwWh��≤C

SELECT LOGSOURCENAME(logsourceid), * from

events where RULENAME(creeventlist) ILIKE

'%suspicious%'

zLNμ�W�]Ab���ñA��]tS

ϕr�]	pΓNr���μ�C

SELECT sourceip, destinationip, ″+field/

name+″ FROM events WHERE ″+field/name+″ LIKE

'%test%'

Uϕú� X-Force º AQL jMrΩ�d	C

ϕ 40. X-Force º AQL jMrΩ�d	

í� d�

±∩π�H⌠�º X-Force ���d IP �}C s e l e c t * f r o m e v e n t s w h e r e

XFORCE_IP_CONFIDENCE('Spam',sourceip)>3

jMP URL �÷p� X-Force URL ��C select url, XFORCE_URL_CATEGORY(url) as

m y C a t e g o r i e s f r o m e v e n t s w h e r e

XFORCE_URL_CATEGORY(url) IS NOT NULL

��P IP �÷p� X-Force IP ��C select sourceip, XFORCE_IP_CATEGORY

(sourceip) as IPcategories from events

where XFORCE_IP_CATEGORY(sourceip) IS NOT

NULL

p�τ�BjMμ�MBΓl��÷ΩTA��\ Ariel Query Language guide]mAriel

d
yÑΓUn�C

AQL jMrΩd�

�� Ariel d
yÑ (AQL) iq Ariel Ω�wñ��≤By{M ϕμñ��Swμ�C
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�Gϕz�m AQL d
�ApGzq⌠≤σ≤ñ�s]tμ���σrA�NσrK

W� IBM Security QRadarAhz�d
Nú�iμσRCziH���μ�MΦkA

NσrKW� QRadarA�½sΘJμ��A��iHq IBM Knowledge Center �s

�KWσrC

°ibß��í	

úP�����siπ�úP������í	ⁿ	�C

����Ω��°i������eA	píB�m�gzC

ziH���í��Ω�C

UCd
�q����nJ�≤ñ�
�����÷ meta Ω�ΩTC

SELECT
REFERENCETABLE('user_data','FullName',username) as 'Full Name',
REFERENCETABLE('user_data','Location',username) as 'Location',
REFERENCETABLE('user_data','Manager',username) as 'Manager',
UNIQUECOUNT(username) as 'Userid Count',
UNIQUECOUNT(sourceip) as 'Source IP Count',
COUNT(*) as 'Event Count'
FROM events
WHERE qidname(qid) ILIKE '%logon%'
GROUP BY 'Full Name', 'Location', 'Manager'
LAST 1 days

h�bß ID ºí��JΩT

b�d	ñA�O���b⌠⌠Wπ�h�bßC ���n���í��μ@°�C

����Ω��N�
��� ID ∩M�s� IDC

UCd
��
b�	�i���≤WA�s� ID ������bßC

SELECT
REFERENCEMAP('GlobalID Mapping',username) as 'Global ID',
REFERENCETABLE('user_data','FullName', 'Global ID') as 'Full Name',
UNIQUECOUNT(username),
COUNT(*) as 'Event count'
FROM events
WHERE RULENAME(creEventlist) ILIKE '%suspicious%'
GROUP BY 'Global ID'
LAST 1 days

UCd
π	�s� ID �¿�í�C

SELECT
QIDNAME(qid) as 'Event name',
starttime as 'Time',
sourceip as 'Source IP', destinationip as 'Destination IP',
username as 'Event Username',
REFERENCEMAP('GlobalID_Mapping', username)as 'Global User'
FROM events
WHERE 'Global User' = 'John Doe'
LAST 1 days

�Oi�°���

\h����ⁿOM�ε��b�ΘB�gM��δ@�w�qTC
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iÑjMi�O@q�í�su¼�C 	pAziHd
 IP �}ºíCΘ/Cg/Cδ

@PBu�BCeΘ�su�A��O IP �}Maz�mC

�� IBM Security QRadar REST API �ú�≡����J��	���ϕμC

UCd
��Cp����τbΩ	C

SELECT sourceip, destinationip,
UNIQUECOUNT(DATEFORMAT(starttime,'hh')) as 'different hours',
COUNT(*) as 'total flows'
FROM flows
WHERE flowdirection = 'L2R'
GROUP BY sourceip, destinationip
HAVING 'different hours' > 20
AND 'total flows' < 25
LAST 24 hours

ú�GziH�∩�d
HBz Proxy Θx�ΣL�≤�¼C

UCd
��CΘ���τbΩ	C

SELECT sourceip, destinationip,
UNIQUECOUNT(DATEFORMAT(starttime,'dd'))as 'different days',
COUNT(*) as 'total flows'
FROM flows
WHERE flowdirection='L2R'
GROUP BY sourceip, destinationip
HAVING 'different days' > 4
AND 'total flows' < 14
LAST 7 days

UCd
���� IP P��a IP ºí�CΘ��C ���íúOCΘ��P�íC

��ºí��í�≡�uC

SELECT
sourceip,
DATEFORMAT(starttime,'hh') as hourofday,
(AVG( hourofday*hourofday) - (AVG(hourofday)^2))as variance,
COUNT(*) as 'total flows'
FROM flows
GROUP BY sourceip, destinationip
HAVING variance < 01 and 'total flows' < 10
LAST 7 days

UCd
�� Proxy Θx�≤���⌠��CΘ��C ���íúOCΘ��P�íC

��ºí��í�≡�uC

SELECT
sourceip,
DATEFORMAT(starttime,'hh') as hourofday,
(AVG(hourofday*hourofday) - (AVG(hourofday)^2)) as variance,
COUNT(*) as 'total events'
FROM events
WHERE LOGSOURCEGROUPNAME(devicegrouplist) ILIKE '%proxy%'
GROUP BY url_domain
HAVING variance < 0.1 and 'total events' < 10
LAST 7 days

url_domain �eO Proxy Θxñ��q�eC
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�í���α

P�í���αΩ��÷���í	iú�½n����ⁿ	�C

iÑjMiμ¼��t�ΣLw��≤��í���αⁿ	����í	Ω�C

�d
π	ziHp≤g\hΘBg�δ��í��Ω�AH�OΩúMbß��

Ih��]wu²
�C

Select
REFERENCETABLE('ip_threat_data','Category',destinationip) as 'Category',
REFERENCETABLE('ip_threat_data','Rating', destinationip) as 'Threat Rating',
UNIQUECOUNT(sourceip) as 'Source IP Count',
UNIQUECOUNT(destinationip) as 'Destination IP Count'
FROM events
GROUP BY 'Category', 'Threat Rating'
LAST 1 days

Ωú�zPtm

�����í	ⁿ	�]Ωú�¼B@�t�B�}¼AB°A��¼B	��ΣL

��ºC

b�d
ñAiÑjMMΩú�¼ú��m�τB�JΩTC

Assetproperty τ�qΩú���e�Aoi²zNΩúΩ�]Ab�GñC

SELECT
ASSETPROPERTY('Location',sourceip) as location,
COUNT(*) as 'event count'
FROM events
GROUP BY location
LAST 1 days

UCd
π	ziHp≤bΩú�¼ñ��iÑjM����¡	l�C

AssetUser τ�qΩúΩ�w�����W�C

SELECT
APPLICATIONNAME(applicationid) as App,
ASSETUSER(sourceip, now()) as srcAssetUser,
COUNT(*) as 'Total Flows'
FROM flows
WHERE srcAssetUser IS NOT NULL
GROUP BY App, srcAssetUser
ORDER BY 'Total Flows' DESC
LAST 3 HOURS

Network LOOKUP τ�

ziH�� Network LOOKUP τ����P IP �}�÷p�⌠⌠W�C

SELECT NETWORKNAME(sourceip) as srcnet,
NETWORKNAME(destinationip) as dstnet
FROM events

Rule LOOKUP τ�

ziH�� Rule LOOKUP τ��zLWh� ID ��Wh�W�C

SELECT RULENAME(123) FROM events

UCd
��
�oSwWhW���≤C
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SELECT * FROM events
WHERE RULENAME(creEventList) ILIKE '%my rule name%'

�σ��

ziHzLiÑjM∩�A�� TEXT SEARCH BΓl�⌡μ�σ��C

b�d	ñA�h��≤��e�]tμr ″firewall″C ziH���tLo�∩�A

H�Θxí���W�iÑjM∩��jMo��≤C

v Yn���tLo�∩�A�≤�tLo�Φ	ñΣJUCσrG'firewall'

v Yn��iÑjM∩�A�≤iÑjMΦ	ñΣJUCd
G

SELECT QIDNAME(qid) AS EventName, * from events where TEXT SEARCH 'firewall'

�q�e

ϕz��iÑjM∩��AiHs��≤Py{��q�eC

UCd
���q�e ″MyWebsiteUrl″ ���Sw� Web URL ���≤G

SELECT "MyWebsiteUrl", * FROM events ORDER BY "MyWebsiteUrl"

�÷º�:

yu�tLo�vjM∩�z

zLΘJ��
írⁿ��y�σrjMrΩ�jM�≤My{��tⁿC

�÷u@:

� 158��y�� Regex ¼�q�ez

ziH�� Regex ¼�q�eAHN�≤�y{��tⁿP
Wϕ	í��C

u�tLo�vjM∩�

zLΘJ��
írⁿ��y�σrjMrΩ�jM�≤My{��tⁿC

ziHqUC�mLojMG

Θxí�uπC
⌠⌠í�uπC

qjMuπCW�Mμ	ñ∩��tLo�HΘJσrjMrΩC÷@U�t

Lo��	HN�tLo�M���≤�y{MμC

sWLo�∩�	

÷@UΘxí��⌠⌠í���W�sWLo��	C

∩��tLo�@�Lo���AMßΘJσrjMrΩC

y{jM��

N�tLo�sW�Lo�MμC

ϕzbY�]Ωy��e�íj�íU�°y{�Azuαb�tLo�μ�ñΘJ


írⁿ��yCϕz�°Y��íd≥���≤ �y{�A�ϕ�UCyk�hG

ϕ 41. �tLo�yk�h

í� d�

]tzw�b��tⁿñMΣ����σrC Firewall

zLNh�jMⁿJ]Ab���ñAjM�

y�σC

“Firewall deny″
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ϕ 41. �tLo�yk�h (�≥)

í� d�

]tμ@�h�U�r�CjMⁿJúαHU

�r�}YC

F?rewall � F??ew*

���Φϕ	íNⁿJ	�Ap ANDBOR �

NOTC �F�O��Φϕ	íúOjMⁿ

JAykMBΓl��jgC

(%PIX* AND (″Accessed URL″ OR ″Deny udp

src″) AND 10.100.100.*)

��]t NOT �Φϕ	í�jM�h�Az�

�]t��@�ΣL�Φϕ	í�¼AhA

ú��
⌠≤�GC

(%PIX* AND (″Accessed URL″ OR ″Deny udp

src″) NOT 10.100.100.*)

UCr�e���[!�uAHⁿX�r�O

jMⁿJ�@í	G+ - && || ! () {} [] ^

″ ~ * ? : \.

″%PIX\-5\-304001″

��q��tⁿμr��yñ��@�r���XjMⁿJC jMⁿJ user �X

user_1 � user_2A²ú�XUC�yGruserBmyuser � anyuserC

u�tLo�vjM���σyÑ⌠�C yÑ⌠�O�OyÑ�az�mAH�Pwμ

í
��D	]	pA∩�Bjpgα½Br�	�BTº�yÑBΘ�M�íϕ	

kAH��rϕ	k��]wC

yÑ⌠�O�@�t�]w�C ziHN QRadar tm�m½@�t��yÑ⌠�]

wC 	pAziHNyÑ⌠�]w�	σA QRadar D�x iH]w� Italiano]q

jQσ�C

pGzbu�tLo�vjMd
ñ�� Unicode r�Ahiα≡
Dw��jM�

GC

pGz∩�D�σyÑ⌠�AhiHb QRadar ñ��iÑjM∩��jM�≤M��

tⁿΩ�C

�÷º�:

� 129��� 9 �, yΩ�jMz

bΘxí�B⌠⌠í��≡���WAziH��Sw��hjM�≤By{�≡

�C

� 135��yiÑjM∩�z

��iÑjMμ��ΘJ Ariel d
yÑ (AQL)AHⁿw���μ�H�p≤∩o�

μ�iμ	��⌡μd
C

� 136��yAQL jMrΩd	z

�� Ariel d
yÑ (AQL) iq Ariel Ω�wñ��≤By{M ϕμñ��Swμ

�C

�÷u@:

� 15��y≤s����n]wz

ziH]w IBM Security QRadar SIEM �����ñ�����n]wA	pAy

Ñ⌠�C
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≡�jM

jM≡��ΦkOA��Sw�h�π	�X�GMμñ�jM�h�≡�C

ziH��sjM�ⁿJ²exs�@�jM�hC

bu��≡�vMu��≡�v��WjM≡�

ziHb≡����u��≡�vMu��≡�v��WjM�X�h�≡�C

÷≤o�@�

Uϕí�b��≡�M��≡���WiH��jM≡�Ω��jM∩�C

p�����÷ΩTA��\ IBM Security QRadar SIEM Administration GuideC

ϕ 42. u��≡�vMu��≡�v��jM∩�

∩� í�

�� �Mμ	e\zbi��wxsjMMμñ∩

�nujMs�v�°�≡�C

ΣJwxs�jM�qMμ∩� �μ�e\zΣJwxs�jMW��÷Σ

rAHLoi��wxsjMMμC

i��wxs�jM �Mμ�π	��i��jMAúDz��

u	��ΣJwxs�jMv�uqMμ∩

�v∩��VMμM�Lo�C ziH∩�o

�MμWY�wxs�jM�π	�sΦC

��≡� �∩�e\zjM��≡�Aú��íd

≥C

�± �∩�e\z∩�w²wq��íd≥�L

oC ∩��∩�ºßA��qMμ	∩�@�

�íd≥∩�C

Swíj �∩�e\ztmjM�q�íd≥C ∩��

∩�ºßA��∩�UCΣñ@�C

v }lΘ��≤ - ∩���∩	�jMSw�

q�í}l�≡�C∩���∩	ºßA�

�Mμ	�∩�njM�Θ�C

v �ß@��≤/y{�≤ - ∩���∩	�j

MbSw�q�o��ß@����≤�≡

�C∩���∩	ºßA��Mμ	�∩�

njM�Θ�C

jM jM�	bjM��W�h�íμ�ú�C z

iHb�¿tmjM��μ�°�G�÷@U

jMC

≡� ID bo�μ�ñAziHΣJnjM�u≡�

IDvC

í� bo�μ�ñAziHΣJnjM�í�C

wⁿú���� qo�Mμ	ñAziH∩�njM����

W�C
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ϕ 42. u��≡�vMu��≡�v��jM∩� (�≥)

∩� í�

ΦV qo�Mμ	ñAziH∩�njM�≡�Φ

VC ∩�]AG

v �
��


v �
��


v �
��


v �
��


v �
��
��


v �
��
��


�� IP bo�μ�ñAziHΣJnjM��� IP �

}� CIDR d≥C

��a IP bo�μ�ñAziHΣJnjM���a IP

�}� CIDR d≥C

°� qo�Mμ	ñAiHⁿw°�AMß∩�u

π	°�Ñ≤Bp≤�j≤tm��≡�C d

≥� 0 - 10C

Y½� qo�Mμ	ñAiHⁿwY½�AMß∩�

uπ	Y½�Ñ≤Bp≤�j≤tm��≡

�C d≥� 0 - 10C

ia� qo�Mμ	ñAiHⁿwia�AMß∩�

uπ	ia�Ñ≤Bp≤�j≤tm��≡

�C d≥� 0 - 10C

�÷� qo�Mμ	ñAiHⁿw�÷�AMß∩�

uπ	�÷�Ñ≤Bp≤�j≤tm��≡

�C d≥� 0 - 10C

]t���W� bo�μ�ñAziHΣJ
Wϕ	í (Regex)

»zíAHjM]tSw���W��≡�C

ϕzwq�q
Wϕ	í¼��A�ϕu Java™

{í]pyÑwq�
Wϕ	íWhC p��

÷ΩTAiH�\ Web W� Regex ⁿ��

�C

��⌠⌠ qo�Mμ	ñAziH∩�njM���⌠

⌠C

��a⌠⌠ qo�Mμ	ñAziH∩�njM���a

⌠⌠C

¬Ñ�� qo�Mμ	ñAziH∩�njM�¬Ñ�

�C.

CÑ�� qo�Mμ	ñAziH∩�njM�CÑ�

�C
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ϕ 42. u��≡�vMu��≡�v��jM∩� (�≥)

∩� í�

�ú o�íμñ�∩�e\zqjM�Gñ�ú≡

�C ∩�]AG

v @�ñ�≡�

v ⌠��≡�

v w÷¼�≡�

v D@�ñ�≡�

v ⁿO@�≡�

����÷¼ �ϕu�úvíμñMúFw÷¼≡��∩	

���π	���C

qo�Mμ	ñAziH∩�nw∩ΣjMw

÷¼�≡�����W�A�∩��íHπ	

��w÷¼�≡�C

÷¼�] �ϕu�úvíμñMúFw÷¼≡��∩	

���π	���C

qo�Mμ	ñAziH∩�nw∩ΣjMw

÷¼�≡���]A�∩��íHπ	��w

÷¼�≡�C

�≤ qo�Mμ	ñAiHⁿw�≤p�AMß∩

�uπ	�≤p�Ñ≤Bp≤�j≤tm��

≡�C

y{ qo�Mμ	ñAiHⁿwy{p�AMß∩

�uπ	y{p�Ñ≤Bp≤�j≤tm��

≡�C

�≤/y{�p qo�Mμ	ñAiHⁿw�≤�y{��A

Mß∩�uπ	�≤�y{��Ñ≤Bp≤�

j≤tm��≡�C

��a qo�Mμ	ñAiHⁿw��a IP �}p

�AMß∩�uπ	��a IP �}p�Ñ≤B

p≤�j≤tm��≡�C

Θx��s� qo�Mμ	ñAziH∩�]tnjMºΘ

x���Θx��s�C Θx��Mμ	�π

	ⁿú�∩��Θx��s����Θx�

�C

Θx�� qo�Mμ	ñAziH∩�njM�Θx�

�C

Whs� qo�Mμ	ñAziH∩�]tnjMºú

XWh�Whs�C WhMμ	�π	ⁿú�

∩��Whs����WhC

Wh qo�Mμ	ñAziH∩�njM�úXW

hC

≡��¼ qo�Mμ	ñAziH∩�njM�≡��

¼C p�≡��¼Mμ	ñU∩���÷Ω

TA��\ϕ 2C
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Uϕí�F≡��¼Mμ	ñi��∩�G

ϕ 43. ≡��¼∩�

≡��¼ í�

⌠≤ �∩��jM��≡���C

�� IP YnjMπ�Sw�� IP �}�≡�AziH

∩��∩�AMßΣJnjM��� IP �}C

��a IP YnjMπ�Sw��a IP �}�≡�Azi

H∩��∩�AMßΣJnjM���a IP �

}C

�≤W� YnjMπ�Sw�≤W��≡�AziH÷

@Us²�	�}�u�≤s²�vA�∩�

njM��≤W� (QID)C

ziH��UCΣñ@�jMSw� QIDG

v Yn���jM QIDA�∩�	��s²�

∩	AMßqMμ	ñ∩�¬Ñ�CÑ�

�C

v Yn�Θx���¼jM QIDA�qΘx�

��¼Mμ	∩�	Θx���¼s²�∩

	C

v Yn�Θx���¼jM QIDA�qΘx�

��¼Mμ	∩�	Θx���¼s²�∩

	C

v Yn�W�jM QIDA�∩� QID jM�∩

	AMßb QID/W�μ�ñΣJW�C

���W� YnjMπ�Sw���W��≡�AziH

∩��∩�AMßΣJnjM����W�C

�� MAC �} YnjMπ�Sw�� MAC �}�≡�Az

iH∩��∩�AMßΣJnjM��� MAC

�}C

��a MAC �} YnjMπ�Sw��a MAC �}�≡�A

ziH∩��∩�AMßΣJnjM���a

MAC �}C

Θx�� qΘx��s�Mμ	ñAziH∩�]tn

jMºΘx���Θx��s�C Θx��M

μ	�π	ⁿú�∩��Θx��s����

Θx��C

qΘx��Mμ	ñAziH∩�njM�Θ

x��C

D≈W� YnjMπ�SwD≈W��≡�AziH∩

��∩�AMßΣJnjM�D≈W�C

��≡ YnjMπ�Sw��≡�≡�AziH∩�

�∩�AMßΣJnjM���≡C

��a≡ YnjMπ�Sw��a≡�≡�AziH∩

��∩�AMßΣJnjM���a≡C
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ϕ 43. ≡��¼∩� (�≥)

≡��¼ í�

�� IPv6 YnjMπ�Sw�� IPv6 �}�≡�Azi

H∩��∩�AMßΣJnjM��� IPv6 �

}C

��a IPv6 YnjMπ�Sw��a IPv6 �}�≡�Az

iH∩��∩�AMßΣJnjM���a

IPv6 �}C

�� ASN YnjMπ�Sw�� ASN �≡�AziHq

�� ASN Mμ	∩��� ASNC

��a ASN YnjMπ�Sw��a ASN �≡�AziH

q��a ASN Mμ	∩���a ASNC

Wh YnjMPSwWh�÷p�≡�AziHq

Whs�Mμ	ñA∩�]tnjMºWh�

Whs�C Whs�Mμ	�π	ⁿú�∩�

�Whs����WhC qWhMμ	ñAz

iH∩�njM�WhC

��{í ID YnjMπ�Sw��{í ID �≡�AziH

q��{í ID Mμ	∩���{í IDC

{�

1. ÷@U≡���C

2. qjMMμ	ñA∩�sjMC

3. ∩�UCΣñ@�∩�G

v YnⁿJºexs�jMA�⌡�� 4 BC

v Yn��sjMA�⌡�� 7 BC

4. ��UCΣñ@��∩�ºexs�jMG

v qi��wxsjMMμA∩�nⁿJ�wxsjMC

v bΣJwxs�jM�qMμ∩�μ�ñAΣJnⁿJ�jMW�C

5. ÷@UⁿJC

6. ∩���C busΦjMvíμñ∩�]�w]��∩	AHN�jM]w�z�

w]jMCpGN�jM]w�z�w]jMAh�bzC�s�≡�����

�⌡μ�jMA�π	�GC

7. bu�íd≥víμWA∩�nw∩�jM����íd≥�∩�C ��\ϕ 1C

8. bujM��víμñAwqSwjM�hC ��\ϕ 1C

9. bu≡���víμñAⁿwnjM�≡��¼P≡���G

a. qMμ	ñA∩�njM�≡��¼C

b. ΣJjM��C ��\ϕ 2C

10. bu�μwqvíμñAwq�G���
�G

a. q�@�Mμ	ñA∩�n@�jM�G������μC

b. q�G�Mμ	ñA∩�jM�G�π	
�C ∩�]A
¡P�¡C

11. ÷@UjMC
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U@B

xsu≡�v��W�jM�h

bu	�� IPv�WjM≡�

�DDú�Fp≤b≡����	�� IP �WjM≡��{�C

÷≤o�@�

Uϕí�Fbu��� IPv��WjM≡�Ω�iH���jM∩�G

ϕ 44. u��� IPv��jM∩�

∩� í�

��≡� ziH∩��∩��jM���� IP �}A

ú��íd≥C

�± ziH∩��∩�AMßqo�Mμ	ñ∩�

njM��íd≥C

Sw�íj YnⁿwjMíjAiH∩�uSwíjv∩

�AMß∩�UC@�G

v }lΘ��≤ - ∩���∩	�jMPSw

�q�í}l�≡��÷p��� IP �}C

∩���∩	ºßA��Mμ	�∩�nj

M�Θ�C

v �ß@��≤/y{�≤ - ∩���∩	�j

MPbSw�q�o��ß@����≤�

≡��÷p��� IP �}C∩���∩	º

ßA��Mμ	�∩�njM�Θ�C

jM jM�	bjM��W�h�íμ�ú�C z

iHb�¿tmjM��μ�°�G�÷@U

jMC

�� IP bo�μ�ñAziHΣJnjM��� IP �

}� CIDR d≥C

°� qo�Mμ	ñAiHⁿw°�AMß∩�u

π	°�Ñ≤Bp≤�j≤tm��≡�C d

≥� 0 - 10C

VA �I qo�Mμ	ñAiHⁿw VA �IAMß∩

�uπ	 VA �IÑ≤Bp≤�j≤tm��

≡�C d≥� 0 - 10C

�≤/y{ qo�Mμ	ñAiHⁿw�≤�y{p�A

Mß∩�uπ	°�Ñ≤Bp≤�j≤tm�

�≡�C

�ú ziH∩�nqjM�Gñ�ú�≡���∩

	C ∩�]AG

v @�ñ�≡�

v ⌠��≡�

v w÷¼�≡�

v D@�ñ�≡�

v ⁿO@�≡�
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ϕ 44. u��� IPv��jM∩� (�≥)

∩� í�

{�

1. ÷@U≡���C

2. ÷@U	�� IPC

3. qjMMμ	ñA∩�sjMC

4. bu�íd≥víμWA∩�nw∩�jM����íd≥�∩�C ��\ϕ 1C

5. bujM��víμñAwqSwjM�hC ��\ϕ 1C

6. bu�μwqvíμñAwq�G���
�G

a. q�@�Mμ	ñA∩�n@�jM�G������μC

b. q�G�Mμ	ñA∩�jM�G�π	
�C ∩�]A�¡M�¡C

7. ÷@UjMC

U@B

xsu≡�v��W�jM�h

bu	��a IPv�WjM≡�

b≡����u	��a IPv�WAziHjM���a IP �}	��≡�C

÷≤o�@�

Uϕí�Fbu���a IPv��WjM≡�iH���jM∩�G

ϕ 45. u���a IPv��jM∩�

∩� í�

��≡� ziH∩��∩��jM����a IP �}A

ú��íd≥C

�± ziH∩��∩�AMßqo�Mμ	ñ∩�

njM��íd≥C

Swíj YnⁿwSwjMíjAiH∩�Swíj∩

�AMß∩�UC@�G

v YnⁿwSwjMíjAiH∩�Swíj

∩�AMß∩�UC@�G

v �ß@��≤/y{�≤ - ∩���∩	�j

MPbSw�q�o��ß@����≤�

≡��÷p���a IP �}C∩���∩	

ºßA��Mμ	�∩�njM�Θ�C

jM jM�	bjM��W�h�íμ�ú�C z

iHb�¿tmjM��μ�°�G�÷@U

jMC

��a IP ziHΣJnjM���a IP �}� CIDR

d≥C
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ϕ 45. u���a IPv��jM∩� (�≥)

∩� í�

°� qo�Mμ	ñAiHⁿw°�AMß∩�u

π	°�Ñ≤Bp≤�j≤tm��≡�C

VA �I qo�Mμ	ñAiHⁿw VA �IAMß∩

�uπ	 VA �IÑ≤Bp≤�j≤tm��

≡�C d≥� 0 - 10C

�≤/y{ qo�Mμ	ñAiHⁿw�≤�y{p�°

�AMß∩�uπ	�≤�y{p�Ñ≤Bp

≤�j≤tm��≡�C

{�

1. ÷@U≡���C

2. b�²\αϕWA÷@U	��a IPC

3. qjMMμ	ñA∩�sjMC

4. bu�íd≥víμWA∩�nw∩�jM����íd≥�∩�C ��\ϕ 1C

5. bujM��víμñAwqSwjM�hC ��\ϕ 1C

6. bu�μwqvíμñAwq�G���
�G

a. q�@�Mμ	ñA∩�n@�jM�G������μC

b. q�G�Mμ	ñA∩�jM�G�π	
�C ∩�]A�¡M�¡C

7. ÷@UjMC

U@B

xsu≡�v��W�jM�h

bu	⌠⌠v�WjM≡�

b≡����u	⌠⌠v�WAziHjM�÷p⌠⌠	��≡�C

÷≤o�@�

Uϕí�Fbu�⌠⌠v��WjM≡�Ω�iH���jM∩�G

ϕ 46. bu�⌠⌠v��WjM≡�Ω��jM∩�

∩� í�

⌠⌠ qo�Mμ	ñAziH∩�njM�⌠⌠C

°� qo�Mμ	ñAiHⁿw°�AMß∩�u

π	°�Ñ≤Bp≤�j≤tm��≡�C

VA �I qo�Mμ	ñAiHⁿw VA �IAMß∩

�uπ	 VA �IÑ≤Bp≤�j≤tm��

≡�C

�≤/y{ qo�Mμ	ñAiHⁿw�≤�y{p�A

Mß∩�uπ	�≤�y{p�Ñ≤Bp≤�

j≤tm��≡�C
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{�

1. ÷@U≡���C

2. ÷@U	⌠⌠C

3. qjMMμ	ñA∩�sjMC

4. bujM��víμñAwqSwjM�hC ��\ϕ 1C

5. bu�μwqvíμñAwq�G���
�G

a. q�@�Mμ	ñA∩�n@�jM�G������μC

b. q�G�Mμ	ñA∩�jM�G�π	
�C ∩�]A�¡M�¡C

6. ÷@UjMC

U@B

xsu≡�v��W�jM�h

xs≡���W�jM�h

b≡���WAziHxstm�jM�hAHKN�jM�½�����hC wxs

�jM�hú���C

{�

1. {�

2. ⌡μjMC ��\≡�jMC

3. ÷@Uxs�hC

4. ΘJUC����G

∩� �z

�� í�

jMW� ΣJnⁿú�o�jM�h�W�C

�zs� ÷@U�zs���zjMs�C ��\�z

jMs�C

�íd≥∩�G ∩�UCΣñ@�∩�G

v ��≡� - ∩��∩�HjM��≡�A

ú��íd≥C

v �± - ∩��∩�AMßqo�Mμ	ñ∩

�njM��íd≥C

v Swíj - YnⁿwnjM�SwíjA�

∩�Swíj∩�AMß∩�UC@�G}

lΘ��≤ - ∩���∩��jMSw�q

�í}l�≡�C ∩���∩�ºßA��

Mμ��∩�njM�Θ�C �ß@��

≤/y{�≤ - ∩���∩��jMbSw�

q�o��ß@����≤�≡�C∩��

�∩�ºßA��Mμ��∩�njM�Θ

�C�ß@��≤�≤ - ∩���∩��j

MbSw�q�o��ß@����≤�≡

�C∩���∩�ºßA��Mμ��∩�

njM�Θ�C
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∩� �z

]�w]� ∩���∩	�N�jM]w�w]�jMC

5. ÷@UTwC

RújM�h

ziHRújM�hC

÷≤o�@�

bzRúwxs�jM�AhPwxs�jM�÷p�½≤iαLkB@C °i�º�

��WhO��wxs�jM�h� QRadar ½≤C bzRúwxs�jMºßAsΦ

�÷p�½≤HTOª��≥B@C

{�

1. ∩�UCΣñ@�∩�G

v ÷@UΘxí���C

v ÷@U⌠⌠í���C

2. qjMMμ	ñA∩�s�jM�sΦjMC

3. buwxs�jMvíμñAqi��wxs�jMMμ	ñ∩�wxs�jMC

4. ÷@URúC

v pGwxs�jM�hPΣL QRadar ½≤ú÷pAe�W�π	T{°íC

v pGwxs�jM�hPΣL½≤ú÷pAe�W�π	uRúwxs�jMv

°íC°í�CXPznRú�wxsjM�÷p�½≤C �OU�÷p�½

≤C

5. ÷@UTwC

6. ∩�UCΣñ@�∩�G

v ÷@UTwH�≥C

v ÷@U�°H÷¼uRúwxs�jMv°íC

U@B

pGwxs�jM�hwPΣL QRadar ½≤�÷pA�s�zOU��÷p½≤A�

sΦ½≤H�ú��NPwRú�wxsjM�÷pC

��ljM���jM�G

ziH��ljMbw�¿�@�jM�G�iμjMC ljM���
jM�GA

ú�½sjMΩ�wC

}lºe

ϕzwqn@�ljM≥��jM�A�Tww��uY�]Ωy�v∩�ABS�

∩jMiμ	�C

� 9 � Ω�jM 151



÷≤o�@�

�\αLk�≤w	��jMBiμñ�jM�Ωy�í�jMC

{�

1. ∩�UCΣñ@�∩�G

v ÷@UΘxí���C

v ÷@U⌠⌠í���C

2. ⌡μjMC

3. ϕz�jM�¿�AsWt@�Lo�G

a. ÷@UsWLo�C

b. q�@�Mμ	ñA∩�njM���C

c. q�G�Mμ	ñA∩�zn�≤jM��ó�C i���ó�Mμ°zb�@

�Mμñ∩����wC

d. bΘJμ�ñAΣJPz�jM�÷�SwΩTC

e. ÷@UsWLo�C

�G

u�lLo�víμⁿwM��≥�jM��lLo�C u{μLo�víμⁿwM�

�ljM�Lo�C ziHMúljMLo�Aú�½s��≥�jMC ÷@Un

MúºLo�
�MúLo���C pGqu�lLo�víμMúLo�Ah�½s

��≥�jMC

pGRúwxsºljM�h�≥�jM�hAhz�MiHs�wxs�ljM�

hC pGsWLo�AhljM�jMπ�Ω�wA]�jM\αúANjM≥≤ºe

jM�Ω�	C

U@B

xsjM�h

�zjM�G

ziH�lh�jMAMßbjM≤I�ñ�¿�A�²�ΣL���⌡μΣL@

�C

ziHNjMtm�bjM�¿�Vz�eqll≤q�C

bjMiμ��⌠≤�íAzúiH
�Θxí� �⌠⌠í�����°í	��π�

jM�GC

�°jM

jMw�JεC�
biμ�AziHbu�zjM�Gv��W�°jMC

÷≤o�@�

pGzbjM
biμ�"H�°Ab�°ºeA	p��G�O
ú�C
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{�

1. ∩�UCΣñ@�∩�G

v ÷@UΘxí���C

v ÷@U⌠⌠í���C

2. qjM\αϕñA∩��zjM�GC

3. ∩�zn�°�w�JεC��
biμ�jM�GC

4. ÷@U�°C

5. ÷@UOC

RújM

pGúA�njM�GAziHqu�zjM�Gv��RújM�GC

{�

1. ∩�UCΣñ@�∩�G

v ÷@UΘxí���C

v ÷@U⌠⌠í���C

2. qjM\αϕñA∩��zjM�GC

3. ∩�znRú�jM�GC

4. ÷@URúC

5. ÷@UOC

�zjMs�

��ujMs�v°íAziH����z�≤By{�≡�jMs�C

o�s�i²z�PabΘxí�B⌠⌠í��≡���W�u°ivδFñMΣw

xs�jM�hC

�°jMs�

iH��w]�@�s�Mls�C

÷≤o�@�

ziHbu�≤jMs�vBuy{jMs�v�u≡�jMs�v°íW�°jM

s�C

���ⁿú�s��wxsjM�≤ΣLs��C

u�≤jMs�vBuy{jMs�v�u≡�jMs�v°íπ	C@�s��U

C��C

ϕ 47. ujMs�v°í��

�� í�

W� ⁿwjMs��W�C

��� ⁿw��jMs������W�C

í� ⁿwjMs��í�C
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ϕ 47. ujMs�v°í�� (�≥)

�� í�


∩Θ� ⁿwjMs���∩Θ�C

u�≤jMs�vBuy{jMs�v�u≡�jMs�v°íuπCú�UC\

αC

ϕ 48. ujMs�v°íuπC\α

\α í�

sWs� Yn��sjMs�AiH÷@Uss�C �

�\��sjMs�C

sΦ YnsΦ{�jMs�AiH÷@UsΦC�

�\sΦjMs�C

�s YnNwxs�jM�s�ΣLjMs�Ai

H÷@U�sC ��\Nwxs�jM�s�

ΣLs�C

�ú Yn�újMs�A�qjMs��úwxs

�jMA�∩�n�ú���AMß÷@U�

úC ��\�ús�A�qs��úwxs�

jMC

{�

1. ∩�UCΣñ@�∩�G

v ÷@UΘxí���C

v ÷@U⌠⌠í���C

2. ∩�jM > sΦjMC

3. ÷@U�zs�C

4. �°jMs�C

�	s�jMs�

ziH��s�jMs�C

{�

1. ∩�UCΣñ@�∩�G

v ÷@UΘxí���C

v ÷@U⌠⌠í���C

2. ∩�jM sΦjMC

3. ÷@U�zs�C

4. ∩�znbΣñ��ss��s��Ω�¿C

5. ÷@Us�s�C

6. bW�μ�ñAΣJss���@W�C

7. ∩���C bí�μ�ñAΣJí�C

8. ÷@UTwC
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sΦjMs�

ziHsΦjMs��W��í�μ�C

{�

1. ∩�UCΣñ@�∩�G

v ÷@UΘxí���C

v ÷@U⌠⌠í���C

2. ∩�jM > sΦjMC

3. ÷@U�zs�C

4. ∩�znsΦ�s�C

5. ÷@UsΦC

6. sΦ��G

v bW�μ�ñΣJsW�C

v bí�μ�ñΣJsí�C

7. ÷@UTwC

Nwxs�jM�sΣLs�

ziHNwxs�jM�s�@�HWs�C

{�

1. ∩�UCΣñ@�∩�G

v ÷@UΘxí���C

v ÷@U⌠⌠í���C

2. ∩�jM > sΦjMC

3. ÷@U�zs�C

4. ∩�zn�s�wxs�jMC

5. ÷@U�sC

6. bu��s�v°íWA∩�zn�swxs�jM�Σñ�s���∩	C

7. ÷@Uⁿús�C

�ús��qs��úwxs�jM

ziH���ú�	qs��újM��újMs�C

÷≤o�@�

ϕzqs��úwxs�jM�Aú�qt�Rúwxs�jMC wxs�jMNqs

��úA�����ΣLs�C

zLkqt��úUCs�G

v �≤jMs�

v y{jMs�

v ≡�jMs�

v ΣL
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{�

1. ∩�UCΣñ@�∩�G

v ÷@UΘxí���C

v ÷@U⌠⌠í���C

2. ∩�jM > sΦjMC

3. ÷@U�zs�C

4. ∩�UCΣñ@�∩�G

v ∩�nqs��ú�wxs�jMC

v ∩�zn�ú�s�C

5. ÷@U�úC

6. ÷@UTwC
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� 10 � �q�≤My{	e

���q�≤My{�eijMB�°�°ibΘx� QRadar q��
W
�π	�

ΩTC

ziHqΘxí� �⌠⌠í���W����mA���q�≤My{�eG

v qΘxí���A÷ΓU�≤AMß÷@U���eC

v q⌠⌠í���A÷ΓUy{AMß÷@U���eC

v ziHqujMv�����sΦ�q�≤�y{�eCbzqujMv����

�q�e�Aú�q⌠≤Sw�≤�y{l��eF]�Au�q�≤�ev°í

ñú�w²�J�eCziHqt@����s�KW��tⁿΩTC

��\iv

bzπ�
T\iv����q�eC

z��π�u���wq��≤�ev�u���wq�y{�ev\ivC

pGπ��z\ivAz]iHzLu�zv������∩�q�eC

÷@U�z > Ω��� > �q�≤�e > ��z > Ω��� > �qy{�eC

�ó
�z�AHTOzπ�
T�\ivC

p��÷ΩTA��\ IBM Security QRadar SIEM Administration GuideC

�q	e�¼

ziH���q�e�¼C

bz���q�e�AiH∩���
Wϕ	í�pΓ��e�¼C

��
Wϕ	í (Regex) »zíAziHq�≤�y{��tⁿ��D
W
Ω�C

	pA��°iH°ib Oracle °A�Wiμ���\iv�≤������C t�

�°i���MμA����∩ΣLbß�\iviμ�≤���C ²OAq�Lkπ

	Ω����bß�w�≤�\ivC ziH���q�eHqΘx���ΩTAMß

bjM�°iñ����eC ���\α�ni@BA�
Wϕ	í (Regex)C


Wϕ	íwqz�μ¿��q�e�μ�CΘJ
Wϕ	í»zíºßAziH�

���tⁿ∩Σiμτ�C bzwq�q
Wϕ	í¼��A�ϕ� Java {í]py

Ñwq�
Wϕ	íWhC

p��÷ΩTAziH�\ Web Wi��
Wϕ	íⁿ���C �q�eiHPh�


Wϕ	í�÷pC
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bσR�≤�y{�A∩�≤�y{�	C�
Wϕ	í¼�A��
Wϕ	í¼�

P��tⁿ��CP�≤�y{��tⁿ����@�
Wϕ	í¼�iPwn��

�Ω�C

��pΓ¼�q�eAziH∩{�����≤�y{�e⌡μpΓAHú�pΓ�

�eC

	pAziH��@��eAªzLN@����eúHt@����e�π	�	

±C

�� Regex ¼�q	e

ziH�� Regex ¼�q�eAHN�≤�y{��tⁿP
Wϕ	í��C

÷≤o�@�

bztm Regex ¼�q�e�Au�q�≤�ev�u�qy{�ev°í�ú��

�CUϕú�í	�����ΩTC

ϕ 49. u�q�≤�ev°í�� (Regex)

�� í�

�	μ�

s��e s��eW�úαO
W
�e�W�A	

pA���W�B�� IP ���a IPC

��	WhB°i
jM�σR
�@��¼��≤�y{�σRPxs�eC

ϕz∩���∩	�A�eú�ni@BσR

�ú�°iBjM��	WhC

pGMúo��∩	Ah�bC�M�°iB

jM�Wh�	�σR�eC

Θx��
pG�h�Θx��P��≤�÷pAh�μ

�ⁿwNyuh�vAH�Θx�����C

RegEx
znq��tⁿ��Ω�����
Wϕ	

íC 
Wϕ	íO�	jpg�C

UCd	π	��
Wϕ	íG

v qll≤G(.+@[^\.].*\.[a-z]{2,}$)

v URLG(http\://[a-zA-Z0-9\-\.]+\.[a-zA-

Z]{2,3}(/\S*)?$)

v ⌠�W�G(http[s]?://(.+?)["/?:])

v BI�rG([-+]?\d*\.?\d*$)

v π�G([-+]?\d*$)

v IP �}G(\b\d{1,3}\.\d{1,3}\.\d{1,3}\

.\d{1,3}\b)

��s���HA�AϕC

��s� ��s�Nh�r�°�@�μ�C b��s

�ñA≤@�A��	�r�C
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ϕ 49. u�q�≤�ev°í�� (Regex) (�≥)

�� í�

w��
pGMú��∩	Ah��q�eú�π	b

jMLo���μMμñABú�q��tⁿ

σR�eC

{�

1. ÷@UΘxí���C

2. pGz
bΩy�íñ�°�≤�y{A�÷@U���	H��ΩyC

3. ÷ΓUn@��q�e≥���≤�y{C

4. ÷ΓUn@��q�e≥���≤C

5. ÷@U���eC

6. b�e�¼∩
íμñA∩� Regex ¼∩�C

7. tm�q�e��C

8. ÷@U���AH����tⁿ�	
Wϕ	íC

9. ÷@UxsC

�G

�q�e@�∩�π	≤jM��W�i��μMμ�C YnN�q�e]tb�≤�

y{MμñAz��b��jM�Aqi��μ�Mμñ∩��q�eC

�÷º�:

� 136��yAQL jMrΩd	z

�� Ariel d
yÑ (AQL) iq Ariel Ω�wñ��≤By{M ϕμñ��Swμ

�C

��pΓ¼�q	e

ziH��pΓ¼�q�eA�N��tⁿP
Wϕ	í±∩C

÷≤o�@�

bztmpΓ¼�q�e�Au�q�≤�ev�u�qy{�ev°í�ú�UC

��G

ϕ 50. �q�ewq°í��]pΓ�

�� í�

�ewq

�eW� ���q�eΣJ�@W�C s��eW�ú

αO
W
�e�W�Ap���W�B��

IP ���a IPC

í� ΣJ��q�e�í�C

�epΓwq

� 10 � �q�≤My{�e 159



ϕ 50. �q�ewq°í��]pΓ� (�≥)

�� í�

�e 1
qMμ	ñA∩�znbpΓñ����@�

�eC ∩�]A����
W
����q�

eC

z]iHⁿwSw���C q�e 1 Mμ	
ñA∩����wq∩�Ce�W�π	��

�e��CΣJSw���C

BΓl
qMμ	ñA∩�znM��pΓñ∩���

e�BΓlC ∩�]AG

v [

v ε

v �

v ú

�e 2
qMμ	ñA∩�znbpΓñ����G�

�eC ∩�]A����
W
����q�

eC

z]iHⁿwSw���C q�e 1 Mμ	
ñA∩����wq∩�Ce�W�π	��

�e��CΣJSw���C

w��
∩���∩	i����q�eC

pGMú��∩	Ah��q�eú�π	b

�≤�y{jMLo���μMμñABú�

q��tⁿσR�≤�y{�eC

{�

1. ∩�UCΣñ@�G÷@UΘxí���C

2. ∩���C pGz
bΩy�íñ�°�≤�y{A�÷@U���	H��ΩyC

3. ÷ΓUn@��q�e≥���≤�y{C

4. ÷@U���eC

5. bu�e�¼∩�víμñA∩�pΓ¼∩�C

6. tm�q�e��C

7. ÷@U��AH����tⁿ�	
Wϕ	íC

8. ÷@UxsC

�G

�q�e{bπ	�jM��Wi��μ�Mμñ�∩�C YnN�q�e]tb�≤

�y{MμñAz��b��jM�Aqi��μ�Mμñ∩��q�eC
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�∩�q	e

ziH�∩�q�eC

÷≤o�@�

ziH��u�q�≤�ev�u�qy{�ev°í��∩�q�eC

Uϕñí�F�q�eC

ϕ 51. �q�e°íμ


μ í�

�eW� ⁿw��q�e��@W�C

�¼
ⁿw��q�e��¼C

�eí� ⁿw��q�e�í�C

Θx���¼
ⁿw��q�eA��Θx���¼�W�C

�μ�π	bu�q�≤�ev°íWC

Θx��
ⁿw��q�eA��Θx��C

pG�h�Θx��P��≤�y{�÷pA

h�μ�ⁿwNyuh�vAH�Θx���

��C

�μ�π	bu�q�≤�ev°íWC

ϕ	í
ⁿw��q�e�ϕ	íC ϕ	í°�q�e

�¼wG

∩≤ regex ¼�q�eA���ⁿwznq��

tⁿ��Ω�����
Wϕ	íC

∩≤pΓ¼�q�eA���ⁿwzn���

q�e�����pΓC

���W� ⁿw����q�e�����W�C

w�� ⁿwO����q�eC �μ�ⁿw� True

�O FalseC

��Θ� ⁿw����q�e�Θ�C

�∩Θ� ⁿwe��∩��q�e��íC

u�q�≤�evPu�qy{�evuπCú�UC\αG

ϕ 52. �q�euπC∩�

∩� í�

[ ÷@UsWHsW�q�eC

sΦ ÷@UsΦHsΦ∩���q�eC

�� ÷@U�sH�s∩���q�eC

Rú ÷@URúHRú∩���q�eC
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ϕ 52. �q�euπC∩� (�≥)

∩� í�

��/�� ÷@U��/��H�����bjMLo��

�μMμñσR��°��∩�q�eC

{�

1. ∩�UCΣñ@�G

v ÷@UΘxí���C

v ÷@U⌠⌠í���C

2. qjMMμ	ñA∩�sΦjMC

3. ÷@U�z�q�eC

4. ∩�nsΦ��q�eAMß÷@UsΦC

5. sΦ�n���C

6. ∩���C pGwsΦ
Wϕ	íA�÷@U��AH����tⁿ�	
Wϕ	

íC

7. ÷@UxsC

�s�q	e

Yn��≥≤{��q�e�s�q�eAziH�s{���q�eAMß�∩�

�C

{�

1. ∩�UCΣñ@�G

v ÷@UΘxí���C

v ÷@U⌠⌠í���C

2. qjMMμ	ñA∩�sΦjMC

3. ÷@U�z�q�eC

4. ∩�zn�s��q�eAMß÷@U�sC

5. sΦ�n���C

6. ∩���C pGzwsΦ
Wϕ	íA�÷@U��AH����tⁿ�	
Wϕ

	íC

7. ÷@UxsC

Rú�q	e

ziHRú⌠≤�q�eAeúO��q�ePΣL�q�eú÷pC

{�

1. ∩�UCΣñ@�G

v ÷@UΘxí���C

v ÷@U⌠⌠í���C

2. ÷@UΘxí���C
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3. qjMMμ	ñA∩�sΦjMC

4. ÷@U�z�q�eC

5. ∩�znRú��q�eAMß÷@URúC

6. ÷@UOC
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� 11 � Wh�z

qΘxí�B⌠⌠í��≡���ñAziH�°��@WhC

�DDA�≤
��°�qWh��@�qWh���ñΓ\iv����C

Wh\iv�q

pGπ�u�°�qWhv�u�@�qWhv���ñΓ\ivAziH�°��

zzis��⌠⌠���WhC

Yn��º���WhAz��∩nbΣW��Wh���π�Aϕ��@�qWh

\ivC 	pA�Fα≈buΘxí�v��W��º���WhAz��π�Θxí

� > �@�qWhC

p����ñΓ\iv��÷ΩTA��\ IBM Security QRadar SIEM Administra-

tion GuideC

Whº[

Whi∩�≤By{�≡�⌡μ�	ApG�	���°≤ú�XAWh�ú�


�C

C�Whñ��	]iH��ΣL�m�⌠�WhC zL�H⌠≤Sw�
���W

hA]�C�sWBsΦ�RúsWh�At���d��÷YC pGΣLWh���

WhwRú�w��Ae�W�π	�iAL�⌡μ⌠≤�@C
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�XSw���O�)C ��a�bSwμ÷WAú'\�ú�	�t	�O�A]�A

o�n�ú@wAXzC

�ΩTñiα��
NW���LΩW���C ]�AIBM �w��qF�N�qß

��e
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�σ≤ñ�t�⌠≤�αΩ�Ob�ε⌠�ñoXC ]�AbΣL@�⌠�ñ≥o��

Giα��π�tºC b}oh��t�Wiα��L@��qA²úO�o��qb

½�WMoμ�t�W��P��GC A�A���wiαOzL��Φí��⌠C

Ω��GiαúPC �σ≤�����τ�ΣSw⌠�A��Ω�C

�σ≤�ú�ºD IBM ú�ΩTA��ú����	A�ΣoG�n��ΣL�}�
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�ú�
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C
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�úPC

�ΩTt�Θ���B@���Ω�M°id	C �D¿iαa�πí�Ad	]AF

�HB�qB�PMú��W�C ��o�W�úOΩc�Ap�⌠≤�ⁿΩ�°��

��W��a}ºBA���XC
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b\¬��ΩT�ql�Aiαú����MmΓí�C
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Wⁿ��

�Wⁿ��ú� IBM Security QRadar SIEM nΘ�

ú��NyMwqC

�Wⁿ��ñ��UCμ¼��G

v ��\ ��zqD�n�Ny����n�NyA

�qYg���≈X�μíC

v t��\ ²z���÷�∩�NyC

p�ΣLNyMwqA��\ IBM Terminology ⌠�

]bs°íñ}��C

yT�z y��z y¡�z � 216��y�z

� 216��yC�z � 216��yK�z � 216�

�yE�z � 216��yQ�z � 217��yQ@

�z � 217��yQG�z � 218��yQT�z

� 218��yQ��z � 219��yQC�z �

219��yQK�z � 219��yQE�z � 219

��yAz � 219��yCz � 219��yDz �

219��yFz � 220��yHz � 220��yIz �

220��yLz � 220��yMz � 220��yNz

� 220 ��yOz � 220 ��yQz � 220 ��

yRz � 220��ySz � 220��yTz � 221�

�yWz

T�

ljM (sub-search)
ib@��¿�jM�Gñ⌡μjMd
�

\αC

l⌠⌠ (subnet)
��\l⌠⌠ (subnetwork)C

l⌠⌠ (subnetwork, subnet)
	��p�W�ls�A²�Mμ¼s��

⌠⌠C

l⌠⌠Bn (subnet mask)
∩≤⌠�⌠⌠l⌠⌠A32 ��Bn�≤�O

IP �}�D≈í	ñ�l⌠⌠�}��C


�

Θx�� (log source)
ú��≤Θx�w�]��⌠⌠]�C

Θx��	� (log source extension)
]t�O�	��≤�eº�≤�����


Wϕ	í¼�� XML �C

�e�� (content capture)
�≤��itm���tⁿqAMßNΩ�

xsby{Θxñ�Bz{�C

¡�

���� (Local To Local, L2L)
Pq@��
⌠⌠�t@��
⌠⌠��í

Ω�yq�÷C

���� (Local To Remote, L2R)
Pq@��
⌠⌠�t@��
⌠⌠��í

Ω�yq�÷C

ia� (credibility)
0-10 ºí���±vA�≤Pw�≤�≡�

��π�Cbh���°i�P�≤�≡�

�Aia��W[C

�ß� (client)
�≤nD°A�ú�A��nΘ{í�q

úC

�í�y�m (external scanning appliance)
s��⌠⌠AH¼	⌠⌠ñΩú��÷�}

ΩT�≈�C

Dn HA D≈ (primary HA host)
s�� HA O	�DnqúC

D	x (console)
�@�iHqñ�ε�[εt�@��π	

�C

D≈⌠�wq (host context)
�≤�°�≤�A�AHTOC��≤pw

�δB@C

[K (encryption)
bqúw�ñA�Bz{��≤NΩ�α½

�Lkδ��μíAq�lΩ�Lk�

oA�uα���KBz{��oC
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�

@��}��t� (Common Vulnerability Scor-
ing System, CVSS)

�q�}Y½���	t�C

��tⁿΩ� (payload data)
]tb IP y{ñ���{íΩ�]úF�Y

��zΩTH��C

�Dt��X (autonomous system number,
ASN) b TCP/IP ñAOⁿ�ⁿú IP �}��P�

zñ�ⁿú��Dt���XC�Dt��

Xi²���etΓk�O�Dt�C

μ� (behavior)
@���≤�i[ε�GA]AΣ�GC

�n HA D≈ (secondary HA host)
s�� HA O	�	RqúCpGDn HA

D≈ó�A�n HA D≈�	ßDn HA D

≈�d⌠C

C�

≡� (offense)
�
��°�°≤�e�Tº�ú���

≤C	pA≡�Nú��hOwHI�⌠

⌠O
Dⁿ≡���÷ΩTC

@�ñ�t� (active system)
b¬i�� (HA) O	ñAOⁿπ���


b⌡μ�A��t�C

�}�RqT≤w (Address Resolution Proto-
col, ARP)

�≤N IP �}��∩M���⌠⌠ñ�⌠⌠

t�d�}�qT≤wC

¡� (identity)
��Ω������	XANϕ�HB�

�B�m���C

t�°� (system view)
H°	Φíe{�¿t��Dn�ⁿ�zD

≈C


π⌠
W� (fully qualified domain name,
FQDN)

b⌠�⌠⌠qTñAOⁿD≈t��W�A

]A⌠�W����lW�C	pA�π⌠

�W�� rchland.vnet.ibm.comC


π⌠⌠W� (fully qualified network name,
FQNN)

b⌠⌠ÑhñAOⁿ]A��í�½≤W

�C	pA�π�⌠⌠W��

CompanyA.Department.MarketingC

K�

≈�� (key file)
bqúw�ñA]t�}≈�BpK≈�B

H⌠	�������C

E�

�÷� (relevance)
⌠⌠W�≤B���≡���∩vT�qC

½sπzp�� (refresh timer)
Γ��w����o��í�mA�≤≤s

{μ⌠⌠í�Ω�C

½��y{ (duplicate flow)
qúPy{��¼���PΩ��Θ�h�

Ω	C

H⌠xsw�� (truststore file)
]tH⌠ΩΘº�}≈��≈�Ω�w�C

IJ��t� (intrusion detection system, IDS)
�nΘ�≤��∩�≤⌠⌠�D≈t�@í

	�ⁿ�°Ω���	≡��¿\≡�C

IJw�t� (intrusion prevention system, IPS)
�≤�	��τbcNí��t�C��≈

εiαA�LoBl��]wtv¡εC


Rt� (standby system)
b@�ñ�t�ó��A����¿@�ñ

�t�CpGw����gAh�q@�

ñ�t��gΩ�C

�O (magnitude)
Sw≡���∩½n���qC�OO��

�÷�BY½��ia�pΓ�[v�C

Q�

¬i�� (high availability, HA)
PO	t��÷A�t��b�I��n{

íó��iμ½stmAHKu@qiH½

ste�O	ñ�l�IC
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σR�� (parsing order)
���iwqΘx��]@�@δ IP �}�

D≈W��º½n�
��Θx��wqC

y{ (flow)
bμ
�ízL�����μ@Ω��ΘC

y{Θx (flow log)
y{O²�	XC

y{�� (flow sources)
qñ��y{���Cy{��by{��

ⁿ�zD≈Ww��wΘ�	���íAb

y{�e�y{¼	��	���íC

qT≤w (protocol)
@�WhA�≤�εqT⌠⌠ñΓ�HW�

m�t�ºí�Ω�qT��eC

Q@�

Wh (rule)
@�°≤í»zíAi²qút��O÷Y

���a⌡μ��
�C

�y� (scanner)
jM Web ��{í��nΘ�}���
w

�{íC

�ε (recon)
��\�εC

�ε (reconnaissance, recon)
¼	⌠⌠Ω�¡	�÷ΩT�ΦkCiH�

�⌠⌠�y�ΣL
N�s⌠⌠Ω��≤

MμAMßVΣⁿúY½�h�C

�
⌠⌠ (local area network, LAN)
�≤s�¡ε��]pμ@jH��Θ�ñ

����mBiHs��≤j⌠⌠�⌠⌠C

º� (anomaly)
P⌠⌠w�μ���tC

	p� (accumulator)
@��s�AYBΓ�@�BΓ�iHxs

bΣñAHß�BΓ��G��N�BΓ

�C

�AD≈tmqT≤w (Dynamic Host Configu-
ration Protocol, DHCP)

�≤	ñ�ztmΩT�qT≤wC	pA

DHCP ���N IP �}ⁿú�⌠⌠ñ�q

úC

��ϕ (reference table)
�ϕμñ�Ω�O²Nwⁿú�¼���Σ

∩M�ΣL��ΣAMßA∩M�μ��C

��� (reference set)
q⌠⌠W��≤�y{l��μ����M

μC	pAIP �}MμA�����W�M

μC

��∩M (reference map)
N��Σ��∩M���Ω�O²A	pA

N���W�∩M�s� IDC

��∩M� (reference map of sets)
N@���Σ∩M�h���Ω�O²C	

pANS\����Mμ∩M�@�D≈C

QG�

°i (report)
bd
�zñA⌡μd
�NμíM��Σ

ñ�ú��μí
Ω�C

°iíj (report interval)
itm��ííjAb�íj�⌠�A�≤

Bz���N��w���≤�y{Ω��

e�D�xC

¡�I (leaf)
b≡¼�cñAOⁿS�l������

IC

}±ít�¼s (OSI)
�X�≤μ½ΩT�uΩ����� (ISO)v

���º}±ít�¼pC

}±{íX�}Ω�w (Open Source Vulnerabil-
ity Database, OSVDB)

�⌠⌠w��s���}±{íXΩ�wA

iú��÷⌠⌠w��}�
NΩTC

HW (violation)
ñL�H!�q�h��@C

L�O�í⌠
�e (Classless Inter-Domain
Routing, CIDR)

�≤sW�O Cu⌠�⌠⌠qT≤w (IP)v

�}�ΦkCo��}ú��u⌠�⌠⌠A

���	 (ISP)v���ß��CCIDR �}

iε��eϕ�jpA��≤h IP �}b�

��i�C
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QT�

���� (Remote To Local, R2L)
q�
⌠⌠��
⌠⌠��íΩ�yqC

���� (Remote To Remote, R2R)
qY��
⌠⌠�t@��
⌠⌠��íΩ

�yqC

hD (gateway)
�≤s�π�úP⌠⌠[c�⌠⌠�t��

�m�{íC

�Θ	εqT≤w (Transmission Control Proto-
col, TCP)

⌠�⌠⌠�⌠≤ϕ��≤⌠�⌠⌠qT≤w

�u⌠�⌠⌠u{u@p� (IETF)v��ñ

���qT≤wCTCP b�]μ½�qT⌠

⌠���⌠⌠�μ¼s�t�ñú�Fia

�D≈∩D≈qT≤wCt��\⌠�⌠⌠

qT≤w (Internet Protocol)C

�eWh (routing rule)
@�°≤Ab�≤Ω�í¼Σ�h�A�⌡

μ°≤�Hß�e�	XC

Ω�w¡�I½≤ (database leaf object)
Ω�wÑhñ�

≈½≤��IC

Ω�I (datapoint)
��I��q��pΓ�C

Ωú (asset)
wíp�Qnb@�⌠�ñíp�i�z½

≤C

�mΣ��� (Device Support Module, DSM)
@�tm�A�≤σRqh�Θx���¼

��≤A�Nª�α½�i@�ΘXπ	�

��	�[cμíC

Q
�

�q¼�²s�qT≤w (Lightweight Directory
Access Protocol, LDAP)

@�}±íqT≤wAª�� TCP/IP �ú

�Σ� X.500 �¼��²�s�vABú�

�P≤�°� X.500u�²s�qT≤w

(DAP)v�Ω��DC	pAziH��

LDAP b⌠�⌠⌠��í⌠⌠�²ñMΣH

�B���ΣLΩ�C

∩M��� (reference map of maps)
NΓ���Σ∩M�h���Ω�O²C	

pAN��{í������∩M���

IPC

�z@� (administrative share)
∩L�zM�v����⌠��⌠⌠Ω�C

�z@���z�ú�⌠⌠t�W��Ω�

�s�vC

�P (false positive)
k�����Mw�I�≡���	�G

]ⁿX⌠�e÷D�≡��Ω�WLI�≡

�]úO�}�C

{� (credential)
�≤�P����Bz{�Sws�v�Ω

T	C

�I (endpoint)
⌠�ñ API �A���}CAPI �}
IA

�BP�IsΣLA��
IC

�} (vulnerability)
@�t�Bt�nΘ���nΘ�≤��w

�n�C

Ω��y (live scan)
i��Ñq@�W�q�y�Gñú�°i

Ω���}�yC

⌠}α½ (Network Address Translation, NAT)
b⌡≡ñAOⁿNw��u⌠�⌠⌠qT

≤w (IP)v�}α½��ín²��}Co

�iP�í⌠⌠iμqTA²�Bnb⌡

≡���� IP �}C

⌠
W�t� (Domain Name System, DNS)
�≤N⌠�W�∩M� IP �}�	
íΩ�

wt�C

⌠⌠½≤ (network object)
⌠⌠Ñh��≤C

⌠⌠Ñh (network hierarchy)
@�xs��¼AO⌠⌠½≤�Ñhí	

XC

⌠⌠h (network layer)
b OSI [cñAOⁿú�A��hAibπ

�iw�A��Φ�}±ít�ºí��⌠

C

⌠�⌠⌠A��� (Internet service provider,
ISP) iú�⌠�⌠⌠s�v���C
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⌠�⌠⌠qT≤w (Internet Protocol, IP)
�≤zL⌠⌠�¼p⌠⌠�eΩ��qT≤

wC�qT≤w�@�¬qT≤whPΩΘ

⌠⌠ºí�C�Ct��\�Θ�εqT≤

w (Transmission Control Protocol)C

⌠�⌠⌠	εTºqT≤w (Internet Control Mes-
sage Protocol, ICMP)

hD���⌠�⌠⌠qT≤wA�≤P��

D≈qTA	pA°iΩ�]ñ���C

QC�

EW (burst)
eJ�≤�y{tv≡M@WA��vy{

��≤tvWX¡εC

pXíj (coalescing interval)
�X�≤�íjCH 10 ϕ�íjiμ�≤

�XABHP⌠≤�epX�≤ú����

@��≤}lCbpXíj�AeT���

�≤��X��e��≤Bz�C

��{í�� (application signature)
�@�Φ	A��]��tⁿ��dl�A

Mß�≤�OSw���{íC

QK�

α���a (forwarding destination)
�≤qΘx���y{���¼�lM
W


Ω��@�HW��	t�C

O�Ω� IP �} (cluster virtual IP address)
bDn��nD≈P HA O	ºí@�� IP

�}C

�÷⌠⌠�zqT≤w (Simple Network Manage-
ment Protocol, SNMP)

@�qT≤wA�≤�°�í⌠⌠ñ�t�

��mCbu�zΩTw (MIB)vñwq�

xsⁿ�z�m��÷ΩTC

°Ω¼Tº�OX (Hash-Based Message Authen-
tication Code, HMAC)

��[K�°Ωτ��K≈��[KXC

≈��� (offsite target)
�≈Dn�x�q�≤�ε��¼�≤�Ω

�y{��mC

≈��� (offsite source)
�≈Dn�x��mA�≤N
W
Ω�α

���≤¼	�C

QE�

Y½� (severity)
��∩��a�P��÷���qC

A

ARP ½s�V (ARP Redirect)
b⌠⌠sb�D�Aq�D≈�@� ARP

ΦkC

ARP ��\�}�RqT≤w (Address Resolu-

tion Protocol)C

ASN ��\�Dt��X (autonomous system

number)C

C

CIDR ��\L�O�í⌠��e (Classless Inter-

Domain Routing)C

CVSS ��\@��}�	t� (Common Vulner-

ability Scoring System)C

D

DHCP ��\�AD≈tmqT≤w (Dynamic Host

Configuration Protocol)C

DNS ��\⌠�W�t� (Domain Name Sys-

tem)C

DSM ��\�mΣ��� (Device Support Mod-

ule)C

F

FQDN ��\�π⌠�W� (fully qualified domain

name)C

FQNN ��\�π⌠⌠W� (fully qualified net-

work name)C
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H

HA O� (HA cluster)
�Dn°A��@��n°A��¿�¬i

��tmC

HA ��\¬i��C

HMAC ��\°Ω¼Tº	OX (Hash-Based Mes-

sage Authentication Code)C

I

ICMP ��\⌠�⌠⌠�εTºqT≤w (Internet

Control Message Protocol)C

IDS ��\IJ��t� (intrusion detection sys-

tem)C

IP h½�e (IP multicast)
Nu⌠�⌠⌠qT≤w (IP)vΩ�]�Θ�

t�	AH	¿μ@h½�es�C

IP ��\⌠�⌠⌠qT≤w (Internet Proto-

col)C
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